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Bitdefender Hypervisor Introspection is the first security solution of its kind, and was achieved through a unique collaboration 
with Citrix. It taps into XenServer’s unique Direct Inspect API to gain insight into the machines it protects, while inserting 
no agents in them. This makes Hypervisor Introspection immune to attacks, and risks no compromise from kernel-level 
threats. A truly agentless security layer, it will even protect your other security layers, such as endpoint security, from being 
compromised by attackers. Bitdefender Hypervisor Introspection works on top of existing security layers and is compatible 

with every other security vendor.

Bitdefender customers not using Hypervisor Introspection were also protected against the outbreak

Its GravityZone Endpoint Security Solutions prevented the execution of all ransomware variants, by leveraging their machine 
learning models that are designed specifically to catch never before seen ransomware attacks at pre-execution stage. For 
this attack wave specifically, a machine learning model at the endpoint, developed by Bitdefender labs in 2013 is able to 

detect and block all ransomware variants used by WannaCry.

___________________________________________________________________________

Bitdefender next-generation machine-learning and memory introspection technologies ensure that Enterprises worldwide 
have always been safe from the WannaCry ransomware mega-attack and the underlying EternalBlue zero-day exploit - AND 

will be similarly protected from the next such attack.

To learn more about Bitdefender Hypervisor Introspection, visit www.bitdefender.com/hvi

To learn more about Bitdefender’s entire business security Line, visit www.bitdefender.com/business
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