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THREATQ" AND BITDEFENDER

Technology Segment: Sensors

Bitdefender Advanced Threat Intelligence enables Security Operations Centers (SOCs) to
easily integrate real-time threat information into their existing infrastructure and better
understand sophisticated attacks.

With the combination of Bitdefender and the ThreatQ platform, organizations are able to
import threat feeds and services into the platform for triaging, managing, enriching and
scoring data from a centralized location.

As Bitdefender updates the data exposed as part of the Advanced Threat Intelligence solu-
tion, the new information will be automatically visible for the platform users without addi-
tional configuration.

THREATQ BY THREATQUOTIENT™

ThreatQuotient's solutions make security operations more efficient and
effective. The ThreatQ open and extensible platform integrates disparate
security technologies into a single security infrastructure, automating actions
and workflows so that tools and people can work in unison. Empowered with
continuous prioritization based on their organization’s unique risk profile,
security teams can focus resources on the most relevant threats, and collabo-
ratively investigate and respond with the aim of taking the right actions faster.

INTEGRATION
HIGHLIGHTS

Easy-to-access threat
intelligence data feeds through
the ThreatQ platform

Highly accurate data feeds
collected from 500+ million

BITDEFENDER ADVANCED THREAT INTELLIGENCE sensors globally
Bitdefender solution delivers up-to-date, contextual intelligence on URLs, IPs, . ‘
domains, certificates, files, Command and Control servers and Advanced Direct access to c.ontlr'wuously
Persistent Threats to Managed Security Service Providers (MSSPs), Managed updated threat intelligence
Detection & Response (MDR) companies, IT security and investigation consul- curated by our team of 800+

tancies as well as large enterprises that need to block ingenious threats. security experts
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* Improves decision-making with accurate, real-time data on IPs, URLs, domains, files, APTs, C&C servers and more.
* Accelerates incident response and forensic capabilities to mitigate the latest sophisticated threats.
* Strengthens your customers’ trust and helps you defend them against attacks before they wreak havoc.

* Detects targeted, evasive and zero-days attacks across the world

* Augments your security capabilities with the expertise of Bitdefender Labs, a global R&D leader in cyber-security tests.

* Decreases time-to-value by seamlessly integrating into your existing architecture

INTEGRATION USE CASES:

The Integration supports a variety of use cases such as:

® Quickly respond to threats that bypassed other
control systems such as email gateways or fire-
walls.

® Provide ready-to-block threat intelligence that can
be forwarded to critical infrastructure.

® Ingest hashes and attributes indicating the type,
family, and malware last sightseeing.

ABOUT THREATQUOTIENT™

ThreatQuotient 's mission is to improve the efficiency and
effectiveness of security operations through a threat-centric
platform. By integrating an organization’s existing processes
and technologies into a single security architecture, ThreatQuo-
tient accelerates and simplifies investigations and collaboration
within and across teams and tools. Through automation,
prioritization and visualization, ThreatQuotient's solutions
reduce noise and highlight top priority threats to provide
greater focus and decision support for limited resources.
ThreatQuotient is headquartered in Northern Virginia with
international operations based out of Europe , APAC and MENA.

For more information, visit www.threatquotient.com.
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* Importindicators associated with botnets and
advanced persistent threats.

® Associate Contextual Relationships and Metadata
from additional sources.

ABOUT BITDEFENDER

Bitdefender is a global security technology company that
provides cutting edge end-to-end cyber security solutions and
advanced threat protection to more than 500 million users in
more than 150 countries. Since 2001, Bitdefender has consistent-
ly produced award-winning business and consumer security
technology and is a provider of choice in both hybrid infrastruc-
ture security and endpoint protection. Through R&D, alliances
and partnerships, Bitdefender is trusted to be ahead and deliver
robust security you can rely on.

More information is available at http://www.bitdefender.com.
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