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ThreatConnect & Bitdefender Advanced

Threat Intelligence Integration

The Bitdefender Advanced Threat Intelligence integration with the ThreatConnect® Platform
allows users to import threat feeds and services into the Platform for triaging, managing,
enriching and scoring data from a centralized location.

The solution delivers up-to-date, contextual intelligence on URLs, IPs, domains, certificates,
files, Command and Control servers and Advanced Persistent Threats to Security Operation
Centers (SOCs), Managed Security Service Providers (MSSPs), Managed Detection &
Response (MDR) companies, IT security and investigation consultancy companies as well as
large enterprises that need to block ingenious threats.

THE CHALLENGE

As cybersecurity skills shortage continues to be problematic and with the overwhelming
number of alerts security operation centers are facing daily, protecting the business is a
challenge for most companies globally. These key issues have an increased impact on how
security teams can prevent, detect, and respond to external cyberthreats.

THE SOLUTION

Bitdefender is one of the most reputable vendors in cyber-security with over 500+ endpoint
deployments and numerous industry awards. The threat intelligence gathered by Bitdefender
which is also fed back into its product line to further enhance its capabilities is now available
for integration with ThreatConnect Platform.

By integrating Bitdefender threat intelligence, ThreatConnect Platform users gain access to
one of the most curated and quality data from the industry covering IPs, domains, URLs and
file hashes.

As Bitdefender adds or updates the data exposed as part of the Advanced Threat Intelligence
solution, the new information will be automatically visible in the platform without requiring
the user to write any code or change the configurations.

HOW IT WORKS

The integration requires the installation of a ThreatConnect app which acts as a middle layer
between ThreatConnect and Bitdefender Advanced Threat Intelligence solution. Through the
app configuration, the user will have the option to specify:

+  Credentials for accessing the data provided through Bitdefender intelligence feeds

THREATCONNECT

Designed by analysts but built
for the entire team (security
operations, threat intelligence,
incident response and security
leadership), ThreatConnect's
intelligence-driven security
operations platform is the

only solution available today
with intelligence, automation,
analytics, and workflows in a
single platform. Centralize your
intelligence, establish process
consistency, scale operations,
and measure your effectiveness
in one place. To learn more about
our threat intelligence platform
(TIP) or security orchestration,
automation, and response
(SOAR) solutions, visit
www.ThreatConnect.com.
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+  The feeds that should be downloaded from the platform

+  The frequency of feeds updates
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BENEFITS
+ Decrease time-to-value by having an out-of-the box, easy-to-configure integration

+ Manage, organize and score threat intelligence from a unified interface

+ Stay current with the latest updates in the data feeds without having to change configuration
or write software code

FEATURES
+ Easy-to-configure interface for threat intelligence

+  Direct access to continuously updated threat intelligence curated by our team of 800+
security experts

+ Highly accurate data feeds collected from 500+ million sensors globally

GET STARTED:

+ If you are already using the ThreatConnect Platform you can easily integrate Bitdefender
threat feeds. To find out more information on how to get started, access the Bitdefender
integration documentation on GitHub

+ If you are interested in using the ThreatConnect Platform, please contact sales@
threatconnect.com.

Bitdefender is a global security technology company that delivers solutions in more than 100 countries through a network of value-added alliances,
distributors and reseller partners. Since 2001, Bitdefender has consistently produced award-winning business and consumer security technology,

and is a leading security provider in virtualization and cloud technologies. Through R&D, alliances and partnership teams, Bitdefender has

. elevated the highest standards of security excellence in both its number-one-ranked technology and its strategic alliances with the world's leading
Bitdefender

virtualization and cloud technology providers

BITDEFENDER

Bitdefender delivers robust
security you can rely on. With

a global security delivery
infrastructure protecting half a
billion users, visionary solutions,
and a wealth of awards, we have
been a trusted security provider
since 2001.

Bitdefender works with
government organizations, large
enterprises, SMEs and private
individuals across more than 150
countries. We provide solutions
to each of their challenges and
needs — and our dedication
proves to be successful.

With over 1,600 employees, and
a team of 800+ engineers and
researchers, Bitdefender is one
of the most innovative IT security
software vendors in the world
today.

For more information about
Bitdefender Advance Threat
Intelligence, visit:
https://www.bitdefender.com/1i

For more information visit:
bitdefender.com/business



