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GravityZone for Service Providers (xSP)
ISP/Telco or Cloud Service Providers grow revenues and differentiate by hosting the Bitdefender GravityZone cloud console and offering 
leading protection for physical, virtual, and cloud workloads. 

GROW REVENUES WITH LEADING SECURITY

Grow revenues by offering leading Bitdefender security to your customers and partners. It’s simple to add new partner or customer 
accounts and protection is administered remotely from the web browser. Hosting the multi-tenant GravityZone Control Center cloud 
console gives you enhanced control and compliance with data regulations.

ONE SECURITY CONSOLE FOR PHYSICAL, VIRTUAL, AND PRIVATE, PUBLIC, OR HYBRID CLOUD

Ease customer’s concerns regarding compliance and security as they transition to the cloud. Mitigate security risks and protect 
workloads wherever they are with security that is optimized for VMware, Citrix and any other hypervisor and is integrated with AWS.

SIMPLE MONTHLY LICENSING

Dynamic monthly billing based on usage allows you to pay only for the endpoints or mailboxes that were protected each month. The pay-
per-use model streamlines operations eliminates the need to procure or change licenses for each individual customer or partner.

CONSISTENTLY RANKED FIRST FOR PROTECTION AND PERFORMANCE IN MAJOR INDEPENDENT TESTS

For more than 8 years Bitdefender has perfected machine learning algorithms, providing adaptive layered endpoint security that 
consistently ranks first for protection and performance. Bitdefender has the smallest footprint in virtual environments in LoginVSI tests, 
enabling the highest consolidation ratios. For physical endpoints, Bitdefender won the AV-Test Best Performance in the last 3 years.
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Test session

Source: https://www.av-test.org/en/antivirus/business-windows-client/windows-10/

Consistently superior protection, performance, and usability, proven in major independent tests
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Bitdefender delivers security technology in more than 100 countries through a cutting-edge network of value-added alliances, distributors and reseller partners. Since 2001, Bitdefender has 
consistently produced market-leading technologies for businesses and consumers and is one of the top security providers in virtualization and cloud technologies. Bitdefender has matched its 
award-winning technologies with sales alliances and partnerships and has strengthened its global market position through strategic alliances with some of the world’s leading virtualization and 
cloud technology providers.

ADAPTIVE SECURITY LAYERS:

Depending on your choice and the scan mode you are using (local, hybrid, centralized), you can activate some or all of the security layers 
and modules below to prevent even the most sophisticated threats:

Complete Antimalware and Antivirus – Bitdefender provides an 
advanced combination of Antivirus/Antimalware so you only need 
one security solution, mitigating security breaches, simplifying 
deployments and reducing expenses.

Machine Learning Threat Prevention – With more than 8 years 
of experience and 7 patents, Bitdefender has perfected Machine 
Learning algorithms to block elusive new threats with minimum 
false positives.

Advanced Anti-exploit – Bitdefender advanced anti-exploit 
protects not just against known exploits trying to hijack popular 
programs, but also against new ones, focusing on the attacks 
techniques. 

Continuous Process Monitoring – Bitdefender Advanced Threat 
Control (ATC) continuously monitors running process for signs 
of malicious behavior and is able to detect and block attacks and 

malware that eluded other security layers.

Web Filtering and Search Advisor – Bitdefender blocks phishing or 
malicious websites and displays search ratings signaling trusted 
and untrusted pages.

Application and Web User Control – To keep employees safe 
and boost productivity, access to the internet and to certain 
applications can be restricted or blocked. 

Device Control – Threats are often introduced into the company via 
removable devices. Bitdefender device control allows you to choose 
which devices and device types will be allowed to run and which 
will be blocked or scanned automatically.

Exchange Security and Antispam – Consolidate endpoint and 
MS Exchange email security and antispam into one console with 
Bitdefender. 

SIMPLIFIED MANAGEMENT

Fast deployment and easy scaling of GravityZone solution – GravityZone has been designed from the bottom up for cloud 
environments and the key components of the solution are delivered as virtual appliances, allowing for fast deployment, as well as scaling 
with redundancy, load balancing and HA.

Multi-tenant console and flexible user roles – The multi-tenant cloud architecture of the platform allows rapid creation of new partner 
or customer accounts. Each account can be assigned granular access and view rights depending on the company or groups.

Professional Services and Premium Support – Professional Services delivered remote by Bitdefender technicians help you roll out 
the solution and ensure you start with the best configuration. Premium Support is available to support your needs and ensure you can 
provide the best service to your customers.

Learn more and request a trial of Bitdefender GravityZone for xSP

https://www.bitdefender.com/business/gravityzone-for-xsp

CONTACT U.S. Business Sales by phone: (+1) 954 300 2674
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