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Securing online activity and content

Internet web resources are used by attackers nowadays as a springboard for a multitude of attacks due to their accessibility and ease 
of propagation. Most of today’s malicious threats use URLs as an infection vector to launch and escalate opportunistic and advanced 
attacks, in addition to scamming users online. Finally, phishing, online fraud and scams are growing in prevalence and sophistication. 

The Bitdefender URL Status service detects malicious, phishing and fraudulent websites in real time in the cloud before they can 
expose a user to an attack or scam. Additionally, for purposes adjacent to security, URL Status also offers web content categorization 
of the websites that host offending URLs.

 How URL Status works
The URL Status service scans URLs supplied by the partner application against a dynamically updated cloud database to determine 
whether they pose a threat. 

URL Status is an API, cloud-based service. For particular cases, 2 more extensions are available for offline localDB use or 
mixed cached-mode, as separate SDKs. URL information is updated in real time, with new malicious URLs, domains identified and 
processed by Bitdefender technologies, and additional intelligence gained from multiple sources: 

 % Award-winning Antispam, Anti-phishing and Antifraud technologies 

 % URLs identified and processed by Bitdefender’s global install base with 500+ million endpoints 

 % Internal crawling systems 

 % Email traps, honeypots and data from monitored botnets 

 % Advanced heuristics techniques and content analysis 

 % Internal virtual machine farm that executes prevalent malware - 100,000+ malware samples per day - and collects URL 
information on websites used by malware to update and/or download additional malicious components 

 % Shared data with industry partnerships 
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Multiple tried and trusted leading technologies 

 % The URL Status service works symbiotically with other Bitdefender threat detection engines; web pages with content detected 
as potentially malicious are monitored by our threat detection engines whether they are blocked or not, providing additional 
information for URL blocking.

 % The URL Status technology is integrated in the Bitdefender’s award-winning enterprise solution Gravity Zone and the consumer 
product range.

 % URL Status is a dependable Reputation API pillar in the Bitdefender Threat Intelligence solution stack, and it is used by other 
technology licenses for similar purposes.

Key metrics 

 % 15,000+ URL requests per second, with an average response time of < 100 milliseconds 

 % 1 billion queried URLs per day

 %  50 million blocked URLs per day 

 % 100,000+ potentially malicious URLs received daily, with 30% blocked after processing 

 % Powered by Bitdefender’s Global Protective Network (GPN), the largest security delivery infrastructure, which uses advanced real-
time protection to stop any threat 

 % 130,000 queries / second from global users are processed via GPN 

Accuracy 

 % Securing online safety without impinging on the online experience. In addition to leading detection rates, Bitdefender had zero 
false positives in AV Comparatives’ June 2019 Antiphishing test. 

 % Checks are performed on URLs that contain a given IP to determine if everything should be blocked from that IP or just the URL in 
question 

Use cases 

The service is platform-agnostic and can be integrated in multiple use cases to ensure online safety and to secure online content at 
the level of the network, gateway or perimeter. The service can be integrated:

 %  As an additional layer of protection on endpoints or mobile devices 

 % As an additional service on a UTM or Firewall appliances - which eliminates unnecessary workloads from the packet inspection 
engine 

 % On mail or content servers to check links to potentially malicious websites 

 % The service also: 

 % Returns web content categorization information so it can be used for web access control 

 % Can be implemented to create a secure web browser 
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Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response solutions worldwide. Guardian 
over millions of consumer, business, and government environments, Bitdefender is one of the industry’s most trusted experts for 
eliminating threats, protecting privacy and data, and enabling cyber resilience. With deep investments in research and development, 
Bitdefender Labs discovers over 400 new threats each minute and validates around 40 billion daily threat queries. The company has 
pioneered breakthrough innovations in antimalware, IoT security, behavioral analytics, and artificial intelligence, and its technology is 
licensed by more than 150 of the world’s most recognized technology brands. Launched in 2001, Bitdefender has customers in 170+ 
countries with offices around the world.

Romania HQ
Orhideea Towers
15A Orhideelor Road,
6th District,
Bucharest 060071
T: +40 21 4412452
F: +40 21 4412453

US HQ
3945 Freedom Circle,
Suite 500, Santa Clara,
CA, 95054
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Platform agnostic / simple integration

 The service is platform-agnostic and can be integrated in minutes on any platform/device 

 % The light API only requests the URL and returns the security classification with verdicts like Fraud, Malware, Phishing, C2 Servers, 
etc. 

 % All URL requests are processed via Bitdefender’s distributed and high-throughput Cloud infrastructure eliminating resource 
requirements on the customer’s end, in addition to management overhead

FREE evaluation 

Evaluating the URL Status service or any Bitdefender solution is free of charge and includes technical support. 

Need more info? 

For more information about Bitdefender solutions, including evaluation, reach us at www.bitdefender.com/oem. 

About Bitdefender Technology Licensing

Bitdefender provides end-to-end cyber security solutions and advanced threat protection to hundreds of millions of users in more 
than 150 countries. Since 2001, Bitdefender has consistently produced award-winning business and consumer security technology 
and has become a provider of choice for leading Independent Software Vendors (ISVs), hardware vendors, service providers and 
enterprise organizations looking to integrate security technologies into their products and services. Today, Bitdefender has over 180 
technology partners worldwide. More information is available at www.bitdefender.com/oem.

www.bitdefender.com/oem
http://www.bitdefender.com/oem

