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Foreword

Device at a glance

Internet-connected doorbells with motion-sensing
and notification capabilities have become extremely
popular among smart home enthusiasts. Convenient
and easy to use, they are often regarded as the first
line of physical security defense, but these devices
often end up exposing private customer information or
granting attackers access to the customer network.

The Maximus Answer DualCam Video Doorbell is a
dual-camera IoT device with night-vision capabilities. It
is designed to monitor both the entrance and packages
left on the porch with a 180-degree view, day or night.

As the creator of the world’s first smart-home
cybersecurity hub, Bitdefender constantly audits
popular IoT hardware for vulnerabilities that might
affect customers if left unaddressed. This research
paper, part of a series developed in partnership with Tom’s
Guide, aims to shed light on the security of the world’s
best-sellers in the IoT space.

The good
-

Use of OpenVPN tunneling with unique client
certificates to prevent eavesdropping on traffic
Signed firmware binary to ensure integrity
Overall good security practices

The bad
-

The device does not validate the server
certificate on HTTPS connections
Logs and video alerts can be intercepted using
trivial man-in-the-middle attacks
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1. Cloud-device communication:
a. Authentication/Identification
The device uses OpenVPN to establish a connection with the server (vpn.kunasystems.com). The connection requires
a client certificate that is unique for each camera and is stored on the flash memory in production.
The device also stores a 32-character hexadecimal secret that, together with a nonce, can be hashed into a token.
Some services require the token and the nonce value so the server can verify that the message originated from the
camera.

b. Communication protocols used:
-

OpenVPN protocol – for most of the communication

-

HTTPS – for uploading recordings to an AWS S3 bucket, sending logs and firmware update

c. Communication channel security:
The OpenVPN protocol is secure against tampering and eavesdropping. A warning in the log files suggests that the
server certificate is not verified (WARNING: No server certificate verification method has been enabled. See http://
openvpn.net/howto.html#mitm for more info.)
This could theoretically allow an attacker to impersonate the server, but the attack requires knowledge of both the
ta.key file (to authenticate TLS connections), and a way to trick the camera into connecting to the rogue server.
The HTTPS protocol is used in sending logs to logs-01.loggly.com and recordings to a bucket on s3.amazonaws.com.
Both connections are vulnerable to a man-in-the-middle attack, as the camera does not verify the server certificate.
As a result, an attacker sitting between the camera and the servers could intercept the uploaded logs and recordings.
Intercepted upload request:
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Intercepted logging request:

d. Information sent in logs:
Even though the logs could be intercepted, they do not contain sensitive information that could be useful to an
attacker. Most of the messages pertain to the functioning of the camera. The surrounding Wi-Fi networks and their
MAC addresses are transmitted, as well as the name of the current network.
The password for the current network is not transmitted.

f. Firmware update:
The user can manually force the check for a firmware update, but the device will also periodically check for a new
version of the firmware.
If a new version is available, the camera will request the firmware and its signature from update.kunasystems.com.
The request can be intercepted with a man-in-the-middle attack, but the firmware is signed. This means that any
modifications to the binary will result in a signature mismatch. The binary will be discarded in this case. An attacker
can’t forge the signature, as it requires the private certificate corresponding to the public key used to check the
signature.

2. Local network:
No ports can be accessed on the local interface because of iptables rules that drop any incoming connection. CVE2019-14899 was tested in order to hijack the VPN connection, but the camera is not vulnerable.

3. Setup:
At first, the Kuna application connects to the camera using Bluetooth. To initiate the setup, the device sends back the
surrounding Wi-Fi networks, its serial number, common name and a nonce. The app sends the serial number together
with the common name and the nonce to server.kunasystems.com. The server then replies with a token (the SHA1
hash of the nonce + secret) that will be sent to the camera along with the Wi-Fi credentials.
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The Bluetooth connection can be established at any time to change the Wi-Fi network, but only the camera owner can
initiate it. This is enforced by the secret known only by the camera and the server. If an attacker wishes to change the
network, they would need either the secret to create the token, or the token provided from the server. The secret is
unknown, and the server sends the token to the owner only.

4. Application – cloud communication:
The requests that control the camera, manage the account, or ask for a recording are sent to server.kunasystems.
com. They must contain a token that is received at login. To modify the camera’s settings, the user requires its serial
number. An attacker who knows the serial number cannot modify settings, as ownership is validated.
To access a recording, the user receives a pre-signed URL that leads to the file in an AWS bucket.
For live streaming, a WebSocket Secure connection is made to video.kunasystems.com. The first request contains the
authentication token in the following format:
wss://video.kunasystems.com:443/ws/rtsp/proxy?authtoken=<token>
After the connection is established, a custom protocol is used to set up a proxy between the application and the
camera. First, the serial number of the camera - as well as the token - must be provided for authentication. After that,
RTSP messages will be routed through this connection and the camera starts sending the video stream.

5. Hardware access:
The pins for a UART serial connection are exposed on the camera. The boot process can be observed on this
connection, and at the end of it a password protected console is provided. The password for the root user is the secret
mentioned earlier, and it’s unknown.
Serial login prompt:

The boot process can be interrupted by shorting the TX and RX pins. The Ambarella bootloader will ask for a password
to access its console, but this password is unknown.
The UART connection is also accessible over USB, but it also requires the password for the root user.
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Amboot login prompt:

USB serial login prompt:
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