Rule Name

Rule
Platform

0-00002: [RHEL- Linux

v8] System
Configuration
Files

Entity Path

/etc/vsftpd.conf

letc/vsftpd/vsftpd.ftpusers

/etc/syslog-ng/syslog-ng.conf

/etc/SuSE-release

/etc/samba/smbpasswd

/etc/ssh2/sshd2_config

/etc/sysconfig/seccheck

/etc/cron.d/seccheck

/etc/ntp.conf

/etc/modprobe.conf

/etc/gdm/PreSession/Default

Entity
Attributes

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

Entity Type



/etc/sysconfig/mail

/etc/sysconfig/SuSEfirewall2

/etc/rc.d/rc.sysinit

/etc/audit/auditd.conf

/etc/audit/audit.rules

/etc/cups/cupsd.conf

/etc/cups/client.conf

/etc/gshadow

/etc/sysconfig/init

/etc/news

letc/vsftp.ftpusers

/etc/pam.d

/etc/pam.d/passwd

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed
created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created File



/etc/xinetd.d/tftp

/etc/login.access

/etc/security/access.conf

/etc/proftpd.conf

letc/exports

/etc/bash.bashrc

/etc/sysconfig/displaymanager

letc/lp/Systems

/etc/hosts.Ipd

/etc/printers.conf

letc/vsftpd.ftpusers

/etc/security/opasswd

deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted



/etc/cron.d

/etc/cron.daily

/etc/cron.hourly

/etc/cron.monthly

/etc/cron.weekly

/etc/audit/filter.conf

/etc/pam.d/su

/etc/cron.deny

/etc/hosts.equiv

/etc/shosts.equiv

/etc/security/limits.conf

/etc/audit.rules

/etc/shells

group
hash

permissions

renamed

size

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group

hash
permissions



/etc/csh.login

/etc/csh.cshrec

/root/.bash_profile

/root/.bashrc

/root/.cshrc

/root/.tcshrc

/etc/bashrc

/etc/environment

/etc/security/environ

/etc/lilo.conf

/etc/xinetd.d

/etc/passwd

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created File
deleted

group
hash



/etc/syslog.conf

/etc/group

/etc/profile

/etc/ssh/sshd_config

/etc/issue

/etc/issue.net

/etc/motd

/etc/shadow

/etc/ssh/ssh_config

/etc/hosts.allow

/etc/hosts.deny

/etc/sysconfig/sendmail

permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File



/etc/inittab

/etc/syscil.conf

/etc/fstab

letc/ftpusers

/etc/crontab

/etc/xinetd.conf

/etc/securetty

/etc/login.defs

/etc/default/useradd

/boot/grub/grub.conf

/etc/postfix/master.cf

/etc/sysconfig/syslog

deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted



[tfitpboot

/etc/vsftpd/vsftpd.conf

/etc/security/console.perms

/etc/security/console.perms.d/50-
default.perms

/etc/grub.conf

letc/X11/xdm/Xresources

fetc/X11/xdm/kdmrc

/etc/X11/gdm/gdm.conf

/etc/at.allow

/etc/cron.allow

letc/X11/xdm/Xservers

group
hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size



letc/X11/xinit/xserverrc

/etc/at.deny

/etc/services

/etc/mail/sendmail.cf

/etc/xinetd.d/vsftpd

/etc/snmp/snmpd.conf

/etc/news/incoming.conf

/etc/news/hosts.nntp.nolimit

/etc/news/nnrp.access

/etc/news/passwd.nntp

/dev/audio

/etc/.login

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group

hash
permissions



/etc/rsyslog.conf

/etc/yum.conf

/etc/logrotate.d/syslog

/etc/anacrontab

/var/run/ntpd.pid

/etc/selinux/config

/var/spool/cron/root

/etc/sysconfig/ntpd

/etc/sysconfig/authconfig

/etc/redhat-release

letc/vsftpd/ftpusers

/etc/init/control-alt-delete.conf

/etc/cups/printers.conf

/boot/grub/menu.lIst

/etc/postfix/main.cf

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

hash



/etc/csh.logout

/etc/ksh.kshrc

/etc/suid_profile

/etc/profile.d

/etc/sysconfig/iptables

/etc/ssh/*key

/etc/audisp/plugins.d/syslog.conf

/usr/bin/ldd

/etc/ldap.conf

/etc/sysconfig/network

/etc/hosts

/etc/nsswitch.conf

/etc/resolv.conf

/etc/news/infeed.conf

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed
created File
deleted



/etc/news/readers.conf

/etc/sambal/passdb.tdb

/etc/sambal/secrets.tdb

/etc/news/innfeed.conf

/etc/dhclient.conf

/etc/centos-release

/etc/screenrc

/etc/news/hosts.nntp

/etc/sysconfig/ip6tables

/etc/libuser.conf

/etc/samba/smb.conf

/etc/sysconfig/boot

/var/spool/cron/tabs/root

group
hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created File
deleted



/etc/pam.d/common-session

/boot/grub2/grub.cfg

/etc/sysconfig/ntp

/etc/security/pwquality.conf

/etc/rhosts.equiv

/etc/sssd/sssd.conf

/etc/gdm/custom.conf

/etc/wpa_supplicant/wpa_supplicant.conf

/etc/audisp/audisp-remote.conf

/usr/share/pki/kra/conf/server.xml

/etc/modprobe.d/50-blacklist.conf

/etc/passwd-

/etc/gshadow-

/etc/shadow-

/etc/group-

hash

renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed
created File
deleted



/etc/cron.daily/aide

/etc/pam_pkcs11/cn_map

/etc/pam.d/sshd

/etc/dconf/db/local.d/locks/screensaver

/boot/efi/EFI/redhat/grub.cfg

/etc/pam.d/rsh

/etc/pam.d/rlogin

/var/spool/cron

/etc/pam_pkcs11/pam_pkcs11.conf

/etc/chrony.conf

/etc/sysconfig/chronyd

/etc/pam.d/system-auth-ac

/etc/pam.d/password-auth-ac

/boot/grub2/user.cfg

group
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created File
deleted

group



hash
permissions
renamed
size

created
deleted

group

/usr/lib/systemd/system/emergency.service hash File

/usr/lib/systemd/system/rescue.service

/etc/passwd.old

/etc/shadow.old

/etc/group.old

/etc/pam.d/password-auth

/etc/pam.d/system-auth

/boot/efi/EF|/redhat/user.cfg

/etc/audisp/plugins.d/au-remote.conf

/etc/audisp/audispd.conf

/etc/zipl.conf

/etc/aide.conf

/etc/aliases

/etc/aliases.db

permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group
hash



/etc/pam.d/login

/etc/pam.d/common-password-pc

/etc/default/passwd

froot

fusr/sbin

/var/crash

/var/core

/var/spool/atjobs

/var/spool/at

/var/spool/cron/tabs

/usr/sbin/traceroute

/etc/os-release

/etc/ssh/shosts.equiv

/etc/permissions.local

permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed
created

deleted

hash File
renamed

size



/etc/gdm/banner created File

deleted

hash

renamed

size

created

deleted
letc/zypp/zypp.conf hash File

renamed

size

created

deleted
/boot/efi/EF|/sles12/grub.cfg hash File

renamed

size

created

deleted

group
/boot/grub2/grubenv hash File

permissions

renamed

size

created

deleted

group
/etc/crypto-policies/config hash File

permissions

renamed

size

created

deleted

group
/etc/sysconfig/sshd hash File

permissions

renamed

size

created

deleted

group
/etc/systemd/journald.conf hash File

permissions

renamed

size

created

deleted

group
/boot/efi/EFI/redhat/grub.conf hash File

permissions

renamed

size

created

deleted
/etc/firewalld/firewalld.conf hash File

renamed

size

created

deleted
/var/log/messages group Directory

permissions

renamed

created
deleted
Ivar/log group Directory
permissions
renamed

created

deleted

group
/etc/fapolicyd/fapolicyd.conf hash File

permissions

renamed

size

created

deleted

group
/etc/fapolicyd/fapolicyd.rules hash File

permissions

renamed

size
/etc/audit/plugins.d/au-remote.conf created File

deleted



/sbin/auditctl

/sbin/aureport

/sbin/ausearch

/sbin/autrace

/sbin/auditd

/sbin/audisp-remote

/sbin/audisp-syslog

/sbin/augenrules

/etc/audit/rules.d/audit.rules

/etc/audit/audisp-remote.conf

/etc/pam.d/postlogin

group
hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size



/etc/system-fips

/etc/dnf/dnf.conf

/etc/systemd/system.conf

/etc/systemd/coredump.conf

/etc/pkiltls/openssl.cnf

/etc/default/grub

/sbin/rsyslogd

/lib

/lib64

fusr/lib

fusr/lib64

/bin

/sbin

fusr/bin

/usr/local/bin

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created Directory



0-00005: Linux
Installed Linux
Software Activity

0-00006: Linux

Service Activity Linux
0-00007: All Linux
Linux Files and
Directories

/usr/local/sbin

/etc/sysconfig/auditd

/etc/security/faillock.conf

/etc/systemd/timesyncd.conf

/etc/tmux.conf

[root

/etc/hosts.equiv

/etc/shosts.equiv

/etc/news

letc/lp/Systems

/etc/printers.conf

/etc/hosts.Ipd

deleted
group
permissions
renamed

created

deleted

group Directory
permissions

renamed

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

publisher InstalledSoftware

size
version

created Service
deleted
created
deleted
group Directory
permissions

renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group Directory
permissions
renamed
created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group



/etc/bashrc

/etc/environment

/etc/security/environ

/etc/news/nnrp.access

/etc/news/hosts.nntp

/etc/news/hosts.nntp.nolimit

/etc/news/passwd.nntp

/etc/passwd

/etc/shadow

/etc/syslog.conf

letc/profile

/etc/group

/etc/ssh/sshd_config

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File



letc/ftpusers

/etclissue

/etc/ssh2/sshd2_config

/etc/ssh/ssh_config

/etc/X11/gdm/gdm.conf

/etc/hosts.deny

/etc/motd

/etc/hosts.allow

/etc/mail/sendmail.cf

/etc/default/passwd

/etc/.login

/usr/sbin/traceroute

deleted
group

hash
permissions
renamed
size

created
deleted
group Directory
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group



0-00013:
[Oracle-Solaris-
v10] System
Configuration
Files

Linux

/etc/shells

/etc/proftpd.conf

/etc/ssh/shosts.equiv

/etc/csh.cshrc

/etc/csh.login

/etc/postfix/main.cf

/etc/resolv.conf

/etc/hosts

/etc/nsswitch.conf

/dev/audio

/etc/samba/smb.conf

/usr/sadm/defadduser

froot

permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

group Directory
permissions

renamed



/etc/sfw/smb.conf

/etc/hosts.equiv

/etc/shosts.equiv

/etc/news

letc/lp/Systems

/etc/printers.conf

/etc/hosts.Ipd

/etc/bashrc

/etc/environment

/etc/security/environ

/etcl/init.d/perf

letc/rc2.d/S72autoinstall

/etc/rc2.d/S85power

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed
created

deleted

group Directory

permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed



/etc/rc2.d/S89bdconfig

/etc/rc2.d/S73cachefs.daemon

letc/rc2.d/S93cacheos.finish

/etc/rc2.d/S40lIc2

letc/rc2.d/S47pppd

letc/rc2.d/S47asppp

/etc/rc2.d/S70uucp

letc/rc2.d/S72slpd

letc/rc2.d/S75flashprom

/etc/rc2.d/SBO0PRESERVE

/etc/rc2.d/S89PRESERVE

/etc/rc2.d/S94ncalogd

/etc/rc2.d/S95ncad

/etc/rc2.d/S96ab2mgr

letc/rc3.d/S77dmi

/etc/rc3.d/S80mipagent

letc/rc2.d/S73nfs.client

created File
deleted

group
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed

created File



/etc/rc2.d/S74autofs

letc/rc2.d/S71rpc

letc/rc2.d/S72directory

/etc/rc2.d/S71Idap.client

letc/rc2.d/S80Ip

/etc/rc2.d/S80spc

letc/rc2.d/S92volmgt

letc/rc2.d/S99dtlogin

/etc/rc3.d/S90samba

/etc/rc3.d/S15nfs.server

/etc/rc3.d/S13kdc.master

/etc/rc3.d/S14kdc

letc/rc3.d/S76snmpdx

letc/rc3.d/S34dhcp

/etc/init.d/inetsvc

deleted
group
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group

hash File
permissions
renamed

size



/etc/default/sendmail created File
deleted
group
hash
permissions
renamed
size
created
deleted
/etc/rc3.d/S16boot.server group File
permissions
renamed

created

deleted

group
/etc/default/telnetd hash File

permissions

renamed

size

created

deleted

group
/etc/default/ftpd hash File

permissions

renamed

size

created

deleted

group
/etcl/init.d/syslog hash File

permissions

renamed

size

created

deleted

group
/etc/default/inetd hash File

permissions

renamed

size

created

deleted

group
/etc/init.d/rpc hash File

permissions

renamed

size

created

deleted

group
/etc/inet/inetd.conf hash File

permissions

renamed

size

created

deleted
/etc/news/nnrp.access group File

permissions

renamed

created

deleted
/etc/news/hosts.nntp group File

permissions

renamed

created

deleted
/etc/news/hosts.nntp.nolimit group File

permissions

renamed

created

deleted
/etc/news/passwd.nntp group File

permissions

renamed

created

deleted

group
/etc/passwd hash File

permissions

renamed

size



/etc/shadow

/etc/syslog.conf

/etc/profile

/etc/group

/etc/ssh/sshd_config

letc/ftpusers

/etc/issue

/etc/pam.conf

letc/ssh2/sshd2_config

/etc/vfstab

/etc/ssh/ssh_config

/etc/X11/gdm/gdm.conf

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size



/etc/logadm.conf

/etc/default/cron

/etc/security/audit_class

/etc/security/audit_control

/etc/security/audit_user

/etc/security/audit_startup

/etc/system

/etc/default/login

/etc/hosts.deny

/etc/default/inetinit

/etc/motd

/etc/hosts.allow

/etc/default/init

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created File



/etc/rc2.d/S90wbem

/etc/rc2.d/S90webconsole

/etc/rc3.d/S81volmgt

/etc/rc2.d/S42ncakmod

/etc/rc3.d/S82initsma

/etc/default/keyserv

[etc/ftpd/ftpusers

/etc/mail/sendmail.cf

/etc/default/syslogd

/etc/dt/config/Xconfig

/etc/dt/config/Xservers

/etc/cron.d/cron.deny

/etc/cron.d/at.deny

deleted
group

hash
permissions
renamed
size

created
deleted
group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created File
deleted

group

hash
permissions



/etc/cron.d/cron.allow

/etc/cron.d/at.allow

/etc/security/policy.conf

/etc/init.d/netconfig

/etc/security/audit_event

/etc/default/passwd

/etc/.login

letc/ftpd/ftpaccess

/etc/ftpd/banner.msg

/etc/default/sulogin

/etc/rc3.d/S50apache

/usr/sbin/traceroute

/var/spool/cron/atjobs

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed
created

deleted

group File
permissions
renamed
created File
deleted

group



/etc/snmp/conf/snmpd.conf

/etc/notrouter

/etc/shells

/etc/dfs/dfstab

/etc/nfssec.conf

/var/adm/auditlog

/etc/net-snmp/snmp/snmpd.conf

/etc/proftpd.conf

/etc/inet/ntp.conf

/etc/mail/aliases

letc/ssh/shosts.equiv

/etc/csh.cshrc

/etc/csh.login

permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group



/etc/dumpadm.conf

letcluser_attr

/usr/sbin/rpcbind

/var/sadm/install/admin/default

/etc/mail/cf/cf/sendmail.mc

/etc/postfix/main.cf

/etc/default/nfs

/etc/security/crypt.conf

/etc/resolv.conf

/etc/hosts

/etc/nsswitch.conf

/dev/audio

/etc/apache/httpd-standalone-ipp.conf

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size



0-00014:
[Oracle-Solaris-
v10] Variable
System Files

Linux

/etc/default/su

/rpool/boot/grub/menu.lst

/rpool/boot/grub/grub.cfg

/etc/pam.d/gdm-autologin

/etc/sambalprivate/smbpasswd

/etc/smb.conf

/etc/samba/smb.conf

/etc/sfw/samba/smb.conf

/var/adm/sulog

/var/adm/sa/*

/var/spool/cron

/var/spool/cron/crontabs

/var/cores

/var/log/connlog

/var/spool/cron/crontabs/sys

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group Directory
permissions
renamed
created

deleted

group Directory
permissions
renamed
created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed
created File
deleted

group

hash
permissions



/var/spool/cron/crontabs/root

/var/adm/loginlog

/var/adm/messages

/var/cron/log

/var/log/syslog

/var/log/authlog

/var/adm/utmpx

/var/adm/wtmpx

/var/audit

/var/spool/cron/atjobs

/var/ldap/ldap_client_cred

/var/ldap/ldap_client_file

/var/ldap/cert8.db

/var/ldap/key3.db

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created
deleted

group Directory

permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group

hash
permissions



0-00015: [RHEL- Linux

V6] System
Configuration
Files

/var/ldap/secmod.db

/var/adm

letclvsftpd.conf

letc/vsftpd/vsftpd.ftpusers

/etc/syslog-ng/syslog-ng.conf

/etc/SuSE-release

/etc/samba/smbpasswd

/etc/ssh2/sshd2_config

/etc/sysconfig/seccheck

/etc/cron.d/seccheck

/etc/ntp.conf

/etc/modprobe.conf

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

hash File
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created File
deleted

group

hash
permissions



/etc/gdm/PreSession/Default

/etc/sysconfig/mail

/etc/sysconfig/SuSEfirewall2

/etc/rc.d/rc.sysinit

/etc/audit/auditd.conf

/etc/audit/audit.rules

/etc/cups/cupsd.conf

/etc/cups/client.conf

/etc/gshadow

/etc/sysconfig/init

/etc/news

letc/vsftp.ftpusers

renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created
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group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created File
deleted

group
hash



/etc/pam.d

/etc/pam.d/passwd

/etc/xinetd.d/tftp

/etc/login.access

/etc/security/access.conf

/etc/proftpd.conf

/etc/exports

/etc/bash.bashrc

letc/sysconfig/displaymanager

letc/lp/Systems

/etc/hosts.Ipd

/etc/printers.conf

permissions

renamed

size

created

deleted

group Directory
permissions

renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size



/etcl/vsftpd.ftpusers

/etc/security/opasswd

/etc/cron.d

/etc/cron.daily

/etc/cron.hourly

/etc/cron.monthly

/etc/cron.weekly

/etc/audit/filter.conf

/etc/pam.d/su

/etc/cron.deny

/etc/hosts.equiv

/etc/shosts.equiv

letc/security/limits.conf

/etc/audit.rules

created File
deleted

group

hash
permissions
renamed

size

created

deleted

group

hash File
permissions
renamed

size

created

deleted

group Directory
permissions
renamed

created

deleted

group Directory
permissions
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created
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group Directory
permissions

renamed

created
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group Directory
permissions

renamed

created

deleted

group Directory
permissions

renamed

created
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group

hash File
permissions
renamed

size

created
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group

hash File
permissions
renamed

size

created
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group

hash File
permissions
renamed

size
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deleted

group File
permissions
renamed

created

deleted

group File
permissions
renamed
created

deleted

group

hash File
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0-00016: [RHEL- Linux

v7] System
Configuration
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0-00017: [SUSE- Linux

v10.0] System
Configuration
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