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[MpaBoBOe NnosnoxeHue

Bce npaBa 3awuuieHbl. Hukakas YacTb 3TOW My6nvKaLmmn He MOXeT 6bITb BOCMPOU3BeZieHa uiu nepefaHa B nto6oi
dopme unu no6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKtoyas (HOTOKONMpoBaHKe, 3anuch,
MCTONb30BaHWe CPeACTB XpaHeHWUst M noucka MHdopMauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLleHust
YMNONIHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLueHo BHOCUTb KaKue-m6o U3MeHeHUs B faHHbI MaTepuarn.

ﬂpen,ynpe)KneHue W orpaHuyeHue oTBeTCTBEHHOCTM. ﬂaHHblﬂ I'IpOrpaMMHbIIZ NpPOAYKT U AOKYMEHTauuA K HeMy
3almuieHbl aBTOPCKUM NpaBoM. ﬂaHHblﬁ nporpaMMan?l NPOAYKT N JOKYMEHTaUMA K HeMy 3aLl ULl eHbl aBBTOPCKUM
npaBoM. NHhopMaLms B 3TOM JOKYMEHTE NpefoCTaBseTCs «Kak ecTb», 63 rapaHTUu. XoTs B XOZie NOArOTOBKU
3TOro JOKYMEeHTa Gblfin NMPUHATBI BCe Mepbl NPeOCTOPOXXHOCTH, aBTOPbI HE HECYT HUKaKoi OTBETCTBEHHOCTU
nepepg No6bIM JIULOM WM OpraHW3aLyeil B OTHOLIEHUU KaKWUX-TMGo noTepb WM yuiep6a, MPUYMHEHHBIX WUIu
NpeanosnoX1TENbHO BbI3BaHHbIX NMPSMO WM KOCBEHHO MH(bOPMaLMen, cofiepXKallencs B JOKyMeHTe.

[laHHasi KHWUra COAePXXMT CChINIKN Ha CTOPOHHME BEG-CAiTbI, HE HAXOAALLWMXCA NoA KoHTponeM Bitdefender ,noatomy
Bitdefender He HeceT 0TBETCTBEHHOCTM 3a UX CofiepXKaHue Nepexoas Ha CTOPOHHUE CailTbl, yKa3aHHbIE B AOKYMEHTE,
Bbl fleNaeTe 9TO Ha CBOW CTpax W puck. Bitdefender npuBoanT aTn cCbinkn TonbKo ANst yA06CTBa YnTaTeNs, HO
Hanuuue STUX CCbIIOK He 03HavaeT, yTo Bitdefender 6epeT Ha ce6s 0TBETCTBEHHOCTb 3a COAEPXKaHUE KaKoro-nméo
CTOpOHHero Be6-canTa.

Toprosble MapKu. B 93TOM JOKyMeHTe MOryT yNOMUHATLCA pasfinyHble TOProeble Mapku. B 93TOM JokyMeHTe MoryT
YNOMUHaTbCSA pas/iyHble TOProBble MapKu. Bce 3aperncTpupoBaHHble U He3aperncTpupoBaHHbIe TOProBble Mapky,
yrnoMunHaemble B 3TOM JOKYMEHTe, NpUHaAnexat TO/IbKO UX 3aKOHHbIM BnagenbLam.

npaBOBOG nonoxeHue

Bce npaBa 3awuueHbl. Hukakas 4acTb 3ToW Ny6anKaLmm He MOXeT 6bITb BOCNPOM3BeieHa U nepesaHa B nto6omn
dopme unu nto6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKoYas HOTOKONMpOBaHUe, 3anuch,
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MCTONb30BaHWe CPeACTB XpaHeHWUst M moucka MHdopmauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLlleHust
YTNONTHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLeHo BHOCUTb Kakue-im6o U3MeHeHUs B faHHbI MaTepuarn.

MpepaynpeXxaeHne N orpaHNyeHne OTBETCTBEHHOCTM. [JaHHbI NPOrPpaMMHBI MPOAYKT U AOKYMEHTALUS K HeMY
3alMLL,EeHbl aBTOPCKMM MPaBOM. [JaHHbI NPOrpamMMHbI MPOAYKT U JOKYMEHTaLVs K HeMY 3alLyLLeHbl aBTOPCKUM
npasoM. MHdopmaums B 3TOM AOKYMEHTE NPefoCTaBAETCS «Kak eCTb», 6€3 rapaHTun. XoTs B XOA€ NOArOTOBKM
3TOro JOKYMeHTa Gblfin MPUHATBI BCe Mepbl NPeJOCTOPOXXHOCTH, aBTOPbl HE HECYT HUKaKOI OTBETCTBEHHOCTU

FARAR mAKL I RIIALS R AREATIAAATIAAG R ATHAIIATIA Ay mufa mATARD R A An&a MR e AT Iy e

Bbl AenaeTte 3TO Ha cBOW CTpax U puck. Bitdefender NpUABOANT 3Tl CChifJIKK TONbKO A4NiA y,RO6CTBa yuTaTtens, HO
Hanmune 3TUX CCbINIOK He 03HavaeT, YTo Bitdefender 6epeT Ha ce6s1 0TBETCTBEHHOCTb 3a COAepXKaHKe Kakoro-nméo
CTOPOHHero BeG-caiiTa.

Toprosble Mapku. Batom AOKYMEHTe MOTyT YNOMUHaTbCA pas/iniHble TOProeBble MapKu. Batom AOKYMeHTe MOoryT
YyNOMUHaTbCA pasinyHble TOProBble MapKu. Bce 3aperncTpupoBaHHble N He3aperncTpupoBaHHbIe TOProBble MapKu,
yNnoMunHaeMble B 3TOM [JOKYMEHTE, NpuHagnexxat TONIbKO UX 3aKOHHbIM BlajenbLam.
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Bitdefeer Cravi t

Mpepgucnosue
370 pykKoBOACTBO nNnpeaHasHa4yeHo |T-a,[|MMHI/ICTpaTOpOB, oTBeYyYawlwnux 3a
pa3BepTbiBaHUe 3alunThbl GravityZone B CBOUX opraHusaumnax.

NT-agMUHUCTPaTOpbI, KOTOPbIM HeobxoamMMa uHdopmaums o GravityZone moryT
HallTu B 3TOM pykoBoacTBe Tpe6oBaHusa GravityZone u AOCTyMHble MOAySM
3aWnTHI.

9TOT OKYMEHT NpefiHa3Hau€H, YTOObl Pa3bsACHUTb, KaK YCTaHOBUTb U HACTPOUTb
peweHune GravityZone 1 ero areHToB 6€30MacHOCTU Ha BCEX BMAAX KOHEYHbIX
YCTPOWCTB B Ballen KOMMaHUN.

1. 0603HaueHus, UcnoJsibdyemble B 1aHHOM PYKOBOACTBE

Tunorpadckne 0603HaYeHUs

9TO PYKOBOACTBO WUCMOJIb3YeT HECKOJIbKO TEKCTOBbIX CTUNIEW AN YyYlleHUs
YMTAEMOCTH. Y3HalTe 06 UX acreKTe U 3HAYEHUN U3 TabnnLLbl HUXKE.

obpazer BCTpoeHHbIe MMeHa KOMaH U CUHTaKCuc,
nytm M wumeHa  dannos,  dainbl
KOHdUrypauum, BBOAUMbIN TeKCT
neyaTtaeTcs CTaHJapTHbIMYU
MOHOUMPUHHEMY LWPUDTaMU.

http://www.bitdefender.com Ccbinku URL Ha BHewHue uctouHukm (http
unu ftp cepeepbl).

gravityzone-docs@bitdefender.com Agpeca 3neKTPOHHOW MOYTbl B TEKCTe
MpUBOASATCS B KAayecTBe KOHTAKTHOM
NHbopMaLuu.

«Mpegucnosue» (p. viii) B KkaBblukax MpUBOAATCA BHYTPEHHMeE
CCbIJIKM Ha Apyrue maTepuarnbl B npefenax
9TOro J0KyMEeHTA.

onuus Bce napameTpbl nNpoayKTa BblAeNeHbI
YKUPHBIM LIPUDTOM.

Mpeancnoeue viii


http://www.bitdefender.com
mailto:gravityzone-docs@bitdefender.com
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KJIIOYEBOE CNOBO Onuun nHTepdelica, KNOYEBbIE CNOBA UK
COYeTaHus KNaBu1LU BblAeneHbl C MOMOLLbH
bold wpudTa.

Mpeancnoeue iX
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[Mpumeyanus

MpuMeyaHna — aTo TeKcToBaa MHGOpPMaLUS, BbleNleHHasAs B OCHOBHOM TeKCTe
pasfiMyHbIMU CPeACTBaMU, LIefIbio KOTOPON ABNAETCA NPUBJIEYeHME Ballero
BHUMaHMA K AOMOSHATENBHOW UHPOPMALUK, UMEIOLLLEN OTHOLLIEHUE K COZIePXKaHUIo
TeKyLLEero pasgena pykoBoACTBa.

MpumeyaHmne

ﬂpMMeanme — 9TO KpaTKoe 3aMedaHue. Bbl moXkeTe nponycTuTb €ro, HO B HEM
MOXeT coaep>XaTbCA LleHHas I/IHd)OpMaLI,VIFI, HanpuMep onpeaeneHHas 0C06eHHOCTb
WU CCblJIKa Ha UCTOYHMUK, VIMeIOLI.I,VIVI OTHOLWIEeHMe K JaHHOMY MaTepunany.

BaxHo

9Ta vHpopMaums TpebyeT BaLLEro BHUMaHUs, U ee He PEKOMeHZYyeTCs NPonycKaTb.
06bI4HO, 31eCb NPUBOAMTCS BaxHas HGopmauus o hakTopax, KOTOpble HE UMelT
YrpOXKaloLLero xapakrepa ajis 6e30MnacHOCTU Balleil CUCTEMBbI.

Mpepynpexpaexune

370 KpUTUYeckas HGopmMaLus, K KOTOPOW criefyeT OTHECTUCb C MaKCUMasbHbIM
BHUMaHueM. Hnyero nanoxoro He CNny4unTcC4, ecnu Bbl 6yp,eTe cnepoBaThb YKa3aHUAM.
BHUMaTeNIbHO NPOYTUTE M MOMNbITaNTECh MOHATL CYyThb NpeaynpeXAeHUs], MOCKOJIbKY
B HEM ONUCbIBAOTCA BeECbMa OMnacHble yrpo3bl As1d 6e30nacHOCTU Ballen CUCTEMBI.

Mpeaucnosue X
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1. 0 GRAVITYZONE

Pewenwne GravityZone 6b1510 paspaboTaHo crielmasbHO A1 BUPTYannu3npoBaHHbIX
cpen 1 0651aK0B, C MOMOLLbIO KOTOPbIX MOXHO NPefoCcTaBATb YCNyru Nno 3awure
6usHeca Ana GU3MYECKUX KOHEYHbIX YCTpoNcTB (B TOM uucsie MOGWIbHbIX),
BUPTYasnbHbIX MaLLWH B YaCTHbIX M 06LL,eA0CTYMHbIX 06J1aKax, @ TakXKe NoYTOBbIX
cepsepoB Exchange.

GravityZone 3To NpoAyKT C eANHOW KOHCOJIbIO YNPaBJIeHUs AOCTYMHON B 06J1aKe,
npepocTtaBnsieMbl Bitdefender, unun opraHnsoBaHHbIV B Ka4ecTBe BUPTYasibHOro
YCTPOMCTBA YCTAHOBJIEHHOIO JIOKaJIbHO B KOMMaHUK, YTO o6ecneynBaeT eanHyro
TOYKY AJ191 pa3BepTbiBaHUS, COGJIFOAEHVS U YNPaBJIEHUS MOJIMTUKaMK 6€30MacHOCTH
N1 NI060ro KonmyecTBa KOHEUYHbIX TOYEK, Jto6oro Tuna, B 1l060M MecTe.

GravityZone obecrneynmBaeT HECKOJIbKO YPOBHEN 6e30MacHOCTM ANt KOHEYHbIX
Toyek U nouToBbIX cepBepoB Microsoft Exchange: 3awuTa ot BpegoHocHoro M0
C MOHUTOPUHIOM MOBEeAEHNS, 3aLLMTa OT Yyrpo3 HYJIEBOIO fiHS, COCTaB/IEHUE YEPHBbIX
CMWUCKOB MNPWIOXEHUA W U30MSLMA MOTeHUMaNbHO OMacHbIX O6BHEKTOB B
OrpaHNYeHHON cpefie, MeXCETEBOW 3KpaH, ynpaBfieHne yCTPONCTBaMu, yrpaBeHue
KOHTEHTOM, aHTUMDULLMHT U aHTUCMaM.

0 GravityZone 1




Bltdefender Grawt\/Zome

unfollow the traditional

2. YPOBHUW 3ALWMTbLI GRAVITYZONE

GravityZone o6ecneunBaeT criefytolime ypOBHU 3aLUUTbI:

3awmTa ot BpegoHocHoro 10
PaclumpeHHbI KoHTponb yrpo3 (Advanced Threat Control)
Advanced Anti-Exploit

bpaHamayap

KOHTpONb KOHTEHTA

YnpaBneHue ncnpaBneHnsiMu

KoHTponb ycTponcTs

MonHoe wWndpoBaHme aucka

Security for Exchange

Network Traffic Security Analytics (NTSA)
Security for Storage

Security for Mobile

2.1. 3awmra ot BpegoHocHoro 10

YpoBeHb 3aluThbl OT BpefoHocHOro 10 ocHOBaH Ha CKaHMpPOBaHUU CUrHATYp U
aBpucTMyeckoMm aHanuse (B-HAVE, ATC) npoTuB: BMPYCOB, YepBei, TPOSHOB,
NporpaMMm-LLNUOHOB, peknamMHoro MO, KeWnorrepoB, PyTKUTOB M APYrUX TUMOB
BPeAOHOCHbIX NPorpamMm.

TexHonorus ckaHupoBaHus Bitdefender Ha Hannune BpegoHocHoro MO ocHoBaHa
Ha cnefyroLnX TEXHONMOMUSX:

Bo-nepBbIX, UCMONb3yeTCA TPagULUMOHHbIA MEeTOJ CKaHWMpOBaHWsA, Korga
OTCKaHUPOBAHHOE COAEPXKMMOE CpaBHUBAeTCA ¢ 63301 faHHbIX curHaTyp. B
6a3e JaHHbIX CUTHaTyp CoAepXaTcsl 3anuMcu 6alT-KOA0B, XapaKTepHble Ans
M3BECTHbIX Yrpo3, KOTOpble perynsipHo o6HoBAstoTCS Bitdefender. 3ToT MeTog
CKaHMpoBaHus siBnsieTca aPpeKTUBHbIM NMPOTUB U3BECTHBIX YIPO3, KOTOPbIE
6bINN MCCNefOBaHbI U 3a,0KYMEHTUPOBaHbI. TEM HE MeHee, HE3aBUCUMO OT
TOrO, HACKOJbKO OnepaTMBHO 6a3a AaHHbIX 06HOBNSIET 3anucy, BCeraa ecTb
OKHO YAI3BMMOCTU MEXJy BPEMEHEM, KOrja HOBasi yrpo3a 06HapYXXeHa U Koraa
ucrpaBfieHUE BbIMyLLEHO.

MpOTMB HOBbIX, HE3APErMCTPUPOBAHHbIX YIPO3, 3aLMTY OCYLLLECTBNAET BTOPOM
cnon Bitdefender, wucnonb3ys aBpucTudecku asuratens B-HAVE.
9BpUCTUYECKME aNITOPUTMbl OOHaPYXXMBAKOT BPEAOHOCHbIE MPOrpamMMbl Ha
OCHOBe rnoBefieHYeckux xapaktepnctuk. B-HAVE 3anyckaeTt nogosputesibHble
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BPEAOHOCHbIe MPOrpaMMbl B BUPTyasibHOM cpege, 4To6bl NMPOBEPUTL UX
BO3[ENCTBME HAa CUCTEMY U YAOCTOBEPUTLCS, YTO OHU He NPeACTaBAAT
HUKaKoil yrpo3bl. Ecnu yrposa o6HapykeHa, npefoTBpallaeTcs 3anycK
nporpamMmbl.

CKaHupyloLue ABUKKK

Bitdefender GravityZone MoXeT aBTOMaTUYeCKN BbIBUPATb aHTUBUPYCHbIE ABUXXKM
Npu co3aHNM NaKeToB areHToB 6€30MacHOCTM B COOTBETCTBUM C KOHbUrypavmen
KOHEYHOW TOYUKM.

Takxe agMUHUCTPATOP MOXET MOACTPOUTH CKaHMPYHOLWMI OBWXKOK, Bbi6Upas
MeXJy HECKONbKMMU TEXHOSIOMUSIMU CKaHUPOBaHWS:

1.

JlokanbHoe CKaHupoBaHUe, Korga CKaHuposaHue BbinoJiHAETCA Ha KOHEYHOM
YCTpOVICTBe. Pexxum nokanbHoro CKaHUpoBaHuUA nogxoauT AJid MOLWHbIX MaLLWH,
roe BCceé MeXxaHU3Mbl 3alUTbl XPaHATCA JIOKaJIbHO.

M6pugHoe cKaHUpoBaHWe CO CBETOBbIMM ABUraTensamu (obuiee o6nako), ans
CpeflHUX rpynm, UCMNoSb3yeT CKaHUPOBaHue B 06J1aKe U, YaCTUYHO, NIOKasbHble
MeXaHW3Mbl 3aLLMThbI. [laHHbI PEXXUM CKaHMPOBaHUA NpeoCcTaBNAeT ydllee
3afleiiCTBOBaHME PECYPCOB, MO CPABHEHUIO C UCMONb30BAHWUEM YAANEHHOrO
CKaHUPOBaHuS.

LieHTpannm3oBaHHOEe CKaHUpOBaHMe B O6LLLeM UM YaCTHOM o6naKe C HeGOJIbLLIUM
o6beMoOM NamATH, Tpebytowmm Security Server ana ckaHMpoBaHus. B aTom
Cnyyae MEXaHM3Mbl 3alUUTbl He XPaHSTCA JIOKalbHO W CKaHUpOBaHue
BbIrpy>aeTcs Ha Security Server.

MpumeyaHue

CyliecTByeT MWHMMAaJbHbIA Habop [ABWXKOB, XPaHAWMACA JIOKaJIbHO,
Heo6X0AUMbIN A pacnakoBKM CXKaTbiX Gaisibl.

LieHTpanu3oBaHHOE CKaHUPOBaHUe (CKaHUPOBaHUE B YaCTHOM UMK NMy6NYHOM
o6nake c nomoLybio Security Server) c nokanbHbiM pesepeom* (Local Scan -
NPY HAJTMYNK NOSHBIX ABUXKKOB).

LleHTpanu3oBaHHoOe CKaHUpoBaHWe (CKaHUPOBaHWe B YaCTHOM WU Ny6IMYHOM
o6nake c nomoLyblo Security Server) ¢ pesepeoM* rM6puUAHOro CKaHUpPoOBaHUSA
(Local Scan - ny6nnuHoe 061aKo ¢ 0651er4yeHHbIM ABUXXKaMM).
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* Korga ucnonb3yoTcs ABOMHbIE ABUKKN CKaHUPOBAHMWSA - €CNIN NePBbIi ABUXKOK
He AOCTYMeH, pe3epBHbIii ABUXOK MOXeT 6biTb 3aAeilcTBOBaH. [oTpebneHue
PEeCcypCcoB 1 yTUM3aLua ceTu 6yaeT 3aBUCETb OT UCMOJb3YEMbIX ABUKKOB.

2.2. PaclumpeHHbin KoHTponb yrpo3 (Advanced Threat Control)

[nAyrpos, KoTopble YCKOJIb3atoT AaXe 0T 3BPUCTUYECKOro ABUXKKA, MPUCYTCTBYET
eLle oauH crovt 3awmTbl B Buae Advanced Threat Control (ATC).

ATC nOCTOSIHHO OTCNeXuBaeT 3anylleHHble Mpoueccbl W  OLeHUBaeT
NoAo3puTeNIbHOE NOBEAEHME, TaKOe KaK: MOoMbITKM 3aMacKMpoBaTb TUM NpoLiecca,
BbINOJIHEHME Kofa B MPOCTPaHCTBE MamATM npouecca (3axeaT namaATv Ans
NPVBUIErMPOBaHHON 3CKanaLum), pennmkaums, nepemMeLleHne Gainos, CKPbITHOCTb
B CMMCKe TeXHOJIOrMYECKMX NPOoLLecCcoB 1 T.4. Kaxgoe Noao3puTensHoe NnoBegeHme
noBbIWaeT PelTUHr npouecca. Korga gocTuraeTcs Nopor, BKIOYAeTCA CUrHan
TpeBoru.

2.3. Advanced Anti-Exploit

OcHoBaHHass Ha MalWWHHOM 06y4eHun, TexHonoruss Advanced Anti-Exploit
6JIOKMPYET aTaKu HYNIEBOrO [HS, WUCMOJib3yloliMe TPYAHO-06HapPY>KMBaeMble
akcnnonTbl. Advanced anti-exploit B pexxnme peanbHOro BpeMeHu oTceXusaeT
nocregHne aKCrJIoNTbl M yCTPaHAET YA3BUMOCTH NMOBPEXAEHUSA NaMSATH, KOTOpble
MOTYT UCMOJIb30BaTbCA AJiA 06X04a CYLLECTBYIOLMUX PeLleHniA 6e30MnacHOCTM.
TexHosorms 3awuwaeT 60MbLIMHCTBO CTAHAAPTHbIX MPUIOXKEHWUIA, TaKMX Kak
6paysepbl, pegakTopbl Microsoft Office n Adobe Reader n gpyrue. Mogynb cnegut
3a CMCTEMHbIMM MpoueccamMu U 3aluuiaeT oT 6pewei B 6€30MacHOCTU U
nepexBaToB CYLLECTBYHOLMNX NMPOLECCOB.

2.4. bpaHpgmayap

BpaHgMayap KOHTpoONMpyeT AOCTYN NMPUIIOXKEHUN K ceTu U K UHTepHeTy. JocTyn
paspellaeTc aBTOMaTUYECKW, OCHOBbLIBAsiCb Ha 6ase pAaHHbIX W3BECTHbIX,
NErMTUMHbIX NPUoXXeHUn. Kpome Toro, 6paHgMayap MOXeT 3alUTUTb CUCTEMY
OT CKaHMpOBaHWS MOPTOB, OrpaHMYMBaTb WUCMOJIb30BaHME 06LLEero goctyna K
MuTepHeT (ICS) 1 NnpeaynpeamnTb, Koraa HoBble y3ibl nogktovatotea no Wi-Fi.
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2.5. KOHTpOJIb KOHTEHTa

Mon,ynb KOHTeHTHOro KOHTpOJ'IFl nomoraeTt obecneuynTb co6moneHv|e NOJINTUKU
KOMMNaHNUU B OTHOLWEHUN pa3peLleHHOoro Tpad)vn(a, Be6-p,OCTyl'Ia, 3alunTbl AaHHbIX
N KOHTpoOnsa l'IpVU'IO)KGHVIVI. A}J,MI/IHI/ICTpaTOpr MOryT 3ajaBaTb MapaMeTpbl
CKaHUpoBaHuaA TpaCI)I/IKa N UCKNKO4YeHUA, COCTaBJIATb Fpad)I/IK [ocTtyna K Be6,
6ﬂOKVIpOBaTb nnn paspewaTtb onpeneneHHble Be6-ap,peca Wn Karteropum,
HaCTpauBaTb MnpaBujia 3aWluUTbl AaHHbIX U YCTaHaB/IMBaTb pa3peweHuna anna
MCNob30BaHNA KOHKPETHbIX I'IpVIJ'IO)KGHI/IVI.

2.6. Network Attack Defense

Moaynb Network Attack Defense onupaetca Ha TexHonorum Bitdefender,
HaLlesleHHble Ha pacrno3HaHue CeTeBbIX aTak, Liesbio KOTOPbIX ABMSETCA NoJlyYeHne
[0CTYyNa K KOHEYHbIM TOYKaM MpW MOMOLLM TaKUX CPeACTB KaK: aTaku MeTo40M
nepebopa, ceTeBble "SKCMOUTLI", NporpaMmbl ANt KpaXku naposiel, BeKTopbl
3apa)keHnsa NocpeacTBOM CKPbITOW 3arpysku, 60Tbl U TPOSIHbI.

2.7. YnpaBneHue ucnpassieHUSIMM

MofHOCTBIO MHTErPUPOBaHHLIN B GravityZone, MoAy b yNpaBieHWs UCNpaBrieHnsiMu
NoAAEPXKMBAET MOCNEAHIO BEPCUID OMEPALMOHHON CUCTEMbI U NMPUIIOXEHUI, a
Takxe obecrneuynBaeT MOSHOE MpeACTaBfeHWe O COCTOSIHUM WUCMPaBNEHUS B
ynpaBnsemMbix Todykax Windows.

Moaynb ynpaBneHue wucnpasneHuaMu GravityZone BKIHOYAET HECKOJIbKO
0CO6eHHOCTelN, TaKMX KakK CKaHWpoBaHMe naTtyed no TpeboBaHuwo /
3annaHupoBaHHOE, aBTOMATUYEeCKOoe / pPyYHOe CKaHMpOBaHWe UCnpaBfieHNA Uin
Co3/aHne 0TYETOB 06 OTCYTCTBYIOLLMX NaTyax.

Bbl MoOXxeTe y3HaTb Oonblle O MpojaBuUax W MpPoAyKTax YynpaBfieHus
ucnpasneHusiMu GravityZone U3 aTon ctatby 6a3bl 3HaAHWIA.

MpumeyaHmne
Mop,ynb ynpaBneHuna ncnpaBJieHUAMMU - 3TO AO0NOJIHEHUE, LOCTYNHOE Npu HaJIM4YNUKn
OTAENIbHOIO JIMLUEH3UOHHOIO KJKo4Ya AnA BCEX AOCTYNMHbIX NaKeToB GravityZone.

2.8. KOHTponb yCTPOMCTB

Mop,ynb KOHTpOJ‘lﬂ yCTpOVICTB nosBondeT npenoTBpaTuUTb yTeuyKun
KOH(I)I/I‘ELEHLI.I/IaJ'lebIX AaHHbIX U NPOHUKHOBEHNE BPpeOHOCHOIo rno 4yepes BHeELHne
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YCTPOMCTBA, NOAKNOYAEMbIE K KOHEYHbIM TOYKaM, MPUMEHSIST GIoKMpyoLme
npaBuna U UCKJIOYEHNST C NMOMOLLLbHO MOSIUTUK 4SS LULMPOKOrO CEKTPa YCTPOMCTB
(Takux, kak USB ¢naw-HakonuTenu, yctpoictea Bluetooth, CD/DVD-nneepsl,
YCTPOWCTBA XpaHEHUS, U T.4.).

2.9. MonHoe wudpoBaHue AnUCKa

[aHHbIN ypoBeHb 3alMThbl N03BoJIsieT BaM ocyuwiecTBnsATh WndpoBaHMe BCero
AWcKa Ha MaluumHe, ynpasnsa BitLocker gna Windows, u FileVault u diskutil gns
macO0S. Bbl MoXeTe 3awmndpoBaTb 1 AelwmndpoBaTb 3arpy30yHble U 06biYHblE
TOMa OAHWUM LLENYKOM MblIlK, T.K. GravityZone obpabaTbiBaeT BeCcb NpoLecc
MWHUManbHbIM BMeLLATENbCTBOM CO CTOPOHbI Monb3oBaTenen. Kpome Toro,
GravityZone XpaHWUT KJTFO4N BOCCTAHOBJIEHUS, HEO6X0AUMbIE ANA Pa361OKMPOBKY
TOMOB, Ha TOT C/ly4al, ecniv noJsib3oBaTesb 3abblfl CBOM NapoJsib.

Mpumeyanmne
MonHoe WndpoBaHue AnCKa - 3TO AOMOJIHEHNE, LOCTYNHOE NPU HAIMYUKN OTAENBHOTO
JIMLLEH3MOHHOT O KJtoYa Afsi BCcex AOCTYMHbIX nakeToB GravityZone.

2.10. Security for Exchange

Bitdefender o6ecneumBaeT 3awmty Security for Exchange oT BpepoHOCHbIX
nporpamMM, aHTUcraMm, aHTUPUWNHT, GUNbTPaLUIO KOHTEHTaA U COAEpPXXUMOro
nuceM, MOJSIHOCTbIO MHTErpupoBaHa c cepBepamu Microsoft Exchange, ans
obecrneyeHns 6esonacHom cpefbl O6MeHa COOOLLEHUSIMA WU MOBbILEHUS
NnpousBoauTEeNbHOCTU. MCMnonb3ysa MpU3HaHHble TEeXHOJIOTUKM  3alMTbl  OT
BPEAOHOCHbIX MporpaMM U chnama, fnporpaMma 3alluuiaeT nosib3oBaTenen
Exchange oT HoBeWLLMX, CaMbIX C/TOXHbIX BPEAOHOCHbIX MPOrpamMM 1 OT NOMbITOK
YKpPacTb KOHbUAEHUMASIbHbIE U LIeHHbIE aHHbIe NMoJib30BaTeseN.

BaxHo

Security for Exchange paspa6oTaH ans 3awmuTbl Bcen Exchange-opranusauumm, K
KOTOpOW MpuUHAZNIeXuT 3awumiiaembln Exchange-cepBep. 3To 03HauvaeT, uTo
MpOMCXOAMT  3aliMTa BCEX aKTUBHbIX MOYTOBbIX  SIMKOB,  BK/OYas
user/room/equipment/shared mailboxes.

B pononHenue K 3awmte Microsoft Exchange, aTa nuueHsusa Takxe nokpbiBaeT
YCTaHOBJIEHHbIE Ha CepBEpe MOAY/M 3aLULUTbI KOHEYHbIX TOYEK.

KonnyectBo MmecT nuueHaunm Security for Exchange paBHa 150% oT nonHoro
KonmyecTBa MecT nmueHaun Security for Endpoints. Ecnm konumyecTBo akTUBHbIX
MOYTOBBIX ALLMKOB B BaLLen OpraHM3aL/um NPeBbICUT KOJIMYECTBO NMOYTOBbIX ALLMKOB,
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Ha KOTOopble pacnpocTpaHAeTCA UL eH3NA, Bbl NOJly4nTe yBeAOoMI1eHNE O paCLlUUpeHnn
JNINLEH3UWN.

2.11. Sandbox Analyzer

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YPOBEHb 3alUTbl OT
NPOABMHYTBLIX Yrpo3 MyTeM aBTOMaTMYecKoro W [y6oKoro aHanusa
nofo3puTesibHbIX hannoBs, He NoANUCaHHbIX aHTUBUPYCHbIM ABWMXKOM Bitdefender.
be3onacHas cpega Mcnonb3yeT 06WMpHbIN Habop TexHonorun Bitdefender ana
pa3sMeLLeHusl NOoJe3HbIX faHHbIX B pa3BepHYTON JIOKanbHO BUPTYarnbHOM cpeae,
aHanM3upyeT KX NnoBefeHne U coobLLaeT o He6OJIbLUNX CUCTEMHbIX USMEHEHUSIX,
KOTOpble MOTYT CBUETENbCTBOBATb O BPEAOHOCHOW Npupoje.

Sandbox Analyzer ucnonb3ayeT paj CeHCOPOB ANsi NPOBEPKU AaHHbIX OT CETEBbIX
NoTOKOB TpahuKa, LLeHTpanM3oBaHHOro KapaHTuHa u ICAP cepeepos.

Kpome Toro, Sandbox Analyzer no3eonsieT nepegatb 06pasubl BPYYHYHO U Yepes
API.

MpumeyaHmne
dyHKUMOHaNbHOCTb 3aToro Moayns obecneynsaeT Sandbox Analyzer On-Premises,
KOTOpbIV JOCTYMEH MO OTAENbHOMY JIMLIEH3UOHHOMY KJTHOYY.

2.12. Network Traffic Security Analytics (NTSA)

Bitdefender Network Traffic Security Analytics (NTSA) - ceTeBoe pelueHue
6e30MNacHOCTK, KOTopoe aHanusupyeT noToku Tpaduka IPFIX Ha Hanuuue
NoA03pUTENLHOrO NoBefeHns n spegoHocHoro M0.

Bitdefender NTSA npefiHa3HayeH ansa Toro, 4Tobbl 4EACTBOBATL HapsAAY C BallMMM
CYLLLECTBYOLMMU MepaMn 6€30MacHOCTU KaK AOMNOJIHUTESIbHAsA rapaHTus, KoTopas
crnoco6Ha MOKPbITb CrieNbleé 30Hbl, HE OTC/IEXXMBAEMble TPaAULMOHHbIMM
MHCTPYMEHTaMMW.

TpaAWUMOHHbIE MHCTPYMEHTbl 6e30MacHOCTM ceTeil O6bIYHO MbiTalOTCH
NpeaoTBPaTUTL BPeLOHOCHbIE 3apaXKeHWUs aHanuaupys Bxomawmin tpacduk (c
MOMOLLbIO MEecoYHuUbl, 6paHaMayapa, aHTuBupyca u T.4.) Bitdefender NTSA
(bOoKycHpyeTCcs UCKNIOYMTENbHO Ha aHanm3e UCXOASILLEero ceTeBoro Tpaduka Ha
Hannuue NoJo3pUTENIbHOrO NoBefEeHUs.
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2.13. Security for Storage

GravityZone Security for Storage npegocTaBnsieT 3aWuMTy B peanbHOM BpeMeHU
Ans BeAyLLMX cMcTeM o6MeHa dhaiinaMm u ceTern xpaHeHus. CUCTeMa U aJiropuTMbl
o6HapyXeHUs1 yrpo3 06HOBNATCA aBTOMATUYECKU - 6€3 KaKUX-IM60 YCUINA C
Balliell CTOPOHbI UM CO3JaHNsA MOMeX A1l KOHEYHbIX MoJib3oBaTesei.

[Ba wnn 6onee GravityZone Security Servers Multi-Platform BbinonHseT posnb
cepBepa ICAP BbinonHATbL ponb cepBepa ICAP, npefocTaBASIOWErO CRyX6bl
3aWMTbl OT BPEIOHOCHBIX MPOrpaMM AJist ycTponcTe ceTeBoro xpaHunuwa (NAS)
N CUCTEM COBMECTHOIO MCMNOMb30BaHNs (aisioB, COOTBETCTBYHOLWMX NPOTOKONY
Internet Content Adaptation Protocol (ICAP, kak onpegeneHo B RFC 3507).

Korpa nonb3oBaTenb AenaeT 3anpoc Ha OTKPbITUE, YTEHWE, 3aNUCh UK 3aKpbITUe
danna c HoyTbyka, paboyer CTaHUUW, MOBUNBLHOIO WM APYroro yCTPOWCTBA,
knueHT ICAP (NAS wnu cucteMa ob6MeHa dainamu) oTnpaBnseT 3anpoc Ha
CKaHuMpoBaHue K Security Server u nonyyaeT pesyfibTaT OTHOCUTENbHO JaHHOrO
danna. B 3aBucumocTu oT pesynbtaTa knneHT ICAP pa3speluaeT/3anpeLyaeT goctyn
wnu ypanseT gann.

Mpumeyanune
aT1oT MOAyJib - 3TO AOMNOJIHEHUE, AOCTYNHOE NPU HAaNTUYNN OTAENBbHOIO JINLLEH3UOHHOIoO
KJKo4va

2.14. Security for Mobile

YHudbuumpyeT ynpaBneHve 6€30MacHOCTb0 BCEro NPeanpusaTusi U KOHTPOJb
iPhone, iPad 1 Android ycTponcTB, obecneuynBasi HaAeXHOCTb NPOrPaMMHOro
obecrnevyeHuns U npegocTaBsieHe 06HOBIIEHUI Yepe3 OHNalH-MarasuHbl Apple nnu
Android. PewleHne 6b1510 pa3paboTaHo AJ1s BOSMOXHOCTU YNpaB/eHUs TIMYHbIMU
ycTpoicTeamu (BYOD), nocnenoBaTtesibHO NpoABuras noMTUKY UCNONIb30BaHUSA
NHO6LIX MOPTATUBHbBIX YCTPOUCTB. PYHKLMM 6€30MaCHOCTM BKIIHOYAIOT 6JIOKMPOBKY
9KpaHa, KOHTPOSib MOASIMHHOCTWU, MECTOMOJSIOKEHNE YCTPOMCTBA, YAANEHHYHO
04nCTKY, 06HapyxeHue root unu jailbrake yctpoincTts n npodwunmu 6ezonacHocTw.
Ha ycTpowicTtBax Android ypoBeHb 6€30MaCHOCTU paclUMpeH CKaHMPOBAaHWEM B
peXxXume peanbHOro BpeMeHu v LM poBaHWEM CbeMHbIX HOCUTenen. B pesynbTaTe,
MOGUJIbHbIE YCTPOWCTBA HaxoAsATCsl Noj KOHTPOJIEeM M BaxkHas afsi 6usHeca
MHPOPMaLNS, HAXOASLLASICA HA HUX, 3alLULLEHA.
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2.15. [locTynHOCTb YpoBHeN 3awuTbl GravityZone

YpoBHM 3awWwuThbl GravityZone OTiM4YalOTCs B 3aBUCMMOCTU OT OMepaLyoHHOM
CUCTEMbl Ha KOHEYHOW Touke. YTo6bl y3HaTb 60Jblue, 06paTUTECh K CTaTbe
[ocTynHocTb cnoes 3awwnThbl GravityZone B base 3HaHui.

YpoBHu 3awuTbl GravityZone 9
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3. APXUTEKTYPA GRAVITYZONE

YHuKanbHas apxuTekTypa GravityZone no3BonsieT C NErkKoCTbo MacliTabrupoBaTb
pelleHne U 3alWUTUTL N6oe KonnyecTBo cucteM. GravityZone MoxeT 6biTb
HacTpoeHa Ha UCMNOJIb30BaHNE HECKOJIbKUX BUPTYaslbHbIX YCTPOMCTB M MHOXECTBO
9K3eMM/IAPOB KOHKPETHbIX posiei (6a3a AaHHbIX, KOMMYHUKALMOHHbIN cepBep,
cepBep O6GHOBJIEHUIA U Be6-KOHCOJb), UTO6bl oO6ecrneynTb HaAeXHOCTb U
MaclTabupyemMocTb.

Kaxkabll 3K3eMMSAP POJIM MOXET 6bITb YCTAHOBJIEH Ha PasHbIX YCTPOWCTBAX.
BcTpoeHHble 6anaHCUPOBLUUKN POJIEN MO3BOAOT l0Ka3aTb, YTO pa3BepTbiBaHue
GravityZone 3aWUTUT gaXke Camble KPYMHble KOPNopaTUBHbIE CETU, HE Bbi3blBast
3aMefsieHuss MM y3Kne MecTa. YXe CyWecTBYloWue MNporpamMMHble UM
annapaTHble 6anMaHCUPOBLLMKA TakKXe MOryT 6biTb WCMONb30BaHbl BMECTO
BCTPOEHHOW 6aflaHCUPOBKMU, ECITU OHU MPUCYTCTBYIOT B CETH.

MocTaBnsiACh B KayecTBe BUPTYaNbHOIo KOHTeWHepa, GravityZone MOXeT 6biTb
MMMopTUPOBaHa Ha Ntodyo NaTdopmy BUpTYyanusaumu, Bkntodas VMware, Citrix,
Microsoft Hyper-V, Nutanix Prism, Microsoft Azure.

NuTterpaumsa c VMware vCenter, Citrix XenServer, Microsoft Active Directory, Nutanix
Prism Element n Microsoft Azure ynpouijaeT pasBepTbiBaHWe 3alUTbl KaK A
(huranyeckux, Tak U AN BUPTYasbHbIX MaLLWH.

PeweHue GravityZone BkJtoYaeT B cebs cnegytowime KOMMOHEHTbI:

« BupTtyanbHbie ycTpoicTBa GravityZone
« Security Server
o AreHTbl 6e30MacHOCTH

3.1. GravityZone VA

JlokanbHoe pelueHne GravityZone nocTaBnseTCcs Kak HACTPOEHHOE BUPTYasibHOE
YyCTPOMCTBO Ha 6a3e Linux Ubuntu, BcTpoeHHOe B 06pa3 BUPTYyanbHOW MaLUUHbI,
KOTOPOE MOXHO JIErko YCTaHOBUTb U HAacTpouTb Yepes CLI (MHTepdeiic komaHgHoM
CTPOKM). BupTyanbHoe YCTPOWCTBO [JOCTYMHO B HECKOJIbKMX BapuaHTax,
COBMECTUMbIX C OCHOBHbIMM nnatdopmamu BupTyanuaauum (OVA, XVA, VHD, OVF,
RAW).
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3.1.1. basa pfaHHbIx GravityZone

LleHTpanbHas noruka apxuTekTypbl GravityZone. Bitdefender wucnonbayet
He-penaunoHHyto 6a3y aaHHbIXx MongoDB, koTopyto nerko MaclitabupoBaTth U
pennmunpoBaTb.

3.1.2. CepBep 06HOBNEeHuI GravityZone

CepBep 06HOBMIEHUI UrpaeT BaXKHYO posib B 06GHOBNEHMM pelueHnsa GravityZone
N KOHEYHbIX areHTOB NyTeM pensinkaumm u nyénmkauum Heo6XoAMMbIX NaKeToB
WSIM YCTaHOBOYHbIX (aioB.

3.1.3. KommyHuKauuoHHblih Cepeep GravityZone

KOMMyHI/IKaLl,VIOHHbII‘/'I CepBep ABNAETCA CBA3YHOLWMM 3BEHOM MexXAy areHTamMmu
6esonacHocTu u 6asamu OaHHbIX, NepefaBad NoOJMTUKKU U 3aa4n anda 3aunTbl
KOHEYHbIX TOYEK, a TaKXXe reHepupya oT4eTbl OT areHToB 6e30nacHOCTMU.

3.1.4. Beb-koHconb (GravityZone Control Center)

PeweHnus 6esonacHocTu Bitdefender ynpaBnsioTcs U3 eauMHoM TOUKM yripaBfieHus,
Be6-koHconu Control Center. 3To ynpolLaeT ynpasneHue U JOCTYN K 06LLell cucteme
6e3onacHoCTH, o6ecneynMBaeT KOHTPOsb Haj BCeMU MOAyNsiMU 6e€30MacHOCTH,
3alLMLLAIOLWUMMY BUPTYanbHble U hU3nyeckue KOMMbOTEPbl, cepBepbl U MOBUNbHbIE
YCTpOMCTBA OT rnobanbHbix yrpo3. PaboTast Ha apxuTekType Gravity, Control Center
cnoco6Ha yA0BneTBOPUTL MOTPEGHOCTM faXke caMbliX KPYMHbIX OpraHu3auui.

Control Center HTerpupyeTcs B CyLL,ECTBYHOLLME CUCTEMBI YTNPABEHUS U CUCTEMDbI
MOHUTOPUHIa, YTO6bl YNPOCTUTL U aBTOMATUYECKU MPUMEHSITb 3aluTy Ans
HeynpaBnsieMbix paboymnx CTaHL MR, CepBEPOB Y MOGUIbHBIX YCTPOWCTB, KOTOpPbIe
nossnstoTcs B Microsoft Active Directory, VMware vCenter, Nutanix Prism Element
unu Citrix XenServer, unu KoTopble NPOCTO 06HAPY>XEHbI B CETU.

3.2. Security Server

Security Server aBnseTcs cneunannsnpoBaHHOM BUPTYanbHOWM MaLlUMHOW, KOTOpas
AeaynanumpyeT U LeHTpanusyeT 60Jblyt YacTb QYHKUMOHANbHOCTEN 3alUUThbI
OT BPEAOHOCHbLIX NMPOrpamMM, areHToB 3alMuTbl OT BPEAOHOCHbIX MPOrpamm,
[eiicTBYs B KayecTBe cepBepa CKaHMPOBaHUs.

CyuiecTByoT Tpu Bepcum Security Server, Ana Kaxgoro Tuna cpej BUpTyanusaumu:
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« Security Server for VMware NSX. 9Ta Bepcusi aBTOMaTUYECKM YyCTaHaBNMBAETCS
Ha KaXkoM XOCTe B KnacTepe, rae 6bi1 passepHyT Bitdefender.

. Security Server for VMware vShield Endpoint. 3Ta Bepcus fomkHa 6bITb
YyCTaHOBJIEHA Ha KaXX[,OM XOCTe, KOTOpble A0JKHbI 6bITb 3aLLULLEHbI.

. Security Server Multi-Platform. 3Ta Bepcussi npegHasHauyeHa Ans Apyrux
BUPTYasbHbIX CPEA, U OHA AOMKHA ObITb YCTAHOBJIEHA HA OAHOM UITN HECKOJIbKMX
X0CTax, YTo6bl COOTBETCTBOBATbH KONMYECTBY 3allMLLAEMbIX BUPTYaNbHbIX
MaLUWH.

3.3. AreHTbl 6e30MacHOCTH

UTtobbl Bitdefender 3awutun Bawy ceTb, HeEO6XOAMMO YCTaHOBUTb
COOTBETCTBYIOLMX areHToB 6e3onacHocTn GravityZone Ha ceTeBbIX KOHEYHbIX
TOYKax.

. Bitdefender Endpoint Security Tools
o Endpoint Security for Mac

« GravityZone Mobile Client

« Bitdefender Tools (vShield)

3.3.1. Bitdefender Endpoint Security Tools

GravityZone o6ecneymBaeT 3awmTy pusmnyeckux n BupTyanbHbix Windows u Linux
MalumH ¢ nomoubto Bitdefender Endpoint Security Tools - uHTennekTyanbHoro
areHTa, KOTopbIN aganTuUpyeTcs K TUMYy KoHe4yHow Touku. Bitdefender Endpoint
Security Tools MoXeT 6bITb pa3BepHYT Ha 06O MaLlIMHe, Kak pU3NYecKom Tak
W BUPTYyanbHOW, ob6ecrieymBasi TMBKYLD CUCTEMY CKaHWPOBAHWUS U ABNSASCH
naeasbHbIM BbIGOPOM [ANsi CMellaHHbIX cpef, (huanyeckmx, BUPTYanbHbIX U
06/1a4HbIX).

B nononHenue Kk 3awmte dannos cuctemsbl,Bitdefender Endpoint Security Tools
TakKXke BKJIOYaeT 3alMTy NOYTOBbIX cepBepoB Microsoft Exchange.

Bitdefender Endpoint Security Tools ucnonbsyeT eauHbIi WA6MOH NOAUTUKN AN
(h13nyecKnx 1 BUPTYyasbHbIX YCTPOMCTB, @ TAKXKe OfIMH YCTAaHOBOYHbI KOMMIEKT
ans no6on cpepbl (Gpusmueckon unm BUpTyansHon), paéoTtatowen Ha Windows.

Cnowm 3awuTbl
Cnepytolime ypoBHU 3awmThbl focTynHbl B Bitdefender Endpoint Security Tools:

ApxutekTypa GravityZone 12




Bitdefederrawt\/Zomg

« 3awwmta oT BpegoHocHoro 10

« PaclumpeHHbin koHTposnb yrpo3s (Advanced Threat Control)
. bpaHgmayap

o KOHTpOJIb KOHTEHTAa

o Network Attack Defense

o YnpaBneHue ucnpaBneHmaMu

« KoHTponb ycTponcTs

o MonHoe wudpoBaHue grcka

« Security for Exchange

Ponu KoHeyHbIX ToueK

o [puBunernpoBaHHbIN NONb30BaTENb
« PeTtpaHcnsaTop

o CepBep KalIMpoBaHWs NaTyen

« 3awwuTa Exchange

an/IBI/IJ'IerM pOBi:lHHbII?I noJjib3oBatelib

ApmuHucTpaTopbl LleHTpa ynpaenenus (Control Center) MoryT npegocTtaenaTb
npasa NpUMBWUIErMPOBaHHbIX NoJib30BaTesNiel 06blYHbIM M0SIb30BaTENAM KOHEUHbIX
YCTPOWCTB C MOMOWbIO MapamMeTpoB MOMUTUKM 6e3sonacHocTU. Mogaynb
NPUBUIIErMPOBaHHbIX nonb3oBaTesen paspelwaeT npefocTaBfieHue
aAMUHUCTPATOPCKUX NpaB YPOBHIO M0JSIb30BaTeNEN, KOTOPbIE pa3peLllaT KOHeYHbIM
nosfb3oBaTeNisiM MosiyyaTb AOCTYN U U3MEHATb HACTPOWMKU 6e30MacHOCTH,
ncnosbaya JioKanbHyto KoHconb. Control Center 6yneTt yBefomieHa, Korpa
KOHEeYHasi ToYKa HaxoAuTcsa B peXxMMe NpUBUIErMpOBaHHOMO MoJsib3oBaTenNs U
agMuHuctpatop Control Center Bcerga MOXeT MNepeHasHauuTb JIOKasbHble
HaCTPOMKMN 6€30MaCHOCTMU.

BaxHo

9TOT MoAyNb AOCTYNEH TONbKO A1 NOAAEPXXMUBAEMbIX HACTOJIbHBIX U CEPBEPHbIX
onepaumoHHbIx cuctem Windows. s nonyyeHus 6osee nogpo6How MHGopMaLmu,
obpaTuTech K «lMoaaep)xmpaemble onepaLlmoHHble cucTeMbl» (p. 28).

PeTpaHcnsitop

AreHTbl KOHeYHbIX Touyek c ponbto Bitdefender Endpoint Security Tools Relay
BbICTYMNalOT KakK NPOKCU-CepBep U cepBep OBGHOBMEHWUN ANs APYIrUX KOHEYHbIX
TOYeK B CETU. AreHTbl KOHEYHbIX YCTPOWUCTB C POJIbI0 PETPaHCNATOPa 0CO6EHHO

ApxutekTypa GravityZone 13
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Heo6X0AMMbI B OpraHM3auusaXx C U30JIMPOBAHHbIMU CETSIMU, TAE BeCb Tpahuk
NPOXOAMT Yepes eAnHYH TOUKY A0CTYNa.

B koMnaHuax ¢ 60nbluMMU pacrnpefeneHHbIMU CETSIMMW, areHT-peTpaHCcnsATop
rMoMoraeT CHU3WTb MWCMONb30BaHME MOJIOCbl MPOMyCcKaHus, npefoTBpalLas
3alMLLaeMble KOHEeYHble YCTPOWCTBa M cepBepbl 6€30MacHOCTU OT MPSMOro
B3auMoencTBUsa ¢ MawwmHamm GravityZone.

Mocne Toro, kak areHT Bitdefender Endpoint Security Tools Relay ycTtaHoBneH B
ceTu, Apyrue KOHeYHble TOYKM MOFYT 6blTb CKOH(MUIypMpoBaHbl C MOMOLLbHO
NOJSINTUK, UTOBbI 06LLaTbeA ¢ Control Center yepes areHTa peTpaHCRALUN.

AreHTbl Bitdefender Endpoint Security Tools Relay cny>kaT gns cneayrowmx Leneu:

o O6Hapy>XeHune BCcex He3aLLULLLEHHbIX KOHEYHbIX TOYEK B CETH.

. PasBepTbiBaHWe areHTOB KOHEYHbIX TOUYEK BHYTPU JIOKANbHOM CETHU.

« O6HoBNEHMe 3aLULLLaEMbIX KOHEYHbIX TOYEK B CETHU.

. 0O6ecneyveHune ceasm Mmexgy Control Center 1 NOAKNHOYEHHBIMU KOHEYHbLIMMU
TOYKaMM.

. BbICcTynaTb B KayecTBe NPOKCU-CepBepa A1 3alLnLLLaeMbIX KOHEYHbIX TOYeK.

o OnTumMmzauum ceteBoro Tpadumka Bo BpeMsi OOHOBJIEHUS, pa3BePTbIBaHMS,
CKaHMpPOBaHUS U JpYyrux pecypcoemMKmnx sagau.

CepBep KaLIMPOBaHUA NaTyen

KoHeuHble TOYKM C POsIblo peTpaHCNATOPa TakKe MOryT BbICTYNaTb B KayecTBe
cepBepa KaLIMpoBaHUs UcrpassieHni. Mpu BKIKOYEHUN 3TOM POJSIN peTPaHCASATOpPbI
CnyXkaT Ansi XpaHeHUsl UCNpaBJIEHUI NPOrpaMMHOro o6ecneyeHuns, 3arpyXxaembix
C Be6-CaTOB MOCTaBLUUKOB, ¥ UX PAacrpOCTPaHEHUSI Ha KOHEYHble TOUKU CETU.
Beakuit pas, korga noAk/lOYeHHas KOHeyHasi Touyka WMMeeT MporpaMMHoe
o6ecrieyeHune C OTCYTCTBYIOLWUMM UCTIPAB/IEHUSIMU, OHA 6EPET UX C CepBepPa, a He
C Be6-canTa NocTaBLLNKA, TaKUM 06pa3oM ONTUMU3UPYS FeHEpUPYEMbIN TpaduK
W HarpysKy Ha NponyCKHYH CMOCO6HOCTb CEeTH.

BaxHo
STa pononHuTeNbHas posb AOCTYMNHAa C 3aperMcTpupoBaHHON HagcTporkon Patch
Management.

3awuTa Exchange

Bitdefender Endpoint Security Tools ¢ ponbto 3awuTHUKa Exchange MoxeT 6biTb
ycTaHoBIEH Ha cepBepe Microsoft Exchange ¢ uenbto 3awuThbl nonb3oBaTesen
Exchange oT yrpos nepesaBaemblix Mo 351EKTPOHHOW MoYTe.
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Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHUKa Exchange 3awmuiaet
Kak caMm cepBep, Tak u cepeucbl Microsoft Exchange.

3.3.2. Endpoint Security for Mac

Endpoint Security for Mac - aTo areHT 6e30nacHoOCTM, NpeAHa3HaYeHHbIN ANs
3aWmThl paboumnx ctaHuun Macintosh n HoyToykoB ¢ npoueccopamu Intel unm
Apple M1. B kayecTBe TEeXHONOMMW CKaHUPOBaHWUA A[OCTYMNHO JloKanbHoe
CKaHUPOBaHMe, C JIOKaSIbHO PacMofIoXXEHHbIMU MeXaHU3MaMU 3aLUNUTDI.

Cnow 3awuTbl
Cnepytolime ypoBHM 3alMTbl AocTynHbl B Endpoint Security for Mac:

« 3awwmTa oT BpegoHocHoro 10

« PacwmpeHHbIit KoHTposb yrpos (Advanced Threat Control)
« KoHTponb KoHTeHTa

« KoHTponb ycTponcTs

« [lonHoe wudposaHme gucka

o O6HapyXeHue 1 OTKJIMK KoHeuyHol Touku (EDR)

3.3.3. GravityZone Mobile Client

GravityZone Mobile Client pacnpocTpaHsieT nonnTukn 6e3onacHocTy Ha noboe
KonmyecTtBo Android u iOS ycTpoWCTB, 3awmuLas Nx oT HECaHKLNMOHUPOBAHHOIMO
nUcnonb3oBaHusl, OT MNOTeHUMaNbHO OMacHbIX MporpaMM UK MoTepu
KOHOMAEeHUMANbHbIX AaHHbIX. OYyHKLMK 6€30NacHOCTU BKNOYAOT G6I0KUPOBKY
9KpaHa, KOHTPOSb MOASIMHHOCTHU, MECTOMOJIOXKEHNE YCTPOMCTBA, yAaNeHHYHo
04nCTKY, 06HapyxeHue root unu jailbrake yctpoicTts n npodunu 6esonacHocTw.
Ha yctpowcTtBax Android ypoBeHb 6€30MaCHOCTU paclUMPEH CKAaHUPOBAHUEM B
peXXume peanbHOro BpeMeHu 1 WndpoBaHMEM CbEMHbIX HOCUTENEN.

GravityZone Mobile Client pacnpocTtpaHsieTcs Yepes Apple App Store u Google
Play.

3.3.4. Bitdefender Tools (vShield)

Bitdefender Tools aBnsetTca o6neryeHHbIM areHTOM A BUPTYasbHbIX cpepn
VMware, KOTOPbI MHTErpMpoBaH C KOHeYHbIMM Touykamu VvShield. AreHT
6e30MacHOCTM YyCTaHaBNMBAETCA Ha BUPTYasibHble MalUWHbI, 3aLMLLLEHHbIe Security
Server, 4To nNosBosIieT BaM MOJYYNTb AOMONHUTENbHbIE (QYHKUMOHAMNbHbIE
BO3MOXXHOCTW, KOTOPbIe OH 06ecreymBaerT:
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. [losBonseT 3anyckaTb 3ajaydu CKaHUPOBaHWUA MaMATU M MPOLLECCOB Ha
KOMMbloTepe.

« WHdopmupyeT nonbsoBaTenst 06 06HapYKeHHbIX MHDEKLMAX U MPUHATBIX B UX
OTHOLUEHUWN Mepax.

o [Jlo6aBnsieT 60Jsblie BO3MOXHOCTEW AN CO3AAHUST WCKJIIOYEHUI TMpU
CKaHMPOBaHUN OT BPEAOHOCHbIX NPOrpaMm.

3.4. Sandbox Analyzer ApxuTekTypa

Bitdefender Sandbox Analyzer o6ecneunmBaeT MOLLHbIA YPOBEHb 3alUTbl OT
HOBENLIMX Yrpo3 NyTeM aBTOMATUYECKOr0 U Iy60KOro aHam3a noo3puTesibHbIX
(hanno., He NoANUCaHHbIX aHTUBMPYCHbIMU aapamu Bitdefender.

YT06bI UICNOSIb30BaTb AaHHbIN MOAYISb COBMECTHO ¢ GravityZone, BaM HE06X0AMMO
ycTtaHoBuTb Sandbox Analyzer On-Premises.

Sandbox Analyzer On-Premises

Sandbox Analyzer On-Premises npefcTtaBnseT cob6or BUpTyasibHOE YCTPOUCTBO
Linux Ubuntu, BcTpoeHHoe B 06pa3 BMPTyasNbHOW MalLUHbI, €0 MOXXHO JIErKO
YyCTaHOBUTb U chopMMpOBaTL NMPU MOMOLLM MHTepdhenca KoMaHaHoM cTpoku (CLI).
Sandbox Analyzer On-Premises goctyneH B popmaTte OVA, Takxke MOXeT 6bITb
pasBepHyT B VMWare ESXi.

9k3emnnsapSandbox Analyzer On-Premises coaepXut B cebe cregytoline
KOMTMOHEHTbI:

« MeHep)xep necoyHuLbl. 3TO KOMMOHEHT ABASETCA OPKECTPOM MECOYHULbI.
Sandbox Manager cBsisbiBaeTcsi ¢ runepsmsopom ESXi nocpegcteom APl 1
Mcnosib3yeT UX TEXHUYECKME OCHalleHue ANA MOCTPOMKM M 3KCrayaTaumm
cpefbl aHanusa BpefoHOCHbIX Mporpamm.

« BupTtyanbHas MalmHbl AeToHAUUU. [laHHbIN KOMMOHEHT COCTOUT U3 MaLUWH,
ucnonb3yembix Sandbox Analyzer, ans coszgaHus pannos v aHanmaa ux pexxmma
paboTbl. BupTyanbHble MalnHbI feToHauun MoryT ynpaenate Windows 7, a
Takxe 64-paspsgHoun Bepcuen cuctembl Windows 10.

GravityZone Control Center pa6oTaeT Kak KOHCOJIb YNPaBfieHUsA U OTYETHOCTH,
rAe Bbl HACTpauBaeTe NOIMTUKM 6e30MacHOCTU U NpoCMaTpMBaeTe aHanuTMyeckme
OTYeTbl U YBeJOMJIEHUS.

Sandbox Analyzer On-Premises ynpaBnsieT cnefyrowmmMm gaTumkm Nogaudu:
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. CeTeBoii gaTumMK. BupTyanbHoe ycTponcTBO ceTeBoil 6e3onacHocTh (NSVA) -
3TO BUpPTYaslbHOE YCTPOMCTBO, KOTOPOE MOXHO Pa3BePHYTb B TOM Xe
BUpTYyanuampoBaHHom cpege ESXI, uto n aksemnnsap Sandbox Analyzer. [laTumnk
ceTu MU3BJleKaeT KOHTEHT U3 ceTeBblX MOTOKOB U nepefaet ero B Sandbox
Analyzer.

. Jatumk ICAP. PazBepHyTasl Ha YCTPOWCTBAX C ceTeBbiM XpaHunuiiem (NAS)
no npotokony ICAP, Bitdefender Security Server nogaepxvBaet OTnpaBKy
coaepxmmoro B Sandbox Analyzer.

B gononHeHue k aTuM gatunkam Sandbox Analyzer On-Premises nogaepxxuBaet
py4Hyto oTnpaBky u yepes API. MNoapo6Hee cM. MNaBy Ucnonb3oeaHue Sandbox
Analyzer B PykoBoacTBe agMuHucTpaTopa GravityZone.
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4. TPEBOBAHMA

Bce pelueHus GravityZone ycTaHaBMBatOTCS U ynpaBnstoTca nocpeacTeom Control
Center.

4.1. BupTyanbHble ycTponctea GravityZone

4.1.1. Moppepxumaembie Gopmatbl 1 Mnathopmbl Buptyanusaumm

GravityZone npeacTaBnsieT co6oi BUpTYyasnbHoe ycTpoicTBO (VA). OHO JOCTYMNHO
B criefiytolunx popmMartax, KoTopble NOAAEPXKUBAIOT 60JIbLUMHCTBO CTaHAaPTHbIX
nnaThopm BUPTYanmsaLmm:

« OVA (coBmectumo c VMware vSphere, View, VMware Player)

« XVA (coBmecTumo c Citrix XenServer, XenDesktop, VDI-in-a-Box)
« VHD (coBmecTtumo c¢ Microsoft Hyper-V)

« VMDK (coBmecTtumo c¢ Nutanix Prism)

. OVF (coBmecTumo c Red Hat Enterprise Virtualization)*

« OVF (coBmecTumo c Oracle VM)*

. RAW (coBmecTtumo c Kernel-based Virtual Machine unu KVM)*
*OVF n RAW nakeTbl 3aapxuBupoBaHbl B tar.bz2 dopmar.

[Onsa npoeepku coBMecTumMocTu nnaTtdopmsbl Oracle VM VirtualBox cmoTpuTe aTy
CcTaTbto 6a3bl 3HAHUM.

Moppepxka Apyrux ¢opmatoB v nnatdhopm BuUpTyanusauumum MOryT 6biTb
npegocTaBsieHbl No 3anpocy.

4.1.2. 06opyaoBaHue

TpeboBaHua K o060pyAoBaHUMKO BUPTyanbHOro yctpoucTBa GravityZone
BapbupylOTCA B 3aBMCMMOCTM OT Ballei CeTUM W Bbl6paHHOW apXUTEKTYpbl
ycTaHoBKW. [1ns ceTten fo 3000 mMawmH Bbl MOXeTe BblOpaTb YCTAaHOBKY BCEX
ponew GravityZone Ha O4HOM YCTPOMCTBE, B TO BpeMS KaK Afsi 60nbLlUNX ceTen
BaM Heo6X0AMMO pacnpefenuTb PO MeXAy HECKONbKUMMU YCTPOWCTBaMM.
Pecypcbl, He06x0aMMble YCTPONCTBY, 3aBUCAT OT yCTaHaBAMBAEMbIX Ha Hero
ponew n oT Toro, 6yaeTe nv Bbl cnosib3oBaTth Replica Set
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Mpumeyanmne

Replica Set - aTo ¢yHkuMa 6a3bl gaHHbIX MongoDB, koTopas noggepXxuBaeT
pennukauuo 6asbl AaHHbIX M obecrneymBaeT BbICOKYIHD OTKa30yCTOMYMBOCTb
coxpaHeHHoW uHdopMaumn. 3a noapobHo MHbopMauuen, obpaTuTecb K
LokyMeHTauun MongoDB u «YnpaBneHue ycTpoiicTBom GravityZone» (p. 103).

BaxHo

[laHHble M3MepeHusa - pesynbTaT BHYTpPeHHUX TecToB Bitdefender Ha 6asoBoii
KoHUrypauum GravityZone npu perynsipHoM MCnosib3oBaHuWU. PeaynbTaTbl MOMyT
BapbMpoBaTbCs B 3aBMCMMOCTM OT KOHGUrypauum ceTu, ycTaHoBsieHHoro [10,
KONMYecTBa CobbITUIA U T.4. [1Na HecTaHLapTHbIX NOKasaTeneil MacluTabupoBaHus,
noxkanymcra, obpatutechb K Bitdefender.

vCPU

Cnegyouias Tabnuua nokasbiBaeT Heo6xoanMoe KonimdecTso VCPU ans kaxaon
POJSIN BUPTYasbHOMO yCTPOMCTBA.

Kaxkgbin vCPU fomkeH UMeTb 4acTOTy MUHUMYM 2GHz.

KonnyecTBo MaLUuH

KoMnoHeHT

ba3zoBble pyHKLUMK GravityZone

CepBep 06HOBNEHMI 4 4 6 8

Be6-KOHCONb 6 10 12 12
n 8 12 14 16

KOMMYHMKaLMOHHbI 6 10 12 18

CepBep

Kk

basa gaHHbIX i 6 6 9 12
O6weekonuyectBo 8 12 14 16 22 30 39 50
GravityZone c Bitdefender HVI

CepBep 06HOBNEHMI 4 4 4 4 4 6 8

Be6-KOHCONb 6 8 8 10 10 12 12
n 8

KOMMYHWUKaLNOHHbI 6 8 8 10 10 16 20

CepBep

basa gaHHbIX . 6 6 6 6 6 9 12

O6bweekonmuectBo 8 22 26 26 30 30 43 52
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* PeKOMeH0BaHO, eC/iM He YCTaHOBEHO HU 0fHOro Penes

** [N Ka)kAoW aKTUBHOW MHTerpauum [ob6aBbTe oanH VCPU Ha BUpTyanbHoe
YCTPOWUCTBO C poJibto Beb-koHconu.
*** B cnydae pacnpegfefnieHHOM ycTaHOBKU ponel, BmecTe ¢ Replica Set: gns
KaXAoro AOMNOSIHUTENbHOro ak3emnnsApa basbl AaHHbIX fo6aBbTe ykKasaHHOe
4yucno K obLLen cymme.

03Y (I'E)
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KonuyecTBO MaLLuH
KoMnoHeHT
250 500/1000/3000 5000 10000|25000|50000

Ba3zoBble (pyHKLUMK GravityZone
CepBep 06HOBNEHUI
Be6-KOHCOSb

KoMMyHuKaumoHHbiin 16 16
CepBep

basa p,aHHbIX**

O6uwee konuyecteBo 16 16
GravityZone c Bitdefender HVI
CepBep 06HOBNIEHUM 2
Be6-KOHCOMb 8

KOMMYHMKaLMOHHbI 16
CepBep

basa p,aHHbIX** 8
O6uwee konuyectBo 16 26

2
10

10

8
30

20

20

2
10

10

8
30

10
12

8
32

2
8

12

10
32

2
10

12

12
36

3
12

12

12
39

3
12

16

12
43

3
16

16

12
47

3
16

20

12
51

* [Ina Kaxaon akTMBHOWM mHTerpaumu pob6asbTe 1 GB RAM Ha BupTyanbHoe
YCTPOWUCTBO C poJibio Beb-koHconu.
** B cnyyae pacnpeneneHHon ycTaHOBKM ponier, BMecTe ¢ Replica Set: ans kaxkgoro
AONONHNTENIbHOI0 3Kk3eMmJisipa ba3bl AaHHbIX f06aBbTe YKa3aHHOE YMCIO K 06LLLEeN

CyMMme.

Tpe6oBaHus
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CB060/HOE MPOCTPaAHCTBO Ha aucke (GB)

KonunyecTBO MaLUuH

. Kommiecrmomawms
KomnoHeHT mmmmmmm

basoBble pyHkLuM GravityZone

CepBep 06HOBNIEHUM 80 80 80 80

Be6-koHcoNb 80 80 80 80
nm 120 160 160 200 200

KOMMYHWUKaLMOHHbI 80 80 80 80

CepBep

basa 4aHHbIX 80 120 200 500

O6wee konuyecteo 120 160 160 200 200 320 360 440 740
GravityZone c Bitdefender HVI

CepBep 06HOBNIEHUM 80 80 80 80 80 80 80

Be6-KOHCOsb 80 8 80 8 80 80 80
7 120 160

KOMMyHI/IKaLl,VIOHHbII/I 80 80 80 80 80 80 80

CepBep

Basa faHHbIX 80 80 100 100 160 300 700

O6uiee konnyecteo 120 160 320 320 340 340 400 540 940

BaxHo
HacToaTenbHo pekoMeHayeM ucnonb3oBaTh Solid-state drives (SSDs).

* [1pn BbIGOpPE aBTOMATUYECKOMN YCTAHOBKM TpebyeTcsl AOMOMHUTENIbHOE MECTO
Ha SSD, Tak Kak fonosIHMTeNbHO NPOBOAMTCA YCTaHOBKa Security Server. MNocne
YCTaHOBKM Bbl MOXeTe yaanuTb Security Server, 4YTo6bl 0CBO60ANTb MECTO Ha
YKECTKOM AUCKe.

** B cnyyae pacnpeneneHHon ycTaHOBKM ponier, BMecTe ¢ Replica Set: ans kaxkgoro
JONONHUTENIbHOIo 3K3eMmnJisipa ba3bl AaHHbIX f06aBbTe YKa3aHHOE YMCIO K 06LLLEN
cyMMme.
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KOHTpPOJb NPUNOXKEeHHUil

B 3aBMCMMOCTU OT KONMYECTBA KOHEYHbIX TOYEK, UCMOMb3YIOLWMX yrpaBeHue
npunoxeHusMu, GravityZone npeabasnsieT ocobble Tpe6oBaHNUsA K 060pyL0BaHNUIO
¥ pasBepTbIBaHUIO:

HOMUSECTED MuHuMmanbHas pekomeHayemas GravityZonekoHdurypauus
KOHEYHbIX TOYeK P Ay y rypay,

<500 Bce ponm ycTaHOBMIEHbI HA O4HOM YCTPOWCTBE

500 - 2999 PacnpocTpaHeHue cpefbl, 0fHa posib AN KaXAoro
NPUMEHEHMSA

3000 - 4999 PacnpocTpaHéHHas cpepa:

« 3 xponb cepBepa 6a3bl AaHHbIX
« 2 XPpoJib cepBepa CBA3U
« 1 X ponb Be6-KOHCOMM

« 1 xPonb cepeepa 06HOBIEHUN

5000 - 9999 PacnpocTpaHéHHas cpega:
« 3 xponb cepBepa 6a3bl AaHHbIX
« 2 X ponb cepBepa CBA3U
« 1 X ponb Be6-KOHCOM

« 1 x Ponb cepBepa 06HOBNEHUI

10000 - 24999 PacnpocTpaHéHHas cpepa:
« 3 Xxponb cepBepa 6a3bl AaHHbIX
« 2 XpoNnb cepBepa CcBA3N
« 2 X ponb BE6-KOHCOMM
« 1 xPonb cepepa 06HOBIEHUN

25000 - 49999 PacnpocTpaHéHHas cpega:
« 3 Xxponb cepBepa 6a3bl AaHHbIX

« 2 XPpoJib cepBepa CBA3K

Tpe6oBaHus 22
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HOMUSECTED MuHUManbHas peKoMeHayemas GravityZonekoHdurypaums
KOHEeYHbIX TOYeK P Ay y rypay

e 2 X ponb Be6-KOHCONU

« 1 xPonb cepBepa 06HOBIEHUN

50000 < PacnpocTpaHéHHas cpega:

« 3 xCepBep 6a3bl fJaHHbIX, HACTPOEHHLIN B Habope pernsuk,
no KpanHen Mepe, ¢ 3 y4aCTHUKaMM

« 2 X ponb cepeepa CBA3N
« 2 X ponb Be6-KOHCONM

« 1 x Ponb cepBepa 06HOBNEHUI

Ecnm y Bac ecTb KOHeYHble TOYKM C GOMbLUIMM KOJIMYECTBOM YCTAHOBJEHHbIX
NPUIOXEHUN, YTO O3HAYaAET BbICOKYIO HECTAOWILHOCTbL BCEN UHDPACTPYKTYPbI,
paccMoTpuUTe crieaytowmi ypoBeHb cneumdukanmin, 4Tobbl yoeanTbCs, YTO BCe
paboTaeT JO/MKHbIM 06pa3oM.

[ns pacnpegeneHHomn cpefbl: Kaxaas posib UMeeT MUHUMasbHYH KOHhUrypauuto
annapaTHoOro obecrneyeHus:

« 4xvCPUs
. 8Ib03Y
« ToHKoe nogrotoBneHHoe xpaHunuuie SDD emkocTbio 120 b

4.1.3. NopknoyeHune K cetn MHTepHeT
YcTponcTey GravityZone TpebyeTtcs 4ocTyn K MHTepHeT.
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4.2. Control Center

[ns poctyna Kk Web-koHconn Control Center Tpe6yeTca cnegytouee:

« Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+, Microsoft
Edge 20+, Opera 16+

. PekomeHpgyemoe paspewteHune skpaHa 1280 x 800 unu Bbiwwe

« [Onsa poctyna k Control Center komnbloTep AOJKEH ObIThb MOAKIFOYEH K CETMU.

@ Mpepynpexaexue

Control Center He 6yaeT paboTaTb AO/MKHbIM 06pa3oM / oTobpaxaTbes B Internet
Explorer 9 1 Bbllwe ¢ BKIHOYEHHbIM PEXUMOM COBMECTUMOCTU, YTO IKBUBASIEHTHO
MCMOoJIb30BaHMIO HENOAAEPXKMBAEMOM Bepcumn 6paysepa.

4.3. 3allnTa KOHEYHbIX ToYeK

YT06bI 3aWMTUTb Bally ceTb C NoMoLybto Bitdefender, Bbl AOMKHBI yCTaHOBUTD
areHTbl 6e3onacHocTy GravityZone Ha KOHEeYHbIX pabounx cTaHuusax cetn. ns
ONTUMM3aLUN 3aLLUThI Bbl TAKXXE MOXETe YCTaHOBUTb cepBepbl Security Server.
Onsa aTon uenn BaM HyXeH nonb3oBaTenb Control Center ¢ nonHomMounsimm
agMUHUCTpaToOpa B OTHOLIEHUWU CNYX6, KOTOpble HEO6XOAMMO YCTaHOBUTb, U
npaBamu Ha yrnpaBfieHMe KOHEYHbIMU TOYKAMM CETU, HAXOASLLMMUCS NoA BalMM
yrnpaBfieHVeM.

Tpe6oBaHUs K areHTy 6e30MacHOCTU OT/IMYAOTCA B 3aBUCUMOCTMU OT Hannuus
LONONHUTESIbHBLIX Ponel, Takux Kak PeTpaHcnsTop, 3awmta npu ob6MeHe mnu
CepBep KelumpoBaHust natyen. [1ns nonyyeHuns 6onee noapo6bHon nHbopmaymm
0 POJIM areHTa o6paTuUTeCh K «AreHTbl 6esonacHocTu» (p. 12).
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4.3.1. 0bopyaoBaHue
AreHT 6e3onacHocTH 6e3 poneil

Mcnonb3oBanue L[

LleneBbie Tun 4N Mopaepxusaembie OC
CUCTEMbI

Pa6oune CoBMecTuUMble npoleccopbl Intel® HacTonbHasa OC
CTaHUuu Pentium 2 GHz unu 6bicTpee Microsoft Windows

Intel® Core 2 Duo, 2 GHz nnu 6bicTpee

0C MAK
Apple M1
YMHble CoBmMecTuMble npoueccopbi Intel® BcTpoeHHble OC
yCTpoWcTBa Pentium 800 MHz vunu 6bicTpee Microsoft Windows
Cepeepbl MWHUMYM: COBMECTUMbIE NPOLLeCCopbl
Intel® Pentium, 2.4 GHz CepBep OC Microsoft

PekomeHgyeTcs: Intel® Xeon multi-core  Windows 1 OC Linux
CPU, 1.86 GHz unu 6bicTpee

CBobopHas onepaTMBHas NaMsiTb
Bo Bpems yctaHoBku (MB)

OAVH ABMXOK

JlokanbHoe mébpugHoe LleHTpanusoBaHHOEe

CKaHUpoBaHue CKaHMUpoBaHue CKaHUpOBaHue

MonHblie Tonbko AV| [MonHbie

Windows 1024 1200 512 660 256 400
Linux 1024 1024 512 512 256 256
0C MAK 1024 1024 H/L H/L H/L H/A

[nga exxepgHeBHOro ucnonb3oBanus (MB) *
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AHTuBMpYC (OAMHOYHDbIN NpoLeccop)

oc NoBeaeH4yeckasn
JlokanbHbiv | TM6puaHbIN | LLeHTpanu3oBaHHbIN npoBepKa
Windows 75 55 30 +13 +17
Linux 200 180 90 - -
0C MAK 650 - - +100 -

* [A3MepeHMs OXBaTblBalOT €XEeAHEBHYH0 aKTUBHOCTb K/MEHTOB KOHEYHbIX
YyCTpOWCTB, 6e3 ydyeTa AOMOJIHUTENbHbIX 3afay, TaKUX KakK CKaHMpoBaHue Mo
3anpocy unu o6HoBNEeHME NPOAYKTa.

CBo60JHOE NPOCTPAHCTBO Ha ANCKE

Bo BpemMs ycTaHoBku (MB)

OAVH ABMXOK J[BOWHO

JlokanbHoe mébpnpgHoe | LleHTpanu3aoBaHHoe LleHTpanu3oBaHHoe
CKaHUpPOBaHUe | CKaHUpoBaHMue CKaHMpoBaHue + JioKanbHoe
CKaHUpoBaHue

Tonbko|MonHuble | Tonbko |lMonHble| Tonbko | MonHble | Tonbko | lNosiHbIE

Windows 1024 1200 500 700 350 570 1024 1200
Linux 1600 1600 1100 1100 600 600 1600 1600
OCMAK 1024 1024 H/L H/L H/L H/L H/L H/A

[nga exxegHeBHOro ucnonb3oBanus (MB) *

AnTMBMpYC (OAUHOYHDbIN NpoLeccop)

oc MoBepeHyeckan
JlokanbHbIv | TM6puAHBIN | LleHTpanu3oBaHHbI|  NpoBepka
Windows 410 190 140 +12 +5
Linux 500 200 110 - -
OC MAK 1700 = - +20 =
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* N3MepeHNA OXBaTbIBAlOT e€XeAHEBHYID aKTUBHOCTb KJ/IMEHTOB KOHEYHbIX
yCTpOﬁCTB, 6e3 ydyeTa AOMOJIHUTENIbHbIX 3ajayd, TaKUX KakK CKaHUpoBaHUE Mo
3anpocy nnum 06HOBJIEHUNE npoaykTa.

AreHT 6e30MacHOCTY C POJIbIO PETPaHCNIATOPa

Ponb peTpaHcnaTopa TpebyeT annapaTHbIX PecypcoB MOMUMO 6a30BbIX
KOHUrypauun areHta 6e3onacHocTu. 3T TpeboBaHWUA HEO6XOAUMBI, YTOObI
noaaep>xueaTtb CepBep 06HOBNEHWUI U YCTAHOBOYHbIE MAKETbI, pasMeLLeHHble B
KOHEYHOW TOYKe:

KonuuectBo | LieHTpanbHbIi npoueccop (CPU)| 03Y CBo6ogHoe
CBfI3aHHbIX Ansa nopaep>xku Cepeepa NPOCTPAHCTBO Ha
KOHEeYHbIX TOYeK 06HOBNEHUI Aucke ans Cepeepa
O06HOBNEHUI
1-300 MuHuMyM Intel® Core™i3umnn  1,0Tb 10TB
skBuBaneHT, 2 vCPU Ha sagpo
300-1000 MuHumMyM Intel® Core™i5unn  1,0Tb 10Tb

sKkBuBasneHT, 4 vCPU Ha aapo

@ Mpepynpexpaexue
o [lna areHTOB-peTpaHCAATOPOB HeobxoAuMbl SSD aucku pans peanusauuu
60/bLIOro KONNYecTBa onepawuii YTeHMa\3anmcu.

BaxxHo

o Ecnu Bbl XOTUTE COXPaHWUTb YCTAHOBOYHbIE MaKeTbl N OGHOBIIEHWSA B APYrOM
pasgerne, YeM TOT, B KOTOPOM YCTaHOBJIEH areHT, y6efMTech, 4To Ha 060MX
pasgenax ocTaTouyHo cBo6ofHoro npocTpaHcTea (10 I'B), B MpOTUBHOM Cllyyae
areHT npepbIBaeT YCTaHOBKY. 3T0 Tpe6oBaHMe TOJbKO NpU yCTaHOBKE.

« [Jlna koHeuHbIX Touyek Windows, local to local cumBonMyeckne cebinkn AOMKHbI
6bITb BKJTHOYEHbI.

AreHT 6€30NaCHOCTY C POJIbI0 0OMEHHOM 3aLUUTbI

KapaHTuH pans cepBepoB Exchange TtpebyeT p[ononHuTeNbHOE [MCKOBOE
NPOCTPaHCTBO Ha pasfene, rAe YCTAHOBJIEH areHT 6e30MacHOCTY.

Pasmep kapaHTVHa 3aBUCUT OT KOJIMYECTBA XPaHSILLLMXCS /IEMEHTOB U MX pa3Mepa.
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Mo ymonyaHuio, areHT ycTaHaBMBaeTCA Ha CUCTEMHOM pasgerne.

AreHT 6e30nacHOCTH C PYHKLMEN CEepBEpa KELUMPOBaHMSA NaTyen

AreHT c yHKUMEN cepBepa KelMpoBaHUA NaTyen AOJHKEH UMETb crnegytolme
COBOKYMHble TPe6oBaHUS:

. Bce TpeboBaHus K ycTpoicTBY Ansl 06bI4HOrO areHTa 6esonacHocTu (6e3 aon
byHKUMI)

. Bce Tpe6oBaHus K yCTPOMCTBY Anst GYHKLMU peTpaHcnsiTopa

« [JHononHutensHo 100 'b cBO60AHOIr0 AUCKOBOr0 MPOCTPAHCTBA AJ151 XPaHEHNS
3arpy>XeHHbIX naTyem

BaxHo
Ecnv Bbl XOTMUTe COXpaHUTb MaTyuM B APYroM paspene, 4em TOT, B KOTOPOM
YCTaHOBJIEH areHT, y6eAuTech, YTO Ha 060MX pasfenax AOCTaTOYHO CBOGOAHOMO
npocTpaHcTBa (100 'B), B NPOTUBHOM cllydae areHT NnpepbiBaeT YCTaHOBKY. ITO
Tpe6oBaHWe TONbKO NPU YCTaHOBKE.

TpeboBanus kK cpeaam VMware vShield

970 TpeboBaHus Bitdefender Tools ansi cuctem, HTerpupoBaHHbIx B cpeny VMware
¢ vShield Endpoint.

Windows  6-16* Mb (~ 10 MB gns GUI) 24 Mb
Linux 9-10 Mb 10-11 Mb

* 5 MB, korga napameTp "Tuxun pexxum" BkntoueH n 10 MB, Korga oH OTKHOYEH.
Korpga "Tuxun pexum” BKJTHOYEH, rpacduyeckum UHTepdeinc
nonb3oBatensBitdefender Tools He 3arpyXaeTcsi aBTOMaTUYeCKN NpU 3anycke
CUCTEMbI, 0CBO60XAasi PN 3TOM COOTBETCTBYHOLLNE PECYPChI.

4.3.2. Nopaepxuaembie onepaunoHHble CUCTEMbI

Pa6ouuit cton Windows
« Windows 10 October 2020 Update (20H2)
«  Windows 10 May 2020 Update (20H1)

Tpe6oBaHus 28



Bltdefender Grawt\/Zome

unfollow the traditional

Windows 10 November 2019 Update (19H2)

Windows 10 May 2019 Update (19H1)

Windows 10 October 2018 Update (Redstone 5)

Windows 10 April 2018 Update (Redstone 4)

Windows 10 Fall Creators Update (Redstone 3)

Windows 10 Creators Update (Redstone 2)

Windows 10 Anniversary Update (Redstone 1)

Windows 10 November Update (Threshold 2)

Windows 10

Windows 8.1V@

Windows 8V

Windows 8

Windows 7
MpepynpexpaeHune
(1) nnatcopma VMware vShield (Bepcus 6e3 areHToB) nogaepxusaetca ans Windows
8.1 (32/64 61T) 1 pocTynHa HaunHas ¢ VMware vSphere 5.5 - ESXi build 1892794 u
BblLle.

(2) B VMware NSX noaaepxusaetcsa Bepcua OC, HaunHasn ¢ vSphere 5. 5 Patch 2.
(3) B VMware NSX noaaepxusaetcsa Bepcua OC, HaunHasn ¢ vSphere 5. 5.

Mpepynpexpaexune
Bitdefender He nopnepxuBaeT c6opkn Windows Insider Program.

MnaHwet Windows u BcTpoeHHas 0C

Windows 10 loT Enterprise
Windows Embedded 8.1 Industry
Windows Embedded 8 Standard
Windows Embedded Standard 7
Windows Embedded Compact 7
Windows Embedded POSReady 7
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o Windows Embedded Enterprise 7

Cepsep Windows
« Windows Server 2019
« Windows Server 2019 Core
« Windows Server 2016
« Windows Server 2016 Core
« Windows Server 2012 R2
Windows Server 2012 R2M@
« Windows Server 2012
Windows Server 20128®
« Windows Small Business Server (SBS) 2011
Windows Small Business Server (SBS) 2011
« Windows Server 2008 R2
Windows Server 2008 R2%
MpepynpexpaeHune
(1) nnatdopma VMware vShield (Bepcus 6e3 areHToB) nogaepxusaetcs ans Windows
Server 2012 R2 (64 61T) 1 gocTynHa HaunHas ¢ VMware VSphere 5.5 - ESXi build
1892794 v Bbiwe.
(2) B VMware NSX nogaepxuBaetcs Bepcusa OC, HaunHasn ¢ vSphere 5. 5 Patch 2.
(3) B VMware NSX nogaepxusaetcs Bepcusa OC, HaunHas ¢ vSphere 5. 5.

(4) VMware NSX He nogaepxuBaeT 32-pa3pagHble Bepcumn Windows 2012 u Windows
Server 2008 R2.

Linux

BaxHo

KoHeuHble Touku Linux ©Cnosb3yoT MecTa NNLeH3Nii M3 NILeH3NiA 415 cepBepHbIX
OcC.

« Ubuntu 14.04 LTS unu Bblwe

. Red Hat Enterprise Linux / CentOS 6. 0 unu Bbliwe
« SUSE Linux Enterprise Server 11 SP4 unu Bbiwe

« OpenSUSE Leap 42.x

@
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. Fedora 25 unm sbiwe'”

o Debian 8.0 unn 6onee no3gHsas Bepcus

o Oracle Linux 6. 3 unn 6onee no3aHsas Bepcus
« Amazon Linux AMI 2016.09 unu Bbllle

« Amazon Linux 2

Mpepynpexpaexune
(1) B Fedora 28 u Bbiwe Bitdefender Endpoint Security Tools Tpe6yeT py4yHoW
YyCTaHOBKM NakeTa libnsl, BbIMNOSHUB CNEeAYHOLLYIO KOMaHAY:

sudo dnf install libnsl -y

(2) Ons MuHuManbHoi ycTaHoBku CentOS Bitdefender Endpoint Security Tools
TpebyeTcsi pyyHasi ycTaHOBKa nakeTa 1ibnsl, BbINOAHWB CNeAyoLLyto KOMaHAy:

sudo yum install libnsl

Heo6xoanumble KoMnoHeHTbI Active Directory

Mpy MHTEerpaumm KoHeYHbIX Touek Linux ¢ someHoM Active Directory ¢ nomoLbto
JleMoHa cny>6bl 6e3onacHocTu cucteMbl (SSSD) y6eanTech, YTO MHCTPYMEHTbI
Idbsearch, krb5-user, 1 krb5-config yctaHoBneHbl, 1 Kerberos HacTpoeH npaBusbHo.

/etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]
default realm = DOMAIN.NAME
dns lookup realm = true
dns lookup kdc = true
kdc_ timesync = 1
ccache type = 4
forwardable = true
proxiable = true
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fcc-mit-ticketflags =
default keytab name

[realms]
DOMAIN.NAME = ({
kdc
kdc

true
FILE:/etc/krb5.keytab

dcl.domain.name
dc2.domain.name

admin server = dc.domain.com
default domain = domain.com

[domain realm]
domain.name = DOMAIN.NAME
.domain.name = DOMAIN.NAME

[appdefaults]
pam = {
debug = false

ticket lifetime = 36000

renew lifetime = 36000
forwardable = true
krb4 convert = false
}

MpumeyaHmne

BCE3aHMCquBCTBMTeﬂbeIKpEFMCTpM

I'Iop,p,ep)KKa CKaHUpoBaHuA Npu gocrtyne
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CKaHI/IpOBaHVIe npu AoCTtyne AOCTYNHO ANA BCEX nopaep>XxXmBaemMbiX NoCTeBbIX
onepaynoHHbIX CUCTEM. B cucremax IJnux, CKaHupoBaHue npun pocTtyne
obecrneymBaeTcs B cneayrowmx cCuTyaumax:

OucTpubyTuebl Linux Tpe6oBaHus K gocTyny

2.6.38 unun

6onee

nosgHas Bepcun

SSRe Ubuntu Bepcusi 14.04 wnm
6osiee No3HANA BepcUs

Tpe6oBaHus

Red Hat Enterprise Linux / Fanotify (onuus sppa) fomxHa
Cent0S 6.0 unn 6onee No3gHen 6bITb BKIKOYEHA.
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OuctpubyTuebl Linux Tpe6oBaHusa K gocTyny

SUSE Linux Enterprise Server
11 SP4 vnn Bblwe

OpenSUSE Leap 42.x
Fedora 25 nnu Bbiwwe

Debian 9.0 unn 6onee no3gHAA
Bepcus

Oracle Linux 6. 3 unnu 6onee
nosaHss Bepcus

Amazon Linux AMI 2016.09 nnu
BbiLLie

2.6.38 unun Debian 8
Bblllie

2.6.32-2.6.37 CentOS 6.x
Red Hat Enterprise Linux 6.x

Bce Bce gpyruve nogaep>xmsaemble
OCTallbHble  CUCTEMbI

aapa

Fanotify nomxeH 6bITb BKIHOUYEH U
yCcTaHOBJIEH B pexum
NPUHYAUTENBHOTO  MPUMEHEeHMs,
3aTeM Heo6X0AMMO NepecTPouUTb
nakeT aapa.

Ons  nonyyeHus  NoApOOGHOM
MHpOpMaUuM  cMOTpUTE 3Ty
cTaTblo 6a3bl 3HAHUN.

Bitdefender o6ecneunBaeT
nopaepxky yepes DazukoFS
NMOMOLLbIO BCTPOEHHbIX Moaynei
appa.

Mogaynb DazukoFS fomkeH 6bITb
cKoMMunnpoBaH BPYYHYIO.
JononHUTenbHble CBEAEHUS CM.
B pasgene «KoMnuiaLmsa BpyYHyo
mozaynsa DazukoFS» (p. 154).

*C HEeKOTOpbIMU OrpaHU4YeHUAMU, ONUCaAHHbIMU HMNXKE.

Tpe6oBaHus
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OrpaHquva CKaHUpoBaHUA Npu poctyne

Bepcun OuncTpubyTuBbl Moppo6Hasa nHdpopmaLus
aapa Linux

2.6.38 unun
Bbillie

Bce agpa

0C MAK

Bce CKaHUpOoBaHWe Npu AoCTymne KOHTPonmpyeT
noafepXXvBaemble NOAKIHOYEHHbIE CETEBbIE PECYPChI TOSIbKO B
cUCTeMblI CnefyoLmX YyCNOBUSX:

. Fanotify BkntouaeTcs Kak Ha yaaneHHbIX, TaK
M Ha NOKasIbHbIX CUCTEMaAX.

« 06wt pecypc ocHOBaH Ha ¢hannoBbIx
cuctemax CIFS n NFS.

Mpumeyanune

CKaHVIpOBaHVIe npu AoCTyne He CKaHupyeT
ceTeBble pecypchbl, YCTaHOBJIEHHbIE C
nomoubto SSH nnn FTP.

Bce CkaHupoBaHue Npu gocTyrie He

noagepXxuBaemblie noaaepxunBaetcsa B cuctemax ¢ DazukoFS gns

CUCTEMbI CeTeBbIX PECYpPCOB, YCTAHOBMEHHbIX Ha NYTAX,
yXe 3allULLeHHbIX MolyieM AocTyna.

« macOS Big Sur (11.x)

. macOS Catalina (10.15)

. macOS Mojave (10.14)

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

4.3.3. ﬂonp,ep)KMBaEMble d)aVIHOBbIe CUCTEMDI
Bitdefender ycTaHaBnMBaeT u 3awmwaet cnegyowme dhannoBbie CUCTEMDbI:

AFS, BTRFS, ext2, ext3, ext4, FAT, FAT16, FAT32, VFAT, exFAT, NTFS, UFS, ISO
9660 / UDF, NFS, CIFS/SMB, VXFS, XFS.

Tpe6oBaHus
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Mpumeyanmne
Ona NFS n CIFS / SMB nogaep)Xka CkaHMpOoBaHWs Mo AOCTYMNy He NpefyCcMOoTpeHa.

4.3.4. TlopaepXxxuBaeMble 6paysepbl

BesonacHocTb 6pay3epa KOHEYHOW TOUKM NPOBEPSIETCS, YTO6LI 06ecrneunTb paboTy
CO crepyroLmMMmu 6paysepamu:

Internet Explorer 8+
Mozilla Firefox 30+
Google Chrome 34+
Safari 4+

Microsoft Edge 20+
Opera 21+

4.3.5. MopaepxxmBaemblie BUPTYyasbHble NnaTGopmbl

Security for Virtualized Environments o6ecneunBaeT nogaep>xxky "Ms Kopobku”
crnegyowmx nnaThopm BUpTyanusauuu:

VMware vSphere & vCenter Server 7.0 o6HoBneHue 1 7.0, 6.7 o6HoBReHue 3,
obHoBINeHMe 23, 6.7 o6HOBNeHMe 1, 6.7, 6.5, 6.0, 5.5, 5.1, 5.0

MpumeyaHune
®yHKLMA ynpaBneHus paboyen Harpyskon B vSphere 7.0 He noagepuBaeTcs.

VMware Horizon/View 7.8, 7.7, 7.6, 7.5, 7.1, 6., 5.x

VMware Workstation 11.x, 10.x, 9.x, 8.0.6

VMware Player 7.x, 6.X, 5.x

Citrix Hypervisor 8.2 LTSR, XenServer 7.1 LTSR

Citrix Virtual Apps and Desktops 7 1808,7 1811,7 1903, 7 1906
Citrix XenApp and XenDesktop 7.18,7.17,7.16,7.15 LTSR, 7.6 LTSR
Citrix VDI-in-a-Box 5.x

Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2, 2016, 2019 unn Windows
Server 2008 R2, 2012, 2012 R2, 2016, 2019 (skntoyasiHypervisor Hyper-V)

Tpe6oBaHus 35



Bitdefender

VE L

ravityZomg

unfollow the traditional

Red Hat Enterprise Virtualization 3.0 (Bkntouyaa KVM Hypervisor)
Oracle VM 3.0

Oracle VM VirtualBox 5.2, 5.1

Nutanix Prism npu A0S 5.5,5.10,5.15 LTS

Nutanix Prism npu A0S 5.6, 5.11 5.18 STS

Mpuama Nutanix ¢ AHV 20170830.115, 20170830.301, 20170830.395 wu
20190916.294 Bbinyck coobuiecTBa

Mpumeyanne
Moppepxka papyrux ¢opmaToB M nnatdopM BupTyanusauum MoxeT ObiTb

npeaocTaBsieHa No 3anpocy.

Tpe6oBanus pnsa uHterpauyumn ¢ VMware NSX-V

ESXi 5. 5 unu 6onee No3aHAs As KaXAoro cepeepa

VCenter Server 5. 5 nnm HoBee

NSX Manager 6. 2. 4 unu 6osiee No3gHsAs BEpCUs

VMware Tools 9.1.0 unu nosxe, ¢ TOHKMM areHToM Guest Introspection.

— [Onsa BupTyanbHbix MawmH Windows o6patuTtech k Ctatbe VMware Docs.
— [ns BupTyanbHbix MawwuH Linux o6patuteck k Ctatbe VMware Docs.

MpumeyaHmne
VMware pekomMeHAyeT ucnonb3oBaTth cnegyowme Bepcum VMware Tools:

— 10.0.8wunnHoBee, 4TO6bI pa3pewwnTb paboTy C MeAIeHHbIMU BUPTYasbHbIMU
MalunHamm nocne o6HoeneHns VMware Tools B NSX / vCloud BesonacHocTb
u cetn (VMware Knowledge Base, ctaTtbst 2144236 ).

— 10. 0.9 1 6onee nospHux Bepcuin aAns nogaep>xxkku Windows 10.

BaxxHo
PekomeHayeTcsi XpaHuUTb BCe NpoAykTbl VMware, 06HOBMEHHbIE MOCNEAHUMMU
naT4yamu.

TpeboBanusi gna uaterpauun ¢ VMware NSX-T Data Center

VMware NSX-T meHepykep 2.4, 2.5, 3.0 unu 3.1
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. ESXicoBmectnmo ¢ NSX-T Bepcuen MeHeaxepa

« VCenter Server & vSphere coBMecTuM ¢ NSX-T Bepcueint MeHegxepa

« VMware Tools npu Guest Introspection thin agent coemecTum ¢ NSX-T Bepcuei
MeHegkepa

JononHutenbHble CBeAEHUSI O COBMECTMMOCTU CM. Ha 3TUX Beb-CTpaHuuax
VMware:

« VMware PykoBofAcTBO o coBMecTuMocTu — GravityZone vs. NSX-T MeHemxep

« CoBmectumocTb npoaykta VMware matpuu- peweHne NSX-T ¢ ueHTpom
06paboTKK faHHbIX U pewweHna VMware vCenter 1 VMware n UHCTPYMEHTbI

Tpe6oBanus ansa uHterpauum ¢ Nutanix Prism Element

« YyeTHble pgaHHble Nutanix Prism Element ¢ npaBamu agMuHucTpaTopa
(AnMUHUCTpaTOp KnacTepa U AIMUHUCTPATOP NOb30BaTeNen)

« Nutanix Prism npn A0S 5.5,5.10, 5.15 LTS
« Nutanix Prism npn A0S 5.6,5.11 5.18 STS

o Mpuama Nutanix ¢ AHV 20170830.115, 20170830.301, 20170830.395 wu
20190916.294 Bbinyck coobLiecTea

Nopaepxueaemble 06nayHble Mnatdopmbl

Hapsgy c nokanbHbIMW cpepsamu BupTyanusauuu, GravityZone MOXeT Takxe
WHTerpMpoBaTb CO CrefyoWwuMmn o6nayHbiMmu nnatdopmMamu:

« Amazon EC2

Kak knueHT Amazon EC2 Bbl MOXXeTe MHTerpupoBaTb MHBEHTAPb 3K3eMMNIAPOB
EC2, crpynnupoBaHHbIX MO perMoHaM U 30HaM [OCTYNHOCTWU, C CETEBbIM
uHBeHTapeM GravityZone.

. Microsoft Azure

Kak knueHT Microsoft Azure Bbl MOXKeTe MHTErpupoBaTh BUPTYasibHble MalUWHbI
Microsoft Azure, crpynnupoBaHHble MO perMoHamM M 30HaM AOCTYMHOCTH, C
ceTeBbIM MHBEHTapeM GravityZone.
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CoBMeCTMMOCTb C Pab0o4MM CTONIOM U TEXHOJIOTUSIMU BUPTYann3aLmm
NPUNOXeHUN

GravityZone COBMeCTUM CO CrieayoLWUMN TEXHONOrMAMI BUPTYaiM3aumy, HaunHas
c Bitdefender Endpoint Security Tools Bepcun 6.6.16.226:

« VMware:
VMware V-App (Ta e Bepcusi npu vCenter Server)
VMware ThinApp 5.2.6
VMware AppVolumes 2.180

BaxxHo
PekomeHpyeTcsi He ycTaHaBAMBaTb B CTEK NMPWUSIOXEHUI WU 3anUCbiBaeMble
Toma.

« Microsoft:
Microsoft MNMpunoxenue-V 5.0, 5.1
Microsoft FSLogix 2.9.7237

. Citrix:
Hacnoenwne npunoxexun Citrix 19.10
Citrix Appdisks 7.12

BaxxHo

HasHauybTe MOAMTUKMN Ha OCHOBE NOJIb30BaTesIbCKMX MPaBuJI, YTOObI yripaBneHue
YyCTpPOWCTBaMM He NPensiTCTBOBaO co3faHuio ypoBHer OC 1 nnathopMbl.
Bo3moxHo, Bam noTpebyeTcs HacTpouThb npasuna Firewall GravityZone, 4To6bl
pa3peLwmnTb paboTy ceTeBOro Tpabuka Ansi KaXAoro U3 aTUX NpunoXxeHun. ina
nonyyeHus 6onee noapobHoN MHopMauumn obpalanTech K [JokymeHTauua
npoAyKTa 0 HacnoeHuu npunoxxenun Citrix .

I'Io,u,p,ep)KMBaeMble MHCTPYMEHTbI yNpaBJIEHUA BVIpTyaJ'IVI3aLIMEl7I

Control Center B HacTosiuiee BpeMSI WHTErpupyeTcsi CO CleAyHoLMMu
WHCTPYMEHTaMM ynpasneHns BUPTyanusaumen:

« VMware vCenter Server
« Citrix XenServer
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« Nutanix Prism Element

YT06bl HACTPOUTL MHTErPaLIMIO, HEOGXOAMMO YKa3aTb UMSI MOJSIb30BaTESSA U Naposib
aAMUHUCTpaTopa.

4.3.6. Security Server

Security Server - 3To npeaBapuTesibHO CKOHPUIrypMpoBaHHast BUPTYasibHas MaluuHa,
pab6oTatow,an Ha cepeepe Ubuntu co cnegytowmmmn Bepcuamu:

« 20.04 (VMware NSX and Multi-Platform)
. 16.04 (VMware NSX and Multi-Platform)

MNamsaTtb n CPU

PacnpepgeneHne pecypcoB namatu v CPU ans Security Server 3aBucuT oT
KOnMYecTBa ¥ TUMNa BUPTYyasibHbIX MaLLKH, 3anyLLeHHbIX Ha XocTe. B cnegytouen
Tabnuue npuBeaeHbl PEKOMEHAYEMbIe PeCYpPCbl, KOTOPbIE HEO6XOAMMO BbIAENUTD:

YkpenneHue KonuyecTtBo 3auiuu,aeMbix BUpTyasnbHbix|03Y Ucnonb3oBaHue
MaLlluvH Ln

Huakun 1-30 2Tb 2

31-50 ATb 2
CpegHui 51-100 ATb 4
Bbicokun 101 - 200 4TB 4

Security Server gns NSX nocTtaBnsetcs C npeAycTaHOBMIEHHON annapaTHOW
koHburypaumen (CPU n RAM), KoTopyo Bbl MOXeTe HacTpouTb B VMware vSphere
Web Client, BbIkNtOUMB KOMMNbIOTEP, OTPeJaKTUPOBAB €ro HacTPOWKK, a 3aTeM
CHOBa BKJIOYMB €ro. [ns nosyyeHus AONONHUTENbHON nHdOopMaLmm nepenguTe
K «YcTaHoBka Security Server ans VMware NSX» (p. 122).

CBO60,[I,HOE MPOCTPAHCTBO XXECTKOro AUCKa

Cpepa 3anac cBOo60AHOro MecTa Ha >XeCTKOM
BUCKe

VMware NSX-V / NSX-T 40 GB
VMware ¢ KoHeyHol Toukon vShield 40 GB
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Cpegna 3anac cBO60AHOro MecTa Ha >XECTKOM
Aucke

Opyroe 16 b

Pacnpepnenenue no xoctam Security Server

Security Server vs. XocTbl

VMware NSX-V/NSX-T Security Server aBTOMaTU4YecKu YyCTaHaBAMBAeT Ha
KaxxgoM yane ESXi B 3awuiaeMoM KyiacTepe BO BpeEMS
pa3BepTbiBaHuA ycnyr Bitdefender.

VMware c KoHeyHon  Security Server fo/mKeH 6bITb YCTaHOB/IEH HA KaXAoM
Touykou vShield xocTe ESXi, KoTopbIf fOMKeH ObITh 3aLLULLEH.

Opyroe XoTsi 3TO M He obsisaTenbHO, Bitdefender pekomeHayeT
ycTaHoBUTb Security Server Ha KaXaoMm (Gusmyeckom
XOCTe ANSl NMOBbILEHUSI TPOU3BOAUTENIBHOCTY.

CeTeBasi 3afiepXKa

3agepxkKa cBsA3n Mexay Security Server u 3alMLLEHHBIMU KOHEYHbIMU TOYKaMK
Jl0JKHa 6bITb MeHee 50 Mc.

Harpyska Moayns 3awuTbl XpaHunuia

BnusiHwe 3awmTbl XxpaHunuwa Ha Security Server npu ckaHupoBanuu 20 b
3aKJ/lo4aeTCcs B criefyowem:

CraTyc 3awuThbl Pecypchbl Security | 3arpy3ka Security |Bpems
XpaHunumiLa Server nepegauv
(Mm:cc)

OTKAOYEHO O a H H bl e/l a H H bl el10:10
(6a30Bblit ypOBEHb) OTCYTCTBYIOT OTCYTCTBYIOT
BkntouyeHo 4 vCPU CTtaHpapTHbIN 10:30

4 GB RAM
BkntoueHo 2 vCPU Taxenbin 11:23

2 GB RAM
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Mpumeyanmne

9T pesynbTaTbl NONyYeHbl ¢ 06pa3LoM daitnos pasnuyHbix Tunos (. Exe,. Txt,. Doc,.
Eml,. Pdf,. ZipuT. 4.), 0T 10 KB 0 200 MB. nUTensHOCTL Nepeaayun COOTBETCTBYET
20 'b paHHbIX, copepxxawuxcs B 46 500 cdannax.

4.3.7. Ucnonb3oBaHue Tpaduka

. Tpaduk o6HOBNEHUS NPOAYKTA MEXAY KJIMEHTOM KOHEYHOro YCTPOWUCTBa U
cepBepoM 06HOBNEHUi

Kaxpgoe nepnoanyeckoe o6HoBneHne npoaykta Bitdefender Endpoint Security
Tools reHepupyeT crneayroLni HUCXOASAWMA TpadUK Ha KaXKLOM KIIMEHTe
KOHEYHOUN TOYKMU:

— Ha Windows OC: ~20 Mb
— Ha Linux OC: ~26 Mb
— Ha OC Mac: ~25 MB

. 3arpyxaembliii TpamKk 06HOBNEHNIA MEXaHU3MOB 3aLLMTbl MEXXAY KIIMEHTOM
KOHe4YHoW Touku u Cepeepom o6HoBneHui (MB / fieHb)

Tun gBUXKKa CKaHupoBaHusa

Tun cepBepa 06HOBNEHMIA

JlokanbHbI | TM6puAHBbIN LleHTpanu3oBaHHoe

PeTpaHcnaTop 65 58 55

Bitdefender My6nuyHbIn CepBep

O6HOoBNEHUN 3 3.5 3

. TpaduK LeHTpanM3oBaHHOIro CKaHUPOBaHUS MEXAY KJIMEHTOM KOHEYHOM TOUKHU
n Security Server

MpoBepeHHble 3arpyska
s

lNepBoe ckaHMpoBaHue

Qannbi*
Kawwupytolee ckaHupoBaHue 13 382

MepBBOE Be6-TpaduK 621 JaHHble

Be6-canTbI**
CKaHuUpoBaHue OTCYTCTBYIOT
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MpoBepeHHble 3arpyska
e S

Security Server 1050
y HaHHble
K3|_|_|y|py|0|_|_|.ee Be6 Tpadle 654 oTCyTCTBYIOT
CKaHupoBaHue )
Security Server 0.2 0.5

* [peacTaBfieHHble faHHble 6b1IM U3MepeHbl Npy pasmepe dainnos 3.49 16 (6
658 (haitnoB.), 1.16 'b 13 KOTOPbIX UCMONTHsIEMbIE NOPTUPYeMble dainbi(Portable
Executable - PE).

** [lpeAcTaBneHHble f[aHHble 6bIIM U3MepeHbl pas Ton-perMtuHra 500
Be6-canToB.

Tpaduk ru6puaHOro CKaHUpPOBAHUA MeEXAY KJIMEHTOM KOHEYHOW TOYKMU U
o6nauHbIM cepBucom Bitdefender

lMpoBepeHHble 3arpy3ka
= SREEE

MepBoe cCKaHMpoBaHue

dannbl*
KawmwupytoLee ckaHnpoBaHue 0.6 0.3
Be6-Tpaduk 650 LEGIIALE
Be6-Tpacuickt OTCYTCTBYIOT
O6nayHble ycnyru 26 27
Bitdefender ' '

* [pefcTaBlieHHble faHHble 6blM U3MepeHbl Npu pa3mepe daiinos 3.49 b (6
658 dainoB), 1.16 'b 13 KOTOpbIX UCNOSNHSAEMbIEe NOpTUPYeMble dhainbi(Portable
Executable - PE).

** [lpegcTaBneHHble [aHHble O6blIM M3MepeHbl Ans Ton-penTuHra 500
Be6-canToB.

Tpaduk 3arpy3ku MexaHU3MOB 3alLUTbl MeXay kKnueHTamu Bitdefender
Endpoint Security Tools Relay n Cepeepom o6HOoBREeHMI

KnueHTbl ¢ posbto Bitdefender Endpoint Security Tools Relay ckaunBatoT ~16
MB / neHb* ¢ cepBepa 06HOBJIEHUN.

Tpe6oBaHus 42




unfollow the traditional

* NocTtynHo ans knueHtoB Bitdefender Endpoint Security Tools, HauuHas ¢
Bepcumn 6.2.3.569.

« Tpaduk mexxay KnueHTamMm KOHeUYHbIX YCTpoucTB n web-koHconbio Control
Center

CpegHuii Tpaduk, reHepupyeMbi MeXAY KIIMEHTaMU KOHEYHbIX YCTPONCTB U
web-koHconbto Control Center, coctaBnset 618 Kb / geHb.

4.4. 3awumta Exchange

Security for Exchange pnoctaBnsetcs yepes Bitdefender Endpoint Security Tools,
KOTOPbIN MOXeT 3alUTUTb Kak halsioByto CUCTEMY, TaK M MOYTOBLIA cepBep
Microsoft Exchange.

4.4.1. NopnepxmBaemoe okpyxeHue Microsoft Exchange

Security for Exchange noppepxwuBaeTt cnegywowme Bepcun u ponn Microsoft
Exchange:

« Exchange Server 2019 ¢ ponamu Edge Transport nnu Mailbox
. Exchange Server 2016 c ponsimu Edge Transport unmn Mailbox
. Exchange Server 2013 c ponamu Edge Transport unu Mailbox
. Exchange Server 2010 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox
. Exchange Server 2007 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox

Security for Exchange coBmectuM ¢ Microsoft Exchange Database Availability
Groups (DAGS).

4.4.2. CuctemMHble TpeboBaHua

Security for Exchange coBmMecTuM c @GU3NYECKUMU UM BUPTYasNbHbIMM
64-paspaasHbiMu cepepamu (Intel unu AMD), pa6oTatoLmx nog ynpassieHUEM
noaaepXXvBaemMon Bepcueit u ponbto cepeepa Microsoft Exchange. Ons nonyyeHus
noapo6Hou MHPOpMaLMN OTHOCUTENBHO CUCTEMHbIX Tpe6oBaHun Bitdefender
Endpoint Security Tools, o6paTuTeck K «AreHT 6e3onacHocTu 6e3 ponei» (p. 25).

PekomeHgyeMble fOCTYMHbIE pecypchbl cepBepa:
. CBo6opgHoI onepaTuBHou namMaTn: 116

. CB060AHOE NPOCTPAHCTBO XecTKoro ancka: 16
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4.4.3. [ipyrue TpeboBaHMA K NPOrpaMMHOMY 06€eCreyeHuto
. [InsaMicrosoft Exchange Server 2013 ¢ Service Pack 1: KB2938053 oT Microsoft.

. [nsaMicrosoft Exchange Server 2007: .NET Framework 3.5 Service Pack 1 6onee
no3gHsA Bepcus

4.5. Sandbox Analyzer On-Premises
Sandbox Analyzer On-Premises uMeeT KOHKpeTHble Tpe6oBaHUS TPe60BaHUS:
. ESXiTlunepeusop (nnatdhopma BUpTYanusauum, sanyckaroLas cpegy).

. Sandbox Analyzer BupTtyansHoe ycTpoicTeo (YCTpOWCTBO, KOTOpoe 6yaeT
ynpaensATb BUPTyanbHbIMU MalUMHAMU AeTOHALMMN).

. BuptyansHoe ycTpoiicTBo ceTeBoi 6e3onacHocTu (VM, MHKancynvpytowias
CeTeBOW AAaTuYMK, CMOCOOGHbIA M3BNEKATb MOJIE3HYIO HArpysKy M3 CeTeBOro
Tpadwmka).

. [MopkntoyeHue Kk cywecTBytouen GravityZone Control Center, ucnonbsyemow
7151 BbICOKOYPOBHEBOr0 yrnpaBJieHUsi cpefion NecoYHULbl.

o WHTepHeT-coefMHeHne Ans 3arpy3ku BupTyasibHoro ycTtpoinctea Sandbox
Analyzer ¢ MMHMMabHOW NPOMYCKHOWM CMNOCOBGHOCTbLIO 5 MéuT/C.

Ba)xHo

Y6eautecb, YTO HeT APYruX MPUIIOXKEHUWA WM MPOLECCoB, KOTOpble MOryT
6710KMpOBaTb NoAKIoYeHNe K MHTepHeTY npu 3arpy3ke u yctaHoBke Sandbox
Analyzer.

4.5.1. ESXi Hypervisor

BupTyanbHoe ycTpowncTteo Sandbox Analyzer pocTynHo B popmaTte OVA n moxxeT
6bITb Pa3BEpPHYTO HA OAHOM (U3NYECKOM XOCTe NoJ yrnpaBieHUeM runepensopa
VMware ESXi (Bepcusa 6.5 unm 6.7).

Tpe6oBaHUA K 060pYy0BaHMIO 1511 PU3NYECKOr0 XOCTa

. CPU: ofLee konmMyecTBO sfep npoueccopa (C y4eToM rMneprnoToKa) MOXHO
3KCTpanonMpoBaTb MOCPELCTBOM pacyeTa, NPeACTaBJIEHHOrO B pasfgene
«Tpe6oBaHMA K GU3MYECKOMY XOCTY U annapaTHoe MacliTabupoBaHue» (p.
48).
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o OnepaTvBHas NamATb: 06WMN 06beEM OnepaTUBHOM NaMSITU, HEOOXOAMMbIN
Ana GU3nNYecKoro XocTa, MOXeT 6bITb SKCTPANONMPOBaH C MOMOLLbIO PpacyeTa,
npeacTaBieHHOro B pasaene «TpeboBaHus K hrUsnyeckomy XoCTy U annapaTHoe
MacluTabupoBaHue» (p. 48).

« [lpocTpaHCcTBO Ha Aucke: He MeHee 1 Tb SSD-HakonuTensa (4ocTaTo4yHO AA
JeToHaLuMoHHoM cpeabl 8-VM, maclwTabupyemoi He MeHee YyeM Ha 50 I'b ans
KaXKA0M JOMNONHUTENbHOW AeTOHALMOHHON VM).

. CeTb: ogHa BblgeneHHas pusmyeckas cetesast kapta (NIC)

OTa ceTeBas KapTa MOXeT 6bITb pasaenieHa Ha ABe BUPTYaJibHbIX CeTEBbIX
KapTbl CO cneayrowmmM MannnuHromM:

— OpHa ceTeBas kapTa Ana nHTepdenca ynpasneHus
— OpHa ceTeBasi KapTa A/l AeTOHALWOHHON ceTu
Mpumeyanue
PeKOMeHAyeTCﬂ ncnonb3oBaTb YKas3aHHble ¢M3Ml~IECKMe NICs ¢ Temn xe

OTO6paxXeHUsaMU, 4YTo M BbllweynomsaHyTele VNICS, ecnu 3To nossonset
annapaTtHasi KoHdurypauus.

TpeboBaHusA K NpOrpaMMHOMY 06ecneyeHuto

Mopaep>xxmBaemble Bepcum ESXi cepepa: 6.5 unu Boiwwe, VMFS Bepcusa 5.

[ononHutenbHasa koHdUrypauum ana xocta ESXi:

« SSH BkJitoyaeTcs npu 3anycke.

o Cnyx6a NTP HacTpoeHa 1 aKkTMBHa.

« BkoueHa ¢yHKLMA 3anycTUTb/OCTAaHOBUTD NPU XOCTe.
MpumeyaHmne
Sandbox Analyzer coBmecTuM c npo6Hoi Bepcuen VMWare ESXi. OgHako ans
NpPoOn3BOACTBEHHDbIX pa3BeprIBaHI/Il7I pekoMeHayeTCA UCnob3oBaThb JIMLUEH3NOHHYO
Bepcuto ESXi.

4.5.2. Sandbox Analyzer BupTyanbHoe yCTpOWCTBO

Sandbox Analyzer BupTyanbHoe YCTPOWCTBO oO6ecneynmBaeT MpPaKTUYECKM
HeorpaHWYeHHY0 MacLITabupyeMocTb, MOKa AOCTYMHbl 6a30Bble annapaTHble
pecypchl.
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N3 obero o6bema aocTtynHbix pecypcoB ESXi Sandbox Analyzer pasgensiet LI
n 03Y mexay Sandbox Manager 1 BUpTyanbHbIMM MaLIMHAMWU AETOHAL M.

MuHUManbHble TpEﬁOBaHI/IFI K CUCTeME A1a MeHe)Kepa necoYHuLbl
.« 6VCPUs

. 20IMB0O3Y

. 600 b guckoBoro npocTpaHcTBa

Sandbox Manager vMeeT Tpu BHYTPEHHUE BUPTYyasibHble CETeBble KapTbl,
BblA€eNeHHbIE CNefyoLMM 06pa3oM:

. OpHaceTeBasi KapTa A5l CBSA3M C KOHCOJbIO ynpasneHus (GravityZone Control
Center).

« OpHa ceTeBas KapTa anda nogKJjilo4eHnA K UHTEepHEeTY.

« OpHa ceTeBas KapTa pAana ceAaAsn C AeTOHauMOHHbIMU BUPTYyalibHbIMU
MallnHaMu.

Mpumeyanme
YT106bI paspewmnTb 06MeH AaHHbIMK, VNIC ynpaBneHnus ESXi u vNIC ynpaBneHus
MeHe[)KepoM MecoYHULIbl AOMKHbI HAXOAUTLCS B OJHOW CETM.

BMpTyaﬂbeIe MallnHbl JeTOHaLuu

CucteMHble TpeboBaHUsA

« 4 vCPUs (nepenpodunvpoBaHo B cCOOTHoleHMe 4:1, ccblnaiTecb Ha
«Tpe6oBaHusa K (HM3MYeCKOMY XOCTY M annapaTHoe MacwTabupoBaHue» (p.
48))

. 3Ie03Yy
. 50TIB gnuckoBoro npocTpaHcTBa

Sandbox Analyzer On-Premises ofecneuvBaeT Mosb30BaTeNbCKMe 06pasbl
BMPTYaJibHbIX MaLLWH. 3TO flONYCKaeT AeTOHALMIO 06pasLia B cpefie BbIMOJIHEHMS],
KOTopas UMUTUPYET PeanUCTUYHYIO MPOM3BOACTBEHHYIO Cpesy.

CospgaHue o6pa3a BUPTYasibHOW MaLUUHbI TPeGYeT CneayroL X YCIoBUN:

. 0O6pas BupTyanbHoM MaluuHbI NpeacTaBneH B dopmate VMDK, Bepcus 5.0.
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« [loppepxmBaeMsble onepaunoHHbIe CUCTEMbI A1A NOCTPOEHNA e TOHALUNOHHbIX
BUPTYaJibHbIX MaLUUH:

— 64-6uTHaa Windows 7 (nto60oi ypoBeHb naTya)
— 64-6uTHaa Windows 10 (ito6011 ypoBeHb naTya)

BaxxHo

« OnepauuoHHasi cucTema oJIKHa 6bITb YCTaHOBJIEHA BO BTOPOM pasgesie Tabnuubl
pa3fenioB U CMOHTMpOBaHa Ha aucke C: (koHdurypaumsa yctaHoku Windows no
YMOJTYAHUIO).

o JlokanbHas yyeTHasi 3anmcb «<AAMUHUCTPATOP» AOJKHA 6bITb BKOYEHA U UMETb
NYCTYIO CTPOKY Naposis (Naposib OTKIIHOYEH).
. [lepep akcnopToM o6pasa BUPTyaslbHOW MaluuMHbl HEO6XOAWMO MpPaBUIIbHO

JIMLIEH3MPOBaTh OMepaLMOHHY0 CUCTEMY U BCe YCTaHOBNIEHHOE NPOrpaMMHoe
obecreyeHne B o6pase BUPTYanbHON MaLUMHbI.

MporpamMMHoe o6ecredeHne 06pa3a BUPTYasbHOW MaLLMHbI

Sandbox Analyzer nogaep>xuBaeT feTOHaLUMIO LUMPOKOro crnekTpa GpopMaTos u
TMnoB ¢annos. [LononHuTeNbHbIE CBEAEHUS CM. B pasgene «06bekTbl Sandbox
Analyzer» (p. 216).

Ona ucyepnbiBaloWMX OTYeTOB y6eAuMTecb, YTO Bbl YCTAHOBUIM B
noJsib30BaTeNbCKMUIM 06pas NporpaMmHoe o6ecrnedeHne, KOTOPOE MOXET OTKPbITb
thaiin onpefeneHHoOro TMNa, KOTopPbIN Bbl XOTUTE AETOHMPOBaTh. [ONoNHUTENbHbIE
cBeAeHNa cM. B pasfene «PekoMeHayeMmble TMPUIIoXeHUs [Js [AeToHaluu
BUPTYasNbHbIX MaWuH » (p. 217).

4.5.3. BupTyanbHoe yCTPOMCTBO 6€30MacHOCTM CeTH

BupTyanbHoe ycTpoicTBO 6€30MacHOCTM CeTH yrpaBNseT CEeTEBbIM AATUMKOM,
KOTOPbIV U3BNIEKAET MOJIE3HYIO HArpy3Ky U3 CETEBbIX NOTOKOB U NepefaeT ero B
Sandbox Analyzer. MuHuManbHble Tpe6oBaHUs K 060pyA0BaHuIO:

« 4vCPUs

. 4TB03Y
« 1TB auckoBoro npocTpaHCcTBa
« 2VNICs
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4.5.4. Tpeb6oBaHus K HU3M4eCKOMY XOCTY M annapaTHoe
MacLiTabmpoBaHue

AnropuTm macwTabupoBaHus cpegbl Sandbox Analyzer yunTbiBaeT cnegyroLlyro
tdopmyny, rae "K" paBHO YUCNy AETOHALMOHHbLIX CNOTOB (MU AeTOHALMOHHbIX
VMs):

« Sandbox Analyzer VA vCPU = 6 vCPUs + K x TvCPU

. Sandbox Analyzer VA RAM = 20 GB RAM + K x 2GB

AHanorvyHo, afiropuTM MaclUTabupoBaHUA OJist XOCTa SIBJISETCH CNeAYOLNM:
« ESXiHost vCPU = 6 vCPUs + K x 2 vCPU

. ESXiHost RAM =20 GB RAM +K x 5 GB

naBHoe oTnuumne mexay Sandbox Analyzer VA un ESXi pecypcamn 3agaetcs
pecypcamu, KOTOopbi€e BblAeneHbl ANsl KaX4oW feToHaunoHHon VM.

Takum o6pasoM, TUNMYHAsA AeToHauuoHHas cpeaa (8 VMs) 6yaet Tpe6oBaTb
crnepytolero:

. Sandbox Analyzer VA vCPU = 6 vCPUs + 8 x 1TvCPU = 14 vCPUs
« Sandbox Analyzer VA RAM = 20 GB RAM + 8 x 2GB = 36GB RAM
« ESXiHost vCPU = 6 vCPUs + 8 x 2 vCPUs = 22 vCPUs

Mpumeyanue

Kaxpasa geToHaumoHHas VM TpebyeT 1 vCPU us Sandbox Analyzer VAu 1 vCPU
ANnst feToHaumoHHon VM. BupTyanbHasa MallvHa feToHalmm 6yaet obecrieveHa
4 vCPUs, HO OHM 6yayT neperpyXeHbl B COOTHOWeEHUN 4:1, B pe3dynbTaTe 4yero
ansa xocta ESXi notpebyetcs Tonbko 1 vCPU.

. ESXiHost RAM =20 GB RAM + 8 x 5 GB = 60 GB RAM

Mpumeyanue

RAM wucnonb3dyetcss B cooTHoweHun 1:1 mexay Sandbox Analyzer VA,
JeToHaumoHHbIMKM VMs 1 xocToM ESXi. Taknum o6pasom, kaxxgas VM geToHaumm
notpe6yet 5 'b onepaTuBHOM NamMaTu oT xocTa ESXi, u3 kotopbix 2 I'b 6yaeT
BblgeneHo Ba Sandbox Analyzer u 3 I'b 6ynet BblgeneHo ana camon VM
JeToHauwum.
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MonyyeHHbIN GU3NYECKNiA XOCT TPEGYET B BbILLIEYNOMSAHYTOM CLIEHAaPUU MUHUMYM
22 sappa npoleccopa (BKaoyas runepnoToyHocTb) v 60 b onepaTMBHOM NaMATy,
npuyem gonosnHuTenbHble 10-20% onepaTWBHOM NaMATH 3ape3epBUMPOBaHbl ANA
camoro runepeusopa.

Kak npaBuno, feToHaums o6pa3ua 3aHMMaeT AeBATb MUHYT A5 BbINOSHEHNA U
CO3[aHuA oTyeTa O HeW, KOTOPbIN UCMOMb3yeT BCe NOArOTOBJIEHHbIE PECYPChI.
PekomeHayeTCsa cnpoeKkTUpoBaTh Cpeay NecoYHMULbl, HAYMHas C AeTOHaLMOHHOM
eMKocTu (cainbl/yac), a 3aTeM npeobpas3oBaTb 3Ty METPUKY B HEOOGXOAUMbIE
pecypcbl Ha ypoBHe ansa Xocta n VM.

4.5.5. TpeboBanus ceasu Sandbox Analyzer

JlokanbHble koMmnoHeHTbl Sandbox Analyzer ucnonb3ytoT onpeaesieHHble
KOMMYHWKaLMOHHbIE NOPThl, MPUBSI3aHHbIe K KOHKPETHLIM CeTeBbIM UHTepdeiicam,
ANs CBA3U Mex Ay co60i u/unm ¢ ny6nmyHbiMu cepBepamm Bitdefender.

[ns cpegbl NeCOYHULbI HEO6XOAMMO TPU CETEBLIX MHTepdelica:

. eth0 — ceTteBoi UHTepdeiic ynpaBneHusa. OH noakmtodeH K GravityZone u K
xocTy ESXi.

PekomeHpyeTca noakntounTb eth0 K TOW Xe ceTu, YTo 1 uHTepdenc ynpasneHus
ESXi. Takxke pekoMeHAyeTCs COMOCTaBUTb €ro C YyKasaHHbIM CeTeBbIM
ajanTtepom.

B cnepytowen Tabnuue onucbiBaeTca psag  TpebGoBaHUW K CeTeBOM
KOMMYHUKauun ans etho:

KoMMyHUKaLMOHHbIe
noprs! (12 TCP)

Ucxoasawmi 8443 KOMMYHVIKaLl,.MOHHbIl‘/‘I CepBep
(Outbound) GravityZone
443 BupTtyanbHble ycTponcTBa GravityZone
80 BupTyanbHble ycTporicTBa GravityZone
22 ESXi xocT
443 ESXi xocT API
ﬁﬁﬁﬂﬂﬂ* d‘;"' 8443 Tio6oit
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o ethl — [detoHauuoHHas ceTb. 3TO He TpebyeT KaKOM-NM60 KOHhUrypauuw.
[laHHbIV NpoLecc yCTaHOBKU co3aeT HeO6X0ANMble BUPTYalbHble PECYPChI.

. eth2 - ceTeBon MHTepHET-AOCTyH. PeKOMeH,D,yeTCFl UMETb HeOrpaHU4YeHHoe
n He(bI/IJ'IbTDOBaHHoe noAKJIIOYEeHNE K UHTEPHETY.

PEKOMeHAyETCﬂ, 4YTO6bI CETh yrnpasJieHUA U Ce€Tb AOCTYyNa B MHTEPHET 6bI1sn
Ha3Ha4e€Hbl AJ14 pa3HbIX HOACETGVI.

BupTyanbHoe ycTponctBo GravityZone TpebyeT p[octyna K BUPTyaslbHOMY
ycTpoicTey Sandbox Analyzer Ha nopTy 443 (no TCP) ansi npocMoTpa 1 3arpysku
oTyeToB Sandbox Analyzer.

BupTyanbHoe ycTpoicTBo GravityZone TpebyeT NOAKIOYEHUS K BUPTYaSIbHOMY
ycTpovicTey Sandbox Analyzer Ha nopTy 443 (no TCP) ans 3anpoca COCTOSHUS
[eTOHMPOBAHHbIX 06pasLIoB.

4.6. MNonHoe wndpoBaHue aucka

GravityZone lNMonHoe wudpoBaHre gucka no3BonsieT ncnonb3oatb BitLocker Ha
KOHeYHbIx Touykax Windows, a Takxke FileVault n yTunnty KomaHgHOMW CTPOKM
diskutil Ha koHeuHbIx Toukax macOS uepes Control Center.

YT06bI 06ecneunTb 3aliuTy [AaHHbIX, AaHHbIA MOAYNb MPOBOAUT MOJIHOE
wudpoBaHMe AucKa ANIA  3arpy3odHbiX WM He 3arpy)kaeMbiXx TOMOB Ha
(DMKCMPOBaHHbIX AWCKaX W XPaHWUT KKOYM BOCCTaHOBJIEHWA, HA Cllyyail ecnu
nosib3oBatesib 3a6yeT naposb AoCTyna.

Mogaynb LLndpoBaHus ucnonb3yeT CyLLeCTBYOLIME annapaTHbIe pecypchl B cpefe
GravityZone.

C TOYKM 3peHUs NporpamMMHoro obecrneyeHuns, TpeboBaHNsa NOYTH TaKUe Xe, Kak
ana BitLocker, FileVault n ytunutel komaHgHon ctpokm diskutil, a Takxke
60/IbLIMHCTBO OFPaHUYEHNUI, OTHOCALLMXCA K 3TUM YTUIIUTaM.

Ina Windows

GravityZone LWndpoBaHue nogaepxkueaet BitLocker, HaunHaa ¢ Bepcun 1.2, Ha
KoMnbloTepax ¢ u 6e3 yuna Trusted Platform Module (TPM).

GravityZone nopgepxxuBaeT BitLocker Ha KOHeUYHbIX TOYKaX CO CleAyHLLMMM
onepaLnoHHbIMU CUCTEMAMMU:

« Windows 10 ObpasoBaTenbHas

« Windows 10 KopnopatueHas
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« Windows 8.1 KopnopaTtusHas

« Windows 8.1 lNpo

« Windows 8 KoprnopaTuBHas

« Windows 8 INpo

« Windows 7 Ultimate (c TPM)

. Windows 7 KopnopaTtusHas (c TPM)

« Windows Server 2019*

« Windows Server 2016*

« Windows Server 2012 R2*

« Windows Server 2012*

« Windows Server 2008 R2* (c TPM)

* BitLocker He BXOAUT B 3TW OnepaLiMoHHble CUCTEMbI U [IO/IKEH YyCTaHaBNBATLCS
oTaenbHO. [lononHUTeNbHble CBefleHns o pasBepTbiBaHuM BitLocker Ha Windows
Server cMOTpPUTE 3TU CTaTby 6a3bl 3HAHWIA, MPeaocTaBNeHHbIX Microsoft:

« https://technet.microsoft.com/en-us/itpro/bitlocker-how-to-deploy-on-windows-server
. https://technet.microsoft.com/en-us/library/cc732725(v=ws.10).aspx

BaxxHo

GravityZone He nogaepxuvaeT wudpoBarHue B Windows 7 n Windows 2008 R2 6e3
TPM.

Moppo6Hbie TpeboBaHus K BitLocker cM. B cTaTbe 6a3bl 3HaHUI, PeAoCTaBIEHHON
Microsoft: https://technet.microsoft.com/en-us/library/cc766200(v=ws.10).aspx

Ha OC Mac

GravityZone nogaepxwusaeT FileVault n diskutil Ha koHeuHbIX Toykax macOS co
crneayowyMmn onepauuoHHbIMU CUCTEMAMMU:

. macOS Big Sur (11.x)
. macOS Catalina (10.15)
. macO0S Mojave (10.14)

Tpe6oBaHus 51



https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-how-to-deploy-on-windows-server
https://technet.microsoft.com/en-us/library/cc732725(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc766200(v=ws.10)#BKMK_HSRequirements.aspx

Bitdefender favityZo e

unfollow the traditional

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

4.7. 3awuTa xpaHunuuia
MopaepxmBaemble xpaHunuia n Gann-o6MeHHble peLleHus:

« ICAP-coBMecTuMble cucTeMbl ceTeBblx xpaHumuw, (NAS) 1 ceTu xpaHeHus
AaHHbIX (SAN) oT Dell®, EMC®, IBM®, Hitachi®, HPE®, Oracle®, N gpyrue

« Nutanix® Files 3.x up to 3.7.1.
« Citrix® ShareFile

4.8. 3awmTa MOOUNbHbBIX YCTPOUCTB

4.8.1. NoppaepxuBaemMble NnaTGopMbl

Security for Mobile nognep>xuBaeT cnegytouime TUMNbl MOBUIIbHBLIX YCTPOUCTB U
OMepaLMOHHbIX CUCTEM:

. AppleiPhones niPad (i0S 8.1 v BblIwwe)
. CmapTdoHbl 1 nnaHweTtbl Google Android (4.2 v Bbiwe)

4.8.2. TpeboBaHMS K NOAKIIOYEHUIO

Mo6unbHble YCTPOVICTBa OOJDKHbI BKJTOUYNUTb M06MJ'IbHYI-O nepenavy gaHHbIX Unn
coeguHeHune Wi-Fi n uMeTb coeguHeHue C KOMMYHUKaALNOHHbIM CepBEPOM.

4.8.3. BcnnbiBatoLuee yBeJOMEHUA

Security for Mobile ncnonbsyet push-yBegomneHusi, 4ytobbl npeaynpeauTb
MOGUIIbHBIX KJIMEHTOB 06 OGHOBNIEHUM MOJSIMTUKM W [OCTYMHbIX 3ajavax.
Push-yBenomneHust 0oTnpaBnstoTCA KOMMYHUKALIMOHHBIM CEPBEPOM Yepes CNyX6bl,
npefocTaB/sieMble MPOM3BOAUTENEM OMEPALMOHHBIX CUCTEM:

« Cnyx6a Firebase Cloud Messaging (FCM) ansa Android ycTponicTts. st paboTbl
FCM HeobxogMMo criegytoluee:

— [HonxeH 6bITb ycTaHoBneH Google Play Store.
— YcTtpowncTtBa noa ynpaeneHveM Android 4.2 v BblLwe.
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— Yrt06bl nocnatb push-yBegomneHue, a number of ports Ao/KeH 6bITb
OTKPbIT.

. Apple Push Notifications service (APNs) ans yctpoicTs iOS. ns nony4eHus

6051ee noapo6HOM MHpOPMaLMK, 06pPaTUTECH K 3TOM CTaThe 6a3bl 3HaHUM Apple.

Bbl MOXeTe npoBepuTb NpaBUIbHOCTbL paboTbl push-yBegomMneHuin B pasaene
Mobile Push Notifications Check 13 mento Configuration > Miscellaneous.

YT06bI Y3HaTb 60MblUe O NpoLecce yrpaBieHss MOGWUIbHBIMY YCTPOUCTBaMM B
GravityZone, noxanyncra, CMOTPUTE 3Ty CTaTbH 6asbl 3HAHUI.

4.8.4. YnpaBneHnue cepTudukatamm i0S

YT06bI HaCTPOUTb UHDPACTPYKTYPY AN18 yNpaBieHnss MOOGWUIbHbIMU YCTPOCTBaMuU
non ynpaeneHneMm i0S, Bbl [OOMKHblI NpeaocTaBUTb psf  cepTudukaToB
6e30MnacHOCTMU.

[ns nonyyeHus 6onee noapo6Ho MHbopMaLmm, obpaTUTech K «CepTudukatsbi»
(p. 96).

4.9. KoMMyHUKaLUOHHbIe nopTbl GravityZone

GravityZone - 3T0 pacnpeaesnieHHOe peLLeHNe, 03HAaYatoLLEE, YTO €ro KOMMOHEHTbI
B3aMMOZAENCTBYIOT APYT C APYrOM Yepes JIOKasbHYH CeTb Mn UHTepHeT. Kaxabii
KOMMOHEHT WCMOJIb3yeT Cepuio MOPTOB ANIA CBA3W C APYrMMU. Bbl JOMXKHbI
y6eanTbCs, YTO 3TU MOPTbI OTKPbITbI Ana GravityZone.

[ns nonyyenus 6onee nogpo6Homn nHhopmaumm o noptax GravityZone, obpaTutech
K 9TOM cTaTbe.
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5. YCTAHOBKA 3ALLUTHI

GravityZone siBnseTcA KNMEHT-CEPBEPHBIM peLleHneM. [ns 3almTbl Ballen cetu
¢ nomouibto Bitdefender, BaM He06X0AMMO YCTaAHOBWUTbL CEpPBEpPHblE POJIU
GravityZone, 3aperucTpupoBaThb Bally JIMLEH3NIO, HAaCTPOUTb YCTaHOBOYHblE
NakeTbl ¥ Pa3BEPHYTb UX C MOMOLLbHO areHTOB 6e30MacHOCTU Ha KOHEYHbIE TOYKM.
HekoTopble ypoBHAM 3amUThl TPE6GYHOT YCTaHOBKM M HACTPOWMKM AOMONHUTESIbHbIX
KOMTMOHEHTOB.

5.1. YcTaHoBKa 1 HacTpoiika GravityZone

YT06bl Y6eAMTbCS, YTO YCTaHOBKa uaeT 6e3 npob6nem, BbINONHUTE criegyoume
nencrTeus;

1. lMoproTtoBKa K yCTaHOBKeE

2. YcTaHoBKa M HacTporka GravityZone

3. Moakntountechb Kk Control Center n HacTponTe NEPBYIO yYETHYHO 3anMUCh
4

HacTpolika napameTpos Control Center

5.1.1. TlogroToBKa K ycTaHOBKe

[ns MHcTannsunmM BaM Heobxoaum obpas BUpTyasnbHoro yctpoicTtea GravityZone.
Mocne pasBepTbiBaHUS M HACTPOWKWU ycTponcTBa GravityZone, Bbl MoXeTe
yOaneHHO YCTaHOBUTb KJIMEHT WM CcKayaTb He06X0AMMble NakeTbl YCTaHOBKU
yepes Beb-uHTepdenc Control Center.

O6pas ycTpowcTBa GravityZone fOCTYMHO B HECKOJIbKUX Pa3fiMYHbIX hopmaTax,
COBMECTUMbIX C OCHOBHbIMM MnaThopMamMu BUpTyanusaummu. Bol MoXeTe nonyunTb
CCbIJIKM ANA 3arpy3ku Tpuana, nponasi permcTpauuio Ha cavte Bitdefender.

onsa YCTaHOBKU U nepBOHaqaanon HaCTpOl‘/‘IKVI, Bbl AOJDKHbI UMETb cneayrouiee:

« DNS-umeHa nnu dukcupoBaHHble IP-agpeca (cTaTudeckass HacTporka uiu
pesepeupoBaHue DHCP) gns yctpoiicTs GravityZone

« Wmsanonb3oBatensaun napoJjib agMUHUCTpPaTOopa AOMEHa

« Toppo6Hyto nHdopmaumio o vCenter Server, vShield Manager, XenServer (umMs
xocta wnu IP-agpec, nopT cBSI3W, MMSA Mofb3oBaTeNns W Naposb
aJMUHUCTpaTopa)
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« JIMueHanoHHble KNoun (MpoBepbTe TPUaNbHYK PErUCTPaLMIoO UK MoYTY, C
KOTOpOW NpoucxoAmna nokyrnka)

. HacTpoiiku cepBepa ncxopasiuei NoyThbl
. Ecnu Heo6xoamMMmo, napaMeTpbl NpoKcK-cepBepa

« CepTudukaTbl 6€30MNacCHOCTH

5.1.2. YctaHoBka GravityZone

GravityZone cCOCTOMT M3 OAHOIO WM HECKOJSIbKUX YCTPOWCTB, BbIMOJIHSOLMX
cepBepHble ponu. KoNMyecTBO YCTPOMCTB 3aBUCUT OT PasfiMuHbIX KpUTEPUEB,
TaKuUX Kak pasMmep ¥ TONosnorus Batlen cetu unu gyHkumm GravityZone, Kotopble
Bbl 6yaeTe ucnonb3oBaThb. CepBepHble ponu AenATcsa Ha Tpu Tuna: 6a3oBble,
BCMOMoraTesibHble U Heo6si3aTesbHbIE.

BaxHo
BcnomoraTtenbHble U Heo6513aTeNbHble PONU AOCTYMHbI TOJIbKO AJ151 onpefeNnieHHbIX
pelueHuit GravityZone.

CepBep 6a3bl faHHbIX basoBble XoTsi 6bl OAMH IK3EMMIAP KaXKAoM
(HeobxoAMMbIE)  poJin.

YcTtponctBo  GravityZone  MoxeT
BbIMOJIHATb OJJHY, HECKOJIbKO U BCE
JaHHble ponu.

Update Server
Be6-koHcoJb
KOMMYHUKaLNOHHBbI

CepBep
BcnomoraTtenbHbie O4HO YCTPOMCTBO Ha KaXXAyHo poJib
Security Server Heob6s3aTtenbHble PekomeHAyeTcA Ans MasbIX CETEN UK
ONsi ceTen C HU3KMMM pecypcamu. B
Apyrom cnyvae, yCTaHOBUTE

oTaenbHbIn oT Control CenterSecurity
Server, nocne ycnewHon yCTaHOBKM
GravityZone.

B 3aBMCUMOCTM OT MpeanoYTeHuWit Mo pacnpeneneHuto ponen GravityZone, Bam

noTpe6yeTcsi pa3sBepHYTb OT OAHOI0 10 YeTbIpex ycTpoicTB GravityZone. Mepsoit
JOJKHa 6bITb YCcTaHOBNeHa ba3a faHHbIX.
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B cLieHapuu ¢ HecKobKUMKM ycTporcTBamMu GravityZone, Bbl 6yaeTe ycTaHaBIMBaTb
posib cepBepa 6a3sbl JaHHbIX HAa NepBOM YCTPOWCTBE M HAacTpauBaTb BCe apyrue
YCTPOMCTBA Ha MOAK/IHOYEHNE K CYLLECTBYIOLLEMY 9K3EMMNIAPY 6a3bl JaHHbIX.

Bbl MOXeTe YyCTaHOBUTb HECKOJIbKO 3K3eMMIAPOB poJsien basbl AaHHbIX,
Be6-KoHCOoIM 1 KOMMYHMKaLMOHHOMO cepBepa. B gaHHOM cryyae, BaM NoHafo6MTCS
Ha6op Pennuk (Replica Set) ana basbl AaHHbIX U BanaHCUPOBLUVK Harpy3ku ans
Be6-KoHCONMM 1 KOMMYHUKALMOHHOMO cepBepa Ha ycTponcTBax GravityZone.

[nsa ycTtaHOBKM U HacTpowku GravityZone:

1. 3arpysute o6pa3 BupTyanbHoro ycrtponctBa GravityZone c Beb6-canTa
Bitdefender (ccbinku npuBegeHbl NpU perucTpaumum Tpuana uam B nucbme o

MOKYMKe).

2. UmnopTupynte o06pa3 BUpTyanbHOro ycTpouctBa GravityZone B Bally
BUPTYalnbHYLO cpeay.

3. BknouuTe yCcTponcTBO.

4. W3 Bawero MHCTPYMeHTapus ynpaBfieHUs BUPTyanuaaunen, nonyunte goctyn
K MHTepdercy KoHconu ycTponcTea GravityZone.

5. 3apanTe naposib AN BCTPOEHHOW YYETHOM 3anMcu agMUHMCTpaTopa bdadmin.

e the initial ~d for an option:

WOTE: 0On thi

will run.

NHTepdenc KoHconn ycTpoicTBa: BBeAUTE HOBbIN Naposib

6. BonguTte c NnoMoOLWLbO 3a4aHHOIO Napons.
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Bitdefender GravityZone Virtual Appliance

Please login
Password for bdadmin user:

l

WHTepdeiic KOHCONM YCTPOMCTBA: BXOS,

Bbl nonyunte goctyn K MHTepdeiicy KoHbUrypauum ycTponucTsa.
Mcnonb3yinTe KNaBuLLIM CO CTPESIKaMU U KNaBuLLY Tab A1 HaBUraLMm No MeHH0
v onuusiM. HaxxmunTe Enter ANs Bbi6opa onpefeNieHHbIX OMnLmiA.

Bitdefender GravityZone Uirtual Appliance

Appliance Options

onf igure Hostname Settings

|

Z Configure Network Settings
3 Configure Proxy Settings

4 Automatic Installation

5 Advanced Settings

6 Configure Language

WHTepdeiic KOHCONM YCTPOMCTBA: INMaBHOE MEHIO
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7. Ecnn BamM Heo6xoguMMoO WM3MeHUTb A3blK MHTepdenca, Bbibepute MEHH
HacTtpoika a3bika. 3a nogpo6Hou nHdopMaLmen o HacTpoKe, nepenguTe K
«HacTpoiika sisbika» (p. 64).

8. HacTpowTe napameTpbl UMeHU XOCTa.

9. HacTtpoWika ceTeBbIx NapamMeTpoB.

10. HacTponTe napaMmeTpbl Npokcu-cepsepa. (ecnm aTo HE06X0AUMO)
11. YcTaHoBuTe ponu GravityZone. [1oCTynHbI ABE ONLMUU:

. ABTOMaTuyeckasi ycTaHoBKa. BblbepuTe paHHbIA BapuaHT, ecnv Bam
Heo6X0ANMO YCTaHOBUTb OAHO YCTPOUCTBO GravityZone B Ballew ceTw.

o [lonosnHuTeNnbHblE HAacTPONKW. BblibepuTe AaHHbIA BapuaHT, ecnv BaM
Heo6xoAMMO  ycTaHOBMTb  GravityZone BpyyHylo WM  co3faTb
pacrnpefesieHHyH apXuTeKTypy.

Mocne pasBepTbiBaHUS U HacTpoek GravityZone, Bbl MOXeTe B nto6oe Bpems
pepakTupoBaTb HacTPOMKM YCTPOMCTBA C MOMOLLBI KOHGUrypaLMoHHOro
uHTepdenca. Ona nonydyeHus 6onee noppobHon MHPoOpMaumW, Kacarouwiencs
KOH@uUrypauum yctpowncTsa GravityZone, o6paTuTech K «YrnpassieHve yCTPOMCTBOM
GravityZone» (p. 103).

HacTpoiika napameTpoB UMeHU XocTa

Cessb ¢ ponsimu GravityZone ocyuiecTtensietca no IP-agpecy mnu DNS-umeHu
YCTPOWCTBA, Ha KOTOPbIX OHW YCTaHOBJMEHbl. 10 yMONYaHUIO KOMMOHEHTbI
GravityZone cBasbiBatoTca no IP-agpecam. Ecnu Bbl XoTuTe 06ecneyntb CBA3b
yepes3 uMmeHa DNS, Heob6xogumo HacTpouTb DNS-umeHa ycTponcTe GravityZone
N ybeauTbCs, YTO OHM KOPPEKTHO paspewatotca B |P-agpeca, HasHayeHHble
YCTpOMCTBaM.

TpeboBaHuUA K cucTeME:
« HacTtpowika DNS-3anucu Ha cepBepe DNS.

o DNS-ums pomkKHO KOpPpPEeKTHO paspewatbcsa B IP-agpec, HasHa4YeHHbIN
ycTponcTBy. Takum 06pasom, Bbl [OMKHbI Y6eAUTbCS, YTO YCTPOWUCTBO
HacTPOEHO Ha KOppPeKTHbIN IP-agpec.

YT06bl 3a4aTb HACTPONKN UMEHU XOCTA:

1. Bbi6epuTe us rnaeHoro meHto Configure Hostname Settings.
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2. BBeguTe UMsA xocTa yCTpoMCTBa M UMA fOMeHa ciyX6bl kaTanoroe (Active
Directory, B cnyyae He06X0AMMOCTH).

3. Haxmute OK, uT06bI COXpPaHUTb U3MEHEHMUS.

HacTpo#ka ceTeBblx napameTpoB

Bbl MOXKeTe HacTpouTb YCTPOMCTBO Ha aBTOMaTM4yeckoe MoslydyeHue ceTeBbIX
napameTpoB oT cepBepa DHCP wunu Bbi6paTb HaCTpPOWKW NapaMeTpoB CETU
Bpy4Hyto. Ecnu Bbl BbibepuTe ucnonb3oBaHve DHCP, Bbl f0MKHbI HAaCTPOUTb
DHCP-cepBep, UTo6bI 3ape3epBUpoBaTh AJ1S YCTPONCTBA onpeaeneHHbin IP-agpec.

1. Bbi6epuTe 13 rnaBHoro MeHto Configure Network Settings.

Bitdefender GravityZone Uirtual Appliance

Appliance Options

Conf igure Hostname Settings
Conf igure Proxy Settings
Automatic Installation
Advanced Settings

Conf igure Language

MHTepdeitc KOHCONM YCTPOMCTBA: HAaCTPOIiKa CeTEBbIX MapaMeTpoB

Bbibepute ceTeBon MHTepdeNnc.
BbibepuTe cnoco6 HaCTPOWNKM:

. HacTtpoiika napameTpoB ceTu BpyYHylo. Bbl fomkHbI ykasaTb IP-agpec,
Macky ceTtu, agpec uuosa n DNS-cepsepa.

. ABTOMaTUuecKoe TMOJlyYeHUe ceTeBbIX HACTpPOeK OT cepBepa
DHCP. UcnonbayinTe 3Ty OnNuyumio TONbKO ecnn Bbl HacTpounum DHCP-cepBep
Ha pe3epBupoOBaHue onpegeneHHoro IP-agpeca gns yctponcTtaa.
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Bitdefender GravityZone Virtual Appliance

etho
Network Configuration for etho

onf igure network settings manuall
g g L]
%

Obtain network settings awtomatically via DHCP
3 Shouw IP information
4 Shouw link status

< Back >

NHTepdeinc KoHconm ycTponcTBa: HaCTporiKa CeTu

4. Bbl MOXeTe NpoBepuTb AeTanun Tekywen IP-koHbuUrypauum nnm coctosiHus
CcoeaMHeHUs, BbIbpaB COOTBETCTBYHOLLME OMNLUN.

HacTpoiika napameTpoB NpoKcu-cepBepa

Ecnv  ycTpPOMNCTBO [AOMKHO 6biThb MOAK/OYEHO K ceTu WMHTepHeT 4epes
NpoKcu-cepeep, Bbl AOMKHbI HACTPOUTL NapaMeTpbl MPOKCU cepBepa.

1. BbibepuTe U3 rnaBHoro meHto Configure Proxy Settings.

2. Bbi6epuTe MokasaTb MHGHOPMALMIO O MPOKCH YTO6bI MPOBEPUTD, BKITKOUYEHO SN
NPOKCU-COEANHEHME.

3. Bbi6epute OK anst Bo3BpaTa Ha NpeablayLwuii 3KpaH.

CHoBa Bbl6epnTe HacTpouTb NnapaMeTpbl NPOKCU-CepBepa.
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Bitdefender GravityZone Virtual Appliance

Conf igure Proxy Settings
Proxy Configuration

1 Show proxy information

| BConf igure proxy settings|

¢ Back >

MHTepdeitc KOHCONM YCTPOIMCTBA: HAaCcTpoiika NapaMeTpoB NPoKCK-cepBepa

5. BBepuTe agpec Nnpokcu-cepeepa. Micnonb3ynTe cnegyrowmi CUHTaKCUC:
. Ecnu npokcu-cepsep He TpebyeT aBTOpU3aLmK:
http(s) ://<IP/hostname>:<port>

. Ecnu npokcu-cepeep TpebyeT aBTOpU3aLIO:

http (s) : //<username>:<password>@<IP/hostname>:<port>

6. Haxmute OK, 4TO6bI COXPaHUTb UBMEHEHUSI.

ABTOMaTHYecKas yCcTaHOBKa

Bo Bpems aBTOMaTU4eCKOM YCTaHOBKM BCe 6a30Bble POnN yCTaHaB/IMBAKOTCA Ha
OQHO M TOXe YCTpPOWCTBO. [lna pacrnpefeneHHoW ycTaHOBKM GravityZone,
nepenauTe K «[lononHuTensHbIe HacTponku» (p. 62).

BaxHo

ABTOMaTMyecKasi YCTaHOBKa TaKXe pasBepHeT Security Server, BCTPOEHHbIN B
ycTponcTso GravityZone. ns undopmarmm o Security Server, obpaTutech K pasgeny
«ApxuTekTypa GravityZone» (p. 10).

Onuma aBTOMaTM4YeCKOW YCTAHOBKW AOCTYMHa TOJNIbKO Mpu MepBOHavyanbHOW

HacTpoiike GravityZone.

YT106bI aBTOMATUYECKU YCTAHOBUTb ponu:
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1. W3 rnaBHoro MeHto Bbibepute Automatic Installation.

2. lMpounTtante u npumute JIMLEH3NOHHOE COrJlalleHne C KOHEYHbIM
nonb3oBaTtenem (EULA), 4To6bl IPOAOMKUTD.

3. I'Iop,TBepp,MTe yCTaHaBIMBaeMble POJIn.
YcTaHoBUTE naposb OT basbl AaHHbIX.

Maponb MOXeT copepxXaTtb Nobyto KoM6uHaumto ASCII-CMMBOIOB M [0MKEH
COCTOAITb OT 6 A0 32 CUMBONOB B AJIMHY, BK/HOYATb MO MeHbLUEN Mepe OfHY
undpy, ofHy 3arnaBHyO OyKBY, OAHY OYKBY HWXXHEro peructpa v OfMWH
cneynanbHbIi CUMBOJI.

Bitdefender GravityZone Uirtual Appliance

Conf igure DB Password
The password can contain any combination of ASCII characters
and must be 6 to 32 characters in length, including at least
one digit, one uppercase, one lowercase and one special

character.
Neu DB Passuword
Retype DB Passuword

<Cancel>

HTepdeinc KOHCoNM yCTPOMCTBA: HACTPOIKa Napons 6a3bl AaHHbIX

5. [oxanTecb 3aBepLUeHUA npoLecca yCTaHOBKW.

JlononHuTeNbHbIE HACTPONKK

Mcnonb3ynTe 3Ty ONuumto A8 yCTaHOBKM TOJIbKO YacTu Unu Beex poner GravityZone
Mo OTAENbHOCTM AJIst pacluMpeHust MHPpacTpykTypbl GravityZone. Bbl MoxeTe
YCTaHOBMWTb POJIY HA OQHO MM HECKOJIbKO YCTPOMCTB. [JaHHbI MeTo YCTaHOBKM
TpebyeTcs Ansi BO3SMOXHOCTU MPOMEXYTOYHbIX OGHOBNIEHUI, AN paclUMpPeHUst
GravityZone B 60/bLUMX CETAX C pacnpefeneHHbIM BapuMaHTOM YCTaHOBKM
GravityZone n gnsi o6ecneyeHnsi BbICOKOM 0TKa30yCTOMUMBOCTM Cnyx6 GravityZone.

YT06bI YCTAHOBUTb POJIN MO OTAEJIbHOCTU:

1. U3 rnaBHoro meHto Bbibepute Advanced Settings.
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Bitdefender GravityZone Virtual Appliance

Appliance DOptions

Conf igure Hostname Settings
Conf igure Network Settings
Conf igure Proxy Settings
Automatic Installation

Advanced Settings

Conf igure Language

NHTepdenc KOHCoNU yCTPONCTBA: YCTaHOBKA poneit

2. Bbibepute Install/Uninstall Roles, yTo6bl ycTaHOBUTbL YCTPOWNCTBO B cpeae
GravityZone c oHUM cepBepoM 6a3 AaHHbIX.

MpumeyaHmne

[pyrvne BapuaHTbl npepHasHayeHbl pAJ1I8  paclMpeHns pas3BepTbiBaHUSA
GravityZone o pacnpegeneHHon apxuTeKTypbl. [1nsi nonyyeHus 6onee nogpo6HON
nHdbopmauumm, obpatuTech K «[oAKNHOUNTECH K CYLLECTBYOLLEN 6a3e AaHHbIX»
(p. 115) nnn «MopkntounTech K cylecTBylowWwen 6a3e faHHbIX (BesonacHbii
VPN-knactep)» (p. 116)

3. Bbibepute Add or remove roles. [1oABUTCS OKHO NOATBEPXKAEHMS.

4. HaxmuTe Enter AA NPOSO/DKEHUSA.

5. HaxmuTe knaBuw IIpo6es U 3aTeM KnaBuwy Enter, YTO6bl yCTAHOBUTb POJib
Basbl AaHHbIX. Bbl A0MKHbI NOATBEPAMTL CBOM BbI6OP, HAXKaB Enter CHOBA.

6. 3apanTe naponb basbl AaHHbIX.

Maponb MOXeT copepxXaTtb Nobyto KoM6uHaumo ASCII-CMMBOIOB M [OMKEH
COCTOATb OT 6 A0 32 CMMBOJIOB B AJIMHY, BKJIOYaTb MO MEHbLUEN Mepe OfHY
undpy, ofHy 3arnaBHyO OyKBY, OfAHY OYKBY HWXXHEro perucrpa v OAMH
cneuunanbHblil CUMBOJI.

7. HaxkxmuTe Enter n poxaurtecb 3aBepLlleHna yCTaHOBKMW.
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8. YcTaHOBMTe OCTasbHble PO, BbiI6paB NyHKT Jl06aBUTb WM yAANNTb POSIN 13
MeHIo YcTaHoBKa/Y aaneHune Poneit 1 3aTeM Bbi6paB ycTaHaBIMBaeMble POSIN.

a. Bblbepute [lo6aBUTb UNKM yaanuTb ponu M3 MeH0 YcTaHoBKa/YganeHue
Ponei.

b. MpouTtute JlMueHanmoHHoe CornaweHne ¢ KoHeuHbiM [lonb3oBaTenem.
HaxXmMuTe Enter, YTo6bl NPUHATL U MPOLOIIKUTD.

Mpumeyanune
970 noTpebyeTca TOJIbLKO OAMH pas nocsie yCTaHOBKK ba3bl faHHbIX.

c. Bbibepute ycTaHaBnuBaeMble posiv. HaXmuTe KnaBuwy Space, YTO6bI
BbI6paThb PoJib U Enter, YTO6bI MPOAOSIKUTD.

d. HaxmMuTeEnter onanoaTeepXaeHna n 4oXxXKanteCcb OKOH4YaHNA YCTaHOBKN.

@ Mpumeyanue

Kamp,aﬂ poJib 06bIYHO yCTaHaBnMBaeTCA B Te4eHNe HECKOJIbKUX MUHYT. Bo BpemMa
YCTaHOBKM, HeO6XO,E|,MMbIe Cbaﬁﬂbl 3arpyxarTca us MHTepHeT. Cnep,OBaTeano,
yCTaHOBKa 3aHMMaeT 60blle BpPeMeHH, ecnu MHTepHET-COGAMHeHMe MeaneHHoe.
Ecnu ycTaHoBKa 3aBUCa, pa3BepHUTE YCTPOMCTBO 3aHOBO.

HacTpouka si3bika

MepBoHaYanbHO MHTEpdeNnc HaCTPONKM YCTPOUCTBA NpeAcTaBeH Ha aHIMACKOM
A3blKe.

YT106bI U3MEHUTB A3bIK NHTEpdeiica:
1. BbibepuTe Configure Language 13 rnaBHOro MeHto.

2. Bbi6epuTte A3bIK U3 AOCTYMHbIX BApUaHTOB. [0ABUTCS OKHO NOATBEPXXAEHUS.

MpumeyaHmne
Bbl LOMKHbI MPOKPYTUTb BHWU3, YTOObI HAWTU CBON A3bIK.

3. HaxmwnTte OK, 4uTO6bl COXPaAHUTb U3MEHEHMUS.
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5.1.3. HauanbHas HacTpoika Control Center

Mocne pa3BepTbiBaHWSA M HAacTPoIKK GravityZone, He06X0AUMO MONYYUTb JOCTYN
K Be6-uHTepdeiicy Control Center M HAaCTPOUTB YUETHYHO 3anNncCb agMUHUCTpaTopa
KOMMaHuu.

1.

B agpecHolt cTpoke Be6-6paysepa BeeauTe IP-agpec mnn DNS-umsa xocta
Control Center (ucrnonb3ays npedukc https: / /). osBUTCA MacTep HACTPONKW.

YKaXuTe JIMUEH3MOHHbIV KIoY, HEOOXOAUMbIA AJiSl MPOBEPKMU peLLEHUS
GravityZone. Bbl Tak)ke MOXeTe NpeAoCTaBuTh NIFOG0M UMEeoLLMIACS Y BacC KIOY
pononHenus GravityZone.

MpoBepbTe NPOGHYIO PErUCTPALLMIO UK SNEKTPOHHYHO MOYTY NOKYMKU, YTOObI
HaNTU KIHOUU JIMLLEH3UN.

a. HaxmuTte kHonky @ [lo6aBUTb B BepxHeln YacTu Tabnuubl. [osIBUTCS OKHO
HacTpoex.

b. Bbl6epute cnoco6 pernctpaumu amueHsumn (oH-nanH unu obd-nain).

c. BeeauTe nuueH3noOHHbIN Koy B nose License key. [ins peructpaumu B
odd-naiiH pexxume, Bbl AOMKHbI TaKXXe NPefoCTaBUTb PErMCTPaLMOHHbIN
Koa.

d. NMogoXauTe noka NULIEH3MOHHbIN KoY npoBepsieTca. Haxmute Add ana
3aBepLUeHus.

JIMEH3NOHHBIV KJTHOY U UCTEYEHME ero CpoKa AeNCcTBUs 6yaeT oTo6paXkaTbes
B TabnuLe NINLEH3UN.

MpumeyaHune

« Bo BpemMsa HayanbHOM  ycTaHOBKM  HeEO6X0AMMO  NpPefocTaBUTb
NEeNCTBUTENbHbIN 6a30BbIN NIMLEH3UOHHbIN KIHOY A1 HaYaa UCnosib30BaHus
GravityZone. Bbl MOXeTe BNoCNeACTBMM f06aBUTb JOMOSIHUTESIbHbIE KITHOUM
JIMLEH3UM USTM USMEHUTD CYLLLECTBYHOLLME.

. Ha[J,CTpOVIKVI MOXHO UCNoNIb30BaTb A0 TeX NOp, NOKa npepocrtaBndeTcsa
nencTeutenbHas 6a3oBas nvueHsus. B NPOTUBHOM Ciy4dae Bbl 6yp,eTe BNAETb
d)YHKLlI/IVI, HO HE CMOXXeTe UX UCnosib3oBaThb.
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Product Registration

English

Enter License Keys

Key Service Expiry Date

MepBoHavyanbHas HacTpoliKa - NpefoCTaBNeHNE NIULEH3UOHHOIO KIHoYa

3. Ona npopomkeHusa Haxmute Next.

4. 3anonHute MHGOpPMaLUIO 0 BaLLEN KOMMAHUM, TaKYH KaK Ha3BaHWE KOMMaHUu,
agpec u TenedoH.

5. Bbl MOXeTe NU3MeHUTb NoroTun, oTtobpaxaembliin B Control Center, a Takxe B
oTyeTax BaLlen KOMMaHWUM 1 YBEAOMJIEHUSIX MO 3/IEKTPOHHOW NOYTE ClieayHoLLuM
06pasoM:

. Haxmunte Change, 4T06bl HaMTu M306pakeHWe NOroTMNa Ha BalleM
KoMnbtoTepe. DopmaT darnna nsobpaxkeHnss fosKeH 6bITb .pNg UK .jpg, a
pasmMep nsobpaxeHns gomkeH 6b1Tb 200x30 nukcenen.

« Haxmute Default, yTo6bl yaanuTb M306paxkeHne U COPOCUTL €ro Ha
nsobpaxkxeHue, npegocTasneHHoe Bitdefender.

6. YKakuTe He06x0AMMble AaHHble AJ1s1 y4eTHOM 3anMcu afMUHUCTPaTopa Ballen
KOMMaHUW: MS Nonb30BaTess, apec 3/IeKTPOHHOM MOYTbI U Naposb. [Maponb
[OJKEH cofepkaTb, MO KpalHen Mepe, 0ANH CUMBOJT BEPXHErO perncTpa, no
KpavHen Mepe, OfHY CTPOYHYLO BYKBY M, MO KpanHen Mepe, oaHy uudpy mim
creunanbHbIl CUMBOJI.
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Product Registration

English

Enter Company Details

Company Name

Address:

Phone

Logo

pX, and
to bein png or

nes
. m e

Enter Company Administrator Account Details

Usemame
Email

Full Name
Password

Confirm password

MepBoHavyanbHas HacTpolika - MapameTpbl Ballei y4eTHON 3anucu

7. Haxmute Create account.

YyeTHast 3an1cb aMUHUCTPATOPa KOMMaHWKM 6yaeT cosfaHa U Bbl aBTOMaTUYECKU
BoOMeTe C HOBOM yyeTHoM 3anucbto B Control Center Bitdefender.

5.1.4. Hactpoika napametpoB Control Center

Mocne nepBOHaqaanon HaCTpOIZKM, BaM HEO6XOAI/IMO HaCTpOUTb MNMapaMeTpbl
Control Center. Kak AOMUHUCTPATOP KOMNaHUK, Bbl MOXKETE cAenaTb cneayroulee:

« HacTpouTb nouTy, NpoKCK-CEPBEP U ApYrue o6LLMe HACTPONKM.

« 3anycTuTb WK 3arnylaHUpoBaTb CO3JaHue pe3epBHOM Konuu 6a3sbl AaHHbIX
Control Center.

« HactpouTb uHTerpaumto cny6bl katanoros (Active Directory) c UHCTpyMeHTaMu
ynpaeneHus BupTyanusauueii (vCenter Server, XenServer).

o YcTaHOBUTbL cepTUdUKaTbl 6€30NaCHOCTMW.
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Bitdefender

Welcome, Admin v

GravityZone
Dashboard Mail Server Proxy Miscellaneous Backup Active Directory Virtualization Certificates
Network

Packages Mail Server Settings

Tasks

- Wail server (SMTP): * mai.comp.com

Policies

Assignation Rules Port: * 25
Reports

Encryption type: None

Quarantine
Accounts From email: * noreply@comp.com

User Activity
Configuration Use authentication

Update

License Username: *

HacTpoiku nouToBoOro cepeepa

MouToBbIN cepBep
Control Center Tpe6yeT BHELLIHEro NoYTOBOro cepBepa AJiA 0TNPaBKM COOBLLLEHUI
9NEeKTPOHHOM MOYTbI.

Mpumeyvanne
PeKOMEHAyeTCﬂ Cc034aTb OTAEJIbHYH YHETHYHO 3anncChb SJ'IeKTp0HHOVI NnoYTbl, KOTOpas
6yneT ucnonb3oBaTtbesa Control Center.

YT06bI paspewnTb Control Center oTNpaBAsiTb 3IEKTPOHHYHO MOYTY:

1. Mepengute k ctpanuue Configuration.

2. Bbibepute Bknagky Mail Server.

3. Bbibepute Mail Server Settings 1 HacTponTe HeO6XOAUMbIE NApaMeTpbI:

. MouToenbiii cepeep (SMTP). BBeauTe IP-agpec nnm uMmsi No4TOBOroO cepBepa,
KOTOPbIN 6yAeT OTNPaBnATb 3/IEKTPOHHbIE MMCbMa.

. I'IopT. Beepgute nopT, VICI'IOJ1b3yeMbIl)‘I AJ14 CBA3U C NOYTOBbIM CepBEPOM.

o Tun wudpoBaHua. Ecnm noutoBbi cepBep TpebyeT WKUHPOBAHHOIO
COeAVHEHUS, BbiGepuTe COOTBETCTBYIOLMI TN M3 MeHKo (SSL, TLS nnn
STARTTLS).
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. Appec aneKTpoHHoW MouTbl oTnpaButens (none "OT"/'From”). Beegute
afpec aN1eKTPOHHON NOYTbl, KOTOPbIN Bbl XOTUTE, YTOGLI NOABASANCSA B oJe
"OT" (From - agpec 3/IeKTPOHHOM NOYTbI OTNPaBUTENS).

. Wcnonb3oBaHue npoBepku NOANMHHOCTU. BbiGepute 3Ty onuuio, ecnu
NnoyToBLIN cepBep TpebyeT NPOBEPKU NOAJIMHHOCTU. Bbl AOMKHbI YKasaTb
LeNCcTBUTENBbHOE UMS MONb30BaTeNsA/afpec 3NeKTPOHHOM MOYTbI U Naposb.

4. Haxmute CoxXpaHUTb.

Control Center aBTOMaTU4eCKU NPOBEPSIET HACTPONKU 3NIEKTPOHHOM NOYTbI, KOoraa
Bbl MX coxpaHsieTe. Ecnu npeacTaBneHHble napaMeTpbl He MOryT ObiTb
NoATBEPXAEHbI, COObLLEHME 06 ownbke MHMOOPMUPYET Bac O HEMpaBUSIbLHON
HacTpovike. I3aMeHUTe HaCTPOMKM U MONPOBYNTE CHOBA.

[Mpokcu-cepsep

Ecnuv Bawwa komMnaHusa nogknodeHa K IHTepHeT Yyepes npoKcu-cepeep, Heo6XoAMMO
HacTpouTb NapameTpbl MPOKCU-CepBepa:

1. Mepengute Kk cTpaHuue Configuration.

2. Bbibepute Bknaaky Proxy.

3. Bbibepute Use Proxy Settings u HacTponTe Heo6xoANMble NapaMeTpbl:
. Address - BBeanTte IP-agpec npokcu-cepeepa.
. Port-BBeanTe NOPT, A8 NOAKNOYEHMUS K MPOKCU-CEPBEPY.

. [Monb3oBaTtenb — BBeAMTE UMS MONb30OBaTeNs, pPacro3HaBaeMoro
MPOKCU-CEPBEPOM.

. I'Iaponb — BBeguTe )J,EVICTBy}OU.LMVI napoJib YKa3aHHOro paHee noJjib3oBaTesid.

4. Haxmute CoXpaHUTb.

PasHoe

Ha ctpaHuue Configuration, Ha Bknagke > Miscellaneous Bbl MoXeTe HacCTpoOUTb
cnegyrouiye obLime napamMeTpbi:

. Korpa HeobxoauM HepocTynHbii obpa3 Security Server. B ycTponcTtse
GravityZone no ymoniyaHuio He oTo6parkatoTcsi 06pa3bl BUPTYasibHOW MaLLMHbI
Security Server. Ecnu agMyMHUCTpaTOp NonbiTaeTca 3arpy3mTb 06pa3s Security
Server unu BbINONMHUTL 3agady YCTaHOBKM Security Server, nencteue 6yget
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npepsaHo. Bbl MoXeTe HacTpouTb aBTOMaTUyeckoe OeucTBMe AN TakoM
cuTyauumu, Bbl6paB OQWH N3 cneayrunx BapnaHToB:

— 3arpy3uTb 06pa3 aBTOMaTUUYECKU

- I'Ipep,ynpen,me agMUHUCTPaTOpa U He BbIMONHANTE 3arpy3kKy

MpumeyaHue

YT06bI He co3paBaTb NOMeX paboTe aAMUHUCTPATOPA, Bbl MOXETE BPYYHYHO
3arpyautb Heob6xoMMble NakeTbl Security Server co cTpaHulbl O6HOBNeHMe B
O6HoBNeHne npopykTa . [na nonyyeHnus 6osiee nofpobHoOW MHGopmaLuu,
obpaTuTech K «3arpyska 06HOBeHM NpoayKToB» (p. 185).

Ecnu HeO6XOAMM HeAOCTyngIﬁ KOMMIeKT . Bbl MoXxeTe HaCTpoOUTb
aBToOMaTun4yeckoe AeﬁCTBMe ana Takomn cuTyauum, Bbl6paB OAWH N3 cnepyrowmnx
BapnaHTOB!

— ABTOMaTu4yeckas 3arpy3kKka naketoe
- I'IpenynpeAMTe agMUHUCTPaToOpa U He BbIMONHANTE 3arpy3kKy

MapannenbHoe pa3BepTbiBaHUe. AIMWHUCTPATOPbl MOMYT  YyAasieHHO
pasBepTbiBaTb KOMMOHEHTbI 6€30MacHOCTH, 3aMyCTUB 3a4a4u Mo yCTaHOBKeE.
Ncnonb3yiTe 3Ty OMuMiO, 4TOObl YyKasaTb MaKCHUMaslbHOE KOJIMYEeCTBO
OZIHOBPEMEHHbIX MPOLECCOB pPa3BePTbIBaHMS, KOTOPbIE MOTYT 6bITh BbIMOJIHEHbI
O0HOBPEMEHHO.

Hanpumep, ecnn MakcumasbHOe KONMMYeCcTBO OJHOBPEMEHHbIX MpoLeccoB
pasBepTbiBaHUS ycTaHOBMEHO Ha 10, a 3agaya yaaneHHON YCTaHOBKU KITMEHTOB
npuceauaeTcs 100 komnbtoTepam, Control Center nepBoHayanbHO 3anycTuT
10 ycTaHOBOK nakeToB yepes ceTb. B 9TOM crfiyyae, ycTaHOBKa KJIMEHTOB
BbINOJIHAETCHA O HOBPEMEHHO MaKCMMYM Ha 10 KoMnbloTepax, Bce oCcTallbHble
nopsajayn HaxogAaTCA B COCTOSHUM oxupanusa. Kak Tosibko nopsapada
3aBepLUMTCA, APYron YCTaHOBOYHbIN NakeT 6yAeT OTNpaBieH, U Tak Aanee.

MpuHypuTenbHan AByx(aKTOpHasA NpoBepKa NOAJSIMHHOCTY NSl BCeX YYeTHbIX
3anuceit. pyxdakTopHas ayTeHTubukaums (2FA) no6aBnaeT 4onoNHUTENbHbI
Cnon  3aWnTbl y4yeTHbIM 3anucaM  GravityZone, 3anpawwuBas Kopj
ayTeHTMdMKaLMM NOMUMMO BalUUX y4eTHbIX AaHHbix B Control Center. 3Ta
(byHKUMS TpebyeT 3arpy3ku U yCTaHOBKM NpunoxeHust Google Authenticator,
Microsoft Authenticator unu nio6oro aByxdakTopHoro ayteHTudmkaTopa TOTP
(Time-Based One-Time Password Algorithm), coBMecTUMOro co ctaHgapTom
RFC6238. - Ha MO6UIbHOM YCTPOWCTBE MOJib30BaTeNsl, a 3aTeM NpuBA3aTh
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NpUNoXKeHe K yuyeTHow 3anucu GravityZone 1 MCMosb30BaThb €ro Npu KaXkaom
Bxoge B Control Center. [punoxeHne ayTeHTUDUKALMN TreHepupyeT
LeCTM3HauYHbIN Ko Kaxable 30 cekyHa. [na 3aBeplueHuns Bxogda B Control
Center nocnie BBOAA Maposis Mosib3oBaTeNb AO/MKEH 6yAeT TakKe BBECTU
LLIECTM3HaYHbIN KO, ayTeHTUdMKaLMMN.

OByxdakTopHasa ayTeHTUdUKALUS BKIIKOYEHA MO YMOJTYAHUIO MPU CO3[4aHUN
KoMnaHuu. MNMocne 3Toro, Npy BXo4e B CUCTEMY, OKHO KOHDUIypaLmmn NpeaioxuT
nosib30BaTesIsIM BKIIHOUNTL 3TY PyHKLMIO. [onb3oBaTeNM CMOryT NPonycTUTb
BKJItOUYEHUWE ABYX(PaKTOPHOMN ayTeHTUdMKaLMK ToNbko 3 pa3a. Ha yeTBepTon
nonbITKe BXoAa NPONyCcK HacTponku 2FA 6yieT HEBO3MOXEH, M NOJIb30BaTeNo
OyLeT He paspeLleH BXog,

Ecnv Bbl  X0TUTE  OTK/IOUUTE  MPUHYAUTENbHYIO  ABYX(haKTOPHYHO
ayTeHTUdMKaLUIO ANs BCeX YUYeTHbIX 3anucen GravityZone B Ballen KOMMaHuM,
NpocTo CHUMUTe (naxok c 3ToM onumn. Y Bac 6yfeT 3anpoLLeHOo
noATBepXAeHUe Nepes TeM Kak U3MEHEeHUs BCTYNAT B cuily. C 3TOro MoOMeHTa
y nosib3oBaTenien byaeT akTUBHA ABYX(PaKTopHaa ayTeHTUPUKauns, HO OHU
O6yayT MMeTb BO3MOXHOCTb OTK/IKOYMTb €e B HacTPOMKax CBOEW YYETHOM
3anucu.

@ Mpumevanue
— Bbl MOXETe NPOCMOTPeTb CTaTyC ABYX(AKTOPHOW ayTeHTUhUKaLMKU NS
yLleTHOVI 3anncu Ha cTpaHuue YyeTHble 3anucu.

— Ecnunonb3oBatesb, y KOTOPOro BKOYeHa AByx(hakTopHas ayTeHTUMKaLmMs
He MOXeT BOWTU B cucteMy GravityZone (U3-3a HOBOro ycTponcTBa WUnu
NoTepsIHHOIO CEKPETHOTO KJTH0Ya), Bbl MOXETe OTK/IOUUTb aKTUBALMIO 3TOW
GYHKLMIO CO CTpaHuLbl Y4YeTHOW 3anucu nosib3oBaTens B pasjene
OByxdakTopHas ayTeHTUUKaLuUA. 3a NOAPOGHOCTAMY 06paTUTECH K FNaBe
YueTHble 3anucu nonb3oBaTeneil > YnpaeneHue [ByXdaKTOPHO
ayTeHTudukaymeit u3 PykoBogctsa AgMUHUCTpaTopa.

NTP Server Settings. Cepsep NTP ncnonb3syeTcs ajisi CAHXPOHM3aLUM BpEMEHM
Mexay BceMu ycTponctBamu GravityZone. Mo ymonuyaHuio agpec cepBepa
NTP HacTpoeH, HO Bbl MOXeTe naMeHuTb ero B none NTP Server Address.

Mpumeyanue
Ons yctponcte GravityZone ans cesaau ¢ cepeepoM NTP Heo6Xx0aMMO, YTO6bI
nopt 123 (UDP) 6bin OTKPbIT.
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. Enable Syslog. BkntoueHwne aTon pyHKUMM no3BonsieT GravityZone oTnpaBnsTb
cobbITUS Ha nor-cepeep, paboTatrowmi no npotokony Syslog. Takum o6pasom,
y Bac eCTb BOZMOXHOCTb Jlyylle KOHTPONIMpoBaTh cobbiTusiGravityZone.

YT06bI NPOCMOTPETL UM HACTPOUTb CMUCOK COGLITUW, OTMPAaB/SIEMbIX Ha
cepBep Syslog, ob6bpatTuTecb K rnaBe YBefOMJEHUSI M3 pPYKOBOACTBA
aaMuHucTpaTopa GravityZone.

YTo6bI BKNHOYMTL BELlEHUE XYpHana Ha yaaneHHoM Syslog-cepsepe:
1. OTmeTbTe dhnaxxok BknounTb Syslog.

2. BeeguTe umsi cepBepa uim IP-agpec, npeanoyTUTeNbHbI NPOTOKOM M MOPT
Syslog-cepBepa.

3. BblbepuTte dopmaT Ans oTnpaBKu AaHHbIX Ha Syslog-cepsep:

— ®opmat JSON. JSON - 310 nerkuii bopmMat o6MeHa faHHbIMU, KOTOPbI
NOJSIHOCTbIO HE3aBMCUM OT NOOOro A3blka NporpaMmmupoBaHus. JSON
npeacTaBnsieT fAaHHble B yA0604MTaeMoOM TekcToBoM (opmaTe. B
dopmaTe JSON feTanu Kaxgoro cobbITUA CTPYKTYPUPOBaHbI B 06BbEKTDI,
KaXkAbI 06bEKT COCTOMT M3 Napbl UMS / 3HaUYEHME.

Hanpumep:

"name":"Login from new device",

"created" :"YYYY-MM-DDThh:mm:ss+hh:ss",
"company name":"companyname",

"user name":"username",

"os":"osname",

"browser version":"browserversion",

"browser name":"browsername",

"request time":"DD MMM YYYY, hh:mm:ss +hh:ss",
"device ip":"computerip"

[Ons ponosHMTENbHOM HGOpPMaLUKU, CM. WWW.JSON.Org.
970 bopmaT no ymonyanuto B GravityZone.

— Common Event Format (CEF). CEF - 3To OTKpbITbIM CTaHAapT,
pa3spaboTaHHbIv ArcSight, KoTopbIv ynpoLiaeT ynpaBneHue XypHanamu.

Hanpumep:
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CEF:0|Bitdefender|GZ|<GZ version>|NNNNN|Login from new
device|3|start=MMM DD YYYY hh:mm:ss+hh:mm
BitdefenderGZCompanyName=companyname suser=username
BitdefenderGZLoginOS=osname
BitdefenderGZAuthenticationBrowserName=browsername
BitdefenderGZAuthenticationBrowserVersion=browserversion
dvchost=computerip

[ns nonyyeHusa JononHUTeNbHoN MHdopMaumum cM. ArcSight Common
Event Format (CEF) Implementation Standard.

B rnaBe YBepomneHus PyKOBOﬂCTBa adMUHUCTpaTopa Bbl MOXeTe
NMPOCMOTPETb AOCTYNHbIE TUMbI yBep,OMHEHMIZ ana Kaxaoro CI)OpMaTa.

4. HaxmwuTe kHonky © Add ns cton6éua Action.

Haxmunte CoxpaHUTb, YTOObl COXPaAHUTb U3MEHEHUS.

Pe3epBHoe KonnpoBsaHue

YT06bI 6bITb YBEPEHHBIM, YTO BCe Balwm aaHHble Control Center HaxoasiTca B
6e30MacHOCTH, Bbl MOXETE CieNIaTb Pe3epBHYHO KOMNuIo 6a3bl AaHHbIX GravityZone.
Bbl MOXeTe 3anyckaTb CTOJIbKO 3afay pe3epBHOrO KOMMPOBaHMS 6a3 LaHHbIX,
CKOJIbKO XOTUTE UJIM MOXETe 3anylaHMpoBaTb NEPUOANYECKUE PE3EPBHbIE KOMUM
aBTOMATMYECKU Yepes onpefesieHHbIe MPOMEXYTKU BPEMEHM.

Kaxgass KoMmaHfa pe3epBHOIO0 KONMMpOBaHUA 6a3bl AaHHbIX co3gaeT pann tgz
(GZIP dain cxxaToro Tar-apxuea) B MecTe, YyKa3aHHOM B HACTPOMKaXx pe3epBHOro
KONMpoBaHus.

Korga HeckoslbkO afIMMHUCTPATOPOB MMEIT MNpaBa YMpaBfieHWs, 3afaHHble
HacTpovkamu Control Center, Bbl Takxke MoxxeTe HacTpouTb Notification Settings,
yTO6bI NPpeaynpexXaaTb Bac KaXabli pas, Koraa 3ajadya pesepBHOro KonmpoBaHus
6asbl faHHbIX 3aBepuleHa. [1na nonyyeHuss 6oniee NoApo6GHOM WHGopmauuw,
obpaTuTech k rnaee Notifications ns pykosoactea agMuHncTpatopa GravityZone.

Co3paHue pesepBHbIX KONKiA 6a3 JaHHbIX
YT106bI 3anyCTuUTb pe3epBHOE KonupoBaHue 6a3bl AaHHbIX:

1. Mepengute Ha cTpaHuuy Configuration B Control Center u HakMuTe BKnagKy
Backup.
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2. HaxmuTe kHomnky = Backup Now B BepxHel yacTu Tabnuubl. [MossBUTCS OKHO

HacTpoeK.
Bbi6epuTe MecTo, rae apxmB pe3epBHON KOMuK 6yeT COXpaHEeH:

« Local ansi coxpaHeHus apxuBa Ha ycTpomncTBe GravityZone. B aToM cnyyae
Bbl AOJDKHbl yKasaTb NyTb K OMNpeAeneHHON AMPeKTOpuM yCTpoucTBa
GravityZone, roe apxuB 6yleT COXpaHeH.

YcTtponcTteo GravityZone nmeeT cTpykTypy KaTanoros Linux. Hanpumep,
Bbl MOXeTe BblbpaTb CO3/jaHNe pe3epBHOW KOMUK B KaTasiore tmp. B aTom
cnyyae BBeuTe /tmp B none Path.

. FTP gna coxpaHeHus apxuBa Ha FTP-cepBepe. B aTom cnyyae, BBegute
AaHHble FTP-cepBepa B COOTBETCTBYIOLLMX NOMAX.

« Network ans coxpaHeHus apxuBa Ha o6LlieM ceTeBOM pecypce. B aTom
Cnyyae BBeMTE MyTb K HY)KHOW ceTeBOW Nanke (HanpumMep, \\ computer

\ folder ), nMa AOMeHa U Y4eTHble AaHHble NMoJ1ib30BaTeNIA JOMEHa.

HaxxmuTe kHonky Test Settings. TekcT yBefoMneHus NpoMHbopMupyeT Bac,
€CJ/I1 yKasaHHble napaMeTpbl KOPPEKTHbI USIN HEKOPPEKTHbI.

[lnsa cozpaHns pe3epBHOI KoMK BCe HAaCTPOWMKM AOMKHbI 6bITb KOPPEKTHBIMM.

HaxxmuTe Cozgartb. OTo6pasuTca cTpaHuua Backup. HoBas 3anuck pesepBHoim
Konun 6yaeT fobaBneH B cnucok. NpoBepbTe Status HOBOW pe3epBHOW KOMUMN.
Korpa pesepBHOe KonmpoBaHue 6yeT 3aBepLUEHO, Bbl HanaeTe tgz apxuB B

BblGPaHHOM MecCTe.

Mpumeyanune

Cnuncok, JJ,OCTyFIHbIVI Ha CTpaHuue Backup, COAEPXUT XXYpHanbl CO34aHUA BCeX
apXuBOB. )KypHaJ'IbI He npefocTaB/iIAKOT AO0CTYyNa K pe3epBHbIM apxXuBam, OHU
coepXaT TOJNIbKO AeTallbHYHO VIH(bOpMaLLIMO no co3aaHuo apxmBoOB.

YT06bI 3anaHMpoBaTh pe3epBHOE KONMPOBaHUe 6a3bl AaHHbIX:

1.

Mepengute Ha cTpaHuuy Configuration B Control Center n HakMuTe BKNagKy
Backup.

Haxmunte kHonky @ Backup Settings B BepxHel yacTu Tabnuubl. MNosBuTtca
OKHO HaCTpOeK.

Bbi6epuTe Scheduled Backup.
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4. HacTpoiiTe MHTepBasn pe3epBHOro KOMMPOBaHUA (eXXeAHEBHO, eXXeHeaeNlbHO
UNK eXKEMECAYHO) 1 BpeMs Havana.

Hanpumep, Bbl MOXKeTe 3aniaHMpoBaTb pe3epBHOE KONMMPOBaHUE eXXeHeesbHO,
KaXkayro nNATHUUY, HaunHas B 22:00.
HacTpolika pasMeLlLeHnsi pe3epBHOIO KOMMPOBAaHWUS MO pacrnmncaHuio.

6. BblbepuTe MecCTO, rie apxvmB pe3epBHOM KoMK 6yaeT COXPaHEH:

. Local gnsa coxpaHeHunsi apxuBa Ha ycTponcTBe GravityZone. B aTom cniyyae
Bbl AOJDKHbI yKasaTb NyTb K OMNpeAeneHHON AUPeKTOpun YCTpPOWUCTBa
GravityZone, rae apxuB 6yeT COXpaHeH.

YcTtpoincTteo GravityZone nmeeT cTpykTypy KaTanoroe Linux. Hanpumep,
Bbl MOXKeTe Bbl6paTh CO3iaHue pe3epBHOM KOMKM B KaTanore tmp. B aTom
cnyyae BBeauTe /tmp B none Path.

. FTP pna coxpaHeHus apxuBa Ha FTP-cepepe. B aTom cnyJae, BBegute
JaHHble FTP-cepBepa B COOTBETCTBYHOLLMX NOMAX.

« Network ana coxpaHeHus apxuBa Ha obLlieM ceTeBOM pecypce. B atom
Cnyyae BBeAMTE NYTb K HY)XHOW ceTeBoM nanke (Hanpumep, \\ computer
\ folder ), UMSl AOMEHA M YUYETHbIE AaHHbIE NOJIb30BaTENS JOMEHA.
7. Haxmute kHonKy Test Settings. TekcT yBegoMneHnsi NnpoMHpopmMupyeT Bac,
€CNN YKasaHHble NapaMeTpbl KOPPEKTHbI UM HEKOPPEKTHbI.
[lna co3paHnsa pe3epBHOMN KOMUK BCE HACTPOWKM AOMKHbI 6bITb KOPPEKTHBIMM.

8. HaxxmuTte Save, yTobbl CO3haTb NIaHMPYyEMOE pe3epBHOE KOMMPOBaHUe.

BocctaHoBneHue PEe3€EPBHbIX KOMKUU 0a3 jaHHbIX

Ecnv no pasHbIM NpuunHaM Ball ak3emnnsap GravityZone paboTaeT HenpaBUibHO
(c6oi 06HOBNEHUS, AMCHYHKUMOHANBHBLIN UHTepdeNc, noBpexaeHHble daiinbl,
owwnbkn u T. [.), Bbl MoxeTe BoccTaHOBUTHL 6a3y paHHbix GravityZone u3
Pe3epBHOM KOMWUK C NCMOSIb30BaHNEM:

« 9TOrO0 e yCTpoWcTBa
. Cexero o6pasa GravityZone
«  ®yHKUUM pennukaLmm

BbibepuTe BapuaHT, KOTOPbIA Hauny4ylwuM o6pasoM COOTBETCTBYET Ballei
cMTyauuuM UM MpoAo/DKalTe npoueaypy BOCCTAHOBJIEHUS TOMbKO Mocie
BHMMAaTEJIbHOIO U3yYeHMs peKOMeHJaLWUi, ONUCaHHbIX gasee.
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BoccTaHoBNeHWe 6a3bl JaHHbIX HA CaMo BUPTYanbHOE yCTPoiicTBO GravityZone.

Tpe6oBaHus K cucteme

SSH-noagkntoyeHne K mawwnHe GravityZone ¢ nosiIHOMoYusiMu root.

Bbl MOXeTe ncrnonb3oBaThb putty 1 ydeTHble AaHHble bdadmin gna noaknioyenns
K YyCTpoMCTBY 4epe3 SSH, BbINONHMB 3aTeM KOMaHAy sudo su, YTO6bl

NepeKIlUYNTLCS Ha YYETHYHO 3anuch root.

WHbpacTpykTypa GravityZone He MeHseTcs BO BpeMsi pPe3epBHOro
KOMMPOBaHMUSI.

PesepBHas konus 6onee nosgHsasa, yem 30 anpens 2017 ropa, a Bepcus
GravityZone Bblwe 6. 2. 1- 30. B npoTMBHOM cnyyae o6bpaTuTecb B CNyx6y
TEXHUYECKOMN NOAAEPIKKMN.

B pacnpepeneHHoin apxutekType GravityZone He AO/MKEH MCMNONb30BaTh
pennukauumto 6a3 aaHHbix (Replica Set).

[na noaTeepxAeHnsa KOHbUrypaLuu, BbIMOJIHUTE crieaytolme AeNCTBUS:

1. OTkpounTe pann /etc/mongodb.conf.

2. Y6EAVITer, YTO replSet He HACTPOEH, KakK NOKa3aHO B MPpMMepe HUXe:

# replSet = setname

MpumeyaHune
[ns BoccTaHoBNEeHUs1 6a3bl JaHHbIX C BKJIOYEHHOW (yHKUMEN pennmkauum
nepenauTe K «<BoccTaHoBneHne 6asbl JaHHbIX B cpefe ¢ pennvkauuein» (p. 81).

He poskHo 6bITb 3anyuw,eHo CLI-npoueccos.

YTt06bl ybeautbesi, 4TOo Bce npoueccbl CLI ocTaHoBfEHbl, BbIMNOSHUTE
crnefyoLLyro KOMaHay:

# killall -9 perl

MakeT mongoconsole YCTaHOBJIEH Ha MallNHe.
UT06bI NMPOBEPUTb BbIMNOJIHAETCA JIU yCNoBuMe, 3anyCctute KOMaHAay:
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# /opt/bitdefender/bin/mongoshellrestore --version

KomaHAa He foMmkHa BO3BpaLlLaTb Kakne-nn6o owmnbKuy, B MPOTUBHOM criyyae
3anycTuTe:

# apt-get update
# apt-get install --upgrade mongoconsole

BoccTaHoBneHue 6asbl JaHHbIX

1. MepenguTe B MECTO, FAe COAEPXKUTCA apXxmB 6a3sbl AaHHbIX:

# cd /directory-with-backup

,FOe Karajor-c pesepBHOM komueili-3TO MNYTb K MECTY, FAe Bbl COXpPaHUN
(hannbl pesepBHON KOMNUN.

Hanpumep:

# cd /tmp/backup

2. BoccTaHoBeHMe 6a3bl AaHHbIX.

# /opt/bitdefender/bin/mongoshellrestore -u bd -p 'GZ_db_password
-—authenticationDatabase admin --gzip --drop --archive < \
gz-backup-$YYYYMMDDtimestamp

BaxHo
Y6eanTech, 4TO Bbl 3aMEHNNN CTPOKY GZ_db _password HacToALMUM NaponeM

oT basbl gaHHbIX GravityZone u 3aMeHWIM NepPeMEHHY0 OTMETKY BPEMEHU B
MMeHU apx1Ba Ha aKTyasbHYyto AaTy.
Hanpumep, akTyanbHas fata fo/mkHa BbIraaeTb CrefyowmymM 06pasom:

gz-backup-2019-05-17(1495004926) .tar.gz

YcTaHoBKa 3aWuThl 7



S

BltdefenderGrawt\/Zome

unfollow the traditional

3. TlepesarpyauTe yCTPOMCTBO.
BoccTaHoBneHWe 6a3bl JaHHbIX 3aBEPLLEHO.
BoccTaHoBneHue 6a3bl faHHbIX U3 BbIBEEHHbIX U3 3KCNyaTaLuy BUPTYasbHbIX MaLLMH
GravityZone
TpeboBaHus K cucteme
. CBexasi ycTaHOBKa BUPTyanbHON MalLuHbI GravityZone
— CT1em xe IP-agpecom, 4To 1 Npeabigyliee yCTPOUCTBO

— Wmes TOJIbKO ycTaHOBREHHYO posib cepBepa 6a3 AaHHbIX.

Bbl MoXeTe ckauyaTb 06pa3 BUPTYyasnbHOro yctponctea GravityZone oTcroga
here.

« SSH-nogkntoyeHne K BUpTyanbHoW MalwunHe GravityZone ¢ MoSHOMOYUAMM
root.

« MWHbpacTpykTypa GravityZone He MeHsieTCA BO BpeMs pe3epBHOro
KOMMPOBaHMUSI.

« PesepBHas konus 6onee nosgHss, yem 30 anpensa 2017 roga.

. B pacnpegeneHHon apxutekType GravityZone He [O/MKEH MCMNONb30BaTb
pennukaumto 6a3 gaHHbix (Replica Set).

Ecnu Bbl Ucnonb3yeTe persiMkaumio B cpege GravityZone, y Bac Takxe foJKHa
6bITb posib cepBepa 6a3bl faHHbIX, yCTAHOBIIEHHAA Ha APYrov MaLluHe.

[ns BoccTaHOBJEHUS 6a3bl AaHHbIX C BKJIOYEHHON (PyHKLUMEWH pennmkauum
nepenanTe K «<BocctaHoBsieHUe 6a3bl JaHHbIX B cpefe ¢ pennnkaumein» (p. 81).

BoccTaHoBneHue 6a3bl JaHHbIX

1. MopgkntounTteck K ycTponcTBy GravityZone yepe3 SSH n nepekntountech Ha
root.

2. OctaHoBuTte VASyNc:

# stop vasync

3. OctaHoBuTb CLI:
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# # killall -9 perl

4, I'Iepeﬁp,MTe B MeCTO, rae HaxoanTca pe3epBHasAa KONuA:

# cd /directory-with-backup

,FAe KaTrajior-c pesepBHOM Komnmueu-3TO NYTb K MECTY, 1€ Bbl COXPaHUIIN
(hannbl pesepBHON KONUN.

Hanpumep:

# cd /tmp/backup

5. BoccTaHoB/ieHue 6a3bl AaHHbIX.

# /opt/bitdefender/bin/mongoshellrestore -u bd -p 'GZ_db_password
--authenticationDatabase=admin --gzip --drop \
-—archive="'/home/bdadmin/gz-backup-$YYYYMMDDtimestamp

BaxxHo
Y6epaunTechb, 4TO Bbl 3aMeHUN CTPOKY GZ_db  password HacToALWMUM NaponeM

oT basbl AaHHbIX GravityZone N 3aMeHUNn nepeMeHHyro OTMEeTKY BpeMEHU B
MMEHN apXuBa Ha aKTyallbHYIO AaTy.
Hanpwmep, aKTyaJibHaa AaTa AOJDKHa BbIrAAeTb cneayrowmmm o6p330M:

gz-backup-2019-05-17(1495004926) .tar.gz

6. BoccTtaHoBneHue ID cTaporo yctponcTtaa:

# /opt/bitdefender/bin/mongoshell -u bd -p 'GZ-db_password
——eval print (db.applianceInstalls.findOne ({name:'db'}) .\
applianceId)" --quiet > /opt/bitdefender/etc/applianceid
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BaxHo
Y6eanTech, 4TO Bbl 3aMeHUNN CTPOKY GZ_db _password HacToALWMUM naponeMm
oT basbl gaHHbIx GravityZone.

7. YpanuTte COOTHOLUEHWNe CO CTapbiMu ponamMu.

# /opt/bitdefender/bin/mongoshell -u bd -p 'GZ_db_password
'db.appliancelInstalls.remove ({ip:db.applianceInstalls.findOne (
{name:"db"}) .ip, name: {"$ne": "db"}});' --quiet devdb

BaxHo
Y6eaunTech, 4To Bbl 3aMeHNNN CTPOKY GZ_db _ password HacToALMUM NaponeM
oT basbl gaHHbIX GravityZone.

8. 3anyctute VASync:

# start vasync

9. HauaTtb CLI:

# /opt/bitdefender/eltiw/installer

10. YcTaHOBUTE OCTasbHble POSIN.

# dpkg -1 gz*

O6paTuTe BHMUMaHUe - cxema 6asbl flaHHbIX YCMNeLwHo 06HOBNEHa A0 NOCNeHEN
BEpCUM:

> db.settings.findOne () .database
{

"previousVersion" : "000-002-009",
"ranCleanUpVersions" : {
"b0469c84£5bf0bec0b989ae37161b986" : "000-002-008"
by

"updateInProgress" : false,
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"updateTimestamp" : 1456825625581,
"version" : "000-002-011"
}

11. Mepe3arpysnTte yCTPONCTBO.
BoccTaHoBneHue 6a3bl faHHbIX 3aBePLUEHO.

BoccTaHoBneHme 6a3bl JaHHbIX B CPefie C pensimKaLimeil

Ecnu Bbl pa3BepHynu 6a3y AaHHbIX B Cpefie C pernnunkaumen, Bbl MOXeTe HauTu
oduLManbHyo Npoueaypy BoccTaHoBneHna B mongoDB online manual (Tonbko
aHrnuinckas sepcus).

MpumeyaHmne

ﬂpou,ep,ypa Tpe6yeT NPOABUHYTbIX TEXHNYECKUX HaBblKOB 1 A0J1XXHA BbIMOJIHATLCA
TOJIbKO o6yquH bIM UH)XXEHEPOM. EcnuBbl CTOJNIKHYNUCb C TPYAHOCTAMMU, no»(anyﬁlCTa,
CBsXUTecb ¢ HawuMm Technical Support, yT06bl MOMOYbL BaM B BOCCTAHOBIEHUN
AaHHbIX.

Cnyx6a katanoros (Active Directory)

Bnaropaps uHTerpaumm ¢ Active Directory Bbl MOXxeTe MnopTupoBaTb B Control
Center cyLLecTBYIOLLMIN MHBEHTAPb U3 NOKanbHOW cny>6bl Active Directory n ns
Active Directory, pasmelyeHHoi B Microsoft Azure, ynpouwas pasBepTbiBaHue
3alMTbl, ypaBieHUe, MOHUTOPUHT U OTYETHOCTb. KpoMe Toro, nonb3oBaTensm,
3aperncTpupoBaHHbIM B CNy)X6€e KaTanoroB MOryT 6bITb Ha3HauYeHbl PasfinyHble
ponu yepes Control Center.

[ns uHTerpauum u cuHXpoHm3aumm GravityZone ¢ AJOMEHHOM CIY>K60M KaTanoro.:
1. Mepengunte B HacTpoiiku > Active Directory > [lomeHbl 1 HaXXMuTe & [106aBUTD.

2. HacTtpownTte Heob6xoAMMble NapaMeTpbl:
« WHTepBan cMHxpoHusauum (B Yacax)
. Wms gomeHa Active Directory (B ToM uncne paclumpeHve 4OMEHA)
. WM nonb3oBaTtens v naponb agMUHMCTpaTOpa AOMeHa
. PacnonoxeHue B UHBeHTape ceTH, rae oTo6paxarTca KOHEYHbIe TOYKM
AD:

— CoxpaHsiiTe cTpyKTypy AD v urHopupymnte nyctble OU
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— WrHopupoBaTtb CTpyKTypy AD, uMnopTupoBaTb B MoOJib30BaTesbCKMue
rpynnbl

— CoxpaHnTb cTPYKTYpy AD TONbKO C Bbl6paHHbIMMK NoApasgeneHnsimMu

« KoHTponnepbl f,oMeHa, C KOTOPbIMU BbIMOSIHAETCSA CUHXPOHU3auus Control
Center. PasBepHuTe pa3gen 3anpoc KOHTpossiepa AoOMeHa U BblbepuTe
KOHTpOJepbl M3 Tabnuubl.

3. Haxmute CoxpaHUTb.
BaxHo
Bcsikuit pas, korga MeHsieTcs napoJib Nnosib3oBaTess, He 3abyabTe Tak)Ke 06HOBUTb
ero B Control Center.

Pa3p6LLIEHMFI Ha AoCTyn

C paspelueHuaMM focTyna Bbl MOXeTe nNpefocTaBnuTb GravityZone Control Center
fJocTyn nonb3oaTensm Active Directory (AD) Ha ocHoBe npaBui focTyna. YTo6bl
WMHTErpMpoBaTb U CUHXPOHM3UpPoBaTb AoMeHbl AD, cMm. Active Directory . Ins
JOMNONHUTENIbHON  MHbOpMaUMM 06  yrNpaBneHUM Yy4YeTHbIMU  3anucsiMu
nonb3oBaTefnie 4epes npaBuna JApCcTyna, CM. [flaBy YuyeTHble 3anucu
nonb3oBaTtenen B PykoBoAcTBe No ycTaHOBKe GravityZone.

MocTaBLMKK CPeLCTB BUPTYanuU3aLum

Ha gaHHbIn MOMeHT GravityZone MoXeT 6bITb MHTerpupoBaHa ¢ VMware vCenter
Server, Citrix XenServer, Nutanix Prism Element, Amazon EC2 u Microsoft Azure.

« «WHTerpaums c vCenter Server» (p. 83)
« «WHTerpaums c XenServer» (p. 86)
o «WMHTerpaums ¢ Nutanix Prism Element» (p. 87)
« «WHTerpaumsi c Amazon EC2» (p. 88)
« «MHTerpaums c Microsoft Azure» (p. 90)
. «YnpaBneHue NHTerpauueit ¢ MNMnatpopmamu» (p. 91)
BaxHo
Kaxx bl pas, Korga Bbl MpOBOAMUTE HOBYHO MHTErpaLuio C Apyrum cepeepom vCenter,

XenServer, Nutanix Prism Element unu Microsoft Azure, He 3abyabTe Takxke
nepecMoTpeTb U 06HOBUTb NpaBa AOCTYMNa CyLL,eCTBYHOLWMX NoJIb30BaTeNeN.
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WuTerpauus ¢ vCenter Server

Bbl MOXeTe uHTerpmpoBath GravityZone ¢ 0JHOW UM HECKOJIbKUMMU cUCTEMaMU
vCenter Server. Cuctemsl vCenter Server B NoAKIHOYEHHOM PeXXMME A0JKHbI 6bITh
Job6aBneHbl oTAaenbHo B Control Center.

YTo6bl HACTPOUTb MHTErpauuto ¢ vCenter Server:

1.

MepenanTte Ha cTpaHuuy Kondurypauusa B Control Center n 3anpute B pasgen
MpoeBaiigepbl BUpTYanusauym > NMnathopMbl ynpaeneHus.

Haxkmute kHonky & Add B BepxHen yacTu Tabnuubl 1 BbibepuTe vCenter Server
13 MeH10. MoSBMTCSA OKHO HACcTpPOeK.

YKaxkute Heob6xoanMble cBefieHns o vCenter Server.
« Wmsa cuctemsbl vCenter Server B Control Center

« Wmsa xocTta unu IP-agpec cuctemnbl vCenter Server
. MopT vCenter Server (Mo ymonyaHuio 443)

YKaxuTe yyeTHble faHHble, KOTOpble 6yAyT UCNOIb30BaThCA ANl MPOBEPKU
noasiMHHocTu B vCenter Server. Bbl Mo)keTe BbIGpaTh: UCMONb30BaTb YYETHbIE
ZaHHble, NpefoCTaB/IeHHble ANA UHTerpaunm cny>x6om KaTanoros Man MHOM
Habop YYeTHbIX JaHHbiX. [lonb3oBaTeNlb, YbW YYeTHble JaHHble Bbl
npegocTaBnsieTe, A0/HKEH UMETb NpaBa agMUHUCTpaTopa Ha cepepe vCenter.

Bbi6epute nnatpopmy VMware, ycTaHOBJIEHHYO B Balleln cpeae, WU
COOTBETCTBYIOLLMM 06pa3oM HacTpoWTe NapaMeTpbi:

o OrpaHunyeHus. BbibepuTe paHHyto onuuio ana NSX-T, wnm xe ecnu
OTCYTCTBYET Kakas-nMbo onpegeneHHas nnatgopma VMware n HaxmuTe
CoxpaHuTb. [puHATME caMo3aBepstowero ceptudukata 6e30MacHoOCTH
TpebyeTcs ANa UHTerpaumu.

Ona HacTponkn nHTerpaumm NSX-T Manager u npMMeHeHus 3awuTbl Ha
Bawwu BupTyanbHble MalmnHbl 4eped nonuTuky GravityZone Guest
Introspection, o6paTuTech K laHHON cTaTbe basbl 3HaHUN.

. vShield. YkaxunTe cBegeHus o cucteme vShield Manager, uHterpupoBaHHom
c cepBepom vCenter.
— Wms xocta unm IP-agpec cuctemol vShield Manager
— [MopT vShield Manager (no ymonyanuto 443)

« NSX-V.Ykaxunte ceefeHnsa o NSX Manager, MHTerpupoBaHHOM C CepBEPOM
vCenter.
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Mpumeyanmne
Ins nepexoaac VMWare vShield Ha NSX cMoTpuTe aTy cTaThto 6a3bl 3HaHUI.

— Wmsa xocta unu IP-agpec aucnetyepa NSX

— [MopT gucnetyepa NSX (no ymonyaHuio 443 )

— Wma nonb3oBaTens v naposnb, MCNosib3yeMble Ansa ayTeHTubukauum B
NSX Manager.

STu yyeTHble faHHble 6yAyT COXpPaHEeHbI B 3alLMLLEHHOM OObeKTE, a He
B AMcnetyepe yyeTHbIX AaHHbIX.

— YcTtaHoBuTte pnaxok Mpu o6HapyXkeHUn Bupyca, YTo6bl UCNOMNb30BaTb
Tern 6esonacHocTM NSX no yMonyaHMIO MpU  OGHapyXXeHuu
BpeAoHocHoro M0 Ha BUPTYanbHON MaLUMHE.

MallmHa MoXeT 6biTb MNoMeyeHa TpeMAa pasjindyHbiIMn  Teramu
6e30MacHOCTU B 3aBUCUMOCTM OT YPOBHA Yyrposbl:

e« ANTI VIRUS.VirusFound.threat=1low, (PUMEHAETCA K MaLLVHE,

korga Bitdefender HaxoguT BpepoHocHoe MO ¢ HU3KUM YPOBHEM
pyCKa, KOTOPOE OH MOXET YAaNuTb.

e ANTI VIRUS.VirusFound.threat=medium, MpPUMEHAETCA K

MaluuHe, ecnu Bitdefender He MoXXeT yaanuTb MHGULMPOBAHHbLIN
¢dann, Ho BMeCTO 3TOro NbiTaeTcs BbUIEYUTD €ro.

o« ANTI VIRUS.VirusFound.threat=high, NPUMEHAETCA K MALLUHE,

ecnu Bitdefender He MOXeT HM yaanuTb, HU BbIJIEYUTb 3apaXKeHHbIe
(hannbl, HO 65TOKUPYET [OCTYM K HUM.

Mpu o6Hapy>XeHWUM Yrpo3 C pasHbIMUM YPOBHSIMU pUCKA Ha OOHOM
KOMMbIOTEPE BCe CBsi3aHHble Tern O6yayT MpUMeEHeHbl. Hanpumep,
MallMHa, Ha KOTOpoW O6HapYyXeHbl BPefOHOCHble MpPOrpaMmbl C
BbICOKUM W HU3KMM YPOBHEM pucKa, 6byaeT uMeTb o6a Tera
6e30MacHoOCTMU.

MpumeyaHue
Bbl Mo)keTe HalnTu Tern 6esonacHocTu B pasgene VMware vSphere ,
CeTteBoe 06opyaoBaHue & besonacHocTb > Ynpaenenue NSX > Mene mxep

NSX > YnpaBneHue > Teru 6esonacHocTM.

XoTs1 Bbl MOXeTe co34aTb CTOSMIbKO T3roB, CKOJSIbKO 3aX0TUTE, TOJIbKO
TpU U3 HUX 6yayT paboTaTb c Bitdefender..
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OrpaHMuMTb Ha3HauyeHue MOSIMTUKM U3 MpocMoTpa ceTU. Mcnonbayite aTy
onuuo, 4YTobbl YNpaBnsATb paspelleHns MU CeTeBbIM agMUHUCTPaTopam
M3MEHATb MOJSIMTUKU BUPTYasibHbIX MaliuMH 4Yepe3 Computers and Virtual
Machines Ha cTpaHuLe Network. Korna Bbi6paHa aTa onuus, agMUHUCTPaTOpbI
MOTYT U3MEHSITb NOJSIMTUKN BUPTYasbHbIX MalIWH TONbKO U3 pasaena Virtual
Machines ceTeBbIX 9/IEMEHTOB.

Haxxmute CoxpaHuTb. BaM Heob6xoaumo 6yAeT MpUHATL cepTuduKaTbl
6esonacHocTn ans vCenter Server n NSX Manager. 3Tu cepTtudukaTbl
obecneunmBaloT 6€30MacHy0 CBSI3b MexAy KOMMoHeHTamu GravityZone u
VMware, ycTpaHsisi pUCK aTak CpeiHEro ypOBHS.

Bbl MOXeTe NpoBepuUTh, GbINM NI YCTAHOBJIEHbI NPaBUIIbHbIE CepTUhUKATDI,
NpoBepUB UHGOPMAaLMIO cainTa fsi Bcex KoMMnoHeHToB VMware u uHdopmanmto
0 cepTudmkaTax, otobparkaemyto B Control Center.

YcTaHoBUTE hnaXkKu 4sis NMPpUHATUA UCMOJIb30BaHMA cepTUhUKaTOB.

Haxmute CoxpaHuTb. Bbl cMOXeTe npocMoTpeTb vCenter Server B crimcke
aKTUBHbIX MHTErpayum.

Ecnu Bbl ucnonbsyete nnatpopmy NSX-V:
a. Mepenpute Ha BKNagky O6HoBneHue > KOMMNOHEHTHDI .

b. 3arpyauTe n ony6nukyinte naket Security Server (VMware with NSX) . 1ns
NonyYyeHUst [OMNONMHUTENbHON WHpOPMaLMM O TOM, KakK OOBHOBUTb
KoMMoHeHTbl GravityZone, obpatutecb kK «O6HoBMeHne GravityZone» (p.
181).

Mepengute B paspen Kondurypauus > Mpoeaiigepbl N8 BUPTYyaau3aLum.

B cTton6ue ActionHaxmute KOHMKY ® PerucTpauusi, COOTBETCTBYHOLLYHO
vCenter, uHTerpupoBaHHoMy ¢ NSX, ans peructpaumm cnyxobl Bitdefender
B VMware NSX Manager.

Mpepynpexpaexue

Korpa cepTtudukat 6esonacHocTM wucTeyeT, UM vCenter nonbiTaeTcs
CUMHXPOHU3NPOBATbCS, BCMJbIBalOLLEe OKHO NPeasioXXuT BaM OOHOBUTL €ro.
Bonante B OKHO KOHburypauum uHTerpaumm c vCenter Server, HaxmuTe
CoxpaHUTb , NPUMUTE HOBble cepTUdMKaTbl U CHOBA HaXXMUTe COXpPaHUTD .

Mocne peructpauuu Bitdefender po6asnsieT B KoHconb VMware vSphere:
. Ycnyru Bitdefender
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. YnpaeneHue ycnyramu Bitdefender
o Tpy HOBbIX npoduna cnyxébl MO YMONYaHUIO ANA  paspeLleHHbIX,
HOpMaJibHbIX U arpeCCUBHbIX PEXXMMOB CKaHMPOBaHUS.

Mpumeyanune

971 npodunm cnyx6é MOXKHO MPOCMOTPETb TakXe Ha cTpaHuue MonuTUKK
B Control Center. HakmMuTe kHoMnky CTon6ubl B BepXHeil NpaBoi YacTu
npaBoK naHenun, YTo6bl MPOCMOTPETbL AOMNONHUTENBHYIO MHbOPMaLULO.

B utore Bbl MOXeTe yBUAETb, YTO NPOMCXOANT CUHXPOHU3aLma vCenter Server.
MopoXxanTe HECKONIbKO MUHYT, MOKa He 3aBepLUNTCA CUHXPOHU3aUVS.

WHTerpauus ¢ XenServer

Bbl Mo)keTe uHTerpupoBaTb GravityZone ¢ 04HOM UM HECKOSIbKUMU CUCTEMAMM
XenServer.

YT0o6bl HACTPOUTL MHTErpaLumto ¢ XenServer:

1.

MepenanTte Ha cTpaHuuy KoHdurypaums B Control Center n knukHuTe B pasgen
MpoBaiigepbl BUpTYanusaum.

Haxmunte kHonky * Add B BepxHel yacTu Tabnuubl 1 BbiGepuTe XenServer us
MeHto. MoABUTCS OKHO HacTpoeK.

YKkaxuTe Heo6xoauMble CBefeHUA 0 XenServer.
« Wmsa cuctembl XenServer B Control Center

« Wmsa xocTta nnu IP-agpec cuctemMbl XenServer
. MopT XenServer (Mo ymonyaHuio 443)

YKaXuTe yyeTHble faHHble, KOTOpble 6YAyT UCMOJIb30BaTbCS AJIA NPOBEPKU
noAnuHHocTM B XenServer. Bbl MoXeTe Bbli6paTb: UCMONb30BaTb YYETHblEe
ZaHHble, NpefoCTaB/IeHHble ANA UHTEerpaunm cny>x6om KaTanoros Uan MHOM
Habop YYETHbIX AaHHbIX.

OrpaHMuMTb Ha3HauyeHue NMOSIUTUKM U3 MpoOcMoOTpa ceTU. Mcronbayite aTy
onuuo, 4YTobbl YNpPaBnsATb paspelleHns MU CceTeBbIM agMUHUCTpPaTopam
M3MEHATb MOJSIMTUKU BUPTYasibHbIX MaluH 4depe3 Computers and Virtual
Machines Ha cTpaHuLe Network. Korna Bbi6paHa aTa onuus, agMUHUCTPaTOpbI
MOTYT U3MEHSITb NOJSIMTUKN BUPTYasbHbIX MalIMH TONbKO U3 pasaena Virtual
Machines ceTeBbIX 3/IEMEHTOB.
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ABTOMaTHUecKoe 06HOBNEHNe UHTerpaLumn Npu cMeHe xo3suHa B XenCenter.
Mcnonb3ayiTe aTOT NapameTp, YTo6bl NOAAEPXKMBATb UHTErpaLuio 6€3 pyyHoro
BMeLlaTeNlbCTBa Npu U3MeHeHum IP-agpeca rnaBHoro cepeepa nyna.

MpumeyaHue

Bbl MoO)eTe BKIHOYUTb yBeaoMNeHne 06 aBTOMATUYECKOM OOHOBJIEHMM
WHTEerpauum XenServer, 4yTOb6bI 3HaTb, KOrga nponcxoaaT Takne nsamMeHeHusa, un
HaCTpOﬁKM aBTOMaTUYECKM OBHOBNIAIOTCS.

HaxkmuTte CoxpaHuTb. Bbl cMOXeTe MpocMoTpeTb XenServer B CNUCKe aKTUBHbIX
MHTEerpauun u CMHXpOHU3NpOBaTb ero. MNoJoxanTe HEeCKOJIbKO MUHYT, NoKa
He 3aBepLUNTCA CUHXPOHM3aLUS.

WuTerpaums ¢ Nutanix Prism Element

Bbl Mo)xeTe MHTerpupoBaTtb GravityZone ¢ OAHMM M3 MHOXeCTBa KnacTepoB
Nutanix Prism Element, HesaBMCMMO OT TOro, 3aperucTpupoBaHbl oHU B Nutanix
Prism Central unu Her.

Ona HacTponku nHTerpaumm ¢ Nutanix Prism Element:

1.

MepenanTte Ha cTpaHuuy KoHdurypauums B Control Center n knukHuTe B pasgen
MpoBaiigepbl BUpTYyanusaum.

Haxxmunte KHoMKy ' [l06aBUTb B BepXxHewn YacTu Tabnuubl 1 BbibepuTe Nutanix
Prism Element 13 meHto. [1osiIBUTCSA OKHO HAacTpOEK.

YkaxuTe getanu Nutanix Prism Element:
. HasBaHue Nutanix Prism Element B Control Center.

. IP-agpec KoHTposnnepa BupTyanbHoi MawwwuHbl (CVM) us Nutanix Prism
Element knactepa nnm IP-agpec BupTyanbHoro IP Knactepa.

« MopT Nutanix Prism Element (no ymonyaHuio 9440).

YKa)KuTe yyeTHble faHHble, KOTopble 6yAyT UCNOJIb30BaTLCS ANl MPOBEPKM
noanuHHocTu B Nutanix Prism Element.

BaxHo

Monb3oBaTenb, YbW yYeTHbIE JaHHbIe Bbl NpefoCcTaBsAeTe, 4O/DKEH UMETh NpaBa
AnmuHucTpatopa Knactepa (Cluster Admin) unu AgMuHMcTpaTopa-nonb3oBaTens
(User Admin) B Nutanix Prism Element.
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5. OrpaHMuMTb Ha3HauYeHue NOJIMTUKU U3 NPOCMOTPa CeTU. MICnonb3yniTe AaHHYHO
hYHKUMIO, YTO6bI YNPaBnATb pa3pelleHnAMN CETEBbIX aAMUHUCTPATOPOB NS
M3MEHEHUS NOJIMTUK BUPTYasbHbIX MalLWH Yepes cTpaHuuy KomnbioTepbl 1
BupTtyanbHble MawuHbl B pasgene CeTb. Korga Bbi6paHa aTa onuus,
agMUHUCTPATOPbl MOTYT U3MEHATb NOJIMTUKU BUPTYasbHbIX MallUH TOJIbKO
n3 pasgena Virtual Machines ceTeBbix 3/1IeMeHTOB.

6. Haxmute CoxpaHutb. Bam 6OyaeT npeanoxeHo nNpuHATbL cepTudukaThbl
6esonacHoctn pansa Nutanix Prism. 3Tn cepTtudukatbl obecrneumBaroT
6e30MacHyl0 CBfI3b MeXAy KOMMoHeHTamu GravityZone u Nutanix Prism
Element, ycTpaHss puck MITM-aTak.

Bbl MOXeTe NpoBepuUTh, GbINM NI YCTAHOBJIEHbI NPaBUIIbHbIE CepTUhUKATDI,
npoBepuB MHdopMaLmto canTa gns Bcex knactepoB Nutanix Prism Element
unn CVM u nidopmanmto o ceptudmkaTtax, otobparkaemyto B Control Center.

YcTaHoBUTE hnaXxkku 4ns NpUHSATUS UCNONIb30BaHUS cepTUPUKATOB.
HaxxmuTte CoxpaHUTb.

Ecnu Bbl Bownn B CVM IP pns HacTporKu MHTerpalmm, B HOBOM OKHe Bac
CNpoCAT, XOTUTe Nn Bbl ucnosbsoBaThb Cluster Virtual IP BMecTo CVM IP:

a. HaxmuTte [Oa, ytobbl ucnonb3oBaTb Cluster Virtual IP gns uHTerpaumu.
Cluster Virtual IP 3ameHnT CVM IP B getansax Nutanix Prism Element.

b. Haxmute Het, uTo6bl Aanblie ucrnonbiosatb CVM IP.
MpumeyaHmne
PekomeHpyeTtcs ucnonb3oBaTb Cluster Virtual IP, a He CVM IP. B Takom

cnydae, MHTerpauma octaHeTcd aKTUBHOW Ja)ke ecnu KOHerTHbIVI XOCT
CTaHeT HeAOoCTyneH.

c. B okHe lo6aBuTb Nutanix Prism Element HakmMnTe CoxpaHuTb.
Bbl cmoxeTe npocMoTpeTh Nutanix Prism Element B cnicke akTUBHbIX UHTErpaLmi.
MogoxanTe HECKOIbKO MUHYT, MOKa He 3aBepLUMTCA CUHXPOHU3aLMS.
MuTerpauusa c Amazon EC2

Bbl MoxeTe uHTerpupoBaTtb GravityZone B Baw uHBeHTapb Amazon EC2 wu
3aWMUTMTb Bawm ak3emnnsapbl EC2, pacnonoxeHHble B Amazon cloud.

Tpe6oBaHuA K cUCTEME:
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o [JocTyn K yyeTHoM 3anmucu AWS 1 ceKpeTHble KJHoun
« Y4yeTHas 3anuncb Jo/MKHa UMeTb cleaytoline paspeLleHus:

— IAMReadOnlyAccess
— AmazonEC2ReadOnly Ans Bcex pernoHos AWS

Bbl MoXeTe cospaTb HECKONbKO WHTerpaum Amazon EC2. [Ons kaxpown
WHTEerpauum BaM He06X0ANMO NpefoCTaBUTb AENCTBUTENbHYHO YYETHYHO 3aMnnchb
nonb3oBatensa AWS.

Mpumeyanune
Henb3sa fo6aBUTb HECKOJIbKO MHTErpaLMin UICNosib3ysi yYeTHble flaHHble ponen IAM,
CO3[aHHbIX A1 OfHON yyeTHOM 3anucu AWS.

[ns HacTpoMKK nHTerpaymm ¢ Amazon EC2:

1. Mepengute Ha cTpaHuly KoHdurypauus B Control Center n knukHUTe B pasgen
MpoBailgepbl BUpTYyanusaum.

2. Haxmnte Ha kHonky @ [lo6aBUTb B BEpPXHEW YacTW Tabnuubl U BbibepuTe
UnuTerpaumsa c Amazon EC2 n3s meHto. [1osIBUTCS OKHO HacTpoOeK.

3. YKaxuTte AONONHUTENbHYO MHpOPMaLUIo nHTerpaumm ¢ Amazon EC2:

. HasBaHue WHTEerpauun. |_|pI/I p,06aBJ'IEHI/II/I HECKOJIbKUX MHTerpaLl,VII;I Amazon
EC2, BbI cMOXeTe onpeaesintb UX nNo Ha3esaHUIO.

« [Joctyn Kk yyeTHON 3anncu AWS un cekpeTHble Kioun

4. OrpaHMYMTb HasHauyeHWe NOJIMTUKM U3 MpocMoTpa ceTu. Mcrnonb3yinTte aTy
onumio, 4YTo6bl YNpaBNATb pPa3pelleHUsIMU CETEBbIM agMWHUCTpATOpam
M3MEHATb MOJIMTUKU BUPTYalbHbIX MawuH 4vepe3 Computers and Virtual
Machines Ha cTpaHuLe Network. Korga Bbib6paHa aTa onuus, agMUHUCTPATOpbI
MOTYT U3MEHSITb MOSIMTUKM BUPTYasibHbIX MaLUMH TOJNIbKO U3 pasaena Virtual
Machines ceTeBbIX 971eMEHTOB.

5. Haxxmute CoxpaHutb. Ecnu npepoctaBneHHble yyeTHble  AaHHble
AeNCcTBUTENbHbI, UHTErpauus 6yaeTt cospaHa u fobaBfieHa B CMIMCOK.

MopoxanTte, noka GravityZone npoBeAeT CUHXPOHU3ALMIO C MIHBEHTapeM Amazon
EC2.
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WuTerpaums ¢ Microsoft Azure

Bbl MoXeTe uHTerpupoBaTb GravityZone ¢ Microsoft Azure u 3aWwnTUTL Bawwm
BUPTYasnbHble MalUKHbI, pacrnonoxeHHble B Microsoft cloud.

TpeboBaHMA K CUCTEME:

MpunoxeHue Azure c paspelueHnem Reader
NpeHTndukatop Active Directory
NpeHTUdUKaTOp NPUNOXEHNs

CekpeTHas ¢pa3a NpuoXeHus

3a noapobHon MHboOpMaLMen O MONyYeHUUM TPeByeMbIX YYETHbIX AaHHbIX W
HaCcTpOWKe NPUNoXKeHNUa Azure, MPOCMOTPUTE AaHHYIO cTaTbo basbl 3HaHW.

Bbl MoXeTe co3gaTb HecKonbKo WHTerpauuit Microsoft Azure. Ona kakgon
WHTerpauun Bbl AOMKHbI NPeAoCTaBUTb AelcTBUTENbHbIN Active Directory ID.

na HacTponku uHTerpauum ¢ Microsoft Azure:

1.

MepenanTte Ha cTpaHuuy KoHdurypauums B Control Center n knukHuTe B pasgen
MpoBaitpepbl BupTyanuaauu.

HaxmuTte kHonky @ Jlo6aBUTb B BepxHeW 4acTu Tabnuubl u Bbibepute
UHTerpauma Azure 13 MeHt0. [10ABUTCA OKHO HAaCTPOEK.

YKakute 4onosIHUTENbHYIO VIHd)OpMaLI,VII-O UHTerpaumm c Azure:

HasBaHue WHTEerpauun. I'Ipvl ,U,O6aBJ'|eHVIVI HECKOJIbKUX VIHTerpaLl,VIVI Azure,
Bbl CMOXXeTe onpeaesyiutb UX no HasesaHULo.

NpenTudukarop Active Directory. Kaxxabiii sksemnnsip Azure Active Directory
UMeeT YHUKaNbHbIN MAEHTUPUKATOP, LOCTYMHbIV B UHGOPMaLUK y4eTHON
3anucu Microsoft Azure.

UpeHTudukatop npunoxenus. Kaxpon npunoxeHue Azure wumeet
YHUKasbHbIN UaeHTUdMKaTOp, AOCTYNHbIA B NoApPO6HON WMHpopMaLum
MPUITOXKEHUSI.

CekpetHasa ¢pasa npunoxkeHusi. CeKpeT MNPUIIOXKEHUA 3TO 3HaAYeHue,
JOCTYMHOE NPY COXpaHEeHWM KITto4a B HAaCTPOMKax NpUIoXeHus Azure.

Bbi6epuTe onuuio OrpaHUYMTb Ha3Ha4yeHUe MOJIMTUKU U3 MPOCMOTpa CeTy,
YTO6bl U3MEHUTb NMOJIMTUKY TOJIbKO AJIS NPOCMOTPa BupTyanbHbiX MaLUMH.
Ecnu He BbIGpaHO, Bbl CMOXeTe MeHATb MOIMTUKY U3 npocMoTpa KomnbioTepos
1 BuptyanbHbix MalumH.
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5. Haxxmute CoxpaHuThb. Ecnn npepocTaBfieHHble  y4yeTHble  [aHHble
[EeNCTBUTENbHbI, MHTEerpauua 6y,D,ET co3paHa u gobasrieHa B CMINCOK.

MopoxauTe, noka GravityZone npoBefeT CUHXPOHM3aLMIO C MHBEHTapeM Microsoft
Azure.

Ynpasnenue UHTerpauueii ¢ NMnathopmamu

[ns nsmeHeHns nnn o6HOBNEHWUA MHTErpaumm ¢ nnaTbopmamu:

1. B Control Center, nepengute B pa3gen Hactpoiika > Buptyanusauus.

2. Haxmwute kHOMKy © U3meHuTb B [leicTBUe.

3. HacTtpowTe Hy>xHble napamMeTpbl Npasuna. a8 nonyyeHns AOMOSHUTESIbHOM
uHdopMaLum o6paTUTECh K 0LHOMY U3 CNeYHOLIUX pa3fiesioB, B 3aBUCUMOCTH
OT TOro, YTO NPUMEHMUMO:
« «WHTerpaums c vCenter Server» (p. 83)
« «MHTerpauus c XenServer» (p. 86)
« «MHTerpauus c Nutanix Prism Element» (p. 87)
« «MHTerpauus c Amazon EC2» (p. 88)
« «WHTerpaums c Microsoft Azure» (p. 90)

4. Haxmute CoxpaHuTb. [1040XAMTE HECKOJIbKO MUHYT, NOKa cepBep He 6yaeT
NOBTOPHO CUHXPOHU3UPOBAH.

MuTerpauum Nutanix Prism Element, Amazon EC2 and Microsoft Azure
CUMHXPOHU3UPYIOTCS aBTOMATUYECKM Kaxable 15 MUHYT. Bbl MoxeTe
CMHXPOHU3NPOBATb UX BPYUHYHO B JIH060€ BpeMs clieyHoL M 06pasoM:

1. B Control Center, nepengute B pa3gen Hactpoiika > Buptyanusauus.
2. HaxxmuTe KHormkKy © PecuHXpoHusaumsa B ctTonbue [leidcTeue.
3. HaxmuTte [la, 4T06bI NOATBEPAUTDL BbIGOP.

KHonka © PecuHXpoHM3auusi 0CO6eHHO rMosiedHa B Clflyyae, Korga craTtyc
WHTEerpaLun MeHaeTca 1 TpebyeT CUHXPOHM3ALMK, KaK NMoKas3aHo B CReayroLuxX
CUTyaLusx:

« [naunterpauuu ¢ Nutanix Prism Element:
— [MMonb3oBaTenb 60JibLIe He UMEET NPUBUIIETUI aJMUHUCTPATOPA.

— Tonb3oBaTesnlb CTAaHOBUTCS HeAeNCTBUTENIbHbIM (CMEHa Wnu ypaaneHve
naporns).
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— CepTudukaT 6€30MaCHOCTU CTAHOBUTCA HEAENCTBUTESIbHBIM.
— TpowusoLuna owmnbKa coeAuHEHMS.
— B knactepe Nutanix Prism Element go6aBneH unu yaaneH xocT.
« [Onsa unterpauyun Microsoft Azure:
— [Ho6aeneHus unu yganeHa nognucka B Microsoft Azure.
— B Microsoft Azure go6aBneHa unu yganeHa BUpTyasibHasi MalLMHa.

Bbl Tak)Xe MOXKeTe CUHXPOHU3NPOBaTb UHTErpaLuio, HaXxaB KHOMKY © U3MeHUTb,
a 3aTeM Ha)kaB CoOXpaHUTb.

Ons ynaneHusa unterpauum c vShield, XenServer, Nutanix Prism Element, Amazon
EC2 unu Microsoft Azure:

1. B Control Center, nepengute B pasgen Hactpoiika > Buptyanusauus.

2. Haxxmnte KHOoMKy ® Ygpanutb B [ledcTBUe , COOTBETCTBYIOLLYIO yaanseMomn
MHTerpauuu.

3. HaxmuTte Oa, yT06bI NOATBEPAUTL BbIGOP.
YT06bl yaanuTb nHTerpaymto NSX:

1. Bowaute B KOHCconb VMware vSphere u yaanute Bce nonutuku Bitdefender n
Security Server.

2. B Control Center, nepengute B pasgen Hactpoiika > Buptyanusayus.

3. B cTon6ue [leiicTBre, COOTBETCTBYIOLLEM YAANSEMON MHTETPALMK, HAXMUTE
® OTMeHUTb perucTpaymio, a 3aTeM © Yaanutb .

4. Haxmute [a, 4To6bI NOATBEPAUTL BbIGOP.

YT06bI y6eanTbhCs, YTO 0TOGPaXKaeTcs akTyasnbHas MHPpOpPMaLMs, HAXKMUTE KHOMKY
Refresh B BepxHel yacTv Tabnmubl.

MpoBaitgepbl besonacHocTy

GravityZone Security for Virtualized Environments unterpupyetcs ¢ VMware NSX-T
Data Center ¢ nomoubto NSX-T Manager.

MHTerpauus ¢ nomouibio NSX-T Manager

NSX-T Manager - 3To naHesnb ynpaefieHus ceppepamm vCenter, UHTErpupoBaHHas
¢ NSX-T Data Center. YTo6bl UHTerpauus paboTtana, BaM He06X04MMO HAaCTPOUTb
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WHTerpaumto ansa cepeepoB VvCenter, cBf3aHHbIx ¢ NSX-T Manager. 3a
AonoJIHMTeNnbHOM nHpopmaumen, nepenguTe K pasgeny ViHterpaums c cepsepom
vCenter.

[nsa HacTpowKu nHTerpayum ¢ nomolubto NSX-T Manager:

1. B Control Center, nepenante B pasgen Kondurypauusa > Buptyanusaumsa>
MpoBaitgepbl 6e30MacHOCTH.

2. Haxxmnte kHonky & [l06aBMTb B BEpPXHEW YacTu Tabnuubl. [1oABUTCA OKHO
HacTpOex.

3. YKaxuTte AONONHUTENBbHYO MHPOpMaLUIo nHTerpaumm ¢ NSX-T:
. HasBaHue uHTerpauumn ¢ NSX-T.
« Wmsa xocTa unum IP-agpec cBasaHHoM cuctembl vCenter Server.
« MopT NSX-T (no ymonyaHuto - 433).

4. YKaxunTe y4eTHble AaHHble, KOTOpble 6ynyT ncnonb3oBaTbCA AJi1A NPOBEPKU
noanuMHHocTu B vCenter Server. Bbl MoXeTe Bbl6paTbZ MCNoNb30BaThb Y4ETHbIE
AaHHble, NpeaoCcTaBJIEHHbIE ANA UHTerpaunn CHY)K6OVI KaTasioroB WUian NMHom
Ha6op YYE€THbIX [OaHHbIX. Monb3oBaTtenb, YbM Y4Ye€THble [AaHHble Bbl
npepocrtaBndeTe, 4OJHDKEH MMETb NpaBa agMUHUCTPATOpPa Ha cepBepe vCenter.

5. Haxmute CoxpaHuTb.

Tenepb Control Center unTerpupoBaHa ¢ NSX-T. [1ns yCTaHOBKM 3alMTbl Ha
BalUM BUPTYasibHble MalIMHbI Yepe3 nonutuky Guest Introspection GravityZone,
npocMoTpuTe cTaTbio basbl 3HaHMM HacTponka u ycTaHOBKa 3alluThl Ha
rocteBble BupTyasbHble MawuHbl VMware NSX-T C MOMOLLbLH NOJSIMTUKK
GravityZone Guest Introspection.

Mpumeyanune
GravityZone MOXeT 6bITb UCMONTb30BaHa TOJIbKO SISl 3aLLUTblI COOTBETCTBYHOLLErO
cepBepa Server.

NTSA

B aToM paspene Bbl cMO)eTe HacTpouTb UHTerpauuto ¢ Bitdefender Network
Traffic Security Analytics, pelueHmem 6e3onacHOCTM NpeaAnpUATUIA, KOTOPOE TOYHO
onpegensieT 6pelun B 3almUTe U JaeT NPeAcTaBIEHNE O CITOXKHbIX aTakax NyTem
aHanusa ceteBoro Tpaduka. 3a nogpo6Hon nHpopmaumnen o JaHHOM NPOAYKTE,
obpaTuTech K gokymeHTauun Bitdefender NTSA.
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BaxxHo
Paspgen vHTerpaumm ¢ NTSA pocTyneH TONbKO Mociie BBoAa AeNCTBUTENIbHOro
JIMLEH3MOHHOIO KJtoYa Ha cTpaHuue Kondurypauus > JiuyeHsum .

IOna HacTponku uHTerpauyun NTSA, BaM HeobxoamMmo nmeTtb pelleHne NTSA B
BalleM OKPY>XeHUM, a TaKKe UMeTb yYeTHble flaHHble ANs AOCTyna K Be6-KOHCOM
NTSA.

Bo BpeMs nHTerpaumu, Bam notpebyetcs npegoctaButb agpec (IP unn ums xocTta)
Be6-koHconm NTSA 1 TokeH (KoY COMnpsi>XeHUs1), CO3aHHbI B Be6-KOHCom NTSA,
0 YeM 6yaeT 06BSICHEHO B AabHENLLEM.

HacTpoiika uHterpaumm NTSA

1. Bxog B GravityZone Control Center.

2. Mepenpgute Ha cTpaHuly KoHdurypauus n HaxxmuTe Bknagky NTSA.
3.

4. BeepuTe cnepytouine aaHHbIe:

AkTtuupynTe onuuto UHTerpauus c Network Traffic Security Analytics (NTSA)

« Appec Be6-koHconm NTSA (IP / umsa xocTa).

. [TopT, no koTopoMmy GravityZone 6yzeT coeauHsitTcs ¢ NTSA (Mo ymonyaHuio
-443).

. Koy conpsixeHna (TokeH), cosaHHbIi B Be6-koHconm NTSA cneaytowmm
06pasoMm:

a. Bonante B Be6-koHcOoNMb NTSA u nepengute Ha CTpaHULy
JInueHsuposaHue

b. BblbepuTe onuuto UHTerpayus c GravityZone.
Haxmute Cospatb Kntou ConpsikeHus. Koy NosBUTCA aBTOMaTUYECKMU.

d. WcnonbayinTte kHonky CkonupoBaTb B 6ycep o6MeHa, YTOObI NOYYUTb
KJTOY COMPSYKEHUSI.

e. Haxmunte OK gna nogreepxaeHus.

YA0oCTOBEPbTECH, YTO OTO6PAXKEHHbIN OTNEeYaTOK XO0CTa COBMaAaeT C X3LeM
ceptudpukata SSL u3 yctponctBa NTSA, 3atem akTuupynte onuyuio S
npuHUMalo cepTudukar.

HaxxMuTe CoXpaHUTb.
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Mocne ycnewHoro 3aBepLUEHNsI HACTPOWNKN, MHTErpaLusa 0Tob6pasmTCcsi CO CTaTyCoM
CuHxpoHusupoBaHo. MHTerpaumsa ¢ NTSA MOXeT HaxoAuTbCA B CleayoLiunx
COCTOSIHUSAX:

« N/A: uHTerpaums ewLe He HacTpoOeHa.
« CHMHXpOHM3UPOBAHO: MHTErpaLma HacTpoeHa N BKJIHOYEHa.
« HeBepHbI TOKeH: K/1oY CONpsiXXeHUsi U3 Be6-koHconn NTSA HeileCTBUTESIEH.

. Owubka coefUHEHUs: HEBO3MOXHO MOAKIIOYMTLCS K yKasaHHOMY afpecy
Be6-koHconm NTSA (HeBepHbIit IP / nms xocTa).

. Owwnbka cepTudukarta: Tekywmm oTneyaTok SSL cepTudukaTa ns yctponcTea
NTSA He coBnagaeT C U3HaYasnbHO NMPUHATBLIM OTNEYaTKOM.

o HeunseectHas owmbKa: Hen3BeCTHAs OLIMOGKA COeAUHEHUS.

[Mone MNocneaHee uaMeHeHue crtaTyca 0T06pa>KaeT BpeMa U aaTty nocnegHero
yCcnewHoro UsMeHeHmnda HaCTpoeK UHTerpaymm nnm CMeHbl Ctatyca UHTerpauun.

Mocne HacTponkn wmHTerpaumm NTSA, Bbl MOXeTe BK/OUYUTb / OTKIHOUYUTH
MHTerpauuto ¢ nomoulpsio hnaxka B BepxHen yacTu cTpaHuue NTSA.

CoepMHeHWe BalwmMX yyeTHbIX 3anucen GravityZone n NTSA

Mocne HaCTPOMKM MHTErpaLmu, Balm yuyeTHble 3anucu GravityZone nu NTSA 6yayT
COeiuHeHbl U Bbl CMOXKeTe Nerko nepentn B Be6-koHconb NTSA cnegyrowum
0o6pasom:

1. B Control Center GravityZone, HakmMuTe KHonky NTSA, pacrnonoXeHHy B
HUXXHEM NEBOM Yriy OKHa.

2. Bbl 6yfeTe nepeHanpaenieHbl Ha CTpaHuLy aBTopusauun Be6-koHconm NTSA.
Mocne BBOAa BawmMX y4yeTHbIX AaHHbIX NTSA, Bbl CMoOXeTe MPoCMOTPeTb
Be6-koHcosb NTSA.

Bam Heob6xogumo BBecTU y4yeTHble pgaHHble NTSA ToNbko OAWH pas.
Bnocnepcteuu, Bbl CMOXeTe 3aX04uUTb B Be6-KOHCOJIb NTSA aBTOMaTU4ecKy,
Ha)kaB kHonky NTSA, 6e3 Heo6X04MMOCTM CHOBa BBOAMTb BalUM YYeTHble
JaHHble.

Ypanenue unterpauum NTSA

Y naneHve nuueHsmoHHoro kntoya NTSA 3 ctpaHuubl KoHdurypaums > JinueH3us
TaKxKe yaanut nHterpaumio NTSA.
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Mpumeyanmne

Bawa yuyeTHas 3anucb NTSA u GravityZone 6yayT pasbeAuHEHbl B CleayoLwmx
cnyyasnx:

o JInueHanoHHbIM KNty NTSA 6b11 yganeH.
o Maponb oT NTSA 6bl11 USMEHEH.
« [laponb ot GravityZone 6bls1 UBMEHEH.

o HacTpoiku unterpaumm NTSA 6611 UBMEHEHbI.

Ceptudumkarsl

Ona npaBuibHOro w 6e30MacHOro pasBepTbiBaHus Bawero GravityZone,
Heo6xoAMMO co3faTb M fo6aBuUTb psag cepTudmkaTos 6esonacHocTu B Control
Center.

E‘tdezﬁpder Welcome, Admin p
Dashboard Mail Server Proxy Miscellaneous Backup Active Directory Virtualization Certificates
Network

Packages Certificate Commeon Name Issued By Expire Date

Tasks Control Center Security
Policies

o Communication Server
Assignation Rules

Reports Apple MDM Push
Quaranting i0S MDM Identity and Profie Signing
Accounts
I0S MDM Trust Chain
User Activity

Configuration

Update

CTpaHuua cepTuduKaToB

Control Center nogaepxuBaeT crnegytoline popmaTtbl cepTudUKaTOB:
« PEM (.pem, .crt, .cer, .key)

. DER (.der, .cer)

. PKCS#7 (.p7b, .p7c)

o PKCS#12 (.p12, .pfx)
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Mpumeyanmne
Cnepytowme cepTuduKaTbl TPeBYOTCA UCKIIIOUUTENBHO  Afs  yrpaBlieHUs
6e30MacHOCTbo Ha ycTporcTBax Apple iOS:

« CepTudmkaT KOMMYHMKALMOHHOIO cepBepa

« Apple MDM Push-CepTtudgukar

o CepTtudukat nognnHHocTu u npodunsa nognucaHmsa i0S MDM
« Llenouka poBepeHHbIx cepTudmkator i0S MDM

Ecnu Bbl He NnaHMpyeTe pa3BopayunBaTh yrpaBsieHWe MOBUIIbHbIMWU YCTPOMCTBaMM
i0S, BaM He HYXXHO NMpefocTaBnATb 9TU cepTuduKaThbl.

Ceptudukatbl 6e3onacHoctn Control Center

Ceptudukatbl 6e3onacHocTu Control Center Heob6xoauMbl Ans TOro, 4YTo6bI
Be6-koHcoslb Control Center oTob6paxanacb B Baliem Beb-6paysepe Kak
JoBepeHHbIn canT. Control Center no ymonyanuto ncnonbayet ceptudumkat SSL,
nognucaHHbii Bitdefender. 3ToT BCTpoeHHbIN cepTudUKAT He nNpusHaeTcA
Be6-6pay3epamMu 1, B pe3ysibTaTe, cpabaTbiBalOT NpeaynpexxaeHms 6€30nacHoCTy.
UTo6bl u36exaTb npeaynpexaeHun 6GesonacHocTu 6paysepa, p[ob6aBbTe
ceptudukaTt SSL, nognucaHHbIN Ballen KOMAaHWEN UM C NOMOLLbHO BHELLUHEro
LueHTpa cepTudukaumm (CA).

YT06bI f,06aBUTbL UNN 3aMeHNUTb cepTudukaTel Control Center:

1. Mepengute Ha cTpaHuyy Configuration 1 HaxxmuTe Bknagky Certificates.
HaxmuTe Ha umsa ceptTudukara.

Bbi6epuTe TMN cepTudmkaTta (C oTAESIbHbIM UM BCTPOEHHBLIM JIMYHBIM KITHOYOM).

HaxxmuTe kHonky Add pagom c nonem Certificate u 3arpysute ceptudukar.

SAREE R N

[ns cepTudukaTta c oTAENbHBIM IMYHBIM KJTHOYOM, HaXXMUTe kHonky Add psigom
c nonem Private key v 3arpy3sunte nMuHbIN K.

6. Ecnm CepTMCbMKaT 3alumuieH naponem, BBeanTe NnapoJsib B COOTBETCTBYHOLLEM
none.

7. Haxkmunte CoXpaHUTb.

KoHeyHble ToukM - CepTUdMKaT KOMMYHUKALMOHHOIO cepBepa Security Server

9TOT cepTUdUKAT rapaHTUPYeT 6e30MacHyHo CBA3b MEXAY areHTamMmn 6e30MacHOCTM
W HasHa4yeHHbIM UM Security Server (Multi-Platform).
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Bo BpeMsi ero pasBepTbiBaHusA, Security Server reHepupyeT Mo YMOSYaHUIO
CaMOMoAMNMCaHHbIV cepTUdUKaT. Bbl MOXXETE 3aMEHUTL BCTPOEHHbIN cepTUdUKaT,
Jo6aBue apyromn Ha Baw Bbi6op, B Control Center.

[na po6aBneHns unu 3aameHbl KOMMYHUKaLMOHHOTO cepTudmkaTa Mexxzay KOHeUHOw
TOuYKoW U Security Server:

1. Mepengute Ha cTpaHuly Configuration n HaxkmuTe Bknagky Certificates.
HaxmuTte Ha nms cepTudukara.
Bbi6epute TN cepTudmKaTa (C OTAENbHBIM UM BCTPOEHHBIM JIMYHBIM KITHOUOM).

HaxmuTe kHonky Add pagom c nonem Certificate u sarpysute ceptudukar.

AR I

[ns cepTudukarta c oTAeNbHbIM IMYHBIM KIFOYOM, HaxkMuTe kHonky Add psipom
c nonewm Private key v 3arpysunte nmyHbIn K.

6. Ecnn CepTMCbVIKaT 3alumuieH naponem, BBeanTe naposjib B COOTBETCTBYHOLLEM
none.

7. HaxmuTte CoxpaHnTb. MOXeT NosiBUTCS NpefynpexaatoLLee coobLLeHne ecniu
cepTudMKaT camonoAnuUCaHHbIN WM UCTEKWUN. Ecnu cepTudukaT ucTek,
roxanyncta o6HOBUTE €ero.

8. HaxxmuTe Yes s NpofomKeHNUs BbIrpysku cepTudmkata. HesameanmrenbHo
nocne 3saBeplieHUss BbIrpyskyu, Control Center BblwnetT cepTudukat
6e3onacHocTu Security Servers.

B ciiyyae He06Xx0aMMOCTH, Bbl MOXeTe BEPHYTbCHA K UCXOAHbIM BCTPOEHHbIM
cepTudmnkaTam Kaxgoro Security Server cnegyrowmm o6pasom:

1. HaxmuTe Ha HasBaHue cepTudmkaTta B pasgene Certificates.
2. BbibepuTte B kauecTBe Tuna ceptudukatos No certificate (use default).

3. Haxmute CoxpaHUTb.

CepTuunKaT KOMMYHUKALMOHHOTO cepBepa

CepTudurkaT KOMMYHUKALMOHHOIO cCepBepa UCMosibayeTcs ANs 3alMTbl KaHana
CBA3N MeXJy KOMMYHUKALWOHHLIM CepBEPOM U MOGUISIbHBIMU YCTPOMCTBaMM
i0S.

TpeboBaHus:

« 3T1OT cepTuUdUKAT SSL MOXET 6bITb NOANUCAH MO0 B BalLel KOMMaHUW, 60
C NMOMOLLIbIO BHELLHErO LeHTpa cepTudmKaLmu.
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Mpepynpexpenne

CepTudurKaT MOXeET 6bITb MPU3HAH HeeNCTBUTENIbHbIM, €CIIN OH He 6blf1 BblaH
06LLelOCTYNHbIM/JOBEPEHHbIM  LleHTpoM  cepTudukauum  (Hanpumep,
camo3saBepsoLMe cepTuduKaTbl).

« [ly6nmyHoe nms cepTudmrkaTa AOMKHO B TOYHOCTU COBMaAaTb C UMEHEM WU
IP-agpecom Ballero ,oOMeHa, UCNOJIb3yeMbIM MOGUIbHLIMU KIIMEHTaMK Anst
NOAKIIIOYEHUS K KOMMYHUKALMOHHOMY cepBepy. 9TO HacTpauBaeTcsi Kak
BHewHne MDM-agpeca B KOHGUrypauuMoHHOM WHTepdeinice KOHCOMM
GravityZone.

« Mo6UnbHble KIIMEHTbI AO0JIKHbI 4OBEPATH 3TOMY cepTudmKaTy. [Ansa aTvx Lenen
Bbl JO/MKHbI o6aBuTb I0S MDM Trust Chain.

YT106bI £,06aBUTb UM 3aMEHNUTb CEPTUDUKATBI KOMMYHUKALMOHHOIO cepBepa:
1. Mepengute Ha cTpaHuuy Configuration 1 HaxxmuTe BKknaaky Certificates.
HaxmuTe Ha ums cepTudukaTa.

Bbi6epute TN cepTudmKaTa (C OTAENbHBIM UM BCTPOEHHBIM JIMYHBIM KITHOUYOM).

Haxxmute kHonky Add psgom c nonem Certificate n 3arpysute ceptudukar.

o > DN

[ins cepTudukaTa c OTAENbHBIM IMYHBIM KITHOYOM, HaXXMUTe kHonky Add psigom
c nonewm Private key v 3arpysunte nMyHbIf K.

6. Ecnu cepTudukat 3awmuieH naposiem, BBEAUTE Naposib B COOTBETCTBYIOWEM
norne.

7. Haxkmnte CoxpaHUTb.

Apple MDM Push-CepTtudukat

YcTpoincTea Apple TpebytoT Hannume MDM Push-cepTudukaTta gns obecnedyeHuns
6e30MacHoi CBA3U MeXAYy KOMMYHUKALMOHHbIM cepBepoM U ciyx6oi Apple Push
Notifications service (APNs), npu oTnpaeke push-yBefiomneHuii. Push-ysefoMmnenus
UCMoJb3yoTCS, YTO6bI NOACKa3aTb YCTPOMUCTBAM 0 HE06X0AMMOCTM MOAKIIOYEHNSA
K KOMMYHUMKaLMOHHOMY CepBepy, Koraa A0CTYMHbI HOBbIE 3a/1a4 UM USMEHEHMS
B NMOJIMTUKE.

Apple BbinyckaeT cepTudMKaT HeMOCPeACTBEHHO AJiA Ballel KOMMaHWW, HO
TpebyeTcs Ball 3anpoc Ha nognucaHue ceptudmkaTa (Certificate Signing Request
- CSR), pns ero nognucanus Bitdefender. LLeHTp ynpaBieHust UMeeT cneuuanbHbli
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MacTep, KOTOpbI MOMOXEeT BaM 0611erynTb NpoLeaypy nosyyeHus ceptudukaTa
Apple MDM Push certificate.

BaxxHo

« Bam noHapo6utcs Apple ID ans nony4yeHusi u ynpaeneHus ceptudukaTom. Ecnm
y Bac HeT Apple ID, Bbl MoXeTe co3faTb ero ctpanuue My Apple ID. UcnonbsyiTte
06LLMI agpec 3NeKTPOHHOW NOYTbI KOMMaHUK, a He afpec 3NeKTPOHHOWM NOYTbI
COTPYAHMKA, YTO6bI 3aperncTpupoBaTb Apple ID, Tak Kak OH MOHAZ06UTCS NO3XKe,
4YT06bl 06HOBUTL CepTUdUKaT.

o Caunt Apple He pa6oTaeT [oMKHbIM o6pasoM B Internet Explorer. Mol
pekoMeHZyeM ucnosib3oBaTb nocnegHue sepcum Safari unm Chrome.

o Apple MDM Push certificate geiicTBuTENEH TONBLKO 0AMH roa. Koraa ceptudukar
UCTEeYeT, Bbl JO/MKHbI 06HOBUTL €ro U UMMOPTUPOBaTb OOHOBJEHHbIV cepTUdUKaT
B Control Center. Ecnv Bbl ONYCTUAN MPOCPOYKY cepTUPUKaATa, BaM HEO6XOAUMO
co3/aTb HOBbIN U peaKTMBUPOBaTb BCe BalUW YCTPOWUCTBA.

[No6asneHue HoBoro cepTudukata Apple MDM Push Certificate

YTt06bl nonyuntb Apple MDM Push certificate u umnoptuposath ero B Control
Center:

1. Mepengute Ha cTpaHuuy Configuration n Haxxmute Bknagky Certificates.
2. HaxmuTe Ha ums cepTudmkaTa n cnegymnte nofckaskam MacTepa, Kak onmcaHo
HWXKeE:

Lar 1 - MonyyeHue 3anpoca Ha nognucb cepTudukarta (CSR), nognucaHHoro
Bitdefender
Bbi6epuTe noaxoasiume onyuu:
. | need to generate a certificate signing request signed by Bitdefender
(pekoMeHayeTcA)
a. BBeauTe HasBaHMEe KOMMaHWKM, Balle MOSHOE MMS M afpec
3NEKTPOHHON NOYTbI B COOTBETCTBYHOLLMX MOJISX.
b. Haxxmute Generate pns 3arpysku CSR-paina, nognvMcaHHoro
Bitdefender.
. Y MeHs yxe ecTb 3anpoc Ha nognucb ceptudukara (CSR), M MHe Hy)KHO
nony4yuTb ero noagnucaHHbiM Bitdefender
a. 3arpysute ¢dann CSR 1 cooTBETCTBYIOWMI IMYHBIA KItOY, HaXKaB
KHonky Add psgom c o6oumu nonsamMu.

KOMMYHMKaLMOHHOMY CcepBepy HE06XOAUM JIMYHbBIA K4 Anst
ayTeHTUduMKaumm c cepeepamm APNSs.
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b. YkaxuTe napoJsib, 3aLMLLAIOLLUIA JINYHBIW KIHOY, €CZIM HEO6X0ANMO.
c. Haxmute kHonky Sign ans sarpysku CSR-¢ainna, nognmcaHHoro
Bitdefender.

LLar 2 - 3anpoc push-ceptugukara ot Apple.
a. Haxwmute ccoinky Apple Push Certificates Portal n Boiigute B Hero,
ucnonbays Apple ID 1 naposb.
b. Haxxmute kHOMKy Create a Certificate ¥ npumute ycnosus
Ncnosib30BaHMs.
c. Haxmute Choose file, Bbibepute CSR-aiin n satem Haxxmute Upload.

Mpumeyanmne
Bbl MoXeTe yBuaeTb KHornky Choose file nog apyrum nmeHem, Takum
kak Choose unu Browse, B 3aBUCUMOCTU OT UCMONIb3yeMoro 6paysepa.

d. Ha cTpaHuue noaTBepXAeHUs HaxmuTe KHonky Download, 4To6bl
nonyuntb Baw MDM Push certificate.
e. BepHutecb o6paTHO K MacTepy Control Center.

LWar 3 - UmnopT Apple push-cepTudukara
HaxxmuTe kHonky Add Certificate, yTo6bI 3arpysuTb daiin ceptudmkata ¢
BalLlero KoOMnbtoTepa.

Bbl MOXeTe NpoBepUTbL CBeAEHUS 0 cepTUdMKaTe B MOJEe HUXE.
3. Haxmute CoxpaHUTb.

Bo3o6HoBneHue ceptudukata Apple MDM Push Certificate
YT1o6bI npoanuTb Apple MDM push-cepTudukat n o6HoBUTbL ero B Control Center:

1. Mepengute Ha cTpaHuuy Configuration n Haxxmute BKknagky Certificates.

2. HaxmwuTte Ha HasBaHue cepTudmnkaTa, 4T06bl OTKPbITb MacTep MMMopTa.

3. MonyuyeHne 3anpoca Ha noanucb ceptudukata (CSR), nmoanucaHHOro
Bitdefender. MNpoueaypa Takasi Xe, Kak 1 4151 NoNy4YeHUsi HOBOro cepTudukara.

4. HaxmuTe Ha ccbinky Apple Push Certificates Portal v 3ainaute Ha Hero ¢ Tem

e Apple ID, ncnonbayembiM npu cosgaHum ceptudukaTa.

Hanante MDM Push certificate for Bitdefender n HaxxmMuTe COOTBETCTBYIOLLYIO

knasuwy Renew.

HaxmuTe Choose file, Bbibepute CSR-thain u satem Haxxmute Upload.

HaxxmuTe Download, 4To6bl coxpaHuTb cepTudMKaT Ha BalleM KOMMblOTepe.

BepHutech B Control Center u umnopTupyinTe HoBbIn Apple push-cepTudukar.

HaxxmuTte CoxpaHuTb.

o

© N
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CepTudukat nognuHHocTu u npoduns nognucanms i0S MDM

CeptudumkaT noanmHHoctv u npoduns nognucanuns i0OS MDM ucnonb3yetcs
KOMMYHVKALUUWOHHBbIM  cepBepoM, u4Tobbl  MognucbiBaTb  cepTUdMKaTbl,
yAoCTOBepsitoLLMe NOANMHHOCTD U NPOGUIM KoHbUrypaLuu, oTnpasnsieMble Ha
MO6UIbHblE YCTPONCTBA.

TpeboBaHus:

« 3TO foMmKeH 6bITb MPOMEXYTOUYHbIN cepTUdMKAT UK cepTUPUKAT KOHEYHOW
TOYKW, NMOAMMCAHHbIN NN60 Balueln KOMMaHUeW NN60 BHELHUM LieHTPOM
cepTudukaymm.

« Mo6UnbHble KIMEHTbI JOJIKHbI 4OBEPSTH 3TOMY cepTudmKaTy. [Ans aTvx Lenen
Bbl AOJ/HKHbI fo6aBuTb I0S MDM Trust Chain.

YT106bI O6aBUTb UM 3aMeHUTb CepTuduKaT NoAMHHOCTU U NPodUsA NognMcaHus
i0S MDM:

1. MepenguTe Ha cTpaHuuy Configuration n HaxxmuTe BKknagky Certificates.
HaxmuTte Ha nms cepTudukara.
Bbi6epute Tvn cepTudmkaTa (C OTAENbHBIM UM BCTPOEHHBIM JIMYHBIM KITHOUOM).

HaxxmuTe kHonky Add pagom ¢ nonem Certificate u 3arpysute ceptudukar.

SAREE I

[ns cepTudukaTta c oTAENbHBIM IMYHBIM KITFOUOM, HaXXMUTe kHonky Add psigom
c nonem Private key v 3arpy3sunte nMyHbIN KIHOM.

6. Ecnm CepTMCbMKaT 3alumuieH naponem, BBeanTe NnapoJsib B COOTBETCTBYHOLLEM
none.

7. Haxkxmute CoXpaHUTb.

Llenouka poBepeHHbix ceptudukatos i0S MDM

Llenouka poBepeHHbIx cepTudukatos i0S MDM Heobxoguma MO6GWUIIbHBIM
yCTpONCTBaM YT06bl OHM foBePsNM CepTudurkaTy KOMMYHUKALMOHHOIO cepBepa
n Ceptudukaty noanMHHOCTM U npoduna noanucaHua i0S MDM.
KOMMYHMKaUMOHHbIN cepBep OTMNpaBfsieT 3TOT cepTUPUKAT HA MOOWIIbHbIE
YCTPOMCTBA BO BpeMS aKTUBaLUW.

Llenoyka poBepeHHbIx cepTudukatoB iI0S MDM pomkHa copepxaTb Bce
NPOMEXYTOYHble cepTUdMKaTbl M 1O KOPHEBOI0O cepTUdMKaTbl Balleh KOMNaHWm
UM MPOMEXYTOuYHble cepTUdMKaTbl MOAMUCAHHbIE BHEWHUM  LIEHTPOM
cepTudukaymm.
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YT106bI 06ABUTH MK 3aMEHUTB LIEMOYKY A0BepeHHbIX cepTudunkartos i0S MDM:
1. Mepengute Ha cTpaHuuy Configuration n Haxxmute Bknagky Certificates.

2. HaxmwuTe Ha umsa ceptudukaTa.

3. HaxxmuTe kHonky Add psigom c nonewm Certificate n 3arpysute ceptudukar.

4. Haxmute CoxXpaHUTb.

Penosutopun

Ha aToi BKnagke oTo6pa)kaeTcs WHdoOpmMauua o6 O06HOBNIEHUSIX areHTa
6e30MacHOCTH, BKJIHOUYas BEPCUU MPOAYKTA, XPaHSLLMECS Ha cepBepe 0GHOBIIEHUN,
U Bepcuu, AOCTYyNHble B oduumanbHoM peno3uTtopun Bitdefender, konbua
06HOBNEHWUN, laTa U BpeMs 06HOBEHUS U MOCNEAHSAS MPOBEPKA HaIMYMS HOBbIX
BEpCUN.

MpumeyaHmne
Bepcuu npoaykTa HeQoCTYNHbI AJ1s1 CEpBEPOB 6€30MacHOCTMU.

5.1.5. YnpaBneHue yctponctsom GravityZone

GravityZone nocTaensieTcs ¢ 6a3oBoi KoHbUrypaumei uHTepderica, 4OCTYMHOro
U3 UHCTPYMEHTapUs yrNpaB/eHusi, KOTOPbIV UCTOJIb3YyeTcs A yNpaB/ieHns Cpeaon
BMPTYyann3aLuuu, B KOTOPOI YCTAHOB/EHO YCTPOWUCTRO.

9TO AOCTYNHbIE OCHOBHbIE MapaMeTPbl NOCIIEe NePBOro pa3BepTbiBaHUSA YCTPOUCTBA
GravityZone:

« HacTtpoika napameTpoB MMeHM xocTa

« HacTpoika ceTeBbIX NapamMeTpoB

. HacTponka napameTpoB NpoKcu-cepeepa
o KomMmyHuKaumoHHbIM cepep MDM

o JlononHuTenbHbie HACTPOWNKM

o HacTpowika ssbika

V|CI'IOJ'Ib3yl7ITe KnaBULLKX CO CTpeJSIKaMn N Knaeuuly Tab ANa HaBUrauum no MeHHo
n onumsaMm. Haxxmute Enter ans Bbl60pa onpeaesieHHbIX OI'IL|,VII7I.

YcTaHoBKa 3aWuThl 103




unfollow the traditional

Bltdefender Grawt\/Zome

HacTpoiika UMeHM XocTa U napaMeTpoB

Ceasb c ponsimu GravityZone ocyuwecTtBnsieTcs no IP-agpecy unu DNS-umeHu
YCTPOWCTBA, Ha KOTOPbIX OHM YCTaHOBMEHbl. 10 yMONYaHMKO KOMMOHEHTbI
GravityZone cBsasbiBatoTcs no IP-agpecam. Ecnu Bbl X0oTUTe 06ecneynTb CBA3b
yepes nmeHa DNS, Heobxogmnmo HacTpouTb DNS-umeHa yctponcts GravityZone
N y6eauTbCs, YTO OHM KOPPEKTHO paspewatotca B |P-agpeca, HasHayeHHble
YyCTPOMCTBaM.

TpeboBaHuUA K CUCTEME:
o HacTtpownka DNS-3anucu Ha cepeepe DNS.

« DNS-uma pomKHO KOppeKTHO paspewartbcsi B |P-agpec, HasHaueHHbIW
ycTponcTty. Takum o06pasoMm, Bbl [AOMKHbI Y6eAUTbCSs, YTO YCTPOMCTBO
HaCTPOEHO Ha KOppeKTHbIN IP-appec.

YT06bI 3a4aTb HaCTpOl)'IKM UMEHMN XOoCTa:

1. [JocTyn K KOHCONW yCTpPOWCTBa W3 BalLero WHCTPYMEHTapwusi yrpaBrieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

Bbi6epuTe 13 rnaBHoro meHto Configure Hostname Settings.

BBeauTe UMs xocTa ycTpolcTBa U UMA foMeHa crnyX6bl kaTanoros (Active
Directory, B cry4yae He06X0AUMOCTH).

4. Haxmute OK, 4To6bl COXpPaAHUTb UBMEHEHUS.

HacTpoiika ceTeBbIX NapaMeTpoB

Bbl MO)eTe HaCTpoUTb YCTPOMCTBO Ha aBTOMAaTMYecKoe MoslyyeHue ceTeBbIX
napameTpoB oT cepBepa DHCP wnu BblbpaTb HACTPOMKU MapaMeTpoB CeTU
Bpy4Hyto. Ecnu Bbl BbibepuTe ucnonb3oBaHve DHCP, Bbl f0MKHbI HACTPOUTb
DHCP-cepBep, 4T06bI 3ape3epBUpOBaTb A4J11 YCTPOMCTBA onpeaeneHHbIn IP-agpec.

YT1o6bI HaCTPOUTb CeTeBbl€ NapaMeTpPbl:

1. JocTyn K KOHCONMW YCTPOWCTBa U3 BAaLLEro MHCTPYMEHTapusa ynpaBleHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

Bbi6epuTe 13 rnaBHoro MeHto Configure Network Settings.

BbibepuTte ceTeBoi nHTepdeic (no ymonyaHuto etho).

4. BbibepuTe cNoCco6 HAaCTPOMKMU:
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. HacTpoiika napameTpoB ceTu BpyuYHylo. Bbl fomkHbl ykasaTb IP-agpec,
Macky ceTwu, agpec wntosa u DNS-cepsepa.

. ABTOMaTM4YecKoe nONlyYeHMe CceTeBbIX HaCTpPOeK OT cepBepa
DHCP. Ucnonb3ayiTe 3Ty onyuio TONbKO ecnn Bbl HacTpounum DHCP-cepBep
Ha pe3epBupoBaHue onpegeneHHoro IP-agpeca ans yctponcraa.

5. Bbl MOXeTe NpoBepuTb AeTanu Tekywen |IP-KoHbUrypaumm unm cocTosiHuA
COeAUHEHNS, BbI6paB COOTBETCTBYHOLLME ONLMUN.

HacTpoiika napameTpoB NpoKcu-cepeepa
Ecnu Bawe ycTpOWCTBO NOAKIIHOYEHO K VHTepHeTy yepea NpoKcu-cepeep, BaM
Heo6X04MMO HacTPOMTL NapaMeTpbl MPOKCU-cepBepa.

MpumeyaHmne

HacTpoiku npokcu-cepepa Takxke AocTynHbl u3 Control Center, Ha cTpaHuue
Configuration > Proxy. MIaMeHeHWe HacTpoek MpOKCU-cepBepa B OAHOM MecTe
aBTOMaTU4eCcKn 06HOBUT UX U B APYyrnx MecTtax Takxe.

YTo6bl HACTPOUTL NapaMeTpbl MPOKCH-cepBepa:

1. [ocTyn K KOHCONW YCTpOWMCTBa M3 Ballero UHCTPyMEeHTapus yrnpasieHus
BUpTyanuaauuen (Hanpumep, vSphere Client).

Bbi6epuTe 13 rnaBHoro MeHto Configure Proxy Settings.
Bbi6epuTe Configure proxy settings.
4. BeepuTe agpec npokcu-cepsepa. icnonb3synTe cnegyowmn CUHTaKCcuc:
. Ecnu npokcu-cepep He TpebyeT aBTOpU3aLMK:
http(s) : //<IP/hostname>:<port>
. Ecnu npokcu-cepsep TpebyeT aBTOpU3aLuto:
http (s) : //<username>:<password>@<IP/hostname>:<port>
5. Haxmute OK, 4T06bl COXpaHUTbL USMEHEHMUS.

Bbi6epuTe Show proxy information, 4To6bl NpoBEPUTL HACTPOMKM NPOKCU-CepBEpa.
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KommyHuKaunoHHbIN cepep MDM

MpumeyaHmne

9Ta KoHbUrypauus TpebyeTcs TONbKO Js1 yNpaBieHUst MOGUITbHbIMW YCTPOUCTBaMU,
€CJIM BaLl JIMLLEH3UOHHbIW KJt0Y pacnpocTpaHseTcs Ha cnyxo6y Security for Mobile.
Onuws NosIBUTCA B MEHIO MOCTE YCTAHOBKM Poslb KOMMYHUKALMOHHOIO CepBepa.

Mpu yctaHoBke GravityZone no ymMon4yaHuto, MOGWIbHbIE YCTPOWCTBA MOTYT
YyNpaBnAATbCA TOJSIbKO TOrAa, KoOrga OHWM HENoCcpeACTBEHHO CBfA3aHbl C
KopriopaTuBHoM ceTbto (Yepes Wi-Fi unm VPN). 3To nponcxoguT noToMmy, 4To npu
perucTpauuMn MOOWbHbIX YCTPOMCTB OHWM HACTPOEHbl Ha MNOAKJIOYEHUE K
KOMMYHMKaLMOHHOMY CepBepy MO IoKanbHbIM agpecam.

YT06bl UMETb BO3MOXHOCTb YMpaB/sTb MOGUSIbHbIMU YCTPOMUCTBaMM depes
NHTepHeT, He3aBUCMMO OT TOrO, F4€e OHWM HAXOAATCSH, HEO6XOAMMO HACTPOUTb
KOMMYHWUKaLMOHHbIW cepBep Ha AOCTYMHOCTb C NY6JIMYHbIX apecos.

ans ynpasseHnA MO6UITbHBIMU yCTpOVICTBaMM, Koraa oHU HE NOAK/HO4Y€EeHbl KCEeTU
KOMNaHUW, AOCTYMHbI cCneayouine BapuaHTbl:

. HacTpoiTe nepeagpecauuio MNOPTOB Ha KOPMOPaTMBHOM LUO3e AJs
YCTPOMCTBA C POSIbH0 KOMMYHUKALMOHHOIO cepBepa.

. [ob6aBbTe [OMNOSHUTENIbHbIN CEeTEBOW ajanTep B YCTPOWCTBO C pPOJbLO
KOMMYHMKaLMOHHOI0o cepBepa 1 NpUcBoOnTe emy Ny6nunyHbin IP-agpec.

B 060mx crnyyanx Heo6XoANMO HAaCTPOUTb KOMMYHUKALMOHHbIN CEPBEP C BHELLUHUM
IP-agpecoM, 4To6bl ynpaBnsiTb MOGUSIbHBIMU YCTPONCTBaMMU:

1. JocTyn K KOHCONW YCTPOWCTBa U3 BaLLEro MHCTPYMEHTapusa ynpaBleHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro MeHto Bbibepute MDM Communication Server.
Haxxmute Configure MDM Server external address.
4. BBepguTe BHELLIHWUM agpec.

UcnonbaynTte cnefyowmm CUHTaKCUC: https://<IP/Domain>:<Port>.

. Ecnu Bbl UcnosbayeTe nepeHanpaBsieHWe NOpToB, HEO6XOAMMO BBECTU
ny6nu4HbInA IP-agpec uaM OOMEHHOE UMSA U OTKPbITb HYXXHbIA MOPT Ha
LTo3e.

. Ecnu Bbl ncnonb3yete ny6nunyHbin IP-agpec pnss KOMMYHMKALMOHHOIO
cepBepa, BaM Heo6x0AUMO BBECTU NMy6sM4YHbIN IP-agpec unv gomMeHHoe
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MMS U NOPT, UCMOSIb3YEMbI KOMMYHUKALMOHHLIM cepBepoM. 10 yMonyaHuo
nopT 8443.

5. Haxmute OK, 4T06bl COXpaHUTbL USMEHEHMUSI.

6. Haxmute Show MDM Server external address, 4To6bl NPOBEPUTL HACTPOMKM.

JlononHuTeNbHbIE HACTPONKK

PaclumpeHHble HACTPOMKM OXBaTblBAalOT HECKOJIbKO BapWaHTOB PY4YHOro
pasBepTbiBaHWs, pacLUMpPeHuUst cpelbl U yCuieHns 6e30MacHOCTH:

« YcTaHoBKa/ypaneHue poneun

. YcTaHoBKa Security Server

« 3ajanTe HOBbIN Naposib 6a3bl AaHHbIX.

« CepBep 06HOBNEHUM

« KoHdurypupoBaHue ponv 6anaHcupoBLLMKa

« Pennukauwus

« Bknountb besonacHbin VPN-knactep

o [MopgkntounTecsh K cywecTByoLLEN 6a3e faHHbIX

« [llopkntounTecs K cyllecTBytollei 6a3e aaHHbIX (besonacHblii VPN-knacTep)
« [lpoBepbTe besonacHbin VPN-knactep

[JOoCTYynHOCTb OMNUMI 3aBUCUT OT YCTAHOBJIEHHbIX POJIEN U BKIIFOYEHHbIX CIYX6.
Hanpumep, ecnu ponb «CepBep 6a3bl fJaHHbIX» He YCTaHOBJIEHA Ha YCTPOMCTBE,
Bbl MOXXeTe TOJIbKO YCTaHOBUTb PONM WM NOAKIOUYMTbCA K 6a3e AaHHbIX
GravityZone, pasBepHyToM B BaLlel ceTU. Kak ToJIbKO ponib cepBepa 6a3bl faHHbIX
YyCTaHOB/IEHA Ha YCTPOWCTBE, ONUUWN MOAKIIHOYEHUS K ApYron 6ase AaHHbIX
CTaHOBATCSA HEAOCTYMHbIMMW.

YcTaHoBKa/yaaneHue ponei

yCTpOIZCTBO GravityZone MOXeT BbINOJIHATbL OAHY, HECKOJIbKO uin BCe U3
nepevyncrieHHbIX pOJ'IGI;IZ

« CepBep 6a3bl faHHbIX

. CepBep 06HOBNEHUI

. Be6-KoHcOnb

« KommyHuKaumoHHbIV CepBep
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. WHuupeHTbl cepBepa

PasBepTbiBaHue GravityZone TpebyeT BbINOSIHEHWUS MO O4HOMY 3K3EMMANSAPY KaXA0oM
ponu. CnepgoBaTesnbHO, B 3aBUCMMOCTW OT MPEAMNOYTEHUN MO pacnpeneseHunto
ponen GravityZone, Bbl 6yfeTe pa3BepTbiBaTb OT OQHOI0 A0 YeTbIpex YCTPOMCTB
GravityZone. Ponb cepBepa 6a3 faHHbIX JO/MKHA 6bITb YCTaHOBJIEHA NepBON. B
CLieHapum C HeCKONbKUMM ycTponcTBamum GravityZone, Bbl 6yeTe ycTaHaBAMBaTb
poJib cepBepa 6a3bl faHHbIX HA MEPBOM YCTPOMCTBE U HacTpauMBaTb BCe Apyrue
YCTPOWCTBA Ha NOAKJ/THOYEHME K CYLLECTBYHOLL,EMY 9K3eMMISAPY 6a3bl AaHHbIX.

MpumeyaHmne

Bbl MOXeTe yCcTaHOBWUTb [OMOJIHUTENIbHbIE 3K3EMMSPbl OMpefesneHHbIX POJew,
ncnosb3ys 6anaHCUPOBLLMKN poneid. [1na nonyyeHns 6onee nogpo6HoN MHGopmaLmu,
obpaTuTech K «<KoHburypuposaHue ponu 6anaHcuposLymka» (p. 111).

YT106bI ycTaHOBUTL ponn GravityZone:

1. [ocTyn K KOHCONW YCTpOWCTBa M3 Ballero UHCTPYMEeHTapus yrnpasieHus
BUpTyanuaauuen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto BbibepuTe Advanced Settings.
HaxxmuTe Install/Uninstall Roles.
Bbi6epuTe Add or remove roles.

o > DN

BbINosHUTe feNCTBUSA, COOTBETCTBYHOLLME TEKYLLEN CUTYaLMUN:

. Ecnu 310 HavyanbHoe pa3BepTbiBaHWe GravityZone yCTpONCTBa, HaXXMUTe
KnaBuLWY Space, a 3aTeM Enter, YTO6bl YCTAHOBUTb POJib cepBepa 6asbl

OaHHbIX. Bbl AOMKHbI noaoTeBepanTb cBOM Bbl60p, Ha)XXaB Enter CHOBa.

3apanTte naposib 6a3bl [aHHbIX, @ 3aTeM [OXAWUTEeCb 3aBepLieHund
YCTaHOBKMW.

« Ecnu Bbl y)xe pasBepHynu apyroe yCTpOMCTBO C pPOJibiO cepBepa 6a3sbl
JaHHbIX, BbibepuTe Bbibepute Cancel n BepHutech kK MeHo Add or remove
roles. 3aTeM Bbl AomKHbI BbIGpaTb Configure Database Address v BBecTu
agpec cepBepa 6a3bl gaHHbIX. Y6eauMTechb, YTO Bbl 3a4aM Naposib 6a3bl
JaHHbIX Nepea AOCTYNOM K 3Toi onuun. Ecnu Bbl He 3HaeTe Naposib 6a3bl
AaHHbIX, 3aalTe HOBbIW, Bbi6paB 13 rnaBHoro meHto Advanced Settings >
Set a new database password.
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Mcnonbaynte cneayowmi CUHTaKeUe: http: //<IP/Hostname>:<Port>.
Mo yMonyaHuto nopT 6asbl AaHHbIX 2701 7. BBeAuTe TeKyLMit naponb 6asbl
JaHHbIX.

6. YcTaHoBuTe apyrue ponu, Bbiopas Add or remove roles 13 MeHto Install/Uninstall
Roles, a 3aTeM ponu ana yctaHoBKWU. st KaXA0W posiv, KOTOPYH Bbl XOTUTE
YCTaHOBUTb WM YAanUTb, HAXXMUTE KNaBULLY Space, YTO6bl BbibpaTb UK
OTMEHUTb POfib, U 3aTEM HaXaTb Enter ANA BbINOJAHEHUA. Bbl JOMKHbI
noATBEpAMTb CBOM BbIGOP, HAXKaB KilaBuULLY Enter CHOBA, a 3aTeM J0XAaTbCs
3aBepLUeHNsA YCTaHOBKMU.

MpumeyaHmne

Kakgasa posib 06bIYHO yCTaHaBIMBAETCS B TeYEHNE HECKOJIbKMX MUHYT. Bo Bpems
YCTaHOBKW, Heo6xoaumble daiinbl 3arpyxaroTcs us UHTepHeT. CrnepgoBaTesibHO,
yCTaHOBKa 3aHMMaeT 60siblue BPeMeHW, ecnin IHTepHeT-coeiMHEHE MelJIEHHOE.
Ecnu ycTaHOBKa 3aBUC/Ia, pa3BepHUTE YCTPOMCTBO 3aHOBO.

Bbl MOXeTe NpoCMOTPETL YCTAaHOBJIEHHbIE PoJin U uX IP-agpeca, BbI6paB 0aMH U3
cnepyoumnx BapmaHToB M3 MeHto Install/Uninstall Roles:

« Show locally installed roles, ana npocMmoTpa TonbKo posiei, ycTaHOBMEHHbIX
Ha 3TOM YCTpPOMCTBE.

. Show all installed roles, 4T06bI NPOCMOTPETL BCE PONK, YCTAHOBJIEHHbIE B
Bawen cpepe GravityZone.

YcTaHoBKa Security Server

MpumeyaHmne
Security Server 6yaeT LOCTYNEH sl UCNOJIb30OBaHUSA TOMIbKO €CNM 3TO NO3BOJIAET
JINLLEH3MOHHBbIN KJTHOM.

Bbl MOXXeTe ycTaHOBUTb Security Server u3 GravityZone uHTepdeinca koHGuUrypaumm
YyCTPOMCTBa, HenocpefCcTBeHHO Ha GravityZone ycTpowcTse unv us Control Center,
KakK caMoCTosiTeNlbHOe YCTPONCTBO. [penmylecTBa ycTaHOBKMU Security Server
13 yCTpPOWNCTBA ABNSAOTCA:

. [llopxogut Ans pa3BepTbiBaHMA ofAHOro YycTpoucTea GravityZone,
BbIMOJIHAIOLLLErO BCE POJIN.
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. Bbl MoxeTe BuAeTb M ucnonb3oBaTb Security Server 6e3 WHTerpauum
GravityZone ¢ nnaTdopmon BUpTyannsauum.

« [nA BbINONHEeHUA pa3BepTbiBaHUA 32 MeHbLLEE YUCIIO onepaLuii.
Tpe6oBaHus K CUCTEME:

Ha mawwuHe GravityZone goskHa 6bITb yCTaHOBJIEHA POJib CepBepa 6asbl fJaHHbIX,
WM OHa MOXKET 6bITb HACTPOEHA Ha NOAKJIOUYEHME K CYLLLECTBYHOLLLEN 6a3€e AaHHbIX.

YT06bI ycTaHOBUTL Security Server ua nitepdenica ycTponcTaa:

1. JocTyn K KOHCONW YCTPOWCTBa W3 BalLEro MHCTPYMEHTapusa ynpaBlieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto Bbibepute Advanced Settings.
HaxxmuTe Install Security Server. [MosiBUTCS OKHO NOATBEPXAEHMS.

HaxXmuTte Enter gns noaTBepPXAeHNd u 0)K|/|p,a|7|Te OKOH4YaHuNA yCTaHOBKMN.

MpumeyaHmne
Bbl MOXeTe geuHcTannMpoBaTb 3TOT Security Server Tonbko 3 MeHio Advanced
Settings nHTepdelica ycTponcTea.

3apaiiTe HOBbIN Napofb 6a3bl AaHHbIX.

Mpn ycTaHoBKe ponun cepBepa 6a3bl flaHHbIX Bbl AOJKHbI YCTaHOBUTb NapoJib AnA
3alnTbI 6a3bl faHHbIX. ECNN BbI XOTUTE U3MEHUTD €0, yCTaHoBUTE HOBbIN, BblépaB
PacwumpeHHble HaCTPOﬁKM >YcTaHOBUTE HOBbIMN naponb 6a3bl AAHHDIX B rNTaBHOM
MEHIO0.
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Bitdefender GravityZone Virtual Appliance

Advanced Settings
Advanced Settings

InstallsUninstall Roles
Uninstall Security Server
Connect to Existing Database
Set new Database Passuword
Update Server

Conf igure Role Balancers
Replica Set

< Back >

MHTedeeVIC KOHCOJIN YCTPOVICTBaZ onuua yCTtaHOBKM HOBOIO naponsa 6a3sbl AaHHbIX
Cnefynte UHCTPYKLUMAM, YTOObI YCTAaHOBUTbL HaZeXHblii Maposib.

HacTtpoiika cepBepa 06HOBNIEHUI

YcTponcTBo GravityZone no yMosi4aHMIo HaCTPOEHO Ha 06HOBNEHWE U3 MIHTepHeTa.
Mpw XenaHuu, Bbl MOXKeTe 3aAaTb OBHOBJIEHME YCTAHOBJIEHHbIX YCTPOWUCTB C
noKanibHoro cepeepa o6HoeeHwi Bitdefender (momkHa 6b1Tb yCTaHOBEHA MaLLKMHA
GravityZone c posnbto cepBepa 06HOBJIEHUN).

YT06bl HA3HAYMTb aapec cepBepa 06HOBJIEHUN:

1. JlocTyn K KOHCOMW YCTPOWCTBA M3 BalUero WHCTPYMEHTapus ynpaBfieHus
BUpTyanusaumen (Hanpumep, vSphere Client).

M3 rnaBHoro MeHto Bbib6epuTe Advanced Settings.
BbibepuTe Update Server.
Bbi6epuTe Configure update address.

o > DN

BeeaunTe IP-agpec unm nms xocta yCTPOMUCTBA C POJIbIO cepBepa 06HOBEHM.
Mo ymonyaHuto NopT cepBepa 06HOBNEHUA 707 4.

KoHdurypupoBaHue ponu 6anaHcMpoBLLUKa

[ns o6ecneyeHnss HAAEXHOCTU U MaCLUTabUPYeMOCTH, Bbl MOXeTe YCTaHOBUTb
HECKOJNbKO 3K3eMIMIAPOB KOHKPETHbIX posiel (KOMMYHUKALMOHHbIA cepBep,
Be6-KOHCOJIb).
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[ns o6ecneyeHns HaAEXHOCTM N MaCLLITabUPYeMOCTH, Bbl MOXETE YCTaHOBUTb
HECKOJIbKO  9K3EMMNIAPOB  KOHKPETHbIX posied  (cepBep  WMHLMAEHTOB,
KOMMYHUKaLMOHHbI cepBep, BE6-KOHCOJb).

KaxabIvi 9K3eMMNJISIP pOSiv YCTaHOBJIEH HA pasHbIX YCTPOWUCTBAX.

Bce ak3eMnnapbl KOHKPETHOW POJIN JO/MKHbI 6bITb MOAKIHOUYEHbI K APYTMM PoSiaM
C NMOoMoLLbIO 6aslaHCUPOBLUMKA PONEN.

Y KaXK[i01 ponn MOXeT 6bITb TONbKO OANH 6anaHCUPOBLLMK.

YcTporcTBo GravityZone BKitoYaeT B ce6si BCTPOEHHbIV 6anaHCUPOBLLUK, KOTOPbIN
Bbl MOXeTe YCTaHOBUTb U MCMoONb3oBaTb. Ecnn B Bawen cetu yxe nmeeTtcs
NpOrpaMmHbIv UM annapaTHbIN 6aaHCUMPOBLLMK, Bbl MOXeTe BbI6paTb €ro BMECTO
TOro, YtTo6bl NICNOMb30BAaTh BCTPOEHHbIN.

BcTpoeHHas ponb 6anaHCcUMpoBLLIMKA HE MOXET 6blTb YyCTaHOBNEHA BMeCTe C
ApyrMMu ponsiMu Ha MawnHe GravityZone.

1. [ocTyn K KOHCONWU YCTpoWCTBa M3 BalLero WUHCTPyMeHTapus yrnpasieHus
BUpTyanuaauuen (Hanpumep, vSphere Client).

M3 rnaBHoro MeHto BbibepuTe Advanced Settings.
Bbi6epuTe Configure Role Balancers.
4. BblbepuTe XenaeMyro onumio:

. Wcnonb3oBaHue BHeLIHEro 6ana|-|cup03u.|,m(a. BblﬁepMTe 3Ty onuuio, eciun
Balla ceTeBasn VIHCI)paCprKTypa yXe BKJIKO4aeT ﬂpOFpaMMHbII‘/'I nmn
al'll'lapaTHbIVI 6aﬂaHCVIpOBLL|,VIK, KOTOprI;I Bbl MOXXeTe UCMNoJsb30BaTb. Bbl
OOJDKHbI BBECTU agpec 6anchprBu.w|Ka ana Ka)Kp,OVI poJin, KOTOPYHO Bbl
XoTuTe C6aﬂaHCMpOBaTb. MCI'IOJ'Ib3yl7ITe CﬂEp,leUJ,VII?I CUHTaAKCUC:

http(s) ://<IP/Hostname>:<Port>.

« Wcnonb3zoBaHne BCTPOEHHOro 6GaslaHCUPOBLLMKA. Bbibepute 3Ty onuuio,
yTo6bl YCTAHOBUTb U WCMOJIb30BaTb BCTPOEHHbIA MNPOrpamMMHbIN
6anaHCUPOBLLMK Harpy3Ku.

BaxxHo

To install multiple instances of the Incidents Server role you may only use
the built-in balancer.

5. Haxmute OK, 4T06bI COXpPaHUTb UBMEHEHUSI.
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Pennukauus

C noMoLLb0 3TON OMLMU MOXHO BKIHOUYUTb UCMOSIb30BaHME pennnkaumum 6asbl
JaHHbIX, BMECTO e AUHMYHOI0 9K3eMrisipa cepBepa 6a3sbl JaHHbIX. 9TOT MEXaHWU3M
NMo3BOJIAET CO34aBaTb HECKOJIbKO 3K3eMMJIAPOB 6a3 AaHHbIX B pacrnpeaeneHHOM
oKpyXeHuun GravityZone, o6ecneunBasn BbICOKYO AOCTYMNHOCTb 6a3bl AaHHbIX B
cny4yae cboes..

BaxHo
Pennukauus 6a3bl AaHHbIX AOCTYMHA TOJIbKO AJ1 CBEXMUX YCTAHOBOK YCTPOWCTB
GravityZone, HaunMHas ¢ Bepcum 5.1.17-441.

HacTpoika pennukauum

Bo-nepBblIX, Bbl AOJKHbI BKIHOYUATL PEMIUKALMIO Ha NepBOM YCTaHOBIEHHOM
ycTporcTBe GravityZone. 3aTeM Bbl CMOXeTe f06aBUTb YYaCTHVUKOB penivKaLmu,
yCTaHOBUB poJiM cepBepa 6asbl JaHHbIX Ha ApYyrux aksemnnsapax GravityZone B
3TOM Xe OKpPYXXEHUN.

BaxxHo

o Ha6op Pennuk (Replica Set) TpebyeT kak MMHUMYM Tpu 3K3emruispa Aajs
KOPPEKTHOW paboTbl.

o Bbl MoXeTe 106aBUTb 1O CEMU CEPBEPOB C POJIbIO cepBepa 6a3bl aHHbIX, Kak
y4yaCTHUKOB pennukauum (orpaHuyeHuss MongoDB).

o PekoMeHAyeTCs UCMOJIb30BATb HEYETHOE YMCIIO IK3EMMIIAPOB 6a3bl JaHHbIX.
YeTHOE YMCII0 YYaCTHUKOB ByAeT NoTpe6nATb 60JIbLLEe PECYPCOB TONBKO AJIA TEX
e pe3ynbTaToB.

YT06bI BKITOUYNTD pennKaumio 6as gaHHblx B cpege GravityZone:

1. YcTaHoBUTE ponb cepBepa 6a3bl AaHHbIX Ha NepBoM GravityZone ycTponcTee.
Ona  nonyyeHuss 6onee nopgpobHoMm MHbopMauuu, obpaTuTecb K
«YcTaHoBKa/ypaneHue ponei» (p. 107).

2. HacTpowTe gpyrve MalivHbl ANna NOAKIOYEHMSA K NEPBOMY aK3eMnasipy 6as3bl
AaHHbIX. Ona nonydeHus 6onee nogpo6bHon MHpopmauumn, obpaTuTechb K
«MoaknounTech K cyLlecTBytoLen 6ase faHHbix» (p. 115).

3. lNepenanTe B rNaBHOE MEHIO NEPBOro yCTponcTea, Bblbepute Advanced Settings
1 3aTeM HaxkMuTe ana akTueauuy Replica Set. MNosaBrTCA OKHO NoATBEPXAEHUS.

4. Bbi6epuTe Yes ajisi NOATBEPXKAEHUS.
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5. YcTaHoBUTe posib cepBepa 6a3bl AaHHbIX Ha Apyrux GravityZone ycTpoicTeax.

Kak Tonbko aTu Wwarv 6yayT 3aBeplueHbl, BCe aK3eMMNApbl 6a3bl AaHHbIX HAYHYT
paboTaTb B peXume pennkaLuu:

. BbI6VIpaeTCF| OCHOBHOM 3K3eMMNAp N TOJIbKO OH Crnoco6eH NMPUHUMATb onepauum
3anuncu.

« OCHOBHOW 3K3eMrJisip 3aN1CbIBaeT BCE UBMEHEHUS, BHECEHHbIE B €r0 laHHble
W BeeT XypHarn.

« BTOpUYHbIe 3K3EMNNISAPbI PEMIULMPYIOT 3TOT XKYPHaJ U OCYLLLECTBASAIOT TE Xe
M3MEHEHUS B COGCTBEHHbIX HAabopax AaHHbIX.

. KorpaocHoBHOM 9K3eMmiap CTaHOBUTCA HEAOCTYNMHbIM, MEXaHU3M pennkauun
BbléepeT O UH N3 BTOPUYHbIX 3K3eMMNNAPOB B Ka4eCTBe€ OCHOBHOIO.

. Korpa nepBuyHbIf 9K3eMNIAp TePAET CBA3b C APYTMMM y4aCTHUKaMM rpynnbl
6oniee 4yem Ha 10 cekyHA, MexaHU3M pennvKauuy 6yaeT NbiTaTbCs BbiGpaTh
APYroro y4acTHMKa, YTO6bl CAeNlaTb ero OCHOBHbIM.

YpaneHue Y4aCTHUKOB perjiMkauuu

[ns yaanenns aksemnnapos Ha6opa Pennuk, B MeHto yCcTpoiicTBa (B KOHCOSIbHOM
uHtepdeiice) npocto BbibepuTe YcTaHoBUTb/YAanuTb Ponu > [lo6aBuTb Mam
Yaanutb Ponn n otMeHnTb ponu basbl faHHbIX.

Mpumeyanmne
Bbl MOXeTe yaanuTb y4aCcTHMKA peninkaLmm, TONbKO eCv Mo KpanHen Mepe, YeTbipe
aKsemMmnnapa 6a3bl AaHHbIX YCTAaHOBJ1EHbI B CETU.

Bkntountb besonacHbiit VPN-knacTep

Ponu GravityZone WMeIT HECKONIbKO BHYTPEHHUX CHyX6, KOTopble
B3aMMOAENCTBYIOT TOJIbKO MeXay coboi. [ns 6onee 6e3onacHoit cpelbl Bbl
MOXXETe U30MMpoBaTb 3TN CepBUCHI, co3aaB ansa Hux VPN-knactep. HaxogsaTcsa
3TU CNY>X6bl HAa OAHOM M TOM XXe YCTPOMCTBE WM Ha HECKOJIbKMX, 3aTEM OHU 6yayT
cBA3bIBaTbCA N0 6€30MacHOMY KaHarny.

BaxxHo

o« OJTa ¢yHKuMs TpebyeT CcTaHAapTHOro pasBepTbiBaHusA GravityZone, 6es3
KaKUX-TM60 YCTAaHOBJEHHbIX MONIb30BAaTENIbCKUX MHCTPYMEHTOB.

« Kak Tonbko KJflacTep BKIKOYEH, Bbl HE MOXXeTe €ro OTK/II4YNUTD.
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[ns 3aWwmTbl BHYTPEHHMX CNYX6 Ha yCTpoMCTBaX:

1. JlocTyn K KOHCOMW YCTPOWCTBA M3 Ballero WHCTPYMeHTapus ynpaBfieHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

M3 rnaBHoro MeHto Bbi6epute Advanced Settings.

Bbi6epuTe Bkntountb besonacHbiin VPN-KnacTep.

Coob6ueHne MHhopMUpyeT Bac 06 U3MEHEHUsIX, KOTopble ByayT caenaHbl.
4. Bbl6epute [a, yTo6bI NOATBEPAMUTL N NPOLOMKUTL ycTaHoBKY VPN.

Mo 3aBepLUeHNM 0TO6PA3UTCA COOBLLLEHUE C MOATBEPKAEHNEM.

C 3TOro MOMEHTa BCE POJIN Ha YCTPOWUCTBE YCTaHaBMBAOTCA B 3aLlMULLEHHOM
pexume, n cnyébl 6yayT B3anmogencTeoBaTb Yepes uHTepdenc VPN. Jltoboe
HOBOE YCTPOWCTBO, KOTOPOE Bbl fl06aBNAETE B CPeAY, AOMKHO NPUCOEAUHUTLCSA
K VPN-knactepy. [1ns nonyyeHus 6osiee nogpo6Hon nHdopmaumm, obpatutechb K
«MopkntounTech K cyllecTBytolen 6a3e gaHHbIX (besonacHbii VPN-knacTtep)»

(p. 116).

MoAKNIOYMTECH K CYLLECTBYHOLLLEIA 6a3e faHHbIX

B pacnpeneneHHoi apxuTekType GravityZone Heo6XoAMMO YCTaHOBUTb POJib
cepBepa 6a3bl AaHHbIX Ha NepBOM YCTPOWCTBE, a 3aTeM HAaCTPOUTb BCe Apyrue
YCTpOMCTBA ANS NOAK/OYEHUS K CYLLECTBYIOLLEMY 3K3eMMNsApy 6asbl AaHHbIX.
Takum o6pa3oM, Bce ycTporcTBa 6yayT UCMOSIb30BaTb OAHY 6a3y AaHHbIX.

BaxHo

PekomeHnpyeTcs Bkntountb BesonacHein VPN-knactep v noaknountbes K 6ase
JaHHbIX B TakoM KnacTtepe. [nsi nofydyeHuss 6onee noApobHON MHdopmaLuu,
0o6paTuTech K:

« «BkntounTb besonacHbin VPN-knactep» (p. 114)

o «lMoaknounTech K cyllecTBytoller 6a3e gaHHbIX (besonacHbii VPN-knacTep)»
(p-116)

YT06bl NOAKNIOUYNTL YCTPONCTBO K H6ase gaHHbIX GravityZone BHe BesonacHoro
VPN-knacTtepa

[ocTyn K KOHCONMWM YCTPOWCTBA W3 BalLero WHCTPYMEHTapwusi yrnpaBrieHus
BUpTyanuaauuen (Hanpumep, vSphere Client).

2. N3 rnaBHoro MeHto BbibepuTe Advanced Settings.
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3. Bbibepute Connect to Existing Database.

Mpumevanue

V6e.q|/|Ter, 4YTO Bbl 3agann napoJsib 6a3bl AaHHbIX Nepea A0CTYNOM K aTON onuuun.
Ecnu Bbl He 3HaeTe naposnb 6a3bl AaHHbIX, 3a,qa|7|Te HOBbIVI, Bbl6paB B rmaBHOM
MEeHI0 PaCI.IJMPEHHbIe HaCTpOﬁKM > 3anaTb HOBbIN napoJsib 6a3bl AaHHbIX.

4. Bbi6epute Configure Database Server address.

5. BBepuTe agpec 6a3bl AaHHbIX, UCNONb3YA CleayoWwm i CUHTaKCUC:
<IP/Hostname>:<Port>
YkasaHue nopTa Heobs3aTenbHO. [10 yMonyaHuto nopt 27017.

6. BBeauTe TeKyLLMit Naposib 6a3bl AaHHbIX.

Bitdefender GravityZone Virtual Appliance

Database password
If you don't knouw the database password please use the
'Set new Database password' option from any existing Gravity

Zone appliance

B

<Cancel>

WHTepdenc KoHconu ycTpoicTBa: BBOA Napons 6a3bl fJaHHbIX

HaxxmuTe OK, 4TO6bI COXPaHUTb U3MEHEHUS.
HaxxmuTe Show Database Server address, 4To6bl y6eanTbcs, 4To agpec 6bin
NpaBUJIbHO HAaCTPOEH.

MoakniounTech K cylecTByowweli 6a3e faHHbIX (besonacHbiit VPN-knacTep)

Mcnonb3ynWTe 3Ty onuuio, Korga BaM HYXHO paclupuUTb pasBepTbiBaHWe
GravityZone c noMoLbi0 6OMbLUEro KonMyecTBa YCTPOWCTB, M besonacHbii
VPN-knactep BKJOYeH. TakuMm 06pa3oM, HOBOE YCTPONCTBO OyAeT COBMECTHO

YcTaHoBKa 3aWuThl 116



Bitdefender Grawt\/Zome

unfollow the traditional

MCNnoNb3oBaTb Ty Xe 6a3y AaHHbIX C CyWwecTBywOWMM pa3BepTbiBaHUEM B
6e30MacHOM pexunme.

[ns nonyyeHus pononHuTensHon nHdopmaumm o besonacHom VPN-knacTepe,

obpaTtuTechb K «BknounTb besonacHein VPN-knactep» (p. 114).

TpeboBaHus K cucteme

Mpexzae YeM NPOAOIHKUTL, y6eAUTECh, UTO y Bac Noj PyKoW ecTb criefytoLLee:

« IP-apgpec cepBepa 6a3bl faHHbIX

. [aponb pns nonb3oBatens bdadmin Ha ycTpowicTBe c ponbto cepBepa 6a3bl
JaHHbIX

MopkntounTech K 6a3e faHHbIX

YT0o6bl MOAKMKOYMTE YCTPOMCTBO K 6a3e gaHHbix GravityZone B besonacHom
VPN-knacrtepe:

1. JocTyn K KOHCONMW YCTPOWCTBa U3 BaLLEro MHCTPYMEHTapusa ynpaBleHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

M3 rnaBHoro meHto Bbi6epuTe Advanced Settings.

Bbi6epuTe MoakniounTbeA K cyuiecTBylOLWen 6ase paHHbix (BesonacHbiit
VPN-knacTep).

Bbl 6yaeTe nponHbopMUpoBaHbl 0 Tpe60BaHUAX U anbTepHaTUBaX, €C/IN OHU
He 6yAyT BbINOJSIHEHDI.

4. Bbi6epute OK, 4T06bI NOATBEPAMTDL M MPOAOIKUTD.
BeeanuTe IP-agpec cepBepa 6a3bl AaHHbIX B BesonacHom VPN-knacTepe.

6. BBepute naponb ansa nonb3osatens bdadmin Ha ycTpoiicTBe c cepBepoM 6a3bl
JaHHbIX.

7. Bbibepute OK, UuTo6bl COXPAHUTb UBMEHEHUS U NMPOAOIIKUTD.

Korpa npouecc 3aBepLunTCs, Bbl NONy4nTE COOBLLEHME C NOATBEPXAeHNeM. HoBoe
YCTPOWCTBO CTAaHOBUTCS YNIeHOM KnacTepa, U OHo 6yfeT B3auMofencTBoBaTb C
ApyrMMun  ycTponcTBamMu 6e3onacHbiM crnocoboMm. Bce ycTponctBa 6yayT
ncnonb3oBaTb OfHY 6a3y JaHHbIX.
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lMposepbTe cTaTyc besonacHoro VPN-knactepa

9Ta onuus JOCTyMnHa TOJIbKO MOC/e TOro, Kak Bbl paHee BKIHOUYMIM BesonacHbli
VPN-knactep. Bbi6epute 3Ty onumio, YTobbl NPOBEPUTH, Kakue YCTPOWCTBA B
BalleM pa3BepTbiBaHUM GravityZone eLe He 3aLuUTUIIM CBOU CNY>K6bI. BO3MOXHO,
BaM MNpuAEeTCs NPOBEeCTU pasibHelllee paccriefloBaHWe W MPOBEPUTb, YTO
YCTPOWCTBA OHJIaiH U JOCTYMHbI.

HacTpo#ka si3bika
YT06bI UBMEHUTb A3bIK KOH(HUIYPaLNOHHOIO MHTepdenca ycTponcTea:
1. BbibepuTe Configure Language U3 rnaBHOro MeHto.

2. Bbl6epVITe A3bIK U3 AOCTYMNHbIX BaApUaHTOB. MosABMTCA OKHO noATBEPXAEHUA.

MpumeyaHune
Bbl AO0JDKHbI NPOKPYTUTL BHUS, YTO6bI HAWTU CBOWM A3bIK.

3. Haxmute OK, 4T06bl COXpPaHUTb U3MEHEHMUS.

5.2. YnpaBneHue nuueH3namMm

GravityZone nuueH3npyeTcs 04HUM KHOYOM AJ1s1 BCEX CNY)K6 6€30MacHOCTM.

MoMUMO OCHOBHBIX CNyX6 6e3onacHocTy, GravityZone Takxe npegycMaTpuBaeT
BaXHble (YHKLUMM 3almnTbl B KayecTBe [AOMNoJSIHEHUN. Kaxpoe [onofHeHue
NMLEH3UPYeTCS C MOMOLLbIO OTAENbHOMO KJToYa, Bbl MOXETE UCMNOJIb30BaTb ero
TOJIbKO BMECTE C OCHOBHOW IENCTBUTENBHOM NNLIEH3MEN. ECnv ocHOBHas NNLLEH3NS
HefleNCTBUTENbHA, Bbl OyAeTe BMAETb HAacTpoMKM (YHKLMW, HO HE CMOXeTe
NPUMEHSATb UX.

Bbl MoXeTe Bbi6paTb GravityZone Ans TeCTMPOBaHWSA U PELLUTb, 3TO JIN NpaBUJIbHOe
pelleHne Ans Ballel opraHusauuu. [na akTuBauuuM npo6HOro nepuoja,
Heo6X0AMMO BBECTU JIMLIEH3UOHHbIN KJTH0U NPOGHOM BEPCUM U3 PETUCTPALIMOHHOTO
nucbmMma B Control Center.

MpumeyaHmne

Control Center npefocTtaBnaeTcsi 6ecnnaTtHo C NO60ON cnyx6oi 6e3onacHOCTH
GravityZone.
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[nsa npogonxeHus ucnonbaosaHusa GravityZone nocne 3aBeplueHUsi NPO6HOro
nepuoaa, Bbl 4OMKHbI NPUOBPECTYM SIMLIEH3UOHHbIN KNHOY M UCMONb30BaTb ero AN
permcTpauum NpoayKTa.

YT106bI MpUOGpecTM NULEH3UID, CBAXUTECb C peccennepoM Bitdefender nnu
CBSDXMTECh C HaMU MO 3NIEKTPOHHOM noyTe enterprisesales@bitdefender.com.

JIMLEeH3NOoHHbIM KtoYoM GravityZone MOXHO ynpaBnsiTb Ha cTpaHuue License B
Control Center. Korga TeKyLMi IMLLEH3NOHHbIV KITHOY MOAXO0AMUT K KOHLLY, MOSIBUTCS
COO06LIEHNE B KOHCOJU, YTOObI COOBLLNTL BaM, YTO OH JI0JIKEH 6bITb MPOAJIEH.
YT06bI BBECTU HOBbIN JIMLUEH3VMOHHbBIA KIIOY WM MPOCMOTPETH TEKYLLYHO
MH(OpMaLNIO 0 NMLEH3MM, NepenaunTe Ha cTpaHuuy License.

5.2.1. lMouck peccennepa

Hawum pecennepbl TOMOryT BaM CO BCel HEO6X0AMMON MHbOpMaLmelt U NOMoryT
BbIGpaTh NyYLLUiA AN BaC BapUaHT JIMLEH3UPOBAHUS.

YTto6bl HanTK pecennepa Bitdefender B Baluen ctpaHe:

1. Mepengute Ha cTpaHuyy Partner Locator Ha Be6-canTe Bitdefender.

2. Bbi6epute cTpaHy, B KOTOpPOA Bbl MpOXMBaeTe, 4UTO6bl MPOCMOTPETb
KOHTaKTHY MHPOPMaLMIO AOCTYNHbIX NapTHepoB Bitdefender.

3. Ecnu He yaanocb HanTu pecennepa Bitdefender B Bawen cTpaHe, cBsxxuTech
C HaMWM Mo agpecy 3NeKTPOHHOM NoYThl enterprisesales@bitdefender.com.

5.2.2. BBopA BalLMX NULLEH3UOHHbIX KJTO4en

PerncTtpauus nuueHsun GravityZone MoXeT 6bITb caenaHa oHnanH unv odpdnaiH
(korga WHTepHeT-cOefMHEHMEe He AOCTYMHO). B o6oux cnyyasix Heo6Xxoaumo
NpefocTaBUTb AENCTBUTENbHbIN JIMLLEH3MOHHBIN KIHOY.

Ons odbdnaiH pernctpaumm, BaM Takxe noHagobutcs odhdnainH perucTpaLmoHHbI
KO, CBAAI3aHHbIN C JIMLEH3NOHHbIM KJTHOYOM.

YT06bl W3MEHWUTb TEKYLWMN JIMLEH3NOHHbIA K04 WM 3aperucTpupoBaTtb
HaZACTPOWKY:

1. Bonpute B Control Center, ncnonb3ysa y4yeTHyK 3anucb ajMUHUCTpaTopa
KOMMaHuu.

2. TepenauTe Ha cTpaHuly Configuration > License.

3. HaxxmwuTte kHoMKy © [l06aBMTb B BEPXHEN YacTu TabnuLbl.

4. BblbepuTe TUMN perncTpauum:
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« Online. B aTom cnyyae, BBeauTe AENCTBYHOLMUIA NIMLEH3NOHHBLIW KIHOY B
nose License key. JInLeH3NOHHbIN K/OY 6yAeT NPOBEPEH U NOATBEPXAEH
OHJalH.

. Offline, koraa noaknoyYeHne K UHTEPHETY OTCYTCTBYET. B 3TOM cllyyae, Bbl
JO/MKHbl  MpPefoCTaBUTb  JIMLEH3UOHHbIA  K/HOY, a TaKxke ero
pernucTpaLmoHHbIN Ko,

Ecnu nuuUeH3MOHHbIV KITHOY He fieCTBUTENEH, OLIMBGKa NPOBEPKUN 0TObpasnTcs
B BMAeE NoAckasku Hag nosiem License key.

5. Haxmute [lo6aBuTb. JINLEH3NOHHbIN KoY 6yaeT gob6aBfieH Ha CTpaHuuy
License, rge Bbl MOXeTe NPOBEPUTb NOAPOOGHOCTU NINLLEH3UMN.

6. Haxmute CoxpaHMTb, 4YTOObl COXpaHUTb Mu3MeHeHus. Control Center
nepesarpysuTcs U Bbl AOJXHbI 6yeTe BOWTH eLe pas, YToObl MPOCMOTPETh
M3MEHEeHUs.

MpumeyaHmne

HapcTponky MOXHO MCMnonb3oBaTb A0 Tex Nop, Noka AencTBYeT COBMecTMMas
6a30Basi IMLLeH3us1. B npoTUBHOM cnyyae Bbl 6yieTe BUAETb GYHKLNM, HO HE CMOXETe
MUX UCMOJIb30BaTb.

5.2.3. [lpoBepKa TeKyLiuxX napameTpoB JIULeH3NPOBaHMS
[nsa npocMmoTpa noapobHOCTEN NIMLEHSUMN:

1. Bongute B Control Center, ucrnonb3ysi y4eTHyl0 3anucb ajMUHUCTpaTopa
KOMMaHuW.
2. TMepenauTe Ha cTpaHuLy Configuration > License.
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GravityZone Welcome, Admin

Dashboard + Add ':"z{' Resat ' Delete Refresh
Network
Packages Key Status  Expiry Date Usage

Tasks Active 21 Dec 2015, 195 days.. (/50 Entities, Avaiable
Policies
Assignation Rules
Reports
Quarantine
Accounts
User Activity
Configuration
Update

License

CTpaHuLa NnULeHsum

3. B Tabnuue Bbl MOXeTe MPOCMOTPETb MHHOPMALMIO O JIMLIEH3MOHHOM KJltoYe.
«  JINLEH3NOHHbIN KoY
. CTaTyc NMLUEH3NOHHOrO KItoYa
. Cpok [eiCTBMA 1 0CTaBLUMINCA CPOK [eACTBUS JIMLIEH3NN

BaxHo

Mo ncTeueHMn cpoKa AeNCTBUA IMLEHSUN MOAYIN 3aLLNTbl YCTaHOBEHHbIX
areHToB OTKJIlOYEHbI. B pesynibTaTe KOHeUYHbIe TOUKU 60JIbLLE He 3aLUMLLEHDI,
1 Bbl HE MOXETe BbIMOJIHATL KaKyo-Nn6o 3agady nposepku. J1to60oi HOBbIN
YCTaHOBJIEHHbIN areHT BOMAET B 03HAKOMUTESbHbIA Nepuoa.

. [loacyert NUCMNoJib3yeMblX J'IMLl,eH3VIl71

5.2.4. CopoC cCYETUMKA UCMONb30BAHUS JINLIEH3NN

Bbl MOXeTe HaiTh MHHOPMaLMIO O UCMONb30BaHWUM BALLIErO JIMLLEH3UOHHOrO KJTHoYa
Ha cTpaHuue License, nog cton6éuom Usage.

Ecnm BaM HY>XHO O06HOBWUTb MWHGOpMaLMIO 06 WCMOJIb30BaHWUK, BblbepuUTe

NNLLEH3UOHHDIN KIOY U HAXKMUTE KHOBKY © Reset B BepxHel YyacTu Tabnmubl.
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5.3. YcTaHOBKa 3aLLuTbl 19 KOHEUYHbIX TOYEK

B 3aBMCMMOCTHM OT KOHGUIypaLun KOMMNbIOTEPOB U CETEBOW Cpelibl Bbl MOXeTe
Bbl6paTb YCTAHOBKY TOJIbKO areHToB 6e30MacHOCTU WU TaKXXe UCMOJb30BaThb
Security Server. B nocnegHeM cllyyae BaM HY>KHO CHayasa ycTaHOBUTb Security
Server, a 3aTeM areHToB 6e30MacHOCTM.

PekomMeHayeTcs ncnonb3oBaTb Security Server B BUPTyaM3npoBaHHbIX cpeaax,
Takmx kak Nutanix, VMware unu Citrix Xen, unam ecnu y KOMMbIOTEPOB Maro
annapaTHbIX pPecypcoB.

BaxHo

Tonbko Bitdefender Endpoint Security Tools u Bitdefender Tools nogaepxueaet
nogkoyeHune K Security Server. [1na nonyyenusa 6onee nogpo6Hon nHdopmaumu,
obpaTtuTech K «ApxutekTypa GravityZone» (p. 10).

5.3.1. YcTaHoBKa Security Server

Security Server ABnsieTcs cneyManM3aupoBaHHON BUPTyasibHOW MaLUMHON, KoTopas
LelyniMuupyeT U LeHTpanusyeT 60MbLUYH YacTb PYHKLMIA 3aLUTbI KIIMEHTOB OT
BPEAOHOCHbIX MPOrpamm, IeNCTBYS B KAYECTBE CEpBEPA CKaHUPOBAHUS.

PasBepTbiBaHue Security Server 3aBUCUT OT CpeAbl, B KOTOPOW OHO YCTaHOBJIEHO.
Mpouenypbl yCTAaHOBKU OMMCaHbl HUXE:

« Security Server ana VMware NSX
« Security Server Multi-Platform unu gns VMware vShield
o Security Server gns Amazon EC2

« Security Server ana Microsoft Azure

YcTaHoBKa Security Server gng VMware NSX

B cpepax VMware c ycTaHoBneHHbIM NSX Heo6x0AMMO pasBepHYTb CHYXOy
Bitdefender B kaxpgom 3awuuwiaeMoM knactepe. CneuuanbHO co3faHHoe
YCTPOWNCTBO 6yfeT aBTOMaTUYeCKM pasBepTbiBaTbCA Ha BCEX y3nax KnacTepa.
Bce BupTyasbHble MallMHbI Ha y3sie aBTOMaTUMYecKu MOAKII0YalTCA 4yepes
rOCTEBYIO MHTPOCMEKLMIO K 3K3eMnnsapy Security Server, ycTaHOBJIEHHOMY Ha
3TOM XOCTe.

PasBepTbiBaHWe Security Server JOMKHO BbINOMHATLCSA UCKNHOYMTENBHO M3 VSphere
Web Client.
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YT06bI ycTaHOBUTL CnyXo6y Bitdefender:
1. BowauTe B Be6-KNMEHT vSphere.

2. MepenauTe Ha cTpaHuly CeTb U 6e30nmacHOCTb> YCTAHOBKA MW HaXMUTe
BK/aaKy PasBepTbiBaHMs CRyX6 .

3. Haxmute kHornky HoBoe pa3BepTbiBaHUe CNYX6bl (3HAUYOK 3HAKa «MJIHOCY).
OTKpoeTCs OKHO KOHbUrypaumu.

4. BblbepuTe UHTpocneKuus rocter v HaxxmuTe [danee.

5. BblbepuTe LeHTp AaHHbIX U KnacTepbl AJ1s1 pa3BepTbiBaHUS CNYXO6bl, a 3aTeM
HaxXxmute [anee.

6. Bblb6epuTe CeTb XpaHeHus U yrnpaBneHus, Haxxmute [lanee, a satem MoToBo

7. MoBTopuTe WarKn ¢ 3 no 6, Ha 3TOT pas Bbibpae cnyx6y Bitdefender

Mpexzae 4eM NPOAOMKUTL YCTAHOBKY, y6eaUTech, YTO Y Bac eCcTb CeTeBoe
coefnHeHNe Mexay BblbpaHHoM ceTbto u Control Center GravityZone.

Mocne yctaHoBKM ciyx6bl Bitdefender oHa aBToMaTuuyecku pasBepHeT Security
Server Ha Bcex xocTax ESXi B BbI6paHHbIX KlacTepax.

Mpepynpexpexune

[na npaBunbHOM paboTbl CNYX6 OYEHb BaXXHO, YTO6bI Bbl YCTAHOBUIIM UX B 3TOM
nopsiake, cHayana B CamoaHanus KomnbtoTepos, a 3ateMm B Bitdefender, a He B 060ux
OiHOBPEMEHHO.

Mpumeyanune

JonosHuTenbHyto nHbopmaumio o fo06aBeHUN NapTHEPCKUX cepBrUcoB B NSX cMm.
B VMware NSX LleHTp [JOKyMeHTauuu .

Ecnu pnsa xpaHeHusa u ynpaBfieHUs CeTbi0 Bbl BbiOpanu , yKasaHHbIUM Ha XocTe ,
ybeauTecb, YTO Ha BUPTYyalbHbIX MallMHAaX YCTaHOBMIEHA XOCT-CNy6a nAns
aBTOMaTMYecKoro aHanusa roctei u cnyx6 Bitdefender.

Security Server uMeeT KOHKpeTHble Tpe6oBaHus, KOTOpPble 3aBUCAT OT KOJIMYecTBa
BUPTYasNibHbIX MalUWH, KOTOpble OH AOJHKEH 3awuiaTtb. YTo6bl HAacTpPOUTb
annapaTHyo KoHGUrypauuo no ymonuyaHuto ans Security Server:

1. Bongute B VMware vSphere Web Client.

2. TMepenpunTe Ha cTpaHuly XoCTbl M KnacTepbl .
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3. BblbepuTe KnacTep, Ha KOTOPOM yCTaHOBJEH Security Server, a 3aTeM Bbi6epuTe
BKNaaky CeA3aHHble 06beKTbl > BUpTyanbHble MalUMHbI .

4. Otkntounte yctponcteo Bitdefender .

5. LenkHWTe NpaBoWi KHOMKOW MbILIM UMSI YCTPOUCTBA U BbibepuTe U3MeHUTb
napameTpbl ... B KOHTEKCTHOM MEHHO.

6. Ha Bknagke BupTyanbHoe o60opypoBaHMe HacTpounTe 3HauyeHusi CPU n RAM
B COOTBETCTBUM C BalIMMu NMOTPEGHOCTSIMYU, @ 3aTeM HaxxmuTe OK, 4TO6bI
COXPaHUTb U3SMEHEeHWS.

7. BkntouuTe yCTpOMCTBO.

Mpumeyanmne
Ons nepexoga ¢ VMWare vShield Ha NSX cMoTpuTe 3Ty cTaTbio 6a3bl 3HaHUMN.

YctaHoBKa Security Server Multi-Platform unu gna VMware vShield
1. MopkntounTech K nnaTdopme BUPTYyanunsaumm

2. YcTaHoBKa Security Server Ha xocTax

MopkntoyeHne K nnatpopme BUPTYanu3aLmm

Ons pocTtyna K BUpTyanbHOW WHGPaCTPYKTYpoOW, UHTerpupoBaHHon ¢ Control
Center, Bbl AO/MKHbI NPeAOCTaBUTb BalluM YYeTHble JaHHble Nofib3oBaTens ans
KaXx0M [OCTYNHOM BUPTYanu3vMpoBaHHOW cepBepHON cuctembl. Control Center
ucnonbayeT BallM Y4YyeTHble [JaHHble AN MOAK/OYEHUA K BUPTyasibHOM
UHbpacTpyKType, 0TobpaXkas TONbKO Te PeCYPChl, K KOTOPbIM Y Bac eCTb A0CTYN
(3apaetcsa B vCenter Server).

YTo6bl yKasaTb yYeTHbIe AaHHbIE A5 MOAKIIHOYEHNA K CUCTEeMaM BUpTyanusauum
cepBepa:

1. HaxmuTe Ha Balle UMsl NoSib3oBaTeNsi B MPaBOM BEPXHEM YIJly CTpaHULbl U
Bbl6epuTe Credentials Manager.
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Welcome, Admin

My Account b
Credentials Manager “
Logout

The Network > Packages menu

2. Mepenpute Ha Bknagky Virtual Environment.
3. YKaxute Heo6xoMMble flaHHble ayTeHTUdMKaLuu.

a. BbibepuTte cepBep 13 COOTBETCTBYHOLLENO MEHIO.

MpumeyaHmne
Ecnu meHto HeAOCTYMNHO, 3HAa4YUT NHTEerpauua eule He 6bis1a BbIMOJIHEHA NN
BCe HGO6XOAVIMbIe y4YeTHble AaHHble Y)Ke HAaCTPOEHbI.

b. Beeaute nmsa nonbsoBaTtens, naposib u nogxogsduiee onncaHue.

c. Haxmute kHonky @ Jlo6aBuTb. HOBbIi Habop YYeTHbIX [AHHbLIX
Job6aBnsieTcs B Tabnuuy.

MpumeyaHmne

Ecnu Bbl He yKka3anu CBOW YYeTHble faHHble, BaM 6yAeT He06X0ANMO BBECTU UX,
Kor/ia Bbl MomnblTaeTecb MPOCMOTPETb NepeyeHb 3/IEMEHTOB Jlo6oi cuctemMbl vCenter
Server. EAUHOXAbI BBeASA BallM YYETHbIE AAHHbIE, OHU BYAYT COXpaHeHb! B BalleM
MeHe)Kepe Y4YeTHbIX AaHHbIX U BaM He MpPUAETCA BBOAUTH MX MOBTOPHO B
nenbHenLweM.

YctaHoBKa Security Server Ha xocTax

Bbl BOMKHBI YyCTaHOBUTb Security Server Ha XocTax crielyloLmumM 06pa3om:

« B cpegpe VMware c vShield Endpoint, Heo6xoaAMMO YyCTaHOBUTL
creunannManpoBaHHoe YCTPOMCTBO Ha KaX[AOM 3allulliaeMoM XocTe. Bce
BUPTYasibHble MaLLWHbI Ha XOCTe aBTOMATUYECKU NogKntovatoTes Yepes vShield
Endpoint k ak3emnnspy Security Server, ycTaHOBNIEHHOMY Ha XOCTe.
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o B cpege Nutanix Prism Element Bam Heo6xogumo yctaHoBuTb CepBep
6e30MacHOCTU Ha KaXKA bl XOCT C MOMOLLbHO 3afa4M YCTaHOBKMU.

. Bo Bcex ppyrux cpepax, He06x0aMMO YCTaHOBUTb Security Server Ha Of4HOM
WJIM HECKOJIbKMX XOCTaX, YTO6bl 06eCneynTb 3aLMTy BCeX BUPTYasbHbIX MaLLUWH.
Bbl AOJDKHBI YUMTbIBATb KOIMYECTBO 3allML,aeMbIX BUPTYasbHbIX MaLUWH U
pecypcbl, pocTynHble Security Server Ha XoCTax, TakuMe Kak MPOMycKHasi
CNOCOBHOCTL Mexay Security Server M 3aWuliaeMbiMU BUPTYanbHbIMU
MallMHaMu. AreHT 6e30MacHOCTM, YCTaHOBJIEHHbIN Ha BUPTYanbHbIX MalLUMHaX
nogkntoyaeTcs K Security Server no npotokony TCP/IP, ucnonb3ays HacTPorKy,
3aflaHHble MpPY YCTAHOBKE UM C MOMOLLbIO MOSINTUKMN.

Ecnu Control Center uHTerpupoBaHa c vCenter Server, XenServer and Nutanix Prism
Element, Bbl cMOXeTe aBTOMaTMYECKM YCTAHOBUTb Security Server Ha XxocTax U3
Control Center. Bbl Takke MoxeTe ckauyaTb nakeTbl Security Server pans
aBTOHOMHoOM ycTaHoBKM 13 Control Center.

MpumeyaHmne
Ins cpen VMware ¢ vShield Endpoint, Bbl MoxkeTe pa3BepHyTb Security Server Ha
XOCTax UCKJTKOYUTEJIbHO C MOMOLLbIO 3a4a4y YCTaHOBKW.
JlokanbHas ycTaHoBKa
Bo Bcex BMpTyannsuMpoBaHHbIX Cpefax, KoTopble He MHTerpupoBaHbl ¢ Control
Center, He06X0MMO YCTaHOBUTb Security Server Ha XocTax BPYYHYH0, C MOMOLLbHO
ycTaHoBOYHOro nakeTa. [akeT Security Server gocTyneH ans sarpysku us Control
Center B pasnuyHbIx GopmaTtax, COBMECTUMbIX C OCHOBHbIMU MnaTdopmMamm
BUpTYyanusaumm.
CkayaTb yCcTaHOBOYHbIe MakeTbl Security Server
YT06bI CKaYaTb YCTAHOBOYHbIE NakeTbl Security Server:
1. Mepengute Ha cTpaHuLy Network > Packages.
2. Bbibop nakeTa Security Server no ymon4yaHuto.

3. Haxxmute kHonky @ Download B BepxHel YyacTu Tabnuubl U BbibepuTe TUN
nakeTa U3 MeHto.

4. CoxpaHWTb BblGpaHHbIN NakeT B HY)KHOE MeCTO.
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Pa3BepTbiBaHMe YCTAHOBOYHbIX NaKeToB Security Server

ECﬂMyBaCGCTbYCTaHOBOqHHﬁHaKEEpa3BepHMTeeFOHaXOCT&MCHOﬂb3yHCBOﬁ
Hpep,ﬂOqTMTeﬂbeIVI WHCTPYMEHT pa3BepTbiBaHUA BVIpTyaJ'IbHOI;I MaLlUUHbI.

Mocne pa3BepTbiBaHUS HacTponTe Security Server cnegytowmm o6pa3om:

JocTyn K KOHCOMM YCTPOMCTBA M3 Ballero UHCTPYMEHTapuUs yrnpaBieHus
BuUpTyanusaumen (Hanpumep, vSphere Client). Kpome Toro, Bbl MoXeTe
NOAKJIIOUMTBCS K YCTPOUCTBY C NoMoLbio SSH.

2. Bonawnte, ucnonb3ys yyeTHble AaHHble MO YMOJIYAHUIO.
« WNmsa nonb3oBaTtens: root
« [laponb: sve

3. 3anycTtute KoMaHAy sva-setup. Bbl nonyunte pocTtyn K uHTepdeincy
KOH(Urypauum ycTpomcTaa.

svA configuration
Choose an option:

Z  Internet prox cunflguratlun
53 Communication server configuration

< oK 3 <Cancels

KoHburypauuoHHbIn uHTepdeiic Security Server (rnaBHOe MeHH0)

[ns HaBuraummM No MEH U ONuUWUSAM, UCMONb3ynTe Tab M KAaBUWKU CO
cTpenkamu. [1ns Bbibopa KOHKPETHOro napamMeTpa HaXMuTe Enter.
4. HacTtpoWka ceTeBbIXx NapaMeTpoB.

Security Server ucnonb3yet npoTtokon TCP/IP ana ceBfisu c Apyrumu
KoMnoHeHTamMu GravityZone. Bbl MOXeTe HACTpPOUTb YCTPOMCTBO Ha
aBTOMaTU4ecKoe MnoJjlyyeHne ceTeBbiX NapamMeTpoB oT cepBepa DHCP wnu
Bbl6paTb HACTPOMKM NapaMeTPOB CETU BPYYHYHO, Kak ONMUCAHO 3[€eCh:

a. M3 rnaBHoro MeHto, BbiGepuTe Network configuration.

b. Bbibepute ceTeBon nHTepdeinc.
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Bbi6epute pexxum koHburypauum IP:

« DHCP, ecnu Bbl x0TUTE, YTO6LI Security Server aBToMaTUUYECKU NONyYnn
napameTpsl ceTn oT DHCP-cepBepa.

. Static, ecnvu DHCP-cepBep oTcyTCTBYeT Unun pesepBupoBaHue IP-agpeca
N5 ycTponcTBa 6bI510 caenaHo Ha DHCP-cepeepe. B aToM cnyyae, Bbl
OOMKHbI BPYYHYHO HACTPOUTb CeTeBble NapamMeTpbl.

i. BBeguTe nmsa xocTa, IP-agpec, Macky ceTu, winto3 n DNS-cepsepbl B
COOTBETCTBYHOLLMX NOSSAX.

ii. Haxmute OK, 4TO6bI COXpPaHUTb U3MEHEHMS.

Mpumeyanue
Ecnu Bbl NOAKIOYEHbI K YCTPOMNCTBY C MOMOLLbIO KnneHTa SSH, nuameHeHune

CeTeBbIX HAaCTPOeK 6yeT HeMeJIeHHO NpeKpaLlaTb CeaHc.

5. HacTporka napameTpoB NpoKcu-cepBepa.

Ecnu B ceTu wucnonb3yeTcsi NPOKCU-CEpPBep, Bbl [AO/MKHbI yKasaTb ero
napameTpbl, 4To6bI Security Server mor obuiatbea ¢ GravityZone Control Center.

Mpumeyanue
Moppep)xMBaeTCs TONbKO NPOKCK ¢ 6a30BOM ayTeHTUdUKaLMEN.

C.

Bbi6epuTe 3 MeHto Internet proxy configuration.

Beegute wuMsa XocTa, MMSA nNofb3oBaTens, naposib “n pOOMEH B
COOTBETCTBYHOLLUX NMONAX.

Haxmunte OK, 4To6bl COXpPaHUTb U3MEHEHNS.

6. HacTtpouka agpeca KOMMYHUKaLMOHHOIO cepBepa.

a.

Bbi6epute 3 MeHio KoHdUrypaumusa KOMMYHUKALMOHHOTO cepBepa.

b. Beeaute agpec KOMMYHUKaLMOHHOIo cepsepa, BKJKOYaa HOMep nopTa

8443, ncnonb3sys cnepyrowmin bopmar:
https://Communication-Server-IP:8443

Kpome Toro, Bbl MOXKETE UCMOMb30BaTh UMSA XOCTa KOMMYHMKALMOHHOIO
cepBepa BMecToO IP-agpeca.

c. Haxmute OK, 4T06bI COXpPAaHUTb U3MEHEHNS.
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YpaneHHas ycTaHOBKa

Control Center no3BonsieT yaaneHHo ycTaHaBMBaThb Security Server Ha BUAUMbIX
XOCTax C MOMOLLbIO 3a4a4 YCTaHOBKM.

YT06bI ycTaHOBUTL Security Server yganeHHO Ha 04HOM UJIM HECKOJIbKUX XOCTax:
1. Mepengute B pasgen CeTb.
2. BbibepuTe Virtual Machines 13 MeHto Bbi6bopa NpoCMOTPOB.

3. MpocMmoTpuTe nHBeHTapb VMware, Citrix or Nutanix n yctaHoBuTe hriaxku Ha
COOTBETCTBYHLLMX XOCTax unun KoHTenHepax (Nutanix Prism, vCenter Server,
XenServer unu gata-LeHTp). [1ns 6b1CTporo Bbi6opa, Bbl MOXEeTe cpa3y Bbi6paTb
KopHeBol koHTelHep (Nutanix, VMware unu Citrix). Bbl cMoxeTe BbiGpaTh
XOCTbl CAMOCTOSITESIbHO B MacTepe YCTaHOBKMU.

MpumeyaHune
Bbl He MOXeTe Bbl6paTb XOCTbl U3 pa3HbIX Nanok.

4. HaxmuTte KHOMKy ©® 3agauum B BepxHeM yacTu Tabnuubl U Bblbepute
YctaHoBuTbSecurity Server B MeHto. OTo6pa3nTCca OKHO yCTaHOBKKU Security
Server YcTaHOBKa.

Virtual Machines v Filters v

®add  @Edt () Remove Views - (®) Tasks (@) Reports (IR Assign Policy (=) D)

@ Virtual Machines ( Scan
Exchange Scan @)

+ & VMware Inventory Install

Uninstall client

+ il Custom Groups
Update client

+ Wl Deleted Reconfigure Client
Network Discovery

Restart client

I Install Security Server

Uninstall Security Senvie

; )
‘Install Security Server

YcTtaHoBKa Security Server u3 MeHto 3agay
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BbibepuTe XoCTbl, HA KOTOPbIX Bbl XOTUTE YCTAHOBUTb aK3emnnsap Security
Server.

Bbi6epute napaMeTpbl KOHPUrypaLuu, KOTOpPbIe Bbl XOTUTE UCMOSb30BaTh.

BaxHo

Mcnonb3oBaHue 06LLMX HACTPOEK, MPY pa3BepTblBaHUM HECKOJIbKMX 9K3EMNJISIPOB
Security Server oqHOBpeMeHHO, TpebyeT: 0AHO 06LLee XpaHUULLLE 1St XOCTOB;
Hannuune cob6CTBEHHbIX IP-agpecoB, HasHayeHHbIX ¢ noMolbio DHCP-cepBepa;
HaxoguTCs B OQHOM CeTu.

Mpu BbIGOpe pasHbIX HAacTpoek Ans Kaxaoro Security Server, Bbl cMoXeTe
onpeaenuTb MapamMeTpbl, KOTOpble HEO6XOAMMbI ANA KaXAoro xocTa B
crnefyroLeM LWare macTtepa yctaHoBku. OnvcaHHble fanee warv npuMeHsaTCA
B c/lyyae, korga ucnonb3yetcs onunsi Configure each Security Server.

Haxxmute Oanee.
BeBeguTe noaxopsiiee uma gns Security Server.

Ina cpegbl VMware, Bblibepute KOHTENHEP, B KOTOPbIW Bbl XOTUTE BKIIKOUYNUTD
Security Server n3 MeHto YCTaHOBUTb KOHTeiHep.

Bbl6epVITe pacnonoXxeHne XxpaHuiauiia.

Bbi6epute TMN Aaucka (provisioning type). PekoMeHayeTcs pasBepHYTb
YCTPOMCTBO Ha "ToncTbIX” anckax (thick provisioning).

BaxHo

Ecrim Bbl ucnonbayete "ToHkue” gucku (thin provisioning) u pauckoBoe
NPOCTPaHCTBO B XpaHWUMLLLE AaHHbIX 3aKOHUKUTCS, Security Server 3aMopo3nTcs
W, CnefloBaTeNlbHO, XOCTbl OCTAHYTCA HEe3aLLULLEHHBIMMU.

HacTpoWiTe pacnpegeneHve naMsiTu U pecypcoB MnpoLieccopa, OCHOBaHHOE Ha
Ko3apbULMEHTE KOHCONMAALUM BUPTYaNbHOW MallMHbl Ha XocTe. Bbibepute
HuskuiA, CpegiHuia nv BbICOKMIA, YTOGbI 3arpy3nTh peKOMeHAYeMbIe NapamMeTpbl
pacnpefiefieHUsi PecypcoB WJIM HACTPOMKa BPYYHYI, 4YTO6bl HacTpouTb
pacnpegefieHne pecypcoB BpyYHYHO.

3apanTe naposib agMUHUCTpaTopa Ans KoHconu Security Server. YcTaHoBKa
napoJsis agMUMHUCTpaTopa nepesanncbiBaeT Naposib No ymonyaHuto ("sve”

YCcTaHOBUTE YacOBOW MOSAC YCTPOMCTBA.

YcTaHoBKa 3aWuThl 130



Bitdefender Grawt\/Zome

unfollow the traditional

15. Bbi6epuTe TMN KoHburypauum cetn ansa cetu Bitdefender. IP-agpec Security
Server He [OJ/HKEH U3MEHSTbCS CO BPEMEHEM, TaK KaK OH WUCMonb3yeTcs
areHTamu Linux ans obLueHus.

Ecnu Bbl Bbibepute DHCP, y6egutechb, 4To HacTpounu DHCP-cepBep Ha
pesepBupoBaHue |IP-agpeca gns yctponcTtaa.

Ecnn Bbl BblbepuTe cTaTMUYECKUW, Bbl [O/MKHblI BBECTU MHbOpMaLuMO O
IP-agpece, Macke noaceTw, wntose n DNS.

16. BbibepuTe ceTb vShield u BBeanTte yyeTHble ganHHble vShield. Mo ymonyanuto
MeTKka ans vShield cetm vmservice-vshield-pg.

17. HaxxmuTe CoXpaHUTb.

Bbl MOXeTe npocMaTpuBaTb 1 yNpaBiaTb 3agayamMu B pasgerne CeTb > 3agaum.

Mpumeyanmne
YT106bI Nepentv c VMWare vShield Ha NSX, cMoTpuTe 3Ty cTaTbio 6a3bl 3HaHUN.

BaxHo

YcTaHoBKa Security Server Ha Nutanix Yyepes yaaneHHyto 3aiadyy MOXET OKOHUUTbCS
Heypauel, korga knactep Prism Element 3apeructpupoBaH Ha Prism Central nnv no
Apyron npuuyuHe. B paHHOM cuTyauuu, peKOMeHAyeTCs MPOWU3BECTU PYUHYHO
ycTaHoBKy Security Server. 3a nogpo6Hoi MHpopMaLmel, 06paTUTECh K 3TON CTaTbe
Ba3sbl 3HaHUN.

YcTaHoBKa Security Server Ha Amazon EC2

Bbl MOXKeTe ucnosib3oBaTb Security Server ans sawuTbl Balleit Amazon EC2 cpeabl
KaK OMMUCaHo HUXeE:

. HacTpoite Security Server, ycTaHOBMIeHHbIV B Ballel JIOKanbHON ceTu ans
KOMMYHMKauun ¢ Amazon EC2. Takum o6pasom, Bbl CMOXKETe UCMOJIb30BaThb
pecypchbl NIoKaNbHbIX YCTPOWUCTB, KaK PU3NYECKUX, TaK U BUPTYasbHbIX, ANS
3awmnTbl MHBeHTapsa Amazon EC2.

« YcTaHOBUTE OAWH UM HECKOJIbKO 3K3eMMNSIpoB Security Server B Ballen cpege
Amazon EC2, B cOOTBETCTBUM C BallMMU NOTpe6HOCTAMU. B flaHHOM cnyuyae,
cnepywvTe Npouegype, onNMcaHHOW B AaHHOM cTaTbe basbl 3HaHU.

BaxHo

Ona KOMMyHuKauuu Mexay Bawumu MawumHamum EC2 un CepBepamu
6e30MacHOCTH, YCTaHOBMEHHbIMW B Bawen cetu Amazon EC2, Bam
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Heo6xoaMMo HacTpouTb Amazon VPC (Virtual Private Cloud) n nogkntoyeHus
Amazon. [ns nonyyeHus [OMNONHUTENbHON MHOpMauMM obpaTuTecb K
JokymeHTaumm Amazon VPC.

- PeKOMeH,D,yeTCFI yCTaHaB/MBaTb Security Server B TOM Xxe pernoHe Amazon
EC2, B KOTOPOM HaxoaATCA aK3eMnnAapbl A4 3allUThbl.

Pexxum ckaHupoBaHuA Mo ymMonyaHuio ansa aksemnnsapos EC2 - «JlokanbHoe
CKaHupoBaHue» (MexaHW3Mbl 3alNUTbl XPaAHATCS B YCTAHOBJIEHHOM areHTe
6e30MacHOCTH, a CKaHUPOBaHWe BbIMOJSIHAETCS JIOKaJIbHO Ha KoMMbloTepe). Ecnu
Bbl XOTUTE CKaHMpPOBaTb Baluu ak3emnnsipbl EC2 ¢c nomoubto Security Server, Bam
Heo6X0ANMO COOTBETCTBYHOLWMM 06pa3oM HaCTPOUTb NMakeT YCTaHOBKMW areHTa
6€e30MacHOCTU U NMPUMEHSAEMYHO MOSIMTUKY.

YctaHoBka Security Server gna Microsoft Azure

Bbl MoXeTe ucnonb3oBaTtb Security Server gns 3awuTbl BalMx BUPTYasbHbIX
MawwwuH Microsoft Azure kak ONMcaHoO HNXeE:

. HacTpowTte Security Server, ycTaHOBNEHHbIW B Ballen JIOKanbHON ceTu ans
KOMMYHMKaL MK ¢ BUpTYanbHbIMK MalunHamu Microsoft Azure. Takum o6pasom,
Bbl CMOXEeTe UCMO0JIb30BaTh PECYPChI JIOKANbHbIX YCTPONCTB, Kak Gprsnyeckux,
Tak U BUPTYyanbHbIX, NS 3awWwuTbl MHBeHTaps Microsoft Azure.

« YcTaHOBUTE OAWH UM HECKOJIbKO 3K3eMMNISIPOB Security Server B Ballen cpege
Microsoft Azure, B COOTBETCTBMM C BalLMMU NOTPEBGHOCTAMU. B JaHHOM cnyyae,
crnefynte npoueaype, OnMcaHHOM B faHHOMN cTaTbe basbl 3HaHUN.

BaxHo

Onsi paboTbl KOMMYHUKALMN MeX Ay BUPTyanbHbIMK MaluMHaMu Microsoft
Azure n CepBepamu 6e30MacHOCTH, yCTAHOBMEHHbIMU B Ballel ceTu Microsoft
Azure, BaM HeO6XOAMMO MNpPaBWIbHO HACTPOUTbL BalM BUPTYasibHble
cetu/nogceTtun. Ans petanbHon MHbopMaLmMmn obpaTuTech K [oKyMeHTaLmm
Microsoft Azure Virtual Network.

— PekomeHpyeTcsi ycTaHaBnMBaTb Security Server B TOM Xe pervoHe Microsoft
Azure, B KOTOPOM HaxoAATCH 3K3eMNASPbI A1 3aLUUTbI.

PeXXvM CKaHUPOBaHUS MO YMOMYAHUIO AN BUPTYanbHbIX MalwuH Microsoft Azure
- «JloKanbHoe ckaHMpoBaHWe» (MexaHW3Mbl 3aLLUTbI XPAHATCA B YCTaHOB/IEHHOM
areHTe 6€30MacHOCTH, @ CKaHMPOBAaHWE BbIMOJIHAETCA JTOKAJIbHO Ha KOMMbIOTEPE).
Ecnu Bbl XOTUTE CKaHMpPOBaTh BaliM BUpPTYasnbHble MawwuHbl Microsoft Azure ¢
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nomMolbio Security Server, BaM Heo6X0AMMO COOTBETCTBYHOLIUM 06pa3om
HacCTPOMUTb MaKeT YCTaHOBKM areHTa 6€30MacHOCTM U NPUMEHAEMYIO MOSIMTUKY.

5.3.2. YcTaHOBKa areHTOB Mo 6e30MacHOCTH

YT06bl 3aWMTUTL BalK (U3MYECKME U BUPTYasbHble KOHEYHble YCTPOWCTBA,
Heo6X0AMMO YCTAHOBUTb areHTa 6e30MacHOCTM Ha KaXAoM u3 Hux. Kpome
yrpaBfieHUs 3aLLMUTOMN Ha JIOKaNIbHON KOHEYHOW TOUKeE, areHT 6e30MacHOCTU TaKxKe
B3aumopgencteyeT ¢ Control Center ans npuemMa KoMaHg agMuHUCTpaTopa M
OTNpaBnsAeT pe3ynbTaTbl UX LENCTBUN.

YT06bl y3HaTb O AOCTYMHbIX areHTax 6e30MacHOCTH, 06paTUTECb K «AreHThbl
6e3onacHocTu» (p. 12).

Ha komMnbtoTepax nop ynpaeneHneM Windows 1 Linux areHT 6e30MacHOCTM MOXeT
UMeTb [IBe PO, U Bbl MOXKETE YCTAaHOBUTb €ro criefyowumM o6pa3om:

1. B kauecTBe NPOCTOro areHTa 6e3onacHoCTH nna KOHEYHbIX TOYEK.

2. Kak Relay, peiicTBylowero B KayecTBe areHTa 6e30MacHOCTH, a TaKXKe CBA3W,
NPOKCcK U cepBepa 06HOBEHWUI AJIA APYTMX KOHEYHbIX TOYEK B CETHU.

Bbl MOXKeTe yCTaHOBUTb areHTa 6e30MacHOCTU Ha (U3MYECKMX U BUPTYasbHbIX
KOHeYHbIX ToYKax flokanbHo by running installation packages locally nnn ynanenHo
by running installation tasks remotely na Control Center.

OueHb Ba)XKHO BHUMATENbHO NPoYnTaTh U CrefoBaTh MHCTPYKLUMAM MO NOArOTOBKE
K yCTaHOBKe.

B HOpManbHOM pexume areHTbl 6e30MacHOCTU  WMERT  YrpaLLeHHbI
nonb3oBaTenbckuii HTepdeinc. OH NO3BONSAET NOJIb30BaTENIAM NPOBEPSTb TOJLKO
COCTOSIHME 3alWuTbl M BbINOJIHATE OCHOBHble 3adauu Mo 06ecrneyeHuo
6e3onacHocTu (OBHOBNEHNUA U CKAHUPOBaHUS), 6e3 NpeaoCTaBNEHNs [OCTyNa K
HacTpoWKam.

Ecnv yepes ycTaHOBOYHbIN NaKeT U NOMUTUKK 6€30NMacCHOCTM aAMUHUCTPATOPOM
CeTW paspeLleHo, TO areHT 6e30MacHOCTU MOXeT TaK)Ke paboTaTb B pexume Power
User mode Ha KoHeYHbIX Toykax Windows, no3Bosisig Nosib3oBaTeNlo KOHEYHON
TOYKM MpocMaTpuMBaTb UM M3MEHATb MapameTpbl MOMUTUK. TeM He MeHee,
aaMuHucTpaTtop Control Center Bcerga Mo)eT KOHTPONIMPOBAaTb, Kakue napaMeTpbl
NOJIMTUK NMPUMEHATb, NEepPeKPbIBaa PEXMUM NMPUBUIETMPOBAHHOIO NOJIb30BaTENS.

Mo yMonyaHuio, A3blK AUCMesA NoNb30BaTeNbCKOro UHTepdenca, Ha KOHEUYHbIX
TOUKax, HaxXOAAWMXCA MOA 3alMTON, Bbl6MpaeTCcs BO BPeMs YCTaHOBKW, Ha
OCHOBaHWM A3blKa Ballel yyeTHon 3anucu GravityZone .
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Ha Mac s3blk 0To6paXkeHnsi Nosib3oBaTesIbCKOro nHTepdeiica BbibUpaeTcs BO
BpeMsl YyCTaHOBKM Ha OCHOBeE si3blKa OnepaLyMOHHON CUCTEMbI KOHEYHOW TOUKM.
Ha Linux areHT 6e30MacHOCTM He WMeeT JIOKaJIbHOro Mofb30BaTENbCKOMo
nUHTepdeca.

YT06b1 ycTaHOBUTL NOJIb30BATENLCKUIN MHTEPGhENC Ha APYrOM si3bIKE HA HEKOTOPbIX
KOHeUHbIx Touykax Windows, Bbl MOXeTe c034aTb YCTaHOBOYHbIV MaKeT U BbIGpaTh
A3bIK B €ro onuusx. 3Ta onuusi HeJOCTYMHA ANA KOHeYHbIX Todek Mac u Linux.
[ns nonyyeHus 6onee noagpo6HON MHOPMALIMM O CO31aHUM NAaKETOB YCTAaHOBKMY,
obpaTtutechb K «Co3gaHue NHCTanALUOHHbIX nakeToB» (p. 137).

MoaroToBKa K ycTaHOBKe

Mepen ycTaHOBKOW BbIMOMHUTE crneayolme NoAroToBUTENbHbIE Lark, YTobbl
y6epmThCs, YTO OHa NnponaeT 6e3 npobnem:

1. Y6epgutechb, UTo BbI6GpaHHbIE KOHEYHbIE TOUYKW YA0BAETBOPSIOT Minimum system
requirements. [17151 HEKOTOPbIX KOHEYHbIX TOUYEK BaM, BO3MOXHO, NoTpedyeTcs
YCTaHOBUTb MOCNEeAHUN AOCTYMHbIN NakeT 0OHOBNIEHUM ANl OnepaunoHHOM
CUCTEeMbl MM 0cBOGOANTL AMCKOBOE MpoCcTpaHCcTBO. CocTaBbTe CMMCOK
KOHEYHbIX TOYeK, He OTBeYaloLWmx HEOOXO0ANUMbIM TPEOGOBaHNUSIM, YTO6bI Bbl
MOT/IM UCKJTKOUNUTb UX U3 yNpaBfieHus.

2. Ypanutb (He NpoCTO OTK/OYUTL) JIHOGYH CYLLECTBYIOLLYIO 3aluTy OT
BPEAOHOCHbIX  MpOrpaMM  WMAM  MNporpaMMmHoe  obecnedyeHue  Ans
NHTepHeT-6€30MacHOCTU Ha LeSieBbIX KOHEYHbIX TOoYyKax. 3anyck areHTa
6€e30MacHOCTM OQHOBPEMEHHO C APYrMM MPOrpaMMHbIM o6ecreyeHnem no
6e30MacHOCTM Ha KOHEYHOW TOUKE MOXKET NOBNIMSATbL Ha UX PaboTy U BbI3BaTb
cepbesHble NPo6neMbl C CUCTEMOWN.

MHorve u3 HecOBMECTUMbIX MNporpaMMm 6e30MacHOCTU aBTOMAaTUYECKM
06HapY>XUBAKOTCSA U yAANSAOTCA BO BPEMS YCTAaHOBKM.

YT06bl Y3HaTb 6osblle U NPOBEPUTL CMMUCOK MPOrpaMMHOro obecrieyeHus
6esonacHocT, obHapyxeHHoro Bitdefender Endpoint Security Tools ans
TeKyLMX onepaumoHHbix cucteM Windows, cM. 3Ty cTaTbto 6a3bl 3HaHUN .

Ba)xHo

Ecnn Bbl XOTUTe pasBepHyTb areHT 6e30MacHOCTM Ha KOMMbKOTEpe C
AHTuBMpYcoMm Bitdefender gns Mac 5. X, cHayana Heo6XoAMMO yLanuTb ero
BPYYHY0. [119 MIHCTPYKL MW A5 BbINOSHEHWS CMOTPUTE 3Ty CTaThio 6a3bl 3HAHWN.
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YcTaHoBKa TpebyeT NnpuBuUiernin agMmMHMcTpaTopa u goctyn B HTepHeT. Ecnun
LieneBble KOHeYHbIe TOUYKM HaxoaaTca B AomMeHe Active Directory, Bbl JO/MKHbI
MCMoNb30BaTb yYeTHble JaHHble afMUHUCTpaTOpa AOMEHA ANs yAaneHHON
YyCTaHOBKW. B NpoTMBHOM ciny4yae y6euTech, YTO Y Bac eCTb HEO6X0AUMble
NOSTHOMOYUS AJ1st BCEX KOHEYHbIX TOYEK.

KoHeuHble TOYKM [OMKHbI MMETb CEeTeBOE€ MOAKIIIOYEHNE K YCTPOMNCTBY
GravityZone.

PekomeHayeTcs ncnonb3oBaTb cTaTudeckuit IP-agpec ana Relay cepsepa.
Ecnn Bbl He ycTaHoBUTe cTaTuyeckuit IP-agpec, UCnonb3ynte UMsa XocTa
MaLUUHbI.

Mpu pasBepTbiBaHWM areHTa Yepes Linux Relay fomkKHbI BbINOAHSATLCA
cnepytouine fonoNHUTENbHbIE YCNOBUS:

« HakoHeuHom Touke c Relay posbto foskeH 6bITb yCTaHOBIEH NakeT Samba
(smbclient) Bepcumn 4.1.0 unu Bbiwe M net binary/command pgns

pasBepTbiBaHUs areHToB Ha Windows.

Mpumeyanne

net binary/command 06bI4HO ucnonb3yeTca ¢ samba-KIMEHTOM u/nnm
CTaHAapTHbIMKM NakeTamu samba. B HekoTopbIx AUCTpuMGYyTMBax Linux
(Hanpumep CentOS 7.4) net command ycTaHaBNMBaeTCs TOJIbKO, Koraa

ycTaHoBsieH Samba Samba suite (Common + Client + Server). Y6eguTecsb,
4YTO Ha KOHEeYHOW Touke ¢ Relay ponbto focTynHa net command.

. LleneBble kKoHeYHble Toukn Windows [O/MKHbI UMeTb JOCTYMN K pecypcam
aAMUHUCTPUPOBAHUA U CETMU.

« BueneBbIx KOHeYHbIX ToYKax Linux and Mac gomkHo 6bITb BKJTHOYeHO SSH.
HauuHasa ¢ macOS High Sierra (10. 13), nocne yctaHoBku Endpoint Security for
Mac BpyuyHylO unM ypaneHHo, NoJfib3oBaTeNsM npeanaraeTcs yTBepAUTb
pacwupenusiBitdefender Ha cBoux komnbtoTepax. MNMoka Monb3oBaTeNU He
yTBepAAT pacwupenuns Bitdefender, HekoTopble dyHKumMm Endpoint Security
for Mac He 6yayT pa6oTaTb. [1na nonyyeHns noapo6Hon MHbopMaLumn CMoTpuUTe
3Ty cTaTblo.

B macOS Big Sur (11.x) Endpoint Security for Mac TpebyeTcs fononHuTenbHoe
ofobpeHne nonb3oBaTeNied MOcCie W3MeHeHWl, BHeceHHbIx Apple B
onepaumoHHyo cucTemy. [1na nonyyeHms nogpo6HON MHOPMaLIMM CMOTPUTE
3Ty CTaThblo.
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YTo6bl  UCKNIOYATL  BMeLLATeNbCTBO  MONb30OBaTeNs, Bbl  MOXeTe
npeaBapuTesibHO YyTBepAUTb paclumpeHus Bitdefender, 3aHecs ux B 6enbii
CMUCOK C MOMOLLbIO MHCTPYMEHTA YNpaBfeHnss MOGUbHbIMU YCTPOUCTBaAMMU
Takumu, kak Jamf. [ns nonyyeHusi noagpo6Hon nHpopmauum cMoTpuTe aTy
cTaTblo.

8. lpu yctaHoBKe areHTa B Amazon EC2, HacTpoiTe rpynnbl 6€30MNacHOCTH,
CBsI3aHHble C 9K3eMMJisipaMu, KOTopble Bbl XOTUTE 3awmwaTtb B Amazon EC2
B MaHenu ynpaeneHus > CeTb & be3onacHoCTb Kak OMMCaHO HUXE:

. [nsypaneHHoOW yCcTaHOBKM, pa3pewwmTe SSH-NoaKoYeHne* ¢ aksemnspa
EC2.

« [nsa nokanbHOM ycTaHOBKM, paspewuTe nogkntoveHne no SSH u RDP
(Remote Desktop Protocol) ans KomnbloTepa, ¢ KOTOPOro Bbl NbITaeTeCh
NOAKIIOUNTBLCS.

* Ona ypaneHHOM YCTaHOBKM Ha Linux, BaM Heo6x04MMO paspelnTb
SSH-nogknto4veHune, UCNoNbL3YA UMS NONb30BaTeNs U Naposib.
9. MMpu ycTaHoBKe areHTa B Microsoft Azure:

. LUeneBas BupTyanbHasi MaluMHa AOMKHa 6bITb B TOW XXe BUPTyanbHON ceTH,
yTO M ycTponcTBO GravityZone.

. Llenesas BupTyanbHas MalumMHa AO/HKHA HAXOANTLCA B O4HOWM BUPTyasibHOM
CeTU C PpeTpaHCNATOPOM, KOTOPbIA CBSA3blBAeTCA C YCTPOWNCTBOM
GravityZone, Koraa oHO HaxoAMTCA B APYroM ceTu.

JlokanbHas yCTaHOBKa

OAHMM M3 Cnoco60B YCTAaHOBUTb areHTa 6e30MacHOCTU Ha KOHEYHOW Touke
ABNSIETCS JIOKAJIbHbIN 3aMyCcK YCTAaHOBOYHOr 0 NakeTa.

Bbl MoXKeTe co3fiaBaTh U YNpaBATb MHCTAISILMOHHBIMUW MaKeTaMmM Ha CTpaHuLe
Network > Packages.
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CONTROL CENTER Welcome, Admin ™
Dashboard (#) Add ® Download (5 Delete  (©)Refresh
Network Name Type Language Description Status

[e)

Packages

Tasks Security Server Virtual Appliance Security Server English Security for Virtualized Environments Security Server Ready to dowrload

Policies
CTpaHuua nakeToB

Mocne ycTaHOBKM NEPBOIroO KIMEHTA, OH 6yAeT UCMOJIb30BaTbCA A1 06HapYKeHUA
OPYrnx KOHeYHbIX TOYeK B TOW >Xe CceTW, WUCMOoSb3ys MeXaHU3M CeTeBOro
obHapyxXeHuss. Ona nosydvyeHus 6osiee noApo6HOM MHbOpMaAUMM O CeTEBOM
o6Hapy>keHuu, o6paTuTech K «Kak paboTaeT ceTeBoe 06HapyxeHue» (p. 156).

YT06bl NOKaNbHO YCTAHOBUTb areHTa 6e30MacHOCTM Ha KOHEYHOW TOuKe,
BbIMOJIHUTE crlieaytollme AeNCTBUS:

1. Create an installation package B cooTBeTCTBUM C BalUMMM NOTPEOGHOCTAMM.
Mpumeyanmne

9TOT War He siBNsieTCA 06513aTeNbHbIM, EC/TU UHCTaNNALMOHHbIN NakeT yxxe 6bIn
co3JaH Aans ceTy Noa Ballen yquHoﬁ 3anncbio.

2. Download the installation package Ha BbIGpaHHYHO KOHEYHYHO TOYKY.
Bbl MOXeTe nooyepeaHO OTMPaBMATL CChIIKM AJ151 3arPy3KN YCTAHOBOYHOMO
nakeTa ro 3/IeKTPOHHOM MoYTEe HECKONbKMM MONb30BaTeNIM B BalLIEN CETHU.

3. Run the installation package Ha BbIGpaHHOW KOHEYHOW TOYKe.

CospaHue MHCTaNNALMOHHBIX NAaKeToB

YT06bI CO3AaTb UHCTANIAILNOHHbIV NaKeT:

1. NMoaknounTeck u BonguTte B Control Center.

2. TMepenpuTe Ha cTpaHuly Network > Packages.

3. Haxxmute kHonky & [106aBUTb B BEpPXHEW YacTu Tabnuubl. [oABUTCA OKHO
HacTpoexK.
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General

MName: *

Description:

Language: English

Modules:
Advanced Threat Control
Advanced Anti-Exploit
Firewall

Network Protection
Content Control

Metwork Attack Defense

Device Control

Power User

Co3paHue naketa - Onuyuun

BeeauTe noaxopsiiee MUMA U OnNucaHuWe ANA MakeTa, KOTOPbIA Bbl XOTUTE
cosfaTb.

B none Language, Bbi6GepUTE HYXXHbIN A3bIK Af151 UHTepdenca KnneHTa.

MpumeyaHmne
9T1a onuus gocTynHa Tonbko Ans OC Windows.

Bbl6epVITe MOAynn 3aWnTbl, KOTOPbI€ Bbl XOTUTE YCTAHOBUTb.

MpumeyaHune

ByayT ycTaHOBNEHbl TONbKO MOAAEPXKMBAEMblE MOAYNM ANS  KaXAon
onepaLMoHHON cucTeMbl. [na nonyyeHus 6onee noapobHon uHdbopmauum,
obpaTutech K «AreHTbl 6esonacHocTu» (p. 12).

BbibepuTe ponb LenieBon KOHEYHOM TOUKMW:

. Relay, uT0o6bI CO38aTb NaKeT A5 KOHEYHOWN TOYKM C POSIbIO peTpaHCcnsaTopa.
Ona nonyyeHns 6onee noApo6HOM WHopmauun, obpaTuTecb K
«PeTpaHcnaTop» (p. 13)
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. CepBep K3lUMpOBaHMSA UCMPABAEHUN , YTOObI HA3HAYUTbL pPeTpaHCASATOP
BHYTPEHHWUM CepBEPOM A1l pacnpoCTpaHeHUst UCMPaBEHUI NPOrPaMMHOro
obecrneyeHus. 3Ta posib 0ToOpaXKaeTCs Npy BbIGOpe posiv peTpaHcnsaTopa.
Ona nony4yeHunsa 6onee noapobHon nHpopmaumn, obpaTutecb K «Cepeep
KalwmpoBaHua natyemn» (p. 14)

. Exchange Protection, 4T06bl yCTaHOBUTb MOAYNM 3aliUTbl A1 CEpBEPOB
Microsoft Exchange, Bkntoyas 3awmTy oT BpegoHocHoro [0, aHTucnama,
GUnbTpaLmMo KOHTEHTa U BJIOXKEHUI AN Tpaduka M1eKTPOHHON NOYThI
Exchange u ckaHupoBaHue no 3anpocy 6a3 paHHbix Exchange. [ns
nonyyeHus 6osiee noapobHoW MHPopMauun, obpaTuTecb K «YCTaHOBKa
3awmnTbl O6MeHa» (p. 166).

8. Ypanutb KOHKYpeHTOB. PekoMeHAyeTCsl OCTaBUTb 3TOT  (hJlaXKoK
YCTaHOBJIEHHbIM, YTOObI aBTOMATMYECKU yJansaTb Nlo6oe HecoOBMecTUMoe
nporpaMMHoe obecnevyeHne 6e3onacHOCTW, noka areHT Bitdefender
yCTaHaBNMBaeTCs B KOHEYHOM Touke. Mpu 0TMeHe BbIGopa 3TOro napameTpa,
areHT Bitdefender 6yaeT ycTaHOBNEH pPSiIOM C CYLLECTBYIOLUM PELIEHUEM
6e30mnacHOCTU. Bbl MOXKeTe BpyUHYHO yaIMTh paHee YyCTaHOBJIEHHOE peLleHne
6e30MacHOCTW Ha CBOM CTPaXx U pUCK.

BaxxHo

3anyck areHTa Bitdefender opgHoBpeMeHHO ¢ ApyrMM nNporpamMMHbIM
o6ecreyeHveM 6e30MacHOCTH Ha KOHEYHOW TOYKE MOXET MOBUSTL Ha UX paboTy
1 BbI3BaTb CEpbe3Hble NPO6/eMbl C CUCTEMOM.

9. Scan Mode. Bbi6epute TEXHOJIOTMIO CKaHUPOBaHWA, KOTOpas Hauayywum
06pasoM COOTBETCTBYET BalleMy CETEBOMY OKPY)XXEHUMIO U pecypcam CBOMUX
KOHEYHbIX To4Yek. Bbl MOXeTe onpeAeNnnTb pexuM CKaHUMpOBaHWA, Bbi6paB
OAMH W3 CneaytoLLmX TUMOB:

. ABTOMaTUuecku. B aTom cny4yae areHT 6€30MacHOCTU aBTOMAaTUYECKHU
onpepenaeT KOH('I)VIpraLlI/II-O KOHEYHbIX TOYEK U COOTBETCTBEHHO aganTUPYeET
TEXHOJI0IM0 CKaHUpoBaHUA:

— LUeHTpanbHoe ckaHMpoBaHue B 06LLeA0CTYNHOM UM YaCTHOM obJiake
(c Security Server) c 3anacHbiIM BapuaHTOM ANA MEPUAHOIO
ckaHupoBaHus (Light Engines), insi pusmyeckmx KOMNsHTEPOB C HU3KOM
NPOU3BOAMTENBHOCTbLIO 060PYA0BaHUA U AJst BUPTYyanbHbIX MalluH. B
3TOM cJlyyae TpebyeTcs, MO KpavHen Mepe, oauH Security Server
pa3BepPHYTbIN B CETU.
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— JlokanbHoe cKaHupoBaHue (C MOJIHbIM JJ,BM)KKOM) ona cbwsuquwa
KOMMbKOTEPOB C BbICOKOM npon3BoaAnNTENIbHOCTbIO 060pWJ,0BaHMFI.

— JlokanbHoe ckaHupoBaHuWe st aksemnnspos EC2 1 BUPTyanbHbIX MaLlLWH
Microsoft Azure.

MpumeyaHmne
CuntaeTtcsl, YTO KOMMbIOTEPbI C HWU3KOW NPOM3BOAUTENIbHOCTLIO UMEKT
yacToTy npoueccopa MeHee 1,5 [Ty unu onepatnBHyto NamMaTb MeHee 1 I'B.

Custom. B aToM cnyyae, Bbl MOXEeTe HAaCTPOUTb PEXUM CKaHUpPOBaHWUS,
Bbl6Upasi MeXay HeCKOSIbKUMU TEexXHOSIOrMAMM CKaHUpoBaHUs Ans
(hb13nYeCKMX U BUPTYanbHbIX MaLLWH;

— LleHTpanbHoe cKaHWpoBaHWe B 06LLe0CTYNMHOM UK YacTHOM o6nake
(c Security Server), KoTopoe MOXe€T WCMNONb30BaTbCA B KayecTBe
pes3epBHOro * Npu JIOKasIbHOM CKaHUPOBaHWUK (C NOSIHbIM ABUraTenem)
WAK Npy rTMEPUMAHOM CKaHMpPOBaHUK (C NIerkuM BuUraTenem).

— KoM6uHMpoBaHHOe CKaHpOBaHue (C 06J1erYeHHbIMU ABUXKAMU)
— JlokanbHoe ckaHuMpoBaHue (C MOJIHBbIMY ABUKKaMM)

Pexxum ckaHupoBaHus No ymonyaHuto ansa aksemnnsapos EC2 - «JlokanbHoe
CKaHupoBaHue» (MexaHW3Mbl 3aLUMUTbl XPAHATCS B YCTAHOBJIEHHOM areHTe
6e30MacHOCTH, @ CKAHMPOBaHWE BbIMOJIHSAETCSA JIOKASIbHO HAa KOMMbIOTEPE).
Ecnu Bbl X0TUTE CKaHMpoBaTb Baly ak3emnsipbl EC2 ¢ nomoubto Security
Server, BaM He06x04MMO COOTBETCTBYHOLMM 06pa3oM HaCTPOUTb MakeT
YCTaHOBKM areHTa 6e30MnacHOCTM U NPUMEHSAEMYHO MOJIUTUKY.

PeXX1MM CKaHMpPOBaHUs M0 YMOTYaHUIO A8 BUPTyasibHbIX MawwuH Microsoft
Azure - «JloKafibHOe CKaHMpoBaHMe» (MexaHW3Mbl 3alMTbl XPaHATCA B
YCTaHOBJIEHHOM areHTe 6e30MacHOCTU, a CKaHWpOBaHWEe BbIMOJHAETCSA
noKanbHO Ha KommbioTepe). EcnM Bbl XOTUTE CKaHMpoOBaTb Ballu
BUpTYyasbHble MallMHbl Microsoft Azure ¢ noMoubto Security Server, Bam
Heo6X0AMMO COOTBETCTBYHOLWMM 06pasoM HACTPOUTb MaKeT YyCTaHOBKM
areHTa 6e30MacHOCTU 1 MPUMEHSEMYHO MONIUTUKY.

* Korga ucnosb3ytoTcs ABONHbIe ABUXKKM CKaHMPOBAaHMUSA - €CNM NMepBblii
JABWXOK He [10CTYMeH, pe3epBHbli ABUKOK MOXET 6biTb 3a4eACTBOBaH.
MoTpebneHne pecypcoB W YTWIM3aLUMA ceTM OyaeT 3aBUCETb OT
NCMONb3YyeMbIX ABUXKOB.
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[ns nonyyeHns 6onee noApo6HON MHbopMaLMmM 0 LOCTYMHbIX TEXHOSIOMMUAX
CKaHVpoBaHusa, obpaTuTech K«CkaHupyoLme ABMKKM» (p. 3)

10. Deploy endpoint with vShield when a VMware environment integrated with

11.

vShield is detected. 3Ta onuua MoXeT 6bITb UCMONb30OBaHa, Korpa
MHCTaNNALUMOHHBIA MakeT pa3BopauMBaeTCs Ha BUPTYasbHOW MallMHe U3
cpeabl VMware nHterpupoBaHHou ¢ vShield. B atom cnyyae, VMware vShield
Endpoint 6ygeTr ycTaHOBNEeH Ha BbI6paHHOW MallMHe, BMECTO areHTa
6e3onacHocTu Bitdefender.

BaxxHo

9Ta onuus npefHa3HayeHa TONbKO AJiA YAANIEHHOrO pa3BepTbiBaHWs, a He s
nokanbHbIX YCTaHOBOK. [lpyM JNokanbHOM YycTaHoBKe B cpepe VMware,
WHTerpupoBaHHo ¢ vShield, y Bac ecTb BO3MOXHOCTb 3arpy3uTb MakeT
vShield-Integrated.

Mpu HacTporike MoAaynen CKaHMPOBaHUSA C UCMOMNb30BaHWEM CKaHUPOBaHMUA B
ny6JMYHOM WM YacTHOM obrniake (Security Server) Heo6xoauMo Bbi6paTb
JIoKasibHO yCTaHOBNEHHble Security Server, KOTOpble Bbl XOTUTE UCMOJIb30BaTb,
M HacTpoOuTb UX NPUOPUTET B pasgene . Paspen Security Server Assignment :

a. HaxmuTe cnncok Security Server B 3aronoBke Tabnumubl. [10ABUTCS CIMCOK
06HapYyXeHHbIx Security Server.

b. Bblbepute 06bEKT.
c. HaxmuTte kHonky @ Add B 3aronoBke ctonéua Actions.
Security Server ,,06aBUTCS B CMUCOK.

d. BbinonHuTe Te e AenctBusi, 4YTobbl A06aBUTb HECKOSIbKO CepBepoB
6e30MNacHOCTK, ecnim TaKoBble MMeloTcsA. B aToM crnyyae, Bbl MoXeTe
HaCTPOUTb UX MPUOPUTET, UCMOJIb3YS CTPENKM BBEPX &) U BHWU3 ), AOCTYMHbIE
B MpaBoM CTOPOHe Kakgoro obbekta. Korga nepebii Security Server
HepoCTyneH, 6yaeT UCNONb30BaTbCA CeAyHOLUA U TaK ganee.

e. [na yaaneHusi ogHOro o6bekTa U3 Cnucka, HaXXMUTe COOTBETCTBYHOLLLYHO
KHOMKy ® Delete B BepxHeW YyacTu Tabnmubl.

Bbl MoxeTe Bbi6paTb ans wudpoBaHUa coefvHeHuss ¢ Security Server,
cnegytoutyto onuumto Use SSL.

12. Pa3sHoe. Bbl MOXeTe HaCTpPOUTb CJieayrouime napamMmeTpbl AJid HEKOTOPbIX TUMOB

d)aVIﬂOB Ha onpeaefieéHHbIX KOHEeYHbIX TOYKax:

YcTaHoBKa 3aWuThl 141



Bitdefender Grawt\/Zome

unfollow the traditional

. OTnpaekaaBapuitHOro famna. Boibepute 3T0T NapamMeTp, YTo6bl OTNPaBUTL
dannbl gamna namaTn B naéopatoputo Bitdefender gna aHanusa céos
areHTa 6e30MacHOCTU. ABapuiHble faMMbl MOMOTYT HalUMM MHXXEHepam
HaNTU MpWYMHY, KOTopasi Bbi3Basa Mnpobremy, U MNpefoTBpaTUTL ee
BO3HUKHOBEHME B AanbHenweM. Hukakas nepcoHasnbHas MHpopMaLus He
6yneT oTrnpaesieHa.

. OTtnpaenatb ¢ainbl KapaHTUHa B na6opatopuio Bitdefender kakabie
(vackl). o ymonyaHuto, annbl U3 KapaHTMHa aBTOMaTUYECKU
oTnpaBnstoTca B na6opaTtoputo Bitdefender kaxpabii yac. Bbl MoxeTe
oTpefaKTUpoBaTb MHTepBan oTnpasku dannos. CreunanvcTbl Mo BUpycam
Bitdefender npoaHanuaupyoT o6pasubl  ¢dannos. Ecnu  Hanuuue
BpegoHocHoro MO noaTBepXKAeHO, BbiMycKaeTcs cUrHaTypa, Kotopas
NO3BOINT €ro yaanuTb.

. OTnpaBnATb nogo3puTenbHble UcNonHsemble ¢ainbl B Bitdefender.
BbibepuTe aTOT NapaMeTp, YTO6bl OTNPaBUTbL (aisibl, KOTOPbIE KaXYyTCS
HeHaZeXXHbIMU UM UMELOT NoA03pUTENbHOE NoBefeHue, B Bitdefender Labs
NS aHanuaa.

MpumeyaHue
Ona nonyyeHua uHbopmMauum o TOM, KakK 3TOT MapamMeTp NpoTUBOPEYUT
npaeunam HIPAA, o6paTutecs K «Bitdefender GravityZone u HIPAA» (p. 178).

13. Bbi6epuTe Scan before installation, ecnv Bbl X0TUTe y6eAUTbCS, YTO MALLMHbI
"yncTbl” Nnepes yCTaHOBKOM KNMEHTA Ha HUX. bbicTpoe ckaHMpoBaHue B obnake
6yZeT BbINOJIHEHO Ha LieNIEBbIX MaLUMHaX nepef HayanoM yCTaHOBKM.

Mpumeyanue
Ons nonyyeHus unHdbopmaumm o TOM, KaK 3TOT napameTp NPOTUBOPEYUUT
npasunaM HIPAA, o6paTtuTecsh K «Bitdefender GravityZone n HIPAA» (p. 178).

14. Bitdefender Endpoint Security Tools ycTaHaBn“BaeTcs B KaTanor yCTaHOBKM
no ymon4yanuto. Boi6epute Mcnonb3oBaTb Nosib30BaTeNbCKUIA NYTb YCTaHOBKU
ec/iin Bbl XOTUTe YCTaHOBUTb areHTa Bitdefender B gpyroe mecto. Ecnu
yKa3saHHasi narnka He CyLlecTBYeT, OHa 6yeT co3jaHa BO BPeMSsl YCTAHOBKM.
. B Windows no ymonyaHuo ucnosnbsyeTtca nyTb C:\Program Files\.

YT06bI ycTaHOBUTL Bitdefender Endpoint Security Tools B nponsBosbHOM
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MecTe, ucnonbayinte cornawenna Windows npu seoge nytu. Hanpumep,
D:\folder.

B Linux Bitdefender Endpoint Security Tools no ymonyaHuto
ycTaHaBnuBaeTcsi B nanky /opt. YTobbl ycTaHoBUTb areHT Bitdefender B
NPOU3BONIbHOM MECTe, UCMONb3YNTe cornalleHus Linux npu Beoje nyTu.
Hanpumep, /folder.

Bitdefender Endpoint Security Tools He noppep>kMBaeT yCTaHOBKY MO

CneayroLWwmUM Nonb30BaTeIbCKUM MY TAM:

— JTto60ii NyTb, KOTOPbIV HE HAYMHAETCSA C KOCOM YepTbl (/). ERUHCTBEHHBIM
UckJouYeHneM sinsieTcs MectonosnoxeHne Windows $PROGRAMFILESS,
KOTOpOe areHT 6e30MacHOCTM MHTepnpeTUpyeT Kak nanky Linux no
yMOJlYaHuio /opt.

— Jlrobon nyTb B /tmp WK /proc.

— Jlto601 NyThb, KOTOPbIN COAEPXKMUT CNeAyoLLNe crelnarnbHble CUMBOJIbI:
CP P PP P (D P I PR R

— CneuundukaTtop systemd (%).

B Linux Ana ycTaHOBKM Mo NoJsib30BaTeIbCKOMY NyTu TpebyeTcs glibc 2.21
Unu BbiLLe.

BaxHo
|_|pVI Mcnosib3oBaHMN NONb30BAaTENIbCKOro nNyTun y6ep,l/ITer, 4YTO y BaC €eCTb
I'IpaBMﬂbeIVI yCTaHOBOHHbIﬁ nakeTt and Ka)+(p,0|7| OnepaLlMOHHOVI CUCTEMDbI.

15.Mpn >XenaHun, Bbl MOXETe YCTAaHOBUTb Maposib, 4YTO6bl 3anpeTuTb
nonb3oBaTensm yaanaTb 3awmTy. Boibepute Set uninstall password n BBegute
)XenaeMbln Naposib B COOTBETCTBYHOLME NONS.

16. EC/in Bbl6paHHble KOHEYHble TOUYKM HaX0AATCA B MHBEHTapUsaLmu CeTu nog
Custom Groups, Bbl MOXeTe NepeMecTUTb WX B ONpeAesieHHYH nanky cpasy
nocre 3aBeplLUeHMsl pa3BepTbiBaHUA areHTOB 6e30MacHOCTY.

Haxxmute Use custom folder v Bbi6epuTe Nnanky B COOTBETCTBYHOLLEN TabnuLe.

17. B pasgese YCTaHOBLUMK, BbiGepUTE 06EKT, K KOTOPOMY Bbl6paHHble KOHEYHbIe
TOYKM 6yayT NoAKMoYaTbCA A1 YCTAHOBKU U 06HOBJIEHUS KIIMEHTa:

GravityZone Appliance, ecnv KOHeYHble TOYKM OyAyT MOAKIOYaTbCs
HenocpeACTBEHHO K YyCTporcTBy GravityZone.

YcTaHoBKa 3aWuThl 143



Bitdefender Grawt\/Zome

unfollow the traditional

B aToM cnyyae, Bbl TakXKe MOXeTe onpefenunTsb:

— [onb3oBaTenbCKUiM KOMMYHMKALMOHHbIV cepBep, Habpas ero IP-agpec
WM UMS XOCTA, B Clyyae Heo6XoAMMOCTM.

— HacTpolku Npokcu-cepeepa, ecnim TpebyemMble KOHEYHbIe TOUKK ByayT
o6uiatoTcs ¢ ycTporucTBoM GravityZone yepes npokcu-cepeep. B aTom
cnydyae Bbl6epuTe Mcnonb3oBaTb Npokcu Ans o6LeHus 1 BBeauTe
Heo6XoAMMble NapaMeTpbl MPOKCU-CEPBEPA B MOJISIX HUXKE.

PeTpaHcnaTop 6e30nacHOCTV KOHEYHOWM TOUYKM, ECIV Bbl XOTUTE NOAKITIOUYNTD
KOHEYHbIE TOYKM K KNIMeHTy Relay, yctaHoBneHHOMYy B Baweln cetu. Bece
MaLUWHbI C PONbIO PETPAHCAATOPA, 06HAPYXeHHbIe B Ballen ceTu, 6yayT
OTOGpaXKeHbl B Tabnuue HwkKe. BbliGepuTe KOMMbIOTEP C  POJIbIO
peTpaHCcnsATopa, KOTopblii Bam HyXeH. MoaKNtoYEHHbIE KOHEYHbIE TOYKM
6yayT coobuatbes npu nomotym Control Center ToNbko Yepes BbIGpaHHbIN
KOMMBbIOTEP C POJIbIO PeTPaHCNATOPA.

18. HaxxmuTe CoXpaHUTb.

O6HOBNEHHDbIN NaKkeT 6yaeT f06aBEH B CIMCOK NaKeTOB.

®

Mpumeyanmne

HaCTpOI;iKVI, 3a[aHHble B NakeTe yCTaHOBKU 6ynyT NMPUMEHATbCA K KOHEYHbIM TOYKaM
Ccpasy >Xe nocnie yCTaHOBKMWU. Kak Tonbko nonuvtuka NPUMEHUTCA K KIIMEHTY,
napamMeTpbl, 3ajaHHble nOﬂMTMKOI;I, 6yp,eT NPpUMeHeHbl, 3aMeHUB HEKOTOpble
napaMeTpbl MHCTaANNIALUOHHOIO NakeTa (HaanMep, KOMMYHUKaUNOHHbIE cepBepbl
WS HAaCTPOMNKU NPOKCH).

CkaunBaHue YCTAHOBOYHbIX NaKeToB

YT106bI CKayaTb YCTaHOBO4YHbIE NaKeTbl areHToB 6e30MnacHoOCTU:

1. Beongute B Control Center M3 KOHEUYHOW TOYKM, HA KOTOPOM Bbl XOTUTE
YCTaHOBMUTb 3aLUNTY.

MepenanTte Ha cTpaHuuy Network > Packages.

Bbl6epMTe yCTaHOBOHHbIﬁ naker, KOTOprI;I Bbl XOTUTE 3arpy3unThb.

4. HaxmuTte kHonky @ Download B BepxHeln yacTu Tabnuupbl U BbiGepUTE TUM
YCTaHOBKW, KOTOPbIA Bbl XOTUTe WCMNofb3oBaTb. [OCTynHbl ABa Tuna
YCTaHOBOYHbIX (hannoB:

3arpy3uuk. 3arpysuMk B T[epByl OuYepefb 3arpy)XaeT roJHblIi
YyCTaHOBOYHbIN KOMMNEKT U3 06auHbiXx cepBepoB Bitdefender, a 3atem
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HauyMHaeT YCTaHOBKY. 3TO HeboMbLION MO pa3mepy (ann u MoXeT 6bITb
3anylieHa Kak Ha 32-6UTHbIX, TaK U Ha 64-6UTHbIX cucTemax (4To genaet
€ro JIerkMM B pacnpocTpaHeHum). C apyroi CTOPOHbI, 3TO TpebyeT akTUBHOIO
NoAKIOYEHUSt K UHTepHeTy.

« FullKit. lNonHble MHCTanNALMOHHbIE KOMMNEKTbI 60bLLE M0 pa3Mepy 1 OHU
JOJMKHbI 6bITb 3anyLLEeHbl A/151 KOHKPETHOro TUMna onepaLMoHHON CUCTEMBI.

lMosiHble KOMMIEKTbI NpeHa3HaYeHbl AJ1S YCTAHOBKM 3aLLMTbl HA KOHEYHbIX
TOYKax C MeaJsieHHbIM VHTepHeTOM unu 6e3 NoAKItoYeHuss K MHTepHeTY.
CkauaiiTe 3TOT (hain Ha KOHEYHYIO TOYKY MOAKIIIOYEHHYHO K UHTEPHETY,
3aTeM pacnpocTpaHUTE ero Ha ApYrue KOHeYHble TOYKM C UCT0JIb30BaHNEM
BHELLHWUX HOCUTESIEN UM CEeTEBOW NankKu.

MpumeyaHmne
D,OCTYI'IHble NOJIHble BEPCUN KOMMNEKTOB:

— Windows 0S: 32-6UT 1 64-6UT cUCTEMbI
— Linux OS: 32-6UT 1 64-6UT CUCTEMDI
— macOS: 64-6utoBble cuctemsbl Intel n Apple M1

Mocne 3arpysku kommnnekta macOS (Apple M1) Bbl Ao/MKHbI ony6InKoBaTb
€ro Ha cTpaHuLe O6HoBNeHne KOMMNoHeHToB GravityZone Control Center,
B MPOTMBHOM CJlyyae YCTaHOBKa areHTa 6e30MacHOCTM 3aBepLumTcs
HeyZAayHbIM 06pa3oMm.
YpocToBepbTeCh, YTO UCMOMb3YyeTe NPaBUIbHYO BEPCUIO A1 CUCTEMBI, Ha
KOTOpYIO Bbl yCTaHaB/IMBaeTe NPOAYKT.

5. CoxpaHuTe (ainn Ha KOHeYHOM TOUKe.

Mpepynpexaenue

o CKauyeHHblil UCMoNHAeMbIA dalin He [OoMKeH 6biTb MEpPeMMEHOBaH, B
NMPOTUBHOM CJlyyae OH He 6yleT UMeTb BO3MOXHOCTb CKayaTb yCTAaHOBOYHbIE
¢dannbl ns cepsepa Bitdefender.

6. KpoMme Toro, ecnv Bbi6paH 3arpy3umk, MOXXHO co3gaTth nakeT MSI Ans KOHeYHbIX
Touek Windows. [nsa nonyyeHus 6onee nogpo6HOM MHbOpMaLun cMoTpuTe
3Ty cTaTbto 6a3bl 3HAHUIA.
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I'IepecnaTb CCblJIKM Ha YCTAaHOBOYHbIE NAaKETbl NO SHEKTDOHHOVI noyrte

Bo3MOXHO, Bbl 3axoTuTe 6bICTpO COO6IJ.|,I/ITb APyruMm nojb3oBaTesidaM, 4TO
I/IHCTBJ'IHHLI,I/IOHHbIVI nakeT OOCTyneH anda 3arpys3ku. B atom cny4yae BbINOJIHUTE
AeﬁCTBMﬂ, ONMUCaHHbIE HMNXXeE:

1.
2.

MNepenante Ha cTpaHuly Network > Packages.
Bbi6epuTe HY>XXHbIV UHCTaNNALNOHHBIN NaKeT.

HaxmMuTe KHoMKy @ OTNPaBUTb CCbUIKWM ANIA 3arpy3Ku B BepXHei yacTu
Tabnuubl. MNosIBUTCA OKHO HAaCTPOEK.

BBeauTe agpec aNeKTPOHHOM MOYTbI MOMb30BaTesisl, KOTOPOMY Bbl XOTUTE
nepefaTb CCbINKY AJ1s1 3arpy3kn yCTaHOBOYHOrO nakeTa. HaxxumanTte Enter

nocre HanucaHusa Ka)xJ1oro a/IeKTPOHHOro NMcbMa.
Y6eamutech, UTO KaXkabl BBEAEHHbIN afpec 371eKTPOHHOMN NOYTbI AENCTBUTENEH.

Ecnu Bbl XOTUTE NPOCMOTPETL CCbINIKK AJ19 CKaunBaHuA rnepeg OTI'IpaBKOﬁ nx
no SJ'IEKTpOHHOﬁ noyTe, HAXXMUTE KHOMKY YCTaHOBOYHbIE CCbUIKMU.

Haxmute OTnpaBuTb. Ha Kax bl yKasaHHbI afpec 3MeKTPOHHOW MoYThbl
oTnpaBnsieTcs NMUCbMO, COAEPIKALLLEE CCbINIKY HA YCTAHOBKY.

3anyck yCTaHOBOYHbIX NAKETOB

[ns 3anycka npouecca MHCTaNNALMK, NakeT YCTaHOBKU A0JKEH 6biTb 3anyLueH
C NpaBamMu afiMUHUCTpPaTOpa.

[lns Kaxzgoit onepaLMoHHON CUCTEMbI NaKeT yCTaHaBIMBAETCA NO-pPa3HOMY, Kak
yKasaHo HuXe:

Ha onepaunoHHbix cuctemMax Windows n MAC:

1. Ha Bbl6paHHYyH KOHEYHYO TOYKY, CKayalTe ycTaHOBOYHbINM thain us Control
Center nnm ckonupymTe ero U3 ceTeBow nanku.

2. Ecnu Bbl cKayanu NosHbIN KOMMJEKT, 3BNeknTe hansnbl U3 apxuea.
3. 3anycTtuTe UcnonHsieMbIn dainn.

4. CnepyvTe MHCTPYKUUSAM Ha 3KpaHe.

Mpumeyanue

B macOS nocne ycrtaHoBku Endpoint Security for Mac nonbsoBaTensim
npepsiaraeTca yTBepAuUTb paclumpenus siapa Bitdefender Ha cBoux komnbroTepax.
MNoka nonb3oBaTenu He yTBePAAT paclumpeHus sapa Bitdefender, HekoTopeblie
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(yHKUMM areHTa 6e30MacHOCTU He ByayT paboTaTb. [s nonyyeHns nogpo6Hon
nHdopMaLumM cMOTpUTeE 3Ty CTaTbHo 6asbl 3HAHWUN.

. Ha onepaunoHHbIx cuctemax Linux:
1. MNoaknrounTechk 1 BonauTe B Control Center.

2. 3arpyauTe unm CKOnupymTe YCTaHOBOYHbIM (Pari Ha LeneByto KOHEYHYHO
TOYKY.

Ecnu Bbl ckavyanv NosiHbIV KOMIMJEKT, U3BNEKUTE d)aﬁ]'lbl N3 apxuBa.

4. I'IonquTe npuBuUiernn cynepnosb3oBaTess, BbIMOAHNUB KOMaHAY sudo su.

5. WNameHuTe npaBa AocTyna K ¢aiiy ycTaHOBKM, TaK 4YTO6bl Bbl MOMU
3anycTuTb ero:

# chmod +x installer

6. 3anycTuTe yCTaHOBOYHbIW daiin:

# ./installer

7. YUTO06bl NPOBEPUTHL YCTAaHOBKY areHTa Ha KOHEeYHON TOYKe, BbIMNOJSIHWUTE
CneayoLLyro KOMaHay:

$ service bd status

Mocne ycTaHOBKM areHTa 6e30MacHOCTH, KOHEYHasi TouKa 6yAeT oTo6paXkaTbes
B Control Center kak ynpaBnsiemasi (cTpaHuua Network) B TeyeHVe HECKOMBbKUX
MUHYT.

BaxHo

Mpwu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHayeTcs
HacTpoOUTb rpynmnoByto NonnTUKY Active Directory, YTo6bl UCKIIOUUTL cregytowme
npouecchl Bitdefender (6e3 nosHoro nyTtn):

e Dbdredline.exe

¢ epag.exe

¢ epconsole.exe
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e epintegrationservice.exe
e epprotectedservice.exe

e epsecurityservice.exe

« epupdateservice.exe

« epupdateserver.exe

3TN UCKNOYEHUA [OMKHbI MPUMEHSATLCSA A0 TeX Mop, Noka areHT 6e3onacHoCTH
paboTaeT B KOHeYHOM Touke. MNogpobHee CM. Ha 3TOW CTpaHuLLe AOKYMEHTaLMUN
VMware Horizon .

YpaneHHas ycTaHOBKa

Control Center nossonsieT yganeHHO YCTaHOBUTb areHTa 6e30MacHOCTU Ha
KOHEYHbIX TOYKax M3 cpej MHTerpupoBaHHbIX ¢ Control Center u Ha ppyrux
KOHEYHbIX TOUKax, 06HapY>XeHHbIX B CETU C NMOMOLLbIO 3aJa4 ycTaHOBKW. B cpepe
VMware, yganeHHas ycTaHOBKa onupaeTcsi Ha UHCTpyMeHTbl VMware, a B cpefe
Citrix XenServer m Nutanix Prism Element, oHa onupaetcs Ha o6wwue
agMUHUCTPaTMBHble cucTeMHble pecypcbl Windows n SSH.

Mocne ycTaHOBKM areHTa 6€30MacHOCTU Ha KOHEYHOW TOYKE, MOXET NOHaZ0bumTCs
HECKOJIbKO MUHYT 47151 OCTasIbHbIX KOHEYHbIX TOYEK CETU, YTOObI CTaTb BUAUMbIMM
B Control Center.

Bitdefender Endpoint Security Tools BkntoyaeT B cebs aBTOMaTUYECKUI MEXAHU3M
CeTeBOro 06HapYXXeHUs, YTO MO3BONAET O6GHAPY)XXMBATb KOHEYHbIE TOUYKM, KOTOPble
He HaxogaATca B Active Directory. O6Hapy»XeHHble KOHEYHbIE TOYKM 0TOBpaXkaroTCs
B Buge unmanaged Ha cTpaHuue Network, B 0630ope Computers, nog Custom
Groups. Control Center aBToMaTnyecku ypansieT KOHeYHble ycTponcTBa Active
Directory ns cnmcka o6Hapy>XeHHbIX YCTPOWUCTB.

YT06bl BKNHOUNTH CETEBOE OGHapYXeHWe, Bbl JOJKHbI UMETb YCTaHOBJMIEHHbIN
Bitdefender Endpoint Security Tools, no kpaiiHeit Mepe, Ha OIHOM KOHEYHOW ToYKe
B ceTW. 9Ta KOHeYHasi Touka 6yAeT UCrnosib30BaTbCs AJ1 CKAHUPOBAHUS CeTU U
ycTaHoBkuM Bitdefender Endpoint Security Tools Ha HesawWMLLEHHbIX KOHEYHbIX
TOYKax.

Ons nonyyeHuss 6osee nNoapo6HON MHPOpPMaLUM O CEeTEeBOM OBHapyXeHuw,
obpaTtutech K «Kak paboTaeT ceTeBoe 06HapyxeHue» (p. 156).

Tpe6oBaHus 4515 yAaneHHON yCTaHOBKM

[ns 3anycka yaaneHHOW yCTaHOBKM:

o Ona Windows :
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— AOMMHUCTPATMBHbIA pecypc  admin $  AO/MKEH 6biTb BKJIHOYEH.

HacTpoiTe Kaxayto LenieByto paboyyto CTaHLMI, YTO6bI HE UCMOMb30BaTb
pacLlUMpeHHbIV 06LWMIi foCcTyN K hannam.

— HacTpoitTe KoHTponb YydeTHbix 3anucen (UAC) B 3aBUMCMMOCTM OT
onepaLMoHHON CUCTeMbI, paboTaloLlen Ha LeneBblX KOHEeYHbIX TO4YKax.
Ecnu KoHeyHble TOYKM HaxoasaTca B AomeHe Active Directory, Bbl MoxeTe
ncrnonb3oBaTb rPYNMNOBYHO NOSUTUKY AN HACTPOMKN KOHTPONSA YYETHbIX
3anucen. [1ns nonyyeHus nogpo6Hon MHGopmaunm CMOTPUTE 3Ty CTaTbiO
6a3bl 3HaHWUN.

— OrtkntounTte 6paHamMayap Windows unm HacTponTe ero Ansi paspeLlleHus
Tpaduka yepes NPOTOKOJ 06LLEero gocTyna K Gannam u npuHTepam.

Mpumeyanue

YpaneHHoe pasBepTbiBaHUe paboTaeT TONbKO B COBPEMEHHbIX ONEPaLUOHHbIX
cuctemax, HaunHasa ¢ Windows 7 / Windows Server 2008 R2, ans KoTopbIx
Bitdefender npepocTtaBnsieT nonHyro noppepxky. [Ons nonyyewus 6onee
noapo6Hoi nHdbopmauumm, obpatutech K «[loaaepxrBaemMbie onepauyoHHble
cuctembi» (p. 28).

Ha Linux SSH pomkeH 6bITb BKJIFOYEH.

B macOS: yaaneHHbI Bxog v 06MeH dannamMm JoSKHbI 6bITb BKIIHOYEHbI.

BbinosiHeHune 3agay ynaneHHon YCTaHOBKHU

YT06bI 3anyCTuTb 3agavy yp,aneHHon YCTaHOBKMU:

1.

2
3.
4

MopkntounTtech u Bonaute B Control Center.
Mepengute B pasgen CeTb.
Bbi6epuTe KOMNbIOTEPbI U BUPTYasibHbie MaLUUHbI U3 MEHIO BUAOB CETEN.

BbibepuTe HyXXHyIO rpynny B neBon naHenun. O6bekTbl, coaepalimecs B
BblOGpaHHOM rpynne, 6yayT oTo6paXkeHbl B Tabnuue NpaBov NaHenu.

MpumeyaHune

|_|pVI XXenaHuun, Bbl MOXeTe NPUMEHATb d)MﬂprbI ana OTOﬁpa)KeHVIﬂ TOJIbKO
HeynpaBnaeMbIX KOHEYHbIX TO4eK. HaxXmute MeHto CDVIanpr n Bbl6epMTe
cnepywouime napamMmeTpbl: HeynpaBnﬂeMble Ha BKagke besonacHocTb n Bce
npeaMeTbl PpeKypcUBHO Ha Bknaake Mny6uHa.
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5. BblbepuTe 06bEKTbI (KOHEYHble TOUYKM WM FPYMMbl KOHEYHbIX TOYek), Ha
KOTOPbIX Bbl XOTUTE YCTAHOBUTb 3aLUMTY.

6. Haxmute kHonky ® 3apauM B BepxHen 4yacTu Tabnuubl U Bblbepute
YcTaHOBUTD.
OTo6pasutcsa mactep yctaHoBky Install Client.

Install client X
Options
O Now

Scheduled

Automatically reboot (if needed)

11l

Credentials Manager

User Password Description Action

tester ek

YctaHoBka Bitdefender Endpoint Security Tools u3 meHto 3agay

7. B pasgene Onuum, HacTponTe BpeMs YCTaHOBKM:
. Celtyac, YTOObI HEMEAJIEHHO HayaTb pa3BepTbiBaHMUE.

. 3annaHupoBaHO, HaCTPOUTb MHTEPBan NMOBTOPEHUA pasBepTbiBaHMA. B
39TOM crny4yae, BblGepuTe >XeNlaeMbli MHTepBas BpeMeHu (exxeyacHo,
eXXeaHEBHO UK eXXeHeeNbHO) U HaCTPOMTE ero B COOTBETCTBUM C BaLLIUMMU
NoTPe6HOCTAMM.

MpumeyaHmne

Hanpumep, Korga HekoTopble onepauuy TpebyeTcs BbINOHUTL Ha HY>XXHOM
MalluMHe Mepej YCTAHOBKOW KnueHTa (HanpuMmep, yaaneHue [Apyroro
nporpamMmHoro o6ecrnedyeHus u nepesarpysku OC), Bbl MOXeTe 3ariaH1poBaThb
3anycK 3agadu paspepTbiBaHUA KaXKable 2 yaca. 3ap,aqa 6yp,eT 3anyckarbca
Ha KaXXAO0M KOMNbHOTEPE KaXable 2 yaca 00 TeX Nnop, NoKa pa3BepTbiBaHUE
He 6yfeT 3aBepLLEHO.
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8. Ecnu Bbl XOTUTe, YTO6bI 3afjaHHble KOHEYHbIe TOYKW NepesanycTUInCh nocne
3aBeplleHNa YCTaHOBKM, Bbi6epuTe ABTOMaTuueckas nepesarpyska (npu
Heo6XxoauMocCTH) .

9. B paspnene ,D,ucnequp Y4YeTHbIX 3apay, YKaXute Yy4YeTHble [OaHHble
aAMUWHUCTPATOpa, HeO6XO,EI,VIMbIe ana yp,aneHHon ayTEHTI/Iq)I/IKaLI,VII/I Ha 3aaHHbIX
KOHeYHbIX To4ykaX. Bbl MoxeTe ,D,O6aBMTb Y4Ye€THble [AaHHble, Ha6paB nMmA
nonb3oBaTesid n naposb, AnA Ka)K,El,OVI Bbl6paHHOl71 OI'IepaLI,I/IOHHOﬁ CUCTEMDI.

BaxxHo

Ona ctaHumin nog Windows 8.1, He06X0A4MMO NPeAOCTaBUTb YYeTHbIE faHHble
BCTPOEHHOW YYeTHOW 3anucu agMUHMCTpaTopa WM  YYEeTHOW 3anucu
aAMUHUCTpaTopa AoMeHa. [11a nofyyeHus noapo6HON MHhopMaLMu CMOTpUTe
3Ty CTaTbto 6a3bl 3HAHWUM

YT106bI f,06aBUTb HEO6XOAUMbIE YYETHbIE AaHHble OC:

a. Beegute nma nonb3oBaTesis U Naposb yquHon 3anmMcunm agjMUHUCTpaTopa
B COOTBETCTBYHLWMNX NONIAX 3arosioBkKa Ta6J'IVILI,bI.

Ecnu KOMMNbKOTEPbI HAX0OAATCA B AOMEHe, AOCTAaTO4YHO BBECTU YYETHbIE
OaHHble aAMUHUCTpPaATOpa AOMEHa.

Wcnonb3ayiiTe npaBuia uMmeHoBaHuss Windows npu BBoEe MMEHMU yYETHOM
3anucu:

IOns MawuH u3 cnyx6bl kaTanoroB Active Directory ucnonbaymnte
CNeayoLNA CUHTaKCUC: username@domain. comM domain\username.

YT06bl 6bITb YBEPEHHbIM, YTO BBeAEHHble yyeTHble AaHHble 6yayT
pa6oTaTb, f06aBbTe MX B 06oux BuAax (username@domain.com U

domain\username).

Ons mawuH u3 pa6oyen rpynnbl JOCTAaTOYHO BBECTU TOJIbKO UMS
nosb3oBaresisi 6e3 UMeHN paboyen rpynnbi.

|_|pVI XXeJNlaHuK, Bbl MOXKeTe }J,OGaBI/ITb onuncaHune, KOTopoe NOMOXXET BaM
npowe onpenennTb Ka)K,EI,bII;I aAKKayHT.

b. HaxmuTe kHomnky & [l06aBUTb. YUeTHast 3anucb 6yAeT Jo6aBfieHa B CMMCOK
YUYETHbIX JaHHbIX.

MpumeyaHmne
YKasaHHble y4yeTHble AaHHble aBTOMAaTU4Y€CKU COXPaHAKTCA B MeHemKepe
YYETHbIX JaHHbIX, TaK YTO BaM He NpunaeTcd BBOANTbL UX B Cﬂep,erLLl,VIVI pas.
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Ona poctyna K gucnetyepy y4eTHbIX AaHHbIX, NPOCTO YKaXuTe Balle ums
noJsib3oBaTesid B NpaBOM BEPXHEM YIJly KOHCOJIN.

BaxHo

EcnunpepocTaBneHHble yYeTHbIE faHHbIE IBAAIOTCA HEAeNCTBUTENbHbIMMY,
pasBepTbiBaHME KJIMEHTA Ha COOTBETCTBYHOLLMX KOHEYHbIX TOYKax He
npousongeT. He 3abyabTe 06HOBUTH yYeTHble AaHHble BBefeHHoW OC B
AncneTyepe yYeTHbIX AaHHbIX, €CJIM OHU UBMEHUIIUC HAa KOHEYHbIX TOYKaX.

10. YcTaHoBUTE (raXKKn Ha COOTBETCTBYHOLME aKKaYHTbIl, KOTOPblE Bbl XOTUTE
Mcnosib3oBaThb.

Mpumeyanue
Mpegynpexaatowee cooblieHne 6yaeT oTobpaxaTbCs 40 TeX Nop, NOKa Bbl He

Bbl6epuTe Kakne-HUoYyAb yYeTHble AaHHble. ATOT Lar BnsieTcs 06513aTeNbHbIM
AN yfaneHHOW yCTaHOBKM areHTa 6e30MacHOCTU Ha KOHEYHbIX TOYKax.

11. B pa3gene YcTaHOBLYMK, BbIGEPUTE 06BEKT, K KOTOPOMY BbIGPaHHbIE KOHEYHbIE
TOYKM ByayT NOAKNHOYATHLCA A1l YCTAHOBKU U OBHOBNEHNUS KITUEHTA:

GravityZone Appliance, ecnv KOHeYHble TOYKM OyAyT MOAKIOYaTbCS
HenocpeACTBEHHO K ycTponcTBy GravityZone.

B aToMm cnyyae, Bbl TakXKe MOXKeTe yKasaTb:

— [onb3oBaTeNbCKUM KOMMYHMKALMOHHbIV cepBep, Habpas ero IP-agpec
WU UMS XOCTA, B Cllyyae Heo6XoAMMOCTM.

— HacTpoiku Npokcu-cepeepa, ecnm Tpebyemble KOHEYHble TOUKK 6yayT
o6uiatoTcs ¢ ycTporucTBoM GravityZone yepes npokcu-cepeep. B aTom
cnydyae Bbl6epuTe Mcnonb3oBaTb NpoKcu ANnsA 06LWeHNs U BBeauTe
Heo6XoAMMble NapaMeTpbl MPOKCU-CEPBEPA B MOJISIX HUXKE.

PeTpaHcnaTop 6e30nacHOCTV KOHEYHOM TOUYKM, ECIM Bbl XOTUTE NOAKITIOUYNATD
KOHEYHble TOYKM K KNIMeHTy Relay, ycTaHoBneHHOMYy B Baweln cetu. Bece
MalLUWHbI C PONbIO PETPAHCAATOPA, 06HAPYXEHHbIe B Ballen ceTu, 6yayT
OoTOGpaXkeHbl B Tabnuue HWkKe. BbliGepuTe KOMMbIOTEP C  POJIbIO
peTpaHCcnsATopa, KOTopblii BaM HyXeH. MoaKNtOYEHHbIE KOHEYHbIE TOYKM
6yayT coobaTbea npu nomoum Control Center Tonbko Yepes BblGpaHHbIi
KOMMBIOTEP C POJIbIO PpeTpaHCnsATopa.
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BaxHo
Mpu pasBepTbiBaHUM Yepes areHTa peTpaHCNATopa, A0JKEH 6biTb OTKPbIT
7074 nopr.
Deployer
Deployer: Endpoint Security Relay
Name P Custom Server Name/IP Label

CO_SUPA 192.168.0.183 N/A

FC-WIN7-X64-01 192.168.3.80 N/A

Page = 1 | of1 0 - 2 tems

12. UcnonbayiTe pasaen JonosHUTeNbHbIE Lefu, eC/iM Bbl XOTUTE pasBepHYTb
KJ/IMEHTA Ha onpefeNieHHbIX MalluHaX B Balllel CeTH, KOTopble He oTo6paXkatoTcs
B CETEBOM COAEPXMMOM. PackpoiTe pasgen u BBeguTe Yepes 3ansiTyto
IP-agpeca UM MMeHa XOCTOB 3TUX MaLLUWH B CrieLMasibHOM rnoJe. Bbl MoxXeTe
[106aBUTb CTOJIbKO IP-afipecoB, CKOJIbKO BaM HYXHO.

13. Bbl  AOJKHbI Bbl6paTb OAVH yCTaHOBOLIHbII‘/'I naket pagna TeKylwero
pa3BepTbiBaHUA. HaxmuTe Ha cnucok Ucnonb3oBaTb NakeTt u Bbl6epVITe
yCTaHOBOquIIZ NnakeT, KOTOprVI BaM HYXXEH. Bbl MOXXeTe HanTu 3/1eCb BCe
WHCTa/NMAUMOHHDbIE NaKeTbl, CO34aHHbIE paHee noa Ballien yquHoﬁ 3anncbio,
a TakKXXe NnakeTbl YCTaHOBKHM MO YMOJTHaHUIKO, AOCTYINHbIE B Control Center.

14.TMpy  Heo6XOAMMOCTU, Bbl MOXETE W3MEHUTb HEeKOTOpble HACTPOWKU
BbIOpaHHOro nakeTa YCTaHOBKW C MOMOLLbIO KHONKM HacTpouTtb, psgom c
nonem Ucnonb3oBaTb Naker.

HacTpoiiky MHCTaNNALMOHHOIO NakKeTa NOABATCS HUXE U Bbl CMOXKETe caenaTtb
Heo6xoAuMble M3MeHeHUs. YTobbl y3HaTb 6o0fblue O peAakTUPOBaHWM
MHCTaJNIALUMOHHBIX MaKeToB, o6paTuTech K «CosaaHue UHCTaNIALNOHHbIX
naketoB» (p. 137).

Ecnun Bbl xoTUTE COXpPaHUTb USMEHEHUA KaK HOBbIV NaKeT, Bbl6epVITe onuuro
COXpaHMTb KaK nakKeT, pacCroJioXXeHHYO B HUXXHEeN YyacTu cnucka napamMmeTpos
nakeTta, u BBeaAnTe MMA Anda HOBOIro naketa yCtaHOBKW.

15. HaxkmuTe CoxpaHuTb. [10SIBUTCA OKHO NOATBEPXKAEHUSA.
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Bbl MOXXeTe npocMaTpuBaThb 1 yNpaBnaTb 3agadamMu B pasgerne Cetb > 3agaum.

MogroToBKa cucTeM Linux Ans CKaHMpoBaHWS Npu AOCTYnNe

Bitdefender Endpoint Security Tools pgns Linux BkJoYaeT BO3MOXHOCTU
CKaHMPOBaHMs NpU JOCTYre, KOTOpble paboTatoT C KOHKPETHLIMU ANCTPUBYTUBAMM
Linux n Bepcusimu sigpa. [1isi nonyyeHust 4OMNoNHUTENIbHbIX CBEAEHUI 06paTUTECh
K pasgeny cucTeMHble TpeboBaHus.

[anee Bbl y3HaeTe, Kak BPYUHYH CKOMMuAMpoBaTb Moaynb DazukoFsS.

Komnunsauus spyynyto moaynsa DazukoFS

BbinonHuTe cnepytowme aencteus ans komnunsaumm DazukoFS gns Hy>xHom Bepcum
AApa CUCTEMbI, a 3aTeM 3arpysvTe MOAyIb:

1. 3arpyska noaxogswmx sgep.

. Hacuctemax Ubuntu, 3sanycTtuTe aTy KomaHay:

$ sudo apt-get install linux-headers- uname -r°

. Hacucrtemax RHEL/CentOS, 3anyctute 3Ty KOMaHAy:

$ sudo yum install kernel-devel kernel-headers- uname -r°

2. Ha cuctemax Ubuntu, Bam Heob6xoAuMM build-essential:

$ sudo apt-get install build-essential

3. CkonupyinTe U M3BMekuTe UcxoaHbl Kog DazukoFS B npeanoytuTenbHOM
KaTanore:

mkdir temp

cd temp

cp /opt/BitDefender/share/modules/dazukofs/dazukofs-source.tar.gz
tar -xzvf dazukofs-source.tar.gz

cd dazukofs-3.1.4

s
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4. KoMmnunauus moayns:

# make

5. YcTtaHoBKa u 3arpyska Moayns:

# make dazukofs install

Tpe6oBaHus Mo UCMONIb30BaHUIO CKaHUPOBaHUA npu focTyne ¢ DazukoFS

[Onsa coBMecTHOM pa6oTbl DazukoFS u ckaHMpoBaHMA Npu [OCTYNe, HECKOJIbKO
YCNOBUIN [O/MKHO 6biTb BbINOJIHEHO. [MoXanyncTa, NpoBepbTe, MPUMEHUMbI NN
No6ble 3asiBJIEHMS HUXKE, K Ballier cucTeMe Linux u cnefynTe MHCTPYKLMSM, YTOObI
n36exxaTb Npobrem.

« MonuTtuka SELinux goskHa 6bITb OTKFOYEHA UM YCTAHOBJIEHA Ha permissive.
UTo6bl NpOBEpPUTb U CKOPPEeKTUpOBaTb HACTPOWKM nonutuku SELinux,
oTpefakTupymnte pann /etc/selinux/config.

. Bitdefender Endpoint Security Tools aKkckno3“BHO COBMeCTUM C Bepcuen
DazukoFS, BktOYEHHON B MHCTaMNSAUMOHHbIN nakeT. Ecnu DazukoFS yxe
YCTaHOBJIEH B CUCTEMe, YaanuTe ero nepef yctaHoskon Bitdefender Endpoint
Security Tools.

. DazukoFS nogaepxxuBaeT onpefeneHHble Bepcum sgpa. Ecnv nakeTt DazukoFS
noctaensiemMbin ¢ Bitdefender Endpoint Security Tools He coBMecTuM ¢ Bepcuein
AApa CUCTEMbI, MOAYIb He 3arpy3uTcs. B TakoM cnyyae, Bbl MoXkeTe 06HOBUTb
AP0 A0 NoAAEPKMBAEMOMN BEPCUU UK NepekoMnnnnpoBaTb Moaynb DazukoFS
ANns Bawen Bepcuu agpa. Bel MoxeTe HaWTu nakeT DazukoFS B kaTanore
ycTaHoBku Bitdefender Endpoint Security Tools:

/opt/BitDefender/share/modules/dazukofs/dazukofs-modules.tar.gz

. Korpga ana obmeHa davnamu ucnonb3syoTcs cneuuanbHble cepBepbl, Takue
kak NFS, UNFSv3 nnu Samba, Bbl AO/MKHbI 3anyCTUTb CNYX6bl B CEAYHOLLEM
nopsifike:

1. BK/OYeHMe CKaHMPOBaHMWSA Npu AOCTYnNe Yepes nonmTuky us Control Center.

[na nonyyeHns 6onee nogpo6Hon MHGopmMaLmm, obpaTuTech K PykoBoacCTBY
agMuHucTpaTopa GravityZone.
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2. 3anyck cnyx6bl ceTeBOro o6mMeHa.
Onsa NFS:

# service nfs start

Onsa UNFSv3:

# service unfs3 start

Ons Samba:

# service smbd start

BaxxHo

Ons cnyx6bl NFS, DazukoFS coBMecTMM TONbKO C N0SIb30BaTENbCKUM CEPBEPOM
NFS.

Kak pa6oTaeT ceTeBoe 06HapyXeHue

Kpome uHTerpauum c Active Directory, GravityZone Takke BK/t0OYaeT B cebs
aBTOMATUYECKUNA MeXaHW3M CEeTEBOro OGHAapyXeHWs, npefHasHauYeHHbI Ans
06Hapy>XeHUs1 KOMMNbOTEPOB paboyen rpynnbl.

GravityZone ucnonb3yeT cny6y Microsoft Computer Browser u MHCTPYMEHT
NBTscan ans o6Hapy)XeHus ceTu.

Cny>k6a NpocMoTpa KOMMbIOTEPOB ABNIAETCS CETEBOW TEXHOJIOMUEN, UCTOJb3YEeMON
KoMnbloTepaMu Ha 6a3e Windows, insi XxpaHeHUs! U 06GHOBJIEHNSA CTUCKOB JOMEHOB,
paboyumx rpynn u KOMMNbIOTEPOB B HUX, @ TAKXKe AJ1si NpeoCTaB/eHUs 3TUX CMIUCKOB
KNMeHTaM-KOMMbloTepam Mo 3anpocy. KoMnboTepbl, 06Hapy>XXeHHble B CETU C
NMoMolLLbHO CIY>K6bI MPOCMOoTpa KoMnboTepos (Computer Browser service), MOXHO
NMPOCMOTpPEThH 3anycKoM KOMaHbl het view, Ha6paHHOW B KOMaHAHOMN CTPOKE.
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“SCIREF.JM
“$CIREFLL
“SCIREFMB
“SCIREFMN
“SCIREFMP
“SCIREFYS

KomaHpaa "net view"

CpegctBo NBTscan ckaHupyeT KoMmnbloTepHble ceTu, ucnonbsys NetBIOS. OH
3anpaluvBaeT KaXAyto KOHEYHYHO TOUYKY B CETU U L06bIBAET TaKyo MHGopMaLmio,
Kak IP-agpec, uma komnbtoTepa NetBIOS n MAC-agpec.

BaHo

Control Center He ucnonb3yeT MHdopmaumto o cetTu M3 Active Directory unu ua
byHKUMKM KapTbl ceTu. KapTa ceTu Ucnonb3yeT APYryto TEXHONOIMI0 06Hapy>KeHNs
ceTu: MNpoToKoN 06HapY>KeHUs ToNosIorM KaHasnbHoro yposHs (LLTD).

Control Center o6pabaTbiBaeT CUCOK PecypcoB, A06aBsAs HOBble 06HaPYXXeHHbIe
KoMnbloTepbl B cBoit Unmanaged Computers cnucok. PaHee o6HapyXXeHHble
KOMMbIOTEPbI, HE YAANAKTCS MOC/ie HOBOro 3arnpoca o6Hapy)XXeHusi CeTH, Tak 4To
Bbl AOJDKHbI BPYYHYIO UCKITIOUNTD & yAaNMTb KOMMNbIHOTEPbI, KOTOpble 60/bLue He
B CETWU.

. Ecnn Relay ycTtaHoBneH Ha KoMmmbtoTepe paboyer rpynnbl, TO TOSNbKO
KOMMbIOTEPbI U3 3TON paboyer rpynnbl 6yayT oTobpaxeHbl B Control Center.

« Ecnu Relay ycTaHOBNEH Ha JOMEHHOM KOMMbIOTEPE, TO TOJIbKO KOMMbIOTEPDI
aToro gomeHa 6yayT oto6paxkeHbl B Control Center. KomnboTepbl OT Apyrux
JLOMEHOB MOTYT 6bITb 06HAPYXXEHbI, €C/IN €CTb 1OBEPUTESIbHbIE OTHOLLIEHUS C
JIOMEHOM, rae ycTaHoBneH Relay.

MocnegytoLime 3anpochbl CETEBOrO 06HAPYXEHNSA BbIMOSHAKOTCSA PErysiPHO KaXXAbIN
yac. Ona kaxporo HoBoro 3anpoca Control Center genut npocTpaHCTBO
yrnpaBnseMblX KOMMNbIOTEPOB Ha 06/1aCTU BUAUMOCTU U 3aTEM HasHavyaeT OAUH
Relay B Kaxpgow o6nactu pnsi BbiNoSHeHMs 3agayn. O6nacTb BUMAMMOCTM
npeacTaBfsieT cCO60M rpynny KOMMbIOTEPOB, KOTOPbIe 06HAPYXXUBAKOT APYT Apyra.
Kak npaBwuno, 30Ha BUAMMOCTU onpeaenseTcs paboyen rpyrnnon unm JOMEHOM,
HO 3TO 3aBWUCUT OT TOMOJOMUMU CeTU U KOHPUrypaumu. B HeKOTOopbIX cny4vasx,
061acTb BUANMOCTU MOXET COCTOSATb M3 HECKOJIbKMX ALOMEHOB U paboumnx rpynn.

YcTaHoBKa 3aWuThl 157



unfollow the traditional

Bltdefender Grawt\/Zome

Ecnu Bbi6paHHOMY Relay He yaaeTcs BbINoMHUTL 3anpoc, Control Center oxkupaet
crnefyoLwero 3annaHMpoBaHHOroO 3anpoca, He Bbl6upasa gpyroi Relay, 4To6bl
MOBTOPUTb NOMbITKY.

Moapo6bHee o cnyxo6e "0603peBaTenb KomnbloTepoB” Microsoft

KpaTkue cBeeHust o cnyk6e 0603peBaTesib KOMNbIOTEPOB:

. Pa6oTaeT HesaBucumo ot Active Directory.

« Pa6oTaeT uckntounTenbHo B ceTsx IPv4 n fencTByeT He3aBUCUMO B Npegenax
ceteBoil rpynnbl (pa6oyei rpynnbl MM pomeHa). CNMCOK nNpocMoTpa
COCTaBAsIeTCA U NOAAEPKMBAETCS ANS1 KaXXA0W CETEBON rpynnbl.

o 06blyHO Ncnonb3yrT LIJI/IpOKOBEI.LI,&TGJ'IbeII;I cepBep 6e3 YyCTaHOBJIEHUA
coeanHeHUA ona CBA3N Mexay ysnamMu.

. Wcnonbaoeanue NetBIOS noeepx TCP/IP (NetBT).

« Tpebyetca paspeweHne umeH NetBIOS. PekomeHayeTca umeTb Windows
Internet Name Service (WINS) uHdpacTpykTypy, paboTaloLlyto B CETH.

« He BktoyeH no ymonyanuto B Windows Server 2008 1 2008 R2.

[nsa nonyyeHns 6onee nogpo6HoM MHbopMaLmm o ciyxbe o6ospeBaTens (Computer
Browser), npoBepbTe Computer Browser Service Technical Reference Ha Microsoft
TechNet.

Tpe60oBaHus CETEBOTO 06HAPYKEHMS

[na Toro, yTo6bl ycnewHo 06HapyXUTb BCe KOMMbIOTepbl (CepBepbl U pabouve
cTaHuum), KoTopble 6yayT ynpaensaTbes us Control Center, TpebyeTca cnegytoLee:

« KoMnbloTepbl AOMKHbI 6bITh BKJIOYEHbI B pabouyto rpynny wuiv AOMEH U
NOAKIIOYEHbl Yepe3 fokanbHyto ceTb |IPv4. Cnyx6a 0603peBaTtesb
KOMMbKOTEPOB He paboTaeT B ceTax IPv6.

« Ha Heckonbkux KomnbloTepax B Kaxgon LAN rpynne (pa6ovas rpynna uam
JlOMeH) JoJKeH 6bITb 3anyLLeH cepBuc 0603peBaTesib KOMMbIOTEPOB. [Jo/KHa
6bITb 3anyLleHa cny)x6a NepBMYHOro KOHTPOJIepa AOMeHa.

« NetBIOS nosepx TCP/IP (NetBT) ponxeH 6biTb BK/IHOYEH HA KOMMbIOTEPAX.
JlokanbHbIM 6paHaMayap fomkeH paspelsaTtb NetBT-Tpaduk.

« EcnuBbl ucnonbayete peTpaHcnsaTop Linux ana o6Hapy>KeHns Apyrnx KOHEUYHbIX
Toyek Linux unm Mac, Bbl fO/MKHbI M60 YyCTaHOBMTbL Samba Ha ueneBble

YcTaHoBKa 3aWuThl 158



http://technet.microsoft.com/en-us/library/cc778351%28v=ws.10%29

Ve s o T N ’ ek
\“"!’ % 1 i

BitdefenderG ravityZone

unfollow the traditional

KOHeYHble TO4YKW, Nn6o npucoeauHUTbCc K HUM B Active Directory wu
ucnonb3oeatb DHCP. Takum o6pasom, NetBIOS 6ypeT aBTOMaTMyecKu
HaCTPOEH Ha HUX.

o 06wun gocTyn K hannam fomMKeH 6bITb BKIIKOYEH Ha KOMMNbOTepax. JIOKanbHbIN
6paHAMayap AOJDKEH paspellaTh 06Wwuin AocTyn K pannam.

. Windows Internet Name Service (WINS) uHpacTpykTypa AOMKHA 6bITb
HacTpoeHa U paboTaTb NPaBUJILHO.

. CeTeBOe 06HapyXeHue fOMKHO 6bITb BKItoYeHo (Control Panel > Network and
Sharing Center > Change Advanced Sharing Settings).

YT06bI BKINHOUNTb 3TY PYHKLMIO, AOMKHbI 6bITb 3aNyLLEHbI CeAYoLUe CIyXObl:
— DNS knueHnt

— Ty6nukaums pecypcoB ¢hyHKLUM O6HAPY>KEHUSA

— 06HopyxeHue SSDP

— Yctpownuctea UPnP

« B cpepax c HeckonbkMuMu JOMeHaMu, peKOMeHAyeTCA YCTaHOBUTb
noBepuTesibHble OTHOLWLEHUA MexXxXAy AOMeHaMWU Tak, YTOObI KOMMNbKOTEPDbI
MOoIrnuM nNony4vnTb AOCTYN K CNMUCKaM NMPOCMOTpa U3 Apyrux 4JOMeHOB.

5.4. YctanoBka Sandbox Analyzer On-Premises

YT06bl Y6EAUTLCS, YTO YCTaHOBKA MaeT 6e3 npobrnem, BbIMOSHUTE cleaytouue
nencTBus;

1. lMoproTtoBKa K yCTaHOBKe
2. PasBepHuTe BUpTYyanbHoe ycTponcTeo Sandbox Analyzer

3. PasBepHuUTe BUpTYyanbHOE YCTPOMUCTBO ceTeBOM 6€30MacHOCTH

5.4.1. lloaroToBKa K yCcTaHOBKe
Mepepn yctaHoBkon Sandbox Analyzer On-Premises y6eauTecsb, 4To:

« [unepsusop VMWare ESXi ycTaHOBNEH U HacTpoeH. MoapobHee cMOTpUTE B
JOKyMeHTaumm YcTaHoBKa U HacTpovika vSphere, pa3gen 2: «YcTaHOBKa U
HacTpouka ESXi».

« BuptyanbHoe ycTpoiicTtBo Bitdefender GravityZone pasBepHYTO U HACTPOEHO.
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Mpumeyanmne
YT0 KacaeTcs runepsnsopa VMWare ESXi, ybeautecn, 4To:

o Bepcus ESXi- 6.5 nnu 6onee nosgHsas.
« Bepcus xpaHunuwa gaHHbix VMFS - 5.

o SSH BKOYEH B NonMTUKe 3anycka C KOHWrypauuei 3anyck u ocTaHOBKa C
xocTa.

o Cnyx6a NTP akTUBHa 1 HacTpoeHa.

JInueHanoHHbIN Kntod Sandbox Analyzer On-Premises KOHTpoOnMpyeT KONMYECTBO
MaKCUMaJibHbIX O4HOBPEMEHHbIX AeTOHaL M. [TOCKONbKY A5 KaXA0M AeToHaunm
TpebyeTcs paboTarwolmii 3K3EeMMNAP BUPTYanbHOW MallUHbI, KOJMYECTBO
O[HOBPEMEHHbIX fleTOHALMM OTPaXKaeTCs B KOIMYECTBE CO3/JaHHbIX BUPTYasibHbIX
MawwuH. MoapobHee o [06aBNEHUMU NULEH3UOHHBIX Kitoverd B Control Center
GravityZone cMoTpuTe «BBOJ, BaLLUX NINLEH3UOHHbIX KtoUeln» (p. 119).

5.4.2. Pa3BepHuTe BUpTYyanbHoe ycTpoiicTBo Sandbox Analyzer

YT06bI pa3BepHyTb BUPTYyanbHoe ycTporcTBo Sandbox Analyzer:

1.

2.
3.
4

Bonpgute B Control Center GravityZone.
MNepenanTte Ha cTpaHuly Network > Packages.
YcTaHoBuTe dpnaxok Sandbox Analyzer 13 Taénuupl.

HaxxmuTe KHoMKy CKayaTb B BEPXHEM JIEBOM YrJly CTpaHULbl. Bbi6epuTe onuuto
YcTpoiicTBo 6e3onacHocTU (aBTOHOMHas Bepcus ESXi).

Ncnonb3yiTe MHCTPYMEHT ynpaBneHnst BupTyanuaauuen (Hanpumep, vSphere
Client), yTo6bl UMMOPTUPOBATbL 3arpy>KeHHbIN haitn OVA B Bally BUPTYasbHYHO
cpeay.

Mpumeyanue

Mpwu pasBepTbiBaHuK parna OVA HacTporTe ceTu cnegyowmm 06pasom:

« Cetb Bitdefender - 3170 ceTb, B KOTOPON HAaXxo4ATCA APYrMe KOMMOHEHTbI
Bitdefender (eth0 interface) Sandbox Analyzer n GGravityZone ycTpoicTBo
ZO/KHbI OTHOCUTBLCS K OfHOW CETU U COeAUHEHbI NyTeM ethO

« YacTHas ceTb geToHauum - Sandbox Analyzer ucnonbayeT gaHHyto ceTb Ans
MeXZyHapoAHbIX KOMMYHUKauui (ethlinterface) 9Ta ceTb gomkHa 6bITb
M30/IMpOBaHa OT JI6bIX APYrUX CErMEHTOB CeTH.
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« CeTtb poctyna B MHTepHeT - Sandbox Analyzer ucrnonbsyet aTy ceTb As
nonyyeHus nocnepHux ob6HoBneHun (ethlinterface) ethlinterface He

cnepyeTt UMeTb TOT Xe caMblt IP unu ceTb Kak ethO0.

BkntounTe yCTPOMCTBO.

N3 WHCTpyMeHTa ynpaBfieHUs BUPTyanusauuen OTKPOMTE KOHCOJIbHbIN
uHTepdeinc BupTyasnbHoro yctporncTtea Sandbox Analyzer.

8. |_|pl/| 3anpoce y4yeTHbIX AaHHbIX I/ICI'IOJ'Ib3yI7ITe root AJ11 UMeHU nosb3oBaTens
N sve Ana napond.

9. BoWpauTe B MeH0 KOHbUIypaLum, BbINOHWUB CNeAyOLLYH0 KOMaHay:

/opt/bitdefender/bin/sandbox-setup

10. B MeHto HacTpo#iKKu necouHULbl BbIMOSIHUTE CReayowme HacTPOMKM:

a. KoHdwurypauus ceTu. Boi6epuTe 3Ty OMNUMIO A1 HACTPONKM CETEBOW KapThl
ynpaBneHusa. Sandbox Analyzer 6ypeTr ucnonb3oBaTb 3TOT CETEBOM
uHTepdeiic ana cesasm ¢ GravityZone.

IP-agpec MoXeT 6bITb YKa3aH Bpy4HYHo Ui aBTomaTuyecku yepes DHCP.

Mpumeyanne
Ecnu GravityZone ycTpoMCTBO MMeeT OTHOLLEHUE He K TOW ceTu, uTo ethO,

Bbl JOMKHBI f,06aBUTb CTaTUCTMYECKM 1 MapwpyT B KoHdurypauuio cetu >
BitDefender Network > mapwpyT gns Sandbox Analyzer
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Sandbox configuration
Choose an option:

Network configuration
Internet proxy configuration
Communication server configuration

Virtualization host configuration
VM images|
Bootstrap sandbox

<Cancel>

KoHconb ycTpoictea Sandbox Analyzer

b. HacTtpoikauHTepHeT-npokcu. [1ns ycnewwHoun yctaHoBku Sandbox Analyzer
TpebyeTcsi noakntoyeHne K WMHTepHeTy. B aToM cnyyae Bbl MOXeTe
HacTpouTb Sandbox Analyzer Ha ucnonb3oBaHue NpoKcK-cepeepa, ykasas
cnepyoLme faHHble:

« XocT - IPaApec mnn nosiHoe n[OOMEeHHOE WUMA TPOKCU-cepBepa.
McnonbsyinTe cnepyroumm CMHTaKCUC:
http://<IP/Hostname>:<Port>

. Monb3oBaTenb 1 Naponb - BaM HY>XHO BBECTU NapoJib ABaXAbI.
. JlomeH - fomMeH Active Directory B COOTBETCTBYHIOLLMX CTyYasix.

c. KoHdurypaums KOMMYHUKALMOHHOIO cepBepa. Ykaxute nuéo IP-agpec,
nM60 MMS XOCTa YCTPOMCTBA, BbIMOJHAIOLLErO POJlb KOMMYHUKALMOHHOIO
cepsepa.

Mcnonb3ynte cnepyrowmim CUHTaKeUC: http: //<IP/Hostname>:<Port>.
Mo ymonyaHuto nopTt 8443.
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Mpumeyanmne
Kak Tonbko IP-agpec unm nms xocTa ykasaHbl U KOHGUrypaumsa coxpaHeHa,

ak3emnnsap Sandbox Analyzer ctaHeT BugumbiM B Control Center GravityZone,
Ha cTpaHuue Sandbox Analyzer > UndpacTpykTypa.

d. KoHdurypauus BupTyanusmpoBaHHoro xocta. Sandbox Analyzer ucrnonbsyet
cepBep ESXi ans ocyuiecTBneHWs aHanu3a BPefOHOCHbIX MPOrpamm.
Wcnonb3ys KoHdurypawmio BUpTYanu3anpoBaHHOIO XOCTa, Bbl MOAKIIOYaETe
ycTponcTeo Sandbox Analyzer k xocTy ESXi, npefaocTaBnas crneayoLLyro
uHbopmMaumio:

IP-apgpec cepeepa ESXi.

KopHeBble y4YeTHble faHHble ANna AocTyna K XxocTy ESXi.
XpaHunuiue aaHHbIX, nocesweHHoe Sandbox Analyzer.
Beeante nMms xpaHunuiLa gaHHbIX, oTobpaxkaemoe ESXi.

MmMs nankn, VICI'IOﬂb3y€MOI‘/'I B XpaHunuilie oaHHbIX onda XxpaHeHUq 06p830B
BUPTYaJibHbIX MaLUUH.

Ecnv aTa nanka He cyLw,ecTBYET, Bbl IO/DKHbI CO3/aTb €€ B XpaHUuLLe
OaHHbIX Nepeg coxpaHeHneM KoHdurypauum Sandbox Analyzer.

Virtualization host configuration

IP address: 10.17.23.161
User: root
Password: sotoktokok ok
Confirm password: SRl
Datastore: datastorel
Images directory: HlEEEs

< 0K > <Cancel>

Sandbox Analyzer koHconb ycTpoiicTBa
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e. O6pa3bl BMpTyanbHOW MaLWMHbI. YTO6bl CO3jaTb [AETOHALMOHHbIE
BUpTyanbHble MawwuHbl ans Sandbox Analyzer, BaM Heo6Xx04MMO
ckonvpoBaTb hannbl VMDK, coaepykalume Hy>XHble 06pasbl, B nanky O6pasbl,
yKasaHHyto B MeHio KoHpurypauum eupTyanbHoro xocta. s Kaxzaoro
o6pasa B MeHto 06pa3bl BUPTYanbHOM MaLLMHbI Bbl MOXETE BbINOJIHUTb
cnegyrouime HacTPOMNKM:

i. B MeHo KoHdurypauus obpasa ykakuTe uMa o6pasa (kak oHo 6yaeT
oTo6paxaTbcs B Control Center GravityZone) 1 onepaLyoHHY CUCTEMY.

MpumeyaHue

Manka, copepxaliast 06pasbl BUPTYasbHOW MalUWHbI, NMepuoanyeckn
CKaHUpYyeTCs, U 0 HOBbIX 3anucsix cooblyaetcs GravityZone. 3Tv 3anucu
oTobpaxkatotca B Control Center Ha cTpaHuue Sandbox Analyzer >
MHdpacTpykTypa > YnpaeneHue o6pa3om.

B onpeaeneHHbIx cuTyaumsx npu ucnonb3oBaHuM Sandbox Analyzer
MOFyT BO3HWKHYTb Npo6iemMbl C AeTOHAUUOHHbIMWU BUPTYanbHbIMU
MaluHamMu. Onsi pelleHns aTUX Npo6sieM Heo6XOAMMO OTKIIHYUTb
GbyHKUMIO 3almMTbl OT UMGPOBLIX OTNEYaTKOB. [lOMONHUTENbHbIE
cBefeHUs cM. B pasgene «MeTobl 3alnThl OT LUMMPOBLIX OTREYaTKOB»
(p. 164).

ii. B mMeHto xocToB DMZ Bbl MOXXETE BHECTU B 6€/1bI CMIMCOK UMEHa XOCTOB,
KOTOpble CTOPOHHMM CepBUCaM W KOMMOHEHTaM, BCTPOEHHbIM B
BUPTYasbHble MalLUHbI, HE06X0AMMbI AN B3aumMogencteus ¢ Sandbox
Manager. lNMoapo6HocTM cMoTpuTe B «XocThl DMZ» (p. 165)

iii. B MeHto OuncTka Bbl MOXeTe yaanuTb 06pasbl BUPTYasibHOM MaLLUWHbI,
KOTOpble BaM 60JbLLE He HYXHbI.

f. 3arpysouHas necouyHuua. Nocne fo6aBneHUA CBEAEHUIA O KOHPUrypaLuum
Sandbox Analyzer npogo/mkuTe ycTaHOBKY, Bbl6paB 3Ty onuuto. CtaTyc
ycTaHoBKM 6yaeT oTpaxeH B Control Center GravityZone Ha cTpaHuue
Sandbox Analyzer > UHdpacTpykTypa

MeTozbl 3aLiMTbl OT LUPPOBbIX OTNEYaTKOB

Mo yMonyaHuio, Bo BpeMs npoLiecca cosgaHus obpasa, Sandbox Analyzer BkntovaeTt
pasnunyHble MeToAbl 3alMTbl OT UMBPOBLIX 0TNeYyaTkos. OnpeaeneHHble TUMbI
BPEAOHOCHbIX MporpaMM  Crnoco6Hbl  OMnpeaenaTb, paboTalT Jin  OHU

YcTaHoBKa 3aWuThl 164




Bitdefender Grawt\/Zome

unfollow the traditional

CaMOCTOATENIbHO B Ccpeae «necovyHuubl», KU, eCnn 3TO TaK, TO OHU He 6y,£|,)/T
aKTUBUpoOBaTb CBOU BPeAOHOCHbIE npoueaypbl.

Llenbto MeToA0B 3almMTbl OT LMPOBLIX OTNEYATKOB ABNSETCA MOAENIMPOBaHMe
pa3fIMYHbIX YCIIOBUIA C LieSIbi0 UMUTAaL MK peanbHON OKpyXXatolwen cpegbl. U3-3a
BMPTYaslbHO  WUCKJIIOYEHHOW KOMOGWHALUW  pasBEPHYTOrO  MPOrpaMMHOro
o6ecneyeHns 1 KOHGUrypaLum cpesbl, KOMOMHaLWSA, KOTOPYHO HeSlb3si MpeaBUAETb
3apaHee UM KOHTPOJIMPOBaTb, BO3MOXHO, UTO OMpeAerneHHble METOAbI He ByayT
COBMECTUMbI C MPOrPaMMHbIM 06ecrneyeHneM, yCTaHOBEHHLIM B 30/10TOM 06pase.
Bbl MOXeTe pacno3HaTb Takue peakue CMTyaLuu Mo CrneayroLw MM NpusHakam:

« Owwu6KM B NpoLecce cosfaHns obpasa.

« OwWwwu6KM Npu NonbITKe 3anyCTUTb NPOrpaMMHoe o6ecreYeHne BHYTpU o6pasa.

« CooblLeHuns 06 owmbKax Npu geToHaLMm o6pasLoB.

« JIMueH3anoHHoe nporpaMMHoe obecrnevyeHne 6osiblle He paboTaeT u3-3a
HEBEPHbIX JIMLLEEH3NOHHbIX KITHOYeil.

BbICTpOe peLleHne TaknxX peaKux Crlyyaes 3aK/HoHaeTcs B BOCCTaHOBIIEHWUN 06pasa
C OTKJ/IOYEHHbIMWM MeTOAaMM 3allnTbl OT UMPOBLIX OTNeYyaTkos. [1A aToro
BbIMOJIHUTE CrieaytoLine AeNCTBUSA:

1. Bomnpgute B Control Center GravityZone u yaganute obpas.
2. Bounawnte B ycTporcTeBo Sandbox Analyzer n 3anycTute KOHCOMb yCTPONCTBA
Sandbox Analyzer, BbINOMHWB CNeaYIOLLYHO KOMaHAY:

/opt/bitdefender/bin/sandbox-setup

Mepenante Ha O6pa3bl BUPTYanbHON MawKnHbI > KoHdurypauus obpasa.
BbibepuTe 06pas, KOTOPbIN Bbl3biBaeT NPOGNEMBbI.

MepenanTe K onuun 3awmTa oT GpPOBbIX OTNEYATKOB.

o g M w

CHMMUTE COOTBETCTBYHOLLMIA hNaXKOK, YTOGbI OTKIOUYUTL METOAbI 3aLLUMUTbI OT
UMbpPOBbIX OTMNEYATKOB.

XocTbl DMZ

B npouecce co3pganns obpasa byeT cosgaHa BUpTyanbHasa MHbpacTpyKTypa ans
obneryeHnsi ceAsn Mexay Sandbox Manager n BuMpTyanbHbiIMU MaluMHamu. C
TOYKM 3peHUsi ceTU 3TO MPUBOAUT K U30SIMPOBAHHOW ceTeBOW cpefe, KoTopas
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O6yneT coaepXaTb BCe MOTeHUMasibHble CBSI3W, KOTOPYHD MOXET co3aaTth
AeTOHMPOBaHHbIN 06paseL.

MeHto cepepoB DMZ no3BonsieT BHOCUTb B 6eNiblil CMMCOK MMEHa XOCTOB, C
KOTOPbIMU [O/MKHbI B3aUMOAENCTBOBaTb CTOPOHHME CEPBUCHI U KOMMOHEHTHI,
BCTPOEHHble B BUPTYalibHble MaLUWHbI, AN NPaBUbHOW PaboThl.

MpuMepoM Takon cUTyauum MOTFyT CRYXUTb cepBepbl nunueH3npoBaHus KMS,
ncnonbayemble nuueHsmpoaHnemM Windows, ecniv Ha nocTaBnsiEMbIX BUPTYasibHbIX
MalUMHax NpUMeHAETCS KoprnopaTMBHasA NNLEH3US.

5.5. YcTaHOBKa NONHOro WwngpoBaHma anucka

GravityZone NonHoe wudpoBaHue gucka - 3To cny»6a, Tpebytrollan akTuBaLum
Ha OCHOBE JIMLEH3MOHHOro Kitova. [lns aToro Bam Heo6X0AMMO NepevTu K
KoHdurypauus > JuueHsnsa v BBECTU JIMLEH3UOHHbIW KITHOY.

Ona nonyyeHns AOMNOMHMTENbHON MHGbOPMaLUM MO JIULEH3UOHHBIM KJloUaM,
nepenauTe K «YnpaeneHue nuueHsuamm» (p. 118).

AreHTbl 6e3onacHocTu Bitdefender nogaepykmeatoT MonHolue wWnudpoBaHue ancka,
HauMHasa ¢ Bepcumn 6. 2. 22. 916 Ha Windows un 4. 0. 0173876 Ha Mac. YTo6bI
y6eanTbCS, UTO areHTbl MONHOCTbIO COBMECTUMbI C 3TUM MOJYJIeM, Yy Bac ecTb
[Ba BapuaHTa:

« YcTaHOBMTE areHTOB 6€30MacHOCTM C BKIHOYEHHbIM MOAYNEM WN(POBaHUS.
. Wcnonbaynte 3apavy MNepekoHpurypuposaTthb .

[ns nonyyeHns nogpo6HoN MHGopMaLMmM 06 UCNOSb30BaHWMM MNOJSTHOIO WK POBaHMUS
Aucka B Balen ceTu cM. [nay [Monutukm 6e3onacHoCcTH U WwndpoBaHue B
PykoBogcTBe agMuHUcTpaTopa GravityZone.

5.6. YcTtaHoBKa 3awwuTtbl 06MeHa

Security for Exchange aBToMaTu4yecku uHTerpupyeTcs c cepeepamu Exchange, B
3aBMCUMOCTM OT pPoJin cepBepa. L5 KaXKAoW ponv yCTaHaBMBAKTCA TONMbKO
COBMECTUMbIE KOMIMOHEHTbI, KaK ONMUCAHO B HACTOALLLEM [JOKYMEHTE:
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Microsoft Exchange Microsoft Exchange 2010/2007
2019/2016/2013

OcobeHHocTU |OrpaHuyeHus |MoutoBbin OrpaHuuyeHmns| Xa6 |[MouToBbIN
ALK

X X X
X X X
X X X
X X X

TpaHCNOpTHbIN YpOBeHb

dunbTpauns
BPeAOHOCHbIX
nporpamMm

xX X X X

dunbTpaumsa cnama

dunbTpaums
KOHTEeHTa

®dunbTpauun
BJIOXXEHUN

Xpanunuuwe Exchange

AHTUBUpPYCHOE X X
CKaHupoBaHue no
TpeboBaHu1Io

5.6.1. lMoaroToBKa K ycTaHOBKe

Mepep yctaHoBkoi Security for Exchange, y6eguTtech, 4To BCe requirements
BbIMOJIHEHbI, B NPOTMBHOM cJiydae Bitdefender Endpoint Security Tools MoxeT
6bITb YyCTaHOBJIEH 6e3 MoAy s 3awmTbl Exchange.

Ona Toro, 4ytobbl Mopynb 3awuTbl Exchange pa6otan 6ecnepe6oniHo wu
npeaoTBpaLan KOHPIUKTbI U HeXenaTenbHble pe3ynbTaThl, yAanuTe BCHO 3aLLuTy
OT BPeAOHOCHbIX MPOrpamMM U BCEX areHToB GhUnbTpaLum 351eKTPOHHOW MOYTbI.

Bitdefender Endpoint Security Tools aBToMaTuyecku onpegensieT u ypanset
6ONbLIMHCTBO aHTUMBUPYCHbIX MPOAYKTOB M OTKIKOYAET areHToB 3aluTbl OT
BpegoHocHoro M0, BcTpoeHHbIX B cepBep Exchange, HaunHas ¢ Bepcun 2013. Ana
nony4yeHust Noagpo6HON nHGOpMaLMM OTHOCUTENBHO CNCKa O6HapYXUBaAeMOro
nporpaMMHoro obecrneyeHus no 6esonacHocTu, obpaTuTecsk K this KB article.

Bbl MOXeTe MOBTOPHO BPYYHYH BKJIHOUMTb BCTpPOeHHoro B Exchange areHTa
3awWmTbl OT BpefdoHocHoro M0 B No6oe BpeMs, 0AHAKO, 3TO HE PEKOMEHYETCS
Jenathb.
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5.6.2. YcTaHOBKa 3awmTbl Ha cepepax Exchange

YUT06bI 3alMTUTL Baluu cepBepa Exchange, Heo6xoaumo ycTaHoBUTh Bitdefender
Endpoint Security Tools ¢ posnbto 3awmTHMKa Exchange Ha kaxaom 13 Hux.

Y Bac ecTb HECKOMbKO BapnaHTOB pasBepTbiBaHus Bitdefender Endpoint Security
Tools Ha cepBepax Exchange:

. JlokasbHasi ycTaHOBKa, CKayaB M 3anyCcTUB YCTaHOBOYHbIV NakeT Ha cepBepe.
. YpaneHHasi ycTaHOBKa, MyTeM 3anycka 3agauu Install.

. YpaneHHas, 3anyctue 3agadvy Reconfigure Client, ecnu Bitdefender Endpoint
Security Tools y>xxe npegnaraet 3awmTy QansioBon CUCTEMbI HA CEpPBEpE.

[ns nonyyeHns Nnoapo6HbIX MHCTPYKLUIA MO YCTaHOBKE, 06paTUTECh K «YCTaHOBKa
areHToB no 6esonacHocTu» (p. 133).

9.7. YcTaHOBKa 3aLMTbl XpaHUULLLA

Security for Storage - aTo ycnyra Bitdefender, npegHasHayeHHas gns sawmThbl
ycTpouncTB ceTeBoro xpaHunuiia (NAS) u cuctem o6MeHa dainamm, COBMECTUMBbIX
C NPOTOKOJIOM aganTauun KoHTeHTa MHTepHeTa (ICAP). [1ns noaaepXXmBaeMblx
cucTteM o6MeHa dainamu, cM. «3almTa xpadunuuar (p. 52).

YT06bI cnonb3oBaTh Security for Storage ¢ Bawmnm pelueHmem GravityZone, Bam
Heo6XxoaMMoO:

1. YcTaHoOBUTE 1 HacTpoiTe Kak MMHUMYM ABa Security Servers B Balleii cpege
ons pabotbl B KauyectBe ICAP-cepBepoB. Bitdefender Security Servers
aHanM3upyoT Qainbl, OTNPaBAAIOT BEPAUKTbI B CUCTEMbI XpPaHEHUs U Npu
Heo6X0AUMOCTM NMPUHUMAIOT COOTBETCTBYIOLLME Mepbl. B criiyyae neperpysku
nepBbIi Security Server nepeHanpasfifeT U36bITOK aHHbIX Ha BTOPOM.

MpumeyaHune

B kayecTBe nepenoBoro onbita yCTaHOBUTE cneunanbHble Security Server ana
3aWnTbl XpaHunua oTaesibHO OT Security Server, ncnonb3yeMbiX ona apyrmux
poneﬁ, TaKNX KakK CKaHMpoBaHWUe Ha Hanin4dmne BpeJoHOCHbIX NMporpamMm.

Moppo6Hee o nNpoueaype ycTaHOBKM Security Server cM. B rnaBe YcTaHOBKaA
Security Server 3Toro pykoBofcTBa.

2. HacTpoiiTe Mogynb 3alguTa XpaHUIKLLLa M3 NapamMeTpoB NonuTukm GravityZone.
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Ons nonydyeHus ponosHUTenbHoW uHbopMauun cm. [nasy MMonuTuka
6e3onacHocTU> MONUTHUKA B OTHOLLEHNN KOMIMbIOTEPOB M BUPTYasibHbIX MaLLUNH>
3awmTa xpaHunuu,a 13 PykoBoacTBa agMuHucTpaTtopa GravityZone.

MNMoppo6bHee 0 HacTpoWke M ynpaBneHun cepBepamu ICAP Ha onpegeneHHOM
ycTporcTBe NAS mnm B cucTeMe o6LLero gocTyna K gannam cMm. [lokyMeHTauuo
N7 3TON KOHKPETHOW nnaTdopmbl.

5.8. YcTaHOBKa 3aLuTbl MOOUNBHbIX YCTPOUCTB

Security for Mobile aTo Mo6unbHoe pelleHne Ans ynpaBieHUs yCcTponcTBaMu,
npegHasHadeHoe gns iPhone, iPad v Android ycTponcTs. 1511 nosy4eHnst NoJsIHOro
crucka nojfepXXuBaeMbiX BepCUin onepaunoHHON cUCTeMbl, MpoBepbTe system
requirements.

Ons ynpaBnenus Security for Mobile us Control Center, Bbl fO/KHbI 106aBUTb
Mob6unbHble ycTpoicTBa B Active Directory nnu HasHaunTb nonb3oBaTensiM, a
3aTeM YCTaHOBUTb NpunoxeHue GravityZone Mobile Client Ha ycTpowcTBax. MNocne
HaCTPOWKN CNYXObl, Bbl MOXeTe 3anyCTUTb afMWHUCTPaTUBHble 3ajayu Ha
MOGUIIbHbIX YCTPONCTBAX.

Mpexpe 4yem HauaTb, ybeAuUTeCb, B BbIMOJIHEHHOW HACTPOMKE My6AMYHOrO
(BHeLHero) agpeca Ansi KOMMYHUKALWOHHOMO cepBepa.

YT06bI ycTaHOBUTbL Security for Mobile:

1. Ecnm y Bac HeT uHTerpaumm c Active Directory, Bbl [OMKHbI cO34aTb
nonb3oBaTenen create users for mobile device owners.

2. [Jo6aBuTb yCTpOMCTBA NONb30BaTENAM.

3. YcrtaHoBuTb GravityZone Mobile Client Ha ycTponcTBax n akTMBMpOBaTb €ro.

5.8.1. HacTpoiika BHelIHero agpeca ansi KOMMYHUKaLMOHHOIO cepBepa

Mpu yctaHoBke GravityZone no ymMon4yaHuto, MObGWIbHbIE YCTPOWCTBA MOTyT
YyNpaBnAaTbCA TONIbKO TOrAa, KOrga OHWM HEeNnocpefACTBEHHO CBfA3aHbl C
KopriopaTuBHoM ceTbto (Yepes Wi-Fi unu VPN). 3To nponcxoauT noToMy, 4To npu
perucTpauyuMn MOOWAbHbIX YCTPOMCTB OHWM HACTPOEHbl Ha MNOAKJIOYEHUE K
KOMMYHMKaLMOHHOMY CepBepy MO SIoKanbHbIM agpecam.

YT06bl MMETb BO3MOXHOCTb YMpaB/siTb MOGUSIbHbIMU YCTPOMUCTBaMMU Yepes
NHTepHeT, He3aBUCMMO OT TOrO, F4e OHWM HAXOAATCSH, HEO6XOAMMO HAaCTPOUTb
KOMMYHWUKaLMOHHbIV cepBep Ha AOCTYMHOCTb C NY6JIMYHbIX afpecoB.

YcTaHoBKa 3aWuThl 169




Bitdefender Grawt\/Zome

unfollow the traditional

OnaynpasneHnsa MO6UITbHBIMU YCTDOﬁCTBaMM, Korga oHM He NoAKNHYeHbl KCeTU
KOMNaHUW, AOCTYNHbI cneayrouine BapuaHTbl:

. HacTpoiTe nepeagpecauuio MOPTOB Ha KOPMOPaTMBHOM LWO3e ANS
YCTPOWCTBA C POJIbIO KOMMYHUKAaLIMOHHOO cepeepa.

. [o6aBbTe [OMONHUTENbHBLIA CETEBOM aganTep B YCTPOMUCTBO C POJibHO
KOMMYHWKaLMOHHOIO CepBepa v NpUCBoOWTE eMy Ny6nunyHbIin IP-agpec.

B o60ux cnyyasix HEO6XOAUMO HAaCTPOUTb KOMMYHUKALMOHHbIN CepBEp C BHELIHUM
IP-apgpecoM, 4To6bl yNpaBnsiTb MOGUIbHBIMY YCTPOWCTBAMM:

[locTyn K KOHCONWM YCTpoWCTBa W3 Balllero UHCTPYMeHTapus yrnpasneHus
BUpTyanuaaumen (Hanpumep, vSphere Client).

2. Bbi6epuTte 13 rnasHoro MeHto Configure Communication Server.

Appliance Options

Conf igure Hostname and Domain Settings
Conf igure Hetwork Settings

Conf igure Proxy Settings

Conf igure Language

Install-Modify Roles

Conf igure Role Balancers

Conf igure Update Server

Conf igure Database Address

W OEET U W N e

90

<KSelect>

OKHO NapamMeTpoB MPUIOXEHUS

3. Haxmute Configure MDM Server external address.

Conf igure Communication Serwver
Communication Server Configuration

1 Shouw MDM Server extermal address

[ | onf igure MDH Server external address

<Select> < Back >

OKHO HaCTPOWMKM KOMMYHUKaLMOHHOrO cepBepa

4. BBepuTe BHeLHWW agpec.
UcnonbaynTte cnefyowmn CUHTaKCUC: https://<IP/Domain>:<Port>.
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MDHM Server external address, “"https:s-domain:port"

l-

<Cancel>

OkHO BBOJa BHeLLHero agpeca cepsepa MDM

. Ecnm Bbl UcnonbayeTte nepeHanpaeneHne NopToB, HEO6XOAMMO BBECTH
ny6nuuHbIv IP-agpec UM JOMEHHOE UMSI U OTKPbITh HYXHbIA MOPT Ha
wose.

. Ecnm BbI ucnonbayete ny6nuyHbIn IP-apgpec AN KOMMYHUKaLWOHHOMO
cepBepa, BaM Heo6X0AUMO BBeCTU Ny6nnyHbIA IP-agpec unm foMeHHoe
UMS 1 MOPT, UCMOJIb3YeMblii KOMMYHUKALMOHHBIM cepBepoM. 10 yMoSTYaHuto
nopT 8443.

5. Haxmute OK, 4T06bl COXpaHUTbL NUSMEHEHMUSI.

5.8.2. Co3paHue 1 opraHu3aums HacTpauBaeMblx Nosib3oBaTeneu

B cutyaumnax 6e3 Active Directory, Bbl OJKHbI CHayana co3gatb HacTpanBaeMbIX
nosib3oBaTeNien AN TOro, YTo6bbl MMeTb BO3MOXHOCTb WAEHTUDMUMPOBATb
BNagenbueB MOOWNbHbIX YCTPOMCTB. YKasaHHble MOO6MIbHblIE YCTPOMCTBA
nonb3oBaTesnen He CBA3aHbl KaKMM-M6H0 o6pa3om c Active Directory unm c apyrumm
nosib3oBaTensAiMu, onpeaeneHHbimu B Control Center.

Cos,anMe HaCTpanBaeMblIX nonb3oBaTtenen

YT06bI CO3AaTh HacTpanBaeMbixX NoJsib3oBaTeneil:

1. NMepengute B pasgen CeTb.

2. Bbibepute Mobile Devices 13 cenektopa NnpocMOTpPOB.
3. B neBoi naHenu Bbi6epuTe Monb3oBaTenbcKue rpynnbl.
4

HaxXxMute MKOHKY 4 Add User Ha naHenu MHCTPYMEHTOB. [10ABUTCA OKHO
HacTpoeK.

5. Ykaxute HGO6XOAI/IMbIe cBeeHnA O noJsib3oBaTene:
. [llogxopsuiee uma nonb3oBaTtens (HaanMep, NMoJIHOE UMA I'IOJ'Ib30BaTeJ'IF|)
. Ap,pec SﬂeKTpOHHOVI NMoYTbl NOJIb30BaTENA

YcTaHoBKa 3aWuThl 171



Bltdefender Grawt\/Zome

6.

S

unfollow the traditional

Ba)xHo

o Ybegutecb, 4YTO 3TO [JENCTBUTENbHbIN aApec SNEeKTPOHHOM MOYThbI.
Monb3oBaTento Mo 3NEKTPOHHOWM MoyTe OyAeT BbiC/aHA MHCTPYKLMSA MO
YCTaHOBKE, KOrga Bbl 06aBUTE YCTPOMUCTRBO.

« Kaxabin agpec 3ﬂeKTp0HHOI7I NoYTbl MOXET 6bITb CBA3aH TOJIbKO C OJHNM
nosb3oBaTesieM.

Haxxmute OK.

Opl'aHVI3aL|,VIFI HaCTpanBaeMblIX nonb3oBaTenei

YUT06bl OpraHM3oBaTb HacTpanBaeMblx MNoJib30BaTeNeN:

1.

CospaHue HacTpanBaeMbIX Fpynn.

a. Bbi6bepute Custom Groups B 5ieBOM 60KOBOW NMaHENN U HAXKMUTE UKOHKY &
Add Ha naHenu MHCTpyMeHTOB (BBepXY NaHenu).

b. BeeguTe noaxoasiiee UMs rpynnbl v Haxxmute OK. MosiBUTcS HoBasdA rpynna
B Monb3oBaTenbcKue rpynnbl.

MNepemecTuTe HacTpaMBaeMblX MOJIb3OBATeNeN B COOTBETCTBYHOLLME
HacTpauBaeMble Fpymnmbl.

a. Bbibepute nonb3oBaTenen B NnpaBo 60KOBOI NaHesw.

b. MepeTawmTe BoI6paHHOE B HYXXHYIO FPYNny B IEBON 60KOBOW NaHesNMN.

5.8.3. [lobaBuTb YCTPOWUCTBA NONb30BaTENAIM

YT06bI f,06aBUTb YCTPONCTBO MONb30BATESHO;

1.

2.
3.
4

Mepengute B pasgen Cetb.
Bbi6epute Mobile Devices 13 cenektopa npocMoTpoOB.
Hanpute nonb3oBaTtens B nankax Active Directory unm HacTpanBaeMbix rpynnax.

Haxxute nkoHky = Add Device B BepxHel YacTu Tabnuubl ceTu. [MossBUTCS OKHO
HaCTpOEK.
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Add device X

Device name: New Device (1)

Auto-configure name

Ownership: Enterprise v

Show activation credentials

D,OﬁaBJ'IEHVIe MOBUSIbHOFO YCTDOVICTBa nonb3oBaTento

BeeauTe nogxoAsiiee MMA ANA YCTPOUCTBA.

Wcnonb3ayiiTe onuuio ABTOMaTUYECKasi HACTPOKa UMEHU, ECIIM Bbl XOTUTE,
yTo6bl MMSI YCTPOMCTBA Ha3Hayanocb aBToOMaTuyecku. Npu pobaBneHum
YCTPOWCTBO uMMeeT 0606WeHHoe WUMsA. [locne akTUBaUMKU YCTPOUCTBY
aBTOMAaTMYeCcKu 6yAeT MPUCBOEHO WMS, OCHOBaHHOE Ha MHdopmauun o
NpousBOAMTENE U MOAENN YCTPONCTBA.

Bbi6epute TUN BnagenbLa ycTpoicTBa (NpeanpuaTre Unm JIMYHoe).

Bbi6epuTe onumto Show activation credentials nocne HaxaTus kHonku OK, ecnu
Bbl cobupaeTecb ycTtaHoBUTb GravityZone Mobile Client Ha ycTponcTBe
nonb3oBaTesisi.

9. HaxxmwuTte OK. MNMonb3oBaTtento 6yaeT He3amMeaIMTeNIbHO OTNPaBieHO NMCbMO
C MHCTPYKUMSIMM MO yCTaHOBKeE, NOAPOBHOCTSIMU MO aKTUBAL MU U HAaCTPOWKe
ycTpowcTsa. [oapo6HOCTM akTUBALMKN BKITHOYAKOT Mapkep akTMBaLuMu 1 agpec
KOMMYHMKaLMOHHOro cepBepa (1 cootBeTcTBYtOWMI QR Code).

@ Mpumeyanue
« Bbl MoXeTe npocMoOTpeTb MNOAPOGHYH MHDOPMaLUO 06 aKTMBaLUM
yCTpoiicTBa B Nto60e BpeMs, HaxkaB Ha ee ums B Control Center.

« Bbl Takke MoxeTe [06aBUTb MOGUIIbHbIE YCTPOMCTBA K BblGpaHHbIM
noNib30BaTeNsIM U rpynnam. B aTom cryyae okHO KOHbUrypauum no3BonmT
onpefleNUTb TOJIbKO MNPaBO COGCTBEHHOCTM YCTpoicTBa. MO6UNIbHBIM
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YCTpOﬁCTBaM, CO3[4aHHbIM PYYHbIM cnoco6oM no yMOJT4HaHUKO 6yp,eT
NPUCBOEHO 06u.|,ee nms. Kak Tonbko yCTpOﬁCTBO 3aperncTpmpoBaHo, ero umMA
6yp,eT aBTOMaTU4eCKN U3MEHEHO, B TOM 4ucne COOTBETCTBYIOLIJ,VIﬁ
N3roToBuUTENlb U MOAENb.

5.8.4. YctaHoBka GravityZone Mobile Client Ha ycTpoiicTBax

MpunoxxeHne GravityZone Mobile Client pacnpocTpaHsieTcsa yepes Apple App Store
n Google Play.

YT06bI ycTaHOBUTL GravityZone Mobile Client Ha ycTpolicTBe:

1. Hanpgute npunoxexve B opuLManbHOM MarasuHe NpunoxXeHun.
« Ccbinka Google Play
« Ccbinka Apple App Store

2. Cka4yaunTe v yCTaHOBUTE NPUSIOXKEHNE Ha YCTPONCTBE.
3. 3anycTuTe NpUNoXeHUe 1 BbINONIHUTE HEO6X0AMMble HaCTPONKM:

a. Ha ycTtponctBax Android, HaxkxmuTe Activate, 4T06bI NpegocTaBMTL NpaBa
GravityZone Mobile Client B kayecTBe agMuHUCTpaTopa YCTPOMCTBA.
BHUMaTenbHO NpouynTanTe NpeAoCcTaBeHHYO UHPOPMaLNIO.

@ Mpumeyanue

« 3apaya 6nokupoBku gns yctpoucTts Android (7.0 unm HoBee) 6yneT
NPUMEHSITb Naposib, YCTAaHOBMEHHbIM B KOHCoNM GravityZone TONbKO B
TOM cJlyyae, ecfim Ha yCTPOMCTBE He HacTpoeHa 3aluuTta 610KupoBKu. B
MHOM cflyyae pAafia 3awuTbl ycTpoWcTBa 6yAyT WCMNONb30BaTbCA
cyliecTBYyIOLME NnapameTpbl 6JIOKMPOBKM 9KpaHa, Takne kak PIN-kopg,
naporb, 0OTNeYyaToK nanbLa uiM cMapT-6710KMpOBKa.

o 3ajaya pas6oKMpOBKM 6oMblie HepoCTynHa Ans yctponcts Android
(7.0 unu HoBee).

o W3-3a TexHMyeckux orpaHuyeHui 3agaunm GIOKMPOBKU W ypaaneHus
HegocTynHbl Ha Android 11.

b. Beegute Mapkep akTtusauum n agpeC KOMMYHUKaUMOHHOIo cepeepa nuin
MOXXeTe NPpoCKaHupoBaTb QR-kopg, HOﬂyquHblﬁ no 3ﬂeKTp0HHOI7I noyre.

c. Haxmute Trust, korma 6yaeT npemsioXXeHO MpUHATbL cepTuduKaT
KOMMYHMWKaLMOHHOro cepBepa. Takum o6pasoM, GravityZone Mobile Client

YcTaHoBKa 3aWuThl 174


https://play.google.com/store/apps/details?id=com.bd.gravityzone
https://itunes.apple.com/us/app/gravityzone-mobile-client/id609734042?mt=8

®

unfollow the traditional

npoBepsieT KOMMYHUKAaLMOHHbIA cepBep 1 6yaeT NpMHUMaTb COO6LLEHMS
TOJIbKO OT HEro, NpeaoTBpaLLasn aTaku-nocpeaHnKu

Haxxmute Activate.

Ha ycTponcTtBax i0S, BaM 6yfeT NpefnoXeHo YCTaHOBUTbL Npodunb MDM.
Ecnu ycTponcTBO 3auiuileHo naponeMm, BaM 6yfieT NnpeasioXXeHo ykasaTb
9TOT naposib. KpoMe Toro, Bbl A0/MKHbI paspewnTb GravityZone gocTyn K
HacTpoWKaMm Ballero yCTponcTBa, MHaye NpoLecc yCTaHOBKU BEPHETCS K
npeablaylemy wary. CnefyiTe MHCTPYKLUSIM Ha 9KpaHe, YTo6bl 3aBepLUUTb
yCTaHOBKY npoduns.

MpumeyaHmne

YT106bI DYHKUMA onpefenieHUsi MECTOMOMIOXEHNUST paboTana AO/MKHbIM 06pa3omMm,
nonb3oBaTenaMm HeO6XOJJ,VIMO pa3pewnTb CbOHOBoe onpeaeneHne MeCTonosioXXeHuns
Ha yCTpOVICTBaX Heé TOJIbKO Npu ncnoib3oBaHUu NpunoXXeHuA.

5.9. [lucnetyep y4eTHbIx AaHHbIX (Credentials Manager)

[vcnetyep yyeTHbIX AaHHbIX MOMOXET BaM OMNpPeAenuTb YYeTHble AaHHble,
Heo6xo4uMble Ans AocTyna K nMerowmmcs pecypcam vCenter Server, a Takxke
ANA yaaneHHom ayTeHTUhMKaL MK B PasfiMUHbIX OriepaLlMOoHHbIX CUCTEMaX Ballei

ceTun.

YT06bl OTKPbITb ANCTIETUEP YYETHbIX AaHHbIX, HAXXMUTE HA UMS MOJIb30BaTesIsA B
NnpaBOM BEPXHEM Yy CTpaHULbl U BblbepuTe [lucneTyep yYyeTHbIX AaHHbIX.

Welcome, Admin

My Account b
Credentials Manager “
Logout

MeHio auncnetyepa y4eTHbIX AaHHbIX

OkHo JucneTyep yyeTHbIX AaHHbIX COAEPXUT ABE BKAAKU:

« OnepauunoHHas cuctema

. BupTtyanbHas cpepa
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5.9.1. OnepauunoHHas cuctema

Ha Bknagke Operating System, Bbl MOXXeTe ynpaBJiATb YY€THbIMU OaHHbIMU
agMUHUCTpPAaTOpa, HeO6XO,EI,I/IMbIMVI ana yAaﬂeHHOIZ ayTEHTMCI)VIKaLWIM BO BpemMsA
YCTaAHOBKMU, OTNpaBkKu 3agad and KOMNbOTEPOB N BUPTYaJibHbIX MalUUH B Ballien
CceTu.

YT06bI £,06aBUTb HAGOP YYETHbIX faHHbIX:

Welcome, Admin v (%) N

) My Account
Operating System  Virtual Environment

Credentials Manager
Credentials
Help & Support
Feedback
Usemame Password Description ®

User Password Description Logout Action
[ucneTyep yyeTHbIx AaHHbIX (Credentials Manager)

1. BBeauTe MMs Nosib30BaTeNs U NapOoJib YY4ETHOW 3anucu agMUHUCTpaTopa Ans
Ka)kol TpebyeMol ornepaunoHHON CUCTEMbI B COOTBETCTBYIOLMX MONAX B
BEPXHeN YacTu Hajl 3aro/IoBKOM TabnuLbl. [pu XkenaHuu, Bbl MoXKeTe 06aBUTb
onncaHune, KOTOPOE NMOMOXKET BaM MPOoLLLEe onpeaenuTb KaXKabli akkayHT. Ecnu
KOMMbIOTEPbI HAaXOAATCA B [IOMEHE, AOCTAaTOYHO BBECTU Y4YeTHble JaHHble
aAMUHUCTpaTopa AOMeHa.

Wcnonb3ayiiTe npaBuna umeHoBaHua Windows npu BBoAe UMEHU Y4YeTHOM
3anucu:

« [Ona mawuH u3 cnyxbbl kaTanoroB Active Directory ucnonbsynTte
crnefyrowmii CUHTaKCKC: username@domain.com U domain\username.

YT06bI 6bITb YBEPEHHBIM, YTO BBEAEHHbIE YYETHbIE JaHHbIe By Ay T paboTaTb,
Jo6aBbTe uMXx B o06oux BuAax (username@domain.com W

domain\username).

o [nAa MawuH n3 paboyei rpynnbl JOCTAaTOYHO BBECTU TOJIbKO WUMS
noJsib3oBaTens 6e3 MMeHu paboyen rpynnbi.

2. Haxmwnte kHonky @ [106aBUTb B BepxHen yacTu Tabnuubl. HoBbIM Habop
YyUYeTHbIX faHHbIX 6yeT fob6aBneH B Tabnmuy.
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Mpumeyanue

Ecnu Bbl He yKka3anu yyeTHble faHHble, BaM 6yaeT He06X0AUMO BBECTM UX Mpu
3arnycke 3ajauyu yCTaHOBKW. YKasaHHble yyeTHble AaHHble aBTOMaTUYecKM
COXpaHsItoTCSA B ANCNeTYEpPe YUETHBIX JaHHbIX, TAaK YTO BaM He NpuaeTcs BBOAUTb
UX B CrefyroLLni pas.

5.9.2. BuptyanbHas cpefia

Ha Bknagke Virtual Environment Bbl Mo)KeTe yNpaBnsiTb y4eTHbIMU JLaHHbIMU A5t
JOCTYMHbIX BUPTYasibHbIX CEPBEPHbIX CUCTEM.

[ns poctyna K BUpTyanbHOW MHbpaCcTPYKTYpe, nHTerpupoBaHHom ¢ Control Center,
Bbl JO/DKHbI YKa3aTb CBOM y4eTHble AaHHble ANA KaXKA0M AOCTYMHOW cepBepHOM
cuctembl. Control Center ncnonbayeT Balun yYeTHbIe faHHble A5 NOAKIHOYEHNS
K BUpTyasibHOM MHbpPacTPYKType, 0To6paXkas TONIbKO Te pecypcbl, K KOTOPbIM Y
Bac ecTb AOCTYN (3a4aeTca Ha BUPTYyaNnbHOM cepBepe).

UTo6bl 3adaTb Y4YeTHble JAaHHble, Heob6xoAuMble AN MOAKIOYEHUSA K
BUPTYyasibHOMY CEpBepY:

1. BbibepuTe cepBep U3 COOTBETCTBYHOLLENO MEHHO.

Mpumeyanue
Ecnn meHto HeAOCTYMNHO, 3HAYUT UHTEerpauus eule He 6blna BbIMOSHEHA UK BCe
HGOéXO}J,VIMbIe y4YeTHble faHHble Y)Ke HAaCTPOEeHbI.

2. BBeguTte uma nonbsoBartens, napojib n noaxoasliee onmcaHue.

3. HaxmuTte kHonky @ [l06aBUTb. HOBbIN HA60OP yYeTHbIX AaHHbIX 6yAeT fobaBeH
B Tabnmyy.

Mpumeyanme

Ecnv Bbl He HACTPOMWY yYeTHbIe flaHHble B AUCNeTYEpe YYETHbIX AaHHbIX, BaM
6yeT He06X0ANMO BBECTU UX, KOTAa Bbl ByAeTe NblTaTbCsi MPOCMOTPETh PECYPChI
no6oM BUPTYanu3oBaHHOW CepBepHOM cucTeMbl. EAMHOXAbI BBEAA Baluu
yuYeTHble faHHble, OHN BYAYT COXPaHEHbI B BalLleM MeHea)Kepe yYeTHbIX AaHHbIX
1 BaM He NpuAaeTCs BBOAUTb UX MOBTOPHO B A eNibHENLLEM.

Ba)xHo

Bcsikuii pas, korfa Bbl U3MeHsieTe CBOW MapoJsib NoJib30BaTeNsA BUPTYanbHOIro
cepBepa, He 3abybTe TakKe 06HOBUTb €ro B AUCneTYepe YYeTHbIX JaHHbIX.
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5.9.3. YpaneHue yyeTHbIX faHHbIX U3 AuUcneTyepa yYeTHbIX AaHHbIX
YT106bI yoannTb yCTapeBLllne y4eTHbl€ AaHHbIE U3 AUCneT4vYepa y4eTHbIX AaHHbIX!

1. HaxmuTe Ha CTPOKY Ta6J'II/IL|,bI, codepxallyr y4yeTHble faHHble, KOTOPbI€ Bbl
XO0TUTE yaannTb.

2. HaxmuTte KHOMKy © YganuTb C NpaBoi CTOPOHbI COOTBETCTBYHOLLEN CTPOKM
TabnmLbl. BbiGpaHHbIN akkayHT 6yaeT yaaneH.

5.10. Bitdefender GravityZone n HIPAA

OpHvM 13 rnaBHbIx NpuopuTeToB Bitdefender sBnsieTcs o6ecneyeHune 6esonacHom
06paboTKM U XpaHeHUs NepcoHanbHbIX AaHHbIX KIMEHTOB. B cBfisM c¢ 3aTum
Bitdefender paspab6oTan cneuuanbHble NMOAUTUKU KOHDUAEHUMANIBHOCTU ANs
JOMalLHUX 1 6u3Hec-pelleHuii. Bitdefender HaliTK nonUTUKK KOHDUAEHLMANBHOCTH
MOXHO 3aechb https://www.bitdefender.com/site/view/legal-privacy.html.

B pamkax 3aluTbl NepcoHanbHbIX AaHHbIX KveHToB Bitdefender ctpemutcs
NMOMOYb CBOUM KJIMEHTAM, B TOM YMC/e MEAULMHCKUM paboTHUKAM, cobntoaaTth
npasuna 3akoHa CLUA o nepeHOCUMMOCTW M MOAOTYETHOCTU MeOULIMHCKOro
cTpaxoBaHus 1996 roga (HIPAA).

5.10.1. GravityZone o6nayHoe peLieHue

[nsa obecneyeHus 3awmTbl OT yrpo3 GravityZone cobupaeT n XpaHUT faHHble C
yrnpae/isieMbIX KOHEYHbIX Touyek Ha cepBepax Bitdefender. OgHako AaHHble O
COCTOSIHUM 3[0pPOBbA He [OCTYMNHbl, He XpaHATCA M He obpabaTbiBatOTCHA
KakMM-nm6o apyrum cnoco6om. Bcs uHdopmaums, nonydeHHaa GravityZone,
aHOHMMM3MpPOBaHa WX, MO KpanHen Mepe, MNCEBAOHMMM3MPOBaHa. 3TOT
TEXHUYECKMI MOAX0[ 03HAYaeT, YTO UCMOSb30BaHMe HaLlero 061a4HOro peLleHus
GravityZone He rapaHTupyeT Baluero cooTBetcTBus npaBunam HIPAA.

5.10.2. GravityZone o6nayHoe peLieHne

JlokanbHoe pelueHue GravityZone 6b1j10 pa3paboTaHo A XpaHeHUst Balwmx gaHHbIX
BHYTpu Bawuei opraHnsauun. OgHako ans 6osee BbICOKOW 3alMTbl HEKOTOPbIE
dbyHKkuun GravityZone TpebytoT B3aMMOAENCTBMA C 06flayHbIMKU cepBepamMu
Bitdefender ans BbinonHeHus 3aaay. Ytobbl cooTBETCTBOBATL NpaBunam HIPAA,
Bam Heo6xoaMMo OTKIHOYMTL 3T pyHKLMK B KOHconm GravityZone (Control Center),
KaK OMmncaHo Huxe.
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HacTpoikn nonutuk 6e3onacHoOCTu

N3meHuTe napameTpbl NonuTUKKN 6e3onacHocTu B Control Center cnegyrowmm
06pasoMm:

1.

7.

MeperiguTe B pasgen MoAUTUKYU M HAXXMUTE, YTOObI USMEHUTb CYLLECTBYIOLLYHO
MOMUTUKY USIM CO3AaTb HOBYHO.

Mepengute B pasgen 06wme > HacTpoiiku.

B pasgene MapameTpbl cHUMUTE crnegytoLme Graxku:

. OTnpaBnsaTb oTyeThbl 0 c60sx B Bitdefender.

. OTnpaBbTe Nofo3pUTeNbHbIe UCNIONHAEMble (halinibl ANS aHanu3a.

. Wcnonb3yirte Bitdefender Global Protective Network gnsa ycunenus sawmrbi.
MepenaguTte B pasgen Antimalware > HacTpoiku.

B pasgene KapaHTuUH cHumMuTe dnaxok OTnpaBnaTb ¢ainbl Ha KapaHTUH B
na6opatopuu Bitdefender kaxkable (yachbl).

Mepengute kSandbox Analyzer.

Mpu ucnonb3oBaHum o6naka Sandbox Analyzer B kauecTBe cpefibl A€TOHALUM
Heo6xoaMMO OT(MIIbTPOBaTb OTNPaBJIeHHble TWUMbl GannoB, YTO6bl OHU He
coaepXXanu MeMLMHCKUX JaHHbIX UM KaKoi-nn60o nuuHon uidopmavmu (PI1).
[nsa atoro B pasgene MNpeaeaputenbHas GunbTpaLymsi COAEPIKUMOrO0 YKaXnTe
B nosne MWckniouenus pacwmpeHuss dannos, kotopble Bbl He xoTute
aBTOMAaTMYECKU OTNPaBNATD.

Ecnu Bbl He yBepeHbl B TOM, Kakue AaHHble Bbl MoXeTe oTnpaBnsATb B Sandbox
Analyzer, 4To6bl 6bITb B 6€30MaCHOCTU C TOUYKM 3peHnst HIPAA, Bbl MoXxeTe
NMOJTHOCTbIO OTKIHOUMTD 3TY DYHKLMIO, CHAB (hnaXKok ABTOMaTUuyecKas oTrpaBKa
06pasLoB C ynpaBnsieMbiX KOHEYHbIX TOYeK.

Haxxmunte CoxpaHuUTb, UTOObl COXPaHUTb U3MEHEHMUS.

[MakeTbl yCTaHOBKH

N3meHuTe ycTaHOBOYHbIE NakeTbl B Control Center cnegytowmm o6pasom:

1.

2.

MepenguTte B pasgen CeTeBble NakeTbl U HAXXMUTE, YTOObI OTPeAaKTUPOBaTb
CYLLLeCTBYOLLMM YCTAHOBOYHbIN MaKeT UAn co3aaThb HOBbIN.

B pasgene PasHoe CHUMUTE 3T hnaXKKu:
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. OTnpaBka aBapuitHoro gamna.

. OTtnpaenatb ¢ainbl KapaHTUHa B na6opatopuio Bitdefender kakabie
(vachl).

. OTnpaBnATb Nogo3puTenbHble UcNoNHaeMble dainbl B Bitdefender.
. Wcnonb3yirte Bitdefender Global Protective Network gnsa ycunenus sawmrbi.
3. B pasgene HacTpoitku cHumuTe pnaxkok CKaHMpoBaTb nepes yCTaHOBKOM.

4. Haxxmute COXpaHUTb, YTOGbI COXPaHUTb U3SMEHEHMUSI.

Sandbox Analyzer PyyHoe ynpaBneHue

XoTsi Bbl MOXeTe HacTpouMTb aBTOMAaTUYECKY OTMpaBKy B o6nako Sandbox
Analyzer B HacTpoiKax MoAUTUKKU 6€30MacHOCTM, OTMNpaBKa BPY4YHYHO 3aBUCUT
UCKIIOYMTENBHO OT onepauuii, KoTopble Bbl BbinonHseTe B pasgene Sandbox
Analyzer > OTnpaBka Bpyu4Hyl rnaBHoro MeHwo Control Center. YTo6bl
cooTBeTCTBOBaThH NpaBuiamM HIPAA, ybeanTech, 4To Bbl He oTnpaBnsieTe B Sandbox
Analyzer o6nayHble dainbl, KOTOpble MOTYT COAepPXaTb MeAULMHCKUE AaHHble
WS NepCcoHasbHble JaHHbIe.

I'IpaBosoe nosioXxeHune

MNoxxanyncta, umenTe B BUAY, YTO Bbl MONHOCTBLIO HeceTe OTBETCTBEHHOCTb 3a
npoBepKy cobntogeHnss Bamu nto6oro 3akoHogaTenbCcTBa, BKAtoYas HIPAA, u,
npegocTaBnssi  BbllleykasaHHyto  MHdbopmauuto, Bitdefender Hanpsamyto
O0TKa3blBaeTCcsl OT N06ON OTBETCTBEHHOCTM B OTHOLLEHUM Baluero cobnogeHns
HIPAA »n noeeaeHuss B oTHoweHnn HIPAA vnu nobbix ApYrux topuamyecKux
TpeboBaHuiA, KOTOPble MOTYT Ha Bac pacnpocTpaHuTbcs. Bo n3bexaHue Kakux-nm6o
COMHeHuI, ucnonb3ys pelenusn Bitdefender, B Tom uncne GravityZone, Bitdefender
HMKakMuM 06pa3oM He rapaHTupyeT cobniogeHune Bamu  kakoro-nuéo
3aKkoHogaTtenbcTBa, Bkovaa HIPAA. BblwensnoXxeHHoe He sBnfeTcA
FOpPUANYECKUM PYKOBOACTBOM, U Bam pekoMeHayeTca 06paTUTLCS 3a FOpUANYECKON
KOHCYIbTaLMel Mo BblLLeyKa3aHHOMY Uiu Nto6on Apyroi NpaBoBOW TEME.
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6. ObHOBJIEHME GRAVITYZONE

Bitdefender ny6nukyeT Bce 06HOBNEHMA NPOAYKTA U MEXAHU3MOB 3aLLUThI Yepes
cepBepbl Bitdefender B MHTepHeTe. Bce 06HOBNEHUA 3alundpoBaHbl U UMeT
undpoByto NOANUCK, YTOBbI UX HeSb3s1 6bINI0 NoAJeNaThb.

GravityZone BKJItoYaeT B Ce651 posib cepBepa 06HOBEHWUN, peAHa3HaYeHHON s
LEHTPaSIM30BAHHOIO pPacnpoCTpaHeHWsi OGHOBSIEHUM B BaLUEM OKPY>KEHUM
GravityZone. CepBep 06HOBNEHMIN NPOBEPSIET W 3arpy>kaeT BCe AOCTYMHble s
GravityZone 06HOBEHMS OT cepBepoB 06HoBNeHuI Bitdefender B UHTepHeTe, uTO
JenaeT Ux AoCTYNHbIMU B NIOKanbHOM ceTu. KoMnoHeHTbI GravityZone MoryT 6bITb
HacTpOeHbl Ha aBTOMaTU4YeCckoe 06HOBJIEHNE C JIOKaNbHOIo cepBepa 06HOBMEHUI
BMeECTO cepBepoB B IHTepHeT.

Korga poctynHo HoBoe 06HOBIEHME, GravityZone yCTPOMCTBO, areHT 6€30MacHOCTH
unm Security Server npoBepsieT UUPPOBYHO MNOAMNUCH OOHOBNEHUS ANA
ayTeHTUdUKaL KN N coaepMMoe NakeTa Ansd ob6ecrnevyeHns LLesIoCTHOCTU. 3aTeMm
Kaxabln dann 06HOBMEHWUS aHaNM3UPYeTCs,, U ero Bepcua MNpoBepsieTcs Ha
COOTBETCTBME YCTaHOBNEHHOW. bonee HoBble daisbl 3arpykaroTcs IoKanbHO U
npoBepsatoTCA Ha cooTBeTcTBUE Xxawy MD5, 4Tobbl y6eAnTbCs, YTO OHM He
N3MEHEHDI.

Ecnv B KaKoW-TO MOMEHT MpoBepKa He 6blsla NpoWaeHa, NpoLecc 06HOBJIEHUSA
OoCTaHaB/IMBaeTCsA, BO3Bpalias owubkKy. B npoTuBHOM cryyae o6HOBEHUE
cunTaeTcs AeACTBUTENbHBIM U TOTOBbIM K YCTaHOBKeE.

Y1061 06HOBUTbL NPUGOPLI GravityZone, ycTaHOB/EHHbIE B BaLLel Cpee, v NakeTbl
YyCTaHOBKM KOMMOHeHTOB GravityZone, BonaWTe B CUCTEMY C YUYETHOWM 3aMnnchbio
agMuUHUCTpaTopa KoMnaHum u nepengute k Configuration > Update .

6.1. 06HOBNEHMe ycTpoicTB GravityZone

Yepes o6HoBNEHUA ycTpoiicTB GravityZone Bitdefender BbinyckaeT HoBble yHKLMM
M ynyJaet yxe cyuiecTByrowme. Nix MoxkHo yBugaeTtb B Control Center.

MNepepn 06HOBMIEHMEM, BAM HEO6X0AMMO MPOBEPUTL CleayHoLLee:

« CocTosHNe 06HOBNEHUS

« Jltobyto nHdopmaumo nnm NnosiBRsAoLWMeca npeaynpexaaroLme coobLeHmsn
« )KypHan nameHeHum

ans NMpPoBEPKN COCTOAHUA OGHOBJEHUSA:
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1. MNepengute B pasgen Koudurypauyus > O6HoBneHus > Ponu GravityZone .

2. Nog pasgenom TeKyL Mt cTaTyc MPOCMOTPUTE COOBLLEHNE, YKa3biBatOLLEE Ha
obwmn ctatyc obHoBneHus. Ecnm GravityZone Hy)xaaeTcs B OOHOBEHUN,
KHonka O6HOBUTb CTaHET aKTUBHOMN.

3. Mop pasgenomM UHdpacTpyKTypa, NpOCMOTpUTE AeTanu ANs KaxAaon ponu
GravityZone, pasBepHyTou B BaLlel ceTW. Tak Kak posivi 06HOBASIKOTCS OTAESbHO,
O KaXKA0M poSiv Bbl MOXKETE YBUAETD: UMS YCTPONCTBA C AaHHOW POJbIO, €ro
IP-appec, TeKyLLyt BEPCUIO, NOCNeLHEE AOCTYNHOE OOHOBIEHNE U COCTOSIHNE
06HOBIEHNS.

YT06bl MPOCMOTPETb XXYPHaJ USMEHEHUI:
1. Mepengute B paspen KoHpurypaums > O6HoBneHus > Ponu GravityZone .

2. HaxxmuTe Ha ccbinky MpocMoTpeTb XypHan uaMmeHeHu. MNosiBMBLLEECS] OKHO
0TO6pPa3nT CMUCOK CO BCEMWU BEPCUAMU U U3MEHEHUSIMU, KOTOPbIE OHM
BKJIOYaloT.

MpuMeyaHusa K BbIMYCKY KaXk0M HOBOW BepCcUM NMPOAYKTa Takxke NybnmkytoTcs
Ha Bitdefender Support Center.

Bbl MOXeTe 06HOBUTbL GravityZone aByMA cnoco6amu:
o BpyuHyto

« ABTOMaTMYECKU

6.1.1. 06HOBNEHNE BPYYUHYIO.

BblibepuTe gaHHble MeTof YTO6bl MMETb MOJSIHbIA KOHTPOJSb Haj MPOLLECCOM
06HOBNEHUA.

[ns pyyHoro o6HoBneHus GravityZone:
1. Mepengute B paspen KoHpurypaums > O6HoBneHus > Ponu GravityZone .
2. Haxmute KHonky O6HOBUTDb (€C/IM aKTMBHA).

O6HOBJIEHME MOXXET 3aHATb HEKOTOopoe Bpems4. |_|0)KaJ'Iyl7ICTa, noxXxautecb
OKOHYaHWSA 06HOBJIEHUS.

3. OuucTtuTe K3W Hpaysepa.

Bo Bpems 06HoBneHusi Control Center BbIBOAWUT U3 CUCTEMbI BCEX MOJIb30BaTENEN
U MHbOpPMMpPYeT UX O MPOBeAEHUUM OGHOBMEHUS. Bbl cMoXeTe MpocMOTpeTb
JleTasbHbIN Nporpecc npouecca 06HOBMEHUS.
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Mocne 3aBeplueHnsa o6HoBneHus Control Center 0TO6pasuT CTpaHWLy BXoAa B
YYETHYHO 3aMnucChb.

6.1.2. ABTOMaTUyeckoe 06HOBJeHUe

Mpu ycTaHOBKe OGHOBMEHMI aBTOMAaTUYECKM, Bbl GyfeTe yBepeHbl, YTO Ha
GravityZone Bcerga ycTaHOBJIEHbI HOBENLIME GYHKLMU U MEXAHU3MbI 3aLUUTHI.

B GravityZone umetoTcsa ABa Tuna aBToMaTU4eCKNX O6HOBNEHWUI:
« O6HOBMEHMA NPOAYKTOB

o (O6HOBEHUSA CTOPOHHENO NPOrpPaMMHOro obecrneyeHus

O6HOBNEHMS NPOJYKTOB

[aHHble 06HOBNEHNUA NPUBHOCAT HOBble GYyHKUMKM B GravityZone u ycTpaHsaOT
Npo6seMbl, CBA3aHHbIe C 3TUMU DYHKLMAMM.

Tak Kak 06HOBJIEHUS MeLlalT Nofb30BaTeNsAM GravityZone, OHM MOryT 6bITb
3anyLweHbl Mo pacnmcaHuio. Bbl MOXeTe 3aruiaHmpoBaTb 06HOBJIEHUE B yﬂ,06HbIe
BaM vacel. [1o YMOJI4aHUO aBTOMaTn4eCckume 06HOBNIEHUSA NnpoAYyKTa OTKJTHOYEHDbI.

YT06bI BKITHOUYAUTD M 3amSlaHMpPOBaTh 06GHOBJIEHUS NPOAYKTa:
1. Mepengute B paspen KoHpurypauus > O6HoBneHus > Ponu GravityZone .
2. BblbepuTe BKnounTb aBTOMaTUYecKoe 06HOBNeHUs npoayKTa GravityZone.

3. YctaHoBuTe lMoBTOpeHue Ha ExxepHeBHO , ExxeHepenbHo (Bbl6epute 0AuH
WU HECKOJIbKO AHeN Hegenu) Unn ExxeMecsiuHo.

4. Onpepenute UHTepBan. Bol MoXeTe 3annaHMpoBaTb BpeMs Havana rnpotecca
06HOBJIEHMS], KOTfa AOCTYMHO HOBOE OGHOBIEHUE.

Mo ymonuanuto, GravityZone BbiBOAUT Npegynpexgatoliee cooblieHne BCEM
nonb3oBatensam Control Center 3a 30 MMHYT A0 Hayana aBTOMATUYECKOro
O06HOBNEHUSA. [N OTKIIOYEHMSA OMOBELLEHNS, CHUMUTE haxok ¢ 30-MUHYTHOe
onoseLLeHne 0 NPOCTOoNAX nepen, o6HOBNEHUEM.

O6HOBNEHUS CTOPOHHEro nporpaMmMHoro obecneyeHus

BupTyanbHoe ycTpoicTtBo GravityZone noggepXXuBaeT Cepuu MpOrpaMMHbIX
NMPOAYKTOB OT CTOPOHHUX MOCTABLUMKOB. [laHHble TUM OGHOBJIEHUI HaLeneH
CKopelillee Ha ucnpaeneHus Takoro [0, MckoYass BO3MOXHble PUCKM
6€e30MacHOCTH.
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[aHHble 06HOBNEHMSA 3anycKatoTcsl 6eCLUYMHO M He npepbiBatoT paboTy ¢ Control
Center.

Mo ymonyaHuio faHHas GyHKUMA BKIOYEHA. [N OTKIIHOUYEHUS GYHKLMMU:

1.
2.

MepenanTte B pasaen KoHdpurypauus > O6HoBneHus > Ponu GravityZone .

CHuMUTe pnaXkok ¢ onuuv BKnouuTb aBTOMaTUUYECKYIO 3arpy3Ky 06HOBJIEHUM
6e3o0nmacHOCTH AN CTOPOHHMX KOMNOHeHTOB GravityZone.

B maHHOM cnyyae ucnpaefieHua Ans cTopoHHero MO 6yayT ony6MKoBaHbl
BMecTe C 06HOBNeHneM npoaykTa GravityZone.

6.2. HacTpoitka cepBepa 06HOBJIEHMIA

Mo ymMonuaHuto, cepBep OGHOBJEHUWA 3arpyxaeT OGHOBNEHUS U3 UHTepHeTa
Kakabli Yyac. He pekoMeHayeTcsl U3BMeHATb HaCTPOMKM MO YMOJIYaHUIO cepBepa
OB6HOBJIEHUN.

[lns NnpoBepKM U HAaCTPOWKM NapamMeTpoB cepBepa 06HOBMIEHWUM:

1.

MepenguTte Ha cTpaHuly O6HoBneHue B Control Center n oTkponTe BKNagKy
KOMMOHEHTBI .

HaxmuTe kHonky HacTpolku B BepxHell 4YacTu MaHenu cneBa, 4YToobl
0TO06pa3nTb okHO MapamMeTpbl cepBepa 06HOBNIEHUM .

B pasgene O6HOBUTL KOH(Urypauuio cepeepa Bbl MOXETE MPOBEPUTH U
HaCTPOUTb OCHOBHbIe NMapaMeTpbl

. Appec naketa. Aapec 3arpysku nakeTta

. 06HOBUTb agpec. CepBep 06HOBNEHWNI HACTPOEH AJ1S1 NPOBEPKU M 3arpy3Ku
O6GHOBJIEHU C MOMOLLLbIO 0BHOBJIEHNSA 06HOBII. Bitdefender.xom: 80.
9T0 06WMIn agpec, KOTOPbI aBTOMATUYECKN OMNpeaenseT 6avxanwmnm K
BaM cepBep, XpaHsLwmin o6HoBneHus Bitdefender B BaweM pervoxe.

« [Mopt. lpu HacTpoinKe pasMyHbIX KOMMOHeHTOB GravityZone, nAns
06HOBJIEHMS C cepBepa 06HOBMIEHMI, Bbl fO/DKHbI MPeA0CTaBUTb 3TOT NOPT.
Mo ymonyaHuto nopt 7074.

. |IP-agpec. IP-agpec cepBepa 06HOBNEHUN.

. MMepuop o6HOBNEeHUA (Yackl). Ecnu TpebyeTcs UIBMEHUTL NEPUOANYHOCTb
06HOBMEHUS, BBeAWTE B 3TOM MOJie HOBOE 3HauyeHue. 3HayeHue Mo
yMon4yaHuio - 1.
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4. Bbl MOXeTe HaCTPOUTb CepBep 06HOBJIEHUI Al aBTOMAaTUYECKOWN 3arpy3ku
Security Server 1 Ha6opOB KOHEYHbIX TOYEK.

5. CepBep 0O6HOBNIEHUA MOXXET BbICTYNaTb B KayecTBe LJIO3a ANS AaHHbIX,
oTnpaBnsieMbIX KIMEHTCKMMU npoaykTamu Bitdefender, ycTtaHoBNeHHbIMU B
ceTu, Ha cepBepbl Bitdefender. 3Tn faHHble MOTyT BKJIOUYATL B Ce651 aHOHUMHbIE
OTYeTbl O BUPYCHOM aKTUBHOCTM, OTYeTbl O CHOAX MPOAYKTA M [aHHbIX,
MCMONb3yeMbIX ANl OHNaWH-perncTpauun. BknroyeHre ponen wo3a MoXxeT
oKa3aTbCA NoJie3HbIM B LieNAX KOHTPOoSA TpadmKa, a Takke B ceTsAx 6e3 gocTyna
B MIHTepHer.

MpumeyaHue

Bbl MOXXeTe B 11060€ BPeMSI M0 XXeSaHUIO OTKIIHOUYUTb MOZYM MPOAYKTA, KOTopble
oTnpaensalT B Nnabopatoputo Bitdefender ctaTucTuky u flaHHble o c6osix. Bbl
MOXeTe UCMofb30BaTb MOMAUTUKU ANS1 YAANEHHOro YnpaBieHUs 3TUMMU
napameTpamu Ha KOMMbIOTEpax M BUPTyasibHbIX MaLLMHaXx, ynpasnsieMbix Control
Center.

6. Haxmute CoxpaHuTb.

6.3. 3arpy3ka 06HOBJIEHWIA NPOJYKTOB

Bbl MOXeTe MPOCMOTPEeTh MHOPMALMIO O CYLLLECTBYHOLLMX MAKETaX KOMMOHEHTOB
GravityZone Ha Bknagke KomMnoHeHTbl . [locTynHas MHbopMaLusa BKOYaeT
TEKyLLYH BEpCUto, 0GHOBIIEHHYIO BepCUto (ecniv TaKOBble UMEIOTCS) U CTaTyC
BbIMOJIHEHUS onepaLnin 06HOBJIEHUS.

YT106bI 06HOBUTbL KOMMOHET GravityZone:

1. Mepengute Ha cTpaHuyy O6HoBneHne B Control Center n oTKponTe BKNaaky
KoMnoHeHThI .

2. Bbl6epuTe KOMMOHEHT, KOTOPLIN Bbl XOTUTE 06HOBUTL, B cncke MpoAyKThI.
Bce gocTynHble Bepcun 6yayT oTo6paxkaTtbes B Tabnumue MakeTbl . YcTaHoBUTE
(naxok, COOTBETCTBYIOLLMIA BEPCUM, KOTOPYHO Bbl XOTUTE 3arpy3nTh.

MpumeyaHue

HoBble NakeTbl 6yAyT HAXOANUTHLCA B COCTOSIHUM He 3arpy)keHHble . Kak TobKo
60nee HoBan Bepcun byaeT BbinyLeHa Bitdefender, camas cTapasi HesarpykeHHasn
Bepcus 6yfeT yaaneHa us Tabnuubl.
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3. Haxmute [elcTBUSA B BEPXHEN YacTu Tabnuubl 1 BbibepuTe ONy6NMMKoOBaTb.
BypeT 3arpy)eHa biblbpaHHasi BEpCUsi, CTaTyC U3MEHUTCSI COOTBETCTBYHOLLMUM
o6pa3oM. O6HOBUTE COAEPKMMOE TabnunLbl, HaxkaB KHoMKy Refresh v npoeepbTe
COOTBETCTBYHLLUM CTATYC.

BaxHo
YcTponcto GravityZone He BKJItoUaeT B cebs makeT Security Server no ymonyaHuto.
Bbl AO/MKHbBI BPYUHYHO 3arpy3uTb nakeT Security Server, He06X0AMMbIW AJ1s1 BaLLen
cpeabl.

6.4. 06HOBNIEHME NPOJYKTa B ABTOHOMHOM peXume

GravityZone ncnosib3yeT Nno yMOMYaHUI0 CUCTEMY OOHOBIEHWUI, MOAKITFOYEHHYHO K
NHTepHeTy. [Ina usonnposaHHbix ceTen Bitdefender npegnaraet anbTepHaTuBy,
KoTopasi AenaeT [AOCTYMNHbIMA aABTOHOMHblIE KOMMOHEHTblI W MeXaHW3Mbl
6e30NacHoOCTM.

6.4.1. TpeboBaHus K cucteme
YT106bI NCMOSIb30BAaTb aBTOHOMHbIE 06HOBJ'IeHVI$|, BaM HeoGXOp,VIMOZ

« YcTaHoBneHHoe ycTpoucTBo GravityZone B ceTu ¢ foctynom B WHTepHeT
("oHnanH-ak3eMnnsApbl”). OHNANH-3K3eMMNNIAP AOJIKEH UMETb:!

— [lpaAMoe VHTepHeT coeanHeHune

— [JHoctyn k noptam 80 u 443. 3a noppobHoW MHbOpMauuend o nopTax,
ucnonb3yemblix GravityZone, obpaTuTech K cTaTbe 13 basbl 3HaHUIA.

— TonbKo ycTaHoBNeHHble ponu basbl [laHHbIx 1 Cepeepa O6HOBNEHUI

«  OAuWH 1M HeckonbKo yCTponcTB GravityZone, pa3BepHyTble B ceTu 6e3 gocTyna
B MHTepHeT ("aBTOHOMHbIe aK3eMnnspbl").

. 06a ak3emnnsapa GravityZone LOMKHbI UMETb OIMHAKOBYHO BEPCUIO YCTPOMCTBA.

6.4.2. HacTpoiika oHnanH aksemnnspa GravityZone

Ha aTol cTaaumM Heob6xoAuMMO YCTaHOBUTb ak3emnnsp GravityZone B ceTb C
JOCTynoM B MHTepHeT, a 3aTeM HacTpPOUTb €ero Kak aBTOHOMHbIN cepBep
O6HOBEHUN.

1. YcTtaHoBuTe nocnepHee GravityZone nso6paxeHue Ha MaLLMHy C AOCTYNOM B
NHTepHeT.
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YcTaHoBUTE TONIbKO ponu basbl [aHHbIX  Cepeepa O6HOBNEHUIA.

Monyumte pgocTtyn K TTY-TepMuHany MalinHbl B Balleh BUPTyasbHON cpefe
(Mnn nogknoumTEeCh K HEMY Yepe3 SSH).

4. BoiiguTe noJ y4eTHOM 3anmcbto bdadmin, UCMOMb3Ysi yCTAaHOBNEHHbIV NapoSib.
5. 3anyctuTe KOMaHZy sudo su ,4TO6bl MONYYNTb NPUBUIIETMU FOOt .

6. BbinonHute AaHHYKO KOMaHAy A4 YyCTaHOBKM aBTOHOMHOIO naketa
gzou-mirror:

# apt update # gzcli update # apt install gzou-mirror

gzou-mirror UMeET crneayroLime posin:

« Hactpoiite CepBep O6HOBNEHUI 419 aBTOMATUYECKOW FreHepaLyy aBTOHOMHbIX
nakeToB 06HOBJIEHUS.

o HacTtponte Be6-cepBUC ANs OHMAMH-3K3eMnnsipa Ans npeaocTaBneHus
KOHUrypaLmi n 3arpy>kaemMbix Onuuin 4ssi aBTOHOMHbIX apXUBOB O6HOBJIEHWN.

6.4.3. HacTpoiika u 3arpy3ka HayasbHbIX (aiifioB 06HOBNEHWIA

Ha gaHHOM aTane Heo6X0AMMO HACTPOUTb MapaMeTpbl apXMBOB OGHOBJIEHWIA
yepes Be6G-CepBMUC, YCTAHOBJIEHHbIW Ha OHMAMH-3K3eMIIApe, a 3aTeM Co3AaTb
dhannbl, Tpebyemble A HAacTPOKM aBTOHOMHOMO ak3eMuisipa. MNoce aToro Bam
Heo6XoANMO 3arpy3uTb (ansbl 06HOBJIEHUA M MOMECTUTb UX Ha NOpTaTUBHOE
MynbTuMeauiiHoe ycTpoincTeo (USB-HakonuTenb).

1. Monyunte pocTtyn K Beb-cnyx6e no cnepytowemy URL-agpecy:
https://Update-Server-IP-or-Hostname, C WUMEHEM nMoJsib30oBaTensd
bdadmin ¥ NaponeMm, KOTOPbIv Bbl yCTaHOBUIN.
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Appliance Status

& Download archives 3 Generate suf

Current job:

Mext archive will be created on: Tue Aug 14 2018 17:55:07 GMT+0300 (Eastern European Summer Time) [) Create...

Free disk space: ]

Kits Settings
~ 88 Bitdefender Security Tools (BEST) Archive creation interval (in hours): 2

=8 Bitdefender Security Tools (BEST) Lega .
BR bHE ¥ (BEST) Legacy Number of FULL archives to keep on disk: 1

<

A Bitdefender Security Tools (BEST)

=8 Bitdefender Endpoint Security Number of LITE archives to keep on disk: 1
=

& Bitdefender Endpoint Security
28 Bitdefender Tools
A Bitdefender Tools

OHnaviH-ak3emMnnsip - Be6-Cnyxo6a

2. HacTpoiTe aBTOHOMHbIV apXUB 06HOBJIEHUI KaK OMUCAHO HUXE:

o O6HoBuTe MakeTbl: BbléepVITe nakeTbl C areHTaMu KOHEYHbIX TOUEK, YTO6bI
BKJIO4YNTb UX B apXmB aBTOHOMHOIO O06HOBIIEHUS.

. B paspene HacTpoiiku, vsmMeHUTe napameTpbl apxuBa 06HOBNEHWIA.

3apaHue CRON, ycTaHOBNEHHOE B OHMAWH-9K3EeMMSAPe, KaXAY0 MUHYTY
OyLeT NpoBepATb HanuumMe HOBbIX (ansioB OOHOBMEHWA W Hanuuue
cB060HOro ANCKOBOro npocTpaHcTBa 6onee 10 6. B Kaxabiv nepuog,
3afaHHbIM NapameTpoM UHTepBan co3paHusa apxuBa (B yacax), 3agaHue
CRON cospgaet cnegytowme panbl:

— TMonHbii apxue (06HOBNEHUs NPOAYKTA + MEXaHM3Mbl 3aLUTbI), ECI
JOCTYNHbI HOBblE (aisibl 06HOBEHWIA

— Jlerkuii apxuB (TOJIbKO MEXaHU3Mbl 3aLUUTHI), €CNM HOBble dannbl
O6HOBJIEHUI HEQOCTYMHbI

ApxuBbl 6yayT co3fiaHbl B Criefytowen ANPEKTOPUM:

https://Online-Instance-Update-Server-IP-or-Hostname/snapshots

3. Haxmute Co3gaTb > [MonHbIN apxmB, YTOObI CO34aTh NePBbIM NOJIHbIA apXUB.
MopoxAaunTe, NoKa co3faeTcsl apXuB.
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Bitdefender @& Logout

GravityZone

Appliance Status

& Download archives % Generate support bundle

Current job:

Tue Aug 14 2018 17:55:07 GMT+ 0300 (Eastern European Summer Time)

Mext archive will be created on: [} Create... ~

Free disk space:

OHnaiiH-ak3emMnnsip - Be6-Cepsuc: CosfaHne apxvBa

4. 3arpysuTe MOJSIHbIA apxMB O6GHOBMeHMA U ¢ann gzou-bootstrap C
OHNaNH-3K3eMMnsipa. 3T0 MOXHO cAenaTb HECKOJIbKUMU crioco6amu:

Yepes Be6-cepBUC: HAXXMUTE 3arpy3uTb apXmMBbl, YTOObI NEPENTU K CTPaHULe
CO cCbllkaMu Ha (aisibl 06HOBNEHMI. Ha)KMUTe Ha CCbIIKK A4S NOJSIHOMO
apxuBa 06HOBJIEHUIN U gzou-bootstrap, YTOObI 3arpy3nTb UX Ha MaLLIMHY.

Wcnonbayinte yao6Hbin BaM knneHT SCP/SCTP (Hanpumep, WinSCP), 4To6bl
ycTaHoBUTb SCP-ceccMio € OHNaWH-3K3eMMAAPOM U MNepeHecTu
BblLLEeynoMsiHyTble daiinbl B nto6oe MecTononoxeHve B Batei cetu. MNyTb
Mo YMONYaHUIO:

/opt/bitdefender/share/gzou/snapshots
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% -

@@ Q& [ FindFils

1# Download = | Edit = ¥ L/

[Teet e

Cha Name
9| = .
20180910_125403-fullgzou.six

Qmu-b_ootslrap

> <
6.79GB of 6.79GB in 2 of 2

SCP

Size

7120779
2KB

CRRT- N

>
1 hidden
0:04:54

MepeHoc dannos 06HOBNEHUA ¢ NoMoLLbo SCP

« Yepes dannosoro o6MmeHa SAMBA. UcnonbayinTe pannoobmeHHnKk SAMBA

DN TOro, YTo6bl

crnepyoLun nyTen:
\\Online-Instance-Update-Server-IP-or-Hostname\gzou-snapshots

®

Mpumeyanmne
YyeTHble AaHHble Ana Joctyna K obuwemy pecypcy SAMBA, ecnm oHu

nonyynTb apxuBbl

aBTOHOMHOIO O6GHOBJEHUS U3

3anpolleHbl, COBMNaZalT C YYETHbIMU [aHHbIMU CETEBOro 3K3eMmnispa
(nonb3oBaTtenb bdadmin u naposb).

6.4.4. HacTpoiika aBTOHOMHOr0 3k3emnnspa GravityZone

Ha aToMm Liare Heo6xoaMMO YCTaHOBUTb N HAaCTpPOUTb ABTOHOMHbIN aKseMmnnidap
Ana nonyyeHuna 06HOBIIEHUSA yepes apxuBbl, CoO3aHHble Ha OHJ'IBI;IH-SK3€MI'IJ'IF|DE.
Ecnu He yKa3aHo MHOoe, Bce KOMaHAbl A0JIKHbI BbINOJIHATLCA Kak root .

1. YcTtaHoBuTe GravityZone Ha MalLMHY U3 U30IMPOBaAHHOW Cpesabl.

2. YcTaHoBuUTe ToNbKo poniv basbl [laHHbIx n CepBepa O6HOBNEHUI.
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MepeHecuTe apxmBbl 06HOBNEHUN U haln gzou-bootstrap, 3arpyXXeHHbIe C
OHNlalH-3K3eMnnfApa, B pacnosioxenue /home/bdadmin Ha aBTOHOMHOM
3K3eMnnsipe UCMoJib3ysi MepeHOCHOe MyJibTuMeauiHoe ycTtpoicTteo (USB
HakKonuTenb).

BaxxHo
ﬂ,J‘IFI KODDEKTHOVI pa6OTbI aBTOHOMHOIO 06HOBJ1€'HVIF|, YAOCTOBEPbTECH, YTO!:

o ApxuB 06HOBNEHUA U haltn gzou—-bootstrap HaxoAaTCA B O4HOW Narke.

« ApxuB 06HOBMNEHUSA ABNSETCA MOHbIM.

BbinonHuTe hann gzou-bootstrap Kak ONMMCAHO HUXE:

a. Monyunte poctyn Kk TTY-TepMuUHany MallUHbI B Ballen BUPTyaJlbHOM cpefe
(unn nogknoumTECH K HEMY Yepes SSH).

b. TpaHcdhopmupoBaTb gzou- bootstrap B WUCMNONHSAEMbIV dain:

#

chmod +x gzou-bootstrap

c. 3anyctutb: . /gzou-bootstrap

Bbi6epuTe MeTOA NepeHoca apXMBOB OGHOBJIEHUSI HA aBTOHOMHbI 3K3eMMJIAP:

. Bblbepute O6uwiasa nanka Windows (Samba). B paHHOM cnyuyae Bam
Heo6x0AUMO yKasaTb NyTb K 06wen nanke Windows 13 nsonnposaHHoM
CeTu, K KOTOPOV aBTOHOMHbIN 3K3EMMISIP aBTOMATUYECKU MOAKIHOUUTCS
[Nsi 3arpysKy apXuBOB OGHOBIIeHUsl. BBeauTe 3anpaluvBaeMblie yYeTHble
JaHHble Ans AoCTyna K yKa3aHHOMY MECTOMOJIOXEHMUIO.

. Bblbepute SCP, ecnun Bbl X0TUTe BpPYYHYHO nepeHecTu daisibl B namnky
/opt/bitdefender/share/gzou/snapshots/ Ha  aBTOHOMHbIN
aksemnnap yepes SCP.
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Configuring gzou-target

Select the source of 0ffline Update snapshots

SCP

<0k> <Cancel>

ABTOHOMHBII 3k3eMnnsp GravityZone - HacTpoiika pexxuma nepefauv hainos 06HOBMEHUN

MpumeyaHmne
Ecnn B naaneﬁmeM Bbl XOTUTE USMEHUTb PEXUM!

a. Monyuute pocTtyn K TTY-TepMUHany MalluHbl B Ballel BUPTYyasibHON
cpepe (Wnu noakoUnTeCh K Hemy Yepes SSH).

b. Bowaute noa yyeTHoi 3anucbio bdadmain, UCMOSIb3YA YCTAaHOBEHHbIN
napo’ib.
c. 3anycTtuTe KoMaHgy sudo su ,4TO6bl MOSlyYUTb NPUBUIETUN FOOt .

d. BbInonHeHwue:

# rm -f /opt/bitdefender/etc/gzou-target.json # dpkg-recon

MosiBUTCA OKHO HAacTPOeK, B KOTOPOM Bbl CMOXXETE BHECTYU XKenaemble
nencTeus.

6. MepeknounTech Ha KOMaHAHY CTPOKY KOHCOIM aBTOHOMHOM GravityZone u
yCTaHOBUTE OCTaslbHble POSU.

7. OTKpouTe aBTOHOMHYHO KOHCOJIb B CBOEM Beb6-Opay3epe M BCTaBbTE CBOM
NULLEH3UOHHBIN KoY (B aBTOHOMHOM PeXUMe).
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6.4.5. Ucnonb3oBaHue aBTOHOMHbIX 0OHOBJEHUM

Mocne ycTaHOBKM aKk3eMnnapoB GravityZone, BbINOSIHUTE cliefytoLliue warun ans
O06HOBJIEHUSA BaLLeN aBTOHOMHOW YCTaHOBKM:

1. CkavawnTe obpas BUpTyanbHoro yctponcta GravityZone otctoga here.
2. YcTaHOBWUTE OHNAMH-3K3eMMNsp, Kak 3To onucaHo here.

3. 3arpysuTe nocnegHui apxme 06HOBJIEHMI C OHNAMH-3K3eMMNspa Ha YA,00HbIN
BaM ceTeBOWN GannoobMeHHUK. [LonosHUTeNbHbIE CBEAEHUS CM. B pa3sgese
«HacTpoliika u 3arpyska HavanbHbIx dhainos o6HoBneHU» (p. 187).

4. WUcnonbsynte USB ycTponcTtBO AN mnepeHoca apxuBa OOGHOBMEHMM Ha
hannoobMeHHNK Samba B U30nMpoBaHHON ceTu. [lonosHUTeNbHbIe CBeAeHNs
CM. B pasfiefie «<HacTpolika aBTOHOMHOro ak3emnnsipa GravityZone» (p. 190).

dainbl 6yayT aBTOMaTUYECKM NepeHeceHbl B YKA3aHHYH AMPEKTOPUO Ha
ABTOHOMHOM 3K3eMnnspe:

/opt/bitdefender/share/gzou/snapshots/

6.4.6. Ucnonb3oBaHue Be6-KOHCONU

BonauTe B Be6-KOHCOSb, yKasae IP-agpec / uMsi xocTa yCTpPOMCTBa B Be6-6pay3epe.
Bbl MOXKeTe M3MeHWUTb LOCTYMHbIE NapaMeTpbl:

« LleHTp ynpaBneHus

o 06Lme HaCTPOWKM

LleHTp ynpaBneHus

CocTtosiHue yCTpOﬁCTBa 0To6pa>|<aeT AetanunocnegHero BbiNOJIHEHHOIO 3aAaHUA
(TVII'I apxuBa, gata u BpeMFI) ncneayrwouiee 3arsiaHMpoBaHHoOe 3ajaHue.

Bam pocTynHbl cnegyrowime fencTBus:
. CospaTb Apxus MexaHn3sMoB 3awuThbl
. Co3paTb NONHbIN apxuB

B paspgene Co3pgaHHble ApXuBbI, Bbl MOXKETEe 3arpy3nTb apXxvMBbl C MeXaHU3MaMu
3alWuTbl U NOJIHbIE apXM1BbI.

Bbi6epuTe apxuB (bl) U3 AOCTYMHOrO CMCKA U HAXXMWUTE KHOMKY 3arpysuTb .
Bbl Tak)ke MOXeTe MPOCMOTPETb AOCTYMHOE MPOCTPAHCTBO Ha ANCKE YCTPOMUCTBA.
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061 me HaCTPOMKK

Bbl MoXkeTe onpefennTb pacnucaHue 3arpysku ana Habopos GravityZone.

1.
2.

HaxxmuTe KHONKYy U3MeHUTb HaCTPOWKM .

Bbi6epuTe 0MH MM HECKOJIbKO HabopoB U3 cnucka [locTynHble KOMMJIEKTbI

B pasgene PacnucaHue, Bbl MOXKeTe ykasaTb MHTepBas Co3faHnAa apXmMBOB, a
TaKXXe KOJIn4eCTBO apXmBOB, COXpaHAEeMbIX Ha AUCKeE.

Haxxmute KHOMKY anMEHMTb , YTObbI COXPaHUTb USMEHEHUA.
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7. YOAJIEHUE 3ALLUATDI

Bbl MOXeTe yanuTb 1 NOBTOPHO YCTaHOBUTbL KOMMOHEHTbI GravityZone B cnyyasy,
Korga BaM HY>XHO UCMOJIb30BaTb JIML,EH3NOHHbIN KIHOY A1 APYroro KOMMbHTepa,
YTO6bl UCNPABUTb OLLUMOKM WU NPU 0GHOBJIEHUN.

YT06bI NpaBUSIbHO yaanuTb 3awmTy Bitdefender KoHeUYHbIX pabounx cTaHUMi B
BalLeW CeTH, criefynTe MHCTPYKUUSAM, ONMUCAHHbIM B 3TOW rNaBe.

« YpaneHuve 3alUTbl KOHEYHbIX PabOYMX CTaHLIUNA
« YpaneHnue 3awutbl O6MeHa
« YpaneHue 3alWmTbl MOGUIbHbIX YCTPOMCTB

o YpaneHwue Ponen GravityZone

7.1. Ypanenue 3aluTbl KOHEYHbIX PAO0YMX CTAHLIWIA

YT06bI 6e30MacHo yaanuTb 3alwuTy Bitdefender, cHayana Heo6xoanMo yaanuTb
areHTbl 6e30nacHoOCTK, a 3aTeM Security Server, ecnm 3To Heob6xoaMMo. Ecnv Bbl
XOTUTE yaanuTb ToNbKO Security Server, 06s13aTeNbHO NOAK/IHOYNTE €ro areHToB
K gpyromy Security Server B nepByto odepesb.

o YpaneHue areHTOB 6€30MacHOCTM

« YpaneHue Security Server

7.1.1. YpaneHue areHToB 6€30MacHOCTU

Y Bac ecTb iBa BapuaHTa yaneHus areHToB 6€30MacHOCTMY:

o ypaneHHo B Control Center

« BpyuHylo Ha ueneBow MalivHe
Mpepynpexpaexune
AreHTbl 6€30NacHOCTU U CepBepr 6e3omnacHocTu HeOﬁXO,CI,VIMbI ana obecnevyeHus
6e30MacHOCTU KOHEYHbIX TO4YeK OT NHo6bIX BMAOB Yrpos, no3ToMy ux ypaneHue
MOXXET NOCTaBUTb NOA Yyrpo3y BCHO CeTb.

Y paneHHas gemHcTannauus

YUT06bI YaaneHHo yaanuTb 3awmTy Bitdefender ¢ nto6oi ynpasnsieMoi KOHeUYHOM
paboyen cTaHUMK:
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MepenanTe Ha cTpaHuuly CeTb .
Bbi6epuTe KOMNbIOTEPbI U BUPTYasbHble MALLMHbI U3 MEHIO BUAOB CETEN.

BbibGepute Xenaembil KOHTeWHep B NeBOW MaHenu. Bce KoMmbroTepbl
BbIGPAHHOI0 KOHTeNHepa oTo6pasAaTcs B TabnmLe NpaBoi NaHesnu.

Bbi6epnTe KOHeYHble TOYKW, M3 KOTOPbIX Bbl XOTUTE YAaNWUTb areHT
6e3onacHocTu Bitdefender.

Haxmute 3apaum B BepxHel YacTu Tabnuubl M BbibepuTte YaanuTb KNneHTa
. MoABNTCA OKHO KOHUrypauum.

B okHe 3afaun YaanuTb areHT Bbl MOXKETe Bbl6paTb, COXPaHATb v ainbl B
KapaHTWHe Ha KOHEYHOI paboyelt CTaBHUUM WU YAANATb UX.

IOna wuHTerpuvpoBaHHbiXx cpes VMware vShield Bbl AomkHbl Bbi6paTb
HeobX0AMMbIe yYeTHble flaHHble AN KaXXA0W MaLLMHbI, B MPOTUBHOM cllyyae
yganeHue He npousonget. Boibepute Ucnonb3oBaTb yyeTHble faHHble Ans
nmHTerpauumn vShield , satem fo6aBbTe Heob6xoAauMble AaHHble B Tabnuuy
ancnetyepa yYeTHbIX fLaHHbIX, 0TOGpaXKaeMyr HUXe.

HaxmuTe CoxpaHuTb, 4TO6bI co3paTb 3agadvy. [losiBUMTCA cooblieHne c
noATBepXAeHUEM.

Bbl MOXeTe npocMaTpuBaTb 3afavy M ynpaensTb eto B CeTb > 3agauu

Ecnm Bbl xO0TWTe nepeycTaHOBUTb areHToB 6e30MacHocTH, obpaTuTecb K
«YCTaHOBKa 3alUWTbl A5t KOHEYHbIX ToYek» (p. 122).

JlokanbHas geumHcTannauus

YT06bI BpYYHYIO YAanuTb areHT 6e3onacHocTyu Bitdefender ¢ komnbtoTepa ¢ OC
Windows:

1.

B 3aBMCMMOCTM OT Ballen onepaunoHHON CUCTEMDI:

« B Windows 7 nepenante Kk TMyck > MaHenb ynpaBneHusa > Ypanutb
nporpamMmy B pa3gene lNporpamMmbil .

. BOCWindows 8 nepengute k Hactpoiiku > [NaHenb ynpaBneHus > Y ganutb
nporpamMmy B pa3gene Mporpammel .

.« B OC Windows 8.1, KNIMKHUTE NpaBOM KOHMKOW MbIln CTapT, 3aTeM
BblbepuTe MaHenb ynpaBneHus > Mporpammbl & OyHKLUK .
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. B OC Windows 10, go to CtapT > HacTpoiiku> Cuct ema > lNpunoxxeHus &
CeoicTBa.

2. Bbi6epute areHT Bitdefender u3 cnucka nporpamm.
3. WenkHuTte AenHcTannauus.

4. BsepuTte naposnb Bitdefender, ecnv oH npegycMoTpeH NOANTMKON 6€30MacHOCTY.
Bbl MOXeTe NPOCMOTPETb X0, BbINOJIHEHWUS 3a1auM BO BPEMS yalieHUs.

YT06bI BpYYHYIO YAanuTb areHT 6e3onacHocTyu Bitdefender ¢ komnbtoTepa ¢ OC
Linux:

1. OTKpouTe TepMUHan.

2. lMonyuymTe KOHEBOW AOCTYN (root) C MOMOLLBIO KOMaHA su WM sudo su .

3. lMepenante C nNOMOLWbK KOMAaHAbI cd Ha crnegylwWwun nyTb:
/opt/BitDefender/bin

4. 3anycTuTte CKpUMT:

# ./remove-sve-client

5. YT06bI NpogomkuTb, BBEAMTE naposb Bitdefender, ecnv oH npeaycmoTpeH
NoJSIMTUKOMN 6€30MacHOCTM!.

YT06bI BpyuHYIo YaanuTb areHT Bitdefender c komnbloTepa ¢ OC Mac:
1. Otkponte Finder > Applications .

2. OtkpowTe nanky Bitdefender .

3. MepenpoBepbTe Bitdefender Mac [enHcTannauums.

4

. B okHe noatBepxaeHus uwenkHute [poBepuTtb ¥ YpanuTb, 4TOObI
NPOSOMKNUTD.

Ecnm Bbl xO0TWTe nepeycTaHOBUTb areHTOB 6e30MacHoOCTH, obpaTuTecb K
«YCTaHOBKa 3aWMThI A7 KOHEYHbIX ToYek» (p. 122).
7.1.2. Ypanenue Security Server

Bbl MoXeTe yaanuTb Security Server Tak e, Kak OH 6blJ1 YCTAHOBJIEH, NM6O B
Control Center, nu6o B nHTepdeiice komaHaHon ctpoku (CLI) BupTyanbHoro
ycTpoiicTBa GravityZone.
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YTto6bl yaganutb Security Server B Control Center:
1. Mepengute B pasgen CeTb.
2. BbibepuTe Virtual Machines 13 meHto Bbi6opa NpoCMOTPOB.

3. Bbibepute gaTaueHTp WNIM Manky, CofepXallyto XOCT, Ha KOTOpoM Security
Server ycTaHoBeH. KOHeYHbIe TOYKM OTOGPaXKaOTCS B PaBOM NaHesu.

4. YctaHoBWUTe GnaXKoK B NoJsie COOTBETCTBYIOLLENO XOCTa, HA KOTOpPOM Security
Server ycTaHOBJEH.

B meHio 3apaum BbibepuTe YpanuTtb Security Server.

6. BBeawuTe yyeTHble AaHHble vShield (ecnu npyuMeHMMo) u HaxxmuTe [a, uTo6bl
cosfaTb 3ajauy.

Bbl MOXeTe npocMaTpuBaTb 3agavy U ynpasJsidTb €0 B Cetb > 3apaumn

Ecnu Security Server ycTaHOB/EH Ha TOM Xe BUPTYaJlbHOM YCTPOWUCTBE, UTO U
apyrve ponu GravityZone, Bbl MOXeTe yAajuTb €ro, Mcnonbays uHTepdeinc
KOMaHAHOW CTPOKM yCTpoicTBa. CneflynTe MHCTPYKLMU:

1. [ocTyn K KOHCONW YCTpOMCTBa M3 Balllero UHCTPYMEeHTapus yrnpasieHus
BUpTyanuaauumen (Hanpumep, vSphere Client).

Ncnonb3yinTe KaBuLLM CO CTpeNKaMu U KJlaBuLly Tab OS5 HaBUraLMm No MeHHo
u onuusaM. Haxmute Enter AnsA Bbibopa onpeaeneHHbIX OnLui.

B MeHto Onuum ycTpoicTBa nepenaute K PaclumpeHHble HAaCTPOMKM .

Bbibepute YpaneHne cepBepa 6e3onacHocTu . OTOOpasUTCs OKHO
NoATBEPXAEHUS.

4. HaxXmuTe KNaBuwy Y WM HAXMUTE KNaBulWy Bson , YTOObI BbiGpaTh
BapuaHT [la, 4To6bl NPOoAOSIXUTL. . [ogoXanTe, MAET yaaneHue.

7.2. YpaneHue 3awutbl 06MeHa

Bbl MOXeTe yaanuTb 3awuTy o6MeHa ¢ noboro cepeepa Microsoft Exchange ¢
Bitdefender Endpoint Security Tools ¢ ycTaHOBneHHOM ponbio. Bbl MoxeTe
BbINOSHUTL yaaneHue B Control Center.

1. Mepengute B pasgen CeTb.

2. Bbl6epVITe KOMMbIKOTEPbI U BUPTYyaJZibHbleé MaLUUHb]I U3 MEHIO BUAOB ceTen.
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BbibepuTte Xenaembih KOHTeMHep B JieBon naHenn. O6beKkTbl 6yayT
0TO6paXkaTbCs B NpaBoM NaHenu Tadbnuubl.

Bbi6epuTe KOHEUYHYIO TOUKY, C KOTOPOW Bbl XOTUTE yAaanuTb 3awuTy o6MeHa.

HaxmuTe MepekoHpUrypupoBaTh KIMEHTA B MEHIO 3aAaumn B BepxHel NaHesm
Tabnuupl. MNoABUTCA OKHO KOHGUrypaLuu.

B pasaene O6wme cHuMUTE hraxKok 3auguTa ob6MeHa .
Mpeaynpexaexune

B okHe KoHburypauum ybegutech, YTo Bbl BbIGpanu BCe POJN, KOTOPbIE aKTUBHbI
Ha KOHeYHo paboyel cTaHUMKW. B MPOTUBHOM Clyyae OHM TakKe 6y Ay T yaaseHbl.

Ha)xmuTe CoxpaHUTb, YTO6bl CO3aaTh 3ajauyy.

Bbl MoXeTe npocMaTpuBaTb 3agavy U yrnpasJidTb €0 B CeTtb > 3apauun

Ecnu Bbl X0TUTe NepeycTaHOBUTL 3aliuTy o6MeHa, obpaTuTech K «YcTaHoBKa
3awmuTbl O6MeHa» (p. 166).

7.3. Ypanenue Sandbox Analyzer On-Premises

YTt06bl yaanutb Sandbox Analyzer On-Premises:

1.

Ypanute o6pasbl BUpTYasibHOM MawnHbl (BM) 13 koHconm ycTpoiicTBa Sandbox
Analyzer.

a. Bowawute B uHTepdeiic yctponctea Sandbox Analyzer.

V|CI'IOJ'Ib3yl7ITe KnaBuLKU CO CTpesIkaMu 1 KnaBulwly Tab Ana HaBurauum no
MEHIO N ONuUnNAM.

Haxxmute Enter ans Bbl60pa onpeaenieHHbIX onuun.

b. B MeHto KoHdurypauum necouHuubl nepenante K napameTpy o6pasbl
BUPTYasIbHON MaLLWHbI.

c. BwmeHto KoHdurypauusa o6pa3oB BUpTyanbHOM MalUMHbI NepenanTe K onumum
OuuncTkKa.
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VM images configuration
Choose an option:

1 Image configuration
2 DMZ hosts

[ C leanup

oK > <Cancel>

KoHconb ycTpoiictBa Sandbox Analyzer - HacTpoiku necoyHmubl - Ounctka

d. HOATBepAMTG, YTO Bbl XOTUTE YypAaJUTb YCTaHOBJIEHHbIE o6pa3u
BUPTYaJibHbIX MaLUWH.

MopoXanTe, MoKa 3TO IENCTBME He 3aBepLUUTCS. Bo Bpemsi 3Toro fencTBus
Takxe 6yayT yfaneHbl AaHHble, CBS3aHHble ¢ o6pasamMu BUPTyanbHOM
MaLUWHBI.

2. Ypanute BupTyanbHoe ycTponcTeo Sandbox Analyzer:
a. BbikntounTe BupTYyanbHoe yctponcteo Sandbox Analyzer.

b. Ypanute ycTponcTBO M3 MHBeHTaps ESXi.

7.4. Y paneHue 3awmTbl MOOUNbHbIX YCTPOUCTB

Mpu ypaneHnn 3awmTbl Bitdefender ¢ Mo6unbHOro ycTponcTBa Bbl AOJKHbI
chenaTtb 3TO Kak ¢ noMouw,bto Control Center, Tak U ¢ ycTponcTBa.

Mpw yganenun yctpomnctaa us Control Center:
o MobunbHbIN KNneHT GravityZone OTK/KOYEH, HO He yaaieH C yCTPOUCTBa.

. Bce xypHanbl, cBsi3aHHble C YAaneHHbIM YCTPOWCTBOM, 6YAYyT NO-NpexHemy
JOCTYMHbI.

. Bawa nuyHas nHdopmMaums u NpunoxxeHusi He 6yayT 3aTPOHYThI.

. [Onsa i0S-yctponcte MDM-npodunb 6ypeT yaaneH. Ecnu ycTponcTBo He
noAKYEHO K ceTn MHTepHeT, MDM-npodunb ocTaHeTcs B yCTPONCTBE, MOKa
He CTaHeT [OCTYMHO HOBOE COEANHEHME.

Mpeaynpexpaexue

« Bbl He cMOXeTe BOCCTaHOBUTDL yaneHHble MO6UJIbHbIE YCTPOﬁCTBa.
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. [epen ynaneHnem y6eamTech, 4TO LIENIEBOE YCTPOWCTBO He 3a6/I0KMPOBAHO.
Ecnu Bbl clyyailHO yaanunu 3a6slOKMPOBaHHOE YCTPOMCTBO, BaM MpuaeTcs
C6pPOCUTb YCTPOMCTBO K 3aBOJICKMM YCTaHOBKaM, UTO6bI ero pa36iokMpoBarTh.

1. NMepengute B pasgen CeTb.
Bbi6bepuTe MobunbHbie yCTPOMCTBA B CesieKTOpe NMPOCMOTPOB.

HaxmMuTe @OunbTpbl B BepxHeil 4aCTU CETEBOW MaHenuM U BblbepuTe
YcTpoitictBa B KaTeropun MpocmoTp . HaxxmuTe CoxpaHuUTb.

4. BblbepuTe >Kenaembll KOHTeMHep B rneBOM naHenu. Bce ycTponctea
oTOo6paXkatoTcA B Tabnmue NpaBon NaHesnu.

5. OTMeTbTe hnaXKkoM yCTPOMUCTBO, HAa KOTOPOM Bbl XOTUTE YAANUTb 3aLLMUTY.
6. HaxxmuTe KHOMKy © YAanuTb B BEpXHeW YacTu Tabnuubl.

3aTeM BaM HY)XXHO yAanuTb NporpaMMHoe obecneyeHune C yCTPOMCTBaA.

YT06bI yaanuTb 3awmuTyBitdefender c ycTpoiicTea Android:

1. MNepengute Kk besonacHocTb > AMUHUCTPATOPbI YCTPOWUCTB .

2. CHumuTe dnaxok GravityZone. MNosiBUTCSA OKHO NOATBEPXAEHUS.

3. Haxmute [eakTuBupoBaTtb . [osiBUTCSA npeaynpexparoliee coobLieHue,
MHpOpMMpYtOLLEe BAaC O TOM, YTO (YHKUMM 3alUTbl OT Kpaxku He 6yayT
paboTaTb, U Bbl NOTepsieTe AOCTYMN K KOPNOPaTUBHLIM CETAM U flaHHbIM.

4. Ypanute MobunbHbI KNMeHT GravityZone Kak ito6oe gpyroe npunoxXxeHue.
YT06bI yaanutb 3awmuTy Bitdefender c ycTpoincTtea i0S:

1. Mepengnte Ha 3Ha4YoKMoOGWnbHbIN KnuneHT Bitdefender GravityZone u
yAep)X1MBanTe ero B Te4eHMe HeCKOJIbKUX CEKYHA,

2. KocHuTecb MpUKpernsIeHHOro Kpyra %, Korga OH nosButcA. NpunoxeHue
yoandaeTca.

Ecnu Bbl XO0TUTE NepeycTaHOBUTb MOGUIIbHYHO 3aLUUTY, CM.«YCTaHOBKa 3alUThI
MOGWIbHBIX YCTPOUCTB» (p. 169)

7.5. YpaneHue ponen BUpPTYyasbHOro ycTpoicTBa GravityZone

Bbl MOXeTe yaanuTb posim BUPTyasnbHOro yctponcTea GravityZone yepes MeHo
nHTepdenica. [laxe ecnv Bbl yaanute 0g1H U3 HUX, Balla CeTb NO-NpexHeMy 6yaeT
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3aumuLeHa. TeM He MeHee, Ansa pa6oTkl GravityZone He06X0AMMO KaK MUHUMYM
OJIVH 3K3EMMIAP KaXA0N Ponu.

B cueHapum ¢ ogHUM yCTPONCTBOM CO BceMu ponsiMu GravityZone npu yaaneHun
OJIHOW POJIM KOHEYHble TOYKM ByAyT OCTaBaTbCS 3aLLMLLEHHBIMU, XOTSI HEKOTOpbIE
(YHKUMM YCTPOWNCTBA HELOCTYIMHbI, B 3aBUCUMOCTHU OT KaXXA0MN Ponu.

B cueHapum ¢ HeckoNbKnMM ycTporcTBamm GravityZone MoXXHO 6e30MacHo yaanuTb
poJib, MOKa AOCTYMNeH APYrov 3K3eMmasp ogHOM M TOM e ponu. o ausanHy
HEeCKONbKO 3K3eMMNApoB posie KOMMyHMKaLMOHHOro cepBepa u Be6 koHcomm
MOTYT 6bITb YCTAHOBMEHbl HA Pa3HbIX YCTPOWCTBAX M MOAKIIOYEHBI K APYrUM
ponsiM ¢ NoMoLL b 6anaHcupoBLMKa poein. CnefoBaTeNbHO, eC/M Bbl yaansiete
OWH 3K3eMMIAp onpeaeneHHomn ponu, ero GyHKLMSA nepexBaTbiBaeTCA APYTMMU.

Mpu HEO6XOAUMOCTY Bbl MOXETE YAaNIUTb KOMMYHUKALMOHHbIN CEPBEP U3 OLHOIO
YCTPOMCTBA, HasHauMB ero GyHKUMIO APYroMy 3K3eMmnispy 3aTon ponau. [ns
NaaBHOro Nnepexo/a BbIMOJIHUTE CrieaytoLue AedCTBUSA:

1. B Control Center nepengute Ha cTpaHuuy MonuTukm .

2. Bbl6epuTe CyLeCTBYHOLWYO NMOMUTUKY UM HaxkMuTe & [lo6aBUTb , YTOGbI
co34aTb HOBY!HO.

3. Bpasgene O6bwme nepengute K CBA3b .

B okHe HasHauyeHue cBSAI3u KOHeYHOM TOUYKU, HaXXMUTe Ha rnose Ums. Noasutcs
CMUCOK 0OBHapPY>XXEHHbIX KOMMYHUKALMOHHbIX CEPBEPOB.

5. BblbepnTe KOMMYHUKALMOHHbIA CepBep, KOTOPbIA Bbl XOTUTE MpUBA3aTh K
KOHEYHbIM TOYKaM.

6. HaxxmuTte kHonky @ [lo6aBUTb B BepXHel YacTu Tabnuubl. Ecnny Bac B crnimcke
60siee OIHOr0 KOMMYHWKALMOHHOIO CepBepa, Bbl MOXeTe HacCTPOUTb MX
NPUOPUTET, UCMOJIb3Ysi CTPENKM BBEpPX U BHW3 B NPaBOM 4YacTu KaXaoro
obbekTa.

7. Haxxmnte CoxpaHuTb, UTOObI CO3AaTb MOANTUKY. KOHEYHbIE TOUKM CBAXKYTCS
c Control Center yepes ykasaHHbIN KOMMYHWKaLMOHHbIW CepBep.

8. BuHTepdelice komaHaHOM cTpokM GravityZone yaanuTe cTapyto poJib cepeepa
CBA3M.
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Mpepynpexpenne

Ecnu Bbl yaanuTe cTapbii KOMMYHMKaLMOHHBIV cepBep 6e3 npeaBapuTesibHoM
HaCTPOWMKWN MONIMTUKKM, CBSI3b ByAeT noTepsiHa HaBcerga, U BaMm notpebyeTcs
nepeycTaHOBUTb areHTOB 6€30MacHOCTM.

YT06bI yAanuTb posin BUPTYasnbHOro yctponctsa GravityZone:

1.

SAREE R

6.

Bongute B nHTEpdeNc KOHCONM U3 CpeacTBa ynpaBfeHUs BUpTyanu3aunen
(Hanpumep, vSphere Client). icnonb3ayiiTe KnaBuM co CTPesIKaMu 1 KraBuLLy
Tab AN HaBUrauuMm no MeHw M onuusMm. HaxmuTte Enter AansA Bbi6opa

onpegeneHHbIX OMuy1N.

BbibepuTe [lonoNHUTENbHbIE HACTPOWKH .
HaxxmuTe Install/Uninstall Roles.
MNepenante K J,06aBUTb UK YRANIUTH POJIU .

Ucnonb3yss Space , OTMeHUTe BbI6Op IH060M PO, KOTOPYHO Bbl XOTUTE
yOannTb, 3aTEM HAXXMUTE KJaBuWy Enter .[losSIBUTCA OKHO NOATBEPXXAEHMS,
MHOPMMpYIOLLLEE BAC O TOM, YTO poJib 6yaeT yaaneHa.

HaxMmute Enter ,4TOo6bl NPOAOIDKUTD U 0XANTECH 3aBepLUEHUA yOaJIEHUA.

Ecnu Bbl XOTUTE MepeycTaHOBUTbL poJib, 06paTUTeCh K «YcTaHoBKa/ypaneHve
ponew» (p. 107).
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8. NOJIYHEHUE CIPABKH

Bitdefender cTpemnTCs NpefocTaBUTL CBOMM KIIMEHTaM ObICTPYHO U KAYECTBEHHYHO
Texnoapepxky. Ecnvy Bac BOZHUKAN NpO6eMbl MU €CNIN Y Bac eCTb Kakne-nn6o
Bonpochkl 0 npoaykTax Bitdefender, nepeinante B Haw OHNaNH LEEHTP MOALEPIKKN.
B HeM JoOCTYNHbI pecypcbl, C MOMOLLbIO KOTOPbIX MOXHO 6bICTPO HAaNTU peLleHne
unu oteeT. Vnm npn He06X0ANMOCTU MOXHO 06PaTUTLCA B CIYXXOY NoanepXKu
knueHToB Bitdefender. MNpeacTaBuTeny cnyx6bl NoaAAePXKK 6bICTPO OTBETAT Ha
BCE BOMPOCHI U OKaXyT HEO6XOAUMYHO MOMOLLb.

MpumeyaHmne
B ueHTpe Texnoanep>Kkv MOXHO HanTu MHGOpPMaLUIO 0 MpefoCcTaBAsEMbIX YCNyrax
TeXNoAAEPXKKHU, a TakxXKe npaBunax nx npenocrtaByieHUA.

8.1. LlenTp nopaepxku Bitdefender

Bitdefender LleHTp noaaep>kku aTo pasgen, r4e Bbl HanZeTe BCHO HEOOXOAMMYHO
nomoLlb no npoayktam Bitdefender.

ﬂ,OCTyrIHbIe pecypcCbl MOXXHO UCMOJIb30BaThb AJ1A 6bICTpOFO HaXoXXOeHUA pelleHnd
Wnn oTBeTa:

« CTtaTbyu 6a3bl 3HaHWUN
« ®opyM noapepxku Bitdefender
« [JokymeHTauus No npoayKTy

Tak)Ke MOXHO BOCMOSIb30BaTbCA MOWCKOBOW CUCTEMOW AN MNOJyYeHus
JOMOSNHUTESIbHbIX CBeAEeHU O KOMMbIOTEPHOW 6€30MacHOCTH, MpOoAYKTaXx
Bitdefender u camon koMmnaHuu.

CTtaTbyu 6a3bl 3HAHUM

baza sHaHuM Bitdefender - oHnawvH xpaHunuuwe wuHpopmaumm o npoaykKTax
Bitdefender. 3gecb xpaHsATca B yao6HOM gns goctyna ¢opmate oTYyeTbl O
pesysnbTaTax TeKYWMX onepauuin No TEXHUYECKOW NMoAfep>KKe U UCTIPaBJIEHUIO
OLLMOOK, BbIMOSIHAEMbIX CNYXX601 Noaaep>XXku u paspaboTtku Bitdefender, a Takke
CTaTb¥ MO MPEeAOTBPALLEHMIO 3apaXXeHWUs BUPYyCaMM, YNPABIEHUIO peLleHnsIMM
Bitdefender c nogpo6HbIMK pasbsCHEHUAMM, @ TaKXe Aapyras uHGopmauus.

basa 3HaHui Bitdefender oTkpbiTa Ans obuwero AocTyna C BO3MOXHOCTbHO
cBo6oaHoro noucka. Bitdefender copepxut o6wupHyto UHbOpMaLMIO,
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npegocTaBnssi  KAMEHTaM Heob6XoAuMMble TexHuU4Yeckue cBefeHusa. Bce
JeicTBytoLme MHGOPMaLMOHHbIE 3anNpoChl UK 0TYeThbl 06 OLIMBKaX, MoCcTynatoLme
oT KnimeHTOoB Bitdefender, MoryT 6b1Tb HalaeHbI B 6a3e 3HaHui Bitdefender, Takue
KaK OTYeTbl MO MCMpaBJIEHUAM, YCTPAHEHUIO Henonagok M uHopmMaumnoHHble
cTaTbu, AononHswWwme daisbl CpaBoK NPOAYKTOB.

basa 3HaHui Bitdefender pns 6u3Hec-NpoAyKTOB AOCTYyNHa B N060e BpeMmst -
http://www.bitdefender.com/support/business.html.

®opym nogaepxku Bitdefender

dopym Texnognepxku Bitdefender npegoctaenaet nonb3osatenam Bitdefender
NPOCTON CNOCO6 He TOJNIbKO NOJTYyYUTb HEOHXOAMMYHO MOMOLLb, HO M MOMOYb APYTUM.
Mo>kHO ony6nukoBaTh NHOOYH NPo6aEMY MM BOMPOC, CBA3aHHbIE C NPOAYKTOM
Bitdefender.

CneunanucTbl Cny6bl TeXHUYecKo noaaepxku Bitdefender oTcnexxmsatoT HoBble
cooblieHns Ha (opyMe, YTO MO3BOJIAET CBOEBPEMEHHO pearMpoBaTb Ha Bce
BOMNpocCbI NoJib3oBaTesieit. Ha hopyme TakxKe ecTb BO3MOXHOCTb MONYyYnTb OTBET
WM y3HaTb 0 cnoco6ax pelleHus NnpobneMbl 0T 60Jiee oNbITHbIX MNoJIb30BaTeNen
Bitdefender.

Mepen nybnmkaumen cBoero coobLeHUst 0 NpobremMe UM Bonpoca, BbIMOSHUTE
MOMCK MOXO0XWUX UJIM CBA3aHHbIX TeM Ha dhopyMme.

®opym TEXNOAAEPKKMN Bitdefender JOCTyneH no appecy
http://forum.bitdefender.com, Ha NATU pasNUYHbIX A3bIKaX: aHINTMNCKOM, HEMELLKOM,
(bpaHLy3CKOM, NCMAHCKOM M PYMbIHCKOM. HaxXMuTe ccbifiky 3auguTta 6u3Heca,
yTO6bI NEPENTM B pasaen NpoAyKToB Assl busHeca.

JIoOKyMeHTaLus no NpoAyKTy

JloKyMeHTauus No NpoayKTy ABASETCSA CaMbIM MOJHbIM UCTOYHUKOM UHOpMaLmK
0 NpoAyKTe.

CaMbI NpocToW cnoco6 NoNyYnTb AOKYMEHTALMIO - TepENTU Ha cTpaHuLy CnpaBka
n nogaepxka B Control Center. Haxxmnte cBoe uMs nosib3oBaTeNst B BEPXHEM
NnpaBoOM Yrily KOHCONW, BbibepuTe CnpaBKa U nogAepXkKa , a 3aTeM CCblJKy
WHTEepecyloLLero Bac pykoBoacTBa. PykoBoACTBO OTKPOETCS Ha HOBOW BKagke
Ballero 6paysepa.
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Bbl TakXe MOXeTe NPOoBEePUTb U 3arpysnTb JOKYMeHTauuio B pasgene LleHTp
MoAZEPXKKM BO BKNagke [lOKYMeHTauus , JOCTYMHON Ha KaX[AoW CTpaHule
NoAAep>KKM NPoayKTa.

8.2. O6palleHne 3a NOMOLLbHO

Bbl Mo)keTe 06paTUTbCA 3a MOMOLLbIO B Haw OHMaWH LLeHTp nopnepikku.
3anonHnTe KoHTakTHaa hopMa UM NPUMUTE.

8.3. Micnonb3oBaHMe MHCTPYMEHTOB NOALEPXKKM

MHCprMeHTbI nopgnepXxku GravityZone CO3/4aHbl, YTO6bI MOMOYbL NONIb30BaATENAM
n cneynanuctaMm nogaepXkKm ynpoctuTtb npenocrtaB/ieHne HEO6XO}J,VIMOI;I
I/IHCbOpMaLl,VII/I 0nAa yCTpaHeHUa Henonagok. 3aﬂyCTVITe MHCTPYMEHT NoanepXxku
Ha ﬂeVICTByDMMX KOMMNbKOTEpPaAaxXx U OTnpaBbTe apxumB C MHd)OpMaLLMeVI o
BblIABJIEHHbIX HEMONAaAKaxX B NpeACTaBUTENIbCTBO NOAAEPXKKN Bitdefender.

8.3.1. Ucnonb3oBaHMe MHCTPYMEHTA NOALEPXKKM HA ONepPaLMOHHbIX
cuctemax Windows

3anyck npuioxxeHusi UHCTpYMeHT noafepiKKu

YT06bl CO3AaTh XYpHan Ha 3apaXXeHHOM KOMMbITepe, UCMOoJIb3yNTe OAUH U3
cneayoLLmMX Crnoco6oB:

. KomaHgHas cTpoka
Ins no6bix npobnem ¢ BEST, ycTaHOBNIEHHbIM Ha KOMMblOTEpE.
o [pobnema c ycTaHOBKOM

Ons cutyaumn, korga BEST He ycTaHOBMEH Ha KOMMbIOTEpPe M YCTaHOBKA
3aBepluaeTcs HeyfayHo.

MeToj, KOMaHAHON CTPOKU

Mcnonb3yss KOMaHAHYH CTPOKY, Bbl MOXeTe cobupaTb XXypHanbl MpsMO C
3apaXxeHHOro KoMnbloTepa. 3TOT METOZ, NoJsie3eH B CUTYyaLUsX, Korga y Bac HeT
pocTtyna kK LLeHTpy ynpaBneHusi GravityZone unn KoMnbtoTep He B3anMoAeNCTBYeT
C KOHCOJbIO.

1. OTKpoWTe KOMaHAHYH CTPOKY C MpaBamMu agMUHUCTpaTopa.
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2. lepeiaunTe B Nanky ycTaHOBKW NPoAyKTa. MyTb N0 YMOYaHUIO:
C:\Program Files\Bitdefender\Endpoint Security

3. CobepuTe U COXpaHUTE XypHarbl, BbINOMHUB 3Ty KOMaHAy:

Product.Support.Tool.exe collect

XXypHasbl M0 yMONYaHUIO COXpaHATCAB C: \ Windows \ Temp

Mpu >enaHuu, ecnu Bbl XOTUTE COXPaHWUTb XYpHan CpeacTBa NOAAEPXKKMN B
NMpOVU3BOJSIbHOM MECTE, UCMOJIb3yiTe NMYThb K MapameTpy:

Product.Support.Tool.exe collect [path="<path-to-file>"]

Mpumep:

Product.Support.Tool.exe collect path="D:\Test"

nOKaKOMaHAaBbmonHﬂeTCﬂ,BbHMOXETGBaMeTMTbMHAMKaTOpBbMOHHeHMﬂ
Ha 3KpaHe. Korga npouecc 3aeepuleH, B BbIXOAHbIX AAHHbIX OTO6pa)KaeTCF|
nMA apxmnBa, cogepxxallero >XXypHaJsibl, U ero MeCTornoJ10XXeHune.

YT06bl OTMpaBUTHL XypHanbl B cnyx6y noaaepxku Bitdefender Enterprise,
nepenante B C:\Windows\Temp WX B NONb30BaTE/IbCKOE MECTOMOJIOXKEHUE U

HaguTe apxuBHbI Gann ¢ MeHeM ST [computername] [currentdate].
MpuKpenuTe apxmB K 3asiBKe B CNyXKO6y NoaAepXKu Ans fanbHeNLlero ycTpaHeHus

Heronagok.

Mpobnema ¢ ycTaHOBKO

1. YTto6bI 3arpy3uTtb MHCTPYyMeHT nogaepxku BEST, HaxKmuTe 34echb.
3anycTtute ucnonHsAembli Gann oT UMeHU agMUHUCTPaTopa. MosBUTCA OKHO.
Bbi6epuTe MecTo N COXPaHEHUS apXMBa XXYPHasoB.

Moka XypHasibl cobupatoTcs, Bbl yBUAUTE HA 9KPaAHE MHANKATOP BbIMOJIHEHWS.
Korpa npouecc 3aBeplueH, B BbIXOAHbIX AaHHbIX 0To6paXkaeTcs UMs apxmea
M €ro MecTOMOJIOXKEHUE.

UTo6bl OTMpaBUTbL XYpHanbl B cnyx6y noapepxku Bitdefender Enterprise,
nepenguTe B Bbi6paHHOE MECTOMONOXEHWE U HaNAUTe apXUBHbIN Gain c UMeHeM
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ST_[computername]_[currentdate].ﬂpMernMTeapXMBKsaﬂBKeBcnym6y
NoaAEPXKX oS AaNbHenLero ycTpaHeHUs HernosnagokK.

8.3.2. cnonb3oBaHne UHCTPYMEHTa NOJAEPXKKN Ha OnepaLnoHHbIX
cuctemax Linux

[ns onepayMoHHbIX CUCTEM LiNUX UHCTPYMEHT NOAAEPKKU UHTErPUPOBAH B areHT
6e3onacHocTu Bitdefender.

Ona c6opa uHbopmauum o cucteme Linux C MCMOSIb30BAHMEM WMHCTPYMEHTa
MOAAEPXKKM, 3aMYCTUTE CNEAYIOLLYIO0 KOMaHAY:

# /opt/BitDefender/bin/bdconfigure

ncnonb3ya cnepyrouine ooCTynHblie onuun:

¢« ——help COCTaBUTb CNNCOK BCEX KOMaHA MHCTPYMEHTA NOAAEPIKKUN

« enablelogs A8  BKIOYEHUS  XXypHanMpoBaHMS  MpoAykKTa U
KOMMYHMKaLMOHHOro Moaynsa (Bce cepBUCbl 6yayT aBTOMaTU4YeCKU
nepesanylueHbl)

.« disablelogs AN  OTKIKOYEHUS  XXYPHANMPOBaHWS  MNpoAaykTa U
KOMMYHUMKaLUOHHOro Moaynsa (Bce cepBUCbl 6yayT aBTOMaTUYeCcKU
nepesanylieHbl)

o deliverall YTO6bl CO3AaTh:

— ApxuB, cofepxXaLiuii XXypHasbl NPoAYyKTa U MOAYNA CBA3M, LOCTAB/IEHHbIN
B nanky /tmp B cnepywouwem bopmarTe:
bitdefender machineName timeStamp.tar.gz.

[Mocne Toro Kak cosgaH apxms:

1. Tpu OTKNOYEHUN XYypHanupoBaHWst BaM 6yfeT BbigaH 3anpoc. [pwu
Heo6X0ANMOCTHU CNyXX6bl aBTOMATUYECKU Nepe3anycTsaTCs.

2. Tpwv yaaneHuu xypHasnos BaM 6yAeT BblAaH COOTBETCTBYHOLMIA 3anpoc.

¢ deliverall -default npepocTaBNfAeT TaKyl Xe I/IHd)OpMaLWII-O, KakK U B

npeablayLen onwmm, Ho AEeNCTBUS NO YMONYaHMIO 6yayT 0TO6paXkeHbl B florax
6e3 3anpoca rnosnb3oBaTtesis (KypHasbl OTKIHOYEHbI U YaaneHbl).
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Bbl TakxXe MoXeTe 3anycTUTb KOMaHAy /bdconfigure npsamo us naketa [BEST_
SHORT] (NosnHbIN MAK 3arpy3ynK) 6e3 ycTaHOBKM NPOAYKTA.

Onsa coobueHnsa o npobneme GravityZone, BO34eNCTBYHOLLEN HA Bally CUCTEMY
Linux, BbINOMHWUTE CreaytoLue Wwark, MCNnosb3ysi paHee onucaHHble onuuu:

1.

o > DN

BkntounTe )XypHanupoBaHue NpoayKTa  KOMMYHUKALUMOHHOIO MOAYIIS.
MonblTakTecb BOCMPOU3IBECTU NPOGIEMY.

OTKNIOUMTE XYpHanbl.

CospanTe apxumB XXypHarsoB.

OTkponTe obpalieHre B cCnyx6y Moafep>Kku, ucnonb3ys dopmy, KoTopas
ZJOCTynHa Ha cTpaHuue Momow,b &Moapeprxka B Control Center, c onucaHnem
npo6nemMbl M NPUKPENSIEHHbIM apXUBOM XXYPHasIOB.

MHCTpyMeHT noaaep»ku ans Linux npegocTasnseT crieayoLlyo nHpopmaumio:

etc, var/log, /var/crash (ecnu BOCTYMHO) U var/epag Nanku us narnku
/opt/BitDefender, KOTOpble COAEpPXXaT XypHanbl 1 HacTpolku Bitdefender

dann /var/log/BitDefender/bdinstall.log coaepXuT nHpopmaLmto
no ycTaHOBKe

Pannnetwork. txt, KOTOPbIN COAEPXMUT MHDOPMALMIO O CETEBbLIX HACTPOMKaX
/ 0 BOCTYMHOCTU MaLLUUH

®ann product . txt, BKIOYasa cogepXxumoe Bcex (amioB update.txt U3
/opt/BitDefender/var/lib/scan W NOJIHbIN PEKYPCUBHbINA CMMCOK BCEX
dannoB u3 /opt/BitDefender

dann system.txt, KOTOPbIA COAEPXUT OOLLYIO CUCTEMHYIO MHbOPMaLUIO

(Bepcvm ﬂ,MCTpM6YTMBa nagpa, 4oCTtynHaa onepaTtuBHaa NaMATb U cBobogHoe
MeCTO Ha XXeCTKOM ,EI,MCKE)

dain users. txt, KOTOPbIA COAEPXUT MHPOPMaLMIO O NoNb3oBaTese

[pyryto cucTemHyo MHhOPMaLIMIO, KacatoLLyHCA NMPOAYKTA, TaKyHo Kak BHELLHee
ceTeBOe B3aMMOAENCTBME NPOLECCOB M UCMOMIb30BaHUe NpoLeccopa

CucTeMHble XypHarbl
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8.3.3. cnonb3oBaHne UHCTPYMEHTOB NOAAEPXKKMN HA onepaLMOHHbIX
cuctemax Mac

Mpu oTnpaBke 3anpoca B TFpynny TexHuyeckol nopnepxku Bitdefender,
Heo6X0ANMO NMpefoCTaBUTb CIeAYHOLWY MHDOPMaLUIo:

. Moppo6Hoe onucaHue Npo6riembl, C KOTOPOW Bbl CTONKHYJIUCH.
o CKpMHLUIOT (€Cnu BO3MOXHO) COO6LLEHUS 06 OLIMEGKE, KOTOPOE NOABAETCS.
« KypHan UHCTpyMeHTa NoAAEePKKM.

YTo6bl CO6paTh MHpoOpMauuio o Mac-cuctemMe C MOMOLLbLIO MHCTPYMEHTa
NoALEepPXKKM:

1. CkavanTte ZIP-apxuB, copep)Xawmi MUHCTPYMEHT NoAAEePIKKMU.

2. Wsenekute pann BDProfiler. Tool u3 apxuea.

3. OTKpoWTe OKHO TepMMHana.

4. TMepenauTe K Nanke, cogepxatlein davin BDProfiler.tool.
Hanpumep:

cd /Users/Bitdefender/Desktop;

5. [o6aBbTe pa3pelueHne Ha BbiNoJIHeEHME daina:
chmod +x BDProfiler.tool;

6. 3anycTuTe MHCTPYMEHT.
Hanpumep:
/Users/Bitdefender/Desktop/BDProfiler.tool;

7. Haxmute Y u BBeauTe napofib, Koraa MosiBUTCA 3anpoc BBOJa Mnapons
aAMUHUCTpaTopa.

MopoXauTe napy MUHYT, MOKa MHCTPYMEHT He 3aKOHYMT Co3aHue XXypHarsa.
MonyyeHHbin dain apxusa ( Bitdefenderprofile_ output. Zip ) nosasuTcs Ha
pabouem cTone.
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8.4. KoHTaKTHas nHdopmaums

d¢ddeKkTUBHOE B3aUMOLENCTBUE C KIIMEHTAMU ABMSETCS 3a/0rOM YCMewwHoro
6usHeca. 3a nocnegHue 18 net Bitdefender ypanocb 3aBoeBaTh 6€CCNOpPHbIN
aBTOPUTET CPefiM CBOMX KJIIMEHTOR M MapTHEPOB 3a CYET OMNepeXeHUs UX OXXUAAHWUN
U NMOCTOSIHHOTO YNyYLleHWUs! OTHOLIEHUIN ¢ HUMU. Mbl 6yaeM pafibl OTBETUTb Ha
BCe BallLV BOMPOCHI W PELUNTb BalUU NPo6sieMbl — HE CTECHSANTECH, 06paTUTECh K
HaM 3a MNOMOLLbHO.

8.4.1. Appeca Be6-canToB

OTaen npogax: enterprisesales@bitdefender.com

LleHTp nogaepxku:http://www.bitdefender.com/support/business.html
JokymeHTaums: gravityzone-docs@bitdefender.com

MecTHble aucTtpubbtoTopbl:http://www.bitdefender.com/partners
MapTHepckue nporpaMmbl: partners@bitdefender.com

OTaen no cBasam co CMU: pr@bitdefender.com

BupycHas nabopatopusi: virus_submission@bitdefender.com
Cnam-na6opatopus: spam_submission@bitdefender.com

CoobLeHne o HapyLleHusax: abuse@bitdefender.com

Be6-canT: http://www.bitdefender.com

8.4.2. MecTHble AUCTPUOBLIOTOPDI

MecTHble aucTpubbioTopbl Bitdefender rotoBbl OoTBETUTH Ha BCe BOMPOCHI
KOMMepPYEeCKOro 1 06LL,Eero xapaktepa, HaxoAsiWwmecs B MX KOMMeTEHL M.

YTto6bl HAUTU ANCTpubbLIOTOPa Bitdefender B Ballel cTpaHe:
1. MepenguTte K http://www.bitdefender.com/partners.
2. Nepengute k NMonck napTHepoB.

3. KoHTakTHas uWHdopmauusa MecTHbIX AucTpubbioTopoB Bitdefender 6ypet
oTo6paXkeHa aBTOMaTUUYECKUW. ECNK 3TO He NPOM30LLIIO, BbIGEPUTE BaLLy CTPaHYy,
YTO6bI MPOCMOTPETL UHDOPMaLUIO.

4. Ecnv He ypanocb HawTu AuctpubbioTopa Bitdefender B Balwen cTpaHe,
CBSIXXMTECb C HaMu N0  ajApecy  9JeKTPOHHOW  MOYThI
enterprisesales@bitdefender.com.
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8.4.3. Opuchbl Bitdefender

Oducbl komnaHum Bitdefender roToBblI 0TBETUTBL Ha BCE BOMPOCHI KOMMEPYECKOrO
1 06LLEero XxapakTepa, HaxoAsiLmMecs B UX KoMneTeHUun. Huxe npmeefeHbl agpeca
N KOHTaKTHas uHpopmMauusi opucos.

CLLA

Bitdefender, LLC

PO Box 667588

Pompano Beach, Fl 33066

United States

TenedoH (Npofaxu & TexHnyeckas noaaepxka): 1-954-776-6262
Mpopaxu: sales@bitdefender.com

CanT: http://www.bitdefender.com

LLeHTp nogaepkku: http://www.bitdefender.com/support/business.html

®paHuus

Bitdefender

49, Rue de la Vanne

92120 Montrouge

®dakc: +33 (0)1 47 3507 09

TenedoH: +33 (0)1 47357273

E-mail: b2b@bitdefender.fr

Be6-canT: http://www.bitdefender.fr

LleHTp nogaepxku: http://www.bitdefender.fr/support/business.html

Wcnanus

Bitdefender Espana, S.L.U.

Avda. Diagonal, 357,1° 12

08037 Barcelona

Espana

®akc: (+34) 93 21791 28

TenedoH (office & sales): (+34) 9321896 15

TenedoH (TexHWYeckas noanepxka): (+34) 93 502 69 10

Mpopaxu: comercial@bitdefender.es

Be6-canT: http://www.bitdefender.es

LleHTp nogpepxku: http://www.bitdefender.es/support/business.html
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epmaHus

Bitdefender GmbH

Technologiezentrum Schwerte

Lohbachstrasse 12

D-58239 Schwerte

Deutschland

TenedoH (office & sales): +49 (0) 2304 94 51 60

TenedoH (TexHWMYeckas noanepxka): +49 (0) 2304 99 93 004
Mpogaxu: firmenkunden@bitdefender.de

Be6-canT: http://www.bitdefender.de

LleHTp nogpep>xku: http://www.bitdefender.de/support/business.html

Benukobputanua u Upnanaus

Genesis Centre Innovation Way

Stoke-on-Trent, Staffordshire

ST6 4BF

UK

TenedoH (Npogaxu & TexHnyeckas nogaepxka): (+44) 203 695 3415
E-mail: info@bitdefender.co.uk

Mpopaxu: sales@bitdefender.co.uk

Be6-canT: http://www.bitdefender.co.uk

LleHTp nogaep>xku: http://www.bitdefender.co.uk/support/business.html

PyMbIHuS

BITDEFENDER SRL

Orhideea Towers

15A Orhideelor Street

060071 Bucharest, Sector 6

dakc: +40 21 2641799

TenedoH (Npofaxu & TexHndeckas noamepxka): +40 21 2063470
Mpopaxu: sales@bitdefender.ro

Be6-canT: http://www.bitdefender.ro

LieHTp nogaep>kku: http://www.bitdefender.ro/support/business.html

06beauHeHHble Apabekue IMuparbl

Bitdefender FZ-LLC
Dubai Internet City, Building 17
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Office # 160

Dubai, UAE

TenedoH (Npojaxu & TexHudyeckas noppdepxka): 00971-4-4588935 /
00971-4-4589186

dakc: 00971-4-44565047

Mpopaxu: sales@bitdefender.com

Caur: http://www.bitdefender.com

LleHTp nogaepxku: http://www.bitdefender.com/support/business.html

MonyyeHune cnpaBku 214


mailto:sales@bitdefender.com
http://www.bitdefender.com
http://www.bitdefender.com/support/business.html

aﬂ

e o4
yZone

Bitdefeer Gravit

A. lMpunoxeHus

A.1. MNoapepxxuBaemMble TUNbl hannos

MexaHu3Mbl CKAHUPOBAHUA Ha HaM4Me BPEeOOHOCHbIX MPOrpaMMm, BKJTHOYEHHbIE
B pelleHus 6e3onacHocTu Bitdefender, MmoryT ckaHupoBaTb Bce Tunbl (ansos,
KOTOpble MOryT copepXaTb yrpo3bl. CAMCOK HMXe BKJOYaeT Haubosee
pacnpocTpaHeHHble TUMbl HannoB, KOTOPble aHaIM3UPYHOTCA.

{*; 386; 3g2; 3gg; 7z; abp; ac; accda; accdb; accdc; accde;
accdr; accdt; accdu; acl; acm; acr; action; ade; adp; ain;
air; app; ar; arc; arj; as; asd; asf; asp; au; avi; awk; ax;
bas; bat; bin; bmp; boo; bz; bz2; bzip2; cab; cal; cgi; chm;
cla; class; cmd; cnv; com; cpio; cpl; cru; crush; csc; csh;
dat; dcx; deb (with gzip, bzip2, xz); dek; dld; dll; dmg (with
HFS); doc; docm; docx; dot; dotm; dotx; drv; drw; ds; dsé4;
dtd; ebm; emf; eml; eps; esh; exe; ezs; fky; frs; fxp; gadget;
gif; grv; gx2; gz; gzip; hap; hlp; hms; hta; htm; html; htt;
iaf; icd; ico; img; inf; ini; inx; ipf; iso; isu; jar; Jfif;
jpe; jpeg; Jjpg; Jjs; Jse; Jjsx; kix; laccdb; lha; 1lzh; 1lnk; maf;
mam; maqg; mar; mat; mcr; mda; mdb; mde; mdt; mdw; mem; mhtml;
mid; mmf; mov; mp3; mpd; mpeg; mpg; mpp; mpt; mpx; msS; msg;
msi; mso; msp; mst; msu; nws; oab; obd; obi; obs; obt; ocx;
odt; oft; ogg; ole; one; onepkg; osci; ost; ovl; pa; paf; pak;
pat; pci; pcx; pdf; pex; pfd; pgm; php; pif; pip; png; pot;
potm; potx; ppa; ppam; pps; ppsm; ppsx; ppt; pptm; pptx; ppz;
prc; prf; prg; psl; psd; psp; pst; pub; puz; pvd; pwc; pwz;
Py:; pyc; pyo; gpx; gt; gxd; ra; ram; rar; rbx; rgb; rgs; rm;
rox; rpj; rpm (with cpio, gzip, bzip2, xz); rtf; scar; scr;
script; sct; sdr; sh3; shb; shs; shw; sit; sldm; sldx; smm;
snp; snt; spr; src; svd; swf; sym; sys; tar; tar.z; tb2; tbz2;
td0; tgz; thmx; tif; tiff; tlb; tms; tsp; tt6; u3p; udf; ufa;
url; vb; vbe; vbs; vbscript; vwp; vxd; wav; wbk; wbt; wcm;
wdm; wiz; wks; wll; wmf; wml; wpc; wpf; wpg; wpk; wpl; ws;

ws2; wsc; wsf; wsh; xar; x1; xla; xlam; xlb; xlc; x11; xlm;
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x1ls; xlsb; xlsm; xlsx; xlt; xltm; xltx; xlw; xml; xgt; xsf;

xsn; xtp; xz; z; zip; zl1l?; zoo
A.2. 06bekTbl Sandbox Analyzer

A.2.1. Mopaepxusaemble Tunbl n Pacwmnpenus Ganos ana OTnpaBku
BpyuHyio

MopaepXXMBarOTCA CNeayoLne pacluMpeHmns, KoTopble MOryT 6biTb NPOBEPEHbI
Bpy4YHyto B Sandbox Analyzer:

Batch, CHM, DLL, EML, Flash SWF, HTML, HTML/script, HTML
(Unicode), JAR (archive), JS, LNK, MHTML (doc), MHTML (ppt),
MHTML (x1ls), Microsoft Excel, Microsoft PowerPoint, Microsoft
Word, MZ/PE files (executable), PDF, PEF (executable), PIF
(executable), RTF, SCR, URL (binary), VBE, VBS, WSF, WSH,
WSH-VBS, XHTML.

Sandbox Analyzer MoxeT 06Hapy>XMBaTb BbILLEYNOMSAHYTbIE TUMbI hannos, ecnu
OHM BKIFOYEHbI B apXUBbI CNeAyOLWNUX TUMOB: 7z, ACE, ALZip, ARJ, BZip2,

cpio, GZip, LHA, Linux TAR, LZMA Compressed Archive, MS
Cabinet, MSI, PKZIP, RAR, Unix Z, ZIP, ZIP (multivolume), ZOO,
X7.

A.2.2. Tunbl ®aitnos Moaaepxusaemoble [peasapuTenbHoOM
®unbtpaumen KonteHTta npum ABTomatudeckon OTnpaBke
MpepBapuTenbHas GUbTpaLUsa KOHTEHTa onpeaennuT KOHKpPeTHbIM Tun danna ¢

NOMOLLbKD KOMOMHALMK, KOTOopasi BK/OYaeT B cebsa coAep)XMmoe o6bekTa U
paclumpeHune. 3To 03HaYaeT, YTO UCMONHAEMBIN dali ¢ pacluMpeHneM . tmp 6yaeT

pacrno3HaH KakK MPWUIOXKEHUE U, eCIM OH OKaXXeTCH MOA03pUTEeNbHbIM, ByaeT
oTnpasneH B Sandbox Analyzer.

o [Mpunoxenua - dannbl dopmata PE32, BkAOYas, HO He OrpaHUYMBasiCb
cnefyrwmmMmm paclliMpeHnamMun: exe, dll, com.

« [lokymeHThbI - painbl popmaTa [OKYMEHTa, BKIIKOYas, HO He OrpaHUYnBasChb
cneayrownmMm paclumpeHnamm: x1sx, xls, ppt, doc, docx, dot, chm,

MpunoxeHus 216

unfollow the traditional



unfollow the traditional

xlm, docm, dotm, potm, potx, ppam, ppax, pps, ppsm, pptx,
sldm, sldx, xlam, xlm, xltm, rtf, pdf.

o CueHapuu: ps, wsf, ws, php, py, Js, vb, vbs, pyc, pyo, wsc,
wsh, pscl, Jjse, vbe.

« ApxuBbl: zip, jar, 7z, bz, bz2, tgz , msi, rar, rev, z, arj,
iso, lha, 1lhz, uu, uue, xxe, lzma, ace, r00.

. Mouty (coxpaHeHHyto B (haitnoBor cucteme).eml, tnef.

A.2.3. UckntoueHus Mo YMmonyaHuio B ABToMaTuyeckon OTnpaBke
asc, avi, bmp, gif, Jjpeg, Jjpg, mkv, mp4, pgp, png, txt.

A.2.4. PekomeHayeMble NPUNOXEHUA ANS JeToHaL MW BUPTYasibHbIX
MaLluuH

Sandbox Analyzer On-Premises TpebyeT, 4T06bI OnpeaeneHHbIe NPUTOXKEHUSA Obln
YCTaHOBJ/IEHbl HAa BUPTYasibHbIX MalUMHax AeTOoHaLuW, YTo6bl OHU OTKpbiBanu
oTnpaBieHHble 06pasLbl.

MakeT Microsoft Office xls, xItm, xItx, ppt, doc, dotx, docm, potm, potx,
ppam, ppax, pps, ppsm, ppsx
Adobe Flash Player swf

Mporpamma Adobe Acrobat Reader pdf

Windows no ymonyaHuto bat, cmd, ws, wsf, reg, exe, dll, Ink, com, chm,
application, gadget, hta, cpl, msc, vbe, jse,
wsc, wsh, pscl, scf, vb, vbs, pif

7zip 7z, zip, z, arj, bz, bz2, tgz, jar, r00, ace, Izma,
WinZip Xxe, uue
WinRAR
Google Chrome html, url

Internet Explorer
Python PY, Pyc, pyp
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