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1.1. Version 1.0.12.11846

Release date:

* Fastring: 2022.12.07
+ Slow ring: 2022.12.12

1.1.1. New Features And Improvements

+ The password security requirement has been increased. It must contain at least 8
characters, one digit, at least one upper case character, at least one lower case character,
one special character and must be changed every 3 months.

1.1.2. Resolved Issues

+ Reduced the network traffic consumption of the Network Probe module.
+ Fixed an issue that caused the XDR Network Sensor Virtual Appliance services to run before
the network module.

1.2. Version 1.0.11.11626

Release date:

+ Fastring: 2022.08.08
+ Slow ring: 2022.08.08

1.2.1. New Features And Improvements
General

* You can now add multiple subnets for the monitoring interface.
1.3. Version 1.0.10.11583

Release date:

+ Fastring: 2022.07.04
+ Slow ring: 2022.07.05

1.3.1. New Features And Improvements
General

+ In My Company > Licensing tab, the My company ID field displays a new string format of 24
characters. The old string of 32 characters is available in the new My company hash field.

1.4. Version 1.0.9.11517

Release date:

* Fastring: 2022.05.31
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+ Slow ring: 2022.06.02

1.4.1. New Features And Improvements
Product

« The communication server configuration options have been renamed to better reflect the
used Cloud instances, based on your browser's URL:
* Forcloudgz.gravityzone.bitdefender.com: GravityZone Cloud Instance 1
* Forcloud.gravityzone.bitdefender.com: GravityZone Cloud Instance 2

» The default Dynamic Host Configuration Protocol (DHCP) client has been removed from the
Switched Port Analyzer (SPAN) network. To accommodate this, the Security Server setup
has been modified.

+ The XDR Network Sensor Virtual Appliance has been integrated into the GravityZone
Sensors Management.

1.4.2. Resolved Issues
General

+ Fixed an issue that prevented DNS entries from remaining saved after a reboot.

1.5. Version 1.0.8.11397

Release date:

* Fastring: 2022.04.07
+ Slow ring: 2022.04.13

1.5.1. Improvements
Product

+ When you configure the Communication Server parameters on the Security Server for
GravityZone Cloud, you can select your cloud region from a drop-down menu.

1.6. Version 1.0.6.11333

Release date:

* Fast ring: 2022.03.01
+ Slow ring: 2022.03.03

1.6.1. Improvements
Product

« Security hardenings for Security Server have been implemented according to CIS
Benchmarks and CIS-CAT scan, achieving a score of 85%.

+ Improved the proxy settings for the Support Tool.

+ Events are now sent hourly to the syslog server. In addition, the syslog file maximum size is
now 2 GB.

+ Security Server now stores the command history in the
[bitdefender directory]/var/log/history.log file for previous Terminal

sessions.
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1.6.2. Known Issues

+ Some Security Server have lost their static DNS configuration. If you have encountered this
issue, use the sva-setup command to manually correct them.
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