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[MpaBoBOe NnosnoxeHue

Bce npaBa 3awuuieHbl. Hukakas YacTb 3TOW My6nvKaLmmn He MOXeT 6bITb BOCMPOU3BeZieHa uiu nepefaHa B nto6oi
dopme unu no6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKtoyas (HOTOKONMpoBaHKe, 3anuch,
MCTONb30BaHWe CPeACTB XpaHeHWUst M noucka MHdopMauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLleHust
YMNONIHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLueHo BHOCUTb KaKue-m6o U3MeHeHUs B faHHbI MaTepuarn.

ﬂpen,ynpe)KneHue W orpaHuyeHue oTBeTCTBEHHOCTM. ﬂaHHblﬂ I'IpOrpaMMHbIIZ NpPOAYKT U AOKYMEHTauuA K HeMy
3almueHbl aBTOPCKUM NpaBoM. ﬂaHHblﬁ nporpaMMan?l NPOAYKT N JOKYMEHTaUMA K HeMy 3aLl ULl eHbl aBBTOPCKUM
npaBoM. NHhopMaLms B 3TOM JOKYMEHTE NpefoCTaBseTCs «Kak ecTb», 63 rapaHTUu. XoTs B XOZie NOArOTOBKU
3TOro JOKYMEeHTa Gblfin NMPUHATBI BCe Mepbl NPeOCTOPOXXHOCTH, aBTOPbI HE HECYT HUKaKoi OTBETCTBEHHOCTU
nepepg No6bIM JIULOM WM OpraHW3aLyeil B OTHOLIEHUU KaKWUX-TMGo noTepb WM yuiep6a, MPUYMHEHHBIX WUIu
NpeanosnoX1TENbHO BbI3BaHHbIX NMPSMO WM KOCBEHHO MH(bOPMaLMen, cofiepXKallencs B JOKyMeHTe.

[laHHasi KHWUra COAePXXMT CChINIKN Ha CTOPOHHME BEG-CAiTbI, HE HAXOAALLWMXCA NoA KoHTponeM Bitdefender ,noatomy
Bitdefender He HeceT 0TBETCTBEHHOCTM 3a UX CofiepXKaHue Nepexoas Ha CTOPOHHUE CailTbl, yKa3aHHbIE B AOKYMEHTE,
Bbl fleNaeTe 9TO Ha CBOW CTpax W puck. Bitdefender npuBoanT aTn cCbinkn TonbKo ANst yA06CTBa YnTaTeNs, HO
Hanuuue STUX CCbIIOK He 03HavaeT, yTo Bitdefender 6epeT Ha ce6s 0TBETCTBEHHOCTb 3a COAEPXKaHUE KaKoro-nméo
CTOpOHHero Be6-canTa.

Toprosble MapKu. B 93TOM JOKyMeHTe MOryT yNOMUHATLCA pasfinyHble TOProeble Mapku. B 93TOM JokyMeHTe MoryT
YNOMUHaTbCSA pas/iyHble TOProBble MapKu. Bce 3aperncTpupoBaHHble U He3aperncTpupoBaHHbIe TOProBble Mapky,
yrnoMunHaemble B 3TOM JOKYMEHTe, NpUHaAnexat TO/IbKO UX 3aKOHHbIM BnagenbLam.
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Bitdefeer Cravi t

Mpepgucnosue
370 pykKoBOACTBO nNnpeaHasHa4yeHo |T-a,[|MMHI/ICTpaTOpOB, oTBeYyYawlwnux 3a
pa3BepTbiBaHUe 3alunThbl GravityZone B CBOUX opraHusaumnax.

NT-agMUHUCTpaTOpbI, KOTOPbIM HeobxoamMMa uHdopmauus o GravityZone moryT
HallTu B 3TOM pykoBoacTBe Tpe6oBaHusa GravityZone u AOCTyMHble MOAySM
3aWnTHI.

9TOT [OKYMEHT 06DbACHAET, KaK pa3BepHyTb areHTbl 6e3onacHocTu Bitdefender
Ha BCcex TUMax KOHeYHbIX TOYeK B Baluei KOMMNaHuM U Kak HaCTpOUTb pelleHne
GravityZone.

1. 0603HaueHus, UcnoJsibdyemble B 1aHHOM PYKOBOACTBE

Tunorpadckne 0603HaYeHUs

9TO PYKOBOACTBO WCMOJIb3YeT HECKOJIbKO TEKCTOBbIX CTUSIEW AN YyYlleHUs
YMTAEMOCTH. Y3HalTe 06 UX acreKTe U 3HAYEHUN U3 TabnnLLbl HUXKE.

obpaszer BCTpoeHHbIe MMeHa KOMaH U CUHTaKCuc,
nytm M wumeHa  dannos,  dainbl
KOHdUrypauum, BBOAUMbIN TeKCT
neyaTtaeTcs CTaHJapTHbIMYU
MOHOUMPUHHEMY LWPUDTaMU.

http://www.bitdefender.com Ccbinku URL Ha BHewHue uctouHukm (http
unu ftp cepeepbl).

gravityzone-docs@bitdefender.com Agpeca 3neKTPOHHOW MOYTbl B TEKCTe
MpUBOASATCS B KAayecTBe KOHTAKTHOM
NHbopMaLuu.

«Mpeamncnosue» (p. vi) B kaBblykax MNpUBOAATCS BHYTPEHHUE
CCbIJIKU Ha Apyrue maTtepuarnbl B npegenax
3TOro fOKYMEHTA.

onuus Bce napameTpbl nNpoayKTa BblAeNeHbI
YKUPHBIM LIPUDTOM.

Mpeancnoeue Vi


http://www.bitdefender.com
mailto:gravityzone-docs@bitdefender.com
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KJIIOYEBOE CNOBO Onuun nHTepdelica, KNOYEBbIE CNOBA UK
COYeTaHus KNaBu1LU BblAeneHbl C MOMOLLbH
bold wpudTa.

Mpeancnoeue Vii
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[Mpumeyanus

MpuMeyaHna — aTo TeKcToBaa MHGOpPMaLUS, BbleNleHHasAs B OCHOBHOM TeKCTe
pasfiMyHbIMU CPeACTBaMU, LIefIbio KOTOPON ABNAETCA NPUBJIEYeHME Ballero
BHUMaHMA K AOMOSHATENBHOW UHPOPMALUK, UMEIOLLLEN OTHOLLIEHUE K COZIePXKaHMIO
TeKyLLEero pasgena pykoBoACTBa.

MpumeyaHmne

ﬂpMMeanme — 9TO KpaTKoe 3aMedaHue. Bbl moXkeTe nponycTuTb €ro, HO B HEM
MOXeT coaep>XaTbCA LleHHan I/IHd)OpMaLI,VIFI, HanpuMep onpeaeneHHas 0C06eHHOCTb
WU CCblJIKa Ha UCTOYHMUK, VIMeIOLI.I,VIVI OTHOLWIEeHMe K JaHHOMY MaTepunany.

BaxHo

9Ta vHpopMaums TpebyeT BaLLEro BHUMaHUs, U ee He PEKOMeHZYyeTCs NPonycKaTb.
06bI4HO, 31eCb NPUBOAMTCS BaxHas HGopmauus o hakTopax, KOTOpble HE UMelT
YrpOXKaloLLero xapakrepa ajis 6e30MnacHOCTU Balleil CUCTEMBbI.

Mpepynpexpaexune

370 KpUTUYeckas HGopmMaLus, K KOTOPOW criefyeT OTHECTUCb C MaKCUMasbHbIM
BHUMaHueM. Hnyero nanoxoro He CNny4unTcC4, ecnu Bbl 6yp,eTe cnepoBaThb YKa3aHUAM.
BHUMaTeNIbHO NPOYTUTE M MOMNbITaNTECh MOHATL CYyThb NpeaynpeXAeHUs], MOCKOJIbKY
B HEM ONUCbIBAOTCA BeECbMa OMnacHble yrpo3bl As1d 6e30nacHOCTU Ballen CUCTEMBI.

Mpeancnoeue viii
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1. 0 GRAVITYZONE

GravityZone siBnsieTca pelweHneM no 6e3onacHoCTy ans 6usHeca, NOCTPOEHHOr0
C HyNs1 ANa BUPTYanusaumm n 061auHbix cpeg, YTobbl NpefocTaBnsTh YCyru no
6e30MacHOCTU AN19 PUINYECKUX KOHEYHbIX TOYEK, BUPTYasbHbIX MaLUMH B YaCTHOM,
ny6iMyHoM ob6n1ake U MOYTOBbIX cepBepoB Exchange.

GravityZone 3To NpoAYyKT C eANHOW KOHCOJIbIO YNpaBJIeHUs AOCTYMHON B 06J1aKe,
npepocTtaBnsieMbli Bitdefender, unn opraHnsoBaHHbIV B Ka4ecTBe BUPTYasibHOro
YCTPOMCTBA YCTAHOBJIEHHOIO JIOKaJIbHO B KOMMaHUK, YTO o6ecneunBaeT eanHyro
TOYKY AJ191 pa3BepTbiBaHUS, COGIFOAEHVS U YNPaBJIEHUS MOJIMTUKaMK 6€30MacHOCTH
N5 NI060ro KonmyecTBa KOHEUYHbIX TOYEK, Jto6oro Tuna, B 1l060M MecTe.

GravityZone obecrneynmBaeT HECKOJIbKO YPOBHEN 6e30MacHOCTM ANsi KOHEYHbIX
ToyYek U nouToBbIX cepeepoB Microsoft Exchange: 3awuTa ot BpegoHocHoro M0
C MOHUTOPUHIOM MOBEeAEHNS, 3aLLMTa OT Yyrpo3 HYJIEBOIO fiHS, COCTaB/IEHUE YEPHBbIX
CMWCKOB MNPWIOXEHUA W U30NSLMA MOTEHUMaNlbHO OMacHbIX O6BHEKTOB B
OrpaHNYeHHON cpefie, MeXCETEBOW 3KpaH, ynpaBfieHne yCTPOoMCTBaMu, yrpaBieHue
KOHTEHTOM, aHTUMDULLMHT U aHTUCMaM.

0 GravityZone 1
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2. YPOBHUW 3ALWMTbLI GRAVITYZONE

GravityZone o6ecneunBaeT criefytolime ypOBHU 3aLUUTbI:

« 3awwmTa oT BpegoHocHoro 0

« PacwmpeHHbIit KoHTposib yrpo3s (Advanced Threat Control)
« O6HapyxeHue runepeusopa

« Advanced Anti-Exploit

. bpaHgmayap

« KoHTponb KOHTEHTa

« YnpaBneHue ucnpasneHUsiMu

« KoHTponb ycTpovicTs

« [lonHoe wudposaHme gucka

« Security for Exchange

« Sandbox Analyzer

« O6Hapy)XeHue 1 OTKJIMK KoHeuyHow Touku (EDR)
« YnpaeneHue Puckamu KoHeuHoi Touku (ERA)
o Email Security

2.1. 3awmra ot BpegoHocHoro 10

YpoBeHb 3alnTbl 0T BpegoHOCHOro N0 ocHOoBaH Ha CKaHUPOBaHWN CUrHaTyp U
aBpucTMYeckoMm aHanuse (B-HAVE, ATC) npoTuB: BMPYCOB, YepBei, TPOSHOB,
NporpaMM-LWNUOHOB, peknamMHoro MO, KeWnorrepoB, PyTKUTOB M APYrnX TUMOB
BPeAOHOCHbIX NPorpamMm.

TexHonorus ckaHupoBaHus Bitdefender Ha Hanmune BpegoHocHoro MO ocHoBaHa
Ha crnefyroLnNX TEXHONMOMUSAX:

. Bo-nepBbix, ncrnonb3yeTcs TPagUUMOHHBLIA METOJ, CKaHMPOBaHWA, Korga
OTCKaHMPOBAHHOE COLEPXMMOE CpaBHUBAeTCH € 62301 JaHHbIX curHaTyp. B
6a3e JaHHbIX CUrHaTyp cofepXaTcsl 3anuMcu 6alT-KOA0B, XapaKTepHble Ans
M3BECTHbIX Yrpo3, KOTOpble perynsipHo o6HoBAsAtoTCs Bitdefender. 3ToT MeTog
CKaHMpoBaHus siBnseTca 3P heKTUBHbIM NMPOTMB U3BECTHBIX YIPO3, KOTOPbIE
6bInK MCCNefoBaHbl U 3a,0KYMEHTUPOBaHbI. TEM HE MeHee, HE3aBUCUMO OT
TOrO, HACKOJbKO OnepaTMBHO 6a3a AaHHbIX 06HOBNSIET 3anucy, BCeraa ecTb
OKHO YSI3BUMOCTU MeXAy BPEMEHEM, KOrja HoBas yrpo3a 06HapyXXeHa U Koraa
UcrpaBfieHUEe BbIMyLLEHO.

« [lpOTHB HOBbIX, HE3AaPETUCTPUPOBAHHbIX YIPO3, 3aLLUTY OCYLLLECTBIAET BTOPOW
cnon Bitdefender, wucnonb3ys aBpucTudeckm pasuratens B-HAVE.

YpoBHu 3awuTbl GravityZone 2



Bitdefender Grawt\/Zome

unfollow the traditional

9BpuCTUYECKME aNiTOPUTMbl OO6HaPYXXMBAKOT BPEeAOHOCHbIE MPOrpaMMbl Ha
OCHOBe rnoBefeH4YecKux xapaktepucTuk. B-HAVE 3anyckaeT nogosputenbHbie
BPeAOHOCHbIE MporpamMMbl B BUPTyanbHOM cpefe, YTOoObl MPOBEPUTb MX
BO3AENCTBME HA CUCTEMY M YAOCTOBEPUTHLCSH, YTO OHW He MpeAcTaBnsAT
HUKaKon yrpo3bl. Ecnu yrposa o6HapyXeHa, npegoTBpaliaeTcsl 3anyck
nporpamMmbI.

CKaHupyloLue ABUKKH

Bitdefender GravityZone MoXeT aBTOMaTU4YeCKN BbIBUPATb aHTUBUPYCHbIE ABUXXKM
Npu co3aHnM NaKeToB areHToB 6€30MacHOCTM B COOTBETCTBUM C KOHbUrypavmen
KOHEYHOW TOUKM.

Takxe agMUHUCTPATOP MOXET MOACTPOUTH CKaHMPYHOLWMIN OBUXKOK, BbiGUpas
MeXJy HECKOMbKMMU TEXHOSIOMUSIMU CKaHUPOBaHWS:

1.

JlokanbHoOe cKaHUpoBaHue, Korga CKaHMpoBaHUe BbIMOJIHAETCA Ha KOHEYHOM
YCTDOVICTBE. Pexkxvm nokasbHOro cKaHMpoBaHus NOAXOAUT A1 MOLLHbIX MaLUWH,
roe Bceé MexXxaHU3Mbl 3alUTbl XPaHATCA JIOKaJlbHO.

M6pugHoe cKaHUpoBaHWe CO CBETOBbIMM ABUraTensamu (obuiee o6nako), ans
CpeZlHUX rpynm, UCMNOoSb3yeT CKaHUpPOBaHue B 06J1aKe U, YaCTUYHO, NIOKasbHble
MeXaHW3Mbl 3aLLMThbI. [laHHbI PEXXUM CKaHMPOBAHUSA NpeoCTaBNAeT lydllee
3afleiiCTBOBaHME PECYPCOB, N0 CPABHEHUIO C UCMONb30BAHUEM YAANEHHOrO
CKaHUPOBaHuS.

LieHTpan1m3oBaHHOEe CKaHUpOBaHMe B O6LLLEeM UM YaCTHOM o6n1aKe C He6GOJIbLLIUM
o6beMoM namaATH, Tpebytowmm Security Server gna ckaHMpoBaHusi. B aTom
cnyyae MeXaHM3Mbl 3alUWUTbl He XPaHSTCA JIOKalbHO W CKaHUpOBaHue
BbIrpy>aeTcs Ha Security Server.

MpumeyaHue
CyLLI,eCTByET MUWHUMaJbHbIN Ha6op ABWXKOB, XpaHﬂLLI,VIVICFl NOKaJbHO,
Heo6X0AUMbIV A1t PaCnaKoBKM CXaTbiX hannbl.

LieHTpanu3oBaHHOE CKaHUPOBaHKe (CKaHUPOBaHWUE B YaCTHOM UMK NMy6ANYHOM
o6nake c nomoLybio Security Server) c nokanbHbiM pesepeoM* (Local Scan -
NPY HAJTMYNK NOSHBIX ABUXKKOB).

LleHTpanu3oBaHHoe cCKaHUpoBaHWe (CKaHUPOBaHWe B YaCTHOM WU Ny6/IMYHOM
o6nake c noMmoLybio Security Server) ¢ pesepBoM* rM6pUAHOro CKaHUpoBaHUA
(Local Scan - ny6nnuHoe 061aKo ¢ 0651eryeHHbIM ABUXXKaMM).
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* Korga ucnonb3yoTcs ABOMHbIE ABUKKN CKaHUPOBAHMWSA - €CNIN NePBbIi ABUXKOK
He AOCTYMeH, pe3epBHbIii ABUXOK MOXeT 6biTb 3aAeilcTBOBaH. [oTpebneHue
PEeCcypCcoB 1 yTUM3aLua ceTu 6yaeT 3aBUCETb OT UCMOJb3YEMbIX ABUKKOB.

2.2. PaclumpeHHbin KoHTponb yrpo3 (Advanced Threat Control)

[nAyrpos, KoTopble YCKOJIb3atoT AaXe 0T 3BPUCTUYECKOro ABUXKKA, MPUCYTCTBYET
eLle oauH crovt 3awmTbl B Buae Advanced Threat Control (ATC).

ATC nOCTOSIHHO OTCNeXuBaeT 3anylleHHble Mpoueccbl W  OLeHUBaeT
NoAo03puTeNIbHOE NOBEAEHME, TaKOE KaK: MOMbITKM 3aMacKMpoBaTb TUM NpoLiecca,
BbINOJIHEHME Kofa B MPOCTPaHCTBE MamATM npouecca (3axeaT namaATv Ans
NPVBUIErMPOBaHHON 3CKanaLum), pennmkaums, nepemelleHne Gpannos, CKPbITHOCTb
B CMMCKe TeXHOJIOrMYECKMX NPOoLLecCcoB 1 T.4. Kaxgoe Noao3puTensHoe NnoBegeHme
noBbIWaeT PelTUHr npouecca. Korga gocTuraeTcs Nopor, BKIOYAeTCA CUrHan
TpeBoru.

2.3. O6HapyXeHue runepeusopa

Bitdefender HyperDetect - pononHUTeNbHbIN YpOBEHb 6E30MacHOCTY,
pa3paboTaHHbIA chneuuanbHO AN 0OHapYXXEHUs MpOABMHYTbIX aTak WU
Nnogo3pMTENIbHOM aKTMBHOCTU eLlE A0 BbiNonHeHns npoueccoB. HyperDetect
COAEPXUT MOZENN MALUMHHOTO O6YUYEHUSA U TEXHOSIOTUKU OBHAPYXXEHNUS CKPbITbIX
aTaK NpoTMB Yrpos, Takux Kak: aTakv HyNIeBOro AHs, NPpOABUHYTbIE YCTONYMBbIE
yrposbl (APT), ckpbiToe BpegoHocHoe M0, 6e3daitnoBble aTaku (3oynoTpebneHve
PowerShell, uHcTpymeHTapuem ynpaenenns Windows u 1. f.), Kpaxa y4YeTHbIX
JaHHbIX, LeneBble kubepaTaku, crneymanusnpoBaHHoe BpegoHocHoe 10, aTaku
Ha OCHOBe CLeHapueB, 3KCMIONTbl, MHCTPYMEHTbI B3/I0Ma, MOA03PUTENbHbIN
ceTeBOV TpaduK, NOTeHLMaSbHO HeXenaTesbHble NpunoxeHus (PUA), BbiIMoraTesnu.

2.4. Advanced Anti-Exploit

OcHoBaHHasi Ha MalMHHOM 06y4yeHun, TexHonorns Advanced Anti-Exploit
6/IOKMPYeT aTaku HYNEBOro [HS, WUCMOSb3yHlune TPYLHO-06HaApPY>KMBaeMble
akcnnontel. Advanced anti-exploit B pexume peanbHOro BpeMeHu oTCnexXusaeT
nocnegHne aKCNJIONTbI U YyCTPaHSIET YA3BUMOCTHU NOBPEXAEHUA NaMSITU, KOTOPble
MOTYT UCMOSIb30BaTbCA AN1IA 06X0fa CYLLECTBYHOLIUX pelleHni 6e30nacHOCTM.
TexHonorus 3awmiiaeT 60MbLUIMHCTBO CTaHAAPTHBLIX MPUNOXEHUIA, TaKUX Kak
6paysepbl, pegakTopbl Microsoft Office u Adobe Reader n gpyrue. Mogynb cneaut
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3a CUCTEeMHbIMU npoueccaMn u 3auwlumuiaeT oT 6DEUJGVI B 6€30MacHOCTU U
nepexeaTtoB CyL,eCTBYHOLUX NMPOLLECCOB.

2.5. bpangmayap

BpaHaMayap KOHTponupyeT AOCTYN NPUIIOXKEHUN K ceTu n K UHTepHeTy. [locTyn
paspeluaeTcsi aBTOMaTMYECKW, OCHOBbIBasiCb Ha 6ase [AaHHbIX M3BECTHbIX,
NErMTUMHbIX NPUNOXKeHUIn. Kpome Toro, 6paHamMayap MOXET 3alUTUTb CUCTEMY
OT CKaHMpOBaHWA MOPTOB, OrpaHN4YMBaTb MCMOJSIb30BaHME 06LLEro AOCTyna K
NuTtepHeT (ICS) 1 npeaynpeamnTb, KOraa HoBble y3sibl nogkntovatotes no Wi-Fi.

2.6. KOHTpOJIb KOHTEHTa

Mon,ynb KoHTeHTHOro KOHTpOJ'IFl nomoraeT obecneynTb CO6J'II-OAEHI/Ie NOJINTUKU
KOMNaHNUU B OTHOLWEHUN pa3peLleHHOoro Tpad)vn(a, BE6-,EI,OCTyI'Ia, 3alunTbl AaHHbIX
N KOHTpoOnsa l'IpVU'IO)KGHVIVI. A}J,MI/IHI/ICTpaTOpr MOryT 3ajaBaTb MapaMeTpbl
CKaHUpoBaHuaA TpaCI)I/IKa N UCKNKO4YeHUA, COCTaBJIATb rpad)vn( [ocTtyna K BE6,
6ﬂOKVIPOBaTb nnn paspewatb onpepneneHHble Be6-ap,peca Wn Karteropum,
HaCTpauBaTb MnpaBujia 3aWlnTbl AaHHbIX U YCTaHaB/MBaTb pa3peweHuna ana
MCNob3oBaHNA KOHKPETHbIX I'IpVIJ'IO)KGHI/IVI.

2.7. Network Attack Defense

Moaynb Network Attack Defense onupaetca Ha TexHonorum Bitdefender,
HaLlesleHHble Ha pacrno3HaHKe CeTeBbIX aTak, Liesbio KOTOPbIX ABSETCA NoJlyyeHne
JOCTYyNa K KOHEYHbIM TOYKaM MpW MOMOLLM TaKUX CPeACTB KaK: aTaku MeTo40M
nepebopa, ceTeBble "SKCMNOUTLI", NporpaMMbl ANt KpaXKu naposiel, BEKTOopbl
3apaXkeHns NocpeacTBOM CKPbITOW 3arpysku, 60Tbl U TPOSIHbI.

2.8. YnpaBneHue ucnpassieHUIMM

MofHOCTBIO MHTErPUPOBaHHLIN B GravityZone, MoAy b yNpaBieHWsl UCNpaBrieHUsiMuU
NoAAEPXKMBAET NOCNEAHIO BEPCUID OMEPALIMOHHON CUCTEMbI U NMPUIIOXEHUI, a
Takxe obecrieynBaeT MOSHOE MpeACTaBfeHWE O COCTOSIHUM WUCMpPaBNEHUS B
ynpaBnsemMbix Todykax Windows.

Moaynb ynpaBneHue wucnpaeneHusMu GravityZone BKJIOYAET HECKOJIbKO
0CO6eHHOCTEeN, TaKMX KakK CKaHWpoBaHMe naTtyed no TpeboBaHuwo /
3aniaHNMpoBaHHOE, aBTOMaTMYECKOEe / pyYHOe CKaHUMpPOBaHWe UCrnpaBiieHn unu
CO3/aHne 0TYETOB 06 OTCYTCTBYIOLMX NaTyax.
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Bbl MoXeTe y3HaTb 6ofiblle O nNpojaBuax W NPOAYKTax YnpaBleHus
ucnpaeneHusamMm GravityZone us aTon ctatbl 6a3bi 3HAHWIA.

Mpumeyanune
Mop,ynb ynpaBneHuna ucnpaBJieHUAMMU - 3TO AONOJIHEHUE, AOCTYNHOE NpU HaJIM4YNUKU
OTAENBbHOI0 JIMUEH3NOHHOIO KJlko4a anda BCeX AOCTYMNHbIX NaKeToB GravityZone.

2.9. KOHTponb yCTPOMCTB

Moaynb  KoHTponsi  YyCTPOMCTB  MO3BONSIET  MPeAoTBPaTUTb  YTEeUKu
KOHDUMAEHUMANBbHBIX AaHHbIX ¥ MPOHUKHOBEHWE BpegoHOCHOro 10 yepes BHeLHNE
YCTPOMCTBA, NOAKNOYAEMbIE K KOHEYHbIM TOYKaM, MPUMEHSISt GIoKMpyoLme
npaBuna U UCKJIOYEHUSI C MOMOLLLbHO MOSIUTUK 4SS LLMPOKOro CMEKTpa YCTPOMCTB
(Takux, kak USB ¢naw-HakonuTenu, yctpoictea Bluetooth, CD/DVD-nneepsbl,
YCTPOWCTBA XpaHEHUS, U T.4.).

2.10. MonHoe wudpoBaHue aucka

[aHHbI ypoBeHb 3alUMTbl NO3BOJNIAET BaM ocyllecTBAATL WMbpoBaHMe BCEro
AWcKa Ha MaluumHe, ynpasnsa BitLocker gna Windows, u FileVault u diskutil gns
macO0S. Bbl MoXeTe 3awmndpoBaTb U AelwmndpoBaTbh 3arpy30yHble U 06blYHblE
TOMa OOHWUM LLENYKOM MblIlK, T.K. GravityZone o6pabaTbiBaeT BeCcb NpoLecc
MUHUMaNbHbIM BMELLATENLCTBOM CO CTOPOHbI MoJib3oBaTtesieil. Kpome Toro,
GravityZone XpaHuT K/H0UM BOCCTaHOBJIEHUS, HEO6X0AUMbIE AJ1si Pa36JI0KMPOBKM
TOMOB, Ha TOT CJly4ail, ecnv nonb3oBaTesb 3a6bljl CBOW Naposib.

MpumeyaHmne
MonHoe WndpoBaHue AnCKa - 3TO AOMOJIHEHNE, LOCTYNHOE NPU HAIMYUKN OTAENBHOTO
JIMLLEH3MOHHOT O KJtoYa Afsi BCex AOCTYMHbIX nakeToB GravityZone.

2.11. Security for Exchange

Bitdefender o6ecneumBaet 3awmty Security for Exchange oT BpefOHOCHbIX
nporpamMM, aHTUcnaMm, aHTUGULWIKHE, GUNbTPALMI0O KOHTEHTA U COLEPXMMOrO
nMceM, MOJSIHOCTbI MHTErpupoBaHa ¢ cepBepamu Microsoft Exchange, pns
obecrneyeHns 6esonacHom cpefAbl O6MEHa COOOLEHUSIMA WU MOBbILEHUS
NPOVU3BOAMTENBHOCTU. MWcnonb3ys MpW3HaHHblE TEXHOMOrMKU 3aWwuTbl  OT
BPEAOHOCHbIX MpPOrpaMM M criamMa, nporpaMma 3aliuiiaeT rosib3oBaTenen
Exchange oT HoBeNLWMX, CaMbiX CNOXHbIX BPEAOHOCHbIX MPOrPaMM M OT NOMbITOK
YKpacTb KOHGUEeHLUANbHBIE U LieHHbIe faHHbIe NOJIb30BaTeNeN.
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BaxHo

Security for Exchange paspa6oTaH ans sawuTbl Bcelt Exchange-opraHusauumm, K
KOTOPOWA NpuHagnexuT sawmwaembin Exchange-cepBep. 3To 03HayaeT, 4To
NPoOMCXOAMT  3alMTa BCeX aKTUBHbIX MOYTOBbIX  SILIMKOB,  BKJOYas
user/room/equipment/shared mailboxes.

B mononHenue K 3awmte Microsoft Exchange, aTa nuueHsusa Takxe nokpbiBaeT
YyCTaHOBJ/EHHbIE Ha CepBePe MOAYJIM 3aLLUTbl KOHEYHbIX TOYEK.

2.12. Sandbox Analyzer

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YpPOBEHb 3alUTbl OT
NPOABMHYTbLIX Yrpo3 nyTeM aBTOMaTMYecKoro W rnyboKoro aHanusa
nofo3puTesibHbIX hannoBs, He MoANMUCaHHbIX aHTUBUPYCHbIM ABUXKOM Bitdefender.
MecoyHuua wucnonb3yeT O6WMPHbIM Habop TexHonormn Bitdefender pans
pasMelleHna MOoTeHUManbHO MoJsie3HbIX fAaHHbIX B BUPTyanbHOM cpeje,
npepgocTtaBneHHon Bitdefender, aHanusupyeT ux noBegeHWe M coobLaeT O
MeJibYalLLUMX CUCTEMHbIX U3MEHEHUSIX, KOTOPble MOTYT CBUAETENbCTBOBATL O
BUPYCHOW U 3/T0HaMepeHHON npupoge dhannos.

Sandbox Analyzer aBToMaTuyecku npuvHUMaET noAo3puUTeNbHble dannbl,
HaxoAsWMecs Ha yrnpaB/sieMblX KOHEYHbIX TOYKaxX M CKpbiBaeMble cryx6amu
3alMThl OT BPEAOHOCHbIX Nporpamm. Mpouecc oTnpaBku dannos B 6e3onacHyto
cpefy 3anyckaeT BblAeneHHas aBpucTuyeckass Moaenb, BCTPOEHHAsi B MOAY/b
3aWMTbl OT BpefoHOCHbIX NporpaMm 13 Bitdefender Endpoint Security Tools.

Cnyx6a Sandbox Analyzer no3sonseT npefoTBpaTUTL 3anyCK HEM3BECTHLIX Yyrpo3
Ha KOHe4yHoW Touke. OH paboTaeT B peXWMe MOHUTOPUHra Un GIIOKMPOBKM,
paspellas unu 3anpeuias 4OCTYNn K Nogo3putenbHoMy danny Ao NosyyveHus
OKOH4YaTenbHoro pewenns. Sandbox Analyzer BegeT cebs ¢ 06HapyXXeHHbIMU
yrposamMu aBTOMaTU4YeCKM B COOTBETCTBUM C AEUCTBUAMM MO UCMPaBIIEHMUIO,
onpeaeneHHbIMU B MONNTUKe 6e30MacHOCTU ANA 3apaXKeHHbIX CUCTEM.

Kpome Toro, Sandbox Analyzer paspewaetr BaM BpYyYHYHO MpUHUMATb
nopo3putenbHble ¢annbl Hanpsimyto u3 Control Center, no3Bonss Bam
CaMOCTOSATENBHO PELUUTD, YTO C HUMU AenaThb.

2.13. O6HapyxeHue 1 OTKNNK KoHeyHom Touku (EDR)

O6Hapy»XeHne B KOHEYHOW TOUYKE U OTKJIUK - 3TO KOMIMOHEHT KOPPENALMU COBbITUN,
CMOCOGHbIN BbIABNATL CJIOXKHbIE Yrpo3bl WKW aKTUBHble aTaku. B pamkax
KOpPNopaTUBHOW MHTerpupoBaHHon nnathopmbl EDR 06beguHAET BO3MOXHOCTH
BCEX YCTPOMCTB, paboTaroWwmMX B KOPNOPaTUBHON CETU. ITO peLIeHne NpuxoauT
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Ha NOMOLLb B Cliy4adX, Korga rpynnbl HeMeanleHHOro pearmpoBaHna pacno3HaroT
M oTBeYvyaloT Ha Cepbe3Hble Yyrpos3bl.

MocpencTtBom Bitdefender Endpoint Security Tools Bbl MOXeTe aKTMBUPOBaTb
3aLMTHbIA MoAynb EDR Sensor B ynpaBrneHU KOHEYHON TOUYKM, YTOObI 06beAMHATL
JaHHble KOMMNbOTEPA U ONepaLnoHHON cucTembl. C60p M 06paboTka MeTafaHHbIX
C 06enx CTOPOH UAeT Ha niaThopMe KIMeHT-cepBep.

OTOT KOMMOHEHT HeceT pAeTanbHyl0 WHOpPMaAUUO MO O6HAPY>XEHHbIM
NPOMUCLLECTBUAM, MWHTEPAKTMBHOW KapTe TMpOMCLIECTBUK, AEUCTBUAM MO
ncnpasneHuto u uHTerpauum ¢ Sandbox Analyzer n HyperDetect.

2.14. YnpaBneHue Puckamm KoHeuHoit Toukm (ERA)

YnpaBneHve Puckamu KoHeuHo#i Touku (ERA) onpepensieT, oueHUBaeT U
ucnpaensieT cnabble CTOPOHbl KOHeYHbix Touyek Windows ¢ nomoLbo
CKaHVpoBaHuUsa puckoB (Mo 3ampocy WM Mo pacrMCaHuIo COrNacHO MOJIMTHKE),
yunTbiBas 60nblUOe YACO0 MHAMKATOPOB pucka. MNocne nepBoro ckaHMpoBaHus
Ballen ceTu C onpefesieHHbIMWU WHAMKATOpaMW pUCKa, Bbl nonyunte o630p
COCTOfIHMA pUCKa Ballen ceTu B NaHenn YnpasneHue puckamu, JOCTYMHOW U3
rMaBHOrO MeHI0. HekoTopble puCKKN Bbl MOXeTe paspellnTb aBTOMaTUYECKN U3
Control CenterGravityZone, a Tak)xe MPOCMOTPETb PEKOMEHAALMN MO CHUKEHUIO
yuep6a KOHEYHOWN TOUKM.

2.15. Email Security

C nomoLubto Email Security Bbl MOXeTe KOHTPONNPOBaTL AOCTaBKY 3/IEKTPOHHOM
noyThbl, GUIbTPOBaTbL COOOLLEHUS U NPUMEHATb NOIMTUKN B MacliTabax Bcen
KOMNaHWuu, 4To6bI NpefoTBpaLLaTb HaLeneHHbIe U CTIOXKHbIE YTPo3bl 3JIEKTPOHHON
noyTbl, BKIOYass HapyweHue 6esonacHocTu penoBow noudtbl (BEC) u CEO
MoLleHHMYecTBO. Email Security TpebyeT npefocTaBneHns y4eTHOM 3anncu ans
JocTyna K KoHconu. [lna nonydvyeHuss [ONOSHUTESNIbHOM WHboOpMauuM cMm.
PykoBogacTBo nonb3oatens Bitdefender Email Security.

2.16. Security for Storage

GravityZone Security for Storage npegocTaBnsieT 3awWuTy B peasnbHOM BpeMeHU
LNsi BeAylUMX cuctem o6MeHa daitnamm u ceTelt xpaHeHusi. CUCTeMa U anropuTMbl
06HapY>XeHUs1 Yrpo3 0O6HOBISIIOTCA aBTOMATUYECKM - 6e3 KaKUX-TMBO yCcunuim c
BaLLel CTOPOHbI UM CO3JaHUs MOMEX AJIA KOHEYHbIX NoJib3oBaTenNeN.
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OBa unu 6onee GravityZone Security Servers Multi-Platform BbinonHaeT posnb
cepeepa ICAP BbinonHaTb ponb cepeepa ICAP, npenocTaBnsowero cryxébl
3alMTbI OT BPEAOHOCHbIX NPOrpamMM AJsl YCTPOUCTE ceTeBoro xpaHunuia (NAS)
N CUCTEM COBMECTHOIO UCMOMb30BaHus (ansioB, COOTBETCTBYHOLMX NPOTOKONY
Internet Content Adaptation Protocol (ICAP, kak onpegeneHo B RFC 3507).

Korpa nonb3oBaTenb AenaeT 3anpoc Ha OTKPbITUE, YTEeHWe, 3anNucb UK 3aKpbiTUe
¢danna ¢ HoyTbyka, paboyen CTaHLUKU, MOGUIBLHOIO WM APYroro YCTPOWCTBa,
knueHT ICAP (NAS wnmn cucteMa obmeHa dainamu) oTnpasisieT 3anpoc Ha
CKaHupoBaHue K Security Server u nonyyaeT pesynbTaT OTHOCUTENBHO AAHHOIO
(danna. B 3aBucuMocTu oT pesynbTaTa knneHT ICAP paspeluaeT/3anpeLyaeT gocTyn
unu yganset dain.

MpumeyaHmne
aToT MOAYJib - 3TO AOMNMOJIHEHUE, AOCTYNHOE NPU HANTUYNUN OTAENbHOI O JIMLUEH3UMOHHOIr o
KJllo4a

2.17. [locTynHOCTb YpOoBHeN 3awuTbl GravityZone

YpoBHM 3awmTbl GravityZone oTnMyaloTcsl B 3aBUCMMOCTU OT onepaumoHHOM
CUCTEMbI Ha KOHEYHOM TOouKe. YTOo6bl y3HaTb 6onblue, obpaTUTeCch K cTaTbe
[ocTynHocTb cnoe 3awuThl GravityZone B base 3HaHui.
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3. APXUTEKTYPA GRAVITYZONE

PewleHune GravityZone BKJtouaeT B cebs cneytolme KOMMNOHEHTbI:

« Be6-KoHconb (Control Center)
« Security Server
« AreHTbl 6e30nacHoOCTH

3.1. Beb-KoHconb (GravityZone Control Center)

Be6-uHtepdenc Control Center nHTErpnpyeTcs ¢ CyLeCTBYHOLWMUMU CUCTEMAMU
yrNpaBfieHUs U MOHWUTOPMUHra, 4YTo6bl YNPOCTUTL MPUMEHEHWe 3aWuTbl Ans
HeynpasisieMbIX pabounx CTaHLMIN U CEPBEPOB.

3.2. Security Server

Security Server aBnseTcs cneunannsnpoBaHHOW BUPTYanbHOWM MaLlUMHOW, KOTopas
AepynanumpyeT U LieHTpanuayeT 60bluyto YacTb GYHKUMOHANIbHOCTEN 3aLUThl
OT BPEAOHOCHbIX MPOrpaMM, areHTOB 3alMTbl OT BPEAOHOCHbIX NPOrpamm,
JencTBYysi B KaYecTBe cepBepa CKaHMpOBaHuUSI.

Security Server fonmkeH 6bITb YCTaHOBJIEH Ha OAHOM WM HECKOJIbKUX XOCTaX,
4yTO6bI COOTBETCTBOBATH Konn4yecTBY 3aliuuiaeMbiX BUPTYyalbHbIX MaLUUH.

3.3. AreHTbl 6e30nacHOCTH

Yto6bl Bitdefender 3awumTun Bawy ceTb, HeEO6XOAMMO YCTaHOBUTb
COOTBETCTBYHOLLMX areHToB 6e3onacHocTu GravityZone Ha ceTeBblX KOHEYHbIX
TOUKax.

« Bitdefender Endpoint Security Tools
« Endpoint Security for Mac

3.3.1. Bitdefender Endpoint Security Tools

GravityZone o6ecneuvBaeTt 3almTy GU3nYecKux u BupTyanbHbix Windows u Linux
MalurH ¢ nomolubto Bitdefender Endpoint Security Tools - MHTennekTyanbHoro
areHTa, KOTOpbIA afanTUpyeTcs K TUMNY KOHeYHon Touku. Bitdefender Endpoint
Security Tools MoXeT 6bITb pasBepHYT Ha 060 MalInHe, Kak hU3NYecKon Tak
U BUPTyanbHOW, obecneyvBasi TMOKYHD CUCTEMY CKaHUPOBAHWUS U SABASAACH
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naeanbHbIM BbIGOPOM ANA CMewaHHbIX cpef (puanyeckux, BUPTYasnbHbIX W
06nayHbIX).

B nononHenue Kk 3awmte dannoB cuctemsbl,Bitdefender Endpoint Security Tools
TakKke BKJIOYaeT 3alMTy NOYTOBbIX cepBepoB Microsoft Exchange.

Bitdefender Endpoint Security Tools ncnonbayeTt eguHbIv WAGMOH NOANTUKKN ANA
(hb13nyecKnx n BUPTYasibHbIX YCTPOMCTB, @ TAKXKEe OZMH YCTAaHOBOYHbI KOMMIEKT
ans no6on cpeabl (brUsmyeckon unm BUpTyanbHow), paboTatolen Ha Windows.

Cnow 3awuThbl
Cnepytowme ypoBHM 3awmThbl focTynHbl B Bitdefender Endpoint Security Tools:

« 3awwmTa oT BpegoHocHoro 10

« PacwmpeHHbIit KoHTposb yrpos (Advanced Threat Control)
« O6HapyxeHue runepeusopa

. bpaHgmayap

« KoHTponb KOHTeHTa

« Network Attack Defense

« YnpaBneHue ucnpasneHUsIMu

« KoHTponb ycTpowicTs

« [lonHoe wudposaHme gucka

« Sandbox Analyzer

« O6Hapy)XeHue 1 0TKJIMK KoHeuyHol Touku (EDR)
« Ynpaenenue Puckamu KoHeuHoi Touku (ERA)

Ponu KoHeYHbIX Toyek

o [puBUNernpoBaHHbIN NONb30BaTENb
« PeTpaHcnaTop

o CepBep KalLMpOBaHWs NaTyen

o 3awwuta Exchange

lpuBKUNErMPOBaHHbIii NOJIb30BaTESb

ApmuHucTpaTopbl LleHTpa ynpasneHus (Control Center) MoryT npegocTaenaTb
npasa NpUMBWUIErMPOBaHHbIX NOJIb30BaTeNien 06blYHbIM M0JIb30BaTENSAM KOHEYHbIX
YCTPOUCTB C MOMOLLbIO MapamMeTpoB MOANTUKM 6Ge3onacHocTU. Mogaynb
NpUBUIErMPOBaHHbIX nosib3oBaTesien paspewiaeT npegocTaBfeHune
agMMHUCTPaTOPCKMX NpaB YPOBHIO MONb30BaTesien, KoTopble paspellaT KOHEYHbIM
nonb3oBaTeNsiM MosiyyaTb AOCTYN U U3MEHATb HACTPOWMKU 6e30MacHOCTMH,

ApxutekTypa GravityZone 11
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ncnosbaysa JNoKanbHyto KoHconb. Control Center 6yneTt yBefomieHa, Koraa
KOHEeYHasi ToYKa HaxoAUTCA B peXXMMe NpUBUIErMpOBaHHOMO MoJib30BaTeNs U
agMuHuctpaTtop Control Center Bcerga MOXeT MNepeHasHauuTb JIOKasbHble
HACTPOMKMN 6€30MaCHOCTMU.

BaxHo

9TOT MOAYNb AOCTYNEH TONMBbKO AMS NOAAEPKMBAEMbIX HACTOJIbHbIX U CEPBEPHbIX
onepaunoHHbix cuctem Windows. [1na nony4yeHus 6onee nogpo6Hom nuHdopmauum,
obpaTuTechb K «[logaepxnuBaemMblie onepaLnoHHble cucTemMbl» (p. 22).

PeTpaHcnsiTop

AreHTbl KOHeYHbIX Toyek ¢ posbto Bitdefender Endpoint Security Tools Relay
BbICTYNalT Kak MPOKCU-CEPBEP U cepBep OGHOBNEHWUN ANSI APYFUX KOHEYHbIX
TOYEK B CETU. AreHTbl KOHEYHbIX YCTPOUCTB C POSibIO peTpaHCAsiTopa 0CO6eHHO
Heo6X0AUMbl B OpraHM3aumsix C U30NMPOBaHHbIMU CEeTSIMU, Fae Becb Tpaduk
NPOXOAUT Yepes eauHYHO TOYKY AOCTYna.

B koMnaHuax ¢ 60nbluMMKU pacnpefeneHHbIMU CEeTAMM, areHT-peTpaHCcnsaTop
rnoMoraeT CHU3WTb MCMONb30BaHME MOJIOCbl MPOMycKaHus, npefoTBpalLas
3alMLLaeMble KOHeYHble YCTPoOMCTBa M cepBepbl 6€30MacHOCTU OT MPSAMOro
B3aUMoOeNCcTBUA ¢ MalmMHamm GravityZone.

Mocne Toro, kak areHT Bitdefender Endpoint Security Tools Relay yctaHoBneH B
CeTW, Apyrme KOHEYHbIe TOYKM MOTYT 6biTb CKOH(MUIypMpOBaHbl C MOMOLLbHO
MOJIMTUK, YTO6bI 06Ww,aTbest ¢ Control Center Yepes areHTa peTpaHCHsALMM.

AreHTbl Bitdefender Endpoint Security Tools Relay cnyxaT gns cnefyrowmx Leneu:
. O6HapyXeHue Bcex He3allMLLEHHbIX KOHEYHbIX TOYEK B CETU.

9T7a GYHKUMOHANBHOCTb UMEET Ba)KHOE 3HAaYeHUe A1 pa3BepTbiBaHUA areHTa
6esonacHocTun B o6nayHom cpege GravityZone.

. PasBepTbiBaHWe areHTOB KOHEYHbIX TOUYEK BHYTPU JIOKANbHOM CETHU.

« O6HOBNEHME 3aLLULLLAEMbIX KOHEYHbIX TOYEK B CETHU.

. 0O6ecneyeHune ceasu Mexay Control Center u NoAKIHOYEHHBIMU KOHEYHBIMU
ToYKaMu.

. BbICcTynaTb B KayecTBe NPOKCU-CepBepa A1 3alimnLLLaeMbIX KOHEYHbIX TOYeK.

« OnTMMKUsauuMm ceTeBoro Tpadguka BO BpeMsi OOHOBJIEHUS, pa3BepTbiBaHUS,
CKaHMpOBaHUs U Jpyrux pecypcoemMKmnx sagau.

ApxutekTypa GravityZone 12
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CepBep KaLwmMpoBaHUs naTyei

KoHeuHble TOUYKM C POnblo peTpaHCnATOpa TakXkKe MOryT BbICTynaTb B KayecTBe
cepBepa K3LLUMPOBaHUA UCTIPABNEHUIA. [Py BKIHOYEHWUW 3TOW POSIM PETPAHCSATOPbI
cny>at sl XpaHeHMsl UCMpaBJIeHMNiA MPOrpaMMHOI0 06ecneyeHus, 3arpyXxaemMbix
C Be6-calTOB NMOCTaBLUUKOB, U UX PacnpoOCTPaHEHUs Ha KOHEYHble TOYKU CETH.
BcAkuii pas, korpa MOAKMOYEHHass KOHeyHas Toyka MMeeT MporpaMmHoe
obecrneyeHmne C OTCYTCTBYHOLLMMM UCMIPABNIEHNSIMM, OHA 6EPET UX C CepBEpa, a He
C Be6-callTa NoCTaBLLMKa, TaKUM 06pa3oM ONTUMU3NPYS FreHepupyeMblii Tpahuk
W HarpysKy Ha NponyCcKHY CNoCOGHOCTL CEeTH.

BaxHo
9Ta fononHUTeNbHas posib AOCTYMHA C 3aperucTpupoBaHHON HaacTporikon Patch
Management.

3awwmra Exchange

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHUKa Exchange MoxkeT 6bITb
yCcTaHOBNEH Ha cepBepe Microsoft Exchange ¢ Lenbto 3awuTbl Nosib3oBaTtesei
Exchange oT yrpo3 nepefiaBaembix NO 3/IEKTPOHHOM NoyTe.

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHMKa Exchange 3awuwaet
Kak cam cepBep, Tak U cepBucbl Microsoft Exchange.

3.3.2. Endpoint Security for Mac

Endpoint Security for Mac - aTo areHT 6e30MacHOCTH, NpeAHa3HayYeHHbIN s
3aWwmThl paboumnx ctaHuun Macintosh n HoyTéykoB ¢ npoueccopamu Intel nnu
Apple M1. B kayecTBe TEXHONOMMU CKaHUPOBaHWA A[OCTYNHO JloKanbHoe
CKaHUPOBaHMe, C JIOKaJIbHO PacrosIoXXEHHbIMU MeXaHU3MaMU 3aLUNTDI.

Cnowu 3awuTbl
Cnepytowme ypoBHM 3almTbl gocTynHbl B Endpoint Security for Mac:

« 3awwmTa oT BpegoHocHoro 10

« PacwmpeHHbIn KoHTposb yrpos (Advanced Threat Control)
o KOHTpOJIb KOHTEHTAa

o KoHTponb ycTponcTs

o MonHoe wudpoBaHue gucka

« O6Hapy)XeHue 1 0TKJIMK KoHeuyHol Touku (EDR)

ApxutekTypa GravityZone 13
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3.4. Sandbox Analyzer ApxuTekTypa

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YPOBEHb 3aWUTbl OT
HOBEWLLUX Yrpo3 MyTeM aBTOMaTUYECKOrO U INy6OKOro aHann3a nofo3puTesibHbIX
(hannos, He NoANMCaHHbIX aHTUBMPYCHbIMU aapamu Bitdefender.

Sandbox Analyzer coaepXxuT cnegytoLine KOMMNOHEHTbI:

Sandbox Analyzer Portal. 3TOT KOMMNOHEHT - 3TO pa3MEeLLEHHbIN CepBEp CBSI3W,
UCMonb3yeMbll ANs nepefayn 3arnpocoB MeXAy KOHEYHbIMW TOYKaMu U
KnacTepoM 6e3onacHou cpeabl Bitdefender.

Sandbox Analyzer Cluster. 3TOT KOMMOHEHT - 3TO pasMelleHHas
MHPpPaCTPYKTYypa MecOoYHULbl, B KOTOPON MPOUCXOAUT aHanus noBefeHus
06bekTOB. Ha 3TOM YypoBHe oTnpaBfieHHble dainbl npoBepsitoTCA Ha
BUPTYaNbHbIX MalMHax nog ynpaeneHmem Windows 7.

GravityZone Control Center — pyHKLMOHUPYET KaK KOHCOJIb YNPaBeHUS U OTYETOB,
rAe Bbl HACTpaMBaeTe NONTUKM 6e30MacHOCTH, MPOCMaTPMBAETE OTUYETbI aHanM3a
N yBeLOMJIEHUS.

Bitdefender Endpoint Security Tools (BEST) - areHT 6e30MacHOCTU, yCTaHOBJIEHHbIN
Ha KOHeYHbIX ToUKax, IeCTBYeT KaK laTuMK noAaum aaHHbix B Sandbox Analyzer.

ApxutekTypa GravityZone 14
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ApxutekTypa Sandbox Analyzer
Kak Tonbko cepsuc Sandbox Analyzer akTueupoBaH ¢ Control Center Ha KOHEYHbIX
TOYKax:

1. AreHT 6e3onacHocTu Bitdefender HaunHaeT oTnpaBnaTL B 6e30MNacHyo cpeny
nopospuTenbHble Gaisibl B COOTBETCTBMU C YCTAHOBJIEHHbIMU MpaBuiamMu
3aWmThI.

2. TMocne aHanusa aina oTBeT oTnpaBnseTca obpaTHo Ha MopTan u fanee B
KOHEYHY0 TOUKY.

3. Ecnu daiin BbisiBNeH Kak oMnacHbli, Nosb30BaTesb NOJlyYaeT yBeAOMIIEHUE 06
3TOM Y MPUHUMAET MepbI MO UCMPaBIEHNHO.

PesynbTaTbl aHanusa COXpaHATCA X3ll-3HadyeHWem danna B 6ase AaHHbIX
Sandbox Analyzer. Korga paHee npoaHannsnpoBaHHbIi haitfiH HaNAeH Ha Apyrow

ApxutekTypa GravityZone 15
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KOHEYHOW TOYKe, OTBET HeMeAsleHHO oTnpaBndaeTcA 06paTHO, MOCKOJIbKY
pesynbTaTbl Y>Xe AOCTYMNHbI B 6a3e faHHbIX.

3.5. ApxutekTypa EDR

[Ona BbIABNEHMA Yrpo3 MOBbILWEHHON CMOXHOCTU M aTak B npouecce EDR
TpebytoTcsl AaHHble 06 060pyAOBaHMM U OMnepaLuMoHHON cucteme. HekoTopble
HOBble flaHHble 06pabaTbIBalOTCA IOKASIbHO: MaLUMHA BbINOSHSAET 60J1ee CNOXHble
3a4a4u, OAHOBPEMEHHO M3yYas anropuTMbl B pa3gesnie AHanMTUKa 6e30nacHoOCTM.

EDR copep>XuT ABa OCHOBHbIX KOMIOHEHTa:

o [JaTuMk MHUMAEHTOB, KOTOPbIA co6UpaeT AaHHble Mpolecca M coobuiaeT
JlaHHble 0 KOHEYHOW TOYKe M MoBeAeHUN NPUNOXKEHNUS.

« AHanuTuMka 6e30NacHOCTM, CepBepblii KOMMOHEHT Habopa TexHOMoruu
Bitdefender, ucnonb3yembit ans uHTepnpeTaumMm MeTafaHHbIX, COGpPaHHbIX
[aTYMKOM MHUMAEHTOB.

ApxutekTypa GravityZone 16
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EDR nepepaeTtcsi OT KOHEYHOW TOYKM B LLeHTp KoHTpons
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4. TPEBOBAHMA

Bce pelueHus GravityZone ycTaHaBMBatOTCS U ynpaBnstoTca nocpeacTeom Control
Center.

4.1. Control Center

[ns poctyna k Web-koHconu Control Center Tpe6yeTca cnegytolyee:

« Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+, Microsoft
Edge 20+, Opera 16+

. PekomMmeHpyemMoe paspelleHune akpaHa 1280 x 800 unu Bblwe

Mpepynpexpaexune

Control Center He 6yzeT paboTaTb LO/MKHbIM 06pa3oM / oTobpaxaTbces B Internet
Explorer 9 u BbllLe ¢ BKJIOYEHHBIM PEXMMOM COBMECTUMOCTM, YTO IKBUBANIEHTHO
UCMONb30BaHWI0 HEMOAAEPXXUBAEMOW Bepcun 6paysepa.

4.2. 3auiMTa KOHEeYHbIX TOYeK

YT06bI 3alMTUTL Bally ceTb ¢ NoMollbio Bitdefender, Bbl 4OMXHbI YCTaHOBUTD
areHTbl 6e3onacHocTy GravityZone Ha KOHeYHbIX paboynx cTaHUusaX ceTu. [ns
ONTUMU3ALMM 3aLULUTbI Bbl TAKXKE MOXKETE YCTaHOBUTb cepBepbl Security Server.
[ns aTol Uenu BaM HyXeH nonb3oBaTenb Control Center ¢ nonHoMounsaMu
agMUHUCTpPaTopa B OTHOLUEHUM CNYX6, KOTOpble HEeO6XOAUMO YCTAaHOBUTb, U
npaBaMu Ha ynpaBfieHWe KOHEUYHbIMU TOUKaMU CETU, HAXOAALLMMUCA NoJ BalUM
yrpaBJieHUeM.

Tpe6oBaHus K areHTy 6e30MacHOCTU OT/IMYAOTCA B 3aBUCUMOCTU OT Hannuus
JONONHUTENbHBIX Ponen, Takux Kak PeTpaHcnaTtop, 3awwmTta npu obMeHe vnu
CepBep KelunpoBaHusi natyen. ns nonyyeHus 6onee noagpo6Hon nHbopmMaumm
0 poJi areHTa o6paTuUTech K «AreHTbl 6e3onacHocTu» (p. 10).
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4.2.1. 0bopyaoBaHue
AreHT 6e3onacHocTH 6e3 poneil

Mcnonb3oBanue L[

LleneBbie Tun 4N Mopaepxusaembie OC
CUCTEMbI

Pa6oune CoBMecTuUMble npoleccopbl Intel® HacTonbHasa OC
CTaHUuu Pentium 2 GHz unu 6bicTpee Microsoft Windows

Intel® Core 2 Duo, 2 GHz nnu 6bicTpee

0C MAK
Apple M1
YMHble CoBmMecTuMble npoueccopbi Intel® BcTpoeHHble OC
yCTpoWcTBa Pentium 800 MHz vunu 6bicTpee Microsoft Windows
Cepeepbl MWHUMYM: COBMECTUMbIE NPOLLeCCopbl
Intel® Pentium, 2.4 GHz CepBep OC Microsoft

PekomeHgyeTcs: Intel® Xeon multi-core  Windows 1 OC Linux
CPU, 1.86 GHz unu 6bicTpee

CBobopHas onepaTMBHas NaMsiTb
Bo Bpems yctaHoBku (MB)

OAVH ABMXOK

JlokanbHoe mébpugHoe LleHTpanusoBaHHOEe

CKaHUpoBaHue CKaHMUpoBaHue CKaHUpOBaHue

MonHblie Tonbko AV| [MonHbie

Windows 1024 1200 512 660 256 400
Linux 1024 1024 512 512 256 256
0C MAK 1024 1024 H/L H/L H/L H/A

[nga exxepgHeBHOro ucnonb3oBanus (MB) *

Tpe6oBaHus 19
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AHTuBMpYC (OAMHOYHDbIN NpoLeccop)

oc NoBeaeH4yeckasn
JlokanbHbiv | TM6puaHbIN | LLeHTpanu3oBaHHbIN npoBepKa
Windows 75 55 30 +13 +17
Linux 200 180 90 - -
0C MAK 650 - - +100 -

* [A3MepeHMs OXBaTblBalOT €XEeAHEBHYH0 aKTUBHOCTb K/MEHTOB KOHEYHbIX
YyCTpOWCTB, 6e3 ydyeTa AOMOJIHUTENbHbIX 3afay, TaKUX KakK CKaHMpoBaHue Mo
3anpocy unu o6HoBNEeHME NPOAYKTa.

CBo60JHOE NPOCTPAHCTBO Ha ANCKE

Bo BpemMs ycTaHoBku (MB)

OAVH ABMXOK J[BOWHO

JlokanbHoe mébpnpgHoe | LleHTpanu3aoBaHHoe LleHTpanu3oBaHHoe
CKaHUpPOBaHUe | CKaHUpoBaHMue CKaHMpoBaHue + JioKanbHoe
CKaHUpoBaHue

Tonbko|MonHuble | Tonbko |lMonHble| Tonbko | MonHble | Tonbko | lNosiHbIE

Windows 1024 1200 500 700 350 570 1024 1200
Linux 1600 1600 1100 1100 600 600 1600 1600
OCMAK 1024 1024 H/L H/L H/L H/L H/L H/A

[nga exxegHeBHOro ucnonb3oBanus (MB) *

AnTMBMpYC (OAUHOYHDbIN NpoLeccop)

oc MoBepeHyeckan
JlokanbHbIv | TM6puAHBIN | LleHTpanu3oBaHHbI|  NpoBepka
Windows 410 190 140 +12 +5
Linux 500 200 110 - -
OC MAK 1700 = - +20 =

Tpe6oBaHus 20
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* N3MepeHNA OXBaTbIBAlOT e€XeAHEBHYID aKTUBHOCTb KJ/IMEHTOB KOHEYHbIX
yCTpOﬁCTB, 6e3 ydyeTa AOMOJIHUTENIbHbIX 3ajayd, TaKUX KakK CKaHUpoBaHUE Mo
3anpocy nnum 06HOBJIEHUNE npoaykTa.

AreHT 6e30MacHOCTY C POJIbIO PETPaHCNIATOPa

Ponb peTpaHcnaTopa TpebyeT annapaTHbIX PecypcoB MOMUMO 6a30BbIX
KOHUrypauun areHta 6e3onacHocTu. 3T TpeboBaHWUA HEO6XOAUMBI, YTOObI
noaaep>xueaTtb CepBep 06HOBNEHWUI U YCTAHOBOYHbIE MAKETbI, pasMeLLeHHble B
KOHEYHOW TOYKe:

KonuuectBo | LieHTpanbHbIi npoueccop (CPU)| 03Y CBo6ogHoe
CBfI3aHHbIX Ansa nopaep>xku Cepeepa NPOCTPAHCTBO Ha
KOHEeYHbIX TOYeK 06HOBNEHUI Aucke ans Cepeepa
O06HOBNEHUI
1-300 MuHuMyM Intel® Core™i3umnn  1,0Tb 10TB
skBuBaneHT, 2 vCPU Ha sagpo
300-1000 MuHumMyM Intel® Core™i5unn  1,0Tb 10Tb

sKkBuBasneHT, 4 vCPU Ha aapo

@ Mpepynpexpaexue
o [lna areHTOB-peTpaHCAATOPOB HeobxoAuMbl SSD aucku pans peanusauuu
60/bLIOro KONNYecTBa onepawuii YTeHMa\3anmcu.

BaxxHo

o Ecnu Bbl XOTUTE COXPaHWUTb YCTAHOBOYHbIE MaKeTbl N OGHOBIIEHWSA B APYrOM
pasgerne, YeM TOT, B KOTOPOM YCTaHOBJIEH areHT, y6efMTech, 4To Ha 060MX
pasgenax ocTaTouyHo cBo6ofHoro npocTpaHcTea (10 I'B), B MpOTUBHOM Cllyyae
areHT npepbIBaeT YCTaHOBKY. 3T0 Tpe6oBaHMe TOJbKO NpU yCTaHOBKE.

« [Jlna koHeuHbIX Touyek Windows, local to local cumBonMyeckne cebinkn AOMKHbI
6bITb BKJTHOYEHbI.

AreHT 6€30NaCHOCTY C POJIbI0 0OMEHHOM 3aLUUTbI

KapaHTuH pans cepBepoB Exchange TtpebyeT p[ononHuTeNbHOE [MCKOBOE
NPOCTPaHCTBO Ha pasfene, rAe YCTAHOBJIEH areHT 6e30MacHOCTY.

Pasmep kapaHTVHa 3aBUCUT OT KOJIMYECTBA XPaHSILLLMXCS 3/IEMEHTOB U MX pa3Mepa.

Tpe6oBaHus 21



Bltdefender Grawt\/Zome

unfollow the traditional

Mo ymonyaHuio, areHT ycTaHaBMBaeTCA Ha CUCTEMHOM pasgerne.

AreHT 6e30nacHOCTH C PYHKLMEN CEepBEpa KELUMPOBaHMSA NaTyen

AreHT c yHKUMEN cepBepa KelMpoBaHUA NaTyen AOJHKEH UMETb crnegytolme
COBOKYMHble Tpe6oBaHus:

. Bce TpeboBaHus K ycTpoicTBY Ansl 06bI4HOMO areHTa 6esonacHocTu (6e3 gon
byHKUMI)
« Bce Tpe6oBaHua K ycTponcTBy Afst hyHKUUM peTpaHcasTopa

« [JHononHutensHo 100 'b cBO60AHOIr0 AUCKOBOr0 MPOCTPAHCTBA AJ151 XPaHEHNS
3arpy>XeHHbIX natyen

BaxHo

Ecnv Bbl XOTMUTe COXpaHUTb MaTyuM B APYroM paspene, 4em TOT, B KOTOPOM
YCTaHOBJIEH areHT, y6eAuTech, YTO Ha 060MX pasfenax AOCTaTOYHO CBOGOAHOMO
npocTpaHcTBa (100 'B), B NPOTUBHOM cllydae areHT NnpepbiBaeT YCTaHOBKY. ITO
Tpe6oBaHWe TONbKO NPU YCTaHOBKE.

4.2.2. Nopaepxusaembie onepaumuoHHble CUCTEMbI

Pa6ouuit cton Windows

Windows 10 October 2020 Update (20H2)
Windows 10 May 2020 Update (20H1)
Windows 10 November 2019 Update (19H2)
Windows 10 May 2019 Update (19H1)
Windows 10 October 2018 Update (Redstone 5)
Windows 10 April 2018 Update (Redstone 4)
Windows 10 Fall Creators Update (Redstone 3)
Windows 10 Creators Update (Redstone 2)
Windows 10 Anniversary Update (Redstone 1)
Windows 10 November Update (Threshold 2)
Windows 10

Windows 8.1
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« Windows 8
. Windows7
Mpepynpexpaexune

Bitdefender He nopnepxuBaeT c6opkn Windows Insider Program.

MnaHwet Windows u BcTpoeHHas 0C
o Windows 10 loT Enterprise
« Windows Embedded 8.1 Industry
« Windows Embedded 8 Standard
« Windows Embedded Standard 7
. Windows Embedded Compact 7
« Windows Embedded POSReady 7
o Windows Embedded Enterprise 7

Cepeep Windows
« Windows Server 2019
« Windows Server 2019 Core
« Windows Server 2016
« Windows Server 2016 Core
« Windows Server 2012 R2
« Windows Server 2012
« Windows Small Business Server (SBS) 2011
« Windows Server 2008 R2

Linux

BaxxHo
KoHeuHble Touyku Linux MCNoJb3yrKOT MeCTa J1V|L|,eH3VIVI n3 J1VILI,eH3VIl7I ANnA cepBepHbIX
ocC.

« Ubuntu 14.04 LTS wnu Bbiwe
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@

. Red Hat Enterprise Linux / CentOS 6. 0 unu Bblwe
o SUSE Linux Enterprise Server 11 SP4 unu Bbiwe

o OpenSUSE Leap 42.x

. Fedora 25 nnu sbiwe!

o Debian 8.0 unn 6onee no3aHsas Bepcus

o Oracle Linux 6. 3 unn 6onee no3aHsas Bepcus

« Amazon Linux AMI 2016.09 unu Bbllle

« Amazon Linux 2

MpepynpexpaeHune
(1) B Fedora 28 u Bbiwe Bitdefender Endpoint Security Tools Tpe6yeT py4yHoW
YyCTaHOBKM NakeTa libnsl, BbINOMHMB CAeAYOLLYIO KOMaHAY:

sudo dnf install libnsl -y

(2) Ons MuHuManbHoi ycTaHoBku CentOS Bitdefender Endpoint Security Tools
TpebyeTcsi pyyHasi ycTaHoBKa nakeTa 1ibnsl, BbINOAHWB CleayoLLyt0 KOMaHAay:

sudo yum install libnsl

Heob6xoanmble KomnoHeHTbI Active Directory

Mpy MHTEerpaumm KoHeYHbIx Touek Linux ¢ someHoM Active Directory ¢ nomoLbto
JeMoHa cny6bl 6e3onacHocTu cucteMbl (SSSD) y6eanTech, YTO MHCTPYMEHTbI
Idbsearch, krb5-user, 1 krb5-config yctaHoBneHbl, 1 Kerberos HacTpoeH npaBusnbHo.

/etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]
default realm = DOMAIN.NAME
dns lookup realm = true
dns lookup kdc = true
kdc_ timesync = 1
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ccache type = 4
forwardable = true
proxiable = true
fcc-mit-ticketflags

true
default keytab name = FILE:/etc/krb5.keytab

[realms]
DOMAIN.NAME = {
kdc = dcl.domain.name
kdc = dc2.domain.name
admin_ server = dc.domain.com
default domain = domain.com

[domain realm]
domain.name = DOMAIN.NAME
.domain.name = DOMAIN.NAME

[appdefaults]
pam = {
debug = false
ticket lifetime = 36000

renew lifetime = 36000
forwardable = true
krb4 convert = false
}

MpumeyaHmne

BCG3aHMCquBCTBMTeﬂbeIerFMCTpY

I'Iop,p,ep)KKa CKaHUpOoBaHUA nNpu goctyne

CkaHupoBaHue Npu AOCTyne AOCTYMHO ANIA BCEX NOAAEPKMBAEMbIX FOCTEBbIX
onepaLMoHHbIX cucTem. B cuctemax Linux, ckaHuMpoBaHue Mpu pAocTyne
obecrneynBaeTcs B C/IeYIOLMX CUTYaLNSAX:
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2.6.38 unn
6onee
no3aHAA
Bepcus

2.6.38 unn
Bbllle

Red Hat Enterprise Linux /
Cent0S 6.0 unu 6onee Nno3gHen
Bepcun

Ubuntu Bepcus 14.04 wnn
6onee NosHASA Bepcus

SUSE Linux Enterprise Server
11 SP4 vnu Bblwe

OpenSUSE Leap 42.x
Fedora 25 nnu Bblwe

Debian 9.0 unu 6onee nosaHAA
Bepcus

Oracle Linux 6. 3 unu 6onee
nosaHAsA Bepcusi

Amazon Linux AMI 2016.09 nnu
BblLle

Debian 8

2.6.32-2.6.37 CentOS 6.x

Bce
ocTalibHble
agpa

Tpe6oBaHus

Red Hat Enterprise Linux 6.x

Bce apyrue nogaepxxvBaemble
CUCTEMBI

Fanotify (onuua sgpa) OomkHa
6bITb BKJIOYEHA.

Fanotify fomkeH 6bITb BKIFOYEH U
yCTaHOBJIEH B pexum
MPUHYAUTENIbHOTO MPUMEHEHMUS,
3aTeM Heo6X0AMMO NepecTpouTb
nakeT aapa.

Onsa  nonyyeHus  noapo6HoM
uHdbopMaumm  cMoTpuTe  ITY
cTaTbto 6a3bl 3HAHUMN.

Bitdefender o6ecneunBaet
noaaepxky Yyepes DazukoFS
NMOMOLLbIO BCTPOEHHbIX MOAYeN
agapa.

Mopaynb DazukoFS fomkeH 6bITb
CKOMMUIMpOBaH BPYUYHYIO.
JononHuTenbHble CBeAEHUS CM.
B pasgene «KoMnuisums BpyUHyto
mMogayns DazukoFS» (p. 62).
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* C HEKOTOPbIMMW OrpaHUYEHUAMMU, ONMMCAHHBIMU HUXKE.

OrpaHuyYeHus CKaHUpPOBaHMs Npu JocTyne

Bepcum OuncTpnbyTunebl Moppo6bHasa nHpopmaLus
appa Linux

2.6.38unn  Bce CkaHMpoOBaHue Npu AoCTyrne KOHTponupyeT
BblLle noanep>XXuBaemble NOAKIOYEHHbIE CeTEBbIE pecypChbl TONBKO B
CUCTEMBI cneayoLmnx ycnoBusx:

. Fanotify BkntoyaeTcs Kak Ha yianieHHbIX, Tak
1 Ha NIOKasIbHbIX CUCTEMAX.

« 06w pecypc ocHOBaH Ha ¢annoBbIx
cuctemax CIFS n NFS.

MpumeyaHue

CkaHvpoBaHue nNpu [OCTYyMe He CKaHupyeT
ceTeBble pecypcCbl, YCTaHOBJIEHHbIe C
nomoubto SSH nnn FTP.

Bceagpa Bce CKaHUpoBaHuWe Npu AocTyne He
noaaepXXmBaeMble nogaepxvneaertcsa B cuctemax ¢ DazukoFS ans
cUcTeMbI CeTeBbIX PECYPCOB, YCTAHOBJ/IEHHbIX Ha MYTAX,

yXe 3aumueHHbIX Moaynem goctyna.

MopAepxKka 06HAPYXeHUs U OTKNIUKA B KOHeYHoW Touke (EDR)

MepenanTe Ha 3Ty BEG-CTPaHNULY ANS NMOJYyYEHUs NMOJIHOrO U 06HOBNEHHOIO CNMCKa
Bepcuil sgpa u gucTpubyTusoe Linux, nogaepxuBatowmx gatumnk EDR.

0C MAK

. macOS Big Sur (11.x)

. macOS Catalina (10.15)

. macOS Mojave (10.14)

. macOS High Sierra (10.13)

. macOS Sierra (10.12)
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4.2.3. NoppepxuBaemble (anoBble CUCTEMDI

Bitdefender ycTtaHaBnuBaeT u 3awmwaet cnegyowme hannoBbie CUCTEMbI:
AFS, BTRFS, ext2, ext3, ext4, FAT, FAT16, FAT32, VFAT, exFAT, NTFS, UFS, ISO
9660 / UDF, NFS, CIFS/SMB, VXFS, XFS.

MpumeyaHmne
IOna NFS n CIFS / SMB nogaep)xka CKaHMpOBaHWs Mo AOCTYMNy He NpefyCcMOTpeHa.

4.2.4. TlopaepXxxuBaeMble 6paysepbl

BesonacHocTb 6pay3epa KOHeYHOW TOYKM MPOBepsAeTCS, YTOObI 06ecneynTb padboTy
co cnepyowmmu 6paysepamu:

« Internet Explorer 8+
« Mozilla Firefox 30+

« Google Chrome 34+

. Safari 4+
« Microsoft Edge 20+
o Opera2l+

4.2.5. Security Server

Security Server - 3T0 npegBapuTeslbHO HacTpOeHHasi BUpPTYyasibHas MalluHa,
pa6oTatouas Ha cepeepe Ubuntu 20.04 LTS.

MnathopMbl BUpTYanmsaum

Bitdefender Security Server MoXkeT 6bITb yCTaHOBNEHA Ha criegyowmx nnatdopmax
BMPTYyanu3auuu:

o VMware vSphere & vCenter Server 7.0 o6HoBneHue 1 7.0, 6.7 o6HoBneHWe 3,
o6HoBNEeHUe 23, 6.7 o6HoBNeHKe 1, 6.7, 6.5, 6.0, 5.5,5.1, 5.0

Mpumeyanue
®yHKuua ynpaBneHusi paboyen Harpyskon B vSphere 7.0 He nogaep>xvuBaeTcsi.

. VMware Horizon/View 7.8,7.7,7.6,7.5,7.1,6.X, 5.x
« VMware Workstation 11.x, 10.x, 9., 8.0.6
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o VMware Player 7.x, 6.x, 5.x

« Citrix Hypervisor 8.2 LTSR, XenServer 7.1 LTSR

« Citrix Virtual Apps and Desktops 7 1808, 7 1811, 7 1903, 7 1906

« Citrix XenApp and XenDesktop 7.18,7.17,7.16, 7.15 LTSR, 7.6 LTSR
« Citrix VDI-in-a-Box 5.x

« Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2, 2016, 2019 nnn Windows
Server 2008 R2, 2012, 2012 R2, 2016, 2019 (skntoyasiHypervisor Hyper-V)

. Red Hat Enterprise Virtualization 3.0 (eknouyas KVM Hypervisor)

« OracleVM 3.0

« Oracle VM VirtualBox 5.2, 5.1

« Nutanix Prism npu A0S 5.5,5.10, 5.15 LTS

« Nutanix Prism npu A0S 5.6,5.11 5.18 STS

o Mpuama Nutanix ¢ AHV 20170830.115, 20170830.301, 20170830.395 wu
20190916.294 Bbinyck coobuiecTsa

Mpumeyvanne
Moppepxka papyrux ¢opmaToB M nnatdopM BUpPTyanusauum MoXeT ObiTb
npeaocTaBsieHa No 3anpocy.

MNamsaTtb n CPU

PacnpegeneHne pecypcoB namatu u CPU ans Security Server 3aBucut oT
KONMYecTBa ¥ TUMNa BUPTYyasibHbIX MaLLKH, 3anyLLeHHbIX Ha XocTe. B cnegytouen
Tabnuue npuBeaeHbl PEKOMEHAYEMbIe PeCYPCbl, KOTOPbIE HEO6XO0AMMO BbIAENUTD:

YkpenneHue KonuyectBo 3auiuu,aeMbix BUpTyasnbHbix|03Y Ucnonb3oBaHue
MaLUuH Ln

Huakun 1-30 2Tb 2

31-50 ATb 2
CpegHui 51-100 A4Tb 4
Bbicokun 101 - 200 4TB 4
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CBO60,[I,HOE MPOCTPAHCTBO XXE€CTKOro AUCKa

Bbl fomkHbl npegocTtaBuTb 8 6 AMCKOBOro MPOCTPAHCTBA Ha KaXkAbl XOCT
Security Server.

Pacnpepenenue no xoctam Security Server

XoTs 370 M He 06a3aTenNbHO, Bitdefender pekoMmeHzyeT ycTaHOBUTBL Security Server
Ha KaXaoM PU3NYECKOM XOCTe A1 NOBbILLEHUSI MPOU3BOAUTENBHOCTY.

CeTeBasi 3afiepXKa

3apepxKa cBsisn Mexgay Security Server 1 3aWMLLEHHbIMU KOHEYHbIMU TOYKaMU
JoJKHa 6bITb MeHee 50 Mc.

Harpyska mogyns 3awmutbl XpaHunuila

BnusHue 3awmTbl XxpaHunuuwia Ha Security Server npu ckaHupoBaHuu 20 I'b
3aKJ/IroyaeTCcs B cnefyoLweMm:

CtaTyc 3aWuTbi Pecypchbl Security | 3arpy3ska Security |Bpems
XpaHunuLLa Server nepegauu
(MM:cc)

OTKNKOYEHO O a H H bl el a H H bl e10:10
(6a30BbIN ypoBEHb) OTCYTCTBYHOT OTCYTCTBYIOT
BkntoueHo 4 vCPU CTaHpapTHbIN 10:30

4 GB RAM
BkntoyeHo 2 vCPU Tsxenbin 11:23

2 GB RAM

MpumeyaHmne

9TU pesynbTaTbl MOJyYeHbl ¢ 06pa3LoM daitnos pasnuyHbix TuMos (. Exe,. Txt,. Doc,.
Eml,. Pdf,. ZipuT. 4.), 0T 10 KB 0 200 MB. JnUTeNbHOCTL Nepeaayn COOTBETCTBYET
20 I'b paHHbIX, coaepxalymxcsa B 46 500 darnnax.

4.2.6. Ucnonb3oBaHue Tpaduka

. Tpaduk o6HOBNEHUS NPOAYKTA MEXAY K/IMEHTOM KOHEUYHOro yCTpoiCcTBa U
cepBepoM 06HOBNEHUI
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Kaxxoe nepnogmnyeckoe o6HoBneHne npogykTa Bitdefender Endpoint Security
Tools reHepupyeT crefyroLnii HUCXOAAWMA TpadUK Ha KaXKAOM KIIMEHTe
KOHEYHOW TOYKM:

— Ha Windows OC: ~20 Mb
— Ha Linux OC: ~26 MBb
— Ha OC Mac: ~25 MB

« 3arpy)xaembiit TpaPMK 06HOBIEHMIA MEXaHU3MOB 3aLLUTbl MEeXAY KIMEeHTOM
KOHeYHOoM Touku u CepepomM o6HoBneHuit (MB / fieHb)

. Tun aBMXKa CKAaHUPOBaHUA
Tun cepBepa o6HOBNEHUIN . .
JlokanbHbIl | TM6puaHbIN | LleHTpanu3oBaHHoe

PeTpaHcnaTop 65 58 55

Bitdefender My6nuyHbI CepBep

O6HOBNEHUN 3 3.5 3

« TpaduK LeHTpanM3oBaHHOIo CKAHUPOBaHUA MEXAY KJIMEHTOM KOHEYHOM TOUKHU
n Security Server

lMpoBepeHHble 3arpyska
i CREEEE

o . MepBoe cCKaHMpoBaHue
annbl

Kawwupytouiee ckaHMpoBaHue 13 382

i [aHHble
M e p B O E€ Be6 Tpa(bVIK 621 OTCYTCTBYIOT
CKaHupoBaHue i

Bet-caiiTh* Security Server 54 1050

y [aHHble
Kawupytouee Beb-Tpadpuk 654 ST
CKaHupoBaHue .

Security Server 0.2 0.5

* [peacTaBfieHHble AaHHble 6b1IM U3MepeHbl Npu pasmepe dainos 3.49 16 (6
658 darinoB), 1.16 'b 13 KoTopbIX UCNOSNHSAEMbIE NTOpTUPYeMble dainbi(Portable
Executable - PE).
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** [lpeAcTaBneHHble f[aHHble 6bIIM U3MepeHbl pas Ton-perntuHra 500
Be6-canToB.

Tpaduk ru6puaHOro CKaHUpPOBAHUA MeXAY KJIMEHTOM KOHEYHOW TOUKMU U
o6nauHbIM cepBucom Bitdefender

MpoBepeHHble 3arpyska
= SREEE

MepBoe CKaHMpoBaHue

Gannpl*
KawmwupytoLee ckaHnpoBaHue 0.6 0.3
Be6-Tpadmk 650 LERHE
Be6-Tpacuick OTCYTCTBYIOT
O6nayHble ycnyru 26 27
Bitdefender ' ’

* [pefcTaBlieHHble faHHble 6blM U3MepeHbl Npuy pa3Mepe daiinos 3.49 I'b (6
658 dainoB), 1.16 'b 13 KOTOPbIX UCNOSHSAEMbIE NOpTUPYeMble hainbi(Portable
Executable - PE).

** [lpegcTaBneHHble [aHHble O6blM M3MepeHbl Ans Ton-penTuHra 500
Be6-canToB.

MpumeyaHune
3afep)xKa ceTu Mexay KOHeYHbIM KIIMEHTOM M 0651ayHbIM cepBepoM Bitdefender
[LOJKHa 6bITb MeHee 1 ceKyHAbI.

Tpaduk 3arpy3Ku MexaHM3MOB 3alUTbl Mexpay KnumeHTamu Bitdefender
Endpoint Security Tools Relay n Cepeepom o6HoBneHui

KnueHnTbl ¢ ponbto Bitdefender Endpoint Security Tools Relay ckaunBatoT ~16
MB / peHb* ¢ cepBepa 06HOBNEHUMN.

* NlocTynHo ansa knueHtoB Bitdefender Endpoint Security Tools, HaunMHas ¢
Bepcum 6.2.3.569.

Tpaduk mexxay KineHTamMum KOHeYHbIX YCTpoucTB u web-koHconbto Control
Center

CpenHuii Tpaduk, reHepupyeMbli MeXAay KIMEHTaMU KOHEYHbIX YCTPONCTB U
web-koHconbto Control Center, coctaBnseT 618 Kb / aeHb.
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4.3. 3awumra Exchange

Security for Exchange pnoctaBnsietcs yepes Bitdefender Endpoint Security Tools,
KOTOPbIA MOXET 3alUTUTb Kak ¢aiyloBy0 CUCTEMY, Tak U MOYTOBbIN cepBep
Microsoft Exchange.

4.3.1. Nopnepxmeaemoe okpyxeHue Microsoft Exchange

Security for Exchange nopaepxusaet cnegyouwme Bepcun u ponn Microsoft
Exchange:

« Exchange Server 2019 ¢ ponamu Edge Transport nnu Mailbox
. Exchange Server 2016 c ponamu Edge Transport unu Mailbox
. Exchange Server 2013 c ponamu Edge Transport unu Mailbox
« Exchange Server 2010 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox
« Exchange Server 2007 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox

Security for Exchange coBMmectum ¢ Microsoft Exchange Database Availability
Groups (DAGS).

4.3.2. CuctemHble TpeboBaHua

Security for Exchange coBmecTuM c du3anyeckumu unuM BUPTyaNbHbIMM
64-paspaasHoimu cepBepamu (Intel nnu AMD), pa6oTalowux nog, ynpasneHuem
noaaepXXvBaeMon Bepcueit u ponbto cepeepa Microsoft Exchange. Ons nonyyeHus
noapo6bHo MHPOpPMaLMN OTHOCUTENBHO CUCTEMHbIX Tpe6oBaHun Bitdefender
Endpoint Security Tools, o6paTtuTech K «AreHT 6e3onacHocTy 6e3 ponen» (p. 19).

PekomeHgyeMble fOCTYMHbIE pecypchbl cepeepa:
. CBo6opgHoOM onepaTuBHou namMaTn: 1 16

. CB060AHOE NPOCTPAHCTBO XecTKoro agucka: 16

4.3.3. [ipyrve Tpe6oBaHus K NporpaMMHOMY 0becneyeHmto

. OnsMicrosoft Exchange Server 2013 c Service Pack 1: KB2938053 oT Microsoft.

. IOnsaMicrosoft Exchange Server 2007: .NET Framework 3.5 Service Pack 1 6onee
no3aHsA Bepcus
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4.4. MonHoe wudposaHue gucka

GravityZone lMonHoe wudpoBaHne aucka No3BonsieT ncnonb3obaTb BitLocker Ha
KOHeuHbix Toykax Windows, a Takxe FileVault u ytunuty komaHaHOM CTpPOKU
diskutil Ha koHeYHbIX Toukax macOS yepes Control Center.

YT106bl O6ecrneunTb 3aWmTy [AaHHbIX, AAHHbIA MOAYySlb NPOBOAWUT MOJIHOE
lwudpoBaHme AuUcKa S 3arpy3ouyHbiX M He 3arpy)kaemblXx TOMOB Ha
(DMKCUPOBAHHBIX AMCKAxX M XPaHWUT KJIlOYM BOCCTAHOBJIEHUS, HA CJlyYyal ecyu
nonb3oBaTesib 3a6yaeT Naposib 4ocTyna.

Moaynb LLndpoBaHus UCnonbayeT cyLLecTBYOLIME annapaTHbIe pecypchl B cpefe
GravityZone.

C TOYKM 3peHust NporpaMMHOro obecrneyeHuns, Tpe6oBaHNS NMOYTH TaKUe Xe, KaK
ana BitLocker, FileVault n ytunutbl komangHon cTtpoku diskutil, a Takxke
60JIbLUMHCTBO OrpaHUYEHMUIN, OTHOCALLMXCS K 9TUM YTUIUTAM.

Jna Windows

GravityZone LUndposaHne nogaepxusaet BitLocker, HaunmHan ¢ Bepcun 1.2, Ha
KoMmnbtoTepax ¢ U 6e3 umna Trusted Platform Module (TPM).

GravityZone nopgep»xuBaeT BitLocker Ha KOHeUYHbIX TOYKax CO CleAyHLUMU
onepaLnoHHbIMU CUCTEMAMMU:

« Windows 10 OBbpasoBaTesibHas
« Windows 10 KopnopatusHas

« Windows 10 lNpo

« Windows 8.1 KopnopaTtunBHas

o Windows 8.1 lNpo

« Windows 8 KopnopaTusHas

« Windows 8 NMpo

« Windows 7 Ultimate (c TPM)

« Windows 7 KopriopaTtueHas (c TPM)
« Windows Server 2019*

« Windows Server 2016*

« Windows Server 2012 R2*
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« Windows Server 2012*

. Windows Server 2008 R2* (c TPM)

* BitLocker He BXOAWT B 3TV ONepaLMOHHbIe CUCTEMbI U OMKEH YCTaHaBNMBATbLCS
oTAeNbHO. [lononHuTenbHbIe CBefleHus 0 pa3BepTbiBaHum BitLocker Ha Windows
Server cMOTpUTe 3TU CcTaTbu 6a3bl 3HAHWIA, TpefocTaBNeHHbIX Microsoft:

« https://technet.microsoft.com/en-us/itpro/bitlocker-how-to-deploy-on-windows-server

. https://technet.microsoft.com/en-us/library/cc732725(v=ws.10).aspx

BaxHo
GravityZone He nogaepxuvBaeT wudpoBaHue B Windows 7 n Windows 2008 R2 6e3
TPM.

Moapo6Hbie TpeboBaHUA K BitLocker cM. B cTaTbe 6a3bl 3HaHUI, NPegoCTaB/IEHHON
Microsoft: https://technet.microsoft.com/en-us/library/cc766200(v=ws.10).aspx

Ha OC Mac

GravityZone nopaepxuaet FileVault u diskutil Ha koHeuYHbIX Toukax macOS co
crenyroLlmnMm onepayMoHHbIMU CUCTEMaMMU:

. macOS Big Sur (11.x)

. macOS Catalina (10.15)

« macOS Mojave (10.14)

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

4.5. 3awmTa xpaHunuuia
I'Ionp,ep)KMBaeMble XpaHunuuia n d)al7|ﬂ-06MeHHbIe peweHna:

« ICAP-coBMecTUMble cucTeMbl ceTeBbix xpaHunuw, (NAS) n ceTn xpaHeHus
ZdaHHbIX (SAN) ot Dell®, EMC®, IBM®, Hitachi®, HPE®, Oracle®, U apyrue

« Nutanix® Files 3.x upto 3.7.1.
« Citrix® ShareFile

Tpe6oBaHus 35



https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-how-to-deploy-on-windows-server
https://technet.microsoft.com/en-us/library/cc732725(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc766200(v=ws.10)#BKMK_HSRequirements.aspx

A

Bitdefender G ravityZone

unfollow the traditional

4.6. KoOMMyHUKaLUOHHbIe nopTbl GravityZone

GravityZone - 3To pacrnpefiefIeHHOE peLleHne, 03HAYAIOLLLEE, YTO Er0 KOMMOHEHTbI
B3aWMOAENCTBYIOT APYT C APYroM Yepes NoKanbHyo ceTb uin MHTepHeT. Kaxabii
KOMMOHEHT WCMOJIb3yeT CEPUO MOPTOB AJIA CBSA3U C APYrMMU. Bbl AOMKHbI
y6eauThbCsl, UTO 3TV MOPTbI OTKPbLITHLI Ans GravityZone.

[ns nonyyexus 6onee noapo6Hon nHdopmaumm o noptax GravityZone, 06paTutech
K 9TOM CTaTbe.
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5. YCTAHOBKA 3ALLUTHI

YT06bI 3aWmMTUTL Bawy ceTb ¢ Bitdefender, Bbl fomKHbI yCTaHOBUTL areHToB
6e3onacHocT GravityZone Ha KOHeYHbIX Touykax. [nis 3Toro nog BawwuMm
ynpaBneHeM A0MKeH 6bITb Nofb3oBaTesb GravityZone Control Center ¢ npaBamu
aAMMWHUCTPaTOpa AN KOHEYHbIX TOYEK.

5.1. YnpaBneHue nuueH3namm

GravityZone nnueH3npyeTca ogHUM KJTIFO4YOM ANnAa BceX CJ'IY)K6 6e3omnacHocTH, 3a
NCKNHYeHneM NoJIHOIro LLIMd)pOBaHMFI ANCKa, KOTOprl71 AN eXXerofHoOmn NMMLUEH3un
nocTaBJIA€TCA C OTAENIbHBbIM KNTHOYOM.

BecnnaTHoe TecTupoBaHue GravityZone B TeyeHue 30 gHeil. B TeyeHne npo6HOro
nepuoga Bce yHKLUMM NOJIHOCTLIO JOCTYMHbI, ¥ Bbl MOXETE UCMOJIb30BaTb 3Ty
yCnyry Ha nto60M KONMYEeCTBE KOMMbIOTEPOB. [10 UCTeyeHns Npo6HOro nepuoaa,
€CNn Bbl XOTWUTE NMPOAOIKATb NONMb30BaTLCA yC/yramu, Bbl AOMKHbI BbIGpaTh
NNaTHbIA TapuHbIV M1aH U COBEPLUNTD MOKYIKY.

YTo6bl NpMOBPECTU NULIEH3UID, CBSXKUTEChb C peccennepom Bitdefender nnu
CBSXXKMTECh C HaMM Mo 3/1eKTPOHHOM NoyTe enterprisesales@bitdefender.com.

5.1.1. lMouck peccennepa

Hawm pecennepbl NOMOryT Bam co Bcel Heo6xoAMMOM HGopmaumnen n noMmoryT
Bbl6paTb Nyylwni Ans Bac BapuaHT IMLEH3MPOBaHUS.

YT06bI HaWTK pecennepa Bitdefender B Bawwel cTpaHe:

1. Mepengute Ha cTpaHuyy Partner Locator Ha Be6-cawnTe Bitdefender.

2. Bbi6epute cTpaHy, B KOTOpPOM Bbl MpOXMBaeTe, 4UTO6bl MPOCMOTPETb
KOHTaKTHY MHpOPMaLMIO AOCTYNHbIX NapTHepoB Bitdefender.

3. Ecnu He yaanocb HanTu pecennepa Bitdefender B Bawen cTpaHe, cBsixxuTech
C HaMWU Mo agpecy 3NeKTPOHHOM NoYThl enterprisesales@bitdefender.com.

5.1.2. AKTUBaLUUSA NULEH3UK

Korga Bbl BnepBbie Npuo6peTaeTe MiaH NaaTHOM MOAMUCKM, BaM BblAaeTcs
NULIEH3UOHHBIN Kitod. Moanucka GravityZone akTUBUPYeTCA C MOMOLLbIO 3TOro
NULIEH3WOHHOTO KJTtoYa.
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Mpepynpexpaenune

AkTuBaums nuueHsnm HE fo6aenset ee GyHKUUM K TEKYyLLLEN aKTUBHON JINLEH3UN.
BMecTo 3Toro HoBas JULEH3USA OTMEHSAET MpexHow. Hanpumep, akTusaums
JIMLEH3UM Ha 10 KOHEYHbIX TOYeK MoBepx NMueH3un Ha 100 KOHEYHbIX TOYeK He
npuBefeT K noanucke Ha 110 KOHeYHbIX ToYeK. HanpoTue, 3T0 YMEHbLUUT KOJIMYECTBO
oXBa4yeHHbIX KOHeYHbIX Touyek oT 100 go 10.

Mocne MOKYIMKMU, J'II/ILl,eH3VIOHHbII7I KJKO4Y OTrnpaendeTcAa BaMm no SﬂeKTpOHHOVI noyre.
B 3aBMCMMOCTM OT cornalleHns 06 O6CJ'Iy)KMBaHVIVI, rnocsne Toro Baw J'IML[eH3VIOHHbIVI
KJ10Y 6bin BbiMNyuleH, Ball nposaﬁ,qep ycnyr MOXeT aKTuBupoBaTb €ro ana eac.
B kauecTBe aJibTepHaTUBbI Bbl MOXKETE aKTUBMPOBaATb CBOHO JIMLIEH3UIO BPYYHYIO,
BbIMOJIHUB cneayrouine waru:

1. Bongute B Control Center, UCnosib3ysi CBOK YYETHYHO 3amMuCh.

2. HaxmuTte Ha Balle UMs Monb30BaTesisl B MPaBOM BEPXHEM YIy KOHCONMU U
Bbl6epute My Company.

MpoBepbTe MHDOPMALMIO O TEKYLLLEN NTMLEH3MMU B pasgene JiuyeHsus.
B paspgene JinyeHsus soibepute TMN JIMLeH3MnA.

B none JInL,eH3MOHHDbIN KJIOY BBEAUTE CBOW JINLLEH3NOHHbIW KJTHOY.

o g M w

Haxmute kHonky Check u nogoxaute noka Control Center He nonyuut
nHdopMaLUo 0 BBEAEHHOM JINLIEH3UOHHOM KJllouYe.

7. Bnone [o6aBoYHbINA KNIOY BBEAUTE KJIHOY A1 ONpeAesIEHHOr 0 I0NOJIHEHUS,
Hanpumep «LndposaHue».

8. Haxmute [lo6aBuUTb. [JONONHUTENbHbIE CBEJIEHUSA OTOOPAXKAOTCSA B TabnuLle:
TN, IMLLEH3VMOHHbIN KJTHOY M ONUUS yAaneHns Kova.

9. Haxxmute CoxpaHUTb.

10. YT06bI UCNONB30BaTh HAACTPOMKY, HE06X0ANMO BbINTU U3 Control Center, a
3aTeM CHOBa BOWTM B cuCTeMy. 3TO chenaeT AOMNoSHUTENbHble QYHKLMU
BuanMbIMK B GravityZone.

5.1.3. MpoBepkKa TeKyLuUX NapaMeTpPoB JINLLEH3NPOBAHUS
[ns npocMoTpa Noapo6HOCTEN NMULLEH3UM:

1. Bongute B Control Center , ucnosbays 3NeKTPOHHYKO MOYTY M MapoJib,
NoJlyYyeHHble MO 3/IEKTPOHHON MoyTe.
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5.2. YcTaHOBKa 3aWmThbl 411 KOHEYHbIX TOYeK

B 3aBMCMMOCTHM OT KOHGUIypaLun KOMMNbIOTEPOB U CETEBOW Cpelibl Bbl MOXeTe
Bbl6paTb YCTAHOBKY TOJIbKO areHToB 6e30MacHOCTU WU TaKXXe UCMOJb30BaThb
Security Server. B nocnegHeM cllyyae BaM HY>KHO CHayasa ycTaHOBUTb Security
Server, a 3aTeM areHToB 6e30MacHOCTM.

PekomMeHayeTcs ucnonb3oBaTb Security Server, ecnv y KOMMbOTEPOB Maro
annapaTHbIX pecypcoB.

BaxHo

Tonbko Bitdefender Endpoint Security Tools noagaepxvBaeT noakntoueHue K Security
Server. [1ns nonyyeHus 6onee noapo6Hou nHdhopmaLmm, o6paTUTeCh K «<ApXMTeKTypa
GravityZone» (p. 10).

5.2.1. YcTaHoBKa Security Server

Security Server ABnsieTcs cneyManM3aupoBaHHON BUPTyasibHOW MaLUMHON, KoTopas
LefyniMuupyeT U LeHTpanusyeT 60MblUYH YacTb PYHKLMIA 3aLLUTbl KIIMEHTOB OT
BPEAOHOCHbIX MPOrpamm, IeNCTBYS B KAYECTBE CEPBEPA CKaHUPOBAHUS.

Bam Heo6xoaMMo ycTaHOBUTL Security Server Ha OfHOM WM HECKOJIbKMX XOCTaX,
yTO6bI 06eCnNeYnTb 3aLlMTy BCEX BUPTYasibHbIX MaLUVH.

Bbl JOJKHbI YYMTbIBATb KOJNIMYECTBO 3alUMLLAEMbIX BUPTYasbHbIX MalUUH U
pecypcbl, AOCTynHble Security Server Ha XocTax, TakuMe KaK MponyckHas
CNoco6HOCTL MeXay Security Server v 3aLML,aeMbIMU BUPTYaribHbIMU MaLlUMHaMM.

AreHT 6€30MacHOCTM, yCTaHOBJIEHHbIV Ha BUPTYasbHbIX MallMHaX NogKJoYaeTcs
K Security Server no npotokony TCP/IP, ucnonb3sysi HaCTPOWKH, 3afaHHble NpK
YCTaHOBKE WJIM C MOMOLLbH MOJINTUKM.

CkayaTb ycTaHOBOYHbIe NakeTbl Security Server
YT06bI CKauaTb yCTAaHOBOYHbIE NakeTbl Security Server:
1. Mepengute Ha cTpaHuly Network > Packages.

2. Bbibop nakeTa Security Server no yMonyaHuto.

3. Haxxmwnte kHonky @ Download B BepxHel yacTu Tabnuubl u BbibepuTe TUM
nakeTa us MeHto.

4. CoxpaHWTb BblGpaHHbIN NakeT B HY)KHOE MECTO.
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Pa3BepTbiBaHWe YCTaHOBOYHbIX MAKeTOB Security Server

Ecnny Bac ecTb yCTaHOBOYHbIV NAKeT, pa3BEPHUTE €ro Ha XOCTE, UCMOJIb3Yys CBOWA
NpeanoyYTUTENIbHbIA MHCTPYMEHT pa3BepTbiBaHWUA BUPTYasibHOM MaLLVHbI.

Mocne pa3BepTbiBaHNS HacTponTe Security Server cnegyrowmm o6pa3om:

JocTyn K KOHCOMM YCTPOMCTBA M3 Ballero UHCTPYMEHTapuUs yrnpaBieHus
BupTyanusaumen (Hanpumep, vSphere Client). Kpome Toro, Bbl MoXeTe
NOAKJIIOUMTBCS K YCTPOMCTBY C NoMoLbio SSH.

2. BounawnTe, ucnonb3ys y4eTHble AaHHbIE MO YMOJIYAHUIO.
« Wmsa nonb3oBaTtens: root
« [laponb: sve

3. 3anyctuTe KoMaHAy sva-setup. Bbl nonyunte pocTyn K uHTepdeincy
KOH(Urypauum ycTpomcTaa.

SVUA configuration
Choose an option:

[1MNetwork configuration

Internet proxy configuration
Communication server configuration
Configure the client ID

WL M

<Cancel>

KoHdurypauuoHHbIn uHTepdeiic Security Server (rnaBHOEe MeHI0)

[na HaBuraumMu no MEHK M ONuuMaAM, UCMONb3yUTe Tab WU KNaBWLIM CO
cTpenkamu. 1ns Bbibopa KOHKPETHOro NapamMeTpa HaXMuTe Enter.
4. HacTtpoWka ceTeBbIx NapaMeTpoB.

Security Server ucnonb3yet npoTtokon TCP/IP ana ceBfisu c Apyrumu
KoMnoHeHTaMu GravityZone. Bbl MoOXeTe HaCTpPoOUTb YCTPOMCTBO Ha
aBTOMaTU4ecKoe noJjlyyeHne ceTeBblX NapamMeTpoB oT cepsepa DHCP unu
Bbl6paTb HACTPOMKM NapaMeTPOB CETU BPYYHYHO, Kak ONMUCAHO 3[€ecCh:

a. M3 rnaBHoro MeHto, BbibepuTe Network configuration.

b. BblbepuTte ceTeBom UHTEpDENC.
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Bbi6epute pexxum koHburypauum IP:

« DHCP, ecnu Bbl x0TUTE, YTO6LI Security Server aBToMaTUUYECKU NONyYnn
napameTpsl ceTn oT DHCP-cepBepa.

. Static, ecnvu DHCP-cepBep oTcyTCTBYeT Unun pesepBupoBaHue IP-agpeca
N5 ycTponcTBa 6bI510 caenaHo Ha DHCP-cepeepe. B aToM cnyyae, Bbl
OOMKHbI BPYYHYHO HACTPOUTb CeTeBble NapamMeTpbl.

i. BBeguTe nmsa xocTa, IP-agpec, Macky ceTu, winto3 n DNS-cepsepbl B
COOTBETCTBYHOLLMX NOSSAX.

ii. Haxmute OK, 4TO6bI COXpPaHUTb U3MEHEHMS.

Mpumeyanue
Ecnu Bbl NOAKIOYEHbI K YCTPOMNCTBY C MOMOLLbIO KnneHTa SSH, nuameHeHune

CeTeBbIX HAaCTPOeK 6yeT HeMeJIeHHO NpeKpaLlaTb CeaHc.

5. HacTporka napameTpoB NpoKcu-cepBepa.

Ecnu B ceTu wucnonb3yeTcsi NPOKCU-CEpPBep, Bbl [AO/MKHbI yKasaTb ero
napameTpbl, 4To6bI Security Server mor obuiatbea ¢ GravityZone Control Center.

Mpumeyanue
Moppep)xMBaeTCs TONbKO NPOKCK ¢ 6a30BOM ayTeHTUdUKaLMEN.

C.

Bbi6epuTe 3 MeHto Internet proxy configuration.

Beegute wuMsa XocTa, MMSA nNofb3oBaTens, naposib “n pOOMEH B
COOTBETCTBYHOLLUX NMONAX.

Haxmunte OK, 4To6bl COXpPaHUTb U3MEHEHNS.

6. HacTtpouka agpeca KOMMYHUKaLMOHHOIO cepBepa.

a.

Bbi6epute 3 MeHio KoHdUrypaumusa KOMMYHUKALMOHHOTO cepBepa.

b. BBeauTe oauH U3 CrieayoLIUX aApecoB A1 KOMMYHUKALMOHHOO cepBepa:

e https://cloud-ecs.gravityzone.bitdefender.com:443
e https://cloudgz-ecs.gravityzone.bitdefender.com:443
BaxcHo

9TOT agpec AOMKEH coBMagaTb C aApecoM, yKasaHHbIM B MapameTpax
nonutuku Control Center. YTo6bl NPOBEPUTL CChINKY, NEPENaNTE Ha CTPaHULY
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Monutukm, 106aBbTE UM OTKPOMTE MOJIb30BATENbCKYHO NONUTUKY, Nepengnte
B pasgesn 06ume > CBA3b > HasHaueHne CBA3M C KOHEYHOMW TOYKOMA, LLLENIKHUTE
nosne 3arofioBka ctonéua u BblibepuTe Unn Hanuwute ECS. MNpaBunbHbIN

cepBep 6yfeT oTo6paxkaTbCs B pe3ysibTaTax noucka.

c. Haxmute OK, UTO6bI COXPaHUTb U3MEHEHUS.

7. HacTtpowka ID knueHTa
a. BrnaBHoM meHto Haxxmute Configure the client ID.
b. BeecTu ID koMnaHuw.

NpeHTudumkaTop NnpeacTaBnsieT co60M CTPOKY M3 32 CUMBOJIOB, KOTOPYH
Bbl MOXKETE HAUTK, NEPENAS HAa CTPAHULYY CBEAEHU O KOMMAHUK BO BKNaaKe
Control Center.

c. Haxmute OK, 4TO6bl COXpPaHUTbL U3MEHEHUS.

5.2.2. YcTaHOBKa areHToB Mo 6e30MacHOCTH

YT06blI 3aWMTUTL Bawwmn (U3MYECKue U BUPTYasbHble KOHEYHble YCTPOMCTBA,
Heo6X0AMMO YCTAHOBUTb areHTa 6e30MacHOCTM Ha KaXAoM u3 Hux. Kpome
yrpaBfieHUs 3aLLMUTOMN Ha JIOKasIbHON KOHEYHOW TOUKeE, areHT 6e30MacHOCTU TaKxKe
B3aumopenctByeT ¢ Control Center ans npuemMa KoMaHg agMuHUCTpaTopa M
oTnpasBnseT pesynbTaTbl UX 4ENCTBUN.

YTOo6bl y3HaTb O AOCTYMHbIX areHTax 6e30MacHOCTH, 06paTUTECh K «AreHTbl
6e3onacHocTu» (p. 10).

Ha komnbtoTepax nog ynpasneHmem Windows v Linux areHT 6€30MacHOCTU MOXET
UMETb [IBE POJIY, U Bbl MOXETE YCTAaHOBUTb €r0 CleAyHLWMUM 06pasoM:

1. B KayecTBe NpOCTOro areHTa 6€30MacHOCTU A1l KOHEYHbIX TOYEK.

2. Kak Relay, genctBytoLero B kayecTBe areHTa 6e30MacHOCTH, a TakXXe CBA3N,
NPOKCKU U cepBepa 06HOBNIEHWI ANA APYTUX KOHEYHbIX TOYEK B CETMU.

Mpepynpexpenne

« [epBas pa6oyas cTaHUMsI, Ha KOTOPYIO YCTAHAB/IMBAETCA 3aLUMUTa, JOJKHA
UMETb POSib PeTPaHCASATOPA, MHaye Bbl HE CMOXeTe yaneHHO YCTaHOBUTb
areHT 6e30MacHOCTM Ha Apyrue paboyme CTaHL MU B TOW XKe CEeTHU.

« KoHeYHasi ToUYKa-peTpaHCNSATOP AO/MKHA 6bITb BKJIHOYEHA M HaxoAUTCA B
COCTOSIHUM OH-NalH, YTO6bl areHTbl MOrnM NoAkntoyaTbes k Control Center.
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Bbl MOXKeTe yCTaHOBUTb areHTa 6e30MacHOCTU Ha GU3MYECKUX U BUPTYasbHbIX
KOHEeYHbIX ToYKax JlokasnbHo by running installation packages locally unm yaanexHo
by running installation tasks remotely ns Control Center.

OyeHb BaXXHO BHMMATESIbHO npoynTaTb U CsieaoBaTb UHCTPYKLUMAM MO NOAroTOBKE
K YCTaHOBKe.

B HopmanbHOM pexume areHTbl 6e30MacHOCTU WMET  yrnpalleHHbI
nonb3oBaTesibCKni uHTepdeinc. OH No3BoONSAET NONb30BaTENAM NPOBEPSATH TOMbKO
COCTOSIHME 3alUWTbl W BbIMOJIHATL OCHOBHblE 3ajaun Mo obecrnevyeHuro
6e30MacHOCTU (06HOBNEHUS U CKAHMPOBaHUSA), 6e3 NpeaoCcTaBieHNs gocTyna K
HacTponKam.

Ecnu yepes YCTaHOBOHHbIVI nakeT M MNOJIMTUKN 6e30MacHOCTH aAMWHUCTPaATOpPOM
CeTU pa3peLlueHo, ToO areHT 6e30MacHOCTM MOXET Takxe pa60TaTb B pexume Power
User mode Ha KOHeYHbIx Toykax Windows, no3Bonsis Nojib3oBaTeIl0 KOHEYHOM
TOYKM NpocMaTpuBaTb M WM3MEHATb MNapamMeTpbl MONMUTUK. TeM He MeHee,
aaAMUHUCTpaTOop Control Center Bcernga moxeTt KOHTPOJIMpOBaTb, Kakhe napamMeTpbl
NOJINTUK NPUMEHATD, NepeKpbiBad peXxxuM nNpuBunernpoBaHHOro noJjib3oBartend.

Mo ymonuyaHuto, A3bIK AWCIIes NONb30BaTENbCKOro MHTepdenca, Ha KOHEYHbIX
TOYKaX, HaxoAsILMXCA Mog, 3alMTON, Bbl6UpaeTcs BO BpeMsl YCTAHOBKM, Ha
OCHOBaHWM A3blKa Ballen yyeTHol 3anucu GravityZone .

Ha Mac a3blk 0To6pa)XXeHus1 Nnosib3oBaTeNlbckoro nHtTepdenca BbibupaeTca BO
BpPeMsl YCTaHOBKM Ha OCHOBE fi3blKa OMepaLUMOHHON CUCTEMbI KOHEYHOW TOUYKM.
Ha Linux areHT 6e30MacHOCTM He WMEEeT JIOKAJIbHOro MoJlb30BaTE/IbCKOrO
nHTepdeiica.

YT06b1 yCTaHOBUTb NOJIb30BATESbCKMI MHTEpdEC Ha APYroM SI3blKe Ha HEKOTOPbIX
KOHeYHbIX Toukax Windows, Bbl MOXeTe co34aTb YCTaHOBOYHbIV NaKeT U BbIGpaTb
A3bIK B €ro onuusx. 3Ta onuus HeJOCTYMNHa AN KOHeYHbIX Toyek Mac u Linux.
[na nonyyexus 6onee nogpo6HoN MHGOpMaLIMK O CO3[aHUM NAKETOB YCTaHOBKMY,
ob6paTutech K «CosfiaHne MHCTaISILMOHHbIX NakeToB» (p. 46).

MoaroToBka K yCTaHOBKeE

Mepepn ycTaHOBKOW BbLIMOSIHUTE criedylolime MOAroTOBUTESNbHbIE LarK, YTobbl
ybeanTbCs, YTO OHa NponaeT 6e3 npobnem:

1. Y6eputech, YTo BbIGpaHHbLIE KOHEYHbIE TOUYKM YAOBNETBOPSHOT minimum system
requirements. 15151 HEKOTOPbIX KOHEYHbIX TOYEK BaM, BO3MOXHO, NoTpebyeTcs
YCTaHOBUTb NOCNeAHUNA AOCTYMNHbIW NakeT O6HOBMEHUI Afsi onepaunoHHOM
CUCTEMbI MNN 0CcBO6OAMTL AMCKOBOE MNpPOCTpaHCcTBO. COCTaBbTe CMUCOK
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KOHEYHbIX TOYEK, He OTBEYaloLMX HEO6X0AUMbIM TPe6oBaHMAM, YTO6bI Bbl
MOT/IY UCKJTIOUYUTL MUX U3 YrpaBieHus.

YaanuTb (He NpPocTO OTK/OYMTb) JHO6GYH CYLLECTBYIOLWYIO 3aluTy OT
BPEAOHOCHbIX  MporpaMM WM MNporpaMMHoe  obecriedeHne  Ans
MHTepHeT-6€30MacHOCTM Ha LeNeBbIX KOHEYHbIX Touykax. 3aryck areHTa
6e30MacHOCTM OJHOBPEMEHHO C APYrMM MpPOrpamMMHbIM o6ecreyeHnemM no
6€30MacHOCTM Ha KOHEYHOW TOYKE MOXXET MOB/IMATbL Ha UX PaboTy U BbI3BaTb
cepbeaHble Npo6sieMbl C CUCTEMOMN.

MHorme wu3 HeCOBMECTUMbIX nporpamMmm 6€30MacHOCTU aBTOMAaTUYECKHU
06Hap)I)KI/IBaI'OTCﬂ nypanAarTcAa BO BpeMA YCTAHOBKN.

YT106bI Y3HaTb 60JIbLLUE M MPOBEPUTbL CMMCOK MPOrpamMMHOro obecneyeHus
6esonacHocTn, obHapyxeHHoro Bitdefender Endpoint Security Tools ans
TeKyLLMX onepaumoHHbix cucteM Windows, cM. 3Ty cTaTbto 6a3bl 3HAHWI .

BaxxHo

Ecnm Bbl XOTWTe pasBepHYTb areHT 6e30MacHOCTM Ha KOMIMbioTepe ¢
AHTMBMpPYcom Bitdefender gns Mac 5. X, cHayana Heo6Xxo0AMMO yaanuTb ero
BPYYHYH0. [IN151 UHCTPYKLMK AJ151 BbINOSIHEHUSI CMOTPUTE 3Ty CTaThbto 6a3bl 3HAHWIA.

YcTaHoBKa TpebyeT npuBuiernin agMmHucTpaTopa u goctyn B MHTepHeT. Ecnu
LeneBble KOHEYHbIE TOUKM HaxoaaTcA B AoMeHe Active Directory, Bbl JO/MKHbI
MCnoJsib30BaThb y4YeTHble AaHHble afMUHUCTpaTopa AOMeHa Ansa yAaneHHOM
YyCTaHOBKW. B NpoTMBHOM cny4yae y6eauTech, UTO Y Bac eCTb HEO6X0ANMble
NOJIHOMOYMA AJ1A BCEX KOHEYHbIX TOYeK.

KoHeuHble TOYKN AO0MKHbI UMeTb noakntoyeHue K Control Center.
PekomeHayeTca ucnonb3oBaTb cTaTudeckui IP-agpec gnsa Relay cepsepa.
Ecnu Bbl He ycTaHoBuUTe cTaTudeckui IP-agpec, ucrnonb3ynte umsa xocTa
MalLUUHbI.

Mpu pasBepTbiBaHMM areHTa u4epe3 Linux Relay pomkHbI BbINOAHATbLCA
cnepytoline fonosIHNTeNIbHble YCNOBUSA:

« HakoHeyHo# Touke c Relay ponbto fomkeH 6bITb ycTaHOBeH nakeT Samba
(smbclient) Bepcun 4.1.0 unmn Bbllle U net binary/command ans

pasBepTbiBaHMs areHToB Ha Windows.

Mpumeyanune
net binary/command 06bI4HO ucnonb3yeTca ¢ samba-kKIMEHTOM wu/nnm

CTaHAapTHbIMKM nakeTamu samba. B HekoTopbix AUCTpubYyTMBax Linux
(Hanpumep CentOS 7.4) net command ycTaHaBNMBaeTCs TOJIbKO, Koraa

YcTaHoBKa 3aWuThl 44


http://www.bitdefender.com/support/Removing-security-software-incompatible-with-GravityZone-Security-for-Endpoints-1123.html
https://www.bitdefender.com/support/How-to-deploy-Endpoint-Security-for-Mac-on-a-machine-with-Bitdefender-Antivirus-for-Mac-5-X-1966.html

unfollow the traditional

ycTaHoBnieH Samba Samba suite (Common + Client + Server). Yéeautechs,
4TO Ha KOHEeYHoM Touke ¢ Relay ponbto focTynHa net command.

. Llenesble KoHeYHble ToUYkM Windows AO/MKHbI UMeTb AOCTYM K pecypcam
aAMUHUCTPUPOBAHUSA U CETH.

« B ueneBbix KOHeUYHbIX TouKkax Linux and Mac gomkHo 6bITb BKNtoUeHOo SSH.

7. Hauunasa c macOS High Sierra (10. 13), nocne yctaHoBku Endpoint Security for
Mac BpyuyHylO WM ypaneHHo, NoJsib3oBaTeNsiM MnpeanaraeTcs yTBepauTb
pacwupeHusiBitdefender Ha cBoux komnbioTepax. Moka nosb3oBaTenn He
yTBepanT pacwupenns Bitdefender, HekoTopble ¢yHkumMm Endpoint Security
for Mac He 6yayT pa6oTaTb. s nony4yeHusi noapo6HoOM MHPopMaLMm CMOTpUTE
3Ty cTaTblo.

B macOS Big Sur (11.x) Endpoint Security for Mac Tpe6yeTcs LonoSIHUTENbHOE
ofobpeHne nosfib3oBaTesien Mocsie WM3MEeHEeHUN, BHeceHHbix Apple B
onepaLMoHHyto cucTemy. [Ins nonyyeHus nogpo6Hom uHdbopmaLum cMoTpuTe
3Ty CTaTbHO.

YTobbl  WCKMOYWTL BMeLWATeNbCTBO  MONb30OBaTeNsi, Bbl  MoOXeTe
npeaBapuUTesibHO YyTBepAUTb paclumpeHus Bitdefender, saHecs ux B 6enbii
CMUCOK C MOMOLLbIO MHCTPYMEHTA yrnpaBsieHUsi MOOUJTIbHbIMW YCTPONCTBaMM
Takumuy, kak Jamf. Ona nonydyeHua noapo6Hon nHbopmMaLumMm cMoTpuUTe aTy
cTaTbio.

JlokanbHas ycTaHoBKa

OpHUM K3 cnocoboB YCTAHOBUTb areHTa 6e30MacHOCTM Ha KOHEYHOW TOoukKe
ABNSIETCS JIOKAsNIbHbIN 3aMyCcK YCTAaHOBOYHOr 0 MakeTa.

Bbl MOXeTe co3gaBaTth U yNpaBNiATb UHCTA/UIALMOHHbIMUY NakeTaMu1 Ha CTPpaHuLe
Network > Packages.

Bitdefender

GravityZone Welcome, Admin v

Dashboard Add Download Send download links Delete Refresh

Network Name Type Language Description Status Company
Packages
Tasks Default Security Server Package  Seaurity Server  English Security for Virtualized Environments Security Server  Ready to download  Bitdefender Root

Policies EndpointPackageDE BEST Deutsch Endpoint package in German language Ready todownload  Bitdefender Enterprise

CTpaHI/ILLa nakeToB
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® Mpepynpexpaexue
. ﬂepBaﬂ MallunHa, Ha KOTOpOVI yCTaHOBNEHa 3auWuTa, AOJDKHA UMETb pOoJib
peTpaHCcnATopa, UHa4ye Bbl HE CMOXeTe NPUMEHUTb areHT 6e30nacHOCTM Ha
LpYyrvux pabounx CTaHUMAX B TO e CeTu.
. KOMI'IbPOTep-peTpaHCJ'IFITOp AOJDKHa 6bITb BKJIHOUYEHA U HaxoaAuTCA B COCTOAHUU
OH'ﬂaVIH, YTO6b! KIIMEHTbI MO/IN noaknw4yaTbCoa K Control Center.

Mocne ycTaHOBKM NEPBOro KIIMEHTA, OH 6yAeT UCMONb30BaTbCs AJ1s1 0O6HapY)KeHUs
APYrMX KOHEYHbIX TOYeK B TOW XXe CeTW, UCMOJNb3yss MeXaHU3M CeTeBOro
obHapy>xeHusi. [na nosyyeHua 6osiee NoApo6bHOM uHbOpMauMM O CeTeBOM
o6HapyXeHuu, obpaTuTech K «Kak paboTaeT ceTeBoe o6HapykeHue» (p. 65).

YTo6bl NOKaNbHO YCTAaHOBUTb areHTa 6€30MacHOCTU Ha KOHEYHOWN TOuKe,
BbIMOJIHUTE cneayrouine ﬂeVICTBMﬂZ

1. Create an installation package B cooTBeTCTBUM C BalMMu NOTPEOGHOCTAMM.
MpumeyaHune

9TOT War He ABNAeTcs 06a3aTesNbHbIM, eCIN WMHCTaNNALMOHHbIN NaKeT yxe 6bin
Co3/aH Ans ceTu noj Ballewn yquHon 3arnucblo.

2. Download the installation package Ha BbIGpaHHYHO KOHEYHYHO TOYKY.
Bbl MoXeTe nooyepefHo OTNPaBAThL CCbIIKN A5 3arpy3Ky YCTaHOBOYHOMO
nakeTa ro a/1eKTPOHHOM NoYTe HECKOJIbKUM NoJSib30BaTeNIsIM B Ballel CeTu.

3. Run the installation package Ha BbIGpaHHOW KOHEYHOM TOYKE.

Co3spaHue MHCTaNNALMOHHbIX NAaKeToOB

YT06bI CO3AaTh MHCTANNALUMOHHDbIN NAKeT:

1. MoakntounTtech u BonauTte B Control Center.

2. NMepengute Ha cTpaHuly Network > Packages.

3. Haxmwnte kHonky * [l06aBUTb B BepxHeW YacTu Tabnuubl. [oABUTCA OKHO
HacTpoeK.
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Bitdefeer

New Endpoint Package X

General

Name: *
Description:

Language English

Security Modules & Roles

Operation mode: Detection and prevention

Preview  Linux server security gains new capabilities: security for contziners and advanced anti-exploit
protection. Now availzble in preview. Request access here.

Modules: Antimalware

Advanced Threat Control
Advanced Anti-Exploit
Firewall

Network Protection

. Content Control

. Network Attack Defense

CospaHue naketa - Onuyum

4. BeeauTe noaxoAsiiee UMs U OonucaHWe ANA nakeTa, KOTOpbli Bbl XOTUTE
cosfaTb.

5. B none Language, BbiGepuTe HYXXHbIN A3bIK AN MHTepdenca KimeHTa.

MpumeyaHue
9T1a onuus gocTynHa Tonbko Ans OC Windows.

6. Bbl6epVITe PeEXnm pa60TbI. 9T0 noBnusieT Ha NoBefeHNe areHToB 6€30MacHOCTY,
YCTaHOBJIEHHbIX B X04,€ pa3BepTbiBaHUA NakeTa Ha BalumMx KOHeYHbIX TOYKax.

. O6Hapy)xeHue ¥ npegoTBpalLeHne - ITOT pexum paboTbl No3BonAeT
onpefenaTb Kakue MoAysM BKIKOUYaTb B NaKeT, U yCTaHaBNMBaeT MOy
NpefoTBpPaLLEHNS U OGHaPY)KEHUA ANA BK/IHOYEHUS U UCMOJSIb30BaHUA
BO3MOXXHOCTEN KaK 6/TOKUPOBKU, TakK U OTYETOB.
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EDR (TOnbKO ANA OTYETOB) - ITOT pexuM paboTbl NpeaBapUTENbHO
HacTpauBaeT CTPYKTypy NakeTa AJiA BK/OUYEHUs onpegeneHHoro Haéopa
MoZynew ¥ ycTaHaBNMBaET MOAY/M NPeA0TBPALLEHUSA U 0BHaPYXKEHUA ANns
BK/IHOYEHMS U UCMOJSIb30BaHMS NULLb A1 BOSMOXHOCTEN OTYETOB.

Mpumeyanue

Mogaynu, BkoYeHHble B nakeT EDR (Tonbko Ana oT4yeToB), cofepaat
PaclwupeHHbIn KOHTponb yrpos, [aTtunk EDR, CeTeByto 3almMTy C KOHTPOJIEM
COAEPXUMOro un 3aLmuTy OT CeTeBbIX aTak.

7. BbléepVITe MoAynun 3alinTbl, KOTOPble Bbl XOTUTE YCTAHOBUTDb.

Mpumeyanue
BynyT ycTaHOBREHbl TOMbKO MOAAEPXMBAEMbIE MOAYIN AN KaXAoW

onepauuoHHOM cucTembl. [na nonydyeHus 6onee noapo6HON MHGopmMaLuu,
obpaTutech K «AreHTbl 6esonacHocTu» (p. 10).

8. Bbi6epuTte posnb LieNneBON KOHEYHON TOUKM:

Relay, uTo6bl co3iaTb NaKeT /11 KOHEYHOW TOYKM C POJIbHO PETPaHCATOPa.
Ona nonyyeHuss 6onee noApo6HOM WHopmauun, obpaTuTecb K
«PeTtpaHcnaTop» (p. 12)

CepBep K3WMPOBAHWA UCNpABJIeHUN , YTO6bl HAa3HAUYWUTb PETPAHCIATOP
BHYTPEHHUM CepBEPOM [J1l pacnpoCTpaHeHUst UCMPaBJIEHWI NPOrPaMMHOro
obecnevyeHns. 3Ta poJsib 0TobpaXkaeTcs Npu BbIGOpe ponn peTpaHcAsTopa.
[Onsa nonyyenna 6onee nogpobHon MHbopmMaLmm, obpaTutech K «Cepeep
KalmpoBaHus naTtyen» (p. 13)

Exchange Protection, 4To6bl yCTaHOBUTb MOAYNU 3aLLMThI A1 CEPBEPOB
Microsoft Exchange, Bkntoyas 3awmTy oT BpegoHocHoro M0, aHTucnama,
bunbTpaumio KOHTEHTA U BMIOXKEHUN Anis Tpaduka 3NeKTPOHHOW MoYTbl
Exchange u ckaHupoBaHve no 3sanpocy 6a3 paHHbix Exchange. Ons
nonyyeHuns 6osiee noapobHoOW MHPoOpMaLUuN, obpaTUTeCh K «YCTaHOBKa
3awmnTbl O6MmeHa» (p. 69).

9. YRaanuTb KOHKYpPeHTOB. PekoMeHAyeTcs OCTaBUTb 3TOT  (NaXok
YCTAHOB/EHHbIM, YTOObI aBTOMATUYECKU yaanaTb No60e HeCOBMeCTUMOe
nporpaMMHoe o6ecneyeHne 6e3onacHOCTW, noka areHT Bitdefender
yCTaHaBNMBAETCS B KOHEYHOM TOYKe. [pn 0TMeHe BbIGopa 3TOro napameTpa,
areHT Bitdefender 6yaeT ycTaHOBNEH pPSiIOM C CYLLECTBYIOLWMUM peELIEHUEM
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6e3onacHocTu. Bbl MoXxeTe BPYYHYIO yAaJIUTb paHee YCTaHOBJIEHHOE peLleHne
6e30MacHOCTM Ha CBOM CTpax u puUcCK.

BaxxHo

3anyck areHTa Bitdefender opHOBpeMeHHO ¢ ApPYrMM MpPOrpamMMHbIM
o6ecrneyeHreM 6e30MacHOCTH Ha KOHEYHOWM TOUYKE MOXET MOBNUSATL Ha UX paboTy
U BbI3BaTb Cepbe3Hble NPo6/eMbl C CUCTEMON.

10. Scan Mode. Bbi6epuTe TEXHONOIMMKO CKaHMPOBaHWS, KOTOpasi Haunyywmnm
06pa3oM COOTBETCTBYET BalleMy CETEBOMY OKPY>XEHUIO U pecypcamMm CBOMUX
KOHEYHbIX ToYeK. Bbl MOXeTe onpefennTb PeXWM CKaHMpPOBaHMUS, BblOpaB
OLVH 13 cnepyroLwmx TUNOB:

ABTOMaTMyecku. B aTom cny4dyae areHT 6€30MacHOCTU aBTOMAaTUYECKU
onpepenaeT KOHd)VII'ypaLl,VII-O KOHEYHbIX TOYEK N COOTBETCTBEHHO afanTupyeTt
TEXHOJI0rM CKaHUpoBaHUA:

LleHTpanbHoe ckaHWpoBaHWe B 06LLe0CTYNHOM UM YacTHOM obnake
(c Security Server) c 3anacHbiM BapuaHTOM ANid FMOGPUAHOIo
ckaHupoBaHus (Light Engines), Ansi pusmyeckmx KOMNbHTEPOB C HU3KOM
NPON3BOAMTENBHOCTbLIO 060PYAOBaHMA U AJ1st BUPTYaNbHbIX MaluH. B
3TOM crniyyae TpebyeTcsl, No KpanHeh Mepe, oauH Security Server
pasBepHYTbIV B CETU.

JlokanbHoe CKaHupoBaHue (C MOJIHbIM ,ELBVI)KKOM) ana d)M3VILIeCKI/IX
KOMMbKOTEPOB C BbICOKOW npon3BoAnNTENIbHOCTbIO O60py,£|,OBaHVIF|.

MpumeyaHmne
CuntaeTtcsl, YTO KOMMbIOTEPbI C HWU3KOW NPOM3BOAUTENIbHOCTLIO UMET
yacToTy npoueccopa MeHee 1,5 [Ty unu onepatnBHyto NnamMaTb MeHee 1 I'B.

Custom. B aTtom cnydae, Bbl MOXXeTe HAaCTPOUTb PEXUM CKaHMPOBAHUA,
BbI6VIpaFI Mexay HeCKOJIbKUMU TexXHONOrmamMum CcCkKaHupoBaHua AOna
d)VI3VI‘-I€CKVIX M BUPTYaJibHbIX MalLUUH!

LleHTpanbHoe ckaHMpoBaHue B 06L,eA0CTYNHOM MM YaCcTHOM o6nake
(c Security Server), KoTopoe MOXeT WCNONb30BaTbCA B KayecTBe
pes3epBHOro * Npu JIOKasIbHOM CKaHUPOBaHWUK (C NOSIHbIM ABUraTenem)
WK NpY rM6pUAHOM CKaHMPOBaHWUM (C NIETKUM ABUraTenem).

KoM6uHMpoBaHHOE cKaHupoBaHue (C 0651eryeHHbIMY ABUXKKaMMU)
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— JlokanbHoe cKkaHupoBaHue (C MNOJIHbIMMU [J,BVI)KKaMM)

Pexxum ckaHnpoBaHus o ymonyaHuio ans aksemnnsapos EC2 - «JlokanbHoe
CKaHVpoBaHue» (MexaHW3Mbl 3aLLUTbI XPaHSITCSA B YCTAHOBJIEHHOM areHTe
6e30MacHOCTH, a CKaHUPOBAHME BbIMNOJIHAETCS JIOKaNIbHO Ha KOMMbIOTEpPE).
Ecnu Bbl X0TUTE CKaHMpOBaTb Baly ak3emmnsipbl EC2 ¢ nomouubio Security
Server, BaM HE06X04MMO COOTBETCTBYIOLLUM 06pa30M HAaCTPOUTb NakeT
YCTaHOBKM areHTa 6€30nacHOCTU Y MPUMEHSAEMYHO MOSIUTUKY.

PeXXnM ckaHMpOBaHMs MO YMONYaHUIO LSt BUPTYaribHbIX MaLwuH Microsoft
Azure - «JlokanbHoe ckaHupoBaHue» (MexaHW3Mbl 3allMTbl XPaHATCA B
YCTaHOBNIEHHOM areHTe 6€30MacHOCTM, @ CKaHWPOBaHWE BbIMOJIHAETCA
NoKasibHO Ha KoMmnbtoTepe). Ecnu Bbl XO0TWTe cKaHMpoBaTb Balluu
BUpTYanbHble MawwuHbl Microsoft Azure ¢ nomoubto Security Server, Bam
Heo6X0AMMO COOTBETCTBYHOLLMM 06Pa30M HACTPOUTb MaKET YCTaHOBKM
areHTa 6e30MacHOCTU U MPUMEHSIEMYHO MOSIUTUKY.

* Korga ucnonb3ytoTcs ABOWMHbIE ABMKKN CKaHUPOBAHMUSA - €C/IN NepBblii
ABVXOK He AOCTYMNeH, pe3epBHbI ABMKOK MOXET 6biTb 3a4e1CTBOBAH.
MoTpebneHne pecypcoB W yTunuMsauusa ceTu OyaeT 3aBUCETb OT
UCMONb3yeMbIX ABUXKKOB.

[ns nonydyeHus 6onee nogpo6HON MHBOpMaLUK 0 OCTYMHbIX TEXHOSIOMMAX
CKaHUpOBaHUs, o6paTuTech K«CKaHupytoLLme ABMXKKM» (p. 3)

11. Mpu HacTpoVike Mogynen CKAaHMPOBAHUSA C UCMONb30BaHWEM CKaHUPOBaHUA B
ny6anMYHOM WM YacTHoM obnake (Security Server) Heo6xoauMMo Bbli6paThb
JIoKaJIbHO YCTaHOBNEHHble Security Server, KOTopble Bbl XOTUTE UCMOJSIb30BaTb,
M HacTpOUTb UX NPUMOPUTET B paspene . Paspen Security Server Assignment :

a. HaxmuTe cnucok Security Server B 3arosoBke Tabnumubl. NossBUTCA CNUCOK
06Hapy>XeHHbIx Security Server.

b. Bbi6epute 06bEKT.
c. HaxmuTe kHonky @ Add B 3aronoske cton6ua Actions.
Security Server ,,06aBUTCS B CMIUCOK.

d. BbimonHuTe Te ke AencCTBUSA, YTOGbl A06ABUTb HECKONbKO CEPBEPOB
6e30MacHOCTH, eC/in TakoBble UMEIOTCS. B 9TOM ciyyae, Bbl MOXeTe
HaCTPOMUTb UX MPUOPUTET, UCMONb3YS CTPESKM BBEPX ) M BHU3 &, BOCTYMHbIE
B MpaBoW CTOpOHEe Kaxpaoro o6bekTa. Korpa nepebii Security Server
HelOCTyneH, 6yleT UCMONIb30BaTLCSA CNeAYOLLMUI U TaK Jarnee.
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e. [lnAa ypaneHus ogHoro 06beKTa U3 CNnUcKa, HaxmuTe COOTBETCTBYHOLLYHO

KHomMKy ® Delete B BepxHeit 4yacTu TabnuLbl.

Bbl MoXeTe Bbl6paTb Ana WKdpoBaHMA coeauHeHuss ¢ Security Server,
cneaytouyto onuumito Use SSL.

12. Boi6epuTe Scan before installation, ecnv Bbl xoTUTe y6eanUTbCS, YTO MALLMHbI
"yncTbl" Nepep yCTaHOBKOW KNIMEHTA Ha HUX. BbICTpoe ckaHMpoBaHuWe B o6nake
6yZieT BbIMOSIHEHO Ha LieNeBbIX MaLLUMHAX Nepep HayasoM YCTaHOBKM.

Mpumeyanme
Ons nonyyewns uHbopmaumm o TOM, Kak 3TOT napaMeTp MNpPOTUBOPEYUT
npaBunam HIPAA, o6paTuTecs K «Bitdefender GravityZone u HIPAA» (p. 74).

13. Bitdefender Endpoint Security Tools ycTaHaBn1BaeTcs B KaTanor yCTaHOBKM
no ymonuyaxuto. Boibepute MUcnonb3oBaTb Nosb30BaTeNbCKUIA NYTh YCTaHOBKU
€Cc/iM Bbl XOTWUTe YCTaHOBUTb areHTa Bitdefender B apyroe mecto. Ecnu
yKasaHHas nanka He cyL,ecTBYeT, OHa 6yfieT co3fjaHa BO BPeMsi YCTaHOBKM.

B Windows no ymonuyaHuto ucnonbsyetrcs nyTb C:\Program Files\.
YT06bI ycTaHoBUTb Bitdefender Endpoint Security Tools B nponssonbHOM
MecTe, ucnonbayinte cornawexus Windows npu Beoge nytu. Hanpumep,
D:\folder.

B Linux Bitdefender Endpoint Security Tools no ymonyaHuto
ycTaHaBnuBaeTcs B nanky /opt. YTobbl ycTaHoBUTb areHT Bitdefender B
NPOU3BONIbHOM MECTe, UCMONb3YNTe cornalleHus Linux npu Beoje nyTu.
Hanpumep, /folder.

Bitdefender Endpoint Security Tools He noppep>kMBaeT yCTaHOBKY MO

crnefyroLuM Mosib30BaTeNbCKUM NYTAM:

— JTto60ii NyTb, KOTOPbIWA HE HAYMHAETCSA C KOCOM YepTbl (/). ERUHCTBEHHBbIM
UckJouYeHneM sinsieTcsl MectonosnoxeHne Windows $PROGRAMFILESS,
KOTOpOe areHT 6e30MacHOCTU MHTepnpeTUpyeT Kak nanky Linux no
yMOJlYaHuio /opt.

— Jlrobon nyTb B /tmp WK /proc.

— Jlto601 NyThb, KOTOPbIN COAEPXKMUT CNeAytoLLne cnelnarnbHbie CUMBOJIbI:
S W O 1V PR I G

— CneuudukaTtop systemd (%).
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B Linux gns yctaHOBKM Mo NoJib30BaTesIbCKOMY NyTu TpebyeTtcsa glibc 2.21
WK BblLLe.

BaxHo
|_|pVI MCcnosib3oBaHNMN NONb30BATENIbCKOro nNyTun y6ep,l/ITer, 4YTO y BaC €CTb
I'IpaBMﬂbeIVI yCTaHOBOHHbIﬁ nakeT and Ka)+(,EI,0I7I OnepaLlMOHHOVI CUCTEMDbI.

14.Tlpn  XenaHun, Bbl MOXETe YCTaHOBUTb Maposib, 4YTO6bl 3anpeTuTb
nonb3oBaTensam yaanaTb 3awmTy. Boibepute Set uninstall password n BBegute
)XenaeMbl Naposib B COOTBETCTBYHOLME NONS.

15. Ecnu Bbl6paHHble KOHEYHble TOUKM HaxoAsiTCS B MHBEHTapu3auun cetu noja
Custom Groups, Bbl MOXeTe NepeMecTUTb UX B ONpeaesieHHY nanky cpasy
nocre 3aBepLUeHUsi pa3BepTbiBaHMA areHToB 6e30MacHOCTMU.

Haxxmute Use custom folder v BbiGepuTe nanky B COOTBETCTBYHOLLEN TabnuLe.

16. B pa3gene YcTaHOBLYMK, BbIGEPUTE 06BEKT, K KOTOPOMY BbIGPaHHbIE KOHEYHbIE
TOYKM ByayT NOAKNHOYATLCA AJ1S1 YCTAaHOBKU U OBHOBNEHNUS KITUEHTA:

O6nako Bitdefender, ecnM Heob6xoAuMMO O6OHOBNATb  KJ/IMEHTOB
HenocpeacTBeHHO 13 NHTepHeTa.

B aTOM cnyyae Bbl TakkKe MOXXeTe onpeaenuTb NapaMeTpbl NPOKCU-cepeepa,
€CNM KOHeYHble TOYKM KOHEYHbIX Mosib3oBaTeNien MNoAKIYalTea K
NHTepHeTy Yepes npokcu-cepeep. Boibepute Ucnonb3oBaTb Npokcu ans
CBSI31 1 BBEAUTE HEOOXOAMMbIE MapaMeTpbl NPOKCU-CEPBEpPA B MOJISIX HAXE.

PeTpaHcnsaTop 6e30nacHOCTU KOHEYHOW TOYKM, ECIN Bbl XOTUTE NOAKIHOYNTD
KOHeuYHble TOYKM K KneHTy Relay, ycTaHoBneHHoMy B Baluel ceTu. Bece
MaLUUHBI C POJIbIO PETPAHCAATOPA, O6HapYXXeHHbIe B BalLen ceTu, byayT
oTo6paXkeHbl B Tabnuue Hwke. Bbibepute KOMMbIOTEP C POJbHO
peTpaHcnsATopa, KoTopbi BaM Hy)eH. MoakntoUYeHHble KOHEYHbIE TOYKU
6yayT coobuwaTbes npu nomolym Control Center ToNbKo Yepes BbiGpaHHbIN
KOMIMbIOTEP C POSbLO peTpaHCcnsaTopa.

BaxHo
MopT 7074 pomxeH 6bITb OTKPBIT A1 NPaBUIbHOIO pa3BepTbiBaHUS Yepes
Bitdefender Endpoint Security Tools Relay.

17. HaxxmuTe CoXpaHUTb.

O6HOBNEHHDbIN NakeT 6yaeT f06aBEH B CIMCOK NaKeTOB.
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Mpumeyanmne

HacTpoiiku, 3agaHHble B NakeTe yCTaHOBKM 6yAyT NPUMEHSITLCS K KOHEYHbIM TOYKaM
cpasy Xe Moc/e yCTaHOBKW. Kak TOSIbKO MOSMTUKA MPUMEHUTCA K KIMEHTY,
napameTpbl, 3ajaHHble MONUTUKON, GyAeT MPUMEHEHbl, 3aMEeHMB HEKOTOpble
napameTpbl UHCTANNALMOHHOIO NakeTa (Hanpumep, KOMMYHUKALMOHHbIE CepBepbI
WS HAaCTPOMKU NMPOKCH).

CkaunBaHue YCTaHOBOYHbIX MAaKETOB

YT1o6bl CKayaTb YCTaHOBOYHbI€ NaKeTbl areHToB 6e30MacHoOCTU:

1.

Beonante B Control Center nsa KOHeYHOM TOYUKM, HA KOTOPOW Bbl XOTUTE
YCTaHOBMUTb 3aLUNTY.

MepenanTte Ha cTpaHuuy Network > Packages.

Bbi6epuTe yCTaHOBOYHbIW NaKeT, KOTOPbIN Bbl XOTUTE 3arpysuThb.

Haxxmute kHonky = Download B BepxHen 4YacTu Tabnuubl U Bblibepute TUN
YCTaHOBKW, KOTOPbIA Bbl XOTUTE WCMoNb3oBaTb. [OCTynHbl ABa Tuna
YCTaHOBOYHbIX (hannos:

3arpy3umk. 3arpy3usmKk B [MepBYyl oOudepefb 3arpy>aeT MOJHbIN
YCTaHOBOYHbIN KOMMNEKT U3 06s1auHbIXx cepBepoB Bitdefender, a 3atem
HauMHaeT YCTaHOBKY. 9TO HeGOMbLLON No pasmepy dann u MoXeT 6bIThb
3anyLieHa Kak Ha 32-6UTHbIX, Tak U Ha 64-6UTHbIX cucTemax (4To fenaet
€ro NIerkMM B pacnpocTpaHeHuu). C opyro CTOPOHbI, 3TO TPeGyeT akTUBHOIO
NoAKIoYeHNst K UHTepHeTy.

Full Kit. MonHble UHCTANAAUMOHHbIE KOMMEKTbI 60JIbLLE MO Pa3MEPY U OHU
JOJKHbI 6bITb 3anyLLeHbl AJ151 KOHKPETHOMO TUMA ONEPaLMOHHON CUCTEMBI.

MonHble KOMMNEKTbI NpeAHa3Ha4YeHbl 4S5 YCTAHOBKM 3aLLMUTbI HA KOHEYHbIX
TOYKax C MeAsieHHbIM MHTepHeTOM WUin 6e3 NOAKII0YEeHNST K HTepHeTy.
Ckayante aToT (a1 Ha KOHEYHYH TOYKY MOAKIIHOYEHHYIO K MHTEPHETY,
3aTeM pacrnpocTpaHMTE ero Ha Apyrue KOHeYHble TOYKU C UCMOSIb30BaHMEM
BHELUHUX HOCUTENen Nnn ceTeBon Nanku.

Mpumeyanne
ﬂ,OCTyngle NOJIHbl€ BEPCUN KOMMNNEKTOB:

— Windows 0S: 32-61T 1 64-6UT cUCTEMbI
— Linux OS: 32-6UT 1 64-6UT cUCTEMBI

— macO0S: 64-6utoBble cuctemsl Intel n Apple M1
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YpoctoBepbTeCh, UTO UCNONb3yeTe NpaBuUIIbHYIO BEPCUIO AN CUCTEMBI, Ha
KOTOPYHO Bbl YCTaHaB/IMBaeTe NPOAYKT.

CoxpaHuTe ¢hain Ha KOHEYHON TOUKe.

Mpegynpexaexne

o CKayeHHbIM ucnonHseMbin Gann He AOMKeH ObiTb NEPeMMEHOBaH, B
NPOTUBHOM Cilyyae OH He 6yeT UMeTb BO3MOXHOCTb CKayaTb YCTaHOBOYHbIEe
dannbl ns cepsepa Bitdefender.

Kpome Toro, ecnu BbibpaH 3arpy3umk, MOXHO co3faTb nakeT MSI gnsi KOHeYHbIX
Toyek Windows. [Jnsi nony4yeHus 6onee noapo6bHoWM MHGopMauum cmoTpute
3Ty cTaTbto 6a3bl 3HAHW.

I'IepecnaTb CCblJIKM Ha YCTaHOBOYHbI€ NAaKeTbl NO SJ'IEKT[)OHH017I noyrte

Bo3MOXHO, Bbl 3axoTute 6bICTp0 Co06LWUTL ApyruMm nonb3oBaTtesiaMm, 4To
VIHCT&J'IJ'IFILI,VIOHHbIVI nakeT AOCTYNeH Anda 3arpysku. B aTomM cnyyae BbINONHUTE
AeNCTBUSA, ONMCaHHbIe HUXKE;

1.
2.

Mepengute Ha cTpanuuy Network > Packages.
Bbl6epuTe HYXXHbIN MHCTaNNSALMOHHbIN NaKeT.

HaxmMuTe KHOMKy @ OTNPaBUTb CCbINIKU AN 3arpy3KuM B BepPXHeil yacTu
Tabnuubl. MNosIBUTCA OKHO HAaCTPOEK.

BBeauTe apgpec aNeKTPOHHOM MOYTbI MOMb30BaTesisl, KOTOPOMY Bbl XOTUTE
nepefaTb CCbINKY A5 3arpy3KM yCTaHOBOYHOIO NakeTa. HaxxumanTte Enter

nocre HanncaHusl KaXxA0ro aJIEKTPOHHOro NMcbMa.
Y6eauTtech, UTO KaXK/ibli BBEJ€HHbIN apec 3IeKTPOHHOW NOYThbl IENCTBUTENEH.

Ecnv Bbl XOTUTE MPOCMOTPETL CChIIKM AN CKaYMBaHUA Nepes, oTnpaBKon ux
Mo 3/1EKTPOHHOM NOYTE, HAXXMUTE KHOMKY YCTAaHOBOYHbIE CChIJIKMU.

HaxmuTe OTnpaBuTb. Ha KaXAbll yKa3aHHbIA afpec 35eKTPOHHOM NoYThl
oTnpaBnseTcs MMCbMO, COAEpPIKalLlee CCbIIKY Ha YCTaHOBKY.

3anyck yCTaHOBOYHbIX NAKETOB

[lnsa 3anycka npouecca MHCTaNIALMK, MakeT YCTAHOBKU [O/KEH 6bITb 3anyLieH
C NpaBamMu agMUHUCTpaTOpa.
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Onsa kaxgon OI'IepaLlMOHHOﬁ CUCTEMBbI NakKeT yCTaHaB/IMBaeTCA No-pa3HOMY, KakK
YKa3aHO HUXKe:

« Ha onepauwmoHHbix cuctemax Windows n MAC:

1.

Ha BblGpaHHY0 KOHEYHYHO TOUKY, CKayanTe yCTaHOBOYHbIN daiin ns Control
Center nnm ckonupymuTe ero U3 ceTeBow nanku.

Ecnu Bbl ckayanu NosiHbIN KOMIMNEKT, U3BnekuTe hainbl U3 apxmBa.
3anycTuTe ucnosiHaembln dann.

CnepynTe UHCTPYKLUUSIM Ha SKpaHe.

Mpumeyanue
B macOS nocne ycrtaHoBku Endpoint Security for Mac nonbsoBaTensim

npepfiaraeTca yTBepAuTb paclumpeHus sapa Bitdefender Ha cBoux komnbroTepax.
MNMoka nonb3oBaTenn He yTBePAAT paclumpeHus sapa Bitdefender, HekoTopblie
(yHKUMM areHTa 6e30MacHOCTU He ByayT paboTaTb. s nonyyeHns nogpo6Hom
nHdopMaLumM cMOTpUTeE 3Ty CTaTbHo 6asbl 3HAHWUA.

. Ha onepaunoHHbIx cuctemax Linux:

1.
2.

MopkntounTtech n Bonaute B Control Center.

3arpysute Wan CKONMpymnTe yCTaHOBOYHbIN hain Ha LeneByt0 KOHEYHYHO
TOUKY.

Ecnu Bbl ckavyany NosiHbIV KOMIJIEKT, U3BNEKUTE d)aﬁ]'lbl N3 apxuBa.

I'IonquTe npuBuUiernn cynepnosb3oBaTess, BbIMOMHNB KOMaHAY sudo su.

M3menuTe npaBa gocTyna K daiiny yCTaHOBKW, TakK 4TO6bl Bbl MOMM
3anycTuTb ero:

# chmod +x installer

3anycTuTe ycTaHOBOYHbIN hai:

# ./installer

YT06bI NPOBEPUTL YCTAaHOBKY areHTa Ha KOHEeYHON TOYKe, BbIMNOSIHWUTE
CneayoLLyro KOMaHay:
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$ service bd status

Mocne ycTaHOBKM areHTa 6€30MnacHOCTH, KOHeYHas Touka 6yaeT oTo6paxaTbCs
B Control Center kak ynpaensemas (cTpaHuua Network) B TeueHne HECKONbKMX
MUHYT.

BaxHo

Mpu ucnonbsosaHun VMware Horizon View Persona Management pekoMeHayeTcs
HacTpouTb rpynnoByto NoanTUKY Active Directory, YTo6bl UCKIIOUUTL cregytowme
npouecchl Bitdefender (6e3 nonHoro nyTtu):

e bdredline.exe

e epag.exe

¢ epconsole.exe

e epintegrationservice.exe

e epprotectedservice.exe

e epsecurityservice.exe

« epupdateservice.exe

¢ epupdateserver.exe

3TN UCKIIOYEHUA JOMKHbI MPUMEHATLCSA A0 Tex Mop, Noka areHT 6e30MmacHoOCTH
paboTaeT B KOHeYHou Touke. MNogpobHee CM. Ha 3TOW CTpaHuLLe JOKYMEHTaLun
VMware Horizon .

YpaneHHas yCTaHOBKa

Control Center no3BonsieT yaaneHHo yCTaHOBUTb areHT 6€30MacHOCTH Ha KOHEYHbIe
pa6oume CTaHLMK, OGHAPYXKEHHbIE B CETU, C MOMOLLbIO 3aAa4 YCTaHOBKM.

Mocne ycTaHOBKM NepBOro KineHTa ¢ ponibio Relay MoxeT notpe6osaTtbcs
HECKOJIbKO MUHYT, 4TO6bl OCTaslbHble KOHeYHble paboune CTaHLUM CeTU cTanu
BuAUMbIMK B Control Center. C 3TOro MOMeHTa Bbl MOXeTe yAaneHHO YCTaHOBUTb
areHT 6e30MacHOCTU Ha KOHEYHYH pabouyio CTaHLMIO Moj YrpaBfieHNeM C
noMolLLbIo 3aa4 ycTaHoBku us Control Center.

Bitdefender Endpoint Security Tools BkntoyaeT MexaHM3M aBTOMaTU4YeCKOro
06HapY>KeHUS CETU, KOTOPbIN NO3BOJIAET 06HAPYXXMBATb APYyrue KOHEYHbIE paboune
CTaHUuM B AaHHOW ceTu. O6HapyXXeHHblE KOHEYHbIE TOUKM 0TO6paXarTesa Kak
HeynpaensieMble Ha cTpaHuue CeTb.
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YT06bl BK/IIOYMTL CETEBOE OGHAPY)XXEHWUE, Bbl AOMKHbI UMETb YCTaHOBIEHHbIN
Bitdefender Endpoint Security Tools, no kpaiiHei Mepe, Ha 0IHOM KOHEYHOW TOYKe
B CETU. 3Ta KOHeYHasi Touka 6yfeT UCMONb30BaTbCA AJ1A CKaHUPOBAHUA CETU U
ycTaHoBku Bitdefender Endpoint Security Tools Ha He3alULEHHbIX KOHEYHbIX
TOYKaXx.

Onsa nonydyeHua 6osiee NoApo6bHOW WHPOPMALUM O CETEBOM OBGHapyXXeHUW,
obpaTuTech K «Kak paboTaeT ceTeBoe o6HapyxeHue» (p. 65).

TpeboBaHus 4519 yAaneHHo! YCTaHOBKM
Onsa 3anycka yaaneHHoi yCTaHOBKM:

. B Bawel ceT gomkeH 6bITb ycTaHoBNeH Bitdefender Endpoint Security Tools
Relay.

« [naWindows:

— AAMMHUCTPaATUBHbIA pecypc  admin $  JO/MKEH 6biTb BKIIHOYEH.

HacTponTe Kaxayto LieneByto paboyyto CTaHLMIo, YTO6bI He UCMOMb30BaTb
pacLUMpPEeHHbIN 06N oCTynN K hannam.

— HacTpoiTe KoOHTponb y4yeTHbix 3anucen (UAC) B 3aBMCMMOCTU OT
onepaumMoHHOW CUCTEMbI, paboTaroLlen Ha LienieBbIX KOHEYHbIX TOYKaX.
Ecnu KoHeuHble TOYkM HaxoaaTcsa B AoMeHe Active Directory, Bbl MoXeTe
ncnosb3oBaTh FPYMNMOBYO MOJIMTUKY AN HACTPOMKN KOHTPONSA YYETHbIX
3anucen. [1nsa nonyyeHus nogpo6HoOM HGopmMaLmnm CMOTPUTE 3Ty CTaTbio
6asbl 3HaAHWMN.

— OTknounTe 6paHamayap Windows mnm HacTponTe ero AN paspeLleHus
Tpadmka Yepes NPOTOKOJ O6LLEr0 JOCTYNA K hainaM v NpUHTEPaM.

MpumeyaHune

YnaneHHoe pa3BepThbiBaHWe paboTaeT TONIbKO B COBPEMEHHbIX OnepaLuoHHbIX
cuctemax, HaumHasa ¢ Windows 7 / Windows Server 2008 R2, ana KoTopbIx
Bitdefender npepoctaBnaet nonHyo nogAaepxky. Ons nonyyeHust 6Gonee
noapo6HoN MHpopMaLmK, obpaTtutech K «[lojaepxMBaeMbie onepaLyoHHble
cucTtembl» (p. 22).

« HaLinux SSH fgomKeH 6bITb BKIFOYEH.

« B macOS: ypaneHHbI BXoa U 06MeH dhannamm fo/mKHbI 6bITb BKIIHOYEHbI.
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BbinonHeHne 3afay yaaneHHoH yCTaHOBKM

YT06bI 3anyCcTUTbL 3afayy yAaneHHOW yCTaHOBKMU;
1. NMoaknounteck u BonguTte B Control Center.
2. Mepenante B pasgen CeTb.

3. Bbibepute Hy>XHyto rpynny B neBon naHenu. O6bekTbl, copepxxawmecs B
BblOpaHHOM rpynne, 6yayT oTo6paXkeHbl B TabnuLe NpaBov NaHenu.

Mpumeyanue

Mpun XenaHuu, Bbl MOXeTe NPUMEHATb GUILTPbLI AN OTO6pPaXKeHUsi TOJNbKO
HeynpaBnseMbIX KOHEeYHbIX TodeK. HaxmuTte mMeHio ®unbTpbl 1 BbibepuTe
cnegyrowme napametpbl: HeynpaBnsiemble Ha Bkagke besonacHocTb 1 Bece
npeaMeTbl PpeKypCcUBHO Ha BKnaake Fny6uHa.

4, BbléepVITe 006beKThI (KOHELIHbIe TOYKN UM rpynrbl KOHEYHbIX TO‘-IeK), Ha
KOTOPbIX Bbl XOTUTE YCTAHOBUTb 3aLLUUTY.

5. Haxmute kHonky ©® 3agauM B BepxHel 4yacTu Tabnuubl U Bblbepute
YcTaHOBUTD.

OTo6pasutcsa mactep yctaHoBkM Install Client.

Install client X
Options

o Now

Scheduled

Automatically reboot (if needed)

1

Credentials Manager

User Password Description Action

tester  sxseesss )
YctaHoBka Bitdefender Endpoint Security Tools u3 meHto 3agau

6. B paspgene Onuum, HacTponTe BpeMs YCTaHOBKM:

. Ceituac, 4TO6bI HEMeOJIEHHO Ha4YaTb pa3BepPTbiBaHMeE.
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. 3annaHuMpoBaHo, HAacCTPOUTb MHTepBan MOBTOPEHUsI pa3BepTbiBaHuA. B
9TOM cClny4yae, BblGepUTe >XeNlaeMbli MHTepBan BpeMeHu (exxevyacHo,
€XeJHEBHO UM eXKeHe eNIbHO) U HACTPOMTE ero B COOTBETCTBUU C BaLLIMMM
noTpebHOCTAMMN.

Mpumeyanune

Hanpumep, korga HekoTopble onepauuy TpebyeTcsl BbIMOHUTL Ha HY)XHOM
MallMHe neped YCTaHOBKOW KiueHTa (Hanpumep, ydaneHue [pyroro
nporpaMMHoro o6ecnedeHus v nepesarpysku OC), Bbl MOXeTe 3arnyiaHMpoBaTh
3anyck 3afjauv pasBepTbiBaHUs KaXable 2 yaca. 3agayda 6yaeT 3anyckatbcsl
Ha KaXx[loM KOMMbIOTepe Kaxble 2 yaca 0 Tex Nop, Noka pasBepTbiBaHue
He 6yAeT 3aBepLUEHO.

7. Ecnu Bbl XOTUTE, YTO6bI 3afaHHble KOHEeYHble TOUYKU NepesanyCcTUINCh nocne
3aBeplUeHNa YCTaHOBKW, BblbepuTe ABTOMAaTUUecKasi nepesarpyska (npwu
Heo6Xxo04MMOCTH) .

8. B pasgene [ucnetyep YuYeTHbIX 3apay, YKaXuTe Yy4yeTHble [aHHble
aAMMHUCTPATOpPa, HEO6XOAMMbIE AJ15 yAaNIeHHOM ayTeEHTU(MKALMM Ha 3a[aHHbIX
KOHEeYHbIX ToYkax. Bbl MoXxeTe f06aBUTb y4YeTHble AaHHble, HabpaB UMS
nonb3oBaTens U Naponb, ANs KaXKA0M BblbpaHHON ornepaunoHHON CUCTEMBI.

BaxHo

Ons ctaHumn nog Windows 8.1, He06x0aMMO NpefoCTaBUTb YUYeTHbIe AaHHble
BCTPOEHHOW Y4YeTHOW 3anuMcu ajMUHWACTpaTopa WM Y4YeTHOW 3anucu
agMUHUCTpaTopa AomeHa. [1na nonyyeHus nogpo6Hon nHdopmMauum cMoTpuTe
3Ty CTaTbto 6a3bl 3HAHWIA.

YT06bl 106aBUTH HEO6XOAMMbIE YYETHbIE AaHHble OC:

a. Beegute nma nonb3oBaTens U Naposb y‘-lGTHOVI 3anmMcun agjMUHUCTpaTopa
B COOTBETCTBYHOLWMNX NONIAX 3arosioBkKa Ta6J'IVILI,bI.

Ecnn KoMnbloTepbl HaxXoAATCA B AOMeEHe, A0CTAaTOYHO BBECTU YUeTHble
AaHHble aAMUHUCTpPaATOpa AOMEHa.

Wcnonb3ayiiTe npaBuia nMeHoBaHusa Windows npu BBoAe UMEHMW yYeTHOM
3anucu:

. [Ona mawuH u3 cnyx6bl katanoroB Active Directory ucnonbsyinte
CrneayrLNA CUHTaKCUC: username@domain .. comM domain\username.

YTo6bl 6bITb YBEPEHHBIM, UTO BBefEHHble Yy4YeTHble AaHHble 6yayT
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pa6oTaTtb, fo6aBbTe MX B 060Mx BUAax (username@domain.com U

domain\username).

o [ns mawuH n3 paboyen rpynnbl JOCTAaTOYHO BBECTU TOSBKO UMSA
nonb3oBaTesns 6e3 UMeHW pa6oyen rpynnbl.

Mpwu XenaHuu, Bbl MOXeTe A06aBUTb OMMCaHUe, KOTOPOE NMOMOXET BaM
npoLLe onpeaesniMTb KaXabl akKayHT.

b. HaxmuTe kHonKy ) [lo6aBUTb. YUueTHas 3anuck 6yaeT fobasneHa B CNMCOK
YYETHbIX [laHHbIX.

Mpumeyanune

YKasaHHble y4yeTHble AaHHble aBTOMAaTU4YE€CKUN COXPaHAKTCA B MeHep,»(epe
YYeTHbIX JaHHbIX, TaK YTO BaM He NpunaeTcda BBOAUTbL UX B cnep,yrou.mﬁ pas.
,D,ﬂﬂ AO0CTyna K Aucnet4yepy y4eTHbIX AaHHbIX, NPOCTO YKaXKute Balle nMA
noJsib3oBaTesid B NpaBOM BEPXHEM YIJly KOHCOJIN.

BaxxHo

Ecnu npenocTaBJieHHbIE Y4YeTHbIE JaHHbIE ABNAKOTCA Hep,eVICTBVITeJ'IbeIMVI,
pa3BepTbiBaHME KJIMEHTA Ha COOTBETCTBYHOWMUX KOHEYHbIX TOYKax He
npousonget. He 3abyabTe 06HOBUTbL yyeTHble AaHHble BBeAeHHou OC B
ancnetyepe y4eTHbIX AaHHbIX, €C/IM OHN U3SMEHUJTUCb Ha KOHEYHbIX TOYKaxX.

9. YcTtaHoBuTe d)J'Ia)KKM Ha COOTBETCTBYHOLWMNE aKKAYHTbl, KOTOPbI€ Bbl XOTUTE
ncnonb3oBaThb.

MpumeyaHue

Mpegynpexaatowee coobuieHne 6yaeT oTobpaxaTbCs 40 TEX NOP, NOKa Bbl He
Bbl6epuUTe Kakme-HUbYyAb YYeTHble AaHHble. ATOT LWar BnsieTcs 0653aTeNbHbIM
ANA yfaneHHOW YCTaHOBKM areHTa 6e30MacHOCTM Ha KOHEYHbIX TOYKax.

10.B paspgene YyacTHMK onepauuum HacTpouTe Relay, Kk KoTopomy 6yayT
MoAKNOYaThCS LieNieBble KOHEYHbIE TOYKW Afsi YCTAaHOBKU U OBGHOBNEHUS
KJIMeHTa:

. Bce komnbloTepbl ¢ ponbto Relay, o6HapyxeHHble B ceTu, 6yayT
oTob6paxaTtbcsl B Tabnuue, AOCTYNHON B pasfene YYacTHUK onepauum.
Kaxablh HOBbIN KIUEHT A0/MKeH 6biTb MOAKIOUYEeH B TOM Xe ceTu Mo
MeHblLuen Mepe K ogHoMy Relay, koTopbin 6ygeT cnyXutb B KayecTse
KOMMYHWKaLMOHHOIO 1 cepBepa 06HoBNeHNN. BbibepuTe Relay, kK koTopomy
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Bbl XOTUTE MOAK/IOUYNTL Bbl6paHHble KOHEYHble TOYKM. [MoaKOYEHHbIe
KOHEYHble TOYKM 6yayT coobLiaTtbea npu nomoluy Control Center Tonbko
yepes Bbl6paHHbI KOMMbIOTEP C POJIbI0 peTpaHCATopa.

BaxHo
an pa3BepTbiBaHUM Yepe3 areHTa PeTpaHCNATopa, AOJDKEH 6bITb OTKPbIT
7074 nopr.
Deployer
Deployer: Endpoint Security Relay
Name P Custom Server Name/IP Label

CO_SUPA 192.168.0.183 N/A

FC-WIN7-X64-01 192.168.3.80 N/A

Page 1 | of1 0 - 2 tems

« EcnuBbl6paHHble KOHEYHbIE TOUYKM CBA3aHbl ¢ Relay yepes npokcu-cepeep,
BaM HeO6XOAMMO TaKXe 3afaTb napameTpbl Mpokcu-cepeepa. B aTom
cnyyae BblbepuTe WUcnonb3oBaTb NpPOKCU AnA obuieHuss M BBeaute
Heo6xoANMble NapaMeTpbl MPOKCU-CEPBEPA B MOJIAX HUXKE.

Bbl pomkHbl BbI6paTb OAWH YCTAHOBOYHbIW MNakeT AN TeKyLlero
pasBepTbiBaHUs. Haxxmute Ha cnucok WUcnonb3oBaTb nakeT U Bbibepute
YCTaHOBOYHbIN NakeT, KOTOPbIM BaM Hy)XeH. Bbl MoXxxeTe HanTu 3pgecb Bce
WHCTaNIALNOHHbIE NaKeTbl, CO3aHHbIe paHee NoJ Baller y4eTHOW 3arnucbio,
a TaKXXe NakeTbl yCTaHOBKM MO yMOJI4aHuio, AoCcTynHble B Control Center.

Mpn Heo6xoAMMOCTH, Bbl MOXETE€ W3MEHUTb HEKOTOpble HaCTPOWKM
BbIOPaHHOro nakeTa YCTaHOBKW C MOMOLLbIO KHONKM HacTpouTtb, psgom c
nonemMm Ucnonb3oBaTb Naker.

HacTpoWiky MHCTansILMOHHOMO NakeTa NOSABATCA HAXKE U Bbl CMOXETe caenatb
HeobXxoauMble WU3MeHeHUsl. YTo6bl y3HaTb 6OMblue O pefaKTUPOBaHMU
WHCTaIILMOHHBIX MaKeToB, o6paTutecb K «CospaHue MHCTaNsALMOHHbIX
naketoB» (p. 46).
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Ecnu Bbl XOTUTE COXpaHUTb N3MEHEHUSA KaK HOBbIN NakerT, Bbl6epMTe onuyuo
CoxpaHUTb KaK NaKeT, PacrosIOXXeHHYH B HWXXHEMN YacTu crimcka napamMmeTpos
nakeTa, » BBeaAnTe MMA 414 HOBOIo naketa yCtaHOBKW.

13. HaxkmMuTe CoxpaHuUTb. M0ABUTCSA OKHO MOATBEPXKAEHUS.

Bbl MoXeTe npocMmaTpuBaThb U yrnpaeJidTb 3ajav4yaMu B pasgene CeTb > 3apaum.

BaxHo

Mpu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHzyeTcs
HacCTpPOMTb rpynnoByto NoNMTUKY Active Directory, 4yTo6bl UCKNIOUNUTDL crefytolme
npouecchbl Bitdefender (6e3 nonHoro nyTtn):

e bdredline.exe

« epag.exe

¢ epconsole.exe

e epintegrationservice.exe

e epprotectedservice.exe

e epsecurityservice.exe

« epupdateservice.exe

e epupdateserver.exe

3TN UCKNOYEHUA [OMKHbI MPUMEHATLCSA A0 Tex Mop, Noka areHT 6e3omacHoCTH
paboTaeT B KOHeYHOM Touke. MNogpobHee CM. Ha 3TOW CTpaHuLe AOKYMEHTaLMUN
VMware Horizon .

MoaroTtoBKa cuctem Linux gna ckaHMpoBaHUs Npu AocTyne

Bitdefender Endpoint Security Tools ans Linux BkJOYaeT BO3MOXHOCTU
CKaHMPOBaHMs NpK JOCTYre, KOTopble paboTatoT C KOHKPETHLIMU ANCTPUBYTUBAMM
Linux u Bepcusimu sgpa. [1ns nonyyeHust LONONMHUTENbHbIX CBEAEHUIA 06paTUTECh
K pa3geny cucTeMHble TpeboBaHus.

[anee Bbl y3HaeTe, Kak BPYUYHYI CKOMNUAnposaTb Moaynb DazukoFS.

Komnunsiums BpyyHyto mogyns DazukoFS

BbinonHuTe cnegytouime aedcTemns ansa komnunaumm DazukoFS ansa Hy>XHoW Bepcum
Apa CUCTEMbI, @ 3aTEM 3arpysuTe Moay/b:

1. 3arpyska nogxopsmx saep.

. Hacuctemax Ubuntu, 3anycTtuTe aTy KomaHay:
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$ sudo apt-get install linux-headers- uname -r°

« Hacucrtemax RHEL/CentOS, 3anycTtute aTy KOMaHAY:

$ sudo yum install kernel-devel kernel-headers- uname -r

2. Ha cuctemax Ubuntu, BaM Heob6xoauMM build-essential:

$ sudo apt-get install build-essential

3. Ckonupynte n M3BnekUTe UcxodHbln kof DazukoFS B npepgnoytutensHOM
KaTanore:

mkdir temp

cd temp

cp /opt/BitDefender/share/modules/dazukofs/dazukofs-source.tar.gz
tar -xzvf dazukofs-source.tar.gz

cd dazukofs-3.1.4

H FH= H H

4. KomMmnunauma moayns:

# make

5. YcTtaHoBKa u 3arpyska Moayns:

# make dazukofs install

TpeboBaHuMs N0 UCMO/b30BaHMIO CKaHUPOBaHMs npu gocTtyne ¢ DazukoFS

[Onsa coBMmecTHOM pa6oTbl DazukoFS u ckaHMpoBaHMA Npu JOCTYNe, HECKOJbKO
YCNOBUIN [O0/MKHO 6biTb BbINOJIHEHO. [MoXanyncTa, NpoBepbTe, MPUMEHUMbI NN
No6ble 3asiBIEHMSA HUXKE, K BalLer cucTeMe Linux u cnefynTe MHCTPYKLMSM, YTOObI
n36exxaTb Npobnem.
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MonuTuka SELinux fomKHa 6bITb OTKOYEHA UK YCTaHOB/EHA Ha permissive.
YT06bl MpPOBEPUTb W CKOPPEKTMPOBaTb HacTpowku nonutuku SELinux,
oTpepakTupynte dann /etc/selinux/config.

Bitdefender Endpoint Security Tools aKCK/t0O3MBHO COBMECTUM C Bepcued
DazukoFS, BK/IlOYEHHON B MHCTaNSAUMOHHBIN nakeT. Ecnn DazukoFS yxe
YCTaHOBJIEH B CUCTEME, yaanuTe ero nepep yctaHoekol Bitdefender Endpoint
Security Tools.

DazukoFS nogpepxvuBaeT onpegeneHHble Bepcum sigpa. Ecnu nakeTt DazukoFS
noctaensiemslit ¢ Bitdefender Endpoint Security Tools He coBMecTuM ¢ Bepcuei
sApa cUCTeMbIl, MOAYNb He 3arpy3uTcs. B TakoM criyyae, Bbl MOXKeTe O6HOBUTb
AP0 A0 NoAAep>KMBAEMOMN BEPCUU UK NepekoMnunnposaTb Moaynb DazukoFS
Ana Bawen Bepcun aapa. Bel MoxeTe HanTu naket DazukoFS B kaTtanore
ycTaHoBku Bitdefender Endpoint Security Tools:

/opt/BitDefender/share/modules/dazukofs/dazukofs-modules.tar.gz

Korga ans o6meHa dannammu UCnosib3yrTCsA CneunanbHble cepBepbl, Takue
kak NFS, UNFSv3 nnu Samba, Bbl fO/KHbBI 3aMyCTUTb CIy)K6bl B CIE4YIOLLLEM
nopsiake:

1. BkJIOUYEHME CKaHUPOBAHUSA NpU AOCTYNe Yepes nonnTuky us Control Center.

[ns nonyyeHuns 6onee noapo6HoON MHpopMaLmm, obpaTuTech K PyKoBoACTBY
agMuHucTpaTopa GravityZone.

2. 3anyck cnyXo6bl ceTeBoro o6mMeHa.
Ons NFS:

# service nfs start

Ona UNFSv3:

# service unfs3 start

Ons Samba:

# service smbd start
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Ba)xHo

IOns cnyx6bl NFS, DazukoFS coBMecTUM TOJIbKO C N0JIb30BaTeNIbCKUM CEPBEPOM
NFS.

Kak paboTaeT ceTeBoe 06HapyXeHue

Kpome wmHTerpaumm c Active Directory, GravityZone Takxe BK/OYaeT B cebsl
aBTOMATUYECKMI MeXaHW3M CeTeBOro ob6Hapy)XeHusi, npefHasHayeHHbI AN
06HapY>XXeHUs1 KOMMNbIOTEPOB paboyen rpynnbi.

GravityZone ucnonbsyeT cnyxo6y Microsoft Computer Browser v UHCTPYMEHT
NBTscan ansi o6HapyXXeHuUsi ceTu.

Cny>6a npocMoTpa KOMMbIOTEPOB ABMSIETCA CETEBON TEXHOSIOTMEN, UCNOSIb3YEMOW
KoMMbloTepamu Ha 6ase Windows, ansi xpaHeHUsi U 06HOBJIEHNSI CMIMCKOB IOMEHOB,
paboumnx rpynn v KOMMNbIOTEPOB B HUX, a TaKXXe A1 NPeA0CTaBIEHUS 9TUX CIIMCKOB
K/IMeHTaM-KoMMbloTepaM Mo 3anpocy. KoMmnbroTepbl, 06HApPY>XeHHbIE B CETU C
NMOMOLLLbHO CIY>XK6bI MPOCcMOoTpa KoMnbtoTepoB (Computer Browser service), MOXHO
NPOCMOTpPETb 3aMyCKOM KOMaHAbl net view, HabpaHHOW B KOMaHAHOMW CTPOKe.

inonet view
Ferver Mame Remark

“$CIREFLL
“SCIREFMB
“SCIREFMN
“SCIREFMP
“SCIREFYS

KomaHpaa "net view"

CpegctBo NBTscan ckaHupyeT KoMmnbloTepHble ceTu, ucnonbsys NetBIOS. OH
3anpaluvBaeT KaXAyt KOHEYHYHO TOUYKY B CETU 1 A06bIBAET TaKyo MHGopMaLmio,
Kak IP-agpec, uma komnotoTepa NetBIOS n MAC-agpec.

YT06bl BK/IIOYMTL aBTOMATMYECKOe OGHapy)XeHWe ceTH, Y Bac AO0JKEH 6biTb
ycTaHoBneH Bitdefender Endpoint Security Tools Relay Ha xoTa 6bl ofHOM
KOMMblOTepe B CETU. ATOT KOMMNbIOTEp 6YAEeT MCNONb30BaTbCS A1 CKAHUPOBaHWSA
ceTu.
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BaHo

Control Center He ncnonb3yeT UHGopmauuto o cetn u3a Active Directory unm us
byHKLUMKN KapTbl ceTu. KapTa ceTn UCnonb3yeT APYryto TEXHOMNOTMIO 06HapYXXeHUs
ceTu: MpoTOKON 06HAPY)XEeHUsI TOMOSOrMm KaHanbHoro yposHs (LLTD).

Control Center He NpUHMMaeT aKTUBHOIO Y4acTusa B paboTe Ciy>K6bl NPOCMOTpa
koMnbtoTepoB. Tonbko Bitdefender Endpoint Security Tools onpalumeaeT cnyx6éy
NpPOCMOTpa KOMMbIOTEPOB A/ MOCTPOEHUS CrUCKa pabounx CTaHLIUI U CepBEPOB,
JOCTYMHbIX B HacTosllLee BpeMs B CeTU (M3BECTHbI KaK CMUCOK MPOCMOTpa), U
3aTemM oTnpaenseT ero Ha Control Center. Control Center o6pa6aTbiBaeT CnMcoK
pecypcoB, 106aBNsAA HOBble 06HapyXXeHHble KOMMblOTepbl B cBoi Unmanaged
Computers crnimcok. PaHee o6HapyXeHHble KOMMbIOTEPbI, HE YAaNnATCS nocne
HOBOIO 3anpoca 06HapPY)KeHMA CETH, TaK YTO Bbl AOJIXKHbI BPYUYHYHO UCKITIOYNTL &
yAanuTb KOMMbIOTEPbI, KOTOPble 60JIbLUe HE B CETU.

HavanbHbI 3anpoc Ans npocMoTpa CnucKa ocylecTeisieTcs nepebiM Bitdefender
Endpoint Security Tools, ycTaHOBREHbIM B CETH.

. Ecnn Relay ycTaHoBfieH Ha KoMMbikoTepe paboyer rpynnbl, TO TOSbKO
KOMMbHOTEPbI U3 3TON paboyen rpynnbl 6yayT oTobpaxeHbl B Control Center.

. Ecnun Relay ycTaHOBNEH Ha JOMEHHOM KOMMbIOTEPE, TO TOJIbKO KOMMbIOTEPDI
3TOro fomMeHa 6yayT otobpaxeHbl B Control Center. KomnbtoTepbl OT Apyrux
LLOMEHOB MOTyT 6bITb 06HAPYXXEHbI, €C/IN €CTb JOBEPUTESIbHbIE OTHOLLIEHUS C
LLOMeHOM, rae yctaHoeneH Relay.

Mocneaytolime 3anpochbl CETEBOr0 06HAPYXKEHNS BbIMOSHAKTCS PErYSIPHO KaXKAblM
yac. [Ona kaxpgoro Hoeoro 3anpoca Control Center genuT NpoCTPaHCTBO
yrpaBfiieMblX KOMMNbIOTEPOB Ha 06/1aCTU BUAUMOCTU U 3aTEM Ha3HayaeT OAuH
Relay B Kaxpgou o6nactv Ans BbINoSIHeHWs 3agayn. 06nacTtb BUAMMOCTHU
npeacTaBfseT cCo60M rpynny KOMMbIOTEPOB, KOTOPbIe 06HAPYXUBAKOT APYT Apyra.
Kak npaBwuno, 30Ha BUAMMOCTU onpeaenseTcs paboyeit rpynnon unm OMeHOM,
HO 3TO 3aBUCUT OT TOMOMNOIUU CeTU U KOHDUrypaumu. B HEKOTOpbIX cry4dasx,
0651acTb BUAUMOCTU MOXET COCTOATb M3 HECKOJIbKMX IOMEHOB U paboumnx rpynn.

Ecnu Bbi6paHHOMY Relay He yaaeTcs BbInonHUTL 3anpoc, Control Center oxkupaet
crnefyoLlero 3aniaHMpoBaHHOro 3anpoca, He Bblbupasa apyron Relay, uTo6bl
NMOBTOPUTb NOMbITKY.

[ns nonHon BuanmocTu ceTu, Relay gosmkeH 6b1Tb yCTaHOBEH, MO KpaHen Mepe,
Ha 0HOM KOMMbIOTEPE B KaXXA0M AOMEHe uin paboyen rpynne B ceTu. B ugeane,
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Bitdefender Endpoint Security Tools fonmxeH 6bITb YyCTaHOBIEH MO KpaHen Mepe
Ha 0HOM KOMMblOTepe B KaXK oW NoaceTu.

MoapobHee o cnyxo6e "0603peBaTenb KoMnbloTepoB” Microsoft

KpaTkue cBeeHust o cnyxk6e 0603peBaTesib KOMMNbIOTEPOB:

. Pa6oTaeT HesaBucuMmo ot Active Directory.

« Pa6oTaeT uckntounTenbHo B ceTsix IPv4 n fencTByeT HE3aBUCUMO B Npefenax
ceTeBoil rpynnbl (pa6oyei rpynnbl MM pomeHa). CNMCOK MNpocMoTpa
COCTaBAsIeTCA U NOAAEPXKMBAETCS NSl KaXXA0W CETEBON rpynnbl.

o 06bl4HO NCcnonb3yrT LIJI/IpOKOBEI.LI,&TGJ'IbeII;I cepeep 6e3 YyCTaHOBJIEHUA
coeanHeHUA ona CBA3N Mexay ysnamMu.

. Wcnonbaoeanue NetBIOS noeepx TCP/IP (NetBT).

. Tpebyetca paspeweHne umeH NetBIOS. PekomeHayeTca umeTb Windows
Internet Name Service (WINS) uHdpacTpyKkTypy, paboTaloLlyto B CETH.

« He BktoyeH no ymonyanuto B Windows Server 2008 1 2008 R2.

[nsa nonyyeHns 6oee nogpo6HoM MHbopMaLmm o cnyxbe o6ospeBaTens (Computer
Browser), npoBepbTe Computer Browser Service Technical Reference Ha Microsoft
TechNet.

Tpe60oBaHus CETEBOTO 06HAPYKEHMS

[na Toro, yTo6bl ycnewHo 06HapyXUTb BCe KOMMbIoTephl (CepBepbl U pabouve
cTaHuum), KoTopble 6yayT ynpaensaTbes us Control Center, TpebyeTca cnegytoLee:

« KoMnbloTepbl AOMKHbI 6bITh BKJIOYEHbI B pabouyto rpynny wav AOMEeH U
NOAKIIOUYEHbl Yepe3 fokanbHyto ceTb |IPv4. Cnyx6a 0603peBaTtesb
KOMMbKOTEPOB He paboTaeT B ceTax IPv6.

« Ha Heckonbkux KomnbloTepax B Kaxgaon LAN rpynne (pa6ovas rpynna uam
JlOMeH) JoJKeH 6bITb 3anyLueH cepBuc 0603peBaTesib KOMMbIOTEPOB. [LofKHa
6bITb 3anyLleHa cny)x6a NepBMYHOro KOHTPOJIepa AOMeHa.

« NetBIOS nosepx TCP/IP (NetBT) ponxeH 6biTb BK/IHOYEH HA KOMMbIOTEPAX.
JlokanbHbIM 6paHaMayap fomKeH paspelaTtb NetBT-Tpaduk.

« EcnuBbl ucnonbayete peTpaHcnsaTop Linux ana o6Hapy>KeHns Apyrnx KOHEYHbIX
Toyek Linux unm Mac, Bbl fO/MKHbI 60 YyCTaHOBUMTbL Samba Ha ueneBble
KOHeYHble TO4YKW, Nn6o npucoeauHUTbcs K HUM B Active Directory wu
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ucnonb3oeatb DHCP. Takum o6pasom, NetBIOS 6ypeTr aBTOMaTMyecKku
HaCTPOEH Ha HUX.

o 06wun gocTyn K hannam fomMKeH 6bITb BKIIKOYEH Ha KOMMNbOTepax. JIOKanbHbIN
6paHAMayap AOJDKEH paspellaTh 06Wwuin AocTtyn K pannam.

. Windows Internet Name Service (WINS) uHpacTpykTypa AOMKHA 6bITb
HacTpoeHa U paboTaTb NPaBUJILHO.

. CeTeBoe 06HapyXeHue fOMKHO 6bIThb BKItoYeHo (Control Panel > Network and
Sharing Center > Change Advanced Sharing Settings).

YT06bI BKINHOUMTb 3TY PYHKLMIO, AOMKHbI 6bITb 3aMyLLEHbI CeAYoLIUe CIYXObI:
— DNS knuent

— Ty6nukaums pecypcoB GyHKLUM OBHAPY>KEHUSA

— 06HopyxeHue SSDP

— Yctpownuctea UPnP

« B cpepgpax c HeckonbkMuMu JoOMeHaMu, peKoOMeHAyeTCA YCTaHOBUTb
noBepuTesibHble OTHOLWLEHUA MexXxXAy AOMeHaMU Tak, YTOObI KOMMNbKOTEPDbI
MO nNony4vnTb AOCTYN K CNUCKaM NMPoCMOTpa U3 Apyrux 4JOMeHOB.

KomnbloTepsl, ¢ KoTopbix Bitdefender Endpoint Security Tools onpatwumnsaeT cnyx6éy
NPOCMOTpa KOMMbIOTEPOB, AO/MKHbI 6bITb B COCTOSIHUM pa3peluaTb uMeHa NetBIOS.

MpumeyaHmne

MexaHM3M CceTeBOro OGHapyXXeHUsi paboTaeT [Ans BCeX MOAAEPXKUBAEMbIX
onepaLMoHHbIX cucTeM, B ToM uncne sepcuit Windows Embedded, npv BbinosiHeHun
psaga TpeboBaHuM.

9.3. YcTaHoBKa 06H8pY)K€HMFI W OTKJIMKA B KOHEYHOW TOUKe

9TOT MOAyNb MOCTaBASIETCA MO YMOMYAHWUIO C YCTAaHOBOYHbIM KOMIMIEKTOM
Bitdefender Endpoint Security Tools u TpebyeT akTuBauum JaTtunka UHUunpeHTos
npu NepBoM BBOJE NIULLEH3MOHHOMO KioYa.

Mepepn ycTaHOBKOW y6eauTeCh, UYTO LieNieBble KOHeUHble TOYKM YA0BNETBOPSAIOT
MUHUMaNbHbIM TpeboBaHUAM. MuHMMarbHble Tpe6oBaHUSA K WHLUUAEHTaM
COOTBETCTBYHOT Tpe6OBaHUAM areHTa 6€30MacHOCTMU.

[nsa 3aWmTbl BallMX KOHEYHbIX TOYEK C NomolLbio EDR Bbl MoXeTe BbIGpaTh 0ANH
13 OBYX BapnaHTOB:

o YcTaHoBUTe areHTbl 6e30MacHOCTH ¢ AaT4nMkoM EDR npu BBOAE NMULEH3MOHHOIO
Kntova. Ceblnantecb Ha AKTMBaLMIO Baluen nuueHsnn.,
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« WcnonbayiiTe 3apavy Reconfigure .

BaxHo
The Incidents Sensor no longer provides support for Internet Explorer.

Onsa nonydyeHus 6onee nogpo6bHon nHdopmaumm, obpaTutecb K PyKoBOACTBY
agMuHucTpaTopa GravityZone.

5.4. YcTaHOBKa NONHOro WwngpoBaHMa anucka

LnsanonHoro I.IJI/ICI)pOBaHI/IFl ANCKa Tpe6yeTcs1 aKTmBaLund Ha OCHOBE JINLLIEH3UOHHOIo
KJ1Ko4a.

Onsa nonyyeHus AOMNONMHUTENbHON MHGOPMALUMM MO JIMLLEH3NOHHBIM KJHOYaM,
nepenauTe K «YnpasreHune nuueHsuamm» (p. 37).

AreHTbl 6e3onacHocTu Bitdefender nogaepykmsatoT MonHolue wWnudpoBaHue aucka,
HauMHasa ¢ Bepcum 6. 2. 22. 916 Ha Windows u 4. 0. 0173876 Ha Mac. YTo6bI
y6eauTbCsl, YTO areHTbl NOJIHOCTbIO COBMECTUMbI C 9TUM MOJAYJIEM, ¥ Bac eCcTb
JBa BapuaHTa:

. YcTaHOBUTE areHToB 6€30MacHOCTU C BKIKOYEHHBIM MOAY IeM LWNdpoBaHUs.
« Wcnonbaynte 3apauy MNMepekoHpurypuposaThb .

[ns nonydyeHns nogpo6HoN MHGopMaLMm 06 UCNOSb30BaHWUM NOJSIHOIO WM POBaHMS
Aucka B Balen cetu cM. [nay [Monutuku 6e3onacHocTH U WwndpoBaHue B
PykoBogcTBe agMuHUCTpaTopa GravityZone.

5.5. YcTaHoBKa 3awmutbl 06MeHa

Security for Exchange aBToMaTuuyecku uHTerpupyeTca ¢ cepeepamu Exchange, B
3aBWCMMOCTM OT PoSin cepBepa. [J/1a KaX[oi posiM yCTaHaBAMBAKOTCA TOJIbKO
COBMECTUMble KOMMOHEHTbI, KakK OMMCaHO B HAaCTOALLEM JOKYMEHTE:
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Microsoft Exchange Microsoft Exchange 2010/2007
2019/2016/2013

OcobeHHocTU |OrpaHuyeHus |MoutoBbin OrpaHuuyeHmns| Xa6 |[MouToBbIN
ALK

X X X
X X X
X X X
X X X

TpaHCNOpTHbIN YpOBeHb

dunbTpauns
BPeAOHOCHbIX
nporpamMm

xX X X X

dunbTpaumsa cnama

dunbTpaums
KOHTEeHTa

®dunbTpauun
BJIOXXEHUN

Xpanunuuwe Exchange

AHTUBUpPYCHOE X X
CKaHWpoBaHue no
TpeboBaHu1Io

5.5.1. lNoproTtoBKa K yctaHoBKe

Mepep yctaHoBkoi Security for Exchange, y6eguTtech, 4To BCe requirements
BbIMOJIHEHbI, B NPOTMBHOM cJiydae Bitdefender Endpoint Security Tools MoxeT
6bITb YyCTaHOBJIEH 6e3 MoAy s 3awmTbl Exchange.

Ona Toro, 4ytobbl Mopynb 3awuTbl Exchange pa6otan 6ecnepe6oniHo wu
npeaoTBpaLan KOHPIUKTbI U HeXenaTenbHble pe3ynbTaThl, yAanuTe BCHO 3aLLuTy
OT BPeAOHOCHbIX MPOrpamMM U BCEX areHToB GhUnbTpaLum 351eKTPOHHOW MOYTbI.

Bitdefender Endpoint Security Tools aBToMaTuyecku onpegensieT u ypanset
6ONbLIMHCTBO aHTUMBUPYCHbIX MPOAYKTOB M OTKIKOYAET areHToB 3aluTbl OT
BpegoHocHoro M0, BcTpoeHHbIX B cepBep Exchange, HaunHas ¢ Bepcun 2013. Ana
nony4yeHust Noagpo6HON nHGOpMaLMM OTHOCUTENBHO CNCKa O6HapYXUBaAeMOro
nporpaMMHoro obecrneyeHus no 6esonacHocTu, obpaTuTecsk K this KB article.

Bbl MOXeTe MOBTOPHO BPYYHYH BKJIHOUMTb BCTpPOeHHoro B Exchange areHTa
3awWmTbl OT BpefdoHocHoro M0 B No6oe BpeMs, 0AHAKO, 3TO HE PEKOMEHYETCS
Jenathb.
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5.5.2. YcTaHoBKa 3awmTtbl Ha cepepax Exchange

YUT06bI 3alMTUTL Baluu cepBepa Exchange, Heo6xoaumo ycTaHoBUTh Bitdefender
Endpoint Security Tools ¢ posnbto 3awmTHMKa Exchange Ha kaxaom 13 Hux.

Y Bac ecTb HECKOMbKO BapnaHTOB pasBepTbiBaHus Bitdefender Endpoint Security
Tools Ha cepBepax Exchange:

. JlokasbHasi ycTaHOBKa, CKayaB M 3anyCcTUB YCTaHOBOYHbIV NakeT Ha cepBepe.
. YpaneHHasi ycTaHOBKa, MyTeM 3anycka 3agauu Install.

. YpaneHHas, 3anyctue 3agadvy Reconfigure Client, ecnu Bitdefender Endpoint
Security Tools y>xxe npegnaraet 3awmTy QansioBon CUCTEMbI HA CEpPBEpE.

[nsa nonyyeHns Nogpo6HbIX MHCTPYKLMI MO YCTaHOBKE, 06paTUTECh K «YCTaHOBKa
areHToB Mo 6esonacHocTu» (p. 42).

5.6. YcTaHOBKa 3aWmMTbl XpaHUuLLLA

Security for Storage - aTo ycnyra Bitdefender, npegHasHayeHHas gns sawmThbl
ycTpouncTB ceTeBoro xpaHunuiia (NAS) u cuctem o6MeHa dainamm, COBMECTUMBbIX
C NPOTOKOJIOM aganTauun KoHTeHTa MHTepHeTa (ICAP). [1ns noaaepXXmBaeMblx
cucTteM o6MeHa dainamu, cM. «3almTa xpadunuuiar (p. 35).

YT06bI cnonb3oBaTh Security for Storage ¢ Bawmnm pelueHmem GravityZone, Bam
Heo6XxoaMMoO:

1. YcTaHoOBUTE 1 HacTpoiTe Kak MMHUMYM ABa Security Servers B Balleii cpege
ons pabotbl B KauyectBe ICAP-cepBepoB. Bitdefender Security Servers
aHanu3upyoT Qainbl, OTNPaBAAIOT BEPAUKTbI B CUCTEMbI XPaHEHUs U Npu
Heo6X0AUMOCTM NMPUHUMAIOT COOTBETCTBYIOLLME Mepbl. B criiyyae neperpysku
nepBbIi Security Server nepeHanpasfifeT U36bITOK aHHbIX Ha BTOPOM.

MpumeyaHune

B kayecTBe nepenoBoro onbita yCTaHOBUTE cneunanbHble Security Server ana
3aWnTbl XpaHunua oTaesibHO OT Security Server, ncnonb3yeMbiX ona apyrmux
poneﬁ, TaKNX KakK CKaHMpoBaHWUe Ha Hanin4dmne BpeJoHOCHbIX NMporpamMm.

Moppo6Hee o nNpoueaype ycTaHOBKM Security Server cM. B rnaBe YcTaHOBKaA
Security Server 3Toro pykoBofcTBa.

2. HacTpoiiTe Mogynb 3alguTa XpaHUIKLLLa M3 NapamMeTpoB NonuTukm GravityZone.
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Ons nonydyeHus ponosHUTenbHoW uHbopMauun cm. [nasy MMonuTuka
6e3onacHocTU> MONUTHUKA B OTHOLLEHNN KOMIMbIOTEPOB M BUPTYasibHbIX MaLLUNH>
3awmTa xpaHunuu,a 13 PykoBoacTBa agMuHucTpaTtopa GravityZone.

MNMoppo6bHee 0 HacTpoWke M ynpaBneHun cepBepamu ICAP Ha onpegeneHHOM
ycTporcTBe NAS mnm B cucTeMe o6LLero gocTyna K gannam cMm. [lokyMeHTauuo
ANA 3TON KOHKPETHOW nnaTt(opmbl.

5.7. ucneTuep yyeTHbIX AaHHbIX (Credentials Manager)

Jucnetyep yyeTHbIX AaHHbIX MO3BOJISET ONpeAenTb HEOOXOANMbIE YYETHbIE
JaHHble Ans yaaneHHow ayTeHTUdMKaLum Ha pas3inyHbIX ONepaLMoHHbIX CUCTEMAX
B Balllen CeTH.

YT106bI OTKPbITb AUCNEeTYEepP YYETHbIX AaHHbIX, HAXXMUTE Ha UMA NOJiIb30OBaTeNA B
npaBoOM BEPXHEM Yyrny CTpaHuLlbl N Bbl6epI/ITe ﬂucnequp Y4YeTHbIX AaHHbIX.

Welcome, Admin

My Account
My Company

U

Logout

MeHto aucnertyepa y4eTHbIX AaHHbIX

5.7.1. [lobaBneHue y4eTHbIX AaHHbIX B AUCMIETYEP YYETHBIX AaHHbIX

C nomouybto [iucneTyepa y4eTHbIX AaHHbIX MOXHO YNPaBAsiTb Y4ETHbIMU AaHHbIMU
agMUHUCTpaTOpPa, HEO6X0AUMbIMU ANSt yAaneHHON ayTeHTUdMKaLmKn, BO BPeEMS
BbINONIHEHUS 3aa4 YCTAaHOBKM, OTNPaB/IEHHbIX HA KOMMbIOTEPbI U BUPTYasibHble
MallWUHbI B Ballen ceTu.

YT06bI f,06aBUTb HABOP YYETHbIX AAHHbIX:
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GravityZone Welcome, admin %

Dashboard Operating System

Network
Credentials
Packages
Tasks

Palicies
User Password Description Action
Assignation Rules
admin . sessssss (%)
Reports ° =

Quarantine

[ucneTyep yyeTHbIx faHHbIx (Credentials Manager)

1. BBeauTe MMA Nosib3oBaTeNs U NapoJib Y4eTHOW 3anucu agMUHUCTpaTopa Ans
Ka)kzol TpebyeMoi onepaumnoHHON CUCTEMbI B COOTBETCTBYIOLIMX MONAX B
BepXHel YacTu Hafl 3aro/IoBKOM TabsuLbl. Mpu xenaHuK, Bbl MoXeTe 06aBUTb
onucaHune, KOTOPOE NMOMOXET BaM NPOLLLEe onpeaenuTb KaXKabl akkayHT. Ecnu
KOMMbIOTEPbl HAaXOAATCA B [IOMeHe, AOCTAaTOYHO BBECTU YUYeTHble AaHHble
aAMUHUCTpaTopa AoMeHa.

WcnonbayiiTe npaBuna nmeHoBaHua Windows npu BBOAE MMEHU y4YeTHOM
3anucu:

« [Ona mawuH u3 cnyxébl kaTanoroB Active Directory ucnonbsyinTte
CrnepyroLni CUHTaKCUC: username@domain.com U domain\username.
YT06bI 6bITb YyBEPEHHBLIM, YTO BBEIEHHbIE YUYETHbIE AiaHHbIE BYyAyT paboTaTb,
nob6aBbTe nx B obounx Buaax (username@domain .com n
domain\username).

o [nAa MawuH n3 paboyei rpynnbl JOCTAaTOYHO BBECTU TOJIbKO WUMS
nonb3oBaTensi 6e3 MMeHU paboyen rpynnbl.

2. Haxmute kHonky @ [l06aBUTb B BepxHen yacTu Tabnuubl. HoBbIM Habop
YYeTHbIX flaHHbIX 6yfeT fob6aBneH B Tabnmuy.

Mpumeyanue

Ecnu Bbl He yKasanu yuYeTHble AaHHble, BaM 6yaeT Heo6X0AMMO BBECTU UX Npu
3anycke 3ajlauM YCTAHOBKWU. YKasaHHble YYeTHble [aHHble aBTOMaTU4YecKu
COXPaHAITCA B AUCNETYEPE YYETHbIX AAHHbIX, TaK YTO BaM He NpuaeTcs BBOAUTb
UX B cregyroLmmn pas.
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5.7.2. YpaneHue yyeTHbIX faHHbIX U3 AuUcrneTyepa yYeTHbIX AaHHbIX
YT106bI yoannTb yCTapeBLllne y4eTHbl€ AaHHbIE U3 AUCneT4vYepa y4eTHbIX AaHHbIX!

1. HaxmuTe Ha CTPOKY Ta6J'II/IL|,bI, codepxallyr y4yeTHble faHHble, KOTOPbI€ Bbl
XO0TUTE yaannTb.

2. HaxmuTte KHOMKy © YganuTb C NpaBoi CTOPOHbI COOTBETCTBYHOLLEN CTPOKM
Tabnmubl. BbiGpaHHbIN akkayHT 6yaeT yaaneH.

5.8. Bitdefender GravityZone n HIPAA

OpHvM 13 rnaBHbIx NpuopuTeToB Bitdefender sBnsieTcs o6ecneyeHune 6esonacHom
06paboTKM U XpaHeHUs NepcoHanbHbIX AaHHbIX KIMEHTOB. B cBfisM c¢ 3aTum
Bitdefender paspab6oTan cneuuanbHble NMOAUTUKU KOHDUAEHUMANIBHOCTU ANs
JOMalLHUX 1 6u3Hec-pelleHuii. Bitdefender HaliTK noNUTUKK KOHDUAEHLMANBHOCTH
MOXHO 3aechb https://www.bitdefender.com/site/view/legal-privacy.html.

B pamkax 3aluTbl NepcoHanbHbIX AaHHbIX KveHToB Bitdefender ctpemutcs
NMOMOYb CBOUM KJIMEHTAM, B TOM YMC/e MEAULMHCKUM paboTHUKAM, cobntoaaTth
npasuna 3akoHa CLUA o nepeHOCUMMOCTW M MOAOTYETHOCTU MeOULIMHCKOro
cTpaxoBaHus 1996 roga (HIPAA).

5.8.1. GravityZone o6nayHoe peLueHune

[nsa obecneyeHus 3awmTbl OT yrpo3 GravityZone cobupaeT n XpaHUT faHHble C
yrnpae/isieMbIX KOHEYHbIX Touyek Ha cepBepax Bitdefender. OgHako AaHHble O
COCTOSIHUM 3[0pPOBbA He [OCTYMNHbl, He XpaHATCA M He obpabaTbiBatOTCHA
KakMM-nm6o apyrum cnoco6om. Bcs mHdopmaums, nonydeHHaa GravityZone,
aHOHMMM3MpPOBaHa WX, MO KpanHen Mepe, MNCEBAOHMMMU3MPOBaHa. 3TOT
TEXHUYECKMI MOAX0[ 03HAYaeT, YTO UCMOSb30BaHMe HaLlero 061a4HOro peLleHus
GravityZone He rapaHTupyeT Baluero cooTBetcTBus npaBunam HIPAA.

5.8.2. GravityZone o6nayHoe pelueHue

JlokanbHoe pelueHue GravityZone 6b1j10 pa3paboTaHo A XpaHeHUst Balmx gaHHbIX
BHYTpu Bawuei opraHnsauun. OgHako ans 6osee BbICOKOW 3alMTbl HEKOTOPbIE
dbyHKkuun GravityZone TpebytoT B3aMMOAENCTBMA C 06flayHbIMKU cepBepamMu
Bitdefender ans BbinonHeHus 3aaay. Ytobbl cooTBETCTBOBATL NpaBunam HIPAA,
Bam Heo6xoaMMo OTKIHOYMTL 3T pyHKLMK B KOHconm GravityZone (Control Center),
KaK OMmncaHo Huxe.
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HacTpoikn nonutuk 6e3onacHoOCTu

N3meHuTe napameTpbl NonuTUKKN 6e3onacHocTu B Control Center cnegyrowmm
06pasoMm:

1.

7.

MeperiguTe B pasgen MoAUTUKYU M HAXXMUTE, YTOObI USMEHUTb CYLLECTBYIOLLYHO
MOMUTUKY USIM CO3AaTb HOBYHO.

Mepengute B pasgen 06wme > HacTpoiiku.

B pasgene MapameTpbl cHUMUTE crnegytoLme Graxku:

. OTnpaBnsaTb oTyeThbl 0 c60sx B Bitdefender.

. OTnpaBbTe Nofo3pUTeNbHbIe UCNIONHAEMble (halinibl ANS aHanu3a.

. Wcnonb3yirte Bitdefender Global Protective Network gnsa ycunenus sawmrbi.
111 MepenanTe B pasaen Antimalware > HacTpoiiku.

B paszgene KapaHTuUH cHumMuTe dnaxok OTnpaBnaTb ¢ainbl Ha KapaHTUH B
na6opatopuu Bitdefender kaxkable (yachbl).

Mepengute kSandbox Analyzer.

Mpu ucnonb3oBaHum o6naka Sandbox Analyzer B kauecTBe cpefibl A€TOHALUM
Heo6xoaMMO OT(MIIbTPOBaTb OTNPaBJIeHHble TWUMbl GannoB, YTO6bl OHU He
coaepXXanu MeMLMHCKUX JaHHbIX UM KaKoi-nn60o nuuHon uidopmavmu (PI1).
[nsa atoro B pasgene MNpeaeaputenbHas GunbTpaLymsi COAEPIKUMOrO0 YKaXnTe
B nosne MWckniouenus pacwmpeHuss dannos, kotopble Bbl He xoTute
aBTOMAaTMYECKU OTNPaBNATD.

Ecnu Bbl He yBepeHbl B TOM, Kakue AaHHble Bbl MoXeTe oTnpaBnsATb B Sandbox
Analyzer, 4To6bl 6bITb B 6€30MaCHOCTU C TOUYKM 3peHnst HIPAA, Bbl MoXxeTe
NMOJTHOCTbIO OTKIHOUMTD 3TY DYHKLMIO, CHAB (hnaXKok ABTOMaTUuyecKas oTrpaBKa
06pasLoB C ynpaBnsieMbiX KOHEYHbIX TOYeK.

Haxxmunte CoxpaHuTb, UTOObl COXPaHUTb U3MEHEHMUS.

[MakeTbl yCTaHOBKH

N3meHuTe ycTaHOBOYHbIE NakeTbl B Control Center cnegytowmm o6pasom:

1.

2.

MepenguTte B pasgen CeTeBble NakeTbl U HAXXMUTE, YTOObI OTPeAaKTUPOBaTb
CYLLLeCTBYOLLMM YCTAHOBOYHbIN MaKeT UAn co3aaThb HOBbIN.

B pasgene PasHoe CHUMUTE 3T hnaXKKu:
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. OTnpaBka aBapuitHoro gamna.

. OTtnpaenatb ¢ainbl KapaHTUHa B na6opatopuio Bitdefender kakabie
(vachl).

. OTnpaBnATb Nogo3puTenbHble UcNoNHaeMble dainbl B Bitdefender.
. Wcnonb3yirte Bitdefender Global Protective Network gnsa ycunenus sawmrbi.
3. B pasgene HacTpoitku cHumuTe pnaxkok CKaHMpoBaTb nepes yCTaHOBKOM.

4. Haxxmute COXpaHUTb, YTOGbI COXPaHUTb U3SMEHEHMUSI.

Sandbox Analyzer PyyHoe ynpaBneHue

XoTsi Bbl MOXeTe HacTpouMTb aBTOMAaTUYECKY OTMpaBKy B o6nako Sandbox
Analyzer B HacTpoiKax MoAUTUKKU 6€30MacHOCTM, OTMNpaBKa BPY4YHYHO 3aBUCUT
UCKIIOYMTENBHO OT onepauuii, KoTopble Bbl BbinonHseTe B pasgene Sandbox
Analyzer > OTnpaBka Bpyu4Hyl rnaBHoro MeHwo Control Center. YTo6bl
cooTBeTCTBOBaThH NpaBuiamM HIPAA, ybeanTech, 4To Bbl He oTnpaBnsieTe B Sandbox
Analyzer o6nayHble dainbl, KOTOpble MOTYT COAepPXaTb MeAULMHCKUE AaHHble
WS NepCcoHasbHble JaHHbIe.

I'IpaBosoe nosioXxeHune

MNoxxanyncta, umenTe B BUAY, YTO Bbl MONHOCTBLIO HeceTe OTBETCTBEHHOCTb 3a
npoBepKy cobntogeHnss Bamu nto6oro 3akoHogaTenbCcTBa, BKAtoYas HIPAA, u,
npegocTaBnssi  BbllleykasaHHyto  MHdbopmauuto, Bitdefender Hanpsamyto
O0TKa3blBaeTcs OT N06ON OTBETCTBEHHOCTM B OTHOLLEHUM Baluero cobnogeHns
HIPAA »n noeeaeHuss B oTHoweHnn HIPAA vnu nobbix ApYrux topuamyecKux
TpeboBaHuiA, KOTOPble MOTYT Ha Bac pacnpocTpaHuTbcs. Bo n3bexaHue Kakux-nm6o
COMHeHuI, ucnonb3ys pelenusn Bitdefender, B Tom uncne GravityZone, Bitdefender
HMKakMuM 06pa3oM He rapaHTupyeT cobniogeHune Bamu  kakoro-nuéo
3aKkoHogaTtenbcTBa, Bkovaa HIPAA. BblwensnoXxeHHoe He sBnfeTcA
FOpPUANYECKUM PYKOBOACTBOM, U Bam pekoMeHayeTca 06paTUTLCS 3a FOpUANYECKON
KOHCYIbTaLMel Mo BblLLeyKa3aHHOMY Uiu Nto6on Apyroi NpaBoBOW TEME.
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6. UHTEIPALINA

GravityZone npepocTaBnseT BO3MOXHOCTb WHTerpauun Control Center co
CTOPOHHUMMU peLleHUAMM.

Bbl MOXeTe HacTpoMTb WHTErpaLui0 CTOPOHHEro pelleHUsi Ha CcTpaHuue
Integrations, Ha KOTOpYHD MOXHO MONYyYUTb [JOCTYMN, YyKasaB Balle uMSA
nosib30BaTensl B MPaBOM BEPXHEM Yrily KOHCONM U Bbi6paB Integrations.

Welcome, Admin

I

My Account

My Company

Cradentials Manager '“

Help & Support
Feedback

Logout

Ha aToi cTpaHuue Bbl MoXeTe [06aBNsATb, peAakTUpoBaTb WNWM yaanaTb
WHTerpauun B COOTBETCTBMU C BalUMMMU NOTPEBGHOCTSAMM.

6.1. MuTerpaums ¢ Microsoft Windows Defender ATP

NHTerpauusa mexay GravityZone un Microsoft Advanced Defender gnsi 3awmtbl oT
yrpo3a Microsoft nossonset knneHTam Microsoft ynpaBnsiTb 6€30MacHOCTbO CBOUX
KOHeuHbIX ToueK Ha 6a3e macOS u Linux ¢ nomolupbto LleHTpa 3awmtbl Windows
Defender

Bnaropapa aton uHTerpaumm GravityZone 6yaeT oTnpaBnsite MHGopmauuo o
BPEAOHOCHbIX MporpaMMax W COO6bITUSAX COCTOSIHAS MpOAyKTa W3 CBOMX
yrnpaBnseMbiX KOHEYHbIX ToYek Ha ocHoBe MacOS u Linux B 3awMTHbIN LLEHTP
Windows Defender.

Cnepyvnte MHCTPYKLMAM, onucaHHbIM B this KB article, 4yTo6bbl MHTErpupoBaTh
GravityZone ¢ Microsoft Windows Defender ATP.

WHTerpaums 7
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7. YOAJIEHUE 3ALLUATDI

Bbl MOXeTe yanuTb 1 NOBTOPHO YCTaHOBUTbL KOMMOHEHTbI GravityZone B cnyyasy,
Korga BaM HY>XHO UCMOJIb30BaTb JIML,EH3NOHHbIN KIHOY A1 APYroro KOMMbHTepa,
YTO6bl UCNPABUTb OLLUMOKM WU NPU 0GHOBJIEHUN.

YT06bI NpaBUSIbHO yaanuTb 3awmTy Bitdefender KoHeUYHbIX pabounx cTaHUMi B
BalLeW CeTH, criefynTe MHCTPYKUUSAM, ONMUCAHHbIM B 3TOW rNaBe.

« YpaneHue 3awmTbl KOHEYHbIX pa6qu|x CTaHLLMVI

« YpaneHnue 3awutbl O6MeHa

7.1. YpaneHue 3aliMTbl KOHEYHbIX paboymx cTaHLUN

YT06bI 6€30MacHO yaanuTh 3awuTy Bitdefender, cHayana Heo6xoaumo yaanutb
areHTbl 6e30nacHoOCTK, a 3aTeM Security Server, ecnm 3To Heo6xoaMMo. Ecnu Bbl
XOTUTE yaanuTb ToNbKo Security Server, 06s13aTeNlbHO NOAK/IHOYNUTE €r0 areHToB
K gpyromMy Security Server B nepByto odepejb.

« YpaneHue areHToOB 6e30MacHoOCTH

« YpaneHue Security Server

7.1.1. YpaneHue areHToB 6€30MacHOCTU
Y Bac ecTb OBa BapuaHTa yaaneHnusd areHToB 6e30MacHOCTHU:
« ypaneHHo B Control Center

« BpyuHylo Ha ueneBoi MawnHe

Y paneHHas geMHcTannaumsa

YT06bI YaaneHHo yaanuTb 3awmTy Bitdefender ¢ nto6on ynpaBnsieMon KOHEUYHOM
pa6oyel cTaHUUW:

1. Mepengute Ha cTpaHuyy CeTtb.

2. BbibepuTte >enaemblil KOHTEMHep B NeBOM naHenn. Bce KomnbroTepbl
BbIGPAHHOr0 KOHTENHepa 0To6pasATCs B Tabnuue NpaBow NaHenu.

3. Bbibepute KOHeuHble TOYKM, M3 KOTOPbIX Bbl XOTUTE YAaNUTb areHT
6e3onacHocTu Bitdefender.
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HaxMuTe 3agaum B BEpXHel 4acTu Tabnuubl M BbiGepuTe YAaNUTb KIMEHTa
. MosABUTCA OKHO KOHbUrypauum.

B okHe 3agaun YaanuTb areHT Bbl MOXETE Bbl6paTb, COXpaHATb v hainbl B
KapaHTUHe Ha KOHEeYHOW paboyei CTaBHUUN UK YAANATb UX.

HaxmuTe CoxpaHuTb, 4TO6bI co3paTb 3agadvy. [losiBUMTCA cooblieHne C
NnoATBepPXAEHUEM.

Bbl MOXeTe npocMaTpMBaTb 3afavy M ynpaensTb eto B CeTb > 3agauu

JlokanbHas geuwHcTannauus

UT06bI BpYUHYO YAanuTb areHT 6esonacHocTyu Bitdefender c komnbtoTepa ¢ OC
Windows:

1.

B 3aBncMMOCTHM OT Ballen OI'IEp&LWIOHHOI?I CUCTEMDbI:

. B Windows 7 nepengute k [yck > MaHenb ynpaBneHus > YpanuTb
nporpamMmy B pazgene porpamMmbil .

. BOCWindows 8 nepengute k HacTpoiiku > [aHenb ynpaeneHus > Y ganuTb
nporpamMmy B pazgene Mporpammbl .

« B OC Windows 8.1, KNMMKHATE NpaBoW KOHMKOW Mbiwn CTapT, 3aTeM
Bbl6epuTe MaHenb ynpaeneHus > MporpaMmmbl & OyHKLUK .

. B OC Windows 10, go to CtapT > HacTpoitku> Cuct ema > MNpunoxxeHus &
CBoiucTBa.

Bbi6epuTe areHT Bitdefender us cnucka nporpamm.
LLenkHnTe JenHcTannaums.

Beegute naponb Bitdefender, ecnv oH npegycMoTpeH NOANTMKON 6€30MacHOCTY.
Bbl MOXXeTe MPOCMOTPETb X0 BbINOSIHEHUSA 32434 BO BPEMS YA aNIeHUS.

YT06bI BpYYHYIO YAanuTb areHT 6e3onacHocTyu Bitdefender ¢ komnbtoTepa ¢ OC
Linux:

1.
2.

3.

OTKpoOWTe TepMUHan.

MonyunTe KoHeBoOW AoCTyn (root) C MOMOLLbIO KOMaHA su WM sudo su .

MepeiauTe C MNOMOLLbIO KOMaHAbI cd Ha cnefyloWmMn NyThb:
/opt/BitDefender/bin

3anycTtuTe CKpuNT:
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# ./remove-sve-client

5. YTo6bl NnpoaoXkuTb, BBeauTe naposb Bitdefender, ecnu oH npegycmoTpeH
NoJSIMTMKOMN 6€30MacHOCTM!.

YUT06bI BpyuHYlo YyaanuTb areHT Bitdefender c komnbloTepa ¢ OC Mac:
1. Otkpounte Finder > Applications .

2. OtkpowTe nanky Bitdefender .

3. MepenpoeepbTe Bitdefender Mac JenHcTannauyumsa.

4

. B okHe noaTtBepxaeHus wenkHute [poBepuTb ©  Ypanutb, 4TOObI
NPOAOIDKUTD.

7.1.2. Ypnanenue Security Server
YT06bl yaanutb Security Server:

1. BbIKNOYUTE NUTaHWE U yaanuTe BUMPTYasbHYHO MaluuHy Security Server us
cpeabl BUpTyanusauum.

2. Bxop B GravityZone Control Center.

3. O6patutech k CeTb 1 nwmuTe Security Server Yepea HeKOTOpoe BpeMs nocre
TOro Kak Bbl yjanute BUpTyanbHyt0 MaluHy Security Server 6yaer
0TO6pPaXaTbCH KaK OTKITHOYEHHbIN.

4. YcTaHoBuTe (hnaxxok HanpoTue Security Server
5. HaxmuTe KHOMKY © YAaanuTb Ha NaHe M MHCTPYMEHTOB.

Security Server 6yaeT nepemelieH B nanky YganeHHble rge Bbl MoOXeTe
NOJIHOCTbHO YAANUTb €ro HaXkaB KHOMKY & YaanuTb Ha NaHeIn UHCTPYMEHTOB.

7.2. Ypanenue 3awutbl 06MeHa

Bbl MOXeTe yaanuTb 3awuTy o6MeHa ¢ noboro cepeepa Microsoft Exchange ¢
Bitdefender Endpoint Security Tools ¢ ycTaHOBneHHOM ponbio. Bbl MoxeTe
BbINOMHUTL yaaneHue B Control Center.

1. lMepengute B pasgen CeTb.

2. Bblbepute >Kenaembid KOHTeWHep B neBol naHenu. O6beKTbl 6yayT
oTo6paXkaTbCsl B MPaBoOW NaHenu Tabnuubl.
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3. Bbi6epuTe KOHEYHYHO TOYKY, C KOTOPOW Bbl XOTUTE YAaNUTb 3alimTy o6MeHa.

4. HaxwmuTe MepeKkoHpUrypmpoBaTb KNMeHTa B MeHI0 3agaum B BEpXHel naHenm
Tabnuupl. MoABUTCA OKHO KOHGUIypaLuu.

5. B pasgene O6wme cHumMUTe pnaxok 33awura obMeHa .
Mpepynpexaexue

B okHe KoHburypauum yéegutech, YTo Bbl BbIGpanu BCe POJN, KOTOPbIe aKTUBHbI
Ha KOHeYHoii paboyeit cTaHUMKW. B MPOTUBHOM Clydae OHM TakKe 6y Ay T yaasneHbl.

6. Haxmute CoxpaHuTb, YTO6bI CO3[aTh 3agauy.

Bbl MOXeTe npocMaTpumBaTb 3agavy U yrnpasJsidTb €0 B Cetb > 3apgauun

Ecnu Bbl X0TUTe NepeycTaHOBUTL 3aliuTy o6MeHa, o6paTuTech K «YcTaHoBKa
3awuTbl O6MeHa» (p. 69).
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8. NOJIYHEHUE CIPABKH

Bitdefender cTpemnTCs NpefocTaBUTL CBOMM KIIMEHTaM ObICTPYHO U KAYECTBEHHYHO
Texnoapepxky. Ecnvy Bac BOZHUKAN NpO6eMbl MU €CNIN Y Bac eCTb Kakne-nn6o
Bonpochkl 0 npoaykTax Bitdefender, nepeinante B Haw OHNaNH LEEHTP MOALEPIKKN.
B HeM JoOCTYNHbI pecypcbl, C MOMOLLbIO KOTOPbIX MOXHO 6bICTPO HAaNTU peLleHne
unu oteeT. Vnm npn He06X0ANMOCTU MOXHO 06PaTUTLCA B CIYXXOY NoanepXKu
knueHToB Bitdefender. MNpeacTaBuTeny cnyx6bl NoaAAePXKK 6bICTPO OTBETAT Ha
BCE BOMPOCHI U OKaXyT HEO6XOAUMYHO MOMOLLb.

MpumeyaHmne
B ueHTpe Texnoanep>Kkv MOXHO HanTu MHGOpPMaLUIO 0 MpefoCcTaBAsEMbIX YCNyrax
TeXNoAAEPXKKHU, a TakxXKe npaBunax nx npenocrtaByieHUA.

8.1. LlenTp nopaepxku Bitdefender

Bitdefender LleHTp noaaep>kku aTo pasgen, r4e Bbl HanZeTe BCHO HEOOXOAMMYHO
nomoLlb no npoayktam Bitdefender.

ﬂ,OCTyrIHbIe pecypcCbl MOXXHO UCMOJIb30BaThb AJ1A 6bICTpOFO HaXoXXOeHUA pelleHnd
Wnn oTBeTa:

« CTtaTbyu 6a3bl 3HaHWUN
« ®opyM noapepxku Bitdefender
« [JokymeHTauus No npoayKTy

Tak)Ke MOXHO BOCMOJIb30BaTbCA MOWCKOBOW CUCTEMOW AN MNOJyYeHus
JOMOSNHUTESIbHbIX CBeAEeHU O KOMMbIOTEPHOW 6€30MacHOCTH, MpOoAYKTaXx
Bitdefender u camon koMmnaHuu.

CTtaTbyu 6a3bl 3HAHUM

baza sHaHuM Bitdefender - oHnawvH xpaHunuuwe wuHpopmaumm o npoaykKTax
Bitdefender. 3gecb xpaHsATca B yao6HOM gns goctyna ¢opmate oTYyeTbl O
pesysnbTaTax TeKYWMX onepauuin No TEXHUYECKOW NMoAfep>KKe U UCTIPaBJIEHUIO
OLLMOOK, BbIMOSIHAEMbIX CNYXX601 Noaaep>XXku u paspaboTtku Bitdefender, a Takke
CTaTb¥ MO MPEeAOTBPALLEHMIO 3apaXXeHWUs BUPYyCaMM, YNPABIEHUIO peLleHnsIMM
Bitdefender c nogpo6HbIMK pasbsCHEHUAMM, @ TaKXe Aapyras uHGopmauus.

basa 3HaHui Bitdefender oTkpbiTa Ans obuwero AocTyna C BO3MOXHOCTbHO
cBo6oaHoro noucka. Bitdefender copepxut o6wupHyto UHbOpMaLMIO,
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npegocTaBnssi  KAMEHTaM Heob6XoAuMMble TexHuU4Yeckue cBefeHusa. Bce
JeicTBytoLme MHGOPMaLMOHHbIE 3anNpoChl UK 0TYeThbl 06 OLIMBKaX, MoCcTynatoLme
oT KnimeHTOoB Bitdefender, MoryT 6b1Tb HalaeHbI B 6a3e 3HaHWI Bitdefender, Takue
KaK OTYeTbl MO MCMpaBJIEHUAM, YCTPAHEHUIO Henonagok M uHopmMaumnoHHble
cTaTbu, AononHswWwme daisbl CpaBoK NPOAYKTOB.

basa 3HaHui Bitdefender pns 6u3Hec-NpoAyKTOB AOCTYyNHa B N060e BpeMmst -
http://www.bitdefender.com/support/business.html.

®opym nogaepxku Bitdefender

dopym Texnognepxku Bitdefender npegoctaenaet nonb3osatenam Bitdefender
NPOCTON CNOCO6 He TOJNIbKO NOJTYyYUTb HEOHXOAMMYHO MOMOLLb, HO M MOMOYb APYTUM.
Mo>kHO ony6nukoBaTh NHOOYH NPo6aEMY MM BOMPOC, CBA3aHHbIE C NPOAYKTOM
Bitdefender.

CneunanucTbl Cny6bl TeXHUYecKo noaaepxku Bitdefender oTcnexxmsatoT HoBble
cooblieHns Ha (opyMe, YTO MO3BOJIAET CBOEBPEMEHHO pearMpoBaTb Ha Bce
BOMNpocCbI NoJib3oBaTesieit. Ha hopyme TakxKe ecTb BO3MOXHOCTb MONYyYnTb OTBET
WM y3HaTb 0 cnoco6ax pelleHus NnpobneMbl 0T 60Jiee oNbITHbIX MNoJIb30BaTeNen
Bitdefender.

Mepen nybnmkaumen cBoero coobLeHUst 0 NpobremMe UM Bonpoca, BbIMOSHUTE
MOMCK MOXO0XWUX UJIM CBA3aHHbIX TeM Ha dhopyMme.

®opym TEXNOAAEPKKMN Bitdefender JOCTyneH no appecy
http://forum.bitdefender.com, Ha NATU pasNUYHbIX A3bIKaX: aHINTMNCKOM, HEMELLKOM,
(bpaHLy3CKOM, MCMAHCKOM M PYMbIHCKOM. HaxXMuTe ccbifiky 3auguTta 6usHeca,
yTO6bI NEPENTM B pasaen NpoAyKToB Assl busHeca.

JIoOKyMeHTaLus no NpoAyKTy

JloKyMeHTauus No NpoayKTy ABASETCSA CaMbIM MOJHbIM UCTOYHUKOM UHOpMaLmK
0 NpoAyKTe.

CaMbI NpocToW cnoco6 NoNyYnTb AOKYMEHTALMIO - TepENTU Ha cTpaHuLy CnpaBka
n nogaepxka B Control Center. Haxxmnte cBoe uMs nosib3oBaTeNst B BEPXHEM
NnpaBoOM Yrily KOHCONW, BbibepuTe CnpaBKa U nogAepXkKa , a 3aTeM CCblJKy
WHTEepecyloLLero Bac pykoBoacTBa. PykoBoACTBO OTKPOETCS Ha HOBOW BKagke
Ballero 6paysepa.
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8.2. ObpalLeHne 3a NOMOLLbIO

Bbl MoXxeTe 06paTI/ITbCﬂ 3a nomMowbo B Hall OHJalH LI,eHTp noanep>XkKu.
3anosiHnuTe KOHTaKTHas d)opMa n npmMuTe.

8.3. Ucnonb3oBaHne MHCTPYMEHTOB MOALEPXKM

MHCTpyMeHTbI noaaepkku GravityZone cosgaHbl, 4T06bl MTOMOYb MOJb30BaTeNsAM
M cneuvanuctam MOAAEPXKKM YNPOCTUTb NpefocTaBieHne Heo6XoaMMon
MHpOpMaLUM ANA YCTpaHEeHUs HeMonagoK. 3anyCcTUTe MHCTPYMEHT MOAAEPKKM
Ha [AeNCTBYHOLWMX KOMMblOTEpax W OTNpaBbTe apxuMB C WHdopmauuen o
BbISIBJIEHHbIX HEMonaaKax B NpeacTaBUTeNbCTBO Noaaepku Bitdefender.

8.3.1. Ucnonb3oBaHue UHCTPYMEHTa NOAAEPXKKN Ha OnepaLuoHHbIX
cuctemax Windows

3anyck npunoXeHusi MIHCTPYMEHT NofAepXKK

YT06bI CO3AaTh XYpPHas Ha 3apaXXeHHOM KOMMbIOTepe, UCMOJIb3YINTe OAUH U3
cneayroLmMX Crnoco6oB:

« KomaHgHas cTpoka
[na no6bix npo6nem ¢ BEST, ycTaHOBNEHHbIM Ha KOMMbIOTEpE.

« [lpobnema c ycTaHOBKOW
Ons cutyaumn, korga BEST He ycTaHOBNEH Ha KOMMbIOTEpe M yCTaHOBKA
3aBepluaeTcsa HeyaauHo.

MeTo KOMaHAHON CTPOKU

Mcnonb3ysi KOMaHZHYH CTPOKY, Bbl MOXETe cobupaTb XXypHasbl MpsiMO C
3apaXKEHHOrO KOMMblOTEpa. ATOT METOJ MOJNIE3EH B CUTyaLUsiX, KOra y Bac HeT
fJocTynak LleHTpy ynpaBneHus GravityZone unum KOMnbtoTep He B3aUMoZeNCcTBYET
C KOHCOJIbIO.

1. OTKpOMTe KOMaHAHYIO CTPOKY C NpaBaMu agMuMHUCTpaTopa.
2. NMepenguTe B Nanky ycTaHOBKM NpoaykTa. [yTb N0 yMOn4YaHuto:

C:\Program Files\Bitdefender\Endpoint Security

3. CobepuTe 1 COXpaHUTE XYpHasibl, BbIMOJIHUB 3Ty KOMaHAY:
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Product.Support.Tool.exe collect

JXypHarbl 1Mo yMosi4aHUio coxpaHanTcaB C: \ Windows \ Temp

Mpu XXenaHuK, ecnm Bbl XOTUTE COXPAHMTb XXYPHas CPeAcTBa NOALEPXKKU B
NPOU3BOJSILHOM MECTe, UCNOJIb3yiTe NyTb K MapaMeTpy:

Product.Support.Tool.exe collect [path="<path-to-file>"]

Mpumep:

Product.Support.Tool.exe collect path="D:\Test"

[Moka KoMaHAa BbINOJSIHAETCS, Bbl MOXKETe 3aMeTUTb MHONKATOP BbIMOJIHEHUA
Ha 3KpaHe. Korpa npouecc 3aBeplleH, B BbIXOOHbIX AAHHbIX 0T06pa)KGETCFI
nMA apxmnBa, cogepxxawlero >XXypHalsibl, U ero MeCTOornoJ1I0XeHUe.

YTo6bl OTMpaBUTb XXypHasbl B Cnyx6y nopaepxku Bitdefender Enterprise,
nepengute B C:\Windows\Temp Wi B NO/Ib30BaTEIbCKOE MECTOMOIOXKEHNE U
HanauTe apxuBHbIN dain ¢ MMeHeM ST [computername] [currentdate].

MpuKpenuTe apxvB K 3asBKe B CIYXX6Y NOAAEPXKKM AN AaSIbHENLLEro yCTPaHeHNs
Hernonagok.

lMpo6nema c ycTaHOBKOM
1. YT06bI 3arpy3nTb MHCTpYMEHT nogaepXXku BEST, HaxmuTe 3ech.
3anycTuTe UcnosHsieMbl ¢hainn oT UMeHM agMUHUCTpaTopa. MosiBUTCS OKHO.

Bbi6epuTe MecTo /1 COXpaHEHUS apXMBa XKYpPHasloB.

[Moka xypHansbl CO6VIpaPOTCFI, Bbl YBUAUTE Ha 9KpaHe UHANKATOP BbINOJIHEHUA.
Korga npouecc 3aBeplueH, B BbIXOAHbIX JaHHbIX 0T06pa)KaeTCFI nMA apxumea
N ero MecTonosioxxeHue.

YT06bl OTMpaBUTHL XypHanbl B cnyx6y noapepxku Bitdefender Enterprise,
nepenauTe B BbiIbpaHHOE MECTOMNOIOXKEHME U HANAUTE apXUBHbIN hain c UMeHeM
ST [computername] [currentdate].llpuKpennTe apxus K 3asiBKe B CIyXOy

noAfep XKy AN fasibHenwero ycTpaHeH s HeNnosamox.
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8.3.2. cnonb3oBaHue UHCTPYMEHTa NOJAEPXKKN Ha OnepaLnoHHbIX
cuctemax Linux

[ns onepayMoHHbIX CUCTEM LiNUX UHCTPYMEHT NOAAEPKKU UHTErPUPOBAH B areHT
6e3onacHocTu Bitdefender.

Ona c6opa uHbopmauum o cucteme Linux c MCNOSIb30BAHMEM WMHCTPYMEHTa
MOAAEPXKKM, 3aMYCTUTE CNEAYIOLLYIO0 KOMaHAY:

# /opt/BitDefender/bin/bdconfigure

ncnonb3ya cnepyrouine noCTynHbie onuun:

——help COCTaBUTb CMUCOK BCEX KOMAHA UHCTPYMEHTa NoJAEPXKKN

enablelogs  AAA  BK/OYEHUA  XKYpHanupoBaHMA  MNpoaykTta U

KOMMYHUKaLUMUOHHOIO MoAaynsa (BCE CcepBUCHI 6yp,yT aBTOMaTU4eCKuU

nepesanyliieHbl)

disablelogs pns  OTK/OYEHUS  XKypHaNMpOBaHWA  MpoAaykta U

KOMMYHUKaLUOHHOIO MoAaynsa (Bce CepBUCDI 6yp,yT aBTOMaTU4eCKU

nepesanyLieHbl)

deliverall YTO6bI co3aaThb:

— ApxuB, coepXXaLlui XXypHasbl NPOAYKTa U MOAYNA CBA3M, LOCTAB/IEHHbIN
B nanky /tmp B cnepywouwemM cbopMaTe:
bitdefender machineName timeStamp.tar.gz.

[Mocne Toro Kak cosgaH apxms:

1. Tpu OTKNHOYEHUN XYpHanupoBaHWst BaM 6yfeT BbigaH 3anpoc. [pwu
Heo6X0ANMOCTH CNyXX6bl aBTOMATUYECKU Nepe3anycTsaTCs.

2. Tpwv yaaneHuu xypHasnoB BaM 6yAeT BblAaH COOTBETCTBYHOLMIA 3anpoc.

deliverall -default npeaocTaB/iIAeT TaKyko Xe I/IHd)OpMaLWII-O, KakK U B

npeablayLen onuun, Ho AEUCTBUS NO YMONYaHUIO 6yayT 0TOOpaXKeHbl B Jlorax
6e3 3anpoca nosnb3oBaTtesis (KypHasbl OTKIHOYEHbI U YAaneHbl).

Bbl Takxe MoXeTe 3anycTUTb KOMaHAy /bdconfigure npsamo n3 naketa [BEST_
SHORT] (NonHbIN MK 3arpy3ynK) 6e3 ycTaHOBKM NPOAYKTA.

Onsa coobueHnsa o npobneme GravityZone, BO34eNCTBYHOLEN HA Bally CUCTEMY
Linux, BbINOMHWTE CreaytoLue Wwark, MICNnosb3ysi paHee onucaHHble onuuu:
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BkntouuTte XypHanvpoBaHue NpoAyKTa U KOMMYHUKALMOHHOIO MOAYIIS.
MonbiTanTecb BOCNPOU3BECTM NPOGNEMY.

OTKJIOUYUTE XYPHanbI.

Co3paiTe apxuB XYpHaoB.

OTkpoinTe obpalieHre B cnyx6y Moafep>Xku, ucnonb3ys cdopmy, KoTopas
[OCTYynHa Ha cTpaHuue Momow,b &Moaaeprxka B Control Center, c onucaHnem
npo6nemMbl M NPUKPENSIEHHbIM apXUBOM XXYPHasoB.

NHCTpYMEHT noaaepxXku ans Linux npefocTaBnseT chneayroLLyto MHGopMaLmio:

etc, var/log, /var/crash (€cnu BOCTYNHO) U var/epag Nanku us narnku
/opt/BitDefender, KOTOpPble COAEPXaT XypHasbl n HacTporku Bitdefender

®ann /var/log/BitDefender/bdinstall.log COAEPXUT MHPOPMaLMIO
no yCcTaHOBKe

dalnnetwork. txt, KOTOPbIV COAEPXKUT UHOPMALMIO O CETEBLIX HACTPOMKAX
/ 0 [OCTYMHOCTU MaLLUH

®dann product. txt, BKIOYas coaepXumoe Bcex pannoB update.txt U3
/opt/BitDefender/var/lib/scan U NOJIHbIN PEKYPCUBHbIA CIINCOK BCEX
dannoB u3 /opt/BitDefender

dann system.txt, KOTOPbIA COAEPXUT OOLLYIO CUCTEMHYIO UHbOPMaLUIO

(Bepcua aucTpubyTrBa U A4pa, AOCTYNHaA onepaTMBHaA NaMATb M cBo6oAHOE
MECTO Ha XXeCTKOM AuCKe)

daiin users. txt, KOTOPbIN COAEPXMUT MHDOPMALMIO O MoNb3oBaTesne

Opyryto cuctemMHyto MHbOpMaLMIO, KacatoLLyCsl NPOAYKTa, TAKYH Kak BHeLLHee
ceTeBOe B3aMMOJeNCTBME NPOLECCOB U UCMOJIb30BaHue npoleccopa

CuCTeMHble XypHarbl

8.3.3. cnonb3oBaHWe UHCTPYMEHTOB NOAAEPIKKU Ha onepaLuoHHbIX
cucrtemax Mac

Mpu oTnpaBke 3anpoca B Trpynny TexHudeckon noagepxku Bitdefender,
Heo6X0AMMO NPELOCTAaBUTL CNEAYHOLLYIO MHhOpMaLUIO:

Moapo6Hoe onvcaHue Npo6eMbl, C KOTOPOW Bbl CTOJIKHYSIUCh.
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CKPVHLWOT (ecnu BO3MOXHO) CO06LLEeHNs 06 OLIMEGKe, KOTOPOe MNosiBseTCS.
YKypHan MHCTpyMeHTa NoAAepXKu.

YTto6bl co6paTb MHbopMauuio o Mac-cuctemMe C MOMOLbLIO MHCTPYMEHTa
NoAepXXKu:

1.

2.
3.
4

Ckavante ZIP-apxuB, coaepXXaliuii UHCTPYMEHT NOAAEPXKKM.
NsBnekuTe dann BDProfiler. Tool 13 apxuBa.
OTKpoOWTE OKHO TepMUHana.

MepenanTe K Nanke, cogepxaluen dann BDProfiler.tool.
Hanpumep:

cd /Users/Bitdefender/Desktop;

[ob6aBbTe paspelleHne Ha BbiNoJiHeHWe danna:

chmod +x BDProfiler.tool;

3anycTtuTte UHCTPYMEHT.
Hanpumep:

/Users/Bitdefender/Desktop/BDProfiler.tool;

Haxmute Y u BBeauTe Mapofib, KOrga MOSIBUTCA 3anpoc BBOAa Maposs
agMuHUCTpaTopa.
MofoxAnTe Napy MUHYT, MOKA UHCTPYMEHT He 3aKOHUUT Co3faHue ypHarna.

MonyuyeHHbin dainn apxusa ( Bitdefenderprofile_ output. Zip ) nossuTca Ha
pabouem cToe.

8.4. KoHTaKTHas uHhopmaums

9ddekTUBHOE B3aMMoaencTBMUe C KJIMEHTAMU SIBSIETCS 3aJI0rOM YCMELHOro
6usHeca. 3a nocnegHue 18 net Bitdefender ypanocb 3aBoeBaTb 6€CCMOPHbIN
aBTOPUTET CpPeaiM CBOUX KITMEHTOB U MapTHEPOB 3a CYET ONepeXXeHns UX OXXnaaHuii
N NMOCTOSIHHOIO YJIyUYLEHUsI OTHOLIEHWUMA C HUMU. Mbl 6yaemM pafbl OTBETUTb Ha
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BCe BalluX BOMPOCHI U pellnTb Ballun I'IpO6J'I€MbI — He CTEeCHSITECH, O6paTMTer K
HaM 3a NOMOLLbHO.

8.4.1. Appeca Be6-canToB

OTpen npogax: enterprisesales@bitdefender.com

LleHTp nogaep>xku:http://www.bitdefender.com/support/business.html
JokymeHTaums: gravityzone-docs@bitdefender.com

MecTHble anctpubbtoTopbl:http://www.bitdefender.com/partners
MapTHepckue nporpaMmbl: partners@bitdefender.com

Otaen no cBasam co CMU: pr@bitdefender.com

BupycHas nabopatopusi: virus_submission@bitdefender.com
Cnam-na6opaTtopus: spam_submission@bitdefender.com

CoobLueHne o HapyLueHusax: abuse@bitdefender.com

Be6-canT: http://www.bitdefender.com

8.4.2. MecTHble AMCTPUOBLIOTOPDI

MecTHble aucTpubbioTopbl Bitdefender roToBbl OTBETUTb Ha BCe BOMPOCHI
KOMMEPYECKOro 1 06LLero xapakrepa, HaxoAslMecs B UX KOMMNeTEHLNUN.

YT06bI HaWTK gucTpubbIoTOpa Bitdefender B Balweit cTpaHe:
1. Mepengute K http://www.bitdefender.com/partners.
2. TMepenanTe K Monck napTHepoB.

3. KoHTakTHaa uHdopMauusi MecTHbIXx AaucTpubbioTopoB Bitdefender 6ypet
oTobpa)keHa aBToMaTHYecKn. ECnn aTo He NpounsoLLio, BbiGepuUTe Ballly CTPaHy,
4YTOObI MPOCMOTPETb UH(OPMALUIO.

4. Ecnu He ypanocb HawWTu AuctpubbioTopa Bitdefender B Balwen cTpaHe,
CBSIXXMTECb C HaMW N0  ajapecy  3/eKTPOHHOW  MNOYThI
enterprisesales@bitdefender.com.

8.4.3. Odmcn! Bitdefender

Odwucbl komnaHum Bitdefender roToBbl 0TBETUTH Ha BCE BONPOCHI KOMMEPYECKOro
1 06LL,Eero XxapakTepa, HaxoAsILLMECH B UX KOMMETeHUMN. HWKe NpuBeaeHbl agpeca
N KOHTaKTHasi UHhopmMauusa obucos.
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CLLA

Bitdefender, LLC

PO Box 667588

Pompano Beach, Fl 33066

United States

TenedoH (Npogaxku & TexHnyeckas nogaepxka): 1-954-776-6262
Mpopaxu: sales@bitdefender.com

CanT: http://www.bitdefender.com

LleHTp nogpepxku: http://www.bitdefender.com/support/business.html

®paHums

Bitdefender

49, Rue de la Vanne

92120 Montrouge

dakc: +33 (0)1 47 35 07 09

TenedoH: +33 (0)1 47357273

E-mail: b2b@bitdefender.fr

Be6-canT: http://www.bitdefender.fr

LeHTp nogaepxxku: http://www.bitdefender.fr/support/business.html

WcnaHus

Bitdefender Espaiia, S.L.U.

Avda. Diagonal, 357,1° 12

08037 Barcelona

Espafia

®dakc: (+34) 93 217 91 28

TenedoH (office & sales): (+34) 93 21896 15

TenedoH (TexHnYeckas noaaepxka): (+34) 93 502 69 10

Mpopaxu: comercial@bitdefender.es

Be6-canT: http://www.bitdefender.es

LLeHTp nogaepkku: http://www.bitdefender.es/support/business.html

['epmaHus

Bitdefender GmbH
Technologiezentrum Schwerte
Lohbachstrasse 12

D-58239 Schwerte
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Deutschland

TenedoH (office & sales): +49 (0) 2304 94 51 60

TenedoH (TexHuyeckas nopaepxka): +49 (0) 2304 99 93 004
Mpopaxu: firmenkunden@bitdefender.de

Be6-canT: http://www.bitdefender.de

LLleHTp nogaepxku: http://www.bitdefender.de/support/business.html

Benuko6putanus n Upnanaus

Genesis Centre Innovation Way

Stoke-on-Trent, Staffordshire

ST6 4BF

UK

TenedoH (Npoaaxu & TexHnyeckas nopaepxka): (+44) 203 695 3415
E-mail: info@bitdefender.co.uk

Mpopaxu: sales@bitdefender.co.uk

Be6-canT: http://www.bitdefender.co.uk

LleHTp nogaepxku: http://www.bitdefender.co.uk/support/business.html

PymbiHus

BITDEFENDER SRL

Orhideea Towers

15A Orhideelor Street

060071 Bucharest, Sector 6

dakc: +40 21 2641799

TenedoH (Npopaxu & TexHuyeckas nogaepxxka): +40 21 2063470
Mpopaxu: sales@bitdefender.ro

Be6-canT: http://www.bitdefender.ro

LleHTp nogpepxxku: http://www.bitdefender.ro/support/business.html

06beaunHeHHble Apabekne IMUpaTtbl

Bitdefender FZ-LLC

Dubai Internet City, Building 17

Office # 160

Dubai, UAE

TenedboH (nNpogakm & TexHuWyeckaa nogaepxka): 00971-4-4588935
00971-4-4589186

®akc: 00971-4-44565047
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Mpopaxu: sales@bitdefender.com
Caur: http://www.bitdefender.com
LleHTp nogaepxku: http://www.bitdefender.com/support/business.html
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A. lMpunoxeHus

A.1. MNoapepxxuBaemMble TUNbl hannos

MexaHu3Mbl CKAHUPOBAHUA Ha HaM4Me BPEeOOHOCHbIX MPOrpaMMm, BKJTHOYEHHbIE
B pelleHus 6e3onacHocTu Bitdefender, MmoryT ckaHupoBaTb Bce Tunbl (ansos,
KOTOpble MOryT copepXaTb yrpo3bl. CAMCOK HMXe BKJOYaeT Haubosee
pacnpocTpaHeHHble TUMbl HannoB, KOTOPble aHaIM3UPYHOTCA.

{*; 386; 3g2; 3gg; 7z; abp; ac; accda; accdb; accdc; accde;
accdr; accdt; accdu; acl; acm; acr; action; ade; adp; ain;
air; app; ar; arc; arj; as; asd; asf; asp; au; avi; awk; ax;
bas; bat; bin; bmp; boo; bz; bz2; bzip2; cab; cal; cgi; chm;
cla; class; cmd; cnv; com; cpio; cpl; cru; crush; csc; csh;
dat; dcx; deb (with gzip, bzip2, xz); dek; dld; dll; dmg (with
HFS); doc; docm; docx; dot; dotm; dotx; drv; drw; ds; dsé4;
dtd; ebm; emf; eml; eps; esh; exe; ezs; fky; frs; fxp; gadget;
gif; grv; gx2; gz; gzip; hap; hlp; hms; hta; htm; html; htt;
iaf; icd; ico; img; inf; ini; inx; ipf; iso; isu; jar; Jfif;
jpe; jpeg; Jjpg; Jjs; Jse; Jjsx; kix; laccdb; lha; 1lzh; 1lnk; maf;
mam; maqg; mar; mat; mcr; mda; mdb; mde; mdt; mdw; mem; mhtml;
mid; mmf; mov; mp3; mpd; mpeg; mpg; mpp; mpt; mpx; msS; msg;
msi; mso; msp; mst; msu; nws; oab; obd; obi; obs; obt; ocx;
odt; oft; ogg; ole; one; onepkg; osci; ost; ovl; pa; paf; pak;
pat; pci; pcx; pdf; pex; pfd; pgm; php; pif; pip; png; pot;
potm; potx; ppa; ppam; pps; ppsm; ppsx; ppt; pptm; pptx; ppz;
prc; prf; prg; psl; psd; psp; pst; pub; puz; pvd; pwc; pwz;
Py:; pyc; pyo; gpx; gt; gxd; ra; ram; rar; rbx; rgb; rgs; rm;
rox; rpj; rpm (with cpio, gzip, bzip2, xz); rtf; scar; scr;
script; sct; sdr; sh3; shb; shs; shw; sit; sldm; sldx; smm;
snp; snt; spr; src; svd; swf; sym; sys; tar; tar.z; tb2; tbz2;
td0; tgz; thmx; tif; tiff; tlb; tms; tsp; tt6; u3p; udf; ufa;
url; vb; vbe; vbs; vbscript; vwp; vxd; wav; wbk; wbt; wcm;
wdm; wiz; wks; wll; wmf; wml; wpc; wpf; wpg; wpk; wpl; ws;

ws2; wsc; wsf; wsh; xar; x1; xla; xlam; xlb; xlc; x11; xlm;
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x1ls; xlsb; xlsm; xlsx; xlt; xltm; xltx; xlw; xml; xgt; xsf;

xsn; xtp; xz; z; zip; zl1l?; zoo
A.2. 06bekTbl Sandbox Analyzer

A.2.1. Mopaepxusaemble Tunbl n Pacwmnpenus Ganos ana OTnpaBku
BpyuHyio

MopaepXXMBarOTCA CNeayoLne pacluMpeHmns, KoTopble MOryT 6biTb NPOBEPEHbI
Bpy4YHyto B Sandbox Analyzer:

Batch, CHM, DLL, EML, Flash SWF, HTML, HTML/script, HTML
(Unicode), JAR (archive), JS, LNK, MHTML (doc), MHTML (ppt),
MHTML (x1ls), Microsoft Excel, Microsoft PowerPoint, Microsoft
Word, MZ/PE files (executable), PDF, PEF (executable), PIF
(executable), RTF, SCR, URL (binary), VBE, VBS, WSF, WSH,
WSH-VBS, XHTML.

Sandbox Analyzer MoxeT 06Hapy>XMBaTb BbILLEYNOMSAHYTbIE TUMbI hannos, ecnu
OHM BKIFOYEHbI B apXUBbI CNeAyOLWNUX TUMOB: 7z, ACE, ALZip, ARJ, BZip2,

cpio, GZip, LHA, Linux TAR, LZMA Compressed Archive, MS
Cabinet, MSI, PKZIP, RAR, Unix Z, ZIP, ZIP (multivolume), ZOO,
X7.

A.2.2. Tunbl ®aitnos Moaaepxusaemoble [peasapuTenbHoOM
®unbtpaumen KonteHTta npum ABTomatudeckon OTnpaBke
MpepBapuTenbHas GUbTpaLUsa KOHTEHTa onpeaennuT KOHKpPeTHbIM Tun danna ¢

NOMOLLbKD KOMOMHALMK, KOTOopasi BK/OYaeT B cebsa coAep)XMmoe o6bekTa U
paclumpeHune. 3To 03HaYaeT, YTO UCMONHAEMBIN dali ¢ pacluMpeHneM . tmp 6yaeT

pacrno3HaH KakK MPWUIOXKEHUE U, eCIM OH OKaXXeTCH MOA03pUTEeNbHbIM, ByaeT
oTnpasneH B Sandbox Analyzer.

o [Mpunoxenua - dannbl dopmata PE32, BkAOYas, HO He OrpaHUYMBasiCb
cnefyrwmmMmm paclliMpeHnamMun: exe, dll, com.

« [lokymeHThbI - painbl popmaTa [OKYMEHTa, BKIIKOYas, HO He OrpaHUYnBasChb
cneayrownmMm paclumpeHnamm: x1sx, xls, ppt, doc, docx, dot, chm,
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x1lm, docm, dotm, potm, potx, ppam, ppax, PpPS, pPpsm, pptx,
sldm, sldx, xlam, xlm, xltm, rtf, pdf.

o CueHapuu: ps, wsf, ws, php, py, Js, vb, vbs, pyc, pyo, wsc,
wsh, pscl, Jjse, vbe.

« ApxuBbl: zip, jar, 7z, bz, bz2, tgz , msi, rar, rev, z, arj,
iso, lha, 1lhz, uu, uue, xxe, lzma, ace, r00.

. Mouty (coxpaHeHHyto B (haitnoBor cucteme).eml, tnef.

A.2.3. UckntoueHus Mo YMmonyaHuio B ABToMaTuyeckon OTnpaBke

asc, avi, bmp, gif, Jjpeg, Jpg, mkv, mp4, pgp, png, txt.

A.3. flppa, nogaepxuBaemble JaTYNKOM UHLULEHTOB

JaTuvK MHUUEHTOB NOAAEPXUBAET ClneayoLmne aapa:

Amazon Linux AMI

Amazon 4.14.101-75.76.amznl.x86 64 x86 64
Amazon 4.14.101-91.76.amzn2.x86 64 x86 64
Amazon 4.14.104-78.84.amznl.x86 64 x86 64

Amazon 4.14.104-95.84.amzn2.x86 64 x86 64
Amazon 4.14.106-79.86.amznl.x86 64 x86 64
Amazon 4.14.106-97.85.amzn2.x86 64 x86 64
Amazon 4.14.109-80.92.amznl.x86 64 x86 64
Amazon 4.14.109-99.92.amzn2.x86 64 x86 64
Amazon 4.14.114-103.97.amzn2.x86 64 x86 64
Amazon 4.14.114-105.126.amzn2.x86 64 x86 64
Amazon 4.14.114-82.97.amznl.x86 64 x86 64
Amazon 4.14.114-83.126.amznl.x86 64 x86 64
Amazon 4.14.121-109.96.amzn2.x86 64 x86 64
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121-85.96.amznl.x86_64 x86_ 64
.123-111.109.amzn2.x86_64 x86_64

123-86.109.amznl.x86 64 x86_64
128-112.105.amzn2.x86_ 64 x86_64

.128-87.105.amzn1.x86_64 x86_ 64
.14.

133-113.105.amzn2.x86_64_x86_64
133-113.112.amzn2.x86_64 x86_64

.133-88.105.amzn1.x86_64 x86_64
.14.

133-88.112.amznl.x86 64 x86_ 64
138-114.102.amzn2.x86 64 x86_64

.138-89.102.amzn1.x86_64 x86_ 64
.14.

143-118.123.amzn2.x86_64 x86_64
143-91.122.amznl.x86_ 64 x86_64

.146-119.123.amzn2.x86_64 x86_64
.14.

146-120.181.amzn2.x86 64 x86_64
146-93.123.amznl.x86 64 x86_64

.152-124.171.amzn2.x86_64 x86_64
.14.

152-127.182.amzn2.x86_ 64 x86_64
152-98.182.amznl.x86 64 x86_64

.154-128.181.amzn2.x86_64 x86_64
.14.

154-99.181.amznl.x86_ 64 x86 64
158-101.185.amznl.x86 64 x86 64

.158-129.185.amzn2.x86_64 x86 64

165-102.185.amznl.x86 64 x86 64
165-103.209.amznl.x86 64 x86 64

.165-131.185.amzn2.x86_64 x86 64
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.14.
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.14.
.14.
.14.
.14.
.14.
.14.
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165-133.

171-105.
171-136.
173-106.
173-137.
173-137.
177-107.
177-139.
177-139.
181-108.
181-140.
181-142.
186-110.
186-146.

209.

231
231

229.

228

229.

254
253
254
257
257
260
268
268

amzn?2

.amznl

.amzn?2

amznl

.amzn?2

amzn?2

.amznl
.amzn?2
.amzn?2
.amznl
.amzn?2
.amzn?2
.amznl

.amzn?2

.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86_64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64

26-46.
26-54.
33-51.
33-51.
33-59.
33-59.
42-52.
42-61.
47-56.
47-63.
47-64.
51-60.

32
32
34
37
34
37
37
37
37
37
38
38

.amznl
.amzn?2
.amznl
.amznl
.amzn?2
.amzn?2
.amznl
.amzn2
.amznl
.amzn2
.amzn2

.amznl

.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
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Amazon 4.14.51-66.38.amzn2.x86_ 64 x86 64
Amazon 4.14.55-62.37.amznl.x86 64 x86 64
Amazon 4.14.55-68.37.amzn2.x86_ 64 x86 64
Amazon 4.14.59-64.43.amznl.x86 64 x86 64
Amazon 4.14.59-68.43.amzn2.x86_ 64 x86 64
Amazon 4.14.62-65.117.amznl.x86 64 x86 64
Amazon 4.14.62-70.117.amzn2.x86 64 x86 64
Amazon 4.14.67-66.56.amznl.x86 64 x86 64
Amazon 4.14.67-71.56.amzn2.x86_ 64 x86 64
Amazon 4.14.70-67.55.amznl.x86 64 x86 64
Amazon 4.14.70-72.55.amzn2.x86_ 64 x86 64
Amazon 4.14.72-68.55.amznl.x86 64 x86 64
Amazon 4.14.72-73.55.amzn2.x86_ 64 x86 64
Amazon 4.14.77-69.57.amznl.x86 64 x86 64
Amazon 4.14.77-70.59.amznl.x86 64 x86 64
Amazon 4.14.77-70.82.amznl.x86 64 x86 64
Amazon 4.14.77-80.57.amzn2.x86_ 64 x86 64
Amazon 4.14.77-81.59.amzn2.x86_ 64 x86 64
Amazon 4.14.77-86.82.amzn2.x86 64 x86 64
Amazon 4.14.88-72.73.amznl.x86 64 x86 64
Amazon 4.14.88-72.76.amznl.x86 64 x86 64
Amazon 4.14.88-88.73.amzn2.x86 64 x86 64
Amazon 4.14.88-88.76.amzn2.x86 64 x86 64
Amazon 4.14.94-73.73.amznl.x86 64 x86 64
Amazon 4.14.94-89.73.amzn2.x86 64 x86 64
Amazon 4.14.97-74.72.amznl.x86 64 x86 64
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Amazon 4.14.97-90.72.amzn2.x86_ 64 x86 64

Amazon 4.9.62-10.57.amzn2.x86 64 x86 64

Amazon 4.9.70-2.243.amzn2.x86 64 x86 64

Amazon 4.9.75-1.56.amzn2.x86_ 64 x86 64

Amazon 4.9.76-38.79.amzn2.x86 64 x86 64

Amazon 4.9.77-41.59.amzn2.x86 64 x86 64

Amazon 4.9.81-44.57.amzn2.x86 64 x86 64

Amazon 4.9.85-46.56.amzn2.x86 64 x86 64

Amazon 4.9.85-47.59.amzn2.x86 64 x86 64

Cent0S

Centos 2.6.32-431.1.2.el6.centos.plus.i1686_ 1686
Centos 2.6.32-431.1.2.el6.centos.plus.x86_ 64 x86 64
Centos 2.6.32-431.11.2.el6.centos.plus.i686 1686
Centos 2.6.32-431.11.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-431.11.2.e16.1686 1686

Centos 2.6.32-431.11.2.e16.x86_ 64 x86 64

Centos 2.6.32-431.17.1.el6.centos.plus.i686 1686
Centos 2.6.32-431.17.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-431.17.1.e16.1686 1686

Centos 2.6.32-431.17.1.e16.x86 64 x86 64

Centos 2.6.32-431.20.3.el6.centos.plus.i686_ 1686
Centos 2.6.32-431.20.3.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-431.20.3.e16.1686 1686

Centos 2.6.32-431.20.3.e16.x86 64 x86 64

Centos 2.6.32-431.20.5.el6.centos.plus.i686_ 1686
Centos 2.6.32-431.20.5.el6.centos.plus.x86 64 x86 64
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.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686_ 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686_ 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64

.el6.centos.plus.i686 1686

.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64

.el6.centos.plus.i686 1686

.el6.centos.plus.x86 64 x86 64
.e16.1686 1686
.el6.x86 64 x86 64

.centos.plus.1686_ 1686

centos.plus.x86 64 x86 64
i686 1686
x86 64 x86 64

.el6.centos.plus.i686 1686

.el6.centos.plus.x86 64 x86 64

.e16.1686_ 1686

.e16.x86_64 x86 64
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Centos .32-504.12.2.el6.centos.plus.i686_1686
Centos .32-504.12.2.el6.centos.plus.x86 64 x86 64
Centos .32-504.12.2.e16.1686 1686

Centos .32-504.12.2.e16.x86_64 x86_ 64

Centos .32-504.16.2.el6.centos.plus.i686_ 1686
Centos .32-504.16.2.el6.centos.plus.x86 64 x86 64
Centos .32-504.16.2.e16.1686 1686

Centos .32-504.16.2.e16.x86_64 x86_64

Centos .32-504.23.4.el6.centos.plus.i686_ 1686
Centos .32-504.23.4.el6.centos.plus.x86 64 x86 64
Centos .32-504.23.4.e16.1686 1686

Centos .32-504.23.4.216.x86_64 x86_64

Centos .32-504.3.3.el6.centos.plus.1686_ 1686
.32-504.3.3.el6.centos.plus.x86_ 64 x86 64

.32-504.3.3.e16.1686_1686

Centos
Centos

Centos .32-504.3.3.el16.x86_64 x86 64

Centos .32-504.30 el6.centos.plus.i686_ 1686

.3.

Centos .32-504.30.3.el6.centos.plus.x86 64 x86 64
.3.
.3.

Centos .32-504.30 el6.1686_ 1686

Centos .32-504.30 el6.x86 64 x86 64

Centos .32-504.8.1.el6.centos.plus.1686_ 1686
Centos .32-504.8.1.el6.centos.plus.x86 64 x86 64
Centos .32-504.8.1.e16.1686 1686
Centos .32-504.8.1.e16.x86 64 x86 64

Centos .32-504.el6.centos.plus.1686_ 1686

D DD DN DD DD DNDDNDNDDNDNDDNDNDNDDNDNDNDDNDNDDND DN
A O OO O O O O O O O O O O O O O O O O O o0 O O o o o

Centos .32-504.el6.centos.plus.x86 64 x86 64
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.32-573.
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.elo.
.elo6.

1.1.

1.1.

1.1.

1.1.
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i686 1686

x86 64 x86 64
el6.centos.plus.i686_ 1686
el6.centos.plus.x86 64 x86 64
el6.1686 1686
el6.x86 64 x86 64

12.1.el6.centos.plus.i686_ 1686

12.
12.
12.
18.
18.
18.
18.
22.
22.
22.
22.
26.
26.
26.
26.

1

e e e T e T S S

.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686 1686
.el6.centos.plus.x86 64 x86 64
.e16.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64

.3.1.el6.centos.plus.i686 1686

.l.el6.centos.plus.x86 64 x86 64

3
3.1.e16.1686_ 1686
3

.1.e16.x86_64 x86 64
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Centos .32-642.11.1.el6.centos.plus.i686_ 1686

Centos 2.6.32-573.7.1.el6.centos.plus.i1686 1686
Centos 2.6.32-573.7.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-573.7.1.el16.1686 1686
Centos 2.6.32-573.7.1.e16.x86 64 x86 64
Centos 2.6.32-573.8.1.el6.centos.plus.i1686 1686
Centos 2.6.32-573.8.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-573.8.1.e16.1686 1686
Centos 2.6.32-573.8.1.e16.x86 64 x86 64
Centos 2.6.32-573.el6.centos.plus.i1686 1686
Centos 2.6.32-573.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-573.el16.1686 1686
Centos 2.6.32-573.e16.x86 64 x86 64
Centos 2.6.32-642.1.1.el6.centos.plus.i1686 1686
Centos 2.6.32-642.1.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.1.1.e16.1686 1686
Centos 2.6.32-642.1.1.e16.x86 64 x86 64

2.6
Centos 2.6.32-642.11.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.11.1.e16.1686 1686
Centos 2.6.32-642.11.1.e16.x86 64 x86 64
Centos 2.6.32-642.13.1.el6.centos.plus.i686 1686
Centos 2.6.32-642.13.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.13.1.e16.1686 1686
Centos 2.6.32-642.13.1.e16.x86 64 x86 64
Centos 2.6.32-642.13.2.el6.centos.plus.i686 1686
Centos 2.6.32-642.13.2.el6.centos.plus.x86 64 x86 64
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Centos 2.6.32-642.13.2.e16.1686 1686

Centos 2.6.32-642.13.2.e16.x86 64 x86 64

Centos 2.6.32-642.15.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-642.15.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.15.1.e16.1686 1686

Centos 2.6.32-642.15.1.e16.x86 64 x86 64

Centos 2.6.32-642.3.1.el6.centos.plus.1686 1686
Centos 2.6.32-642.3.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.3.1.e16.1686 1686

Centos 2.6.32-642.3.1.e16.x86 64 x86 64

Centos 2.6.32-642.4.2.el6.centos.plus.1686 1686
Centos 2.6.32-642.4.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.4.2.e16.1686 1686

Centos 2.6.32-642.4.2.e16.x86 64 x86 64

Centos 2.6.32-642.6.1.el6.centos.plus.1686 1686
Centos 2.6.32-642.6.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.6.1.e16.1686 1686

Centos 2.6.32-642.6.1.e16.x86 64 x86 64

Centos 2.6.32-642.6.2.el6.centos.plus.1686 1686
Centos 2.6.32-642.6.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.6.2.e16.1686 1686

Centos 2.6.32-642.6.2.e16.x86 64 x86 64

Centos 2.6.32-642.el6.centos.plus.i1686 1686

Centos 2.6.32-642.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.e16.1686 1686

Centos 2.6.32-642.e16.x86 64 x86 64
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unfollow the traditional

Centos 2.6.32-696.1.1.el6.centos.plus.i1686_ 1686
Centos 2.6.32-696.1.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.1.1.e16.1686 1686

Centos 2.6.32-696.1.1.e16.x86 64 x86 64

Centos 2.6.32-696.10.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-696.10.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.10.1.e16.1686 1686

Centos 2.6.32-696.10.1.e16.x86 64 x86 64

Centos 2.6.32-696.10.2.el6.centos.plus.i686 1686
Centos 2.6.32-696.10.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.10.2.e16.1686 1686

Centos 2.6.32-696.10.2.e16.x86 64 x86 64

Centos 2.6.32-696.10.3.el6.centos.plus.i686 1686
Centos 2.6.32-696.10.3.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.10.3.e16.1686 1686

Centos 2.6.32-696.10.3.e16.x86 64 x86 64

Centos 2.6.32-696.13.2.el6.centos.plus.i686 1686
Centos 2.6.32-696.13.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.13.2.e16.1686 1686

Centos 2.6.32-696.13.2.e16.x86_64 x86 64

Centos 2.6.32-696.16.1.el6.centos.plus.i686 1686
Centos 2.6.32-696.16.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.16.1.e16.1686 1686

Centos 2.6.32-696.16.1.e16.x86 64 x86 64

Centos 2.6.32-696.18.7.el6.centos.plus.i686 1686
Centos 2.6.32-696.18.7.el6.centos.plus.x86 64 x86 64
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unfollow the traditional

Centos 2.6.32-696.18.7.e16.1686 1686

Centos 2.6.32-696.18.7.e16.x86 64 x86 64

Centos 2.6.32-696.20.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-696.20.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.20.1.e16.1686 1686

Centos 2.6.32-696.20.1.e16.x86 64 x86 64

Centos 2.6.32-696.23.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-696.23.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.23.1.e16.1686 1686

Centos 2.6.32-696.23.1.e16.x86 64 x86 64

Centos 2.6.32-696.28.1.el6.centos.plus.i686 1686
Centos 2.6.32-696.28.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.28.1.e16.1686 1686

Centos 2.6.32-696.28.1.e16.x86 64 x86 64

Centos 2.6.32-696.3.1.el6.centos.plus.1686 1686
Centos 2.6.32-696.3.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.3.1.e16.1686 1686

Centos 2.6.32-696.3.1.e16.x86 64 x86 64

Centos 2.6.32-696.3.2.el6.centos.plus.1686 1686
Centos 2.6.32-696.3.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.3.2.e16.1686 1686

Centos 2.6.32-696.3.2.e16.x86 64 x86 64

Centos 2.6.32-696.30.1.el6.centos.plus.i686 1686
Centos 2.6.32-696.30.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.30.1.e16.1686 1686

Centos 2.6.32-696.30.1.e16.x86 64 x86 64
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Centos
Centos
Centos
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Centos
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.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.

6.3

6.3

6.3

6.3

elé6.

elé6.
el6.i686
elé6.
10.1.el6.
10.1.el6.
10.1.el6.
10.1.el6.
11.1.el6.
11.1.el6.
11.1.el6.
11.1.el6.
12.1.el6.
12.1.el6.
12.1.el6.
12.1.el6.
14.2.el6.
14.2.el6.
14.2.el6.
14.2.el6.
15.3.el6.
15.3.el6.

Bitdefederrawt\/o?e‘ |

.el6.centos.plus.i686_ 1686

.el6.centos.plus.x86 64 x86 64

.e16.1686_1686
.e16.x86_64 x86_64

centos.plus.1686 1686

centos.plus.x86 64 x86 64

i686

x86_ 64 x86_ 64

centos.plus.1686 1686

unfollow the traditional

centos.plus.x86 64 x86 64

1686 1686
x86_ 64 x86_64

centos.plus.1686 1686

centos.plus.x86 64 x86 64

1686 1686
x86_64 x86_ 64

centos.plus.i1686 1686

centos.plus.x86 64 x86 64

i686_1686
x86 64 x86_ 64

centos.plus.i1686 1686

centos.plus.x86 64 x86 64

1686 1686
x86_64 x86 64

centos.plus.i1686 1686

centos.plus.x86 64 x86 64
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Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
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Centos
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.32-754.

.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.

15.
15.
17.
17.
17.
17.
18.
18.
18.
18.

23.
23.
23.
24,
24,
24,
24,

NS N R O S s T N = B UV B V)

NN N R R R Rl

.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.

.elé6.
.elé6.
.elé6.
.elé6.
.el6.
.el6.
.el6.
.el6.
.el6.
.el6.
.el6.

unfollow the traditional

i686 1686

x86 64 x86 64
centos.plus.1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
centos.plus.1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64

.l.el6.centos.plus.i686 1686
.l.el6.centos.plus.x86 64 x86 64
.1.e16.1686 1686
.1.e16.x86 64 x86 64

22.
22.
22.
22.
23.

l.el6.centos.plus.i1686 1686

centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
centos.plus.1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
centos.plus.i1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
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unfollow the traditional

Centos 2.6.32-754.24.3.e16.1686 1686

Centos 2.6.32-754.24.3.e16.x86 64 x86 64

Centos 2.6.32-754.25.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-754.25.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.25.1.e16.1686 1686

Centos 2.6.32-754.25.1.e16.x86 64 x86 64

Centos 2.6.32-754.27.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-754.27.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.27.1.e16.1686 1686

Centos 2.6.32-754.27.1.e16.x86 64 x86 64

Centos 2.6.32-754.28.1.el6.centos.plus.i686 1686
Centos 2.6.32-754.28.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.28.1.e16.1686 1686

Centos 2.6.32-754.29.1.el6.centos.plus.i686 1686
Centos 2.6.32-754.29.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.29.1.e16.1686 1686

Centos 2.6.32-754.29.1.e16.x86 64 x86 64

Centos 2.6.32-754.29.2.el6.centos.plus.i686 1686
Centos 2.6.32-754.29.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.29.2.e16.1686_1686

Centos 2.6.32-754.29.2.e16.x86 64 x86 64

Centos 2.6.32-754.3.5.el6.centos.plus.1686 1686
Centos 2.6.32-754.3.5.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.3.5.e16.1686 1686

Centos 2.6.32-754.3.5.e16.x86 64 x86 64

Centos 2.6.32-754.30.2.el6.centos.plus.i686 1686
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unfollow the traditional

Centos 2.6.32-754.30.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.30.2.e16.1686 1686

Centos 2.6.32-754.30.2.e16.x86 64 x86 64

Centos 2.6.32-754.31.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-754.31.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.31.1.e16.1686 1686

Centos 2.6.32-754.31.1.e16.x86 64 x86 64

Centos 2.6.32-754.6.3.el6.centos.plus.1686 1686
Centos 2.6.32-754.6.3.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.6.3.e16.1686 1686

Centos 2.6.32-754.6.3.e16.x86 64 x86 64

Centos 2.6.32-754.9.1.el6.centos.plus.1686 1686
Centos 2.6.32-754.9.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.9.1.e16.1686 1686

Centos 2.6.32-754.9.1.e16.x86 64 x86 64

Centos 2.6.32-754.el6.centos.plus.i1686 1686

Centos 2.6.32-754.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.e16.1686 1686

Centos 2.6.32-754.e16.x86 64 x86 64

Centos 3.10.0-1062.1.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.1.1.e17.x86 64 x86 64

Centos 3.10.0-1062.1.2.el7.centos.plus.i686 1686
Centos 3.10.0-1062.1.2.e17.x86 64 x86 64

Centos 3.10.0-1062.12.1.el7.centos.plus.i1686 1686
Centos 3.10.0-1062.12.1.e17.x86 64 x86 64

Centos 3.10.0-1062.18.1.el7.centos.plus.i1686 1686
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unfollow the traditional

Centos 3.10.0-1062.18.1.e17.x86 64 x86 64

Centos 3.10.0-1062.4.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.4.1.e17.x86 64 x86 64

Centos 3.10.0-1062.4.2.el7.centos.plus.i686_ 1686
Centos 3.10.0-1062.4.2.e17.x86 64 x86 64

Centos 3.10.0-1062.4.3.el7.centos.plus.i686_ 1686
Centos 3.10.0-1062.4.3.e17.x86 64 x86 64

Centos 3.10.0-1062.7.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.7.1.e17.x86 64 x86 64

Centos 3.10.0-1062.9.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.9.1.e17.x86 64 x86 64

Centos 3.10.0-1062.el7.centos.plus.1686_ 1686

Centos 3.10.0-1062.el17.x86_ 64 x86 64

.10.0-1127.10.1.e17.x86 64 x86 64
.10.0-1127.13.1.e17.x86 64 x86 64
.10.0-1127.18.2.e17.x86 64 x86 64

.10.0-1127.8.2.e17.x86_64 x86_64

Centos
Centos
Centos
Centos
Centos 3.10.0-1127.el7.centos.plus.1686_ 1686
.10.0-1127.el17.x86_ 64 x86 64

.10.0-123.1.2.e17.x86_64_x86_64

Centos
Centos
Centos 3.10.0-123.13.1.el17.x86 64 x86 64
Centos 3.10.0-123.13.2.el17.x86_ 64 x86 64
Centos 3.10.0-123.20.1.el17.x86 64 x86 64
Centos 3.10.0-123.4.2.el17.x86 64 x86 64

Centos 3.10.0-123.4.4.e17.x86_64 x86 64

W W W W W W W ww W ww W W W wwWw W WwwWw W W W W W W

Centos 3.10.0-123.6.3.el7.x86 64 x86 64

MpunoxeHus 111



Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
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Centos
Centos
Centos
Centos
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Centos
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Centos
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.10.

.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.

0-123.
0-123.
0-123.

0-123

0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-327.
0-327.
0-327.
0-327.
0-327.
0-327.
0-327.
0-327.

8.
9.
9.

1
2
3

unfollow the traditional

.e17.x86_64_ x86_64
.e17.x86_64 x86_64
.e17.x86_64 x86_64

.el7.

1.2.

1.2.

x86_ 64 x86_ 64
el17.1686_1686
e17.x86_64 x86 64

11.1.e17.1686_1686
11.

14.

14.
20.
20.

1

e e

.e17.x86_64_x86_64
.e17.1686_1686
.e17.x86_64_x86_64
.e17.1686_1686
.e17.x86_64_x86_64

4.2.e17.1686_1686
.e17.x86_64_x86_64
.e17.1686_1686

.e17.x86_64 x86_64

4
7.
7

.2

2

.2

el”.

el7.

1686 1686
x86_ 64 x86_ 64

10.1.e17.1686_1686
10.

13.
13.
18.

18

22.
22.

1
1
2
.2
2
2

1

.e17.x86_64 x86 64
.e17.1686_1686
.e17.x86_64_x86 64
.e17.1686_1686
.e17.x86_64 x86 64
.e17.1686_1686
.e17.x86_64 x86 64
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unfollow the traditional

Centos 3.10.0-327.28.2.e17.1686_1686

Centos 3.10.0-327.28.2.e17.x86 64 x86 64
Centos 3.10.0-327.28.3.e17.1686 1686
Centos 3.10.0-327.28.3.el17.x86 64 x86 64
Centos 3.10.0-327.3.1.el17.1686 1686
Centos 3.10.0-327.3.1.e17.x86 64 x86 64
Centos 3.10.0-327.36.1.e17.1686 1686
Centos 3.10.0-327.36.1.e17.x86 64 x86 64
Centos 3.10.0-327.36.2.e17.1686 1686

Centos 3.10.0-327.36.2.e17.x86_64_x86_64
.10.0-327.36.3.e17.1686_1686
.10.0-327.36.3.e17.x86_64_x86_64

.10.0-327.4.4.e17.1686_1686

Centos
Centos
Centos

Centos 3.10.0-327.4.4.e17.x86 64 x86 64

4
Centos 3.10.0-327.4.5.e17.1686_1686
4

Centos 3.10.0-327.4.5.e17.x86 64 x86 64

Centos 3.10.0-327.e17.1i686_1686
Centos 3.10.0-327.e17.x86 64 x86 64
Centos 3.10.0-514.10.2.el7.centos.plus.i686 1686
Centos 3.10.0-514.10.2.e17.x86_ 64 x86 64
Centos 3.10.0-514.16.1.el7.centos.plus.i686 1686
Centos 3.10.0-514.16.1.e17.x86 64 x86 64
Centos 3.10.0-514.2.2.el7.centos.plus.i1686 1686
Centos 3.10.0-514.2.2.e17.x86 64 x86 64

Centos 3.10.0-514.21.1.el7.centos.plus.i686 1686

W W W W W W W ww W ww W W W wwWw W WwwWw W W W W W W

Centos 3.10.0-514.21.1.el17.x86 64 x86 64
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unfollow the traditional

Centos 3.10.0-514.21.2.el7.centos.plus.i686 1686
Centos 3.10.0-514.21.2.e17.x86_ 64 x86_ 64

Centos 3.10.0-514.26.1.el7.centos.plus.i686 1686
Centos 3.10.0-514.26.1.e17.x86 64 x86 64

Centos 3.10.0-514.26.2.el7.centos.plus.i686 1686
Centos 3.10.0-514.26.2.e17.x86_ 64 x86 64

Centos 3.10.0-514.6.1.el7.centos.plus.i1686 1686
Centos 3.10.0-514.6.1.e17.x86 64 x86 64

Centos 3.10.0-514.6.2.el7.centos.plus.i1686 1686
Centos 3.10.0-514.6.2.e17.x86 64 x86 64

Centos 3.10.0-514.el7.centos.plus.i1686 1686
Centos 3.10.0-514.e17.x86 64 x86 64

Centos 3.10.0-693.1.1.e17.x86 64 x86 64

Centos 3.10.0-693.11.1.el7.centos.plus.i686 1686
Centos 3.10.0-693.11.1.e17.x86 64 x86 64

Centos 3.10.0-693.11.6.e17.x86 64 x86 64

Centos 3.10.0-693.17.1.el7.centos.plus.i686 1686
Centos 3.10.0-693.17.1.e17.x86 64 x86 64

Centos 3.10.0-693.2.1.e17.x86 64 x86 64

Centos 3.10.0-693.2.2.el7.centos.plus.i1686 1686
Centos 3.10.0-693.2.2.e17.x86 64 x86 64

Centos 3.10.0-693.21.1.el7.centos.plus.i686 1686
Centos 3.10.0-693.21.1.e17.x86 64 x86 64

Centos 3.10.0-693.5.2.el7.centos.plus.1686 1686
Centos 3.10.0-693.5.2.e17.x86 64 x86 64

Centos 3.10.0-693.e17.x86 64 x86 64
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unfollow the traditional

Centos 3.10.0-862.11.6.el7.centos.plus.i686 1686
Centos 3.10.0-862.11.6.e17.x86 64 x86 64

Centos 3.10.0-862.14.4.el7.centos.plus.i686_ 1686
Centos 3.10.0-862.14.4.e17.x86 64 x86 64

Centos 3.10.0-862.2.3.el7.centos.plus.i1686 1686
Centos 3.10.0-862.2.3.e17.x86 64 x86 64

Centos 3.10.0-862.3.2.el7.centos.plus.i1686 1686
Centos 3.10.0-862.3.2.e17.x86 64 x86 64

Centos 3.10.0-862.3.3.el7.centos.plus.i1686 1686
Centos 3.10.0-862.3.3.e17.x86 64 x86 64

Centos 3.10.0-862.6.3.el7.centos.plus.1686 1686
Centos 3.10.0-862.6.3.e17.x86 64 x86 64

Centos 3.10.0-862.9.1.el7.centos.plus.i1686 1686
Centos 3.10.0-862.9.1.e17.x86 64 x86 64

Centos 3.10.0-862.el7.centos.plus.i1686 1686
Centos 3.10.0-862.e17.x86 64 x86 64

Centos 3.10.0-957.1.3.el7.centos.plus.1686 1686
Centos 3.10.0-957.1.3.e17.x86 64 x86 64

Centos 3.10.0-957.10.1.el7.centos.plus.i686 1686
Centos 3.10.0-957.10.1.e17.x86 64 x86 64

Centos 3.10.0-957.12.1.el7.centos.plus.i686 1686
Centos 3.10.0-957.12.1.e17.x86 64 x86 64

Centos 3.10.0-957.12.2.el7.centos.plus.i686 1686
Centos 3.10.0-957.12.2.e17.x86 64 x86 64

Centos 3.10.0-957.21.2.el7.centos.plus.i686 1686
Centos 3.10.0-957.21.2.e17.x86 64 x86 64
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Centos 3.10.0-957.21.3.el7.centos.plus.i686 1686
Centos 3.10.0-957.21.3.el17.x86_ 64 x86 64
Centos 3.10.0-957.27.2.el17.x86_ 64 x86 64
Centos 3.10.0-957.5.1.el7.centos.plus.i1686 1686
Centos 3.10.0-957.5.1.e17.x86 64 x86 64
Centos 3.10.0-957.el7.centos.plus.i1686 1686
Centos 3.10.0-957.e17.x86 64 x86 64

Centos 3.18.12-11.e16.x86 64 x86 64

Centos 3.18.17-13.e16.x86 64 x86 64

Centos 3.18.21-16.e16.x86 64 x86 64

Centos 4.18.0-147.0.3.e18 1.x86 64 x86 64
Centos 4.18.0-147.5.1.e18 1.x86 64 x86 64
Centos 4.18.0-147.8.1.e18 1.x86 64 x86 64
Centos 4.18.0-147.e18.x86 64 x86 64

Centos 4.18.0-193.1.2.el8 2.x86 64 x86 64
Centos 4.18.0-193.14.2.el18 2.x86 64 x86 64
Centos 4.18.0-193.6.3.el8 2.x86 64 x86 64
Centos 4.18.0-193.e18.x86 64 x86 64

Centos 4.18.0-211.e18.x86 64 x86 64

Centos 4.18.0-227.e18.x86 64 x86 64

Centos 4.18.0-80.1.2.e18 0.x86 64 x86 64
Centos 4.18.0-80.11.1.el18 0.x86 64 x86 64
Centos 4.18.0-80.11.2.el18 0.x86 64 x86 64
Centos 4.18.0-80.4.2.e18 0.x86 64 x86 64
Centos 4.18.0-80.7.1.e18 0.x86 64 x86 64
Centos 4.18.0-80.7.2.e18 0.x86 64 x86 64
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Centos 4.18.0-80.e18.x86_64 x86 64

Debian

Debian 3.16.0-10-686-pae 1686
Debian 3.16.0-10-amd64 x86 64
Debian 3.16.0-11-686-pae 1686
Debian 3.16.0-11-amd64 x86 64
Debian 3.16.0-6-686-pae_ 1686

Debian 3.16.0-6-amd64 x86 64
Debian 4.9.0-11-amd64 x86 64
Debian 4.9.0-12-amd64 x86 64
Debian 4.9.0-13-amd64 x86 64

Oracle Linux
Oracle 2.6.39-400.321.1.el6ueck.x86 64 x86 64
Oracle 2.6.39-400.322.1.el6uek.x86 64 x86 64

Oracle 2.6.39-400.323.1.el6uek.x86 64 x86 64
Oracle 2.6.39-400.324.1.el6ueck.x86 64 x86 64
Oracle 3.8.13-118.44.1.el6uck.x86 64 x86 64
Oracle 3.8.13-118.44.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.45.1.el6ueck.x86 64 x86 64
Oracle 3.8.13-118.45.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.46.1.el6ueck.x86 64 x86 64
Oracle 3.8.13-118.46.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.47.1.el6buek.x86 64 x86 64
Oracle 3.8.13-118.47.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.48.1.el6bueck.x86 64 x86 64
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Oracle 3.8.13-118.48.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.10.1.el6uek.x86 64 x86 64
Oracle 4.1.12-103.10.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.3.8.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.3.8.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.3.8.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.3.8.el7uek.x86 64 x86 64
Oracle 4.1.12-103.6.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.6.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.7.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.7.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.7.3.el6uek.x86 64 x86 64
Oracle 4.1.12-103.7.3.el7uek.x86 64 x86 64
Oracle 4.1.12-103.7.4.el6uek.x86 64 x86 64
Oracle 4.1.12-103.7.4.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.2.el6uek.x86 64 x86 64
Oracle 4.1.12-103.9.2.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.4.el6uek.x86 64 x86 64
Oracle 4.1.12-103.9.4.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.6.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.9.6.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.7.el6buek.x86 64 x86 64
Oracle 4.1.12-103.9.7.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.1.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.1.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.10.elbuek.x86 64 x86 64
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Oracle 4.1.12-112.14.10.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.11.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.11.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.13.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.13.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.14.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.14.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.15.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.15.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.2.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-112.14.5.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.5.el7uek.x86 64 x86 64
Oracle 4.1.12-112.16.4.el6uek.x86 64 x86 64
Oracle 4.1.12-112.16.4.el7uek.x86 64 x86 64
Oracle 4.1.12-112.16.7.el6uek.x86 64 x86 64
Oracle 4.1.12-112.16.7.el7uek.x86 64 x86 64
Oracle 4.1.12-112.17.3.el6uek.x86 64 x86 64
Oracle 4.1.12-112.17.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.14.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.14.2.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.14.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.5.el6uek.x86 64 x86 64
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Oracle 4.1.12-124.22.4.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.23.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.23.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.23.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.23.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.23.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.23.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.24.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.24.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.24.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.24.3.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.24.5.el6uek.x86 64 x86 64
Oracle 4.1.12-124.24.5.el7uek.x86 64 x86 64
Oracle 4.1.12-124.25.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.25.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.10.el6ueck.x86 64 x86 64
Oracle 4.1.12-124.26.10.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.12.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.12.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.5.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.5.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.7.el6uek.x86 64 x86 64
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Oracle 4.1.12-124.26.7.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.27.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.27.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.27.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.27.2.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.5.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.5.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.6.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.6.el7uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.29.4.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.29.4.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.30.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.30.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.31.1.1.el6buek.x86 64 x86 64
Oracle 4.1.12-124.31.1.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.31.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.31.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.32.1.el6uek.x86 64 x86 64
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Oracle 4.1.12-124.32.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.32.3.2.el6uek.x86_ 64 x86 64
Oracle 4.1.12-124.32.3.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.32.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.32.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.33.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.33.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.34.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.34.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.35.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.35.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.35.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.35.2.el7uek.x86 64 x86 64
Oracle 4.1.12-124.35.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.35.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.37.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.37.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.38.1.el6uek.x86 64 x86 64
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Oracle 4.1.12-37.2.1.el6uek.x86_ 64 x86 64
Oracle 4.1.12-37.2.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.2.2.el6uek.x86_ 64 x86 64
Oracle 4.1.12-37.2.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.3.1.el6buek.x86_ 64 x86 64
Oracle 4.1.12-37.3.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.4.1.el6uek.x86_ 64 x86 64
Oracle 4.1.12-37.4.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.5.1.el6uek.x86 64 x86 64
Oracle 4.1.12-37.5.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.6.1.el6uek.x86 64 x86 64
Oracle 4.1.12-37.6.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.6.2.el6uek.x86 64 x86 64
Oracle 4.1.12-37.6.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.6.3.el6uek.x86 64 x86 64
Oracle 4.1.12-37.6.3.el7uek.x86_ 64 x86 64
Oracle 4.1.12-61.1.10.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.10.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.13.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.13.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.14.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.14.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.16.el6buek.x86 64 x86 64
Oracle 4.1.12-61.1.16.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.17.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.17.el7uek.x86 64 x86 64
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Oracle 4.1.12-61.1.18.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.19.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.19.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.22.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.22.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.23.el6ueck.x86 64 x86 64
Oracle 4.1.12-61.1.23.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.24.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.25.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.25.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.27.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.27.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.28.el6ueck.x86 64 x86 64
Oracle 4.1.12-61.1.28.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.33.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.33.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.34.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.34.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.6.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.6.el7uek.x86_ 64 x86 64
Oracle 4.1.12-61.1.9.el6buek.x86 64 x86 64
Oracle 4.1.12-61.1.9.el7uek.x86 64 x86 64
Oracle 4.1.12-61.47.1.el6buek.x86 64 x86 64
Oracle 4.1.12-61.51.1.el6buek.x86 64 x86 64
Oracle 4.1.12-61.51.1.el7uek.x86 64 x86 64
Oracle 4.1.12-61.63.1.el6uek.x86 64 x86 64
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Oracle 4.1.12-61.63.1.el7uek.x86 64 x86 64
Oracle 4.1.12-61.64.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-61.64.1.el7uek.x86 64 x86 64
Oracle 4.1.12-61.65.1.el6uek.x86 64 x86 64
Oracle 4.1.12-61.65.1.el7uek.x86 64 x86 64
Oracle 4.1.12-94.1.8.el6buek.x86 64 x86 64
Oracle 4.1.12-94.1.8.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.2.1.el6uek.x86_ 64 x86 64
Oracle 4.1.12-94.2.1.el7uek.x86_64 x86 64
Oracle 4.1.12-94.3.4.el6uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.4.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.5.el6uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.5.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.6.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.6.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.7.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.7.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.8.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.8.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.9.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.9.el7uek.x86 64 x86 64
Oracle 4.1.12-94.5.7.el6buek.x86 64 x86 64
Oracle 4.1.12-94.5.7.el7uek.x86 64 x86 64
Oracle 4.1.12-94.5.9.el6uek.x86 64 x86 64
Oracle 4.1.12-94.5.9.el7uek.x86 64 x86 64
Oracle 4.1.12-94.7.8.elbuek.x86 64 x86 64
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.12-94.
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.12-94.
.12-94.
.12-94.
.12-94.
.12-94.
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12-94.8.
.35-1818

2

3

3
.4.elb6uek

4

5

5.

.2.elbuek

.el7uek

.elouek.
.el7uek.

.el7uek.
.elouek.

el7uek

.12-94.7.8.e17uek.x86_64 x86_ 64

.10.el6uek.x86 64 x86 64
.10.el7uek.x86 64 x86 64

.x86_64_x86 64
.x86_64_x86 64
x86_ 64 x86_ 64
x86_ 64 x86_ 64
.x86_64_x86 64
x86_64 x86_ 64
x86_ 64 x86_ 64
.x86_64_x86_64

35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1844.
35-1844.
35-1844.
35-1844.
35-1844.
35-1844.

0.14.el7uek.x86_ 64 x86 64
.9.
.6.
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el7uek
el7uek

.el7uek.
.el7uek.
.el7uek
.el7uek.
.el7uek.
.el7uek
.el7uek.
.el7uek.
.el7uek
.el7uek

.el7uek

.x86_64_x86_64
.x86_64_x86_64
x86_64_x86_ 64
x86_64 x86_ 64
.x86_64_x86_64
x86_64 x86_ 64
x86_64 x86_ 64
.x86_64_x86_64
x86_64 x86_ 64
x86_64 x86_ 64
.x86_64_x86_64
.x86_64_x86_64

.2.el7uek.x86 64 x86 64

.x86_64_x86 64
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35-1844.5.3.el7uek.x86 64 x86 64

35-1902.0.18

35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.

10.
10.
10.
10.
10.
10.
11.
11.
2.0
3.1
3.2

2
4
4
4
9
8
3
3

300.

301.
302.
303.
303.

304.

304.

4.8

o o o o U;
D NN

el7uek.x86 64 x86 64

l.el7uek.x86 64 x86 64
l.el7uek.x86 64 x86 64
2.el7uek.x86 64 x86 64

.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.1.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64

e
e
e
1
1

2
4
5
6
6

.e

.4

.5

.1

.2

.e

17uek.x86_ 64 x86 64
17uek.x86_ 64 x86 64
17uek.x86_ 64 x86 64
l.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.1.el7uek.x86 64 x86 64
.3.el7uek.x86 64 x86 64
.3.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
17uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
17uek.x86 64 x86 64
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Oracle 4.14.35-1902.6.6.el7uck.x86 64 x86 64
Oracle 4.14.35-1902.7.3.1.el7uek.x86 64 x86 64
Oracle 4.14.35-1902.7.3.el7uek.x86 64 x86 64
Oracle 4.14.35-1902.8.4.el7uek.x86 64 x86 64
Oracle 4.14.35-1902.9.2.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.0.7.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.1.2.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.2.2.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.3.2.1.el7uek.x86_ 64 x86 64
Oracle 5.4.17-2011.4.4.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.4.6.el7uek.x86 64 x86 64

Red Hat Enterprise Linux

rhel 7 2.6.32-754.12.1.e16.1686_ 1686
rhel 7 2.6.32-754.12.1.e16.x86_64 x86 64
rhel 7 2.6.32-754.17.1.e16.1686 1686

rhel 7 2.6.32-754.18.2.e16.1686_ 1686
rhel 7 2.6.32-754.18.2.e16.x86_ 64 x86 64
rhel 7 2.6.32-754.22.1.e16.1686_ 1686
rhel 7 2.6.32-754.22.1.e16.x86_64 x86 64
rhel 7 2.6.32-754.23.1.e16.1686_ 1686
rhel 7 2.6.32-754.23.1.e16.x86_64 x86 64
rhel 7 2.6.32-754.24.2.e16.1686_1686
rhel 7 2.6.32-754.24.2.e16.x86_ 64 x86 64
rhel 7 2.6.32-754.24.3.e16.1686_1686
rhel 7 2.6.32-754.24.3.e16.x86_64 x86 64
rhel 7 2.6.32-754.25.1.e16.1686_ 1686
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rhel 7 2.6.32-754.25.
rhel 7 2.6.32-754.29.
rhel 7 2.6.32-754.29.
rhel 7 2.6.32-754.30.
rhel 7 3.10.0-1062.1.
rhel 7 3.10.0-1062.1
rhel 7 3.10.0-1062.4
rhel 7 3.10.0-1062.4
rhel 7 3.10.0-1062.4.

7

9

.e16.x86_64 x86_ 64
.e16.x86_64 x86_ 64
.e16.x86_64_x86 64
.e16.x86_64 x86 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
rhel 7 3.10.0-1062.7.1.e17.x86_64 x86_ 64
rhel 7 3.10.0-1062.9.1.e17.x86_64 x86_ 64
rhel 7 3.10.0-1062.e17.x86 64 x86 64

rhel 7 3.10.0-1127.10.1.e17.x86 64 x86_ 64
rhel 7 3.10.0-1127.8.2.e17.x86_ 64 x86_ 64
rhel 7 3.10.0-1127.e17.x86 64 x86_ 64

rhel 7 3.10.0-957.12.1.e17.x86_64 x86_ 64
rhel 7 4.18.0-147.0.3.e18 1.x86 64 x86 64
rhel 7 4.18.0-80.1.2.e18 0.x86 64 x86 64
rhel 7 4.18.0-80.11.1.e18 0.x86 64 x86 64
rhel 7 4.18.0-80.7.2.e18 0.x86 64 x86 64

I = T O R N e R R N R R

rhel 7 4.18.0-80.e18.x86 64 x86 64

Ubuntu

Ubuntu 3.13.0-100-generic_ 1686
Ubuntu 3.13.0-100-generic x86_ 64
Ubuntu 3.13.0-101-generic_ 1686
Ubuntu 3.13.0-101-generic x86_ 64
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0-103-generic_ 1686

.0-103-generic_x86 64

0-105-generic_ 1686
0-105-generic x86_ 64

.0-106-generic_1i686

0-106-generic x86_ 64

0-107-generic_ 1686

.0-107-generic_x86 64

0-108-generic_ 1686
0-108-generic x86_ 64

.0-109-generic_1i686

0-109-generic x86_ 64
0-110-generic_ 1686

.0-110-generic_ x86 64

0-112-generic_ 1686
0-112-generic x86_ 64

.0-113-generic_1i686

0-113-generic x86_ 64
0-115-generic_ 1686

.0-115-generic_x86 64

0-116-generic_ 1686
0-116-generic x86_ 64

.0-117-generic_1i686

0-117-generic x86 64

0-119-generic 1686

.0-119%9-generic x86 64
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0-121-generic_ 1686

.0-121-generic_x86 64

0-123-generic_ 1686
0-123-generic x86_ 64

.0-125-generic_1i686

0-125-generic x86_ 64

0-126-generic_ 1686

.0-126-generic_x86 64

0-128-generic_ 1686
0-128-generic x86_ 64

.0-129-generic_1i686

0-129-generic x86_ 64
0-132-generic_ 1686

.0-132-generic_x86 64

0-133-generic_ 1686
0-133-generic x86 64

.0-135-generic_i686

0-135-generic x86_ 64
0-137-generic_ 1686

.0-137-generic_x86 64

0-139-generic_ 1686
0-139-generic x86_ 64

.0-141-generic_1i686

0-141-generic x86 64

0-142-generic_ 1686

.0-142-generic x86 64
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0-143-generic_1686

.0-143-generic_x86 64

0-144-generic_ 1686
0-144-generic x86_ 64

.0-145-generic_1i686

0-145-generic x86_ 64

0-147-generic_ 1686

.0-147-generic_x86 64

0-149-generic_ 1686
0-149-generic x86_ 64

.0-151-generic_1i686

0-151-generic x86_ 64

0-153-generic_ 1686

.0-153-generic_x86 64

0-155-generic_ 1686
0-155-generic x86_ 64

.0-156-generic_i686

0-156-generic x86_ 64
0-157-generic_ 1686

.0-157-generic_x86 64

0-158-generic_ 1686
0-158-generic x86_ 64

.0-160-generic_i686

0-160-generic x86 64

0-16l-generic_ 1686

.0-16l-generic x86 64
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0-162-generic_ 1686

.0-162-generic_x86 64

0-163-generic_ 1686
0-163-generic x86_ 64

.0-164-generic_1i686

0-164-generic x86_ 64

0-165-generic_ 1686

.0-165-generic_x86 64

0-166-generic_ 1686
0-166-generic x86 64

.0-167-generic_1i686

0-167-generic x86_ 64
0-168-generic_ 1686

.0-168-generic_ x86 64

0-169-generic_ 1686
0-169-generic x86 64

.0-170-generic_1i686

0-170-generic x86_ 64
0-24-generic_i686

.0-24-generic x86_ 64

0-27-generic_ 1686
0-27-generic_ x86 64

.0-29-generic 1686

0-29-generic x86 64
0-30-generic_ 1686

.0-30-generic x86 64
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Ubuntu 3.13.0-32-generic_1i686
Ubuntu 3.13.0-32-generic x86 64
Ubuntu 3.13.0-33-generic_1i686
Ubuntu 3.13.0-33-generic x86 64
Ubuntu 3.13.0-34-generic_1i686
Ubuntu 3.13.0-34-generic x86 64
Ubuntu 3.13.0-35-generic_i686
Ubuntu 3.13.0-35-generic x86 64
Ubuntu 3.13.0-36-generic_i686
Ubuntu 3.13.0-36-generic x86 64
Ubuntu 3.13.0-37-generic_1i686
Ubuntu 3.13.0-37-generic_ x86 64
Ubuntu 3.13.0-39-generic i686
Ubuntu 3.13.0-39-generic x86 64
Ubuntu 3.13.0-40-generic_i686
Ubuntu 3.13.0-40-generic x86 64
Ubuntu 3.13.0-41-generic_i686
Ubuntu 3.13.0-41-generic x86 64
Ubuntu 3.13.0-43-generic_i686
Ubuntu 3.13.0-43-generic x86 64
Ubuntu 3.13.0-44-generic_i686
Ubuntu 3.13.0-44-generic x86 64
Ubuntu 3.13.0-45-generic_i686
Ubuntu 3.13.0-45-generic x86 64
Ubuntu 3.13.0-46-generic_i686
Ubuntu 3.13.0-46-generic x86 64
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Ubuntu 3.13.0-48-generic_1i686
Ubuntu 3.13.0-48-generic x86 64
Ubuntu 3.13.0-49-generic_i686
Ubuntu 3.13.0-49-generic x86 64
Ubuntu 3.13.0-51-generic_i686
Ubuntu 3.13.0-51-generic x86 64
Ubuntu 3.13.0-52-generic_1i686
Ubuntu 3.13.0-52-generic x86 64
Ubuntu 3.13.0-53-generic_1i686
Ubuntu 3.13.0-53-generic x86 64
Ubuntu 3.13.0-54-generic_1i686
Ubuntu 3.13.0-54-generic x86 64
Ubuntu 3.13.0-55-generic_i686
Ubuntu 3.13.0-55-generic x86 64
Ubuntu 3.13.0-57-generic_i686
Ubuntu 3.13.0-57-generic x86 64
Ubuntu 3.13.0-58-generic_i686
Ubuntu 3.13.0-58-generic x86 64
Ubuntu 3.13.0-59-generic_i686
Ubuntu 3.13.0-59-generic x86 64
Ubuntu 3.13.0-6l-generic_i686
Ubuntu 3.13.0-6l-generic x86 64
Ubuntu 3.13.0-62-generic_i686
Ubuntu 3.13.0-62-generic x86 64
Ubuntu 3.13.0-63-generic_i686
Ubuntu 3.13.0-63-generic x86 64
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Ubuntu 3.13.0-65-generic_i686
Ubuntu 3.13.0-65-generic x86 64
Ubuntu 3.13.0-66-generic_i686
Ubuntu 3.13.0-66-generic x86 64
Ubuntu 3.13.0-67-generic_i686
Ubuntu 3.13.0-67-generic_ x86 64
Ubuntu 3.13.0-68-generic_i686
Ubuntu 3.13.0-68-generic x86 64
Ubuntu 3.13.0-70-generic_1i686
Ubuntu 3.13.0-70-generic_ x86 64
Ubuntu 3.13.0-71-generic_1i686
Ubuntu 3.13.0-71-generic x86 64
Ubuntu 3.13.0-73-generic_1i686
Ubuntu 3.13.0-73-generic x86 64
Ubuntu 3.13.0-74-generic_i686
Ubuntu 3.13.0-74-generic x86 64
Ubuntu 3.13.0-76-generic_i686
Ubuntu 3.13.0-76-generic x86 64
Ubuntu 3.13.0-77-generic_i686
Ubuntu 3.13.0-77-generic x86 64
Ubuntu 3.13.0-79-generic_i686
Ubuntu 3.13.0-79-generic x86 64
Ubuntu 3.13.0-83-generic i686
Ubuntu 3.13.0-83-generic x86 64
Ubuntu 3.13.0-85-generic i686
Ubuntu 3.13.0-85-generic x86 64
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Ubuntu 3.13.0-86-generic_1i686
Ubuntu 3.13.0-86-generic x86 64
Ubuntu 3.13.0-87-generic_i686
Ubuntu 3.13.0-87-generic x86 64
Ubuntu 3.13.0-88-generic_ i686
Ubuntu 3.13.0-88-generic x86 64
Ubuntu 3.13.0-91-generic_i686
Ubuntu 3.13.0-91-generic x86 64
Ubuntu 3.13.0-92-generic_i686
Ubuntu 3.13.0-92-generic x86 64
Ubuntu 3.13.0-93-generic_i686
Ubuntu 3.13.0-93-generic x86 64
Ubuntu 3.13.0-95-generic_i686
Ubuntu 3.13.0-95-generic x86 64
Ubuntu 3.13.0-96-generic_i686
Ubuntu 3.13.0-96-generic x86 64
Ubuntu 3.13.0-98-generic i686
Ubuntu 3.13.0-98-generic x86 64
Ubuntu 3.16.0-25-generic_i686
Ubuntu 3.16.0-25-generic x86 64
Ubuntu 3.16.0-26-generic_i686
Ubuntu 3.16.0-26-generic x86 64
Ubuntu 3.16.0-28-generic i686
Ubuntu 3.16.0-28-generic x86 64
Ubuntu 3.16.0-29-generic i686
Ubuntu 3.16.0-29-generic x86 64
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Ubuntu 3.16.0-30-generic_i686
Ubuntu 3.16.0-30-generic x86 64
Ubuntu 3.16.0-31-generic_i686
Ubuntu 3.16.0-31-generic x86 64
Ubuntu 3.16.0-33-generic_i686
Ubuntu 3.16.0-33-generic x86 64
Ubuntu 3.16.0-34-generic_i686
Ubuntu 3.16.0-34-generic x86 64
Ubuntu 3.16.0-36-generic_i686
Ubuntu 3.16.0-36-generic x86 64
Ubuntu 3.16.0-37-generic_i686
Ubuntu 3.16.0-37-generic_ x86 64
Ubuntu 3.16.0-38-generic_i686
Ubuntu 3.16.0-38-generic x86 64
Ubuntu 3.16.0-39-generic_i686
Ubuntu 3.16.0-39-generic x86 64
Ubuntu 3.16.0-40-generic_i686
Ubuntu 3.16.0-40-generic x86 64
Ubuntu 3.16.0-41-generic_i686
Ubuntu 3.16.0-41-generic x86 64
Ubuntu 3.16.0-43-generic_i686
Ubuntu 3.16.0-43-generic x86 64
Ubuntu 3.16.0-44-generic_i686
Ubuntu 3.16.0-44-generic x86 64
Ubuntu 3.16.0-45-generic_i686
Ubuntu 3.16.0-45-generic x86 64
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Ubuntu 3.16.0-46-generic_1i686
Ubuntu 3.16.0-46-generic x86 64
Ubuntu 3.16.0-48-generic_i686
Ubuntu 3.16.0-48-generic x86 64
Ubuntu 3.16.0-49-generic_i686
Ubuntu 3.16.0-49-generic x86 64
Ubuntu 3.16.0-50-generic_i686
Ubuntu 3.16.0-50-generic x86 64
Ubuntu 3.16.0-51-generic_i686
Ubuntu 3.16.0-51-generic x86 64
Ubuntu 3.16.0-52-generic_i686
Ubuntu 3.16.0-52-generic x86 64
Ubuntu 3.16.0-53-generic_i686
Ubuntu 3.16.0-53-generic x86 64
Ubuntu 3.16.0-55-generic_i686
Ubuntu 3.16.0-55-generic x86 64
Ubuntu 3.16.0-56-generic_i686
Ubuntu 3.16.0-56-generic x86 64
Ubuntu 3.16.0-57-generic_i686
Ubuntu 3.16.0-57-generic x86 64
Ubuntu 3.16.0-59-generic_i686
Ubuntu 3.16.0-59-generic x86 64
Ubuntu 3.16.0-60-generic_i686
Ubuntu 3.16.0-60-generic x86 64
Ubuntu 3.16.0-62-generic_i686
Ubuntu 3.16.0-62-generic x86 64
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Ubuntu 3.16.0-67-generic_1i686
Ubuntu 3.16.0-67-generic_ x86 64
Ubuntu 3.16.0-69-generic_i686
Ubuntu 3.16.0-69-generic x86 64
Ubuntu 3.16.0-70-generic_i686
Ubuntu 3.16.0-70-generic x86 64
Ubuntu 3.16.0-71-generic_i686
Ubuntu 3.16.0-71-generic x86 64
Ubuntu 3.16.0-73-generic_i686
Ubuntu 3.16.0-73-generic x86 64
Ubuntu 3.16.0-76-generic_i686
Ubuntu 3.16.0-76-generic x86 64
Ubuntu 3.16.0-77-generic_i686
Ubuntu 3.16.0-77-generic x86 64
Ubuntu 3.19.0-18-generic_i686
Ubuntu 3.19.0-18-generic x86 64
Ubuntu 3.19.0-20-generic_i686
Ubuntu 3.19.0-20-generic x86 64
Ubuntu 3.19.0-21-generic_i686
Ubuntu 3.19.0-21-generic x86 64
Ubuntu 3.19.0-22-generic_i686
Ubuntu 3.19.0-22-generic x86 64
Ubuntu 3.19.0-23-generic i686
Ubuntu 3.19.0-23-generic x86 64
Ubuntu 3.19.0-25-generic_i686
Ubuntu 3.19.0-25-generic x86 64
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Ubuntu 3.19.0-26-generic_1i686
Ubuntu 3.19.0-26-generic x86 64
Ubuntu 3.19.0-28-generic_i686
Ubuntu 3.19.0-28-generic x86 64
Ubuntu 3.19.0-30-generic_i686
Ubuntu 3.19.0-30-generic x86 64
Ubuntu 3.19.0-31-generic_i686
Ubuntu 3.19.0-31-generic x86 64
Ubuntu 3.19.0-32-generic_i686
Ubuntu 3.19.0-32-generic x86 64
Ubuntu 3.19.0-33-generic_i686
Ubuntu 3.19.0-33-generic x86 64
Ubuntu 3.19.0-37-generic_i686
Ubuntu 3.19.0-37-generic x86 64
Ubuntu 3.19.0-39-generic_i686
Ubuntu 3.19.0-39-generic x86 64
Ubuntu 3.19.0-41-generic_i686
Ubuntu 3.19.0-41-generic x86 64
Ubuntu 3.19.0-42-generic_i686
Ubuntu 3.19.0-42-generic x86 64
Ubuntu 3.19.0-43-generic_i686
Ubuntu 3.19.0-43-generic x86 64
Ubuntu 3.19.0-47-generic_i686
Ubuntu 3.19.0-47-generic x86 64
Ubuntu 3.19.0-49-generic i686
Ubuntu 3.19.0-49-generic x86 64
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Ubuntu 3.19.0-51-generic_i686
Ubuntu 3.19.0-51-generic x86 64
Ubuntu 3.19.0-56-generic_i686
Ubuntu 3.19.0-56-generic x86 64
Ubuntu 3.19.0-58-generic_i686
Ubuntu 3.19.0-58-generic x86 64
Ubuntu 3.19.0-59-generic_i686
Ubuntu 3.19.0-59-generic x86 64
Ubuntu 3.19.0-6l-generic_i686
Ubuntu 3.19.0-6l-generic x86 64
Ubuntu 3.19.0-64-generic_i686
Ubuntu 3.19.0-64-generic x86 64
Ubuntu 3.19.0-65-generic_i686
Ubuntu 3.19.0-65-generic x86 64
Ubuntu 3.19.0-66-generic_i686
Ubuntu 3.19.0-66-generic x86 64
Ubuntu 3.19.0-68-generic_i686
Ubuntu 3.19.0-68-generic x86 64
Ubuntu 3.19.0-69-generic_i686
Ubuntu 3.19.0-69-generic x86 64
Ubuntu 3.19.0-71-generic_i686
Ubuntu 3.19.0-71-generic x86 64
Ubuntu 3.19.0-73-generic_i686
Ubuntu 3.19.0-73-generic x86 64
Ubuntu 3.19.0-74-generic_i686
Ubuntu 3.19.0-74-generic x86 64
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0-75-generic_1i686

.0-75-generic_x86_ 64

0-77-generic_1i686
0-77-generic_x86 64

.0-78-generic_ 1686

0-78-generic x86 64
0-79-generic_ 1686

.0-79-generic x86_ 64

0-80-generic_ 1686
0-80-generic x86 64

.0-14-generic_ 1686

0-l4-generic x86 64
0-19-generic_ 1686

.0-19-generic x86_ 64

0-20-generic_ 1686
0-20-generic_x86 64

.0-21-generic_ 1686

0-21-generic x86 64
0-22-generic_i686

.0-22-generic x86_ 64

0-24-generic_1i686
0-24-generic_ x86 64

.0-26-generic_ 1686

0-26-generic x86 64
0-27-generic_ 1686

.0-27-generic x86 64
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Ubuntu 4.10.0-28-generic_1i686
Ubuntu 4.10.0-28-generic x86 64
Ubuntu 4.10.0-30-generic_i686
Ubuntu 4.10.0-30-generic x86 64
Ubuntu 4.10.0-32-generic_1i686
Ubuntu 4.10.0-32-generic x86 64
Ubuntu 4.10.0-33-generic_i686
Ubuntu 4.10.0-33-generic x86 64
Ubuntu 4.10.0-35-generic_i686
Ubuntu 4.10.0-35-generic x86 64
Ubuntu 4.10.0-37-generic_i686
Ubuntu 4.10.0-37-generic_ x86 64
Ubuntu 4.10.0-38-generic_i686
Ubuntu 4.10.0-38-generic x86 64
Ubuntu 4.10.0-40-generic_i686
Ubuntu 4.10.0-40-generic_ x86 64
Ubuntu 4.10.0-42-generic_i686
Ubuntu 4.10.0-42-generic x86 64
Ubuntu 4.11.0-13-generic_i686
Ubuntu 4.11.0-13-generic x86 64
Ubuntu 4.11.0-14-generic_1i686
Ubuntu 4.11.0-14-generic x86 64
Ubuntu 4.13.0-16-generic_i686
Ubuntu 4.13.0-16-generic x86 64
Ubuntu 4.13.0-17-generic_i686
Ubuntu 4.13.0-17-generic x86 64

MpunoxeHus 147



Bitdefender Grawt\/Zoﬁg |

Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu

Ubuntu

T - T St Y o LT T Y St Y e T Y S ot o Y N Y T ST AN

Ubuntu

MpunoxeHus

.13,
.13
.13,
.13,
.13
.13,
.13,
.13
.13,
.13,
.13
.13.
.13.
.13
.13.
.13,
.13
.13.
.13.
.13
.13,
.13.
.13
.13,
.13,
.13

A l

0-19-generic_ 1686

.0-19-generic x86_ 64

0-21-generic_ 1686
0-21-generic_ x86 64

.0-25-generic_ 1686

0-25-generic_x86 64
0-26-generic_ 1686

.0-26-generic x86_ 64

0-31-generic_i686
0-31-generic x86 64

.0-32-generic_ 1686

0-32-generic_ x86 64
0-36-generic_ 1686

.0-36-generic x86_ 64

0-37-generic_i686
0-37-generic_ x86 64

.0-38-generic_ 1686

0-38-generic x86 64
0-39-generic_ 1686

.0-39-generic x86_ 64

0-41l-generic_i686
0-41-generic_ x86 64

.0-43-generic_ 1686

0-43-generic x86 64
0-45-generic_ 1686

.0-45-generic x86 64
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0-101-generic x86_ 64

.0-106-generic_1i686

0-106-generic x86_ 64

0-107-generic_ 1686

.0-107-generic_x86 64

0-108-generic x86_ 64
0-109-generic x86_ 64

.0-11l-generic_ x86 64

0-112-generic_ 1686
0-112-generic x86_ 64

.0-13-generic_ 1686

0-13-generic x86 64
0-15-generic_1i686

.0-15-generic x86_ 64

0-20-generic_ 1686
0-20-generic_x86 64

.0-22-generic_ 1686

0-22-generic_ x86 64
0-23-generic_ 1686

.0-23-generic x86_ 64

0-24-generic_1i686
0-24-generic_ x86 64

.0-29-generic 1686

0-29-generic x86 64
0-30-generic_ 1686

.0-30-generic x86 64
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Ubuntu 4.15.0-32-generic_1i686
Ubuntu 4.15.0-32-generic_x86 64
Ubuntu 4.15.0-33-generic_1i686
Ubuntu 4.15.0-33-generic_ x86 64
Ubuntu 4.15.0-34-generic_1i686
Ubuntu 4.15.0-34-generic x86 64
Ubuntu 4.15.0-36-generic_i686
Ubuntu 4.15.0-36-generic_ x86 64
Ubuntu 4.15.0-38-generic_i686
Ubuntu 4.15.0-38-generic x86 64
Ubuntu 4.15.0-39-generic_1i686
Ubuntu 4.15.0-39-generic x86 64
Ubuntu 4.15.0-42-generic_1i686
Ubuntu 4.15.0-42-generic_ x86 64
Ubuntu 4.15.0-43-generic_i686
Ubuntu 4.15.0-43-generic x86 64
Ubuntu 4.15.0-44-generic x86 64
Ubuntu 4.15.0-45-generic_i686
Ubuntu 4.15.0-45-generic x86 64
Ubuntu 4.15.0-46-generic_i686
Ubuntu 4.15.0-46-generic_ x86 64
Ubuntu 4.15.0-47-generic_i686
Ubuntu 4.15.0-47-generic x86 64
Ubuntu 4.15.0-48-generic_i686
Ubuntu 4.15.0-48-generic x86 64
Ubuntu 4.15.0-50-generic_i686
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Ubuntu 4.15.0-50-generic_ x86 64
Ubuntu 4.15.0-51-generic_1i686
Ubuntu 4.15.0-51-generic x86 64
Ubuntu 4.15.0-52-generic_1i686
Ubuntu 4.15.0-52-generic_ x86 64
Ubuntu 4.15.0-54-generic_1i686
Ubuntu 4.15.0-54-generic x86 64
Ubuntu 4.15.0-55-generic_i686
Ubuntu 4.15.0-55-generic x86 64
Ubuntu 4.15.0-58-generic_i686
Ubuntu 4.15.0-58-generic x86 64
Ubuntu 4.15.0-60-generic_i686
Ubuntu 4.15.0-60-generic x86 64
Ubuntu 4.15.0-62-generic_i686
Ubuntu 4.15.0-62-generic x86 64
Ubuntu 4.15.0-64-generic_i686
Ubuntu 4.15.0-64-generic x86 64
Ubuntu 4.15.0-65-generic_i686
Ubuntu 4.15.0-65-generic x86 64
Ubuntu 4.15.0-66-generic_i686
Ubuntu 4.15.0-66-generic x86 64
Ubuntu 4.15.0-69-generic_i686
Ubuntu 4.15.0-69-generic x86 64
Ubuntu 4.15.0-70-generic_i686
Ubuntu 4.15.0-70-generic x86 64
Ubuntu 4.15.0-72-generic_i686
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Ubuntu 4.15.0-72-generic_x86 64
Ubuntu 4.15.0-74-generic_1i686

Ubuntu 4.15.0-74-generic_ x86 64
Ubuntu 4.15.0-76-generic_ x86 64
Ubuntu 4.15.0-88-generic_i686

Ubuntu 4.15.0-88-generic x86 64
Ubuntu 4.15.0-91-generic x86 64
Ubuntu 4.15.0-96-generic_i686

Ubuntu 4.15.0-96-generic x86 64
Ubuntu 4.15.0-99-generic x86 64
Ubuntu 4.18.0-10-generic_ x86 64
Ubuntu 4.18.0-13-generic_ x86 64
Ubuntu 4.18.0-14-generic x86 64
Ubuntu 4.18.0-15-generic x86 64
Ubuntu 4.18.0-16-generic x86 64
Ubuntu 4.18.0-17-generic x86 64
Ubuntu 4.18.0-18-generic x86 64
Ubuntu 4.18.0-20-generic x86 64
Ubuntu 4.18.0-21-generic x86 64
Ubuntu 4.18.0-22-generic_ x86 64
Ubuntu 4.18.0-24-generic x86 64
Ubuntu 4.18.0-25-generic x86 64
Ubuntu 4.2.0-18-generic_ 1686

Ubuntu 4.2.0-18-generic x86 64
Ubuntu 4.2.0-19-generic_ 1686

Ubuntu 4.2.0-19-generic x86 64
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.0-21-generic_ 1686
.0-21-generic x86_ 64
.0-22-generic_ 1686
.0-22-generic x86_ 64
.0-23-generic_ 1686
.0-23-generic x86_ 64
.0-25-generic_ 1686
.0-25-generic x86_ 64
.0-27-generic_ 1686
.0-27-generic x86_ 64
.0-30-generic_ 1686
.0-30-generic x86_ 64
.0-34-generic_ 1686
.0-34-generic x86_ 64
.0-35-generic_ 1686
.0-35-generic x86_ 64
.0-36-generic_ 1686
.0-36-generic x86_ 64
.0-38-generic_ 1686
.0-38-generic x86_ 64
.0-41-generic_ 1686
.0-41-generic x86_ 64
.0-42-generic_ 1686
.0-42-generic x86_ 64
.0-101-generic_1i686
.0-101-generic x86 64
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.0-103-generic_1i686
.0-103-generic_x86 64
.0-104-generic_1i686
.0-104-generic_ x86 64
.0-108-generic_1i686
.0-108-generic_ x86 64
.0-109-generic_1i686
.0-109-generic_ x86 64
.0-11l-generic_1i686
.0-11l-generic_ x86 64
.0-112-generic_1i686
.0-112-generic_x86 64
.0-116-generic_1i686
.0-116-generic_ x86 64
.0-119-generic_1i686
.0-119-generic_ x86 64
.0-121-generic_1i686
.0-121-generic_ x86 64
.0-122-generic_1i686
.0-122-generic_x86 64
.0-124-generic_1i686
.0-124-generic_x86 64
.0-127-generic_1i686
.0-127-generic_x86 64
.0-128-generic_1i686
.0-128-generic x86 64
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.0-130-generic_1i686
.0-130-generic_x86 64
.0-131-generic_1i686
.0-131-generic_x86 64
.0-133-generic_1i686
.0-133-generic_ x86 64
.0-134-generic_1i686
.0-134-generic_x86 64
.0-135-generic_1i686
.0-135-generic_x86 64
.0-137-generic_1i686
.0-137-generic_x86 64
.0-138-generic_1i686
.0-138-generic_ x86 64
.0-139-generic_1i686
.0-139-generic_ x86 64
.0-140-generic_1i686
.0-140-generic_x86 64
.0-141-generic_1i686
.0-141-generic_x86 64
.0-142-generic_1i686
.0-142-generic_x86 64
.0-143-generic_1i686
.0-143-generic_ x86 64
.0-144-generic_1i686
.0-144-generic x86 64
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.0-145-generic_1i686
.0-145-generic_x86 64
.0-146-generic_1i686
.0-146-generic_x86 64
.0-148-generic_1i686
.0-148-generic_ x86 64
.0-150-generic_1i686
.0-150-generic_x86 64
.0-151-generic_1i686
.0-151-generic_x86 64
.0-154-generic_1i686
.0-154-generic_x86 64
.0-157-generic_1i686
.0-157-generic_x86 64
.0-159-generic_1i686
.0-159-generic_ x86 64
.0-16l-generic_1i686
.0-161l-generic_ x86 64
.0-164-generic_i686
.0-164-generic_x86 64
.0-165-generic_1i686
.0-165-generic_x86 64
.0-166-generic_ 1686
.0-166-generic x86 64
.0-168-generic_1i686
.0-168-generic x86 64
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.0-169-generic_1i686
.0-169-generic_ x86 64
.0-170-generic_1i686
.0-170-generic_x86 64
.0-171-generic_1i686
.0-171-generic_x86 64
.0-173-generic_1i686
.0-173-generic_x86 64
.0-174-generic_1i686
.0-174-generic_x86 64
.0-176-generic_1i686
.0-176-generic_x86 64
.0-177-generic_1i686
.0-177-generic_x86 64
.0-178-generic_1i686
.0-178-generic_x86 64
.0-179-generic_i686
.0-179-generic_x86 64
.0-184-generic_1i686
.0-184-generic_ x86 64
.0-185-generic_1i686
.0-185-generic_x86 64
.0-186-generic_ 1686
.0-186-generic x86 64
.0-21-generic 1686
.0-21-generic x86 64
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Ubuntu 4.4.0-22-generic_1686
Ubuntu 4.4.0-22-generic x86_ 64
Ubuntu 4.4.0-24-generic_ 1686
Ubuntu 4.4.0-24-generic x86_ 64
Ubuntu 4.4.0-28-generic_ 1686
Ubuntu 4.4.0-28-generic x86_ 64
Ubuntu 4.4.0-31-generic_ 1686
Ubuntu 4.4.0-31-generic x86_ 64
Ubuntu 4.4.0-34-generic_ 1686
Ubuntu 4.4.0-34-generic x86_ 64
Ubuntu 4.4.0-36-generic_ 1686
Ubuntu 4.4.0-36-generic x86_ 64
Ubuntu 4.4.0-38-generic_ 1686
Ubuntu 4.4.0-38-generic x86 64
Ubuntu 4.4.0-42-generic_ 1686
Ubuntu 4.4.0-42-generic x86_ 64
Ubuntu 4.4.0-43-generic_ 1686
Ubuntu 4.4.0-43-generic x86_ 64
Ubuntu 4.4.0-45-generic_ 1686
Ubuntu 4.4.0-45-generic x86_ 64
Ubuntu 4.4.0-47-generic_ 1686
Ubuntu 4.4.0-47-generic x86_ 64
Ubuntu 4.4.0-51-generic_ 1686
Ubuntu 4.4.0-51-generic x86 64
Ubuntu 4.4.0-53-generic_ 1686
Ubuntu 4.4.0-53-generic x86 64
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Ubuntu 4.4.0-57-generic_ 1686
Ubuntu 4.4.0-57-generic x86_ 64
Ubuntu 4.4.0-59-generic_ 1686
Ubuntu 4.4.0-59-generic x86_ 64
Ubuntu 4.4.0-62-generic_ 1686
Ubuntu 4.4.0-62-generic x86_ 64
Ubuntu 4.4.0-63-generic_ 1686
Ubuntu 4.4.0-63-generic x86_ 64
Ubuntu 4.4.0-64-generic_ 1686
Ubuntu 4.4.0-64-generic x86_ 64
Ubuntu 4.4.0-66-generic_ 1686
Ubuntu 4.4.0-66-generic x86 64
Ubuntu 4.4.0-67-generic_ 1686
Ubuntu 4.4.0-67-generic x86 64
Ubuntu 4.4.0-70-generic_ 1686
Ubuntu 4.4.0-70-generic x86 64
Ubuntu 4.4.0-71-generic_ 1686
Ubuntu 4.4.0-71-generic x86_ 64
Ubuntu 4.4.0-72-generic_ 1686
Ubuntu 4.4.0-72-generic x86_ 64
Ubuntu 4.4.0-75-generic_ 1686
Ubuntu 4.4.0-75-generic x86_ 64
Ubuntu 4.4.0-77-generic_ 1686
Ubuntu 4.4.0-77-generic x86 64
Ubuntu 4.4.0-78-generic_ 1686
Ubuntu 4.4.0-78-generic x86 64
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Ubuntu 4.4.0-79-generic_ 1686
Ubuntu 4.4.0-79-generic x86_ 64
Ubuntu 4.4.0-8l-generic_ 1686
Ubuntu 4.4.0-8l-generic x86_ 64
Ubuntu 4.4.0-83-generic_ 1686
Ubuntu 4.4.0-83-generic x86_ 64
Ubuntu 4.4.0-87-generic_ 1686
Ubuntu 4.4.0-87-generic x86_ 64
Ubuntu 4.4.0-89-generic_ 1686
Ubuntu 4.4.0-89-generic x86 64
Ubuntu 4.4.0-91-generic_ 1686
Ubuntu 4.4.0-91-generic x86_ 64
Ubuntu 4.4.0-92-generic_ 1686
Ubuntu 4.4.0-92-generic x86 64
Ubuntu 4.4.0-93-generic_ 1686
Ubuntu 4.4.0-93-generic x86 64
Ubuntu 4.4.0-96-generic_ 1686
Ubuntu 4.4.0-96-generic x86 64
Ubuntu 4.4.0-97-generic_ 1686
Ubuntu 4.4.0-97-generic x86 64
Ubuntu 4.4.0-98-generic_ 1686
Ubuntu 4.4.0-98-generic x86_ 64
Ubuntu 4.8.0-34-generic_ 1686
Ubuntu 4.8.0-34-generic x86 64
Ubuntu 4.8.0-36-generic_ 1686
Ubuntu 4.8.0-36-generic x86 64
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Ubuntu 4.8.0-39-generic_ 1686
Ubuntu 4.8.0-39-generic x86_ 64
Ubuntu 4.8.0-41-generic_ 1686
Ubuntu 4.8.0-41-generic x86_ 64
Ubuntu 4.8.0-42-generic_ 1686
Ubuntu 4.8.0-42-generic x86_ 64
Ubuntu 4.8.0-44-generic_ 1686
Ubuntu 4.8.0-44-generic x86_ 64
Ubuntu 4.8.0-45-generic_ 1686
Ubuntu 4.8.0-45-generic x86_ 64
Ubuntu 4.8.0-46-generic_ 1686
Ubuntu 4.8.0-46-generic x86 64
Ubuntu 4.8.0-49-generic_ 1686
Ubuntu 4.8.0-49-generic x86 64
Ubuntu 4.8.0-51-generic_ 1686
Ubuntu 4.8.0-51-generic x86 64
Ubuntu 4.8.0-52-generic_ 1686
Ubuntu 4.8.0-52-generic x86 64
Ubuntu 4.8.0-53-generic_ 1686
Ubuntu 4.8.0-53-generic x86 64
Ubuntu 4.8.0-54-generic_ 1686
Ubuntu 4.8.0-54-generic x86 64
Ubuntu 4.8.0-56-generic_ 1686
Ubuntu 4.8.0-56-generic x86 64
Ubuntu 4.8.0-58-generic 1686
Ubuntu 4.8.0-58-generic x86 64
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.0-15-generic_x86_ 64
.0-16-generic x86_ 64
.0-17-generic_ x86_ 64
.0-19-generic x86_ 64
.0-20-generic x86_ 64
.0-23-generic x86_ 64
.0-25-generic x86_ 64
.0-27-generic x86_ 64
.0-29-generic x86_ 64
.0-31-generic x86_ 64
.0-32-generic x86_ 64
.0-35-generic x86_ 64
.0-36-generic x86_ 64
.0-37-generic x86_ 64
.0-19-generic x86_ 64
.0-22-generic x86_ 64
.0-23-generic x86_ 64
.0-24-generic x86_ 64
.0-26-generic x86_ 64
.0-28-generic x86_ 64
.0-40-generic x86_ 64
.0-42-generic x86_ 64
.0-45-generic x86_ 64
.0-46-generic x86_ 64
.0-51-generic x86_ 64
.0-53-generic x86 64

unfollow the traditional

162



Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu

Ubuntu

MpunoxeHus

g »u o oo o oo ;oo ;

[T T > T Y S T N N O U N OV N 0%

.0-59-generic x86_ 64

.0-6l-generic x86_ 64
.0-62-generic x86_ 64
.0-64-generic x86_ 64
.0-26-generic x86_ 64
.0-28-generic x86_ 64
.0-29-generic x86_ 64
.0-31-generic x86_ 64
.0-33-generic x86_ 64
.0-37-generic x86_ 64
.0-39-generic x86_ 64
.0-40-generic x86_ 64
.0-42-generic_ x86_ 64
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