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1. System Requirements

You may install BitDefender Internet Security 2011 only on computers running the
following operating systems:

® Windows XP with Service Pack 3 (32 bit) / Windows XP with Service Pack 2 (64
bit)

@ Windows Vista with Service Pack 1 or higher (32/64 bit)

® Windows 7 (32/64 bit)

Before installation, make sure that your computer meets the minimum hardware
and software requirements.

Note

@ To find out the Windows operating system your computer is running and hardware
information, right-click My Computer on the desktop and then select Properties
from the menu.

1.1. Minimal System Requirements

@ 1 GB available free hard disk space
@ 800 MHz processor
@® RAM Memory:
» 512 MB for Windows XP
» 1 GB for Windows Vista and Windows 7
@ Internet Explorer 6.0
® .NET Framework 2 (also available in the installer kit)
@ Adobe Flash Player 10.0.45.2

1.2. Recommended System Requirements

@ 1 GB available free hard disk space
@ Intel CORE Duo (1.66 GHz) or equivalent processor
@® RAM Memory:

» 1 GB for Windows XP and Windows 7

» 1.5 GB for Windows Vista
@ Internet Explorer 7
® NET Framework 2 (also available in the installer kit)
@ Adobe Flash Player 10.0.45.2

1.3. Software Requirements

Antiphishing protection is provided only for:

@ Internet Explorer 6.0 or higher
@ Mozilla Firefox 3.x
@ Yahoo! Messenger 8.1

System Requirements 2



BitDefender Internet Security 2011

@ Microsoft Windows Live Messenger 8
Instant Messaging (IM) encryption is provided only for:

@ Yahoo! Messenger 8.1
@ Microsoft Windows Live Messenger 8

Antispam protection is provided for all POP3/SMTP e-mail clients. The BitDefender
Antispam toolbar however is integrated only into:

® Microsoft Outlook 2003 / 2007 / 2010
@ Microsoft Outlook Express

@ Microsoft Windows Mail

® Mozilla Thunderbird 3.0.4

System Requirements 3
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2. Preparing for Installation

Before you install BitDefender Internet Security 2011, complete these preparations
to ensure the installation will go smoothly:

@ Make sure that the computer where you plan to install BitDefender meets the
minimum system requirements. If the computer does not meet all the minimum
system requirements, BitDefender will not be installed or, if installed, it will not
work properly and it will cause system slowdowns and instability. For a complete
list of system requirements, please refer to “System Requirements” (p. 2).

@ Log on to the computer using an Administrator account.

@ Remove any other security software from the computer. Running two security
programs simultaneously may affect their operation and cause major problems
with the system. Windows Defender will be disabled by default before installation
is initiated.

@ Disable or remove any firewall program that may be running on the computer.
Running two firewall programs simultaneously may affect their operation and
cause major problems with the system. Windows Firewall will be disabled by
default before installation is initiated.

Preparing for Installation 4
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3. Installing BitDefender

You can install BitDefender from the BitDefender installation CD or using the
installation file downloaded on your computer from the BitDefender website or from
other authorized websites (for example, the website of a BitDefender partner or an
online shop). You can download the installation file from the BitDefender website
at the following address: http://www.bitdefender.com/site/Downloads/.

@ To install BitDefender from the CD, insert the CD into the drive. A welcome screen
should be displayed in a few moments. Follow the instructions to start installation.

@

Note

The welcome screen provides an option to copy the installation package from the
installation CD to a USB storage device. This is useful if you need to install
BitDefender on a computer that does not have a CD drive (for example, on a
netbook). Insert the storage device into the USB drive and then click Copy to USB.
Afterwards, go to the computer without a CD drive, insert the storage device into
the USB drive and double-click runsetup.exe from the folder where you have
saved the installation package.

If the welcome screen does not appear, go to the CD's root directory and
double-click autorun.exe.

@ To install BitDefender using the installation file downloaded on your computer,
locate the file and double-click it.

The installer will first check your system to validate the installation. If the installation
is validated, you will be prompted to select the language before the setup wizard
appears.

The wizard will help you install BitDefender on your computer and at the same time
will allow you to configure the main settings and user interface.

3.1. Step 1 - Introduction

Please read the License Agreement and select By checking this box, | agree to
the BitDefender license agreement. Click Next to continue.

If you do not agree to these terms click Cancel. The installation process will be
abandoned and you will exit setup.

3.2. Step 2 - Preparing Install

BitDefender scans your system and checks if any other security software is installed
on it.

Installing BitDefender 5
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Quick Scan

A quick scan of critical areas on your system is performed to ensure no active
malware is residing on it.

The scan shouldn't take more than a few minutes. You can cancel it at any time by
using the provided button.
Important

Itis highly recommended to allow the scan to complete. Active malware could disrupt
the installation and even cause it to fail.

After the scan is completed, the results are displayed. If any threats are detected,
follow the instructions to remove them before continuing the installation.
Click Next to continue.

Removing Existing Security Software

BitDefender Internet Security 2011 alerts you if you have other security products
installed on your computer. Click the corresponding button to start the uninstall
process and follow the instructions to remove any detected products.

Warning

@ It is highly recommended that you uninstall any other antivirus products detected
before installing BitDefender. Running two or more antivirus products at the same
time on a computer usually renders the system unusable.

BitDefender also recommends actions to take on enabled Windows security features.
@ Turn off Windows Firewall - to turn off Windows Firewall.

Important

We recommend you to turn off Windows Firewall since BitDefender Internet Security
2011 already includes an advanced firewall. Running two firewalls on the same
computer may cause problems.

® Turn off Windows Defender - to turn off Windows Defender.
Click Next to continue.

3.3. Step 3 - Registration

The BitDefender registration process consists in registering the product with a
license key and activating online features by creating a BitDefender account.

Installing BitDefender 6
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Register Your Product
Proceed according to your situation:
@ | purchased BitDefender Internet Security 2011 on a CD or online
In this case, you need to register the product:
1. Type the license key in the edit field.
Note
@ You can find your license key:
» on the CD label.
» on the product registration card.
» in the online purchase e-mail.

If you do not have a BitDefender license key, click the provided link to go to the
BitDefender online store and buy one.

2. Click Register Now.
3. Click Next.
@ | downloaded BitDefender Internet Security 2011 for evaluation

In this case, you can use all the product features for a 30 day period. To begin
the trial period, select | want to evaluate BitDefender Internet Security
2011 for 30 days and click Next.

Activate Online Features

You MUST create a BitDefender account in order to receive BitDefender updates.
The BitDefender account also gives you access to online parental control, free
technical support and special offers and promotions. If you lose your BitDefender
license key, you can log in to your account at http://myaccount.bitdefender.com to
retrieve it.

If you do not want to create a BitDefender account at the moment, select Create
Account Later and click Next.

Note

@ If you downloaded BitDefender Internet Security 2011 from the Internet, you must
create a BitDefender account at this point.
If you purchased the product on a CD/DVD, you must create an account within 30
days of the installation.

Otherwise, proceed according to your current situation:

® | don't have a BitDefender account
To successfully create a BitDefender account, follow these steps:
1. Select Create New Account.

Installing BitDefender 7


http://myaccount.bitdefender.com

BitDefender Internet Security 2011

2. Type the required information in the corresponding fields. The data you provide
here will remain confidential.

» Username - type in your e-mail address.

» Password - type in a password for your BitDefender account. The password
must be between 6 and 16 characters long.

» Retype password - type in again the previously specified password.

You do not have to retype the password if you selected not to mask the
password while typing it.

Note
@ Once the account is activated, you can use the provided e-mail address and
password to log in to your account at http://myaccount.bitdefender.com.

3. Optionally, BitDefender can inform you about special offers and promotions
using the e-mail address of your account. Click Contact Options and select
one of the available options in the window that appears.

» Send me all messages
» Send me important messages only
» Do not send me any messages

4, Click Submit.
5. Click Next to continue.

@

Note

Before being able to use your account, you must activate it. Check your e-mail
and follow the instructions in the e-mail message sent to you by the BitDefender
registration service.

@ | already have a BitDefender account

BitDefender will automatically detect if you have previously registered a
BitDefender account on your computer. In this case, provide the password of your
account and click Submit. Click Next to continue.

If you already have an active account, but BitDefender does not detect it, follow
these steps to register the product to that account:

1. Select Sign in (Prev. Account).
2. Type the e-mail address and the password of your account in the corresponding
fields.

Note
@ If you have forgotten your password, click Forgot your password? and follow
the instructions.

Installing BitDefender 8
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3. Optionally, BitDefender can inform you about special offers and promotions
using the e-mail address of your account. Click Contact Options and select
one of the available options in the window that appears.

» Send me all messages
» Send me important messages only
» Do not send me any messages

4, Click Submit.
5. Click Next to continue.

3.4. Step 4 - Choose View

This is where you choose the type of installation to perform and the interface view
mode to use.

Choose Setup Type
The following setup options are available:

Easy Setup
Select this option if you prefer a quick installation and do not intend to configure
BitDefender settings. The program will be installed in a default configuration
and you will be taken directly to the final step of the installation wizard.

Custom Setup
Select this option if you prefer to customize the installation and the BitDefender
settings. You will go through the configuration steps described in the following
sections, starting with choosing the setup location.

To see a video tutorial that will help you with the installation, click Get Help.

Choose Setup Location

By default, BitDefender Internet Security 2011 will be installed in C:\Program
Files\BitDefender\. If you want to change the installation path, click Browse
and select the folder in which you would like BitDefender to be installed.

You can share the product files and signatures with other BitDefender users. This
way, BitDefender updates can be performed faster. If you don't want to enable this
feature, select the corresponding check box.

Note
@ No personal identifiable information will be shared if this feature is enabled.

Click Next to continue.

Installing BitDefender 9
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Choose User Interface

Select the user interface view mode that best suits your needs. BitDefender Internet
Security 2011 gives you a choice of three interfaces, each tailored to the needs of
a different type of user.

Basic View
Suited for computer beginners and people who want BitDefender to protect
their computer and data without being bothered. The interface is simple to use
and requires minimal interaction on your side.

All you have to do is fix the existing issues when indicated by BitDefender. An
intuitive step-by-step wizard assists you in fixing issues. Additionally, you can
perform common tasks, such as updating the BitDefender virus signature and
product files or scanning the computer.

Intermediate View
You can configure the main BitDefender settings, fix issues separately, manage
the BitDefender products installed on the computers in your household and
choose which issues to be monitored. Moreover, you can control how your
children use the computer and the Internet by configuring Parental Control.

Expert View
Suited for more technical users, this mode allows you to fully configure each
functionality of BitDefender. You can also use all tasks provided to protect your
computer and data.

Make your selection and click Next to continue.

3.5. Step 5 - Configure

This is where you can customize your product.
Configure Settings

Note
@ This step appears only if you have set the BitDefender interface to Expert View.

Here you can enable / disable BitDefender features organized in two categories. To
change the status of a setting, click the corresponding switch.

@ Security Settings

In this area, you can enable or disable product settings that cover various aspects
of computer and data security.

Installing BitDefender 10
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Setting Description

Antivirus Real-time protection ensures that all files are
scanned as they are accessed by you or by an
application running on this system.

Automatic Update Automatic update ensures that the newest
BitDefender product and signature files are
downloaded and installed automatically, on a regular
basis.

Vulnerability Check Automatic vulnerability check ensures that crucial
software on your PC is up-to-date.

Antispam Antispam filters the e-mail messages that you
receive, marking unsolicited and junk mail as SPAM.

Antiphishing Antiphishing detects and alerts you in real-time if a
web page is set up to steal personal information.

Identity Control Identity Control helps you prevent your personal
data from being sent out on the Internet without
your consent. It blocks any instant messages, e-mail
messages or web forms transmitting data you
defined as being private to unauthorized recipients
(addresses).

Chat Encryption Chat Encryption secures your conversations via
Yahoo! Messenger and Windows Live Messenger
provided that your IM contacts use a compatible
BitDefender product and IM software.

Parental Control Parental Control restricts the computer and online
activities of your children based on the rules you
defined. Restrictions may include blocking
inappropriate web sites, as well as limiting gaming
and Internet access according to a specified
schedule.

Firewall Firewall protects your computer from hacker and
malicious outside attacks.

@ General Settings

In this area, you can enable or disable settings that affect product behavior and
user experience.

Installing BitDefender 11
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Setting Description

Game Mode Game Mode temporarily modifies protection settings
so as to minimize their impact on system
performance during games.

Laptop Mode Detection Laptop Mode temporarily modifies protection settings
so as to minimize their impact on the life of your
laptop battery.

Settings Password This ensures that the BitDefender settings can only
be changed by the person who knows this password.

When you enable this option, you will be prompted
to configure the settings password. Type the desired
password in both fields and click OK to set the
password.

BitDefender News By enabling this option, you will receive important
company news, product updates or new security
threats from BitDefender.

Product Notification By enabling this option, you will receive information
Alerts alerts.
Scan Activity Bar The Scan Activity Bar is a small, transparent window

indicating the progress of the BitDefender scanning
activity. For more information, please refer to “Scan
Activity Bar” (p. 20).

Send Virus Reports By enabling this option, virus scanning reports are
sent to BitDefender labs for analysis. Please note
that these reports will contain no confidential data,
such as your name or IP address, and that they will
not be used for commercial purposes.

Outbreak Detection By enabling this option, reports regarding potential
virus-outbreaks are sent to BitDefender labs for
analysis. Please note that these reports will contain
no confidential data, such as your name or IP
address, and that they will not be used for
commercial purposes.

Click Next to continue.
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Configure My Tools

Note

@ This step appears only if you have set the BitDefender interface to Basic View or
Intermediate View.

With My Tools, you can personalize the dashboard by adding shortcuts to the tools
that are most important to you. This way you can ensure easy access to them.
From this screen, you can add shortcuts for any of the following tools:

@ Parental Control - control and monitor your children's activities on the computer.

® Game Mode - set up BitDefender so as not to allow it to interfere with your gaming
experience.

@ Laptop Mode - temporarily modifies protection settings so as to minimize their
impact on the life of your laptop battery.

@ Home Network Management - manage BitDefender products installed on computers
in the home network from a single PC.

Select the tools you want to add and click Next to continue.
Set Up Parental Control

Note
@ This step appears only if you have added Parental Control to My Tools.

You can select one of three options:
@ Set Parental Control on children accounts

Select this option to enable Parental Control on the Windows accounts created
for your children and manage it from the administrative account.

@ Set Parental Control on current account

Select this option to enable Parental Control on the current Windows account.
This means you will not have to create separate accounts for your children, but
Parental Control rules will affect everyone using the current account.

In this case, a password is required to protect the Parental Control settings. You
can set it now or at a later time from the BitDefender window.

@ Skip setup for now

Select this option to configure this feature at a later time from the BitDefender
window.

Click Next to continue.
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Home Network Management

Note
@ This step appears only if you have added Home Network Management to My Tools.

You can select one of three options:
@ Set up this PC as Server

Select this option if you intend to manage BitDefender products on other
computers in the home network from this one.

A password is required to join the network. Enter the password in the provided
text boxes and click Submit.

@ Set up this PC as Client

Select this option if BitDefender will be managed from another computer in the
home network which is also running BitDefender.

A password is required to join the network. Enter the password in the provided
text boxes and click Submit.

@ Skip setup for now

Select this option to configure this feature at a later time from the BitDefender
window.

Click Next to continue.

3.6. Step 6 - Support Options
This is where you can customize help and support options:

@ Enable / disable Smart Tips. Smart Tips are personalized messages displayed
in the BitDefender Dashboard to help you improve your computer's performance.

@ Confirm the e-mail address you will use should you need to contact BitDefender
Customer Care. If you don't plan to contact Customer Care via e-mail, select the
corresponding check box.

3.7. Step 7 - Confirm

This is where you can review the selected configuration.
By default, Anonymous Usage Reports are enabled.

By enabling this option, reports containing information about how you use the
product are sent to BitDefender servers. This information is essential for improving
the product and can help us offer you a better experience in the future. Please note
that these reports will contain no confidential data, such as your name or IP address,
and that they will not be used for commercial purposes.
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The following tasks are also scheduled:
@ A full system scan is scheduled immediately after the installation is finished.

It is recommended to perform this thorough scan that will detect any malware
threats present on your system.

@ A system scan is scheduled for every Sunday at 2 AM.

It is highly recommended to scan your system at least once a week. Select a
different day and time if the default schedule is not suitable for you. If the
computer is shut down when the schedule is due, the scan will run the next time
you start your computer.

@ A system scan is scheduled to be performed daily when the system is idle. By
scanning your system when it is idle, malware that resides on your computer can
be found and removed with no impact on your activity.

Click Finish.

3.8. Step 8 - Finish

The installation is now nearing completion. The final settings are applied and an
update is performed.

The wizard will automatically close when the installation is completed. If this option
was selected during the previous step, a full system scan is initiated.

The setup wizard will detect the network you are connected to and will let you
classify it as Home/Office or Public.

o) Note
U A system restart may be required.
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4. Upgrading From an Older Version of BitDefender

You can upgrade to BitDefender Internet Security 2011 if you are using BitDefender
Internet Security 2011 beta, the 2008, 2009 or 2010 version.

There are two ways to perform the upgrade:

@ Install BitDefender Internet Security 2011 directly over the older version. If you
install directly over the 2010 version, the Friends and Spammers lists and the
Quarantine are automatically imported.

@ Remove the older version, then restart the computer and install the new version
as described in chapter “Installing BitDefender” (p. 5). No product settings will
be saved. Use this upgrade method if the other fails.
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5. Repairing or Removing BitDefender

If you want to repair or remove BitDefender Internet Security 2011, follow the path
from the Windows start menu: Start -» All Programs - BitDefender 2011 -
Repair or Remove.

A wizard will appear to help you complete the desired task.
1. Repair or Uninstall

Select the action you want to perform:

@ Repair - to re-install all program components.

® Remove - to remove all installed components.

Note
@ We recommend that you choose Remove for a clean re-installation.

2. Confirm Action

Make sure to read the information displayed carefully before clicking Next to
confirm the action.

3. Progress

Wait for BitDefender to complete the action you have selected. This will take
several minutes.

4. Finish
The results are displayed.

You need to restart the computer to complete the process. Click Restart to reboot
your computer immediately, or Finish to close the window and reboot at a later
time.
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6. Overview

Once you have installed BitDefender Internet Security 2011, your computer is
protected against all kinds of malware (such as viruses, spyware and trojans) and
Internet threats (such as hackers, phishing and spam).

You are not required to configure other BitDefender settings besides those configured
during installation. However, you may want to take advantage of the BitDefender
settings to fine-tune and improve your protection.

From time to time, you should open BitDefender and fix the existing issues. You
may have to configure specific BitDefender components or take preventive actions
to protect your computer and your data. If you want to, you can configure
BitDefender not to alert you about specific issues.

If you have not registered the product (including creating a BitDefender account),
remember to do so until the trial period ends. For more information on the
registration process, please refer to “Registration and My Account” (p. 47).

6.1. Opening BitDefender

To access the main interface of BitDefender Internet Security 2011, use the Windows
Start menu, by following the path Start -» All Programs - BitDefender 2011 -
BitDefender Internet Security 2011 or, quicker, double-click the BitDefender
icon @ in the system tray.

For more information on the main application window, please refer to “Main
Application Window” (p. 23).

6.2. System Tray Icon

To manage the entire product more quickly, you can use the BitDefender icon & in
the system tray. If you double-click this icon, BitDefender will open. Also, by
right-clicking the icon, a contextual menu will allow you to quickly manage the
BitDefender product.

@ Show - opens the main interface of BitDefender.
@ Help - opens the help file, which explains in detail how

Show

to configure and use BitDefender Internet Security 2011. teb

@ About - opens a window where you can see information Frdllisies
about BitDefender and where to look for help in case ——
something unexpected appears. roferences

@ Fix All Issues - helps you remove current security
vulnerabilities. If the option is unavailable, there are no | Tray Icon
issues to be fixed. For detailed information, please refer
to “Fixing Issues” (p. 38).
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® Turn Game Mode On / Off - activates / deactivates Game Mode.

@ Update Now - starts an immediate update. A new window will appear where you
can see the update status.

@ Preferences - opens a window where you can enable or disable the main product
settings and reconfigure your user profile. For more information, please refer to
“Configuring Main Settings” (p. 40).

The BitDefender system tray icon informs you when issues affect your computer or
how the product operates, by displaying a special symbol, as follows:

@ Red triangle with an exclamation mark: Critical issues affect the security of
your system. They require your immediate attention and must be fixed as soon as
possible.

@ Letter G: The product operates in Game Mode.

If BitDefender is not working, the system tray icon is grayed out €. This usually
happens when the license key expires. It can also occur when the BitDefender
services are not responding or when other errors affect the normal operation of
BitDefender.

6.3. Scan Activity Bar

The Scan activity bar is a graphic visualization of the scanning activity on your
system. This small window is by default available only in Expert View.

Scan Activity Bar

The gray bars (the File Zone) show the number of scanned files per second, on a
scale from 0 to 50. The orange bars displayed in the Net Zone show the number
of Kbytes transferred (sent and received from the Internet) every second, on a scale
from 0 to 100.

Note

@ The Scan activity bar will notify you when real-time protection or the Firewall is
disabled by displaying a red cross over the corresponding area (File Zone or Net
Zone).
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6.3.1. Scan Files and Folders

You can use the Scan activity bar to quickly scan files and folders. Drag the file or
folder you want to be scanned and drop it over the Scan Activity Bar as shown
below.

Drop File

The Antivirus Scan wizard will appear and guide you through the scanning process.

Scanning options. The scanning options are pre-configured for the best detection
results. If infected files are detected, BitDefender will try to disinfect them (remove
the malware code). If disinfection fails, the Antivirus Scan wizard will allow you to
specify other actions to be taken on infected files. The scanning options are standard
and you cannot change them.

6.3.2. Disable/Restore Scan Activity Bar

When you no longer want to see the graphic visualization, just right-click it and
select Hide. To restore the Scan activity bar, follow these steps:

1. Open BitDefender.

2. Click the Options button in the upper-right corner of the window and select
Preferences.

3. In the General Settings category, use the switch corresponding to Scan Activity
Bar to enable it.

4. Click OK to save and apply the changes.

6.4. Automatic Device Detection

BitDefender automatically detects when you connect a removable storage device
to your computer and offers to scan it before you access its files. This is
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recommended in order to prevent viruses and other malware from infecting your
computer.

Detected devices fall into one of these categories:

@ CDs/DVDs
@ USB storage devices, such as flash pens and external hard-drives
@ mapped (remote) network drives

When such a device is detected, an alert window is displayed.

To scan the storage device, just click Yes. The Antivirus Scan wizard will appear
and guide you through the scanning process.

If you do not want to scan the device, you must click No. In this case, you may find
one of these options useful:

@ Don't ask me again about this type of device - BitDefender will no longer
offer to scan storage devices of this type when they are connected to your
computer.

@ Disable automatic device detection - You will no longer be prompted to scan
new storage devices when they are connected to the computer.

If you accidentally disabled automatic device detection and you want to enable it,
or if you want to configure its settings, follow these steps:

1. Open BitDefender, click Options in the upper-right corner of the window and
choose Expert View.

. Go to Antivirus>Virus Scan.
. In the list of scan tasks, locate the Device Scanning task.
. Right-click the task and select Properties. A new window will appear.

u B~ W N

. On the Overview tab, configure the scanning options as needed. For more
information, please refer to “Configuring Scan Settings” (p. 70).

6. On the Detection tab, choose which types of storage devices to be detected.
7. Click OK to save and apply the changes.
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7. Main Application Window

BitDefender Internet Security 2011 meets the needs of computer beginners and
very technical people alike. Its graphical user interface is designed to suit each and
every category of users.

You can choose to view the user interface under any of three modes, depending on
your computer skills and on your previous experience with BitDefender.

Basic View
Suited for computer beginners and people who want BitDefender to protect
their computer and data without being bothered. This mode is simple to use
and requires minimal interaction on your side.

All you have to do is fix the existing issues when indicated by BitDefender. An
intuitive step-by-step wizard assists you in fixing issues. Additionally, you can
perform common tasks, such as updating the BitDefender virus signature and
product files or scanning the computer.

Intermediate View
Aimed at users with average computer skills, this interface extends what you
can do in Basic View.

You can fix issues separately and choose which issues to be monitored.
Moreover, you can manage remotely the BitDefender products installed on the
computers in your household.

Expert View
Suited for more technical users, this mode allows you to fully configure each
functionality of BitDefender. You can also use all tasks provided to protect your
computer and data.

The view mode is selected during installation.

To change the view mode:

1. Open BitDefender.

2. Click the Options button in the upper-right corner of the window.
3. Select the desired view mode from the menu.

7.1. Basic View

If you are a computer beginner, displaying the user interface in Basic View may be
the most adequate choice for you. This mode is simple to use and requires minimal
interaction on your side.

The window is organized into three main areas:

Status area
Status information is presented in the left side of the window.
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Protect Your PC area
This is where you can take the necessary actions to manage your protection.

Help area

This is where you can find out how to use BitDefender Internet Security 2011
and get help.

The Options button in the upper-right corner of the window allows you to change
the user interface view mode and to configure the main program settings.

In the bottom-right corner of the window, you can find several useful links.

License Info Opens a window where you can see current license key
information and register your product with a new license key.
View Logs Allows you to see a detailed history of all tasks performed by

BitDefender on your system.
Help and Support Click this link if you need help with BitDefender.

@ Gives you access to a help file that shows you how to use
BitDefender.

7.1.1. Status Area

Status information is presented in the left side of the window.

@ Security Status informs you of the issues that affect your computer's security
and helps you fix them. By clicking Fix All Issues, a wizard will help you easily
remove any threats to your computer and data security. For detailed information,
please refer to “Fixing Issues” (p. 38).

@ License Status displays how many days are left until the license expires. If you
are using a trial version or if your license is going to expire, you can click Buy
Now to buy a license key. For detailed information, please refer to “Registration
and My Account” (p. 47).

7.1.2. Protect Your PC Area
This is where you can take the necessary actions to manage your protection.
Three buttons are available:
@ Security provides you with shortcuts to security tasks and settings.

® Update Now helps you update the virus signature and product files of
BitDefender. A new window will appear where you can see the update status. If
updates are detected, they are automatically downloaded and installed on your
computer.
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® My Tools allows you to create shortcuts to your favorite tasks and settings.

To perform a task or configure settings, click the corresponding button and choose
the desired tool from the menu. To add or remove shortcuts, click the corresponding
button and choose More Options. For detailed information, please refer to “My
Tools” (p. 30).

7.1.3. Help Area

This is where you can find out how to use BitDefender Internet Security 2011 and
get help.

Smart Tips are a fun and easy way to learn about computer security best practices
and how to use BitDefender Internet Security 2011.

If you need help, type a keyword or a question in the Help and Support field and
click Search.

7.2. Intermediate View

Aimed at users with average computer skills, Intermediate View is a simple interface
that gives you access to all modules at a basic level. You'll have to keep track of
warnings and critical alerts and fix undesired issues.

The Intermediate View window is organized into several tabs.
Dashboard
The dashboard helps you easily monitor and manage your protection.

Security
Displays the status of the security settings and helps you fix detected issues.
You can run security tasks or configure security settings.

Network
Displays the BitDefender home network structure. This is where you can perform
various actions to configure and manage the BitDefender products installed in

your home network. In this way, you can manage the security of your home
network from a single computer.

The Options button in the upper-right corner of the window allows you to change
the user interface view mode and to configure the main program settings.

In the bottom-right corner of the window, you can find several useful links.

License Info Opens a window where you can see current license key
information and register your product with a new license key.
View Logs Allows you to see a detailed history of all tasks performed by

BitDefender on your system.
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Help and Support Click this link if you need help with BitDefender.

@ Gives you access to a help file that shows you how to use
BitDefender.

7.2.1. Dashboard

The dashboard helps you easily monitor and manage your protection.
The dashboard consists of the following sections:

@ Status Details indicates the status of each main module using explicit sentences
and one of the following icons:

L4 Green circle with a check mark: No issues affect the security status. Your
computer and data are protected.

© Red circle with an exclamation mark: There are issues that affect the
security of your system. Critical issues require your immediate attention.
Non-critical issues should also be addressed as soon as possible.

@ Gray circle with an X mark: The activity of this module's components is
not monitored. Thus, no information is available regarding their security status.
There may be specific issues related to this module.

Click the name of a module to see more details about its status and to configure
status tracking for its components.

@ License Status displays how many days are left until the license expires. If you
are using a trial version or if your license is going to expire, you can click Buy
Now to buy a license key. For detailed information, please refer to “Registration
and My Account” (p. 47).

® My Tools allows you to create shortcuts to your favorite tasks and settings. For
detailed information, please refer to “My Tools” (p. 30).

@ Smart Tips are a fun and easy way to learn about computer security best
practices and how to use BitDefender Internet Security 2011.

7.2.2. Security

The Security tab allows you to manage the security of your computer and data.

“Status Area” (p. 26)
“Quick Tasks” (p. 27)

Status Area

The status area is where you can see the complete list of monitored security
components and their current status. By monitoring each security module,
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BitDefender will let you know not only when you configure settings that might affect
your computer's security, but also when you forget to do important tasks.

The current status of a component is indicated using explicit sentences and one of
the following icons:

(4 Green circle with a check mark: No issues affect the component.
© Red circle with an exclamation mark: Issues affect the component.

Just click the Fix button corresponding to a sentence to fix the reported issue. If an
issue is not fixed on the spot, follow the wizard to fix it.

To configure which components must be monitored:
1. Click Add/Edit List.
2. To turn on or off monitoring for a specific item, use the corresponding switch.
3. Click Close to save the changes and close the window.
Important

To ensure that your system is fully protected, enable tracking for all components and
fix all reported issues.

Quick Tasks
This is where you can find links to the most important security tasks:
@ Update Now - starts an immediate update.

@ Full System Scan - enables you to start a system scan and to set up automatic
scans.

@ Custom Scan - starts a wizard that lets you create and run a custom scan task.

@ Vulnerability Scan - starts a wizard that checks your system for vulnerabilities
and helps you fix them.

@ Parental Control - opens the Parental Control configuration window. For more
information, please refer to “Parental Control” (p. 94).

@ Configure Firewall - opens a window where you can view and configure the
Firewall settings. For more information, please refer to “Firewall” (p. 118).

7.2.3. Network

This is where you can perform various actions to configure and manage the
BitDefender products installed in your home network. In this way, you can manage
the security of your home network from a single computer.

For detailed information, please refer to “Home Network” (p. 141).
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7.3. Expert View

Expert View gives you access to each specific component of BitDefender. This is
where you can configure BitDefender in detail.

Note
@ Expert View is suited for users having above average computer skills, who know the
type of threats a computer is exposed to and how security programs work.

On the left side of the window there is a menu containing all security modules. Each
module has one or more tabs where you can configure the corresponding security
settings or perform security or administrative tasks. The following list briefly
describes each module. For detailed information, please refer to the “Configuration
and Management” (p. 51) part of this user guide.

General
Allows you to access the general settings or to view the dashboard and detailed
system info.

Antivirus
Allows you to configure your virus shield and scanning operations in detail, to
set exceptions and to configure the quarantine module. This is were you can
also configure antiphishing protection and Search Advisor.

Antispam
Allows you to keep your Inbox SPAM-free and to configure the antispam settings
in detail.

Parental Control
Allows you to protect your children against inappropriate content by using your
customized computer access rules.

Privacy Control
Allows you to prevent data theft from your computer and protect your privacy
while you are online.

Firewall
Allows you to protect your computer from inbound and outbound unauthorized
connection attempts. It is quite similar to a guard at your gate - it will keep a
watchful eye on your Internet connection and keep track of who to allow access
to the Internet and who to block.

Vulnerability
Allows you to keep crucial software on your PC up-to-date.

Encryption
Allows you to encrypt Yahoo and Windows Live (MSN) Messenger
communications.
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Game/Laptop Mode

Allows you to postpone the BitDefender scheduled tasks while your laptop runs
on batteries and also to eliminate all alerts and pop-ups when you are playing.

Home Network
Allows you to configure and manage several computers in your household.
Update

Allows you to obtain info on the latest updates, to update the product and to
configure the update process in detail.

Registration

Allows you to register BitDefender Internet Security 2011, to change the license
key or to create a BitDefender account.

The Options button in the upper-right corner of the window allows you to change
the user interface view mode and to configure the main program settings.

In the bottom-right corner of the window, you can find several useful links.

License Info Opens a window where you can see current license key
information and register your product with a new license key.
View Logs Allows you to see a detailed history of all tasks performed by

BitDefender on your system.
Help and Support Click this link if you need help with BitDefender.

@ Gives you access to a help file that shows you how to use
BitDefender.
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8. My Tools

When using BitDefender in Basic View or Intermediate View, you can customize
your dashboard by adding shortcuts to tasks and settings that are important to you.
This way, you can quickly gain access to features you use regularly and to advanced
settings without having to switch to a more advanced interface view mode.

Depending on the user interface view mode you use, the shortcuts added to My
Tools are available as follows:

Basic View
In the Protect Your PC area, click My Tools. A menu will appear. Click a shortcut
to launch the corresponding tool.

Intermediate View
The shortcuts appear under My Tools. Click a shortcut to launch the
corresponding tool.

To open the window from which you can select the shortcuts that will appear in My
Tools, proceed as follows:

Basic View
In the Protect Your PC area, click My Tools and choose More Options.

Intermediate View
Click one of the buttons under My Tools or the Configure link.

Use the switches to select the tools to be added to My Tools. You can select any of
the following categories of tools.

@ Scan Tasks
Add the tasks you regularly use to scan your system for security threats.

Full System Scan Scans the entire system, except for archives. In the
default configuration, it scans for all types of
malware other than rootkits.

My Documents Scan Use this task to scan important current user folders:
My Documents, Desktop and StartUp. This will
ensure the safety of your documents, a safe
workspace and clean applications running at startup.

Custom Scan Starts a wizard that lets you create a custom scan
task.
Deep System Scan Scans the entire system. In the default configuration,

it scans for all types of malware threatening your
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Scan Task Description

system's security, such as viruses, spyware, adware,
rootkits and others.

Quick Scan Quick Scan uses in-the-cloud scanning to detect
malware running in your system. Running a Quick
Scan usually takes less than a minute and uses a
fraction of the system resources needed by a regular
virus scan.

Schedule My Scans Takes you to the Antivirus settings window where
you can customize the on-demand scan tasks.
For more information about scan tasks, please refer to “Managing Existing Scan
Tasks” (p. 67).
@ Settings
Add shortcuts to the BitDefender settings you want to configure:

Update Now Trigger an update of BitDefender. For more
information, please refer to “Update” (p. 145).

Parental Control Configure the Parental Control module. For more
information, please refer to “Parental Control” (p.
94).

Configure Firewall Configure the Firewall module. For more information,
please refer to “Firewall” (p. 118).

Game Mode Toggle the Game Mode. For more information, please
refer to “Game Mode” (p. 135).

Laptop Mode Toggle the Laptop Mode. For more information,
please refer to “Laptop Mode"” (p. 138).

Configure Antivirus Configure the Antivirus module. For more
information, please refer to “Antivirus Protection”
(p. 56).

View & Fix All Issues Open a wizard that will help you fix all the security
issues affecting your system. For more information,
please refer to “Fixing Issues” (p. 38).

@ Help & Support

Enter the support section. For more information, please refer to “Contact Us
Directly from Your BitDefender Product” (p. 186).
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