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Van ban Phap ly

Tét ca ban quyén déu dwoc gitr. Khong duoc sao chép hoac phat hanh bat civ phan nao clia cudn sach nay duéi
moi hinh thirc hodc moi phwong thirc, dién t& hay trén gidy, bao gom ca viéc sao chup, ghi lai hodc bang mot hé
théng lwu trik hodc phuc hdi théng tin, ma khéng co sy cho phép bang van ban tir mét dai dién dwoc uy quyén clia
BitDefender. C6 thé bao gém ca ban bao gia van tét khi xem xét lwu y dén ngudn trich dan. Khéng duwoc stra doi ndi
dung dwéi moi hinh thire.

Canh bao va khéng chap nhan. San pham nay va cac tai liéu clia san pham dwoc bao vé bang luat quyen tac gia.
Thoéng tin trong tai liéu nay dwoc cung cp trén co s& “nguyén ban” (gitr nguyén trang thai) ma khong can bao hanh.
Méc du vay van cé nhitng bwéc canh bao khi soan théo tai liéu nay, cac tac gia khong co trach nhiém trudc ca nhan
hodc tb chirc déi véi moi tdn that hoac hu hai tric tiép hodc gian tiép gay ra bdi thong tin néu trong tai liéu nay.
Cubdn sach nay bao gdm nhiing lién két véi cac trang website ctia bén thir ba ma BitDefender khong kiém soat duoc,
vi vay BitDefender khéng chiu trach nhiém ddi véi ndi dung cla trang website dwoc két ndi. Néu ban truy cap mot
trang website ctia bén th(r ba nhw liét ké trong tai liéu nay, ban sé& phai tw chiu trach nhiém. BitDefender cung cap
cac duong két ndi nay véi muc dich tét va tién ich, va viéc bao gdm duwdng két ndi khong cé nghia 1a BitDefender
xac nhan hodc chap nhan trach nhiém cho ndi dung ctia trang web clia bén thi ba.

Thwong hiéu. Thuong hiéu dwoc dang ky co }hé xuét hién trong cuén sach nay. Moi nhan higu da dang ky hodc
chwa dang ky trong tai liéu nay la tai san duy nhat ctia nhirng nguoi s& httu hgp phap va dwoc xac nhan chinh thire.
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Giay phép ban quyén va bdo hanh

NEU BAN KHONG DONG Y VOI NHPNG BIEU KHOAN VA DBIEU KIEN NAY THi
HAY BDU'NG NEN CAlI PHAN MEM. NEU BAN CHON "TOI BONG Y", "OK", "TIEP
THEO", "YES" HOAC CAI DAT VA SU DUNG PHAN MEM BANG BAT CU’ PHUONG
PHAP NAO, VO HINH CHUNG BAN BAT BUOC HOAC DA HIEU LA PHAI CHAP
NHAN MOI DIEU KIEN CUA BAN THOA THUAN NAY

Nhirng diéu kién thod thuan nay bao tram nhing G|a| phap va Dich vu cta BitDefender
cho ngwdi dung ca nhan ma da cung cap ban quyen cho ban, bao ham nhirng tai liéu
lién quan va nhung cap nhat hay nang cap ctia phan mém da dwoc ban cho ban dwdi
hinh thtrc ban quyéen hodc thoa thuan dich vu nhw da dwoc dinh nghia trong tai liéu
va moi sao chép clia nhirng diéu nay.

Hop ddng cap phép la mot thod thuan hop phap gitba ban (moét ca nhan ho&c tb chirc
st dung cubi) va BltDefender dé dwoc st dung san pham phan mém BitDefender
nhw néu & trén, bao gdm phan mém may tinh va cé th& bao gdbm cac mai trwdng két
hop, cac tai liéu dwoc in va cac tai liéu "tryc tuyén" hoac dién tir (sau day goi la
"BitDefender"), tat ca cac hang muc nay dwoc bdo hd bdi luat ban quyén My va luat
ban quyén qudc té va bao vé hiép uéc qudc té. Bang cach cai dat, sao chép hoac st
dung BitDefender, ban dong y rang budc véi cac didu khoan clia hop ddng. Néu ban
khong ddng y véi cac didu khoan cla hcrp ddng nay, khéng dwoc cai dat hodc st
dung BitDefender; tuy nhién ban c6 thé gwi tra v& noi mua dé doi hoan tra day du
khodn tién da mua trong vong 30 ngay sau khi ban mua. C6 thé can phai xac dinh
viéc mua hang cla ban.

Néu ban khéng ddng y véi nhivng diéu kién ctia thoa thuan, hay dirng cai va st dung
BitDefender.

Ban quyén BitDefender. BitDefender dwgc bao vé bdi luat ban quyén va cac hiép
wée qudc té vé ban quyén, ciing nhu |a cac luat phap va hiép wéc khac vé sé hiru
tri tué. BitDefender dwoc cAp phép va khong dwoc ban.

CAP GIAY PHEP. BitDefender cAp cho ban va chi riéng ban gidy phép khong déc
quyén, khéng dwoc chuyén nhwong va chi cé thé st dung cho BitDefender.

(NG DUNG PHAN MEM. Ban c6 thé cai dat va s dung BitDefender, trén bao nhiéu
may tinh ca nhan ma ban can trong gi¢i han cia s6 may tinh ghi trén ban quyén ma
ban nhan dwoc. Ban cé thé sao chép CD dé cét gitr.

BAN QUYEN NGU'O'1 DUNG MAY CA NHAN. Ban quyén nay &p dung cho phan mém
BitDefender dwoc cai dat trén mot may tinh duy nhét va khéng cung cAp cho viéc stv
dung cho céc dich vu mang. M&i ngudi diing cé thé cai trén may ca nhan va cé thé
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sao chép lai dé cét gilr trén mot may phu. S6 nguoi dung chinh dwoc ghi trén to ban
quyén ma ban nhan dwoc.

DIEU KHOAN CUA GIAY PHEP: Gidy phép duoc cap bat dau vao ngay ma ban cai
dat, sao chép hay st dung BitDefender lan dau tién va chi tiép tuc st dung trén may
tinh ma BitDefender dwoc cai dat ban dau.

HET HAN. San pham sé dirng thwe thi chivc ndng clia né ngay khi dang ky hét han.

NANG CAP. Néu san phadm BitDefender dwoc mang nhan hiéu 1a nang cép, thi truéc
d6 ban phai dwoc cdp phép dé sir dung moét san pham dwoc xac dinh béi BitDefender
la hop phap dé& nang cap va st dung tiép BitDefender. M6t phan mém BitDefender
¢6 nhan hiéu nang cap sé thay thé hodc/va bb sung san pham ma da cé trén co s&
vé tinh hop phap clia ban dé c6 thé nang cap. Ban c6 thé str dung san phdm duoc
nang cap theo cac diéu khoan ctia hop ddng cip phép nay. Néu BitDefender 1a mot
ban nang cap clia moét phan goi chwong trinh phan mém ma ban c&p phép nhw 13
mot san pham don 1, ban c6 thé str dung va chuyén nhuong BitDefender nhw 14 mot
phan clia géi sdn pham don 1& va khong thé tach rdi dé st dung trén nhiéu hon mot
may tinh.

BAN QUYEN. Moi quy&n han, tw cach va quyén loi déi véi BitDefender va moi ban
quyén c6 lién quan dén BitDefender (bao gdm va khong gi¢i han cac hinh anh, anh
chup, biéu trwng bay, phan hoat anh, video, audio, am nhac, van ban k& ca chwong
trinh &ng dung nhé véi mét nhiém vu cu thé dwoc két hop trong/vai BitDefender),
cac tai liéu in dinh kém va ban sao cutia BitDefender la thudc sé& hiru clia BitDefender.
BitDefender duwoc bao vé bdi luat ban quyén va cac didu khoan lién quan cia hiép
wée qudc té. Vi thé ban phai coi BitDefender nhw 1a moét tai liéu dwoc cip ban quyén
ngoai trir viéc ban co thé cai dat BitDefender trén mot may tinh don 1& mién la ban
phai gitr ban gdc chi cho cac muc dich sao lai hodc niém cét. Ban khang thé sao chép
cac tai liéu in dwoc dinh kem BitDefender. Ban phai soan thao va bao gém cac théng
bao vé& ban quyén trong mot mau gbc cac ban sao dwoc thiét 1ap trong bat k& moi
trwdng hodc hinh thirc ndo ma & d6 BitDefender ton tai. Ban khong dwoc phép cap
phép tiép, cho thué lai, ban hodc cho thué BitDefender. Ban khéng dwoc déo 16n trinh
tw ky thuat, bién tap lai, thao roi, tao cac cong viéc phat sinh, stra dbi, dich thuat hoac
im cach phat hién ma ngudn ctia BitDefender.

DPIEU KIEN BAO HANH. BitDefender bao dam rang méi trwérng trong d6 BitDefender
dwoc phan phéi khéng bi sai héng trong thoi glan 30 ngay ké tu ngay ban giao
BitDefender cho ban. BitDefender la ngudi duy nhat c6 thé va dwoc quyén stra chwa
nhirng san phdm dwoc giao, trong pham vi cé thé, thay thé phuong tién bi héng néu
xay ra hodc hoan tra lai tién ma ban da thanh toan cho BitDefender. BitDefender
khoéng dam bao rang BitDefender s& khong bi gian doan hodc khong ¢ 16i hodc cac
16i s& dwoc hiéu chinh ngay lap tic. BitDefender khong ddm bao rang BitDefender
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sé dap (r’ng moi yéu cau cta ban. BitDefender KHONG CHAP NHAN MQI BAO HANH
KHAC CHO BITDEFENDER, BUQC BIEU BAT HOAC NGAM BINH. BAO HANH
NEU TREN LA RIENG BIET VA THAY THE CHO MOI BIEU KIEN BAO HANH KHAC
PUQC BIEU BDAT HOAC NGAM BINH, BAO GOM CAC BAO BAM NGAM DINH VE
KHA NANG BAN HANG, THICH HOP CHO MOT MUC BiCH BAC BIET, HOAC
KHONG VI PHAM. CHINH SACH BAO HANH NAY TAO CHO BAN CAC QUYEN LOI
HOP PHAP. BAN CO THE CO CAC QUYEN LOI KHAC THAY BOI TU QUOC GIA
NAY SANG QUOC GIA KHAC.

NGOAINHING BIEU NOI RO TRONG BAN THOA THUAN NAY, BitDefender KHONG
CHAP NHAN BAT KY MOT BAO HANH NAO KHAC, RO RANG HAY NGU Y, VOI
SU TON TRONG SAN PHAM, NANG CAP, BAO TRI HOAC HO TRO LIEN QUAN
HAY NHOPNG TAI LIEU KHAC (HO’U HINH HOAC VO HINH) HOAC NHUPNG DICH
VU BUOC CUNG CAP. BitDefender KHANG DINH TU NAY TU CHOI MOI BAO
DAM VA DIEU KIEN LIEN BOI, BAO GOM, NHUNG KHONG CHI, NHI’NG BAO
HANH LIEN BOI BOI VOI NHIPNG NHA KINH DOANH, NHI’PNG NHU CAU CA
NHAN, TO CHU'C, CHU'C VU, CO HAY KHONG LIEN QUAN, PO CHINH XAC CUA
SO LIEU, CHUAN XAC CUA NOI DUNG DU LIEU, HE THONG TiCH HOP, SU BAT
KHA XAM PHAM KHI LOC THONG TIN, NGUNG SAN PHAM, HOAC XOA NHUNG
PHAN MEM CUA BEN THU BA, GIAN BIEP, PHAN MEM QUANG CAO, COOKIE,
E-MAIL, TAI LIEU VAN BAN, QUANG CAO HOAC TUONG TU, CHO DU NO cO
THE BEN TU CHINH THE, LUAT PHAP, TRUYEN THONG, HAl QUAN HAY KINH
DOANH.

TU CHOI CHAP NHAN THIET HAI. B4t c&v ngudi ndo st dung, kiém tra hodc danh
gia BitDefender déu phai chiu moi rti ro déi v&i chat lwgng va qua trinh thyc hién clia
BitDefender. Trong moi trwéng hop, BitDefender khéng chiu trach nhiém cho moi tbn
that dwdi moi hinh thirc, bao gdm va khéng gidi han cac thiét hai trwc tiép hodc gian
tiép phat sinh ngoai viéc str dung, thuc hién hodc giao phan mém BitDefender, tham
chi néu BitDefender da dwoc théng bao vé kha ndng cla cac tén that d6. MOT VAI
QUOC GIA KHONG CHO PHEP GIO|T HAN HOAC LOAI TRU TRACH NHIEM POl
VOI CAC THIET HAI NGAU NHIEN HOAC CAC THIET HAI SAU NAY, VI THE CAC
GIOI HAN HOAC NGOAI LE TREN KHONG AP DUNG CHO BAN. TRONG MOI
TRUONG HOP TRACH NHIEM CUA BitDefender SE KHONG VU'OT QUA GIA MUA
DO BAN THANH TOAN CHO SAN PHAM PHAN MEM BitDefender. Tt chéi trach
nhiém va cac gi&i han néu trén sé dwoc ap dung bat k& ban cé chap nhan hoéc st
dung, danh gia hoac kiém tra BitDefender hay khéng.

THONG BAO QUAN TRONG CHO NGUO'l DUNG. THONG BAO QUAN TRONG
DOIVOINHING NGUO'I S DUNG. PHAN MEM NAY KHONG DA NANG BE CHIU
MOI LOI VA KHONG BUQC THIET KE BE S DUNG TRONG MOI MOI TRUONG
NGUY HIEM CAN THU'C HIEN HOAC BIEU HANH AN TOAN KHI cO LOI. PHAN
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MEM NAY KHONG DPE S’ DUNG TRONG CAC HOAT BONG CUA NGANH HANG
KHONG, CAC PHUONG TIEN HAT NHAN HOAC CAC HE THONG TRUYEN THONG,
CAC HE THONG VU KHi, CAC HE THONG HO TRO' NHAN SINH TRUC TIEP HOAC
GIAN TIEP, KIEM SOAT KHONG LUU HOAC CAC NG DUNG HAY CAI AT MA
LOICO THE DAN BPEN T VONG, THUONG VONG NGHIEM TRONG HOAC THIET
HAI VE TAI SAN.

TONG QUAN. Thoa thuéan nay se dwoc chi phdi béi Luat phap Romania va cac qui
dinh va hlep wéc vé ban quyén qubc te Chicé nhwng co quan luat phap ciia Romania
méi co quyén phan xt véi nhivng van d& mau thuan xay ra ngoai nhivng didu kién
clia Ban Thoa thuan nay.

Gia ca, gia thanh va phi s dung BitDefender cé thé dwoc thay ddi ma khéng can
phai bao trwée cho ban.

Trong trwong hop bat ky mét diédu khoan nao cta ban Thoa thuan nay khéng con c6
gia tri, dieu dé sé khdong anh hwdéng dén tinh hiéu Iyc ctia cac dieu khoan con lai cia
ban thoa thuan.

BitDefender va biéu twong cla BitDefender la nhan hiéu da dwoc dang ky cua
BitDefender. Moi nhan hiéu khac la s& hiru cia nhitng nguwdi cht sé hiru hop phap
culia chung.

Ban quyén co thé bi huy ngay lap ttrc ma khong can phai bao trwéc néu nhw ban vi
pham bat ky diéu kién nao trong ban nay. Ban ciing sé khéng nhan dwoc bat ct tién
tra lai nao tir BitDefender hodc nhirng nha phan phéi BitDefender vé viéc nay. Nhirng
didu kién lien quan dén viéc bao tin va han ché st dung van con hiéu luc ké ca sau
khi cat ban quyén.

BitDefender co thé xem xét lai nhirng Diéu kién nay b4t ct Iic ndo va nhivng thay dbi
nay sé dwoc ap dung ngay lap tirc dé phu hop véi tirng phién ban phdn mém duoc
phan phdi dé phu hop v&i nhivng didu kién thwc tién méi. Néu bat ky diém nao trong
thoa thuan nay dwoc bd qua va mét hiéu lwc, né sé khéng con gia tri con nhivng diéu
con lai khac van con gia tri va co hiéu lyc.

Trong trwdng hop khong twong ddng gitka ban dich clia ban Thoa thuan nay sang
tiéng khac, ban Tiéng Anh dwoc BitDefender cung cép la ban chiém wu thé.

Lién hé vai BitDefender, S6 5 dwdng Fabrica de Glucoza 72322-Sector 2, Bucharest,
Romania,hoac béng dién thoai: 40-21-2330780 hoac Fax:40-21-2330763, dia chi
e-mail: office@bitdefender.com. Va dia chi e-mail dai dién tai Viét Nam:
sales@bitdefender.com.vn.


mailto:office@bitdefender.com
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Lo néi dau

Séach hwéng dan nay danh cho tat ca nhitng ngudi str dung da lwa chon BitDefender
Antivirus 2008 nhw la mét gidi phap an ninh cho cac may tinh ca nhan cta ho. Cac
théng tin thé hién trong cudn sach nay la thich hop khéng nhirng ddi véi nhirng ngu i
théng hiéu vé may tinh, ma con thich hop véi moi ngudi cé kha nang lam viéc trong
maéi trieerng Windows va co thé truy cap dwoc.

Cubn sach nay miéu ta BitDefender Antivirus 2008, cong ty va nhom thiét ké da xay
dwng lén phdn mém nay sé& hwéng dan ban trong subt qua trinh cai dat, hwéng dan
ban cach Iap ciu hinh cho phan mém. Ban sé& nhan biét cach s dung BitDefender
Antivirus 2008, cap nhat, kiém tra va ca nhan hoa phan mém. Ban sé biét dwoc
nhirng diéu tét nhat tir BitDefender.

Chung to6i chuc ban c6 mot bai gidang hiru ich va ly tha.
1. Cédc qui wérc str dung trong cuén sédch
nay

1.1. Cdc qui wée vé nghé thuat in

Mot vai thé loai van ban dwoc st dung trong cudn sach dé nang cao kha ning dé
doc. Pham vi va y nghta clia céac thé loai nay dwoc thé hién trong bang dwéi day.

menen ——wes

sample syntax Céac mau cl phap dwoc in véicac ky tu cach
don.

http://www.bitdefender.com Céc lien két URL dang chi t&i mot sb vi tri bén
ngoai, trén cac may chd http hoac ftp

support@bitdefender.com Cac thong diép email dwoc chén vao van ban
dé thong bao vé cac dia chi lién hé.

“L&i n6i dau” (p. xi) Day 1a mot lién két bén trong, huéng vé mot sd
vi tri bén trong van ban.

filename Tép va thw muc dwoc in st dung cac font chit
don céach.
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ménen——wes

option Tét ca cac lwa chon san phdm dwoc in st dung
cac ky tw manh.

sample code listing

In ma v&icac ky tu don céach.

1.2. L&i nhac nhé

Nhirng 161 nhac nhé 1a cac thong béo bang van ban, duoc biéu thi sinh dong, thu hat
sw cht y clia ban vé&i cac thong tin bd sung c6 lién quan dén doan hién tai.

o

o
P

Ghi cha

Thoéng bao chi 1a mét quan sat ngén. Mac du ban cé thé b qua nhwng nhivng thong
bao nay van cé thé cung cép nhirng théng tin co gia tri nhu mot déc diém cu thé hodc
mot méi lien hé véi mot dé tai cé lién quan nao dé.

Quan trong
Phan nay doi héi ban phai chu y, ban khéng nén bd qua. Théng thuwéng, né cung cp
nhirng théng tin khéng phai la quan trong nhung ciing dang dé xem xét.

Canh bao

Day la théng tin quan trong ma ban can x ly v&i sw chi y cao. S& khong co gi xau xay
ra néu ban lam theo cac chi dan. Ban can doc va hiéu né bdi vi né moé td mot van dé
gi do chira nguy co rat cao.

2. C4u truc cta cubn sach

Séach gbém cé nhiéu phan chira dwng nhirng dé tai chinh. Ngoai ra , mét bang chu giai
dwoc cung cap v&i cach trinh bay mét cach dé hidu véi nhivng kién thirc chuyén mén

Cac bwérc cai dit. Cac chi dan tirng buéc dé cai dat BitDefender vao tram cong tac.
Day 1a huwéng dan toan dién vé& cach cai dat BitDefender Antivirus 2008. Bat dau
bang nhitng didu kién tién quyét dé cai dat thanh cong, ban sé& dwoc chi dan trong
subt qua trinh cai dat. Cudi ciing thu tuc d& bd dwoc miéu ta trong trudng hop ban
ban can phai d& bé phan cai dat BitDefender.

Quan ly co ban. Mb ta co ban vé quyén quan tri va sw bao tri clia BitDefender.

Quan ly an ninh cap cao. M6t ban trinh bai chi tiét vé nhitng kha ndng bdo mat
dwoc phan phdi béi BitDefender. Giai thich mét cach chi tiét tat ca nhirng van dé vé
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nhng tuy chon va tinh chinh nang cao. Ban dwoc chi d‘én lam thé nao dé cAu hinh
va str dung moi moé-dun chirc nang cla Bitdefender nham bao vé co6 hiéu qua may
tinh cdia ban khdi cac hiém hoa nhw viruses, spyware, rootkits...

Bia CD H6i phyc BitDfender. Miéu ta dia CD Hdi phuc BitDefender. N6 gitp hiéu
va ndm cach s dung cac dac diém do dia CD nay cung cap.

Nhan tro’ gitp. Xem va yéu cau tro gitp & dau khi cé gi bat binh thworng xuét hién.

S6 tay thuat ngir. Cudn sb nay giai thich cac thuat ngir ky thuat va khéng théng
dung ma ban gap phai & cac trang trong tai liéu nay.

3. Xin y kién déng gép

Xin ban hay gitp ching t6i cai thién cuén sach nay. Chung t6i d thtr nghiém va xac
minh t4t ca cac théng tin trong kha néng cia minh. Xin hdy gl thu va cho ching toi
biét cac thiéu sét ban phat hién dwoc trong cudn sach nay va theo ban, 1am cach nao
dé cai thién chiing dé chung tdi c6 thé cung c&p cho ban cudn sach tét nhat co thé.

Cho chuing t6i biét béng cach glri e-mail dén documentation@bitdefender.com.

Quan trong
@ Xin hay viét tat ca cac thu tr lién quan dén tai liéu bang tiéng Anh dé ching toi cé thé
Xt ly chiing mét cach cé hiéu qua.
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1. Cai dat BitDefender Antivirus 2008

Phan BitDefender Antivirus 2008 Cai dat cta hudng dan st dung nay bao gébm
nhirng dé tai sau:

m C&c yéu cau vé hé théng

m Cac budc Cai dat

m Thuat si cai dat

m Nang cép

m G& bd hodc stra chira hodc thay dbi cac chirc néng clia BitDefender

1.1. Cédc yéu cau cua Hé théng

Dé dam bao cho s&n pham hoat déng tét, trwdc khi lap d&t can xac nhan rang nhivng
doi hai vé hé théng sau day phai dwoc dap tng:

m Hoat déng tét trén: Windows 2000 SP4 / XP SP2 32b & 64b / Vista 32b & 64b;
Internet Explorer 6.0 (hoac cao hon)

Windows 2000/XP

m Vixly 800Ml-jz hoac cao hon ’
m B nhé RAM téi thiéu 1a 256 MB (khuyén céo nén str dung 512 MB )
m Dia crng phai c6 dung luwong t6i thiéu la 60 MB

Windows 2000/XP

m Vi x(r ly 800MHz hodc cao hon
m B nhé RAM tbi thiéu 1a 256 MB (khuyén céo nén st dung 1 GB)
m Dia cvng phai c6 dung luwong t6i thiéu la 60 MB

Windows Vista
m Vi xtr ly 800MHz hodc cao hon
m B6 nhé RAM téi thidu 1a 512 MB (khuyén céo nén st dung 1 GB)
m Dia crng phai c6 dung luwong téi thiéu la 60 MB

BitDefender Antivirus 2008 c6 thé tai vé dé danh gia tr http://www.bitdefender.com.
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1.2. Cac bwéc cai dat

Binh vj file cai d&t va nh&n dup chudt. S& c6 cdm nang hwéng dan ban trong subt qua
trinh cai dat

Trwoc khi kich hoat thuat sT cai dat, BitDefender s& kiém tra phién ban moi nhét voi
goi cai dt. Néu co phién ban moi nhat thoi diém do, ban sé& dwoc nhac nhé dé tai
xudng né. Click Yes dé tai xuéng phién ban méi nhat hodc No dé tiép tuc cai dat véi

phién ban hién tai.

i BitDefender Antivirus 2008 Cai dfit

Chao mimg §

1 BitDefender Antivirus 2008 Cai it

Khuyén céo:

BitDefender Antvius 20f

SROsfrder g <l cc b v chuyén oy ching
€ cud han, g ding o cic

~Chiing virus &

alica

X
et

i BitDefender Antivirus 2008 Ci

Hop dBng ban quyn ng
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i sod Ring
g sodt r8 em

L Néis ban 5 csidst mét chuong trinh chng virus, hiy
Bhdn "Tiép thea' GE 8P| ki ca 83t BtDeFender. C6 2 chuang trinh chang virus |
anbat &

rinh cai 3t

Chon "Tigh thea' d 18 tuc qus tinh cal k. Chen H

Giy phép ban quyén va bac hanh

NEU BAN KHONG DENG ¥ vOT NHiNG pIEU KHOAN vi pIU
®KIEN WY THI HEY DiNG NEN CAT PN mEm. NEU BAN CHON
"T6T péNG T, wOK®, "TIEP THEO", "YES® HOAC CAT PAT
lvi s DM PRiN MW BING BAT CU PHUONG PHAP Nio, VO
HINH CHUNG BAN BAT BUOC HOAC DA HIEU LA PHAT cHIP

NHEN MOT pIEU KIEN Cfia BAN THOA THUAN NAY

Nhitng didu kién thod thudn may bao trim nhitng Gidi
phép va Dich vu ciia BitDefender cho ngudi ding cd ¥

i BitDefender Antivirus 2008 Cai dfit

i ik Duyt d& chon 1 vi i cho thur muc cai 03}

Dua vao Iya chen clia ban, BitDefender s& th toan va

g hay khing i iy by chon cai st
[ M File reacme.

vitri CHiProgram Files\BitDefender | BitDefende| B3t mdt shortcut tréi

(Chon Tig g8 tép tuc hodic Hiy b 88 thost khd Thus
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J, (couy ] i C di a8k 6
ok s

<Quay trd]

Pang hoan thanh Wizard Cai
dit cua BitDefender Antivirus
2008

K nik K8t thic g8 thodt Wizard Cai 3t

Céc bwéc cai dat

Tién hanh theo nhitng bwédc nay dé cai dat BitDenfender Antivirus 2008:

1. Nhép chudt vao Tiép theo dé tiép tuc hodc nhap vao Huy bé néu ban mubn thoat

khéi chuong trinh cai dat.
2. Nhap chudt vao Next.
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BitDefender Antivirus 2008 sé& canh bao cho ban néu co cac san phém chéng‘virus
khac dwoc cai de:at trong méy tl’nh cla ban. Remove - dé d& b tat ca cac phan ’dé
dwoc cai dat. Neu ban mudn tiép tuc cai djat ma khéng xéa phién ban cd, bam
Next.

Céanh bao

O Xin khuyén cdo rang t6t nhat ban khéng nén cai dat bat ctr chwong trinh tim va diét
virus nao khac trwére khi cai dat BitDefender. Chay hai hoac nhiéu hon chwong trinh
diét virus cling mét ltc sé 1am cho hé théng khong thé st dung duoc.

. Xin hay doc Thoa thuan cap phép, chon Téi chap nhan cac diéu khoan trong
thoa thuan va nhap vao Sau dé. Néu ban khéng ddng y vé&i cac diéu khoan nay,
hay nhap vao Huy bé. Qua trinh cai dat s& chdm d&t va ban co6 thé thoat khoi
chwong trinh cai dat.

. Theo thiét lap mac dinh, BitDefender Antivirus 2008 sé duwgc cai dat vao
C:\Program Files\BitDefender\BitDefender 2008. Néu ban muén chon
thw muc khac nh&p chudt vao Browse va trén clra sé mé, hay chon thw muc ma
ban mubn cai dat BitDefender Antivirus 2008. Nhap vao Tiép theo.

Nhéap chuét vao Next.

. Hay chon nhi¥ng tuy chon dbi v&i tién trinh cai d&t Ban ¢ hai phwong an lwa chon

mac dinh:

m M& readme file - d& m& tap tin readme vao thoi diém cudi khi 1&p dét.

m " Dat mot dwong tat trén man hinh nén - D& dat dwong tat cho BitDefender
Antivirus 2008 trén man hinh nén ctia ban vao cuéi thoi gian cai dat.

m Eject CD when installation is complete - dé& 14y CD ra khi két thic qua trinh
cai dat; tiy chon nay sé xuét hién khi ban cai dat sdn phdm tw CD.

m Turn off Windows Defender - dé tat Windows Defender; tiy chon nay sé& chi
xuét hién trong Windows Vista.

Nhap vao Cai dit dé& bat dau cai d&t san pham.

Quan trong

@ Trong qué trinh cai dat sé cé mot wizard xuat hién. Thuat sT nay sé giup ban déng
ky BitDefender Antivirus 2008, tao ra mét tai khoan BitDefender va Iép dat
BitDefender dé thwc hién cac tac vu an ninh quan trong.
Hay hoan tat qua trinh dwoc cAm nang hwéng dan dé chuyén sang cac buéc tiép
theo.

. Nhép vao Két thiic. Ban co thé duoc yéu cau khai dong lai hé théng dé wizard cai
dat c¢ thé hoan tat qua trinh cai dat. Chung t6i khuyén ban nén lam nhw vay cang
s&m cang tot.
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Néu ban chap nhan cai dat méc dinh thi mot thw muc c6 tén goi la BitDefender
duwoc taoratrong Program Files vand chira dwng thw muc phu BitDefender
2008.

1.3. Wizard cai dat dau tién

Trong qua trinh cai dat, mot wizard s& xuét hién. Wizard nay giup ban dang ky
BitDefender Antivirus 2008, tao ra mot tai khoan BitDefender va giao cho BitDefender
thwe hién cac nhiém vu an ninh quan trong.

Khoéng bat budc phai két thuc wizard nay song chung téi khuyén co ban nén lam nhw
vay dé tiét kiém thoi gian va dadm bao cho hé thdng ctia ban an toan tham chi la truéc
khi BitDefender Antivirus 2008 dwoc cai dat.
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1.3.1. Bwéc 1/6 - Dang ky BitDefender Antivirus
2008

& BitDafender Antivirus 2008 [S[SES|

Thuat sTDang ky - Budc 1cuab

Bang ky

Béy 1§ phién ban th nghiém BitDefender Antivirus 2008, Néu ban mudn st dung thir s3n phdm néy xin hdy nhén "Tiép
tyc danh gid san phdm" va "Tidp". Méu ban mudn d&ng k¥ san phim, =in hdy tray cép vao "Bing ky" va dién Sy a0 =6

phép st dung clia ban véo. Ban o8 the mus true tuyén néu ban chua oo s6 seri, xin lién hE vl ching ti:
salesi@bitdefender com.vn

& mua ban quydn BitDefender, =in hdy wio cla hang tre tuyén tai Bam vio day!

@ Tigp tuc thiv nghiém s&n phm

@ Dang ki 530 phdm

Mhép b seri méi vao:

Néu ban khing biét v& mi sb ding ky hdy xem trong:
o - Thé ding k¥ sin phdm
- Nhén ciia CD-ROM
- Email ding ky trec tuyén

Dang ky

Chon Dang ky san phdmdé dang ky BitDefender Antivirus 2008. Danh chia khoa
clia gidy phép vao Enter new key field.

Dé tiép tuc danh gia san pham, chonTiép tuc danh gia san pham.

Nhap chuét vao Next.
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1.3.2. Bwére 2/6 - Tao mét tai khoan BitDefender

Thuat siDang ky - Budc 2clab

Biéng ky san phim
Tano mét ti khodn BitDetendsr hodc d&ng nhap b tai khoan c6 sin @8 duoc h tro kF thust, luu trikmé =8 dang
k§ antodn, khal phuc nd sau ndy, cAc Il ich tir gidm oié dac bigt va quing céo

@ Déng nhép vidi 1 tai khodn khodn BitDefender n cé

E-tmail: mscarlst@bitdefender. com

© Tao ti khodn BitDefender mdi

@ Tao méttai khodn sau 86

Thiét 1ap tai khoan

T6i khéng c6 tai khoan BitDefender

Bé& hudng hé tro ky thuat mién phi cia BitDefender va cac dich vu mién phi khac ban
phai thiét lap mot tai kho‘én. Qhon Mé tai khoan BitDefender cuia t6i dé tao tai khoan
BitDefender clia ban. Can ndi mang Internet. Cac di liéu ban da cung cap sé dwoc

gitr bi mat.

Ghi chu

Néu ban muén tao tai khoan sau , hay chon tuy chon twong wng.

DPanh dia chi email dang con hiéu lwc vao E-mail field. Nh& mat khdu va gé vao
Password field. Khang dinh mat ma vao Danh lai mat ma field. St dung mat ma va
dia chi email @& néi vao tai khoan ctia ban &http://myaccount.bitdefender.com.
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Ghi chu
Mat khau phai c6 it nhat bén ky tu.

Dién ho va tén clia ban va chon tén dat nwéc ban dang cw trd.

Pé thiét 1ap thanh cong mot tai khoan, dau tién ban phai kich hoat dia chi email ctia
ban. Kiém tra dia chi email clia ban va lam theo céc chi dan trong email do dich vu
dang ky BitDefender gtri dén cho ban.

Click Tiép dé di tiép hodc Thoat dé ra khéi wizard.

T6i da co tai khoan BitDefender

Néu ban da c6 TK con gia tri, chon Truy cap tai khoan BitDefender dang cé va
hay vao dia chi email va mat khau TK cla ban.

6 Ghi chu
Néu ban vao sai mat khau, ban sé& dwoc nhac va vao lai 2 14n khi nhan Tiép. Click OK
dé vao lai mat khau hoac Cancel dé ra khoi wizard.

Néu ban quén mat khau, nhap Ban quén mat khau? va lam theo cac hudng dan.
Click Tiép dé di tiép hodc Thoat dé ra khdi wizard.
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1.3.3. Bwérc 3/6 - Cdc théng tin vé virus theo thoi
gian thuec RTVR

< BitDefender Antivirus 2008

Thuat sTDang ky - Budc 3clab

Thiét dat

C&C m-aun Bén oo Wirus Tl thi va Phét hisn Bing phét Virus béo céo t8n qubc gia, tén virus, s8 virus
tim théy, =8 tép AU guét va thing tin vé qué tink xir i v& BitDetender labs. B&o cAn d6 5§ khing of céc
thiing tin béno mét c& nhén. Ban dh virus thé giti ma ban cé thé xem tai kit ey bitdetender com duoc
bign 508N iy tr8n stk EU ndy

U ban khing mudn kich host c4c mé-dun ndy, ban o thé thus hign duoc sau khi cal 33t bing cch
kivBng ki tra tly chon "GIH béo cAo v virus" v "Kich hoat Phét hign Bung phét clia BtDstendsr " trong
phdn T8ng quét = Thiét 15p

Cac théng tin vé RTVR

Click Tiép dé di tiép hodc Thoat dé ra khdi wizard.
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1.3.4. Bwérc 4/6 - Chon tdc vu can thuc hién

Thuat siDang ky - Budc 4 clab

Chon Nhiém vu

Chiling t81 kihuy&n ban nén cip nhgt BitDefender va cho quét he thing truds khi ban tidp tue. Didu néy 58 gidp bao v& hé
théng ciia ban ngay tir dhu

Cép nhét ding co BitDefender (o6 thE phéi khivi dong lai)

Cho quét nhanh hé théng (o thé phai khii d6ng ki

Cho gquét tosn b hé thing héang ngdy vao Iic 2h séng

Chon Nhiém vu

Giao cho BitDefender Antivirus 2008 thwc hién cac nhiém vy quan trong la dadm bao
an ninh cho hé théng cua ban.

C6 nhirng lwa chon sau:

m Nang cép BitDefender engines (c6 thé can phai khéi dong lai) - Trong buéc
tiép theo, mot hoat ddng nang cap BitDefender engines sé dwoc thuwe hién dé bao
vé may tinh cla ban khéi nhitng mdi de doa mé&i nhét.

m Quét nhanh hé théng (c6 thé can phai khéi dong lai) - trong buéc tiép theo, mot
doéng tac quét nhanh hé théng sé& dwoc van hanh dé sao cho BitDefender c6 thé
dam bao rang cac tap tin cla ban tlr cac thv mucWindows and Program
Fileskhdng bj nhiém virus.

m Van hanh viéc quét toan bo hé thdng hang ngay vao lic 2 gi®’ sang - Van hanh
viéc quét toan bd hé thdng hang ngay vao luc 2 gior sang.
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Quan trong
Chung toi khgyé’n cao E)an nén tao kha nang cho ca'(; phwong an nay, truwéc khi chuyén
sang buwdc tiep theo dé dam bao an toan cho hé thong ctia ban.

Néu ban chi chon giai phap cudi cuing hodc khoéng chon gidi phap nao ca, ban sé bd
qua buwac tiep theo.
Click Tiép dé di tiép hodc Thoat dé ra khéi wizard.
1.3.5. Buéc 5/6 - Hay doi dé cdc tdc vu dwoc hoan
tat

Thuat sTDang ky - Budc 5clab

Trang thai Cap nhit
Qui trinh cap nhat
BitDefender khéng thire hién dwee (Khong thé eap nhit dwee hode qua trinh eap nhit bi hiy bé).

Tep 0% Okb

Thng =6 1&n cép Akt 0% Kb

Trang thai quét
Lich quét tean bé hé théng hing ngiy vao 2h sing.

Bii khdi déng quét nhanh hé théng.

Tinh trang nhiém vu

Hay doi nhiém vu hoan tat. Ban c6 thé thdy dwoc tinh trang nhiém vu (cac nhiém vu)
dwoc chon & budc trwdc do.
Click Tiép dé di tiép hodc Thoat dé ra khdi wizard.
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1.3.6. Buwére 6/6 - Tom tat théng tin

Thuat siDang ky - Budc 6 cliab

Hoan thanh

C&m on ban sl dung BtDefender Internst Security 2008, Héy nhén vao nit B&ng ky trong clka 58 chinh ols chuong
trink @& nh&p thing tin téi khodn va thiv kan mé s ding ky cla ban

Trong this gian 30 nody ban quydn BitDefender oia ban, 56 ngdy con lai cho d&n khi hét han s& duoc nhéc ki & goc
tréi cita oika 58 chink. & mua ban guydn BitDetandsr xin hay bam nit Mus va nhsn théng tin cin thid

BiDefender Anijvirus 2008 &3 duge cu binh, 2 chay chueng rinh, nhén dlip chugt véo bidu tugng BRDefender
et khay h thing. Man Finh chinh hin th) trang thé B30 v va e van g nguy hiem, bian nén chd §. B2 161ty
chon cao cép, nhén Thigt d4t trong cla <.

Két thuc

Day la budc cubi cuing clia wizard cAu hinh.

Nhap Finish d& hoan tat wizard va tiép tuc qua trinh cai dat.

1.4. Nang cap
Tha tuc nang cép co6 thé dwoc thwe hién bang mét trong cac cach sau day:

m cai dit khong can d& bo phién ban trwéc day- déi véi v8 hodc cao hon, loai
trir Internet Security

Nh&p dup thw muc cai dat va theo chi dan (wizard) tai phan “Céc buéc cai dat’ (p.
3).
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Quan trong
@ Trong qua trinh cai dat, mot thong diép 16i do dich vu Filespy , sé xuét hién.
Nhap OK dé tiép tuc cai dat.

m Khéng lap dat phién ban trwéc day ma lap dat phién ban méi - cho tat ca cac
phién ban BitDefender

Dau tién, ban can d& bd phién ban trwéc day, sau dé khéi dong lai may tinh va cai
dat phién ban méi nhw dwoc mé ta trong phan “Céac budce cai dat’ (p. 3).

Quan trong

Néu ban nang cép tir BitDefender v8 hodc cao hon, ching téi khuyén cao ban nén lwu
lai BitDefender settings. Sau khi két thic qua trinh nang cép, ban c6 thé tai ching
xuong.

1.5. G& b0, stra chira va thay déi cdc chirc
nang cua BitDefender

Néu ban muén thay déi, stra chiva hodc g& bd BitDefender Antivirus 2008, ban hay
theo dwdng dan tir thuc dqn kh&i dong cia Windows Start — Programs —
BitDefender 2008 — Thay doi, Stra chira va Khéng cai dat .

Ban c6 thé dwoc yéu cau khang dinh sw lwa chon clia ban béng cach nhap chuét vao
Next. Mot clra s méi sé xuat hién dé ban co thé Iwa chon:

m Stra chiva - dé cai dét lai tAt ca cac phan cta chwong trinh da duoc cai dat truéc
do;

Quan trong

@ Trwéce khi stva chia san phdm, ching tdi khuyén céo ban nén Iwu lai S6 Trang va
S6 Pen. Ban cling nén lwu lai Thiét lap cla Bitdefender va co s& di liéu Bayesian.
Sau khi qua trinh stra chiva két thic ban cé thé nap lai ching.

Néu ban mudn chon dé stva Bitdefender, clra s6 tiép theo sé& xuét hién: Nhap Repair
dé bat dau qua trinh.

Khoi ddng lai may tinh khi dwgc nhdc nho va sau do click Install dé cai dat lai
BitDefender Antivirus 2008.

Mot khi ti€n trinh cai dat hoan tat, mot cwa sé moi se xuat hién. Nhap vao Két thic.
m Remove - d& d& bo tat ca cac phan da dwoc cai dat.
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Ghi chu
Chung tdi khuyén céo ban nén chon Remove - dé d& bd tat ca cac phan da duoc
cai dat.

Néu ban chon xéa bd Bitdefender, ctra sb tiép theo sé& xuét hién.

@ Quan trong
Khi g& bo BitDenfender , ban sé& khang con dugc béo vé dé chéng lai sy de doa clia
malware clng nhw virus va spyware. Néu ba_}n my()n Windows Defender dwoc kich
hoat sau khi g& bo BitDefender, hdy danh dau kiém vao hép twong trng. Day la tuy
chon chi cé hiéu lyc trong Windows Vista

Nh&p Removedé b4t d4u xda bé BitDefender Antivirus 2008 khdi may tinh ctia ban.

Trong sut qua trinh x6a bé ban sé dwoc nhac nho' gui cho chung téi nhirng phan
héi cua ban. Nh&p OKdé’tham gia vao khao sat tric tuyén. Néu ban khéng mudn
tham gia khdo sat, hdy bam nut Cancel.

Mét khi tién trinh x6a bd hoan tat, mét cura sé moi se xuat hién. Nhap vao Két thuc.
Ghi chu

Sau khi qua trinh x6a bd hoan tat, ching t6i khuyén cao ban nén xéa thv muc
BitDefender & Program Files.

Léi khi x6a bé Bitdefender

Néu co 16i trong qua trinh di doi ctia BitDefender, tién trinh x6a bé sé bi haly va mot
ctra s6 mai sé& xuét hién. Nhap Run UninstallTool dé chéc chan rang Bltdefender
da dwoc x6a bd hoan toan. Céng cu xéa bo sé di chuyén tat ca nhirng File va khoa
cua Registry ma chwa dwoc xéa bd trong sudt qua qua trinh ty déng xéa bo.
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2. Bat dau

M6t khi ban da cai dat BitDefender thi may tinh ctia ban da dwoc bao vé. Ban c6 thé
m& BitDefender Security Center dé kiém tra mirc d an ninh cla hé théng, danh gia

nhirng méi nguy hiém hodc tinh chinh toan bd san pham bét ct Iic nao.

Dé truy cap BitDefender Security Center ,str dung thwc don Start ciia Windows, béng
cach theo dwong dan Start — Programs — BitDefender 2008 — BitDefender
Antivirus 2008 hodc dé& nhanh hon nhap dip vao & BitDefender icon tir ngén hé

théng.

< Trung tam BitDefender Security.

Hét han véo: 30 ngdy

Tinh trang:

Khéng cé van dé
nao anh huéng
t6i su bdo mat
hé thang

Tac vu Nhanh
(’f‘\‘ Cap nhit Hgay
-

‘\" Quét My Documents
\o

(&bitdefender

Bugc bao vé

BitDefender Antivirus 2008 Ban dung thir

Mua | Taikhoin edatéi | Bangky | Giip dé | Hotrer

O

Bugc bao vé

| Ouéttoan bé hé théng
N

| Ouéttoan bé hé théng
N

O

Bugc bao vé

EEI&

O

Bugc bao vé

Bao ve

Thiét @it | Lich sie

BitDefender Security Center

Trung tam an toan BitDefender gdm c6 2 vung:

m Khu vwe trang thai: bao gdm théng tin v& chwong trinh va tro gitip ban stva cac
16i bao mat co thé bj tAn cong trén may tinh ctia ban. Ban c6 thé dé& dang nhan ra
ngay cdng dung ctia né tac dong dén may tinh clia ban. Béng cach &n vao nit mau
doGiai quyét moi déi twong moi diém yéu trén may tinh sé dwoc giai quyét ngay

B&t dau
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lap trc hodc ban sé dwoc hwéng dan stra chiva mot cach dé dang. Cung mét thoi
diém, c6 bén nat trang thai dwoc kich hoat twong (rng véi bén danh muc bao mat.
Nt trang thai mau Xanh cho ta biét khdng cé bat ctv nguy hiém nao. Nut mau Vang
ho&c D6 cho biét 18i bdo mat & mirc dd Trung binh hodc Cao. Dé sira cac van dé
do, 4n vao nit mau Vang/Do, khi dé nut Stra 16i dé stra tirng 16i mot hodc nat Giai
quyét tat ngay. NGt mau xam cho biét mét thanh phan chwa dworc thiét 1ap.

m The Quick Tasks area: helps you keep your system safe and protect your data.

Hon thé niva, BitDefender Security Center bao gédm nhirng biéu twong rat hivu ich.

Lignkét  Miewts

Mua Mé& mét trang web noi ma ban cé thé mua san pham.

My Account Mé& trang tai khoan Bitdefender cta ban.

Register Mé& thuat st dang ky.

Help M@ File tro giup.

Support M@ trang web hé tro cia BitDenfender.

Thiét lap M@ tinh chinh nang cao.

History M& mét clra s6 v&i cac sw kién & lich st ctia BitDefender

2.1. Biéu twong BitDefender trong System
Tray

D& quan i toan bd s&n phdm nhanh hon , ban c6 thé si dung bidu twong cla
BitDefender & khay hé théng.

Hign thi
Gidp d&
HéivE

5ira k&t 4 wEn 48

Bt ché 48 Game

i 3t cao cép
C3p nhdt ngay

Trinh don ngir canh
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Néu ban nhap dup biéu twong nay, console quan ly s& mé ra. Néu nhap chuot
phai,trinh don nglr cdnh sé mé ra. No gilp quan ly nhanh BitDefender:

m Show - mé& BitDefender Security Center.

m Help - M& tap tin tro gidp.

m About -mé trang web Bitdefender.

m Fix all issues - gitp ban x& ly nhitng 16i bdo mat hién tai.

m Bat /tat ché do game - Bat / tdt Game Mode.

m Open advanced settings - cho phép ban truy cap tinh chinh cao cép.

m Cap nhat ngay - hay tién hanh cap nhat ngay. M6t ctra s6 mai sé xuét hién, noi
ban c6 thé xem tinh trang cap nhat.

m Exit - dong rng dung.

2.2. BitDefender quét thu céng

Néu ban chic chdn muén quét nhanh mét thw muc , ban c6 thé str dung BitDefender
Manual Scan.

Dé chay BitDefender Manual Scan, st dung trinh don Start ctia Windows, béng cach
dung dwong da sau Start —» Programs — BitDefender 2008 — BitDefender Manual
Scan Cira s6 ké tiép hién ra:

Browse for Folder @] Tatca nhitng gi ban phailam la chon thw muc mubn
i chon dich a8 quét quét, va bam OK. B6 quét BitDefender sé hién Ién
e 3 va dan ban dén quy trinh quét.

() vy Documents

=3

< Local Disk (C:)
< SWAP (D)
< DATA (E)
L4 DVD-RAW Drive (F:) B
5 Framework on Marketing Agency [Agenc
5 mscarlat on Marketing Agency (Agencyy’
S mscarlat on ‘hafs\users’ (2:)
Control Pane|
1. 8 s bk Dlaras ud
| 2

o (o )

BitDefender quét thi cong
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2.3. Ché dé Game

Ché do Game moi tam thoi thay d6i Cau hinh an ninh dé giam thiéu sy anh hudng
den game ma van gilr an toan va choi thoai mai. Khi ban kich hoat ché d6 Game,
nhirng cau hinh sau sé dwoc ap dung:

m T4t ca cac canh bao va pop-up BitDefender déu bi ngirng.

m Ap dung mirc d6 bao vé thoi gian thuc & mirc Cho phép.

2.3.1. Dung Ché dé Game

Néu ban muén kich hoat ché d6 Game, hay dung mét trong nhirng phwong phap sau
day:

[ Nhép chudt phai vao biéu twong BitDefender trong system tray va chon Kh&i déng
Ché do Game.

m Nhan 21t +G (phim tat).

Quan trong
@ Durng quén tat Ché do Game di khi xong. Ban hay dung cung phwong phap khi bat én.

2.3.2. Thay déi phim tat Ché d6 game

Dé thay dbi phim t&t, lam theo cac bwéc sau:
1. Click Cau hinh trong BitDefender Security Center d& mé thanh c4u hinh.
Ghi cha

Nhép chuét phai vao biéu tuong BitDefender trong system tray va chon M& céu
hinh cao cap.

2. Click Cao cép.

3. Duwéi lwa chon Kich hoat phim tat Ché dd Game, cai d&t phim tat:

m Chon thay d6i phim ma ban muén dung bang cach tich mét trong nhirng: Phim
(ctrl), Phim (shift) hoac phim (alt).

m Trong trwdng stra, gé chir twong (rng v&i phim ma ban muén dung.
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Vi du, ban muén diing phim néng ctrl+Alt+D ban phai chon méi ctrl, rdi Alt
va D.

Ghi chu

B4 tich tiép t&i Kich hoat phim néng Ché dé Game sé& ngwng phim néng.
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3. Tinh trang an ninh

Thanh tinh trang an nhin hién thi tinh trang an ninh ctia hé théng va dé dang quan li
danh sach nhirng 16 héng bado mat & may tinh cltia ban. BitDefender Antivirus 2008
sé& cho ban biét bat ctr lic nao mét van dé co thé 1am anh hudng dén mirc d6 an toan
cla may tinh.

C6 4 biéu twong tinh trang an ninh:

= ANTIVIRUS

= ANTIPHISING

= KIEM SOAT TT CA NHAN
= UPDATE

At the same time, on the left you can see the number of issues affecting the security
of your system and a red Fix All Issues button.

B&n biéu twong cé thé hién thi cac mau : xanh luc, vang , d hodc xam tly thudc mirc
do bao veé.

m Xanh luc cho biét may tinh ctia ban cé it nguy co' vé an ninh.

m Vang cho biét may tinh cia ban cé6 mirc nguy co trung binh vé an ninh.
m D6 cho biét may tinh ctia ban ¢6 nguy co vé an ninh cao.

m Grey mét sb bd phan chwa dwoc thiét 1ap

Stra moi vén dé vé& bao mat chi bang mét nut kich chudt vao nuat Fix All Issues (Stra
moi van de)

Ban s& xem mot danh s&ch tinh trang an ninh va mét mé ta ngén vé ching.

D& stra 16i chi mot van dé nhat dinh thi kich chuét vao nat Fix (Stea 16i) twong (ng.
N6 sé giai quyét ngay tai ché ho&c sau khi ban theo mét sb thao tac dwoc chi dan.
Néu ban quyét dinh stra 16i chiing toan bo, kich chuét vao nat Fix All Now (Stra toan
bd) va lam theo huwéng dan cua trinh don twong rng.
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Stra tat ca van dé

Van dé hién thoi

Giam

Hanh

ot WMo ta Trang thii hién tai aong
M Knéng quytic nao dwoe thém vio Khéng quy tie nio duge iva
thém vio =
¥ Kiém soat lhin dang Kich hoat Pongy
Tinh trang hen mét ngay chwa cip IR, -
W hit Cap nhit hém nay Béng v
¥ capnhattr dong Kich hoat Pongy
¥ | La chin (P2P va truy cap file) Quét tép Pongy
¥ Antiphishing Kich hoat Pongy

i tich "Theo déi* G b qua vn @& Click vao link "Sika" 38 giai guyét vin @&

Van dé an ninh

Dé khac phuc cac van dé sau, bAm Close.

Quan trong

@ V&i mbi van dé, cé mot hop danh dau dwoc kich hoat mac dinh. Néu ban khéng mudn
mot van dé dac biét bi dwa vao trong tai khoan khi tinh toan cac 16i bao mat, hay bd
lwa chon trong hdop danh dau. Hay st dung tlly chon nay véi mét chi y la viéc lam trén
rat dé lam téng kha nang xay ra cac 16i bao mat nguy hidm trong may tinh ctia ban.

3.1. Nut tinh trang Virus

Néu nut tinh trang Virus 1a xanh luc, thi khéng c6 gi phéi ban tam. Tuy nhién, néu nat
tinh trang Virus la vang, dé hoac xam, thi nguy co vé an ninh ctia may tinh la trung
binh hoac cao.

Mau sdc cta nat trang thai co thé chi thay ddi khong chi khi khi ban tinh chinh cac
thiét 1ap co thé anh hwéng dén mirc dd bdo mat may tinh ctia ban, ma con khi ban
quén khdng thuc hién cdng viéc quan trong. Vi du, néu 1&n quét trwdc clia ban 1a da
cll, nat trang thai s& c6 mau vang. Néu né da qua cii thi nat sé chuyén sang mau dé.

Bang duwdi day cung cap cho ban théng tin vé cac yéu té dwoc dwa vao trong tai
khoan khi tinh toan murc d& nguy hiém dén van dé bao mat.
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Van dé Mau sac

Lan quét hé théng 1a cii Vang
Lan quét hé théng 14 rat ci Po
Bao vé thoi gian thuc bj tat 15)6)

Murc dd chéng virus duoc dua vé ché do khong bat budc Vang
Dé sira cac van dé, lam theo nhirng buwéc sau:

1. Kich chudt vao nut trang thai antivirus

2. Str dung nut Giai quyét dé dé stra tirng 186i mot hodc nat Giai quyét tat dé sur tat
ca céac 16i ngay.

3. Néu nhw mét van dé khong dwoc sra ngay lap tre, hdy lam theo wizard dé stra
16i no.

3.2. Nat trang thai Chong Lira ddo

Néu nhw biéu twong trang thai cua antlphlsmg (chong Ilra ddo) & mau xanh la cay thi
khong co g| dé lo Idng. Ngworc lai, néu nhu biéu tweng mau dé thi may ban cé nguy
co vé 16 héng bao mat.

Bang dudi day cung cap cho ban thong tin vé cac yéu t6 duoc dwa vao trong tai
khoan khi tinh toan mac d6 nguy hiém dén van d& bao mat.

vinas i

Chéng Itra dao (antiphising) dang dwoc bat Xanh luc
Tinh ndng béo vé trwdc Ilra ddo trwc tuyén da bi vo hiéu hoa Do

D& stra cac van dé, lam theo nhirng buwéc sau:

1. Kich chudt vao nut antiphising.

2. S dung nt Giai quyét dé dé stra tirng 16i mot hodc nut Giai quyét tat dé sir tat
ca céac |6i ngay.

3. Néu nhw mot van dé& khong duoc sira ngay lap tire, hay lam theo wizard dé siva
16i n6.
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3.3. Nut Kiém sodt TT Ca nhan

Néu nhw nut’tinh trang thong tin ca nhan mau luc thi ban khéng cé gi phai lo lang.
Nguworc lai, néu nhw nat dé c6 mau dé hay xam, thi cé thé may tinh clia ban mac phai
mot 16 héng bao mat.

Bang dudi day cung cap cho ban thong tin vé cac yéu t6 duoc dwa vao trong tai
khoan khi tinh toan murc d& nguy hiém dén van dé& bao mat.

Van dé Mau sac

Tinh nang bao mat dwoc kich hoat va BAT Xanh luc
Tinh ndng bao vé dwoc kich hoat va TAT Do

Tinh néng bao vé khong dwgc kich hoat ~ Xam
Dé stra cac van dé, lam theo nhirng buwéc sau:

1. Click vao nut trang thai Kiém soat Théng tin ca nhan.

2. Str dung nut Giai quyét dé dé stra tirng 18i mot hodc nat Giai quyét tat dé sor tat
céa cac |6i ngay.

3. Néu nhw mét van dé& khong dwoc slra ngay lap ttre, hdy lam theo wizard dé stra
16i no.

3.4. Nat trang thai ndng cap

Néu nhw bleu twong update (cap nhap) ctia ban mau xanh, khéng cé gi dé lo Iang
Nguoc lai néu nhu biéu twong mau dé thi may ban cé nguy co bi gdp nhitng hiém
hoa vé bao mat.

Bang dwdi day cung cap cho ban théng tin vé cac yéu té6 dwoc dwa vao trong tai
khoan khi tinh toan mac d6 nguy hiém dén van d& bao mat.

Nang cép tw dong dwoc kich hoat Xanh luc

Nang cép tw déng bi vé hiéu héa Do
Lan cubi cung cap nhap da tir rat [au rdi Dé

D& stra cac van d&, lam theo nhirng buéc sau:
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. Kich chuét vao nut update (cap nhap)

2. Str dung nut Giai quyét dé dé stra tirng 16i mot hodc nut Giai quyét tat dé sov tat
céa cac I6i ngay.

3. Néu nhw mét van dé& khong dwoc sra ngay lap ttre, hdy lam theo wizard dé stra

16i no.
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4. Cac nhiém vu nhanh

Phia dwéi bén nat trang thai cé vang Nhiém vu nhanh.

4.1. Bao mat

BitDefender di v&i mot thanh phén bao mat gitip cho hé théng cua ban luén dwoc cap
nhap va khong cé virus

D& vao chirc ndng Bao mat, 4n vao thé Bao mat.

Céc nut sau co thé duwoc siv dung:

m Cap nhat ngay - dé tién hanh cap nhat ngay.

m Quét My Document - khéi ddng mét qua trinh quét cac van ban va thiét 1ap cla
ban.

m Quét sau hé théng - khdi dong qua trinh quét sau toan hé thdng trong may tinh
cta ban (k& ca file nén).

m Quét toan bo hé théng - khdi ddng qua trinh quét toan bo hé théng trong may tinh
cta ban (khong ké file nén).

4.1.1. Cap nhat BitDefender

Cac chwong trinh nguy hidm méi dwoc phat hién va xac dinh hang ngay. Day la ly
do tai sao phai luén cap nhat BitDefender v&i cac chi¥ ky méi nhat clia cac chwong
trinh nguy hiém.

Theo méc dinh, BitDefender tw kiém tra cap nhat khi ban bat may va tirng gi®» sau
do6. Néu ban cap nhat BitDefender, hdy bAm nut Cap nhat ngay. Qua trinh cap nhat
sé& bét dau va nhirng clra sb sau sé xuat hién ngay lap tirc:
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& BitDafender Antivirus 2008 [S[SES|

Trang thai Cap nhat

Bang cip nhit

Tép: Pluginsiemalware.014 100 L

0% 1075 Kh

Cap nhat BitDefender

Ban khong thé thay dworc tinh trang trong clra sé nay.

Qua tr‘lph cap nhat dang d‘u’cyc thwe hién, cé nghia 1a cac tép tin can cap nhat duqc
thay thé tlrng bwéd'c mét. Bang cach nay, qua trinh cap nhat sé khong anh hwédng dén
hoat dong ctia sdn phdm ma ciing khéng bi so hé.

Néu ban muébn déng ctra dé nay, hay bAm nut Béng. DU sao, viéc nay ciing khéng
dirng cap nhat.

Ghi cha
Néu ban két ndi véi Internet bang dial-up, ban nén cap nhat thuong xuyén BitDefender
theo yéu cau.

th}’i dong lai may tinh. Trong trwdng hop cap nhat Ién, ban cé thé dwoc hai néu
muon kh@i dong lai may tinh.

Néu ban khong mudn phai bi nhac lai khi cap nhat doi hoi khai dong lai may, hay chon
Ch& khi khé&i dong, khéng phai héi nira Nhw vay, I1an sau néu nhw cap nhat doi
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héi phai khéi dong may thi hé théng van lam viéc tiép cho dén khi ban mudn tat hodc
kh&i dong lai.

Nhan Khéi dong lai dé& khéi don ngay lai may.

Néu ban mudn khéi déng lai sau, hay bAm nat OK. Chung tdi khuyén nén khéi déng
lai cang s&m cang tbt.

4.1.2. Quét bang BitDefender

Dé quét may tinh, chay tirng nhiém vu quét mét va nhan vao tirng nit twong tng.
Nhirng bang sau chi ra nhirng nhiém vu quét, cling v&i nhivng chi dan:

T

Quét My documents Sk dung viéc quét nhirtng thw muc quan trong: My
Documents, Desktop and StartUp. S&é bao ddm hon
cho sw an toan tai liéu ctia ban, mét sw an toan cho
cbng viéc va don dep nhirng rng dung chay luc may
tinh khé&i dong.

Quét sau hé théng Quét hé théng nay. & CAu hinh méc dinh, no6 sé quét
tAt ca nhirng loai malware de doa dén an ninh cla hé
théng, cling nhw la viruses, spyware, adware, rootkits
va nhirng thi khac.

Quét toan bo hé thdng  Quét hé théng nay, trir tép tin nén. & CAu hinh mac
dinh, né s& quét tat ca nhirng loai malware de doa dén
an ninh ctia hé théng, cling nhw 13 viruses, spyware,
adware, rootkits va nhirng thir khac.

Ghi chu

Tw IGc Quét sau hé théng va Quét toan bd hé thdng chwong trinh sé tién hanh phan
tich toan bd hé théng, tién trinh nay cé sé mét thoi gian. Vi vay chiing téi khuyén ban
hay chay cong viéc nay v&i mic do wu tién thap hodc thap hon khi hé théng ctia ban
ranh réi

Khi ban da quen v&i qua trinh quét "theo ménh Iénh", th‘l’ du 12 quét theo ché d6 nhanh
chong hay day du thi BitDefender Scanner ciing sé xuat hién

Lam theo qui trinh 3 buéc cé hwéng dan dé hoan thanh qua trinh quét
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Buwérc 1/3 - Dang quét

BitDefender sé& bt dau quét nhirng ddi twong dwoc chon

< May quét BitDefender E”Elg‘

Quét Virus - Buéc1/3

Trang thai quét

L E:_diverse'abouthd.txt

Thil gian 98 qua00:00:01  TBpiidy:10

Thang ké quét
— Bl tuong §4 quét 10
-z Bii tuong bi nhiém:e Tép &rco
= B tuong bi nahi ngex0  Quy tink Anco

Tam dimg Dimg Hily b

Pang quét

Ban co thé xem thay tinh trang quét va cac thong ké (téc do quét, thoi gian da quét,
s0O cac doi twong dwoc quét/bi nhiem/nghi ngo...).

Ghi chua
Qua trinh quét co thé mat mot lhoang thdi gian, tuy thudc vao dd phire tap ctia lan quét.

Dé tam th&i nglrng qua trinh quét, chi viec &n Tam dirng. Ban sé phai 4n Khéi phuc
dé khéi phuc lai qué trinh quét.

Ban c6 thé ngung qua tr|nh quét bat ct khi nao ban muén bang cach an &Dirng. Ban
sé& chuyé&n dén bwdc cubi cling clia qué trinh tro gidp (wizard).

Cho cho BitDenfender hoan tat qua trinh quét.
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Buwéc 2/3 - Chon cach thwc hién

Khi qué trinh quét da hoan thanh, mét clra s mai sé xuét hién, noi ban cé thé xem
két qua quét.

< May quét BitDefender E”Elg‘

Quét Virus - Buéc 2/ 3

Téng hop Két qua

1 Hiém hoa @ nhiém 4 nhiimg mue cn phai chi y Khéng 6 hanh déng nao v
EICAR-Test-File (not a virus) 2 issues left ihing cd hénh ding nd v

56 151 dwo'e gidi quyét:d

Hanh dong

Ban c6 thé xem mét s6 anh hudng dén may tinh cia ban.

Nhirng déi twong bi nhiém hién thi theo nhém, trén co' s& malware gay nhiém. Click
link twong &ng véi hiém hoa dé tim théng tin vé nhirng dbi twong bi nhiém.

Ban c6 thé chon mét hanh déng toan dién cho mdi nhdm van dé hodc ban ciing c6
thé tach riéng tirng hanh déng cho méi van dé.

Cac tuy chon trén c6 thé xuét hién & trinh don:
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Khéng thuyec thi Khéng c¢6 hanh déng nao duoc tién hanh dbi véi cac
tap tin da nhan dién.

Loai bé ma déc Lam sach tap tin bi nhiém.

Xoa Xbéa nhirng tép tin da nhan dién.

B6 an Lam hién cac di twong dang an.

Nhan Tiép dé ap dung hanh déng da dinh.

Bwérc 3/3 - Xem két qua

Khi BitDenferder két thic qua trinh stra van dé, két qua quét sé& xuat hién & mot clra
s6 mai

< May quét BitDefender

Quét Virus - Buéc 3/ 3

Téng hop Két qua

S8 mye 88 gidi quyEt 0
S8 mye chua gidi guyét 0
S8 mye dugc bi qua 0
S8 mye ki 15 0

@ Quéa trinh quét khong phat hién ra mai de doa nao.

Hidn th k&N ohi

Tong két
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Ban c6 thé xem bang tdng hop két qua.

Néu nhw nhirng tép tin bi nghi ng® dwoc tim thay trong qua trinh quét, ban sé duwoc
yéu cau gri ching dén BitDefender Lab. File nghi van dwoc phat hién béi phan tich
hanh vi va chung co6 thé nhiém v&i chi ky ma déc méi ma chwa dwoc biét t&i.

Tap tin bao céo sé tw dong dwoc lwu trong phan Nhat ki hé théng tir ctra s6 Thudc
tinh clGia nhiém vy twong trng.

Canh bao

Néu nhw cé nhitng van dé chua gidi quyét dwoc, ching t6i khuyén céo ban nén lién
lac v&i BitDefender Support Team tai www.bitdefender.com.
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www.bitdefender.com

5. Lich sw

Lién két Lich st cudi clra s6 BitDefender Security Center s& mé ra mot ctra s6 khac
hién thi lich str cac sw kién cta BitDefender &. Clra s6 nay sé cung cap cho ban mét
cai nhin téng quat vé cac sy kién bao mat lién quan. Vi du, ban sé& dé dang kiém tra
néu viéc nang cap thanh cong, Néu malware dwoc tim thay trong may tinh ctia ban,
néu viéc sao lwu khéng gap 16i,...v.v.

& BitDefender Lidc i X
Mé-dun Lich sir & Sw kién BitDefender
Sw Kién cap nhit
. M5 15 Cang Yige thue hign Magdy va thai gian

Chdng virus PR, " " o an
JJTa due tép C&p nhidt tep 304142007 4:12:58
“1JCép nhét Thanh céng BONg co vé chik ki 30/11/2007 41258, .

Kidm soét C& nhsn

Cac sw kién

Pé giup ban loc cép thong tin v& lich st hoat dong cua BitDefender &, Cac nhom kém
theo dwoc cung cap & vung bén trai:

m Antivirus
m Diéu khién ca nhan
m Cap nhat

Mot danh sach cac su’kién ¢6 hiéu lwc cho méi nhém. Méi sw kién duwoc kém theo
cac thdng tin: mo ta ngan gon, cach BitDefender thirc hién khi sy kién xay ra, va ngay
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thang thoi gian no xay ra. Néu ban muédn tim thém théng tin vé mét sw kién cu thé
trong danh sach, hay an dup chuét vao sy kién do.

An vao Xéa sach nhat ki hé théng néu ban mué:n gd bo nhat ki hé théng cii hodc
nhép vao Lam twoi d& chic chan nhat ki méi nhat dwoc hién thi.
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Quan ly an ninh cap cao
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6. Bat dau

BitDefender Antivirus 2008 c6 mét bang diéu khién thiét 1ap trung tdm, cho phép
cac cau hinh nang cao va hé quan tri clia BitDefender.

D& truy xut vao bang diéu khién thiét 1ap, An vao lién két Thiét lap , & phia dui clia
ctra sb6 Security Center.

< BitDefender Antivirus 2008

Hchéngwus Tam chén | QuEt Lo trir Cé 1p |

Kich hoat bio wé tive thi

- '3 e ma "
> Hiem sost G nhén Lin cudi ciing hé théng duoe quét: 30/11/2007 40518 CH &3 auét ngay
[ Mirc 5 bio vé
5 ) cannhat
=

= Linh hoat MAC BINH - Bo v& tigu chudn, ding 14 nouyén thép

H - Cut t& o t8p (han gbm quét mang)

i - Quét thu T&n vé thur i
S Mie dinh - QuBtHtim virus v& spyware

R - Khiing cuét I luong Wekb (HTTR)

H - Hanh d&ng khi tép bi nhigm: Khi nkidm, Chuyén
* Cho phép - QuEt diing B-HAYVE (phan tich hanh vitrong mai trung &o)

Thang ké
Tép cudi cling dugc quét @Nhiéu théng ké hon
(khéng)
Lo lweng [o
i
= 10 65 s

Bang diéu khién thiét lap

Bang didu khién thiét lap dwoc sdp xép theo cac chirc ndng: Antivirus, Diéu khién
ca nhan va Cap nhat. Cho phép ban dé& dang quan ly BitDefender dwa trén kiéu dia
chi bao mét.

O phia trai bang diéu khién thiét 1ap, ban cé thé nhin thay chirc ndng chon loc:

m Antivirus - Trong phan nay, ban cé thé mac dinh module Antivirus.
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m Kidm soat Riéng tw - ban co thé thiét 1ap théng sé cho chirc nangKiém soat Riéng
tw.
m Update - Trong phan nay, ban cé th& méc dinh module Update.

6.1. Cau hinh cdc thiét Iap chung

Dé c4u hinh cac thiét 1ap chung cho BitDefender Antivirus 2008 va quan ly cac thiét
lap clGa nd, &n Nang cao. Mét clra s méi sé dwoc hién ra

Thiét d&t BitDefander, =3

Cai @it chung
Kich hogt bio vé bing mét mé cho thiét 35t sén phim

o

Hai mét khdu khi khi @ong Kidm sodt Tré em

Hin thi BitDefender Mews (thing béo lign gusn d&n an nink)
Hign thi pop-Ups (trén man kink)

Chiay BitDefender khi khii ding Windows

Kich host Thanh trang théi quét (trén so dh man hinh quét clia san phim)

EO0EEEE

Kich hogt phim néng cho Game made
[ ] st At
Thiét dit Bao cao Virus
Gl béo cdo virus
Kich host trinh Phét hign Biing phét virus BtDefendsr

Ouan Iy Thiét dat

Lunathiét 3t cudi cing:  khing bao g [£5] Nap 8t o3 thigt ast
) Luutht o Cai st

[T Knoi phuc thiét ast mac dinh

Cac phan cai dat chung

Tai day, ban co thé thiét 1ap hanh vi téng quat cuia BitDefender. Bang méc dinh,
BitDefender dwoc tai tai phan khéi dong Windows va sau dé van hanh tbi thiéu tai
thanh tac vu.

6.1.1. Cdc phan cai dat chung

= Kich hoat bao vé mat khiu cho céu hinh san pham - Cho phép thiét 1ap mot mat
khdu d& bao vé cau hinh Bang cla BitDefender.
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Ghi chua
Néu ban khong phéi la nguoi duy nhét co quyén s dung may tinh nay thi chiing toi
khuyén ban nén bao vé cac phan cai dat BitDefender clia minh bang mét mat khau.

Néu ban chon phwong an nay thi ctra sb tiép theo sé& xuét hién:

Ta mBt kA bao vE Banh méat khau vao trvong Mat khau, danh
lai vao trwong Go lai mat khau va nhap
Mt khdu | Cth_jt vao OK.

M lai mét khau |

Khi ban c6 mat khau, ban sé& dwoc hdi ban
Wk ol ot S mudn gilr thay d6i ciu hinh ctia BitDefender
- - cho @én bao gio. Nguoi quan tri hé théng
(néu c6) phai cung cAp mat khau dé thay déi

cAu hinh BitDefender.

Vao mat khau

Quan trong
Néu ban quén mat khau, ba sé phai stra chiva san pham dé thay déi cAu hinh cla
BitDefender.

m Hién thi cac tin tirc cua BitDefender (cac théng bao lién quan dén an ninh) -
hién thi lién tuc cac théng bao an ninh lién quan dén sy bung phat virus, do may
cha BitDefender guvi toi.

m Hién thi cac trinh don (Cac ghi chd trén man hinh on-screen notes) - Hién thi
céc trinh don vé tinh trang san pham.

m Tai BitDefender tai phan khé&i dong cia Windows - Ty déng dwa ra BitDefender
khi khéi dong hé thdng. Chang t6i khuyén céo ban nén tiép tuc chon phuong an
nay.

m Cho phép thanh Hoat dong quét (trén dé thi man hinh ctia hoat déng san
pham) - dwoc phép/ khong dwoc phép Thanh hoat dong Quét .

m Kich hoat phim néng Ché dé Game - cho phép dung t6 hop cac phim néng
(hotkey) dé kich hoat / ngirng Ché d6 Game. Phin néng (hotkey) mac dinh 14 A1 t+G.

D& thay dbi phim néng, lam nhw sau:

1. Kiém tra sy thay déi phim ma ban mudn dung nhw sau: phim Control (Ctr1),
phim Shift (Shift) hoac phim Alternate (A1t).

2. Trong trwdng stra, gé chir twong (rng véi phim ma ban mudn dung.
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6.1.2. Cai dat Bdo cdo vé Virus

Guri bao cao vé virus - glri t&i cac phong thi nghiém cla BitDefender Labs cac
bao cao ve virus dwoc xac dinh trong may tinh cla ban. Chung giup chuing t6i theo
duwoc dau vét nhirng dot bung né virus.

Céc bao cao sé khong chtra dwng nhirng thong tin bi mat nhw tén clia ban, dia chi
IP va céac thong tin khac va sé khéng dwoc st dung cho cac muc dich thwong mai.
Théng tin dwoc cung cap sé chi chira tén cla virus va sé dwoc str dung véi muc
dich duy nhét la thiét 1ap cac bao cdo mang tinh chién lwoc.

Cho phép BitDefender phat hién Sw bung né Virus cua BitDefender Outbreak
Detection - Gri dén cac phong thi nghiém cuia BitDefender cac bao cao vé nhivng
dot bung nd virus co kha néng xay ra.

Cac bao cao sé khong chira dwng nhirng thong tin bi mat nhw tén cla ban, dia chi
IP va céac thong tin khac va sé khéng dwoc st dung cho cac muc dich thwong mai.
Théng tin dwoc cung cAp sé chi chira tén virus tiém tang va sé dwoc st dung voi
muc dich duy nhét 14 phat hién cac virus méi.

6.1.3. Quan ly cai dat

S dung & Lwu tat ca cac phan cai dat / @ Tai tat ca cac phan cai dat cac nat
dé& lwu / Tai cac phan ban vira cai dat cho BitDefender vao vi tri theo y muén. Bang
cach nay, ban co thé st dung lai cac phén cai dat nay khi ban cai dat lai hoac stra
chiva san ph&dm BitDefender.

Quan trong
Chit nhitng ngwdi st dung c6 quyén quan ly méi cé thé lwu va tai cac phan cai dat.

Dé nap thiét 1ap méc dinh @ Khéi phuc thiét 1ap mic dinh.

6.2.

Sw dung Scan Activity Bar

Th’anh hoat ddng quét 1a mot bidu twong trwc quan cda hoat ddong quét trong hé
thong cla ban.

B&t dau
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Cac thanh mau xanh (File Zone) hién thj sb cac tap tin dwoc
quét mdi giay, theo ti 1& twr 0 to 50.
Ghi cha
Thanh trang thai hoat ddng Quét sé lwu )’/’ ba(l khi viéc be}o
vé th&i gian thyc(real-time protection) bi tat bang cach hien
thi mot dwong thang dé di qua File Zone.

Thanh Hoat déng

Ban co thé st dung Scan activity bar dé quét cac dbi twong.
Chi viéc kéo céac doi twong ban mudn quét va tha chung vao
do.

Ghi cha
Dé& c6 thém thong tin |, hay chuyén dén “Quét kéo va tha” (p. 63).

Khi ban khéng mudn xem biéu twong tric quan niva, ban chi cAn nhap chuét phai
vao d6 va chon An . D& an hoan toan cira s6 nay, An vao Nang cao trong bang diéu
khién thiét 1ap va bd lwa chon tai hop kiém tra twong tng dé Kich hoat thanh trang
thai hoat dong Quét (trén man hinh dd thi vé hoat déng cia san pham).
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7. Antivirus

BitDefender bdo vé may tinh clia ban khdi tit c& cac loai malware (virus, Trojan,
spyware, rootkit...)

Bén canh viéc quét bdng phwong phap truyén thdng dwa trén cac malware da biét.
BitDefender con thwc hién phan tich heuristic khi quét cac tép tin. Muc tiéu cua viéc
quét béng phuwong phap heuristic 1a dé xac dinh nhivng virus maéi, dwa trén cac kiéu,
dang, céc thuat toan nhét dinh, trwdc khi biét rd vé loai virus d6. Cac théng diép canh
sé xuét hién khi mot tap tin nhw vay duoc phat hién va dworc liét vao loai bi nghi ngo.
Trong nhirng tréng hop d6, chiing ti khuyén céo ban nén gtvi téi phong thi nghiém
cta BitDefender dé dwoc phan tich.

Céc phan bao vé do BitDefender cung cap dwoc chia ra thanh hai loai:

m Quét khi str dung - ngang ngira cac malware méi xam nhap vao hé théng cla
ban. Day ciing con dwgc goi la bdo vé thdi gian thuc - cac tép tin dwoc quét kiém
tra ngay khi ban st dung ching. Vi du BitDefender s& quét mot tir cua tai liéu bi
nghi ngo khi ban mé né, va mét e-mail khi ban nhan né.

m Quét theo yéu cau - cho phép phat hién va xéa malware thuwdng tra t trudc trong
hé théng ctia ban. Day la kiéu quét truyén théng do ngudi st dung khéi xwéng -
ban chon 6 dia, thw muc hodc tap tin ndo ma BitDefender phai quét va BitDefender
quét chung theo yéu cau. Viéc quét cho phép ban tuy bién ca nhan qua trinh quét
va chiing c6 thé 1&n lich dé chay trong mét co s& thudng nhat

Phan Chéngvirus clia huéng dan st dung nay chira dwng cac dé tai sau:

m Quét khi truy cap

m Quét theo yéu cau

m Cac dbi twong dwoc bd qua khi quét
m Vung cach ly

7.1. Quét khi truy cap

Quét khi thwe thi, con dwoc goi la bao vé thoi gian thwe, gitr cho may tinh cda ban
an toan khdi tat ca cac loai malware bang cach quét cac tap tin dwoc truy cap, cac
tin nh&n e-mail va céc giao tiép qua cac trng dung phan mém truyén tin nhanh (ICQ,
NetMeeting, Yahoo Messenger, MSN Messenger).

Dé cAu hinh va theo déi viéc bao vé thoi gian thwe, 4n vao Antivirus>Shield trong
bang diéu khién thiét 1ap. Clra sé ké tiép hién ra:
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efender Antivirus 2008

Hchéngwus Tam chén | QuEt Lo trir Cé 1p |

Kich hoat bio wé tive thi

- '3 e ma "
> Hiem sost G nhén Lin cudi ciing hé théng duoe quét: 30/11/2007 40518 CH &3 auét ngay
[ Mirc 5 bio vé
5 ) cannhat
=

¥ Linh hoat MAC BINH - B0 v& tiu chudn, ding tai nguyén thép

H - Cut t& o t8p (han gbm quét mang)

i - Quét thu T&n vé thur i
S Mie dinh - QuBtHtim virus v& spyware

R - Khiing cuét I luong Wekb (HTTR)

H - Hanh d&ng khi tép bi nhigm: Khi nkidm, Chuyén
* Cho phép - QuEt diing B-HAYVE (phan tich hanh vitrong mai trung &o)

Thang ké
Tép cudi cling dugc quét @Nhiéu théng ké hon
(khéng)
Lo lweng [o
i
= 10 65 s

Bao vé dung luc

Quan trong
@ D& ng&n chan virus xam nhap vao may tinh ctia ban, hay gii¥ khae nang hoat déng cho
cho bao vé duing luc .

Tai cacnhj day ctia phan nay, ban c6 thé nhin thay cac sé liéu théng ké Bao vé ding
lic vé cac tap tin va cac thw dién tr da dugc quét. Nhap vao & Thém s6 liéu thong
ké néu nhu ban mudn xem mét cra sé giai thich chi tiét hon vé cac sb liéu théng ké
nay.

D& bat dau quét nhanh hé théng, 4n Quét ngay.

7.1.1. Cau hinh cap dé bao vé

Ban c6 thé chon mirc bao vé phi hop hon véi cac yéu cau an ninh cla ban. Hay kéo
thanh trwot doc theo mét chia d6 dé chon mirc bao vé phu hop.

Co 3 mirc bdo vé:
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DPuoc
nhan

Mac dinh

Tan céng

chap Bao quat cac yéu cau an ninh co' ban. Murc tiéu thu tai nguyén rat

thap.

Cac chuwong trinh va cac théng diép thw dién tlr chi dwoc quét
virus. Ngoai viéc quét dwa trén chiv ky cb dién, viéc phan tich dé
phat hién ciing dwoc st dung. cac hanh dong duoc tién hanh déi
v&i cac tap tin bi nhiém nhw sau: lam sach tap tin/ t chéi truy cap.

Gilr mtrc an ninh tiéu chuan. Mtrc tiéu thu tai nguyén thép.

TAt ca cac tap tin va cac thw dién tir dén va di dwocj quét virus va
cac chuwong trinh gian diép. Ngoai viéc quét dwa trén chiv ky cd
dién, viéc phan tich dé phat hién ciing dwoc st dung. cac hanh
dong dwoc tién hanh ddi véi cac tap tin bi nhiém nhw sau: 1am
sach tap tin/ ti chéi truy cap.

Gilr an ninh & mirc cao. Mrc tiéu thu tai nguyén trung binh.

TAt ca cac tap tin, cac thw dien tlr dén va di cling nhw lwu lweng
thong tin web dwoc quét virus va cac chuong trinh gian diép. Ngoai
viéc quét dua trén chir ky c6 dién, viéc phan tich dé phat hién ciing
duwoc st dung. cac hanh déng dwoc tién hanh déi véi cac tap tin
bi nhiém nhw sau: lam sach tap tin/ t&r chéi truy cap.

Dé ap dung thiét 1ap bao vé thdi gian thuwe méc dinh &n Mrc Mac dinh .

7.1.2. Tuy bién cap dé bao vé

Nhirng nguei dung cé trinh d6 cao c6 thé mubn tan dung cac loi thé cla cac thiét lap
quét do BitDefender cung cap. Cong cu quét cé thé dwoc thiét 1ap chi dé quét cac
phan mé& réng riéng, dé tim mot loai malware dic biét hay bé qua tap tin nén. Viéc
nay giam di dang ké thoi gian quét va cai thién sw thich (rng clia may tinh trong mot

lan quét.

Ban co thé tuy chinh Real-time protectionbang cach nhap Custom level. Cira s6
sau day sé xuat hién:
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QUEt khii dong
[0 @uét bén trong nhiing luu tri
[¥] Quét nhiing (ep duc goi
(== Hénh d8ng cén 1&m khi phat hign th nhiém
[0 Hénh @éng thie nbét <Khik nkims=
[ Hénh dong thir hai =Chuyn tép véo céch ly=
= Hénh dng cAn 18m khi phét hign tép bi nohi ngér
[ Hénh dong thir nhét <Tir chéi truy cép va tidp tyes
[ Hénh dtng thir hai =Tir chdi truy cép v tidp tycs
ihing quét céc tép 1én hon [S000] Kb
[ héng quét tép chia s& trén mang
= Quét u hgng e-mail
Quét email @én
Quét email di
[ Quét i ugng Hitn
Hign thi canh béo khi phét hign virus

Cai dat La chan

Cac phwong an quét duoc t6 chirc gibng nhu mét thuc don c6 thé mé rong, rét giong
v&i cac phwong phap duyét (exploring) ciia Windows. Nhap vao hép cé "+" dé mé
moét phuong an hoac vao hdp co "-" dé dong mét phuwong an.

Ghi chu

Ban c6 thé quan sat thay la mot sb phwong an quét khdng thé mé ra dworc mac du dau
"+" da xuét hién. Ly do la cac phwong an nay con chwa duoc lwa chon. Ban sé théy
néu ban chon chiing, chiing sé cé thé mé ra dwoc.

m Quét cac tap tin da dworc truy cap va cac phwong an chuyen P2P - quét cac
tap tin dworc truy cap va cac giao tiép qua cac trng dung phan mém truyén tin nhanh
(ICQ, NetMeeting, Yahoo Messenger, MSN Messenger). Tiép theo, chon loi cac
tap tin ma ban mudn quét.

T T

Quét  file Quét tat ca cac tap Tat ca cac tap tin da duoc truy cap sé duoc
kich hoat tin quét, bat k& ching thudc loai nao.

Chi quét cac tap tin Chi c6 cac tap tin chuwong trinh sé dwoc quét.
chwong trinh diéu nay co6 nghia la cac tap tin v&i nhirng
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Pruongan————wisurs

phdn mé rong sau:.exe; .bat; .com; .d11;
.0CX; .scr; .bin; .dat; .386; .vxd; .sys;
.wdm; .cla; .class; .ovl; .ole; .exe;
.hlp; .doc; .dot; .x1s; .ppt; .wbk; .wiz;

Antivirus

Quét cac phan mé
rong do nguwei s
dung xac dinh
Quét cho phan cé
nguy co’

Quét khéi dong
Quét cac tép lwu trir bén trong

Quét cac tap tin dworc dong goi

Hanh déng
dau tién

T chdi truy cap va
tiep tuc

lam sach tap tin
Xoa tap tin

.pot; .ppa; .x1la; .x1t; .vbs; .vbe; .mdb;
.rtf; .htm; .hta; .html; .xml; .xtp;
.php; .asp; .Js; .shs; .chm; .1nk; .pif;
.prc; .url; .smm; .pdf; .msi; .ini; .csc;
.cmd; .bas; .eml and .nws.

Chi céc tap tin véi nhitng phdn mé rong do
nguwdi stv dung chi ra sé dwoc quét. Nhirng
phan mé rong nay phai dwoc tach ra bang ";".

Quét bd nhé dé tim cac chwong trinh vung
trom. Nhirng tap tin bi nhan dang sé dwoc coi
la nhirng tap tin bi nhiém. Phdn mém bao gdm
cac thanh phan quang cao cé thé bj ngring
hoat déng néu nhw tly chon nay dwoc kich
hoat.

Chon Bé qua, khong quét dialers va cac
trng dung néu ban mudn bé qua, khéng quét
céac tap tin thudvj loai nay.

Quét cac ranh ghi cta hé théng.

Céc tép lwu triv dwoc truy xuét sé dwoc quét.
V&i phwong an nay, may tinh ctia ban sé chay
cham lai.

All packed files will be scanned.

Chon ttwr "[hL_J’C don roi bén dwdi hanh déng dau
tién dé l4y ra cac tap tin bi nhiém hoéc bi nghi
ngo.

Trong trwéng hop mét tap tin bi nhiém dwoc
phat hién, viéc truy cap tap tin dé sé bi ttr choi.

Lam sach tap tin bj nhiém.

Xod céc tap tin bi nhiém ngay 1ap ttrc, khong
can canh bao.
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T

Chuyén dén noi
kiém dich

Hanh déng

thir hai

Tir chdi truy cap va
tiep tuc

Xoa tap tin

Chuyén dén noi
kiém dich
Birng quét cac tap tin c6 dung
lwong I&n hon [x] Kb

Khong quét cac chia sé mang

Chuyén céc tap tin bi nhiém dén Ving cach
ly.

Chon tr thye don roi bén dwdi hanh dong thi
hai dé& dé xt ly tap tin bi nhi&m néu nhw hanh
doéng th nhat that bai.

Trong trwérng hop mot tap tin bi nhiém duogc
phat hién, viéc truy cap tap tin dé sé bi ttr choi.

Xoa cac tap tin bi nhiém ngay lap tirc, khéng
can canh bao.

Chuyén céc tap tin bi nhiém dén Ving cach
ly.

Hay danh vao kich thuéc I6n nhét clia cac tap
tin chuan ,bj quét. Néu dung lvgng cla tap ti,n
la 0 Kb, tat ca cac tap tin sxé dwoc quét, bat
ké kich thwéc nhuw thé nao.

Néu tluy chon nay da dwoc kich hoat,
BitDefender sé khéng quét cac chia sé mang,
cho phép chung truy cap dwoc nhanh hon.

Chung téi khuyén cao ban chi nén kich hoat
tuy chon nay néu mét phan hé théng mang da
dwoc bao vé b&i mot trinh diét virus.

m Quét Iwu lwong thw dién tir - Quét lwu lvgng thw dién t.

C6 nhirng Iwa chon sau:

Pruongan ———wisors

Quét cac thw dén

Quét cac thw di

Quét tat ca cac thw dén.

Quét tat ca cac thu di.

= Quét Iwu lwong http - Quét lvu lwgng http.
m Hién thi canh bao virus dé dwoc timra - M& mét ctra sb canh bao khi virus dwoc
tim thay & mot tap tin hodc & trong mot thw dién tir.

Antivirus
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D&i véi mot tap tin bi nhiém, ctra sé canh bao sé chiva tén cua virus,dwdng dan
dén virus d6 va hanh dong cla BitDefender va dwong két ndi véi vi tri cla
BitDefender, noi ban co thé tim thay thém théng tin vé né. Béi véi mét thw dién tr
bi nhiém, clra sb canh bao cling sé& chira cac thdng tin vé& ngudi givi va ngwdi nhan.

Trong trwéng hop mét tap tin bi nghi ngd dwoc phat hién, ban cé thé khéi déng
wizard ti ctra s6 canh bao, né sé gitp ban gii tap tin d6 dén phong thi nghiém ctia
BitDefender Lab @& phan tich sau hon. Ban c6 thé danh dia chi thw dién ttr ctia ban
dé nhan cac thong tin lién quan dén bao cao nay.

Nh&p OKdé Iwu lai cac thay ddi va dong clra s lai.
7.1.3. Tat Bao vé thoi gian thuc

Néu ban mudn tat ché do bao vé thai gian thwe, mot clra sb canh bao sé xuét hién:

Vi hieu héa bao vé

e Tity chon ndy s vé hiéu héa chike ning bie vé Chéng

virus theo théi gian the.
W higu hoa chivs néng bao vé Ching tidp theo:

[ phut

Tat Bao vé thoi gian thuc

Ban phai xac nhan lwa chon clia ban bang cach chon tir menu rdng ban muébn vé
hiéu héa tam thdi ché dé bao vé thoi gian thuwe trong bao 1au. Ban c6 thé vo hiéu héa
tam thoi sy bao vé trong 5,15 hodc phut, mét giev, vinh vién hodc cho dén khi nao hé
thdng khéi dong lai.

Canh bado

Day 1a moét 16 hdng bao mat nguy hidm. Chiing téi d& nghi ban chi nén tét ché do bao

vé thoi gian thue trong mdt khoang thoi gian ngan nhat cé thé. Néu ché do nay bi tat,
ban sé khong dwgc bao vé khoi cac maiware.

7.2. Quét theo yéu cau

Muc tiéy chir)h cuia BitDefender 13 git¥ cho may tinh clia ban sach virus. Diéu dau tién,
can thiét nhat phai lam la gilr khdng cho cac virus mé&i xam nhap vao may tinh cla
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ban va quét cac thw dién t&r cla ban, tit ca cac tap tin dwoc truy cap hodc sao chép
vao may tinh cta ban.

C6 nguy co' 1a moét virus da nam sén trong may tinh cia ban, tham chi la trwdc khi
ban cai d&t BitDefender. Chinh vi thé, s& la mot y twéng hay néu snhuw ban quét may
tinh ciia minh dé loai trir cac virus thwéng tri sau khi ban 1&p d&t xong BitDefender.
va di nhién, sé& rat tét néu ban thwdng xuyén quét may tinh dé loai trir virus.

Dé& c4u hinh va lam quen véi ché dé quét theo yéu cau, 4n vao Antivirus>Scan trong
bang diéu khién thiét |ap. Clra sb ké tiép hién ra:

< BitDefender Antivirus 2008 &‘

mchéng wirug J Tém chan | Quét Loai trir Ci lap

Hhiém vy Hé théng

N’ x R "
)\ ) Iemsodt Ca nhin Quét toan bé hé théng
&2 Chay in cubikhing bao git
i Y Ouét toan bé hé théng
| Cép nhét o A N
= A Chay 13n cufiKhiing bao giir

©Quét nhanh hé thing
) iy N
Chay l4n cudikhiing bao gir

Nhiém vy Howéi ding

= My Documents
Chay In cudiKhing bao gitr

lhiém vy Phy

Quét Menu ngii bin

Cac nhiém vu quét

Quét theo yéu cau duoc thiét [ap co ban trong cac nhiém vu quét. Nhiém vu quét chi
rd cac tiy chon quét va cac déi twong dugc quét. Ban co thé quét may tinh bt ki khi
nao ban mudn bang cach chay céng tac mac dinh hoac ban c6 thé 1am cha qua trinh
nay. Ban cling co thé I&n lich cho chung chay theo mét qui luat don gidn hoac khi hé
thdng ban nhe tai va khéng lam anh hwéng dén céng viéc cia ban.
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7.2.1. Cac nhiém vu quét

BitDefender chay ciing v&i mét sd nhiém vu dwoc thiét 1ap méc dinh, ching co thé
quan ly dwoc mot sb 16 hdng bao méat chung nhat. Ban ciing c6 thé thiét lap qua trinh
quét cla riéng ban.

M&i mot cong tac cd mot ctra sd Thude tinh cho phép ban ciu hinh céng tac do va
xem két qua qua trinh quét. D& co6 thém théng tin, hay chuyén dén “Cau hinh nhiém
vu quét’ (p. 51).

Cé ba pham trui cia cac nhiém vu quét:

m Cac nhiém vu Hé théng - chivra danh sach cac nhiém vu hé théng dwoc mac dinh.
C6 nhirng nhiém vu sau:

Nhiém vu mac dinh

Quét sau hé théng Quét hé théng nay. O’ Cu hinh mac dinh, né sé quét
t4t ca nhirng loai malware de doa dén an ninh ctia hé
thdng, cling nhw la viruses, spyware, adware, rootkits
va nhirng thir khac.

Quét toan bo hé théng  Quét hé thdng nay, trir tép tin nén. & CAu hinh mac
dinh, n6 sé& quét tat ca nhirng loai malware de doa
dén an ninh cta hé théng, ciing nhu la viruses,
spyware, adware, rootkits va nhirng thir khac.

Quét nhanh Hé Quét Windows, Program Files va thw muc A1l

théngQuick System Scan Users. O cu hinh mac dinh, nd sé quét tit ca nhirng
loai malware, ngoai trtv rootkits, nhwng n6 sé khong
quét b nhé, registry hoac cookies.

Ghi chu

6 T luc Quét sau hé théng va Quét toan bd hé thdng chwong trinh sé tién hanh
phan tich toan bd hé théng, tién trinh nay c6 sé& mét thoi gian. Vi vay chuing téi khuyén
ban hay chay céng viéc nay véi mirc dd wu tién thap hodc thp hon khi hé théng
cla ban ranh rdi

m Cac nhiém vu ctia ngwi str dung - chiva cac nhiém vu do ngwoi sir dung xac
dinh.

M6t hanh ddng mé& My Documents dwoc goi. S dung nhirng céng tac quét nhirsng
thw muc quan trong cia ngudi st dung: My Documents, Desktop and StartUp.
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Sé bao dam hon cho sy an toan tai liéu ciia ban, mét sy an toan cho coéng viéc va
don dep nhirng rng dung chay ltc may tinh khéi dong.

m Cac nhiém vu hén hop - Chira danh sach cac nhiém vu quét hén hop. Nhitng
nhiém vu quét nay chi nhirng dang quét thay thé ma khong thé van hanh dwoc tw
ctra sd nay. You can only modify their settings or view the scan reports.

C6 ba nut & bén phai méi mét nhiém vu:

m & Nhiém vu theo lich - chira rdng nhiém vu dwoc chon da dwoc Ién lich cho thoi
gian sau nay. Nhap vao nit nay dé toi phan Scheduler tir cac clra s6 Properties
noi ban cé thé stra dbi phan cai dat nay.

m & Xoa - Bo nhiém vu dwoc chon.

Ghi chua

Khéng c6 dbi cac nhiém vu hé thdng. Ban khéng thé huy bé mét nhiém vu hé thdng.

m & Scan Now - van hanh mot nhiém vu dwoc chon, kh&i dong mét immediate scan.

Mbi nhiém vu quét cé ctra sé Thudc tinh noi ban c6 thé ciu hinh cac tlly chon quét,
hay dat muc tiéu quét, lap ké hoach cho nhiém vu hodc xem cac bao céo.

7.2.2. Thwe don tat

M®6i nhiém vu cé mot thyc don tat. NnAp  kmuane ing
chudt phai vao nhiém vu dugc chon dé vy B 3300 14520 o

o Z\'A Quét toan bé hé thong
mo thU’C don nay: Cha_ay\éncuél.ﬁUﬂ1EUUg1.4524CH
Céc liénh sau day c6 san trén thuc don Cows B AT S ]
tét Hhiém wy Ngwoi ding

Hign thi dutmg din tac vy
L&n Lich C8ng vige
Hem Qud trinh Quét

Wy Documents
Chey 10 cudi: 30/11/2007

= Quét bay gio - van hanh hoat dong  miémwenu
dwoc chon, khéi xwdng mét hanh déng QuétHen g bin
quét ngay lap tire.
m Puwong dan - M& clva sb Thuéc tinh
, thé Buong dan, tai day ban co thé
thay d6i muc tiéu quét cho nhiém vu
dwoc chon.

Nhan ddi

Thudc tinh

Thwc don tat
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Ghi cha
6 trong trwong hqp‘nhiém vu h? thu:")ng, Iwa chon nay duoc thay bang Hién thi dwong
dan nhiém vu, dé ban cé thé thay dwoc dich quét cla chung.

m Nhiém vu 1ap ké hoach - m& cira sd Thuéc tinh, thé Nhiém vu 1ap ké hoach, tai
day ban c6 thé lap k& hoach cho mé nhiém vu dwoc chon

m Nhat ki hé théng - M& ctva sd Thudc tinh, théNhat ki hé théng tai day, ban cé thé
xem cac bao cao phat sinh sau khi niém vu dwgc chon van hanh;

m Nhan ban - Nhan ban nhiém vu dwoc chon;

Ghi chu
Phan nay co tac dung khi I&p cac nhiém vu m&i béi vi ban co thé stra dbi cac noi
dung cai dat lién quan dén nhan ban nhiém vuy.

m X0a - xoa nhiém vu dwoc chon.

Ghi cha

Khoéng c6 dbi cac nhiém vu hé thdng. Ban khéng thé huy bé mét nhiém vu hé thdng.
m M& - m& clra sb Thudc tinh, thé Tén quat , tai day ban cé thé thay ddi cac phan

cai dat cia nhiém vu dwgc chon.

Ghi chua
Do tinh chét d&c biét ctia chung, chi ¢ cac phwong an Properties va View Scan Logs
c6 s&n cho cac nhiém vu trong pham tri Cac nhiém vu linh tinh .

7.2.3. Tao cac nhiém vu quét

Dé tao mét nhiém vu quét, ban co6 thé chon mot trong cac hanh doéng sau day:

m Nhan ban mét nhiém vu hién hanh, déi t&n nhiém cu do va tao cac thay dbéi can
thiét trong ctra s6 Thudc tinh .
m An Nhiém vu méi dé tao ra mot nhiém vu méi va cau hinh né.

7.2.4. Cau hinh nhiém vu quét

Mbi nhiém vu quét c6 ctra s6 Thudc tinh noi ban co thé cau hinh cac tly chon quét,
hay dat muc tiéu quét, ]ép ké hoach cho nhiém vu hoac xem cé(; bao cdo. Dé mé clra
s6 nay nhan nit M&, ndm phia bén phai ctia nhiém vu (ho&c nhap phai chuét va chon)
Mé.
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Ghi cha
D& biét them chi tiét khi xem nhat ki va thé Nhat ki hé théng, hay chuyén dén “Xem

nhéat ki quét’ (p. 68).

Cau hinh thiét Iap quét

Dé cAu hinh tuy chon quét ctia mét nhiém vu cu thé, nhap phai chuét va chon Tinh

chét. Clra sb ké tiép hién ra:

Mhiém vu m@i Thude tinh

Thuéc tinh Hhigm wvu

Ten téc vu
ity
DS Ién lichkhang dink g

Chey 10 cudi

Mive Quét
. a0 TRUNG BillH - Tigu chudin, tigu thy t8i nguyén
f trung kinh
i - GUEtta catép
== Trung binh - GUEL tim virus vé spyware
£ Thip

[F] Chay nhigm wu v mivs u tign thip
[F] Thu nhd civa =8 téi khay hé théng

Téng quan puﬁngdan@uéll Lép ich |Lgchs\}@uét |

Téng quan

Tai day, ban c6 thé xem cac théng tin v& nhitng nhiém vu (tén, 1an van hanh cubi
cung, va tinh trang ké hoach) va tién hanh cai dat quét.

Chon cap dé quét
Ban c6 thé dé dang cau hinh thiét 1ap quét bang cach chon cap do quét. Kéo con
trwot doc theo bang chia do dé dat cap do quét phu hop.

Cé tat ca 3 cap do:
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Thap Cung cap hiéu suét phat hién hop ly. Mc tiéu thu tai nguyén thap.

Cac chong trinh chi dwgc quét virus. Ngoai viéc quét dwa trén chir
ky cd dién, phép phan tich heuristic cling dwgc st dung.

Trung binh Cung cép hiéu suét phat hiién tét. Mirc tiéu thu tai nguyén trung
binh.

TAt ca cac tap tin déu dwoc quét virus va cac phadn mém gian diép.
Ngoai viéc quét dwa trén chir ky co dién, phép phan tich heuristic
cling dwoc st dung.

Cao Cung cép hiéu suét phat hiién cao. Mirc tiéu thu tai nguyén cao.
T4t ca cac tap tin va cac tai liéu luu trir déu dugc quét virus va cac
phan mém gian diép. Ngoai viéc quét dwa trén chlr ky co dién,
phép phan tich heuristic cling dwoc str dung.

M6t loat cac phwong an chung cho qua trinh quét cling dwoc hién dién:

Prwongan ——mawia

Van hanh nhiém vu cé wu Gidm wu tién cho qua trinh quét. Ban sé cho phép cac

tiéen thap chwong trinh khac chay nhanh hon va tang thoi gian
can thiét dé qua trinh quét két thuc.

M& cira s6 quét & mirc t6i Thu nhd clra s6 quét vao khay hé théng . Nhap dup vao

thiéu khi kh&i dong ngan bidu twong BitDefender dé mé.

hé théng

Nhép OK dé luu céc thay dbi va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.

Tuy bién miec quét

Nhirng ngwdi ding c6 trinh dé cao c6 thé mudn tan dung cac loi thé ctia cac thiét 1ap
quét do BitDefender cung c&p. Cong cu quét cé thé dwoc thiét 1ap chi d& quét cac
phan mé réng riéng, dé tim mot loai malware dac biét hay bé qua tap tin nén. Viéc
nay gidm di dang ké thdi gian quét va cai thién sy thich trng ctia may tinh trong mot
lan quét.

An Tuy bién dé dat cac phwong an quét clia minh. Mét ctra s6 méi sé xuét hién:
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QU tim virus

Quét tép adwars

Quét gign disp

Chi gt Gng dung

Quét chuomg tink quay s
[ cuét Rootkits

CAch quét virus

Ut tép

& nhiting géi chuong trink
[ M nbiing tép o tei

M AkiCing the I trie

[ cwét rénh ohi khii dbng
[ cwét bé nhi

[ cwét registry

[ cwét cookie

Tuy chon khéc

¢ Hanh G8ng cn I8m ki phét hign tép b nhigm

[El] Hanh déng <khir nhigm:

<+ Hanh d8ng cin 14m ki phét hign tép bl nohi ngd
[El] Hanh dng <khing oo hénh G8ng néo=

¢ Hanh 88ng cn I8m khi phét hign tép &n

[El] Hanh dng <khing oo hénh G8ng néo=

Tuy chon khéc
i t&p bi nohi nger G&n BtDetender Lab

Cai dat quét

Mie Mic dinh

Cac phwong an quét duoc t6 chirc gibng nhu mét thuc don c6 thé mé rong, rét giong
v&i cac phwong phap duyét (exploring) ciia Windows. Nhap vao hép cé "+" dé mé

mot phwong an hodc vao hop cé "-" dé déng mét phwong an.

Cac phuwong an quét dwgc nhom thanh nam danh muc:

Céap do quét

Cac phwong an quét virus
Cac phwong an hanh déng

Cac phwong an khac

Xac dinh kiéu cla malware ma ban mudn BitDefender quét bang cach chon cac
tuy chon tr danh muc Cap do quét.

C6 nhirng Iwa chon sau:

Pruongan e

Quét Virus

Antivirus

Quét bd nhé dé tim virus da biét.
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Prongan——miawia

BitDefender phat hién ra cac than virus chwa hoan
chinh, déng thoi g& bé cac tac nhan co thé tac dong
xau dén hé thong bao mat cltia ban.

Quét adware

Quét Spyware

Quét trng dung

Quét dialers

Quét rootkits

Quét adware. Nhirng tap tin bi nhan dién sé dwoc xt
ly nhw nhirng tap tin bi nhiém. Phdn mém bao gdém
cac thanh co chira adware co thé bi ngtrng lam viéc
néu tuy chon nay dwoc kich hoat.

Quét nhirng spyware da biét. Tép tin bi nhan dién sé&
bi coi nhw da bi nhiém.

Quét cac rng dung (tép tin .exe va .d1l).

Quét céac rng dung quay s6 . Nhirng tap tin bi nhan
dién sé duoc Xt ly nhw nhirng tap tin bi nhiém. Phan
meém bao gém cac thanh phan quay s6 c6 thé ngrng
bi ngtrng hoat ddng néu tuy chon nay dwoc kich hoat.
Quét nhirng déi twong an (tép tin va tién trinh), dwoc
biét chung nhuw la rootkits.

m Xac dinh r6 loai cac doi tvong dé quét (céc tai lidu luu trir, thw dién tir.....) va cac
phuwong an khac. Viéc nay dwoc tien hanh quan lwa chon mét so phwong an nhat
dinh tir pham tru Cac phwong an quét virus category.

C6 nhirng lwa chon sau:

Phwong an Miéu ta

Quét cac tap Quét tat ca cac tap TAt cad cac tap tin da dwoc truy cap sé dwoc

Antivirus

tin

tin

quét, bat k& ching thudc loai nao.

Chi quét cac tap tin Chi co cac tap tin chwong trinh sé dwoc quét.
chwong trinh Dieu nay cé nghia la chi cé cac tap tin voi

nhitng phdn mé& réng sau: exe; bat; com;
dll;ocx; scr; bin; dat; 386; vxd; sys; wdm;
cla; class; ovl; ole; exe; hlp; doc; dot;
x1s; ppt;wbk; wiz;pot; ppa; xla; x1t;vbs;
vbe; mdb; rtf; htm; hta; html; xml; xtp;
php; asp; js; shs; chm; 1nk; pif; prc;url;
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Pruongan————wisurs

smm; pdf; msi; ini; csc; cmd; bas; eml and
nws.

Quét cac phan mé Chi cac tap tin véi nhitng phdn mé rong do
rong do ngwoi s ngum stv dung chi ra sé dugc quét. thng
dung xac dinh phan mé& rong nay phai duoc tach ra béng ";"

Mé& cac chwong trinh dworc dong Quét cac tap tin dwgc dong goi.

goi

Mé& cac phan lwu triv Quét bén trong cac phan lwu trib.

Mé& cac lwu triv thw dién to Quét bén trong cac lwu triv thw dién te.

Quét cac ranh ghi khéi dong Quét cac ranh ghi cta hé théng.

Quét bdé nhé Quét dé tim virus va cac phan mém nguy hiém
khac.

Quét dang ky Quét cac 16i vao dé dang ky.

Quét cookies Quét cac tap tin cookie.

Xé&c dinh rd hanh dong déi v&i cac tap tin bi nhiém, bi nghi ngd hodc cac tap tin an
dwoc nhan dién tai danh muc Tay chon hanh déng. Ban co thé thiét lap cac hanh
dong khac nhau cho médi danh muc.

+ Chon hanh dong dé xt ly dbi vai tap tin bj lay nhim. Co6 nhivng lwa chon sau:

Khéng (Ghi lai cac ddi Khong co hanh dong nao duoc tién hanh ddi voi
twong) cac tap tin bi lay nhiém. Cac tap tin nay sé xuat hién
trong tap tin bao cao.

Tay trung cho céc tap tin Lam sach tap tin bi nhiém.

Xoa cac tap tin Xoé& cac tap tin bi nhiém ngay Iap tirc, khdng can
canh bao.

Chuyén tap tin dén Kiém Chuyén cac tap tin bj nhiém dén Ving cach ly.

dichMove files to

Quarantine

+ Chon hanh dong dé xt ly dbi véi tap tin bi nghi ngd. Cé nhivng lwa chon sau:
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Khéng (Ghi lai cac dé6i Khong cé hanh déng nao dwoc tién hanh déi vai

twong) cac tap tin nghi ngd. Cac tap tin nay sé co trong
béo céo.

Xoa cac tap tin Xoé céc tap tin bj nghi nge» ngay Iap térc, khéng can
canh bao.

Chuyén tap tin dén Kiém Chuyén cac tap tin bj nghi ngd dén Vung cach ly.
dichMove files to
Quarantine

Ghi cha
Cac tép tin bi nghi ng® béi chwong trinh phan tich heuristic. Ching téi d& nghi
ban gtvi cac tép tin trén dén BitDefender Lab.

Chon cach x@ li v&i nhirng dbi twong &n (rootkits) bi phat hién. C6 nhirng lwa
chon sau:

Khéng (Ghi lai cac déi Khong cé hanh déng ndo dwoc tién hanh déi voi

twong) cac tap tin &n. Cac tap tin nay sé xuét hién trong
bao cao.

Chuyén tap tin dén Kiém Chuyén cac tap tin &n dén Ving cach ly.

dichMove files to

Quarantine

Lam hién Phat hién ra tap tin an vi vay ban s& thay chung.

Ghi cha
Néu nhw b@n chon bd qua (ignore) nhirng tap tin bi phat hién ra hodc néu nhu viéc
chon bj that ban, ban sé phai chon mét hanh dong tlr thuat si.

m D& nhéc nhé viéc glri cac tép tin bi nghi ngd dén BitDefender Lab sau khi qua trinh

quét hoan thanh, kiém tra Dw cac tép tin bi nghi ng& dén BitDefender Lab trong

nhém Tuy chon khac.

Néu ban nhap vao Mic dinh ban sé tai thiét 1ap mac dinh. Nhap OKdé Iwu lai cac
thay dbi va déng ctra sb lai.
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Thiét I1ap muc tiéu quét

Dé chi rd muc tiéu quét ctia mot nhiém vu n&o dé, ban chi can nhép chudt phai vao
nhiém vu va chon Chon Bwong dan . Clra so ké tiép hién ra:

Mhiém vu m@i Thude tinh

Thng quan pwéng din Quq‘ Lép ich Lich sl Gt

[[] e Local Disk (C:) ] deuchd
[] < SR (D) [ & di ang
[] casDaTA (E) 1 & i di dong

L ADVD-RW Drive (F:)
[ 52 framewvork on Marketing Agency (Sgency) (G-
[ & mscarlat on Marketing Agency (Agsncy)' (Y:)
[ & mscariat on hafswsers' (Z:)

[F] Tétcd déuvao

s >

Muc tiéu quét

Ban c6 thé nhin thdy dé dang danh sach cac 6 dia trong may, 6 dia mang, cac & cdm
ngoai nhw cac tép tin hodc thw muc trwéc day. Tat ca cac chwong trinh da dwoc kiém
tra sé bi quét khi chay cac nhiém vu.

Phan nay chta cac nat sau:

= Thém muc (item) - m& mot clra sb duyét qua tai day ban c6 thé chon céac tap tin
/ thw muc ma ban muon quét.

Ghi chu

Ban ciing c6 thé kéo 1én hodc kéo xubng dé bd sung thém céac tap tin/cac thv muc.

m X6éa cac muc - Loai bé cac tap tin/ thw muc ma trwéc day da dwoc chon tir danh
sach cac dbi twong phai quét.
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Ghi chu

Chi co cac tép tin/cac thw muc dwoc chon sau nay méi co thé xoa bo dwoc nhwng
khéng phai doi véi cac tap tin/thw muc do BitDefender chon "seen\.

Ngoai nhirng nut dwoc gidi thich & ttrén cling con cé mét sd phuwong an cho phép lwa
chon nhanh cac vi tri phai quét.

m Cac 6 dia ndi bo - D& quét cac 6 dia ndi bd.

m Cac 6 dia mang - Dé quét cac 6 dia mang.

m Cac 6 dia lwu dong - D& quét cac b dia lwu dong (CD-ROM, dia mém ).

m TAt ca - dé quét tt ca cac 6 dia, cho du ching la & dTa noi bo, trong mang hay &
lwu déng.

Ghi chu

Néu ban mudn quét toan bé may tinh, hay chon hop kiém tra twong (rng la Tat ca.

Nhép OK dé luu céc thay d6i va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.

Xem Ilai muc tiéu Quét cua Nhiém vu Hé théng

D& chi ré muc tiéu quét ctia mét nhiém vy nao do, ban chi can nhép chudt phai vao
nhiém vu va chon Bwdng dan . Ban chi cé thé xem muc tiéu quét.

Dé chi rd muc tiéu quét ctia mot nhiém vu n2o do, ban chi’cén nhép chudt phai vao
nhiém vu va chon Hién Bwong dan . Dé Quét toan Hé théng, vi duy, clra s6 sau sé&
hién ra:
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Quét toan b hé thiing Thuic tinh

Thng quan hwéng dan Que{' Lap lich Lich siy Guét
Bwéng dian sau sé dwge quét

e Local Disk (C2)

S SWMAP (D)

e DATA (E)

Quét muc tiéu Toan bo Hé thdng

Quét Toan by Hé thong va Quét Sau Hé théng sé quét tat ca 6 dia clia may, trong
khi Quét nhanh Hé thong chi quét Windows va muc Program Files.

Nhap OKdé déng cira sb lai. D& chay nhiém vu, 4n Quét.

Lén ké hoac cac nhiém vu quét
Véi cac nhiém vu phire tap, qua trinh quét s& phai mat mét so thoi gian va sé hoat
dong tot nhat khi ban dong tat ca cac chuong trinh khac. B6 la ly do tai sao ban phai
Ién ké hoach chp cac phiém vy nhw v@y khi ban khéng st dung may tinh ctia ban va
né sé di vao ché dé dé khong dung dén.
D& xem hodc chinh stra k& hoach clia mét nhiém vu cu thé, ban chi can nhap chudt
phai vao doé va chon Ké hoach. Ctra sb ké tiép hién ra:
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Nhiém vu mdi Thuoc tinh

J TBng quan purbng d&n oué1| Lap lich | Lich siy Guét |

Thuge tinh

B4 Ién lichhang ngdy, 1&n quét tigp theo:30/11/2007 1:48:40 CH

Lich

© khiing dinh giir
© Mt En
@ Binh kf
VA
Moy khiv dong:. | 304172007 v
Girkhdi dbng | 1:4340CH A

Lap lich trinh

Ban cé thé xem ké hoach ctia nhiém vu.
Khi lén k& hoach cho mét nhiém vu, ban phai chon mét trong cac phwong an sau:

m Khéng dworc l1én ké hoach -Khéi ddng nhiém vu chi khi ndo cé yéu cau ctia ngudi
st dung.

m Once -Bét d4u quét chi mot 14n tai mét thdi diém nhét dinh. Néu cu thé ngay thang
va thoi gian bat dau tai cac trwéng Ngay thang bat dau /Thei gian.

m Dinh ky - Khéi ddng quét dinh ky, trong nhitng khoang th&i gian nhét dinh (Cac
gi&, cac ngay, cac thang, cac nam), bat dau véi ngay, gior cu thé.
Néu ban mudn quét lai vao nhirng khodng thdi gian nhat dinh nao do, hay chon
Periodically va danh vao méi hop hiéu chinh sé phut/gid/ngay/tuan/thang/ndm,,
chi tan suét cla qua trinh nay. Ban ciing phai néu ré ngay, gid bat dau trén cac
trwong Start Date/Time.

Nhép OK dé luu céc thay d6i va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.
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7.2.5. Noi dung quét

Trwée khi ban bat ddu mét qua trinh quét, ban nén chac chan rang BitDefender dwoc
cap nhat mai nhat cac loai maiware. Viéc quét may tinh ctia ban véi mét co s& div
liéu da qua ci thi BitDefender sé chi nhan ra dwgc cac loai malware cli dwoc cap
nhat tir 1an cap nhat truéc. Dé kiém tra khi 1an cap nhat maéi nhat dwoce thi hanh, 4n
vao Update>Update trong bang diéu khién thiét lap.

Ghi chu

6 D& cho BitDefender hoan tat viéc quét, ban can phai dong tat ca cac chuong trinh dang
mé&. Dac biét la chwong trinh thw dién t& cdia ban (nhw. Outlook, Outlook Express or
Eudora) rat can phai déng lai.

Phwong thure quét

BitDefender cho phép bdn kiéu quét theo yéu cau:

m Quét ngay lap tirc - van hanh mét nhiém vu quét tir hé théng / cac nhiém vu cda
nguwoi st dung.

m Quét theo bdi canh - nhan chudt phai vao mét tap tin hodc mét thu muc va lwa
chon BitDefender Antivirus 2008;

m Kéo& tha khi quét - kéo va tha mét tap tin hodac mét thw muc trén Thanh hoat dong
Quét;

m Quét thi coéng - str dung BitDefender Manual Scan dé truc tiép chon tép tin hodc
thw muc mubn quét.

Quét ngay lap tirc

D& quét toan bd hodc mot phan clia may tinh, ban cé thé st dung cac nhiém vu quét
mac dinh hodc ban c6 thé tw tao ra cac nhiém vu quét clia minh. Quét ngay lap tic.

Dé chay mét hanh déng quét, chon mét trong cac phuwong thirc sau day:
m Click déi vao cong tac quét trong danh sach.

= Hay nhan nat @ Quét ngay twong (ng.
m Chon nhiém vy va nhan Chay nhiém vu.

BitDefender Scanner sé& xuét hién va sé bat dau quét. D& cé thém thong tin, hay
chuyén dén “BitDefender Scanner’ (p. 64).
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Quét theo béi canh

D& quét mot file hodc mot thw muc, ngoai viéc tinh chinh méi cong tac quét, ban cé
thé s dung trinh don ng canh. Quét theo ngir canh.

Nhép chu6t phai vao tap tin hodc thw muc ban muén

et quét va chon BitDefender Antivirus 2008.

Seatch... i - PO e e 2 N ,
Enquene n faobar20m BitDefender Scanner sé xuat hién va sé bat dau quét.
e ekl Dé co thém thong tin, hay chuyén dén “BitDefender
Ennqueue in Winarj 4
Py ane Scanner” (p. 64).

Cbofender i 2008 Ban c6 thé stra dbi cac tuy chon quét va xem céc tap
Send To . - 7 N - ~ by > 2 ~ ,
. tin bao cao bang cach truy cap vao ctya so Thudc tinh
copy clia nhiém vy Thwe don quét ngiv canh.

Create Shorkcut
Delete
Rename

Froperties

Quét theo bbi canh

Quét kéo va tha

Kéo tap tin hodc thu muc ban mudn quét va tha ching xuéng trén Thanh Hoat déng
quét nhw dwgc mo ta dudi day.

-

Kéo tap tin

Tha tap tin
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BitDefender Scanner sé& xuét hién va sé& bat dau quét. D& co thém thong tin, hay
chuyén den “BitDefender Scanner’ (p. 64).

Quét thu céng
Quét bang tay (Manual Scanning) thuc chéat la trwe tiép chon cac dbi twong can quét.
S dung tuy chon BitDefender Manual Scan tir thw muc BitDefender trong Start Menu.

Ghi chu
Quét béng tay rat hiru dung, n6 co thé chay ngay ca khi Windows chay trong ché do
Safe Mode.

DPé chon cac déi twong duoc quét boi BitDefender, & trinh don Start cia Windows,
hay theo dwdng dan Start — Programs — BitDefender 2008 — BitDefender Manual
Scan.

Ctra s6 ké tiép hién ra:

P——— @ Chon ddi twong mudn quét va nhan Péng y.
e BitDefender Scanner s& xuét hién va s& bat dau quét.
| @ Desiton ~ Dé c6 thém théng tin, hdy chuyén dén “BitDefender

{2 My Documents

Scanner” (p. 64).
e Local Disk (C:)
e SWAR (DN}
< DATA (E2)
b DVD-RW Drive (F:) o
5 framework on Marketing Agency (Agenc
# mscarlat on Marketing Agency (Agency)’
% mscarlst on ‘hafs\users’ (2:)
Control Panel
i, W W Mabaned Dlaras

¢ | B

~

Quét thu cong

BitDefender Scanner

Khi ban bt ddu mot qua trinh quét theo yéu cau, May quét BitDefender sé& xuat hién.
Lam theo qui trinh 3 bwéc cé hwéng dan dé hoan thanh qua trinh quét

Bwoéc 1/3 - Dang quét

BitDefender sé& bt dau quét nhirng dbi twong dwoc chon

Antivirus 64



< May quét BitDefender

Quét Virus - Buéc1/3

Trang thai quét

£

| E:\_diverselabouthd.txt
o L

Thil gian 98 qua00:00:01  TBpiidy:10

Théng ké quét

— B tupng 0 quét10
Biéi tugng bi nhiém: 0 Tép dnco
Béi tupng bi nghi nger0  Quy trink &m0

o

v
v

Tam dimg | ‘ Diing | ‘ Hiy bd

Pang quét

Ban c6 thé xem thay tinh trang quét va cac thong ké (toc do quét, thoi gian da quét,
sb cac déi twong dwoc quét/bi nhiém/nghi ngo:...).

Ghi chu
6 Qua trinh quét c6 thé mat moét Ihoang thoi gian, tuy thudc vao dé phire tap clia lan quét.

Dé& tam thoi nglrng qua trinh quét, chi viec &n Tam dirng. Ban sé phai &n Khéi phuc
dé khoi phuc lai qua trinh quét.

Ban c6 thé ngwng qua trlnh quét bat ct khi nao ban muén bang cach 4n &Dirng. Ban
sé chuyén dén buéc cudi ciing clia qua trinh tro gitp (wizard).

Che cho BitDenfender hoan tt qua trinh quét.
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Buwéc 2/3 - Chon cach thwce hién
Khi qua trinh quét da hoan thanh, mét cira sd mai sé xuat hién, noi ban cé thé xem
két qua quét.

< May quét BitDefender E”Elg‘

Quét Virus - Buéc 2/ 3

Téng hop Két qua

1 Hiém hoa @ nhiém 4 nhiimg mue cn phai chi y Khéng 6 hanh déng nao v
EICAR-Test-File (not a virus) 2 issues left ihing cd hénh ding nd v

56 151 dwo'e gidi quyét:d

Hanh dong

Ban c6 thé xem mét sé anh hudng dén may tinh cia ban.

Nhirng déi twong bi nhiém hién thj theo nhém, trén co' s& malware gay nhiém. Click
link twong &ng véi hidm hoa dé tim théng tin vé nhirng di twong bi nhiém.

Ban c6 thé chon mét hanh déng toan dién cho moi nhém van dé hodc ban ciing c6
thé tach riéng trng hanh déng cho méi van dé.

Cac tuy chon trén co thé xuét hién & trinh don:
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Khéng thuyec thi Khéng c¢6 hanh déng nao duoc tién hanh dbi véi cac
tap tin da nhan dién.

Loai bé ma déc Lam sach tap tin bi nhiém.

Xoa Xbéa nhirng tép tin da nhan dién.

B6 an Lam hién cac di twong dang an.

Nhan Tiép dé ap dung hanh déng da dinh.
Buwérc 3/3 - Xem két qua

Khi BitDenferder két thtic qua trinh stra van d&, két qua quét sé xuat hién & mot ctra
sb moi

< May quét BitDefender

Quét Virus - Buéc 3/ 3

Téng hop Két qua

S8 mye 88 gidi quyEt 0
S8 mye chua gidi guyét 0
S8 mye dugc bi qua 0
S8 mye ki 15 0

@ Quéa trinh quét khong phat hién ra mai de doa nao.

Hidn th k&N ohi

Téng két
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Ban c6 thé xem bang tdng hop két qua.

Néu nhw nhirng tép tin bi nghi ng® dwoc tim thay trong qua trinh quét, ban sé duwoc
yéu cau gri ching dén BitDefender Lab. File nghi van dwoc phat hién béi phan tich
hanh vi va chung co6 thé nhiém v&i chi ky ma déc méi ma chwa dwoc biét t&i.

Tap tin bao céo sé tw dong dwoc lwu trong phan Nhat ki hé théng tir ctra s6 Thudc
tinh clGia nhiém vy twong trng.

Canh bao
Néu nhw cé nhitng van dé chua gidi quyét dwoc, ching t6i khuyén céo ban nén lién
lac v&i BitDefender Support Team tai www.bitdefender.com.

7.2.6. Xem nhat ki quét

Khi ban mudn xem két qua sau khi quét, ban chi cAn nhap chuét phai vao do va chon
Nhat ki. Clra sb ké tiép hién ra:

Mhiém vu m@i Thude tinh

| TEng quan_ Putmg dén Qe Laplich |Licl|5fv0llét|

Tinh trang Mggy Gitr Thng két

Xod bin ghi Hin thi bén ghi

Quét cac ban ghi

Tai day ban c6 thé thay file bao cdo méi Ian khi nhiém vu dwoc hoan thanh
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www.bitdefender.com

M@i tap tin co dinh’kém cac thong tin vé tinh trang quét, ngay, gi® ic viéc quét dwoc
thwe hién va tom tat két qua quét.

C6 hai nut:

m Xoa ban ghi - d& xoa ban ghi (scan log) dwoc chon.
m Hién ban ghi - d& xem ban ghi (scan log) dwoc lwa chon; Ban ghi (scan log) sé&
mé trong trinh duyét web.

Ghi chu
Va ciing dé xem hodc xoa mot tap tin, nhap chudt phai vao tap tin va chon phwong an
phu hop tir thye don tat.

Nhép OK dé luu céc thay d6i va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.

Vi du Ban ghi Quét

Hinh sau day minh hoa vi du ban ghi (scan log):

2 File log Bitdefender

File Edt View Favorites Tools Help "
€) 9] \ﬂ E" )| ) search 5 7 Favories ) cdm B - _I ﬁ 3

Address ‘gu} C:\Documents and SettingsiAll Users\Application DatalBitDefender\ Desktop!|ProfilesiLogsideep_scant1198431702_3_00.xml ~ | Go

a

File log Bitdefender I!Il!
San : BitDefender Antivirus 2008
pham
Phién

ban : BitDefender UlScanner v.11

Ngay log : 16:08:22 30/11/2007

Bwéng . C:\Documents and SettingslAll UsersiApplication

danlog ° Data\Bitdefender\Desktop\Profiles\Logs\deep_scan\1196431702_3_00.xml

Puéng dan Quét:
Puing d3n0000: ¢
Buéng din0001: D
Puing d3n0002: £

Tuay chon quét:

Quéttim virus Co

Quét tép adware Co

Quét gidn diép cé

Quét trng dung cé

Quét chureng trinh quay sé : C6

Quét Rootkits cé &
& Done 4 My Computer

Vi du Ban ghi Quét
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Ban ghi (Scan Iog)’chL'Pa thong tin chi tiét v& qua trinh quét, nhw 1a lwa chon quét, dich
quét, hiém hoa thay dwoc va hanh dong da thyc hién.

7.3. Céc doi twong khéng dwoc quét

C6 mot sé trwdng hop khi ban can loai béd mot sé tép tin khéi qua trinh quét. Vi du,
ban mudn loai bd kiém tra tép tin EICAR tir viéc quét truy cap hodc tép tin .avi khi
quét theo yéu cau.

BitDefender cho phép loai bé cac dbi twong tir qua trinh quét khi truy cap hay theo
yéu cau, hodc ca hai. Chirc nang nay cé tac dung 1am gidm thdi gian quét va tranh
moi sw phién toai khi ban lam viéc.

Hai loai ctia d6i twong co thé b qua tlr qua trinh quét:

m Dwong dan - cla thu muc hodc tép tin (bao gbm tat c& cac ddi twong trong nd)
duwogc chi ra bang mét dworng dan dac biét sé dwoc b qua khi quét.

m Phan mé réng - tit ca cac tap tin cé phan mé rong dac biét sé dwoc bd qua khi
quét.

Ghi chu
Cac dbi twong duoc bé qua trong qua trinh quét khi truy cap sé khong bi quét, sé khong
xdy ra chuyén gi néu ban hodc c6 chwong trinh khac s dung chung.

Pé& xem va quan ly nhitng déi twong ngan chén khoi viéc quét, kich chudt vao
Antivirus>Exceptions (Ngoai 1&) trong hé théng setting Ctra sb ké tiép hién ra:
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< BitDefender Internet Security 2008

H Ching virus J TEm chan QuEt Loai triv Cé 1p
o Hgoqi & quét virus dwge bit
-‘-i—;: Tuding Is @, = @
. . Biéi tugng khong dupe quét Khitruy cdp  Theo yéu céu
N Chling thr réc P
I Tép vé thr muc
es\zon_virus\ [ ]
- x
\ Widm sot G4 nhan
™
@ Widm sodt TrE em
f? Cap nigt R
=’ Budi m réng
* oy (Bitmap graphics ) [ ]
*jneg (Bitmap graphics ) ch [

Ngoai triv

Ban co thé biét cac dbi twong (tép tin, thw muc, phan mé réng) da dwoc bé qua khi
quét. V&i moi doi twong, ban cé thé biét néu no dwoc bd qua trong qua trinh quét
nao: quét theo yéu cau, quét khi truy cap hay ca hai.

Ghi chu
Tai day c6 mot ngoai 1& dac biét s KHONG ap dung cho mét qué trinh quét ngte
canh(contextual)

Dé x6a mét muc tlr bang, hay chon va badm vao nut 2 Xéa.

Dé’s@a moét muc trong bang, hay chon va bam vao nat @ Xéa. Mot clra sd moi sé
xuat hién khi ban thay d6i phan mé rong hoac du(‘yng dér] va kiéu quét ma ban mudn
chung dwoc bd qua. Hay thwe hién cac thay doi va an bong y.

Ghi chu

Ban ciing c6 thé &n phai chudt vao dbi twong va st dung tuy chon trong trinh don tat
dé slra hodc xda no.
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Nhép B6 qua dé khong thay dbi bang quy tac, cho biét rang ban khong Iuu chung
bang cach nhan Ap dung.

7.3.1. Dwéng dan dwoc bo qua

Dé bo qua cac duong dan khi quét, nhan vao nit & Thém. Ban sé duoc chi dan
xuyén suot qua trinh bé qua cac dwdng dan khi quét bang cach dung trg gitp cau
hinh ty déng.

Buwérc 1/3 - Chon kiéu déi turong

Thu#ét siBitdefender ngoai L&

Thuat si Bitdefender

Chon kigu @i tupng khong dugc quét

@ Chon duwing dén khing dugc quét
(© Chon phin m réng khong dugc quét

o Chan kifu J8i tuong khing ducs guét

Kiéu d6i twong

Lwa chon tuy chon ngan chan mét duwdng dan trong lic quét.

Nhap chuét vao Next.
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Bwérc 2/3 — Xac dinh dwong dan dwoc bé qua

Thuét si Bitdefender ngoai I

Thuat si Bitdefender

Héy chon duing dén khng dugc quét

[1 [ o [ mem |
&=

Chon duing dén
es\zon_virus\

Chon mét hodc nhigu duing oén khong duwyc quét... Mhén Duyét chon mit
tEp hodc thie muc.

Pwéng dan dwoc bé qua

Dé danh dau cac dwong dan duwoc bd qua khi quét st dung moét trong hai phwong

phap sau:

m Nhan Duyé), chon tép tin hodc thw muc ban mudn bd qua trong khi quét va nhan
Thém.

m G6 dwong dan ma ban mudn bd qua khi quét vao trong trwéng chinh stva va &n
Thém.

Ghi chu
Néu dwéng dan thém vao khong ton tai, mot hop thoai bao 18i sé& xuét hién. An Bdng
y va kiém tra lai dworng dan.

Cac dwdng dan sé xuét hién trong bang khi ban thém vao. Ban cé thé thém bao nhiéu
dwong dan tay y.

D& x6a mét muc tlr bang, hay chon va baAm vao nut =2 Xéa.

Nhap chuét vao Next.
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Buwéc 3/3 - Chon kiéu quét

Thuét si Bitdefender ngoai I

Thuat si Bitdefender

Chon ki & dung cho c&c Iua chon ngoal 18 (nhén vao o8t ban phal)

es\zon_virus\

Chon ditugng

Khi ép dung
Ca hai

o Chon khi &p dung cho c4c lya chon ngoai I2...

Kiéu quét

Ban c6 thé thdy mot bang cé chira cac dwdng dan dwoc bd qua khi quét va kiéu quét

ma chung dwoc bd qua.

Méc dinh, cac dwong dan da chon dwoc bd qua véi ca hai kidu quét. Dé thay dbi khi
ap dung cho cac trwdng hop riéng, 4n vao cot bén phai va chon cac tuy chon cé sén
tr danh sach.

Nhép vao Két thic.
NhanApply(ap dung) dé lvu sy thay dbi.

7.3.2. Cdc phan mé réng dwoc bé qua

Bé bo qua cac phan md rong khi quét, nhan niit & Thém. Ban sé duoc chi dan xuyén
suot qua trinh bd qua cac phan mé rong khi quét bang cach dung trg’ gitip cau hinh

tw dong.
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Buwéc 1/3 - Chon kiéu déi twong

Thuét si Bitdefender ngoai I

Thuat si Bitdefender

Chion kigu dfi tuong khing duoc quét

(@ Chon duimg dén khing dugc quét

@ Chon phdn mé réng khing duoc quét

o Chon kigu @i tugng khing duge quét

Kiéu déi twong

Chon céac tuy chon cla cac phan mé rong duwoc bé qua khi quét.

Nhéap chuét vao Next.
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Buwéc 2/3 — Phan mé réng dwoc bé qua

Thuét si Bitdefender ngoai I

Thuat si Bitdefender
Héy chon kidu m réng khing mudn quét
v Thém
Chon Budi mé réng
* oy (Bitmap graphics )
*jneg (Bitmap graphics )
o Thém 1 hofc nhigu phén mé rong téi danh séch myc logi trir...

Phan mé réng dwoc bo qua

Dé danh dau cac phan mé rong dwoc bd qua khi quét str dung mét trong hai phwong
phap sau:

m Chon tir trinh don cac phdn mé réng ban mudn bé qua khi quét va 4n Thém.

Ghi cha

Trinh don bao gdm mét danh sach tat ca cac phan mé rong da dwoc déng ki trong
hé thdng ctia ban. Khi ban chon moét phan mé rong, ban sé thdy cac théng tin mo ta
ctia né néu tén tai.

= Nhap phan mé rong ban mudn bd qua trong qua trinh quét va nh&p Thém.

Céac phan mé réng sé xuét hién trong bang khi ban thém vao. Ban c6 thé thém bao
nhiéu tuy y.
Dé xda mdt muc tir bang, hay chon va bam vao nit = Xéa.

Nhap chudt vao Next.
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Buwéc 3/3 - Chon kiéu quét

Thuét si Bitdefender ngoai I

Thuat si Bitdefender

Chon ki & dung cho c&c Iua chon ngoal 18 (nhén vao o8t ban phal)

Chon ditugng Khi 8p dung
* oy (Bitmap graphics ) Ca hai
*jneg (Bitmap graphics ) Ca hai

o Chon khi &p dung cho c4c lya chon ngoai I2...

Kiéu quét

Ban c6 thé thay mot bang c6 chira cac phadn mé rong dwoc bé qua khi quét va kiéu
quét ma chung dwoc bd qua.

Méc dinh, cac phan mé rong da chon dwoc bd qua véi ca hai kiéu quét. D& thay dbi
khi &p dung cho cac trwdng hop riéng, 4n vao cot bén phai va chon céc tlly chon cé
s&n tir danh sach.

Nhép vao Két thic.
NhanApply(ap dung) dé lvu sy thay dbi.

7.4. Vung cach ly

BitDefender cho phép cach ly cac tap tin bi nhiém hay bi nghi ngé trong mét vang an
toan, goi 13 khu kiém dich. Béng cach ¢ lap cac tép nay trong Ving cach ly, nguy
phat tan ma doc sé& mét di, ddng thdi ban cé khd ndng glri cac tép tin nay téi phong
thi nghiém cla BitDefender d& phan tich tiép.

Dé thay va quan Iy cac tép tin dac dwoc cach ly va cu hinh cac thiét 1ap cach ly, &n
vao Antivirus>Quarantine trong bang diéu khién thiét 1ap.
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< BitDefender, Antivirus 2008

H Ching virus J TEm chan | QuEt | Lo trir Cé lip
Thu mye Cich ly

- x oz "

\ Widm sot G4 nhan

A 1 ne E!
fﬁ Téntép Thiing tin virus Tép gic B4 g

= | capnha
anly
Thiét dt Khéi phuc
Cach ly

7.4.1. Quan ly nhieng tép tin dang cho cach ly

Nhu ban dwoc nhac nhé, phan Cach ly chira mot danh séch tat ca cac tap tin duoc
céach ly to trwde téi nay. M&i mét tap tin déu cé kém tén, kich c&, tén virus bi nhiém,
dwérng dan téi ving chira né va ngay xac nhan.

Ghi chu
Khi virus dwgc qa’ch ly, chung sé khéng thé tao,du’(yc tac hai nao nira bdi vi chiing sé
khéng con c6 thé doc dwoc cling nhw khéng thé thye thi duwgc cac nhiém vy nirva.

D& xo0a mot tap tin dwoc chon Iya tir Ving cach ly, hay nhéap vao nit & X6a. Néu ban
muon khéi phuc lai mot tap tin dwoc chon tré lai vi tri ban dau cda ndé thi nhap vao
Khoi phuc.

Ban c6 thé gt bat cv tap tin nao tlr vung kiém dich dén phong thi nghiém cuda
BitDefender bang cach nhép vao Gui.
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Trinh don ngC_P canh. Mot menu hoan canh té‘n tai, cho phép b’an quan ly cac tép
tin bi cach ly dé dang. Tuy chon twong tw cac dé cap trén cling ton tai. Ban cling co
thé& chon Refresh dé lam méi VVing céach ly.

7.4.2. C4u hinh thiét Iap Vang céch ly

D& c4u hinh cac thiét 1ap ctia VViing cach ly, nhan Thiét 1ap. M6t clra sd méi sé dwoc
hién ra

Bitdefender Céch ly 3
Thiét dit cach ly

Wiha cAc tép il
¥ e tép u hon gy
KiBm tra moi tép ol oy

Xod biEn sao
Ki&m tra méi ban sao ngdy

Tue d6ng ok tép
D& trinh mai t&p phit

-

Thiét 1ap Cach ly

St dung céc thiét 1ap cach ly, ban cé thé thiét Iap BitDefender tw dong tién hanh theo
cac budc sau:

Xoéa nhirng File cii. D’é tw ddng x6a nhirng tép bi céch ly cq, tich tay c‘hon twong
(rng. Ban phai dwa ra s6 ngay ma céc tép tin bi cach ly can dwoc xda va tan suat ma
BitDefender nén kiém tra cac t&p tin cd.

Ghi chua
Mac dinh, BitDenfender sé kiém tra cac tap tin cti mdi ngay va xéa ching khi da hon
10 ngay.

Xéa nhirng tép tin truing. D& tw dong xéa nhirng tap tin cach ly bi tring, hay chon
tuy chon twong (rng. Ban phai chi dinh rd sb ngay gitra 2 1an kiém tra lién tiép cho
nhirng tap tin trung
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Ghi chua
Mac dinh, BitDenfender sé& kiém tra cac tap tin cli mdi ngay va xéa ching khi d& hon
10 ngay.

Tw dong xem xét tap tin. Qé tw dong glri nhirng tap tin cach ly, hay chon tuy chon
twong rng. Ban phai chi ro tan so doi voi cac tép tin da dwoc kiém tra.

Ghi chu

Mac dinh, BitDefender sé tw dong chuyé&n vao ving cach ly sau méi 60 phit.

Nhap OKdé Iwu lai cac thay dbi va dong ctra sb lai.
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8. Kiém soadt riéng tw

BitDefender theo dai hang chuc "diém néng" tiém tang trong hé théng ctia ban, nhitng
noi ma chwong trinh gian diép cé thé hoat déng va ciing kiém tra luén bat ct thay
ddi nao trong hé théng va phan mém clia ban. N6 hiéu qua trong viéc chan ding cac
"Con ngwa thanh Trojan" va cac cdng cu khac do hackers cai dat hong c6 gdng xam
nhap cac bi mat ca nhan ctia ban va gi di théng tin ca nhan cta ban nhw sb thé tin
dung tr may tinh cta ban cho hacker.

BitDefender c6 thé quyets nhirng website ban ghé thdm va canh bao ban néu nhu
c6 mot nguy co Ira dao nao dé dwoc phat hién.

MucKiém soat tré em ctia cudn sach hwéng dan st dung nay bao gdm cac cha dé
sau:

m Trang thai kiém soat nhan dién

m Cai dat cAp cao - Kiém soat riéng tw

m Cai dat cAp cao-Kiém soat dang ky san pham
m Cai d&t cAp cao-Kiém soat cookie

m Cai d&t cAp cao-kiém soat tap lénh

m thong tin hé théng

m Thanh cong cu Antiphishing

8.1. Kiém soat riéng tw

D& cau hinh Nhan dang Diéu khién va hién thj théng tin Ivu y dén cac hoat dong cia
né, &n Trang thai>Diéu khién Nhan dang Ctra sb ké tiép hién ra:
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efender Antivirus 2008

Ching virus Tinh trang Fﬁngtin hE thin

Kiém seit théng tin ¢ nhan kich hoat

3 Hiem sost G nhén Kigm soét Nhén dang khing duwe céi dgt 5, Thiét @it cao cip:
e Mive @6 bio vé
5 ) cannhat
=

1 Linh hoat MAC BIH

H - Kifm =04t Mhén dangduaos kich hoat
i - Kifm s0ét Registrydlaoe kich hoat
S Mie dinh - Kim soét cookiskhang kich hoat

R - Kifm s0ét Tap lénhkhng kich host

£ Cho hép

thcs 8 tuy chinh|  10e 95 mac dink

Thdng ké Kiém soat Hhan dang

Thing tin & nhén dugc khod: 0

Registry duc khod 0
Cookies bj khde 0
Tép lénh bi khae: 0

Chéng liva @30 trén Web hoat dong

Kiém soat riéng tw

8.1.1. Kiém sodt riéng tw

Quan trong
Dé& ngén trém c&p va bao mat cho may tinh cla ban dwoc Kiém soat Riéng twduwoc
kich hoat.

Identity Control bdo v& may tinh clia ban béng cach st dung 5 kiém soat béo vé quan
trong:

m kiém soat riéng tu - bdo vé nhirng di liéu riéng tw clia ban béng cach loc tat ca
nhirng giao dich ra HTTP va SMTP theo nhirng qui tac ban da dat trong phan Riéng
tw.

Ghi chu
Tai cudi doan ban c6 thé thadyThéng ké kiém soat nhan dang.
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m Kiém soat Registry - hdi ban cé cho phép mét chwong trinh thay ddi registry dé
hoat déng trong Windows start-up.

m Kiém soat Cookie - héi ban c6 cho phép mét website méi mudn ghi vao cookie.

m Kiém soat Script - hdi ban c6 cho phép mét website mubn khéi déng script hodc
b4t ct active content nao.

Dé& c4u hinh cho nhitng kiém soat nay nhan @ CéAu hinh cao cép.

Cau hinh c4p dé bdo vé

Ban c6 thé chon mirc bao vé phi hop hon véi cac yéu cau an ninh cla ban. Hay kéo
thanh trwot doc theo mét chia d6 dé chon mirc bao vé phu hop.

C6 3 mirc bao vé:

Pwoc chap nhan  Chi khi Kiém soat Registry hoat dong.

Mic dinh Kiém soat Registry va Kiém soat quay dién thoai dang hoat
dong.
Tan cong Kiém soat Registry, Kiém soat TT ca nhan va Kiém soat

go6i ma da kich hoat.

Ban co thé tuy chinh mirc an toan bang cach nhap chuét vao Mirc tw chon. Trong
ctra s6 sé hién ra, hay chon hinh thirc bdo vé va nhan OK.

Nhap Mirc mic dinh dé& dat con trwot vao mirc méc dinh.

8.1.2. Bao vé khoi Antiphishing

Phishing (Itra dao) la mét hoat dong Itra dao trén mang Internet ma st dung nhirng
cong nghé kién thirc vé xa hoi dé Ilra ddo moi ngwdi dwa ra nhirng théng tin ca
nhan/mat cta ho.

Pa s6, nhitng tén Itra ddo thuwdng cb gang glvi rat nhidu e-mail gia mao nhw 13 dwoc
gti ttr mot doanh nghiép ho’p phap va da dwoc xac minh. Nhirng btrc thw Itra bip nay
dwoc g di voi hi vong rang c6 it nhat mot vai ngudi nhan sé phu hop véi thong tin
ma bon Itra ddo nham tdi dwoc thuyet phuc délora nhirng thdng tin ca nhan/mat.

M6t bire thw Itva ddo thudng xuét hién véi mét thdng tin lién quan dén tai khoan truc
tuyén cla ban. N6 c¢b géng dé thuyét phuc ban nhan vao mét duweng dan kém theo
trong blrc thw dé truy cap vao moét trang web dwoc cho 1a hop phap (ma that su 13,

Kiém soét riéng tuw 83



chi 1a gid mao) noi ma théng tin ca nhan/mat doi hoi. Ban c6 thé dwoc héi, vi du nhw
la, xac nhan lai thong tin vé tai khoan, nhw 1a tén truy cap va mat khau hay tai khoan
ngan hang. Doi khi, d& cho thuyét phuc hon, birc thw cé thé gia v& 1am nhw 13 tai
khodn ctia ban da bj hodc c6 kha nang bi déng ctra néu nhw ban khong st dung
dwong dan kém theo.

Nhirng tén Iva ddo thuong st dung phan mém gién diép, nhu Ia Trojan keyloggers,
dé& danh cap thong tin vé tai khoan ngay chinh tir may tinh ctia ban.

DPéi twong ma bon Ira dao thuwdng nhadm dén la khach hang cla nhivng dich vu tra
tién trwc tuyén, nhw 1a eBay va PayPal, cling nhw 1a cac ngan hang cung cép cac dich
vu trie tuyén Gan day, thanh vién cla cac website mang lwéi xa hoi cling la muc tiéu
clia cac dang Ilra d&o nham |4y théng tin nhan dang ca nhan dé dung cho viéc danh
cap nhan dang.

D& dwoc bao vé khdi sw tAn cong cuia cac phishing khi ban két néi Internet, hay gitr
Antiphishing luén kich hoat. BitDefender sé quét tirng website trwédc khi ban truy
cap noé va chuong trinh s& cadnh bdo ban vé sy hién dién cta bat ctr hiém hoa liva
dao nao. Mot Sé Trang nhirng website ma khéng dwoc quét boi BitDefender ¢ thé
dwoc cau hinh.

Nham muc dich d& quan ly viéc phong tranh Itra ddo va S6 Trang, s& dung thanh
cbéng cu Bthefender Antiphishing dwoc tich hop vao IE. D& biét thém thong tin, hay
chuyén dén “Thanh céng Antiphishing” (p. 100).

8.2. Cai dat cap cao - Kiém soat Registry

Gitk nhitng di liéu an toan bi mat la mot van dé rat quan trong ma ai ciing quan tam.
Nhirng ké cap div Ii,éu Igén song hanh v&i sw phat trién cﬂq Internet va str dung nhirng
cong nghé mai nhat dé Iwa nguwdi str dung vo tinh dwa so liéu co chung.

Bét ké& dia chi e-mail ctia ban hay sé thé tin dung, khi n6 roi vao tay k& x&u thi né c6
thé huy hoai ban: ba séc nhan dwoc khéng biét bao nhiéu thw rac hodc ban sé bat
ngd thay tai khoan cda ban tréng réng.

Kiém soat riéng tw gitip ban git di liéu ctia ban an toan. N6 quét nhirng giao dich
HTTP hodc SMTP, hoadc ca hai, tim nhirng doan viét ma ban da dinh nghia. néu thay,
nhirng trang web hodc e-mail sé bi ngan chan.

H6 tro da’ngw()’i duing dwoc cung cap vi thé khér}g ¢ ngudi dung khac trong hé théng
c6 thé thay dwoc nhirng quy dinh ma ban da cau hinh.

Cac quy tac ca nhan co thé dwoc cau hinh trong muc Ca nhan. Dé truy xuét vao phan
nay, mé& ctra sO Thiét Iap kiém soat TT ca nhan nang cao va chon thé Registry.

Kiém soét riéng tuw 84



Ghi chu

Dé mé clra s Thiét 1ap kiém soat nhan dang nang cao , nhan Trang thai kiém>soat
ca nhan trong bang diéu khién thiét Iap va &4n 5 Thiét lap nang cao.

Thi€t dat Kiem sodt Nhén dang Cao cép

NI\:"m(Iangl Feeistry | Cookle, | Tap [Enh

Kich hoat Bie vé Hhin dang

Khia todn bé céc nf lue:

23 E

Tén Guitde  KiduQuitde Hitp Smip  Tirtdng quét Phithop tiv..

credt cardn.. nganh.. cé  cd co khéng

My very important d...

M ta

Kiém soat Théng tin ca nhan

8.2.1. Tao nguyén tac ca nhan

Nhirng qui tac can dwoc thiét lap mot cach tha cong (Nh&p nat & Thém va chon céc

thdng sé ctia qui tic. Clra sb thuat si cai dét sé dwoc mé ra.

Thuat si cai dat rut lai con 3 buwdc.
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Bwéc 1/3 - Cai Loai Qui téc va D liéu

Thu& Em sodt Riéng 1 clia BitDefender

Thuat si Bitdefender

Tén Cuithc

Kibu Quithe

Qi the: DiF ligu

[ crest card number

‘ 1231654165448941 2621454364321 ‘

Thisng tin e nhén due mé hia v khing ai dugc ding ngodi chil nhén.
o B2 durc an todn hon, xin héy v&o mit phén thing tin mé ban mudn bao vé

(i iy néu ban mudn loe luu lugng cho dia chi mail

john.doe@example.com, ban ch cén dua tir john” véo théi)

Cai Loai Qui tac va Div liéu

Vao tén cla qui tic trong trwdng dwoc stra.

Ban can phai cai dat nhirng théng sb sau:

m Loain Qui téq- chon loai qui tac (dia chi, tén, thé tin dung, PIN, SSN v.v...).
m Dir liéu Qui tac - vao trong D liéu Qui tac.

Ghi cha

6 Néu nhw ban nhap vao it hon 3 ky tw, ban sé& phai nhac 1a kiém tra lai théng tin.
Chung t6i khuyén céo ban phai nhap vao it nhat 3 ky tw dé tranh viéc ngén chan
nham tin nhan hodc trang web.

Tét ca cac dir liéu ban dwa vao dé& dwoc ma hoa. D& an toan hon, dirng nén dua toan
bé nhirng di¥ liéu vao bao vé.

Nhap chudt vao Next.
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Bwéc 2/3 - Chon Giao dich

Thu#t s Ki€m sodt Riéng tU cia BitDefender

Thuat si Bitdefender

Quét Hitp
Quét Smip

Phis hop thea tir
[T Phis hop tiemg kit

Trang web yéu chu thang tin cla ban & khiing dugpe hign thi va thdng tin
céin =6 khéng dupc o di. Thu di cd chia cée thong tin rigng clia ban s
¥héng duyc ol &

Chon Giao dich

Chon kiéu giao dich ma ban muén BitDefender sé& quét. Cé nhitng lwa chon sau:

m Quét HTML - Quét giao dich HTML (web) va ngan chan di liéu ra ngoai theo qui
tac dwoc dat.

m Quét SMTP - quét giao dich SMTP (mail) va ngan chan nhiing tin nh&n e-mail trong
dir liéu qui tac.

Ban c6 thé chon ap dung quy tac néu nhw di liéu quy tc phu hop véi toan bo tir

hodc néu nhu di liéu quy tac va chudi dwoc tim thdy phu hop véi nhau

Nhéap chudt vao Next.
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Buwérc 3/3 - M6 ta Qui tac

Thu#t s Ki€m sodt Riéng tU cia BitDefender

Thuat si Bitdefender

M6t qui tic

My wery importart data,|

Mhép théng tin md 13 gui the néy. ME 13 36 s& gidp ban vé nhing nhé quin
tri mang o€ déng phén bigt cée thing tin ma kan chén

M6 ta Qui tac

Vao mét mé ta ngan cla qui tic trong trwéng stra.
Nhép vao Két thuc.

8.2.2. Dinh nghia cac ngoai lé

C6 trwdng hop ban can phai dinh nghia ngoai lé dé dat qui tAc di liéu ca nhan. Cé
cac trwdng hop ban can chi rd cac ngoai 1& dé& cho cac quy tac bdo mat. Hay lwu y
dén cac trwdng hop khi ban thét 1ap quy tac bdo mat d& ngan chin viéc gl sb thé
tin dung ctia ban qua HTTP (web). B4t ctv khi nao sb thé tin dung clia ban dwoc gwi
Ién trang web théng qua tai khoan ngudi dung, trang web twong thng sé bi ngan chan.
Néu ban mudn, vi du nhw, mua mét déi gidy tir mét clira hang trwc tuyén (ban da chac
chan vé mirc d6 an toan bao mat), ban sé phai tao mét quy téc ngoai 1& twong trng.

D& mé& ctra sb noi ban cé thé quan ly cac trwéng hop ngoai 1&, Nhan Ngoai Ié.
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Cho phép Bia chl Vieh/E-mall Kiku ngosi 18
example.com HTTR

Ngoai triv

Thém mét ngoai €, lam theo cac budc sau:

1. Nhap vao Thém dé thém mdt muc méi trong bang.

2. An dlp chudt vao Cac dia chi dwore cho phép va chi dinh dia chi trang web hodc
dia chi email ma ban muén 1am ngoai lé.

3. An dup chudt vao Chon kiéu va Iwa chon tir trinh don tly chon twong tng véi cac
kiéu dia chi d& néu truwdc do.
m Néu nhw ban da chi dinh 1 dia chi web, chon HTTP.
m Néu nhw ban chon mot dia chi email, chon SMTP.

Dé x6a moét ngoai 1& khéi danh sach, chon né va 4n Xéa.

Nh&nDéng y dé Ivu sy thay ddi.

8.2.3. Quan ly céc quy tac

Ban c6 thé thdy danh sach qui téc trong bang.

D& xoa mot qui tac, hay nhap vao nit B Xoa. Néu ban chi muén tam thoi dirng qui
tac ma khoéng xoa, hay bd tich phan nay.
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Dé sra mot qui tdc hay chon va bdm vao nit @ Stra hodc nhap kép. Clra sé sau day
sé hién lén:

Tai day ban c6 thé thay déi tén, mé ta va thong

sb clia qui tac (loai, di liéu va giao dich). Nhap
chuét vao nat OK dé lwu lai.

Tén Quitéc credit card number
Quét hitp

Quét Smtp

Phis hop thea tir
[T Phis hop tiemg kit

Mt cjui thc

My wery importart data

Stra Qui tac

Nhap OKdé Iwu lai cac thay dbi va dong ctra sb lai.

8.3. Cai dat cap cao - Kiém sodt Registry

M6t phan hét strc quan trong clia hé théng Windows duoc goi la Registry. D6 1a viéc
Windows gilr Iay cai dat, chwong trinh cai dat, thdng tin ngudi dung, v.v...

Registry ddng thdi dwoc dung dé dinh nghia chwong trinh nao cé thé khéi dong tw
déng cuing véi Windows. Virus thwéng ding noi nay dé tw dong khéi dong cung véi
may tinh cla ban.

Kiém soat Registry dé y dén Windows Registry - day ciing viéc htru ich cho viéc
phat hién Trojan horses. N6 luén canh bao ban khi c6 mot chwong trinh mudn khi
doéng tai Windows start-up.
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& BitDefender Céinh Bao Registry

lexe
\_/. dang thi sika G5 Windows Registry

iho# clia Registry: H'\Documents and Settingst
dfioresiDesktopt exe
[ Ludn &p dung hénh dang ndy cho chuong tinkh ndy

Méu ban higt chugng trinh ndy, ching téi khuyén
ban cho phép thi.

oD &

Canh bao Registry

Ban co thé chan nhitng thay ddi bang cach nhan
No hoéc ban c¢o thé cho phép khi nhan Yes.

Néu ban mudn BitDefender nhé cau trd 16 cla
ban, ban can phai tich vao: Nhé& hanh déng cho
chwong trinh nay. Trong trwong hop nay, mot
quy téc sé dwoc tao va hanh doéng gibng the sé
dwoc ap dung bat ct khi ndo chwong trinh cb thay
ddi mot ban ghi cua registry dé thwc thi khi
Windows kh&i dong.

Ghi cha

6 BitDefender sé thwong xuyén canh bao khi ban cai dat chwong trinh mé&i ma phai chay
trong phan startup khi kh&i dong lai may tinh. Pa sé cac trwong hop, nhivng chwong
trinh dwoc phép c6 thé tin twéng duwoc.

Moi qui tdc da dwoc ghi nhd déu co thé truy cap duwoc qua vung Reglstry dé diéu
chinh nhw fine-tuning. D& truy xuét vao phan nay, mé ctra sb Thiét l1ap kiém soat
riéng tw nang cao va chon thé Registry.

Ghi chu

Dé& mé cira sb Thiét 1ap kiém soat nhan dang nang cao , nhan Trang thai kiém>soat
ca nhan trong bang didu khién thiét 1ap va 4n @ Thiét lap nang cao.
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Thiét d&t Kiém sodt Nhén dang Cao cép

Mhéndens | Registry Cookis Tap énh

Bat Kiém soit Registry
Khoa todn bé céc nd lue: 1

=

i T&ntrinh tng dung Hanh @8 1thg dung
[l Yahoo!Msssenger  Chophép  CProgram Filestyahoo!Messengerty'shoohis

Kiém soat Registry

Ban c6 thé thdy danh sach qui tic dwoc thiét 1ap trong bang.

Dé x6a moét qui tAc hay chon va bam vao nut 2 Xéa. Dé tat hoan toan moét quy tat ma
khéng xéa né, hdy g& bé d4u trong hép chon twong &ng.

D& thay ddi hanh dong clia mot quy tic, nhap dup vao trwéng hanh dong va chon
phwong an phu hop tir thwe don.

Nhap OKdé déng ctra sb lai.

8.4. Cai dit cap cao - Kiém sodt cookie

Cookies rat chung cho cho cac rng dung Internet. N6 1a 1 file nhé trong may tinh.
Websites tao nhitng cookies nay dé nhé nhirng théng tin vé ban.

Cookie thwerng dung dé gitip d& ban khi str dung. Vi du nhw gitp ban nhé nhirng tén
ngwoi ding va mat khdu va nhivng thong tin khac, dé ban khai phai g méi khi quay
lai web site do.

Nhwng cookie cling c6 thé dwoc dung dé xam pham vao ving riéng tw ctia ban, béng
cach theo déi nhirtng khuén méu vao web clia ban.
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Pay la noi ma Kiém soat Cookie co6 thé gitip. Khi kich hoat, Kiém soat Cookie sé&
h&i ban cho phép nhitng website dwoc thay ddi cookie hay khong:

BitDefender, Canh bao Cookie

& Firefox
Buing dén: clprogram filestmozila
A= 4 firefoxifirefox.exe

Cau héi:

Chuwng trinh ngy mudn mit cookie luu cyc b toi
[en-us start2.mozilla.com]. Ban ¢ cho phép chuong
trinh ndy o cookie 46 khang?

7] Ghinhé céutrd I ndy

- oo

Canh bao Cookie

Ban c6 thé xem tén clia (’ng dung ma né mudn gl
file cookie.

Tich vao lwa chon Nhé tra I&i nay va click Yes
ho&c No va qui tic s& dwoc tao, ap dung va lén
danh séach trong bang qui tac. Ban sé& khéng bi
nhac lai 1an sau ntra néu nhw vao lai site do.

Viéc nay giup ban chon website nao ban cé thé tin twédng dwoc va website nao khong.

Ghi chu

Vi hién nay nguoi ta dung vé sé cookie, nén dung Kiém soat Cookie c6 thé gay ra
phién muén. Luc dau, né sé rat nhiéu cau hai ban vé 1 web site mudn ghi cookie vao
may tinh cGa ban. Khi ban thém nhirng qui tc vao thi né 1ap thanh mét danh sach quy
tac, sau do thi viéc truy cap sé nhe nhang nhw trudc.

Mbi qui tdc da dwoc ghi nhé cé thé dworc cho phép vao phan Cookie tiép tuc gidng
nhw viéc didu chinh fine-tuning. D& truy cap vao muc nay, mé ctra s Advanced
Antispyware Settings (Thiét 1ap Antispyware nang cao) va kich chuét vao tab

Cookie.

Ghi chu

Dé& m& clra sb Thiét 1ap kiém soat nhan dang nang cao , nhan Trang thai kiém>soat
ca nhan trong bang diéu khién thiét Iap va &n & Thiét 1ap nang cao.
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Thiét d&t Kiém sodt Nhén dang Cao cép

J Mhan dang | Regisiry | Cookie | Tapnh |

Kich hoat kiém soit cockies
Khia todn bé cc nf lue: 0

Hurting Tén Midn Hanh d8ng
Ra Bt ky Tir chii

Kiém soat Cookie.

Ban c6 thé thdy danh sach qui tic dwoc thiét 1ap trong bang.

Quan trong
Qui tAc ma dwoc lwu lai theo thi tw wu tién tir trén xubng. Qui tdc Drag&drop theo thir
tw dé thay déi wu tién.

Dé& xo0a mét qui tac, hay chon n6 va nhép vao nit & Delete. Dé thay dbi thong sb cia
qui tac hay nhan dup trwong cla no va stra. Bé tam thoi ngirng qui tac ma khéng xoa
thi chi can bo tich.

Qui téc co thé dwoc vao ty dong (qua cira s6 canh bao) hodc tha cong (click nut &
Thém va chon théng s6 cho nguyén tac). Thuat si cai dat sé hién Ién.

8.4.1. Thuat si (Wizard) cai dat

Thuat si cai dat bao gébm 1 buéc.
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Bwérc 1/1 - Chon Dia chi, Hanh déng va Phwong hwéng

Thu#t s7 Kiém sodt Cookie clia BitDefender

Chon Pia chi, Hanh déng va Hwéng

g tén midn
@) Bitky
@ Mhép tén mign |

Chon hénh déng
© Chophép
@ Tirchdi

Chon huting
@ Ra
@ Wéo
© Cihai

Chon wehsite vé t&n mién mé ban cho phép hay tr chii cookie. Cookies
durpc sir dyng G5 di hanh vi b mét va thong tin khée. Chu 4 ring mét vai
trang s& khong thue thi duec khi khing o6 cookies:

Chon bia chi, Hanh dong va Phwong hwéng

Ban c6 thé cai théng sb:

= Tén Mién - g6 t&n mién dé ap dung vao qui tac.
m Hanh déng - chon hanh déng cho qui tac.

Cho phép Nhirng Cookie trong mién sé dwoc ap dung.
Chan Nhirng Cookie trong mién sé& khéng duwgc ap dung.

= Hwéng - chon huwdng giao dich.

Léira Qui t4c nay chi dwoc ap dung cho nhirng cookie duwoc guri
ngam ra ngoai website dwg'c ndi vao.

Qui téc,chi’ép dung cho cookie nhéan dugc tr cac website
dwoc két noi.

Ca hai Qui tc 4p dung cho ca hai huéng.

L&i vao

Nhép vao Két thuc.
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Ghi chu
Ban c6 thé chdp nhan cookie nhuwng khéng bao gi¢r quay lai khi d&t hanh dong Ia Ngén
chan va huéng la Léi ra.

Nhap OKdé Iwu lai cac thay ddi va dong ctra sb lai.

8.5. Cai dat cap cao - Kiém soat script

Scripts va ActiveX controls and Java applets, qua d6 né c6 thé tao ra phan hdi web
site, nhuwng cé thé tao ra nhirng hiéu (rng cé hai. Nhitng yéu t6 ActiveX, vi du, cé thé
chiém linh hoan toan may tinh ctia ban va né cé thé doc dwoc tat cd nhivng dir liéu
cla ban, xo4 théng tin, l4y cdp mat khau va cé thé xem trém nhirng tin nhan online
clia ban. Ban chi nén chép nhan active content tir nhirng website ma ban thuwc s tin

twdng.

BitDefender cho phép ban chon dé chay hodc ngan chn nhirng nhan t6 do.

V/6i Script Control ban cé thé nap danh sg’ch nhirtng website cé thé gin dwoc hay
khong thé tin dwoc. BitDefender sé& hai y kién ban khi mot website mudn khéi déng
mot script hoac mét active content:

BitDefender Canh bdo Tap lénh

& Firefox
Buing dén: clprogram filestmozila
\_/' firefoxifirefox.exe

Cau héi:

Chugng trinh néy nhén dugc ndi dung hoat ding
(ActiveXtlava Applel/Script) tir [www google com]
théng gua dich vy hittp. Ban ©é cho phép chuong trink
I i dung ndy IBn méy cuc b khing?

7] Ghinhé céutrd I ndy

- oo

Canh bao Script

Ban c6 thé xem tén ngudn.

Tich vao lwa chon Nh& cau tra 1&i nay va click
Yes hodc No va qui tdc dwoc dat ra, ap dung va
lwu trong bang qui tdc. Ban sé& khéng bi nhac lai
khi truy cap cung site ké ca khi né gli active
content.

Moi qui tc da dwoc ghi nhé déu cé thé truy cap dwoc qua ving Script dé diéu chinh
nhw fine-tuning. Bé truy cap vao muc nay, mé ctra s6 Advanced Identity Control
Settings va kich chudt vao tab Script.
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Ghi chu

D& mé clra s Thiét 1ap kiém soat nhan dang nang cao , nhan Trang thai kiém>soat

ca nhan trong bang diéu khién thiét Iap va &4n 5 Thiét lap nang cao.

Thi€t dat Kiem sodt Nhén dang Cao cép

J Thén cdang | Feeistry | Cookle, | Tap 1énh

Kich hoat kiém soit tap Iénh

Khia todn bé cc nf lue: 0

& E

TEn Mign
W Bitdefender com

Hanh d8ng
Cho phép

Kiém soat Script

Ban c6 thé thdy danh sach qui tac dwoc thiét Iap trong bang.

Quan trong

Qui tdc ma dwoc lwu lai theo thiy tw wu tién tir trén xudng. Qui tc Drag&drop theo thi

tw dé thay doi wu tién.

D& x0a mét qui tac, hay chon n6 va nhéap vao nit 2 Delete. Dé thay dbi thong s6 cia
qui tAc hay nhén dup trwong cla né va stra. Dé tam thdi ngirng qui tec ma khéng xoa

thi chi can ba tich.

Qui téc co thé dwoc vao ty dong (qua ctra s6 canh bao) hodc thi cong (click nat &

Thém va chon théng sé cho nguyén tic). Thuat si cai dat sé hién 1én.

8.5.1. Thuat si (Wizard) cai dat

Thuat si cai d&t bao gdm 1 buéc.
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Buwérc 1/1 - Chon Dia chi va Hanh déng

Thu#t s7 Kifm sodt Ung dung cila BitDefender

Chon Pia chi va Hanh déng

g tén midn

[ e picetender.com|

Chon hénh déng
@ Chophép
@ Tirchdi

o Chontén mign ey thé mé ban mudn cho phép hay ngén chin tép Inh cho
nd.
Mg chung ban nén st dung thudt =5 ndy G& x4e dinh tén mién mé kan
mudin cha phép thie thi tp 1nh. Ching téi khuyén ban nén chin cac
chueng trinh thye thi tap [Enh cia til o3 céc mién mé ban khong tin tudng.
Chi  k méit 58 site =6 khong chay 16t néu khing cd chi.

Chon bia chi va Hanh déng

Ban c6 thé cai théng sb:

= Tén Mién - g6 t&n mién dé ap dung vao qui tac.
m Hanh déng - chon hanh déng cho qui tac.

Cho phép Script trén mién sé dwoc thwe hién.
Chan Script trén mién sé khéng dwoc thwc hién.

Nhép vao Két thic.

Nhap OKdé Iwu lai cac thay ddi va dong cira sb lai.

8.6. Théng tin Hé théng

BitDefender cho phép ban xem, t&r mét dia chi riéng 1&, moi thiét 1ap hé théng va cac
&ng dung da dang ky chay luc khéi dong. Theo cach nay, ban cé thé theo dai hoat
déng cla hé thdng va clia cac (rng dung da dwoc cai lén va ciing nhw nhan dang néu
nhw hé thdng c6 kha nang bi nhiém virus.
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DPé c6 duwoc thong tin vé hé ’thc"'gng, kich chudt vao Identity Control>System Info
trong muc settings. Clra s ké tiép hién ra:

< BitDefender Antivirus 2008

Chiing wirus Tihtrang |ongtin hé thé{

Thiét dit Hé théng hién tai

B Kidm soét C& nhsn

Muc hoat @éng (9) ~
AT Start Up tems (2)
" ) cp g = Hap tibng phin (5}
=~ Userinit (1)

Current User Shell ()
Local Machine Shell (1)
Application Init DLLs (0)
Winlogon Notify (10)
= Cac muc I (2)

Muc System.ini (2)
DLLs @ biét (21)
File Associations (8)
&l Serints (2)

Céc chugng trinh chay véo e hé thing khii djng, duge gt ké trong win ini
“itrE win.ini tEp trong [windows], cée phim ‘runt v ‘Toac

Théng tin Hé théng

Danh sach chiva tat ca nhitng muc nap khi khéi dong hé thdng k& ca nhirtng muc
dwoc nap bdi nhirng (rng dung khac.

Ba nut ¢c6 séan:
m Xoa - xoa nhiém vu dwoc chon. Ban phai 4n Pdng ydé xac nhan Iwa chon.
Ghi chu
Néu ban khéng mudn phai bi nhac 1&n nira dé& khdng dinh Iwa chon clia ban trong

cung mot phién‘chay, danh dau chon vao muc Don't ask me again this session
(Btrng hoi toi lan niva trong phién chay nay)

m Di t&i - mé mot cira sd mai, tr d6 muc dwoc chon bi thay thé (vi du Registry).
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m Refresh - m& lai muc Théng tin hé théng.

Ghi chu

Tuy tteng muc dich chon, mét hodc ca 2 nit Xéa bé hodc Téi ¢ thé khong hién ra.

8.7. Thanh céng Antiphishing

BitDefender bdo vé ban khéi nhirng hanh vi Ira ddo [(hi ban dang lwot web NO quét
nhirng trang web dwoc truy cap va canh bao ban néu nhw cé bat ky kha nang Itra
dao néq Mot Sé Trang nhirng website ma khéng dwoc quét béi BitDefender cé thé
dwoc cau hinh.

Ban c6 thé quan ly chéng Ira ddo va danh sach an toan mét cach dé dang va hiéu
qua bang cach s dung thanh coéng cu BitDefender Antiphishing dwoc tich hop vao
IE.phong

Thanh céng cu Antiphishing, dwoc thay béi € Biéu twong BitDefender, & phia trén
Internet Explorer. Kich chuét vao dé d& mé trinh don thanh coéng cu

Ghi chu

Néu nhw ban khong thé nhin thdy thanh cong cu, mé trinh don View, chi chuét dén
Toolbars va kiem chudt vao muc BitDefender Toolbar.
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stomize Your Settings - Windows Internet Explorer

Co)es - | hitpsitrunonce.msn.comjrunoncez,aspx v [#2][x] | [[2]-
G snaglt 2 @v ‘. Arﬁ“'gﬁ;;;ﬁ 3
— | maimg 0 N »
& - - | Page ~ ) Tools -
% e I,_é[ustum\ze\‘uur o & - B e - [FPage » 0 Took
Thém ngui gl vao danh séch cho phép &
wem danh séch cho phép
- f—
ailp 45 fe Internet
i v & Explorer7
ting Easier search Tighter security
b
Done & mtermet BT

Thanh céng Antiphishing

Céc 1énh sau day c6 san trén thanh thuc don:

m Kich hoat / T4t - kich hoat / tat thanh cdng cu BitDefender Antiphishing.

Ghi cha
Néu nhw ban chon vé hiéu héa thanh céng cu chdng liva dao (anitphishing), ban sé&
khong dwoc bao vé trwde nhirng nguy co Itra dao.

m Thiét lap - mé moét clra s6 tai day ban c6 thé chon cac thiét Iap cla thanh céng cu
antiphishing.
C6 nhirng lwa chon sau:
» Kich hoat quét Antiphishing
+ Héi trwéc khi thém vao Sé Trang - nhéc ban trwdc khi thém mét web vao S
Trang.
m Thém vao S6 Trang - thém trang web hién tai vao S6é Tréng.

Ghi chu

Thém mét dia chi vao S6 Tréng déng nghia véi viéc BitDefender sé khong quét dia
chi d6 nira. Chuing tdi khuyén céo ban chi thém vao danh sach chi nhirng dia chi ma
ban cyc ky tin twéng.
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m Xem S6 Trang - M& Sé Trang.

Ban c6 thé thdy danh sach nhitng websites chwa dwoc kiém tra bang cong cu
BitDefender antiphishing.

Néu ban muédn xéa mét dia chi ra khéi danh sach an toan dé ban cé thé duoc thong
bao vé bét clr nguy co tra dao nao trén trang do, hay kich chuét vao nit Xéa ngay
ké canh né.

Ban co thé thém nhirng dia chi ma ban hoan toan tin twéng vao danh sach an toan,
va nhu thé thi nhitng dia chi d6 sé khong dwoc quét dé chéng Iira dao niva. Dé
thém mot trang vao Sé Tréng, dwa dia chi clia né vao trwdng twong (ng va an
Thém.

m Help - M& tap tin tro gidp.

m About - m& mét ctra sd noi ban cé thé xem cac thong tin vé BitDefender va noi
ban c6 thé tim thay sw gilp d& néu nhu cé mét thir gi d6 khong mong doi xuét
hién.
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9. Nang cap/cap nhat

Céc chwong trinh nguy hiém méi dwoc phat hién va xac dinh hang ngay. Day la ly
do tai sao phai luén cap nhat BitDefender véi cac chir ky mai nhat cla cac chuwong
trinh nguy hiém.

Néu ban két ndi v&i Internet qua broadband hodc DSL, BitDefender tw 1am viéc nay.
N6 sé& kiém tra cap nhat tirng gi® ké tir khi ban bat may.

Néu né biét cé moét cap nhat nao do, tuy thudc vao lya chon cta ban trong phan Lua
chon céap nhat tw déng, ban sé dwoc hdi néu muon hay khéng mudn cap nhat tw déng.

Qua trinh nang cap dang dugc thuc hién, ¢ ngha Ia cac tép tin can nang cap duoc
thay the tirng bwdc mot. Bang cach nay, qua trinh r)éng cap sé khong anh huwéng
dén hoat dong ctia sdn phdm va cling lic moi cudc tAn cong sé bi ngan chén.

Viéc cap nhat dién ra theo cac cach sau:

m Cap nhat cho cac dau diét virus - khi cac mbi de doan mai xuat hién, cac tap tin
chtra cac chiv ky virus phai dwoc cap nhat d& dam bao viéc bao vé thwdng xuyén
chéng lai chiing. Loai cap nhat nay ciing con dwoc biét dén nhw Cap nhat dinh
nghia Virus .

m Updates for the antispam engines(thwc hién nang cap may chéng rac) - cac
quy tac ma&i sé dwoc chén vao bd loc theo kinh nghiém va bo loc theo dia chi mang
va cac hinh &nh méi sé dwoc chén vao bd loc hinh anh filter. Biéu do6 tang cudng
tinh hiéu qua ctia may chéng rac. Viéc nang cap, cap nhat ciing dwoc biét dén nhuw
I& Antispam Update(nang cap chdng rac).

m Cap nhat cho cac dau chéng gian diép - cac chi ky gian diép mai sé dwoc bd
sung vao co s& di liéu. Viéc cap nhat nay cling dwoc biét dén nhw Antispyware
Update.

m Nang cap san pham - khi mdt phién ban san phadm méi ra doi, cac dac diém va
cac ky thuat quet méi sé dwoc ap dung dé co hiéu lwc véi chire ndng duwoc nang
cAp cla san pham. Loai cap nhat nay dwoc biét dén nhw Product Update.

Phan Cap nhat clia cdm nang sir dung nay chlra cac dé tai sau:

m Cap nhat Ty dong
m Cai dat Cap nhat
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9.1. Cap nhat T déng

D& xem cac thong tin cap nhét lién quan va thuc hiép t}_y dong cap nhat, 4n
Update>Update trong bang diéu khién thiét 1ap. Clra s ké tiép hién ra:

< BitDefender Antivirus 2008

Ching virus Cap nhit Thit dat

Cap nhit ty déng dwge kich hoat

Kiem sost C& nhéin Wik tra cufl stng
Cép nhit cudi ciing

Brc tinh cta chii ki virus

30152007 44250 CH
301172007 412:58 CH

ChiF kT virus
Phign ban d8ng cor

Tinh trang Tai vé

Q57285
716037

[ cap nhat Hgay

[ Hidn thi danh sach

Tép

0%

|
Téng cp nhét
!

0%

Cap nhat Tw dong

Ban co thé kiém tra ban cap nhap mai nhét va lan cudi ban cap nhap ciing nhw Ia
nhirng théng tin vé lan cudi cung ma ban cap nhap (néu nhw né thanh céng hay co

16i xuat hién). Thong tin v& phién ban hién tai va sb dau hiéu duoc trinh bay.

Ban c6 thé nhan dwoc chir ky tin téc trong BitDefender bang cach nhan nut & Hién
thi dah sach virus. Mot file HTML bao gém nhirng chi ky virus c6 thé cé duwocj tao
ngay. Click 1an ni¥a & Hién thi Danh sach Virus dé xem danh sach. Ban c6 thé tim
qua CSDL cho méi tng dung x&u hodc click Danh sach Virus BitDefender dé tra
ctru online CSDL chi¥ ky cua BitDefender.

Néu nhw ban mé& phan nay trong mét 1an cap nhap, ban cé thé xem dwoc tinh trang

dang tai vé.
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Quan trong
Dé dwoc bao vé an toan chéng lai méi de doa mai nhét, hay gitr Cap nhat Tw déng
ludn kich hoat.

9.1.1. Yéu cau cho cap nhat

Cap nhat ty déng c6 thé duwoc thuwe hién bat cv Iic nao ban muén chi can nhan nat
& Cap nhat ngay. Cap nhat nay ciing duoc biét nhw 1a Cap nhat theo yéu ciu.

Chc ndng Cap nhat sé két ndi v6i server cap nhat BitDefender va sé kiém tra xem
c6 cap nhat nao xuét hién khong. Néu thay cé bat ky mot cap nhat nao, tuy theo cai

dat cla ban trong phan Cai dat cap nhat tha cong, ban sé dwoc hdi néu mudn hay
khong mudn cap nhat hoac cap nhat sé dwoc tw déng thwc hién.

Quan trong
C6 thé can phai khéi dong lai may tinh sau khi ban cap nhat thanh céng. Ching t6i
khuyén nén lam viéc nay cang sém cang tét.

Ghi cha
6 Néu ban két ndi v&i Internet béng dial-up, ban nén cap nhat thwong xuyén BitDefender

theo yéu cau.

9.1.2. Tat Cap nhéat Tw déng

Néu ban mudn tit cap nhat tw dong, mot clra s tiép canh bao sé xuét hién.

V& hi€u héa bao vé

W4 higu hoa ty ding cép nhét tiép theo:

@ Tity chon sé tit Tw Béng Cap Hhit.

[ pht

5

Tat Cap nhat Tw dong

Ban phai xég nhan lai lwa chon cla ban béng cach chon t trinh don ban mudn vo
hiéu héa ché dd tw cap nhap. Ban co thé v‘(“) hiéu hoa tw déng cép nhap trong 5, 15
hay 30 phut, 1 gio, mai mai hoac cho dén lan kh&i dong sau.
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Canh bdo
Day la van dé khan cép. Chung t6i khuyén céo nén bé Cap nhat tw dong mot giay lat.
Néu BitDefender khdng cap nhat thudng xuyén, né sé khéng da kha néng bao vé may
tinh cho ban chéng moi hiém hoa.

9.2. Cai dat cap nhat

Cco thé cap nhat t» moét may cla mang LAN, thg‘mg qua Internet, truc tiép hodc qua
proxy server. Theo mac dinh, BitDefendgr sé kiém tra yiéc c’aﬁp nhap hang gi&, qua
Internet va cai dat nhirng cap nhap c6 san ma khéng can nhac ban

D& céu hinh v& nhitng thiét 1ap cho viéc nang c&p va quan ly proxy, chon
Update>Settings Ctra sb ké tiép hién ra:

< BitDefender Antivirus 2008

Ching virus

Kidm soét C& nhsn

Cap Rt Thiét dit |

Cai it cap nhit tai chd
Thidt A&t vitri cép nhét chink
hitp:ifupgrade bitdetender com/ [ s dung proxy

Thiét K vi tri cép nhét they thé

hitp: #upgrade bitdefender .com/ 7] S dung proxy

Thiét dit cap nhat tw dong

Khoang Thiri gian aitr

HAC nihdn c&p nhat
@ Cép nht &mthdm
() Thng béo trude khi tai cép nhét v
© Thing béo trude khi céi d3t cép nhat
Thiét @it cip nhit thi céng

@ Cép nhat &m thém
(©) Thing béo trude khitdi cép nhat vé

Cai @it cao cap

[T] Chix méy khivi dong lai thay vi thing béo
Khiing cép nhét néu dang quét
Khéing cép nhdt néu Ché J8 Game bt

Ap dung Méc dinh QuEn I Proxy

Cai dat cap nhat
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Thiét lap cap nhat dwoc nhoém thanh 4 danh muc (Cap nhat ndi bg, Tw dong noi
bo, Cap nhat thi cong va Thiét 1ap nang cao). M&i danh muc sé& dwoc mo ta riéng
biét.

9.2.1. Thiét Iap vang Cai dat Cap nhat

D& xac dinh viing cap nhat, st dung tuy chon tir danh muc Thiét lap viing cap nhat.

Ghi chu
Céu hinh nhirng tily chon nay chi néu khi ban két néi toi mot mang cuc bd ma co chira
malware hodc néu nhu ban két ndi t&i mot mang Internet thong mét may chu proxy.

D& cap nhat nhanh hon va hiéu qua hon, ban cé thé cai dét 2 diém cap nhat: Piém
cap nhat so’ cap va Diém cap nhat thay thé. M&c dinh, cac vung trén 1a giéng nhau:
http://upgrade.bitdefender.com.

Dé thay déi mot trong nhirng dia chi cap nhép, dua ra dia chi URL cta mirror trong
muc URL twong tng véi dia chi ma ban muon thay doi

Ghi cha

Chuing tai khuyén céo ban thiét Iap dia chi cap nhap va dé dia chi cap nhap thay thé
khoéng thay déi, mét phwong an an toan trong trudng hop dia chi mirror cuc bo khéng
thé truy cap dwoc

Trong trwo'ng ho'p cong ty str dung 1 may cha proxy dé két ndi t6i Internet, chon muc
Duing proxy va chon Kiém soat proxy dé thiét 1ap cac tuy chon proxy

Ghi cha
D& biét thém thong tin, hay chuyén dén “Quan Iy proxy” (p. 109)

9.2.2. Cau hinh cdp nhat Tw déng

Pé (;éu hinh qua trinh BitDefender dong cap nhat, s&r dung tuy chon trong danh muc
Thiet 1ap tw dong cap nhat.

Ban c6 thé dat thoi gian gitra hai 1an cap nhat lién tiép trong trwong Time interval.
Mac dinh, khodng thi gian dé dwoc dinh la 1 gid.

D& thiét 1ap cach thuc thi tw déng cap nhat, chon mét trong cac tly chon sau:
m Cap nhat im lang - BitDefender ty dong tai va cai dat cap nhat.

m Hoéi trwdre khi tai ban cap nhat - mdi khi cé ban cap nhat ban sé dugc héi truéc
khi tai.
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Ghi chu
Ban sé& duwoc bao trudc khi ban cap nhat duoc tai vé ngay ca néu ban da tat Security
Center.

m Héi trwéc khi cai dit cap nhat - sau mdi khi tai ban cap nhat vé& ban sé duoc hoi
trwde khi cai.
Ghi cha

Ban sé& dwoc nhdc nhé trwde khi cac ban cap nhat cai dat tham chi néu ban thoat
khdi Security Center.

9.2.3. Cau hinh cdp nhéat Tha céng

D& thiét 1ap cach cap nhat thd céng, chon mét trong cac tuy chon trong danh muc
Thiét lap cap nhat tha cong:

m Cap nhatim lang - cap nhat thi cong sé dwoc thye hién tw dong, khdng lam nguoi

dung déy.
m Hoi trwwére khi tai ban cap nhat - méi khi co ban cap nhat ban sé dugc hoi trwdc
khi tai.
Ghi chua
Ban sé& duoc bao truée khi ban cap nhat dwoc tai vé ngay ca néu ban da tat Security
Center.

9.2.4. Cau hinh thiét Iap nang cao

Dé viéc nang cap BitDefender khéng lam anh huéng dén cong viéc ctia ban, hay cau
hinh cac tuy chon trong muc Thiét 1ap nang cao:

m Ch® khéi dong lai, thay vi nhac - Néu nhw cap nhat doi hdi phai khéi dong lai
may, san pham co thé git¥ cho may chay binh thwong cho dén khi ban muén khéi
dong lai. Nguwoi dung sé khong bj BitDefender nhac khai déng lai sau khi cap nhat
va ban khéng bj phién muén.

m Khong cap nhat khi dang quét - BitDefender sé khong cap nhat khi dang quét
trén may. Nhuw vay viéc cap nhat BitDefender sé khong bi anh hwdng dén cbng viéc
quét.
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Ghi chua
Néu BitDefender dwoc cap nhat trong khi dang quét, qua trinh quét sé bi huy.

= Khéng cap nhat néu ché dé6 game dang bét - BitDefender s& khong cap nhat néu
che d6 game dang bat. Theo cach nay, ban c6 thé giam thiéu dwoc sw anh huéng
clia san phdm thém hoat ddng ctia hé thdng trong Itic choi game

9.2.5. Quan ly proxy

Néu nhw cdng ty ban st dung mét may chi proxy dé két néi toi Internet, ban phai
thiét 1ap tly chon proxy dé BitDefender tw ddng cap nhap. Néu khong, né sé sé st
dung thiét 1ap proxy clia quan tri vién ma dwoc thiét 1ap khi cai s&n phadm hoéc theo
trinh duyét mac dinh ctia nguwoi dung.

Ghi chu

Viéc thiét 1ap proxy chi cé thé dwoc tinh chinh bdi ngwdi dung ¢é quyén quan tri trén

may tinh ho&c mot nhém ngudi dung ( biét mat khau thiét 1ap chwong trinh)

D& quan ly thiét Iap proxy, &n Quan ly proxy. Clra s6 Quan ly proxy sé xuét hién.
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Quan ly Proxy.

Cal it Proxy
Thiét dit Proxy do Qun tri {tai théi dém cai dit)
Ngwéi dimg thiét dat proxy hién tai (tik trinh duyét mic dinh)
Chi ra thiét dat proxy clia ban
Bia chi [ 192.168.0.1 | Chry - ‘ 3501 ‘ TEN ngu diing

Quan ly Proxy

C6 ba pham trui cuia thiét 1ap proxy:

m Nguwoi quan tri thiét lap proxy (dwoc nhan dién khi cai dat) - thlet lap proxy
nhan dién tai khoan nguoi quan tri trong qua trinh cai dat va chi dwoc cau hinh néu
ban d&ng nhap vao tai khoan d6. Néu may chi proxy yéu ciu tén ngudi ding va
mat khau, ban bat budc phai cung cép trong trwdng twong trng.

m Thiét lap proxy ctia ngw®i dung hién tai (tir trinh duyét méc dinh) - Thiét lap
proxy clia ngudi dung hién tai tir trinh duyét méc dinh. Néu ban dang nhap vao tai
khoan dé. Néu may chd proxy yéu ciu tén ngwoi dung va mat khau, ban bét budc
phai cung cép trong truong twong Gng.

Ghi cha

Nhirng trinh duyét web dwoc hé tro la Internet Explorer, Mozilla Firefox va Opera.
Néu nhw ban str dung mét trinh duyét khac lam méc dinh, BitDefender sé khong thé
ldy dwoc thiét 1ap proxy ctia ngudi ding hién tai.

m Thiét lap proxy ca nhan - Ban c6 thé cdu hinh proxy néu ban dang nhap véi tai
khoan nguwdi quan tri.
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Céac thiét 1ap sau can duoc chon:

 Dia chi - g6 IP ciia may cha proxy.

+ Cdng - G& cdng ma BitDefender diing dé ndi v&i proxy server.

+ Ngwoi dung - hay vao tén ngudi st dung ma proxy nhan biét dworc.
+ Mat khau - hay vao mat khau ding ctia ngwoi ding.

Khi cb truy cap dén internet, tirng géi thiét 1ap proxy sé& dwoc thi 1an lwot, cho dén
khi BitDefender cé thé két néi dworc.

Dau tién, xac dinh cac thiét Iap proxy sé dwoc st dung dé két nbi Internet. Néu no
khong hoat déng, cac thiét Iap proxy sé thir cac thiet lap proxy khi cai dat. Cudi ciing,
néu cac trvong hop trén khdng hoat dong, thi viéc thiét [ap proxy sé lay tir trinh duyét
mé&c dinh clia ngudi ding dé két ndi Internet.

Nhap OKdé Iwu lai cac thay ddi va dong ctra sb lai.

Nhap Ap dung dé lvu cac thay déi hodc nhip vao Méc dinh dé nap dwoc phan cai
dat mac dinh.
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10.

10.

Téng quan

BitDefender Antivirus 2008 di cung v&i mét dia CD c6 thé khéi dong dwoc (Bia CD
clu gitip dwoc dwaj trén LinuxDefender) co kha nang quét va tay riva tat ca cac 6 dia
clrng trwde khi ban khéi dong hé théng.

Ban can s& dung dfa CD ctru giup BitDefender bét ctv khi nao hé thong hoat dong
cua ban lam viéc khong tot vi bi nhiém virus. Diéu nay thwdng xay ra khi ban khéng
str dung san pham chéng virus.

Viéc cap nhat cac chﬂi ky virus dwoc thwe hién ty ddng ma khong can sv can thiép
cla nguwdi str dung maoi khi ban kh&i dong dia CD clru giup BitDefender.

LinuxDefender la mét loai Knoppix do BitDefender diéu khién, né hop nhat san pham
m&i nhat cla BitDefender danh cho giadi phap an ninh Linux véi dia CD doéng
GNU/Linux Knoppix, cho phép bao vé nhanh chéng thw rac va virus (SMTP) va chéng
virus trén man hinh- c6 kha ndng quét va tay rira cac 6 cirng hién hanh (K& ca cac
phan NTFS cltia Windows).Tai cing md thdi diém, LinuxDefender cé thé duoc sir
dung dé khéi phuc cac di¥ liéu co gia tri ctia ban khi ban khéng thé khéi dong Windows.

1. Cédc yéu cau cua Hé théng

TFL,PC')’C khi khéi dong LinuxDefender, viéc géu tién ban phai xac minh xem liéu hé
thong clia ban c6 dap &rng dwgc cac yéu cau sau day hay khong.

Loai bo xwr ly
x86 compatible, téi thiéu 166 MHz, nhwng dirng nén trong doi vao mot sw hoat
déng hoan hao trong trwong hop nay. Mot bd xir ly thé hé i686 generation,
800MHz sé 1a mot sw lwa chon tét hon.

B6 nhé&
B6 nhé RAM t6i thidu 1a 512 MB (khuyén cao nén st dung 1 GB)

CD-ROM
LinuxDefender van hanh tr mot CD-ROM, vi vay, doi hoéi phai cé mét CD-ROM
va mét BIOS c¢6 kha nang khéi dong tir d6.

Né6i mang Internet
Mac du LinuxDefender sé& van hanh ma khéng can phai ndi mang nhwng céc tha
tuc nang cap van sé yéu cau mot két ndi HTTP dang hoat déng tham chi 1a qua
mot proxy server. Chinh vi vay, dé viéc bao vé duoc cap nhat hang ngay, viéc
ndi mang Internet la BAT BUOC.
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DY phan giai Do hoa
SVGA chuén - card db hoa twong thich.

10.2. Phan mém dworc dwa vao

CD ctru gilp cla BitDefender bao gébm cac géi phan mém nhuw sau.

Xedit
Day la mot trinh chinh sira text
Vim
bay la mot chwong trinh xt ly tép tin van ban manh, bao gom danh déq cu phap,
GUI va nhiéu tinh nang khac. Dé biét thém théng tin, hdy chuyén dén dia chi
Trang chu Vim.
Xcalc
bay la mét may tinh.
RoxFiler
RoxFiler la mét chwong trinh quan ly tép tin anh nhanh va manh.
& biét thém thong tin, hay chuyé&n dén dia chi Trang chi RoxFiler.
MidnightCommander
GNU Midnight Commander (mc) la chwong trinh quan ly tép tin.
dé c6 thém thong tin, hay di theo dwdng link MC homepage.
Pstree
Pstree hién thi nhirng chwong tinh dang chay

Top
Top displays Linux tasks.

XKkill
Xkill tdt may tram bang chinh tai nguyén X cta né

Anh phan ving
Anh phan ving gitp ban lwu cac phan ving theo cac tép tin dinh dang
EXT2,Reiserfs, NTFS, HPFS, FAT16 va FAT32 vao céac tép tin anh. Chwong
trinh nay rat hivu dung dbi véi chirc nang sao luwu.
D& c6 thém thong tin, hay truy cap Partimage homepage.

GtkRecover ‘
G‘thecover la mét phién ban GTK ctia chwong trinh phuc héi. N6 gitp ban phuc
hoi mot tap tin
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http://www.vim.org/
http://rox.sourceforge.net/desktop/ROX-Filer/
http://www.ibiblio.org/mc/
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D& c6 thém thong tin, hay truy cap GtkRecover homepage.

ChkRootKit
ChkRootKit la cdng cu giup ban quét may tinh tim nhirng rootkits

Dé c6 thém thong tin, hay truy cap ChkRootKit homepage.

Thiét bi quét mang Nessus
Nessus la mét may quét bao mat tr xa cho Linux, Solaris, FreeBSD, va Mac OS
X.

D& c6 thém thong tin, hay truy cap Nessus homepage.

Iptraf
Iptraf la mot phan mem theo déi mang IP

Dé c6 thém thong tin, hay truy cap Iptraf homepage.

Iftop
Iptop hién thj bang théng str dung trén mét giao dién,

D& c6 thém thdng tin, hay truy cap Iftop homepage.

MTR
MTR |14 mét tién ich chan doan mang

Dé c6 thém thong tin, hay truy cap MTR homepage.

PPPStatus .
PPPStatus hién thi trang thai vé Iwu lwong TCP/IP vao va ra.

D& c6 thém thong tin, hay truy cap PPPStatus homepage.
Wavemon

Wavemon la mét (rng dung theo ddi cac thiét bi mang khéng day

Dé c6 thém thong tin, hay truy cap Wavemon homepage.
USBView o o

USBView hién thj théng tin v& thiét bi k&t ndi dén bus USB.

D& biét thém thong tin, vui long tham khao & Trang chu.
Pppconfig ) o )

Pppconfig giup tw déng thiét lap mot két noi quay so ppp.

DSL/PPPoe
DSL/PPPoe ciu hinh cho mét két néi PPPoE (ADSL)

1810rotate o i
I810rotate lién két dau ra video v&i phan cieng i810 st dung i810switch(1).
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P& c6 thém thong tin 1810rotate homepage.

Mutt
Mutt la mét ng dung mail MIME bang chir (text-based) manh mé.

Dé c6 thém thong tin, hay truy cap Mutt homepage.

Mozilla Firefox )
Mozilla Firefox 1& mét trinh duyét web ndi tiéng.

D& c6 thém thong tin, hay truy cap Mozilla Firefox homepage.

Elinks
Elinks la mot trinh duyét web & ché do van ban (text mode)

D& biét thém thong tin, vui long tham khdo & Trang chi Elinks.
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11. Dia CD Héi phuc BitDfender

Chuwong nay chira cac théng tin 1am sao dé bt dau va ngung LinuxDefender, quét
may tinh ban tim malware ciing nhw lwu dir liéu tir mét may PC Windows dén mot
thiét bi di ddng. Tuy nhién, béng cach st dung tng dung ma di cung véi CD ban cé
thé lam nhiéu viéc hon la nhirng gi trong ban hwéng dan nay

11.1. Bia CD Héi phuc BitDfender

Dé khéi dong dia CD, c?i dat BIOS cho may tinh cOg ban qé kh(jyi d@ng dwoc dia CD,
d&t dia CD vao & dia rdi khéi dong lai may tinh. Can chac chn rdng may tinh cla
ban c6 thé khéi dong dworc tir dia CD.

Ch¢& cho d@én khi man hinh tiép theo xuét hién va theo cac chi dan trén man hinh dé
khéi dong LinuxDefender.

BitDefender Rescue CD
bas noppix

bitd

[Press Enter to start or wait 30 seconds to boot from hard drive

[FZ — Detailed options

[BitDefender Rescue CD VvZ2.0 http:/2nni. bitdef ender .com”
boot :

Khé&i dong man hinh Splash

Viéc cap nhat cac chi¥ ky virus dwgc thye hién ty dong khi ban kh&i dong.

Khi qué trinh kh&i déng két thic, ban sé nhin thdy man hinh nén tiép theo. Bay gi&
ban c6 thé s dung LinuxDefender.
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Man hinh nén

11.2. Dia CD Héi phuc BitDfender

Ban co thé tat may tinh cta minh mét cach an toan bang cach
chon Thoat twr thie don LinuxDefender (nhap chudt phai dé SitoeTende

> - N . 7 a ~ v . A erminal
m& ra ) hoac bang cach phat Iénh halt trong mét thiét bi cudi. S (o o
ity o0 Crae
Security
Het
Admin

Mail
Web

Chon "EXIT"

Khi LinuxDefender da dong thanh céng tht ca cac chuong trinh, nd sé hién thi mot
man hinh gidong nhw hinh anh sau. Ban co thé 4y dia CD ra d& khéi dong tir dia ctrng
clia ban. Bay gid ban c6 thé tat may tinh hodc kh&i dong lai ma khong cé van dé gi.
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INIT: Sending processes the KILL signal
(init) (aufsd) (aufsd) (aufsd) (aufsd)
1d4) (hald-addon-acpi) (hald-addon-keyb) (ksoftirqd-B) (logsawve) (inetd)
l=-B) (khelper) (kthread) (atarB) (ata_aux) (kseriod) (kpsmoused) (ksusper

(init) (aufsd) (aufsd) (aufsd) (aufsd)
(kblockd~8) (kacpid) (knoppix-halt) (events-B) (khelper) (kthread) (ata-§
) (khpsbpkt) (pdflush) (pdflush) (kswapdB) (aiosB)

ssys-fssfusescommections #UNIONFS-1libsin

rootfs umounted

[KNOPPIX halted.
[Please remove CD, close cdrom drive and hit return [auto 2 minutes].

Hay ch thong diép nay khi tat may tinh

11.3. Lam cdch nao dé quét virus?

Mot wizard (thuat si) s& xuat hién khi qua trinh khéi dong két thiac va cho phép ban
quét toan bé6 may tinh clia ban. Ban chi phai kich chudt vao nut Start.

Ghi chua
Néu nhuw do phan giai man hinh chwa cao da, ban sé dwoc yéu cau dé quét & ché do
van ban (text-mode).

Lam theo qui trinh 3 budc cé hudng dan dé hoan thanh qué trinh quét

1. Ban c6 thé xem thay tinh trang quét va cac thong ké (t6c do quét, thoi gian da quét,
sb cac dbi twong duoc quét/bi nhiém/nghi ngd:...).

Ghi chu
Qua trinh quét cé thé mat mot lhoang thoi gian, tuy thudc vao dd phirc tap cla lan
quét.

2. Ban c6 thé xem mét sb anh hwéng dén may tinh ctia ban.

Nhirng véan dé& duoc hién thi theo nhém An vao hop "+" @& mé mot nhém hodc hop
c6 "-" d& dong mot nhom.
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Ban c6 thé chon mét hanh dong toan dién cho mSi nhém van d& hodc ban ciing
c6 thé tach riéng tirng hanh dcf)ng’cho méi van dé.
3. Ban cé thé xem bang tong hop két qua.

Néu nhw ban mubn quét mét thw muc, hay lam theo:

Duyét qua cac 'thu’ muc clia ban, nhap chudt phai vao mét tap tin hodc mot thw muc
va chon Gtri dén . Sau dé chon May quét BitDefender .

Hoac ban cé thé phat [&nh tiép theo nhw 1énh gbc, tir mot terminal. May quét virus
BitDefender sé kh&i dong v&i cac tap tin hodc cac thw muc nhw céc vi tri mac dinh
dé quét.

’# bdscan /path/to/scan/

11.4. Lam thé nao dé cap nhat BitDefender
qua proxy?

Néu co mét server proxy gika may cla ban va internet, can phai cau hinh thém dé
c6 thé cap nhat duoc.

D& cap nhat BitDefender qua proxy phai tién hanh nhirng budc sau:

. Nhan chuét phai trén Desktop. Menu clia CD BitDefender Rescue CD sé& hién I&n.

. Chon Dau cudi (nhw root).

. GO Iénh: cd [ramdisk/BitDefender-scanner/etc.

. G6 lénh: mcedit bdscan.conf d& sa file bing cach diung GNU Midnight
Commander (mc).

5. B6 comment dong duéi day: #HttpProxy = (chi cn xéa # d4u) va domain chi

dinh, tén, mat khau va server port clia proxy server. Vi du, phai hién thi gibng nhu

sau:

A OWON =

HttpProxy = myuser:mypassword@proxy.company.com:8080
. Nhé&n F2 dé Iuu file nay, khdng dinh Iwu, sau dé nhan F10 dé déng.
7. GO lénh: bdscan update.

(e}
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11.5. T6i lwu di¥ liéu cda t6i nhw thé nao
2

Hay gid st rang ban khong thé kh&i dong Windows PC clia ban vi mét ly do ndo dé.
Cung luc d6, ban lai rAt muén truy cap mét sb théng tin quan trong tir may tinh. Day
chinh Ia luc LinuxDefender tré nén co ich.

D& lwu dir lieu ban tlr may tinh ban dén mét thiét bi di dong, nhw Ia mot thé nhé USB,
ban hay lam theo nhirng bwéc sau:

1. Cho LinuxDefender vao 6 CD, thé nh& vao USB sau d6 khdi dong lai may
2. Ch& cho dén khi LinuxDefender két thuc viéc khéi dong. Clra s sau sé xuat hién.

Man hinh nén

3. Nh&p chuét d6i vao phan viing ma div liéu ban can lwu e.g. [sda3]).

Ghi chu

Khi lam viéc véi LinuxDefender, ban sé giai quyét v&i tén phan ving dang Linux. Vi
thé [sdal] sé c6 khad néng twong (ng véi (C:) phan vung dang Windows,
[sda3] dén (F:),va [sdbl] dén thé nho.
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4. Truy cap dén thw muc va mé thw muc mong mudn. Vi du, MyData noi ma chira
Movies, Music va E-books thw muc con.

5. Hay nhan phai chuét vao thuw muc mong muén va chonSao chép. Clra sé sau sé
hién ra.

| =003

+ o reET

Maovies Music

Lwu triv div liéu

6. Banh /media/sdbl/ vao muc twong rng va chon Copy.
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12. HO tror

Nhw mét nha cung cap san pham cé uy tin, BitDefender luén c¢b géng danh cho khach
hang sw hd tro nhanh, chinh xac va & mirc dd cao nhét. Trung tam Hb tre (ma ban
c6 thé lién lac theo dia chi dwéi day) luén cb gang theo kip dé xir ly cac méi de doa
m&i nhat dbi véi may tinh. Trung tam |& noi tit ca cac cau héi cha ban déu dwoc tra
|&1 dung lac va kip thoi.

V&i BitDefender, viéc cdng hién dé tiét kiém thoi gian va tién bac cho khach hang
bang cach cung cap cac san pham tién tién nhat v&i gia ca hop Iy nhat ludn & méi
wu tién hang dau. Hon niva, ching téi tin twédng rang viéc kinh doanh thanh cong luén
dwa trén co s& giao tiép t6t va cam két hd tro khach hang tét nhét.

Ban luén dwoc hoan nghénh khi yéu cau tryo gidp tai support@bitdefender.com vao
bat c lic nao. P& duoc tra 1o kip thoi, xin ban hdy dwa vao email cia ban cang
nhiéu chi tiét cang tét vé& BitDefender clia ban, hé théng clia ban va miéu ta van dé
ban gép phai mot cach cang chinh xac cang tét.

12.1. Co’ s& kién thirc cta BitDefender

Co s& Kién thirc cla BitDefender la mot kho trén mang chira nhirng théng tin vé cac
san pham cla BitDefender. N6 lwu trir dwéi dang rat dé truy cap nhu: cac bao céo
vé két qua clia cong tac hé tro ky thuat dang tién hanh, cac hoat déng stra chiva 16i
clia cac doi phat trién va hé tro clia BitDefender cling véi cac bai bao vé ngén nglra
virus, viéc quan ly cac giai phap cla BitDefender cling véi gidi thich chi tiét va nhiéu
bai viét khac.

Co s& Kién thirc cla BitDefender ludn mé cho céng ching truy cap mién phi. Cac
thdng tin m& rong ma co scy chira dwng la mot phwong tién khac dé cung ‘cap cho
khach hang céc kién thirc vé k¥ thuat va cac van d& ho can hiéu sau hon. TAt ca cac
yéu cau vé thong tin hodc cac bao cdo vé su cd do khach hang clia BitDefender guvi
dén cudi cuing ciing sé di vao Co s& Kién thirc ctia BitDefender, nhuw cac bao cao
khéc phuc sw ¢, cac van ban déi pho véi nhivng gian 1an, hodc nhirng ban théng tin
bd sung cho cac tap tin hd tro sdn phadm.

Co s& Kién thirc cua BitDefender luén c6 mat bat c luc nao tai
http://kb.bitdefender.com.
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12.2. Muén dworc giup

12.2.1. Dén dich vu web

Ban c6 cau hoi? Nhirng chuyén gia BitDefender c6 thé gitip ban 24/7 qua e-mail, chat,
live support trén web site... hoan toan mién phi.

Xin hay theo dwong link sau:
Tiéng Anh
http://www.bitdefender.com/site/KnowledgeBase/browseProducts/2194/
Tiéng Durc
http://www.bitdefender.com/de/KnowledgeBase/browseProducts/2194/
Tiéng Phap
http://www.bitdefender.com/fr/KnowledgeBase/browseProducts/2194/
Tiéng Rumani
http://www.bitdefender.com/ro/KnowledgeBase/browseProducts/2194/
Tiéng Tay Ban Nha
http://www.bitdefender.com/es/KnowledgeBase/browseProducts/2194/

12.2.2. Mé ticket hé tror

Néu ban mudn mé ticket hé tro va nhan s tro gitip qua e-mail, xin hay theo nhirng
link sau:

English: http://www.bitdefender.com/site/Main/contact/1/
German: http://www.bitdefender.de/site/Main/contact/1/
French: http://www.bitdefender.fr/site/Main/contact/1/
Romanian: http://www.bitdefender.ro/site/Main/contact/1/
Spanish: http://www.bitdefender.es/site/Main/contact/1/
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12.3. Théng tin dé lién lac

Thong tin hiéu qua la chia khoa cho sy thanh céng trong kinh doanh. Trong 10 nam
qua, BitDefender da tao dwng dwoc mét danh tiéng thue sw bang cach ludn nd luc
dé c6 thong tin tdt hon, vwot cd sw mong doi clia cac ban hang va déi tac. Néu ban
c6 bat clr thac mac gi, xin dirng ngan ngai lién lac véi ching toi.

12.3.1. Cac dia chi Web

Sales department: sales@bitdefender.com
support@bitdefender.com.vn

Documentation: documentation@bitdefender.com
support@bitdefender.com.vn

Marketing: marketing@bitdefender.com

Media Relations: pr@bitdefender.com
support@bitdefender.com.vn

Virus Submissions: virus_submission@bitdefender.com
Spam Submissions: spam_submission@bitdefender.com
Report Abuse: abuse@bitdefender.com

Product web site: http://www.bitdefender.com

Product ftp archives: ftp:/ftp.bitdefender.com/pub

Local distributors: http://www.bitdefender.com/partner_list
BitDefender Knowledge Base: http://kb.bitdefender.com

12.3.2. Cac van phong chi nhanh

Céc van phong chhi nhanh cla BitDefender sén’ sang Qép ng bat CL’P~ yéu cég nég
trong céac linh vwrc hoat dong clia minh, ca cac van de vé thwong mai lan cac van dé
chung. Cac dia chi lién lac cla tlrng van phong dwoc liét ké dwdi day.

Vietnam

BitDefender Asia Pacific

5 Fabrica de Glucoza Street, sector 2,
Bucharest, Romania

Phone: 0040 21 233 0780

Fax: 0040 21 233 0763

Email: sales@bitdefender.com
Support: support@bitdefender.com
Website: www.bitdefender.com
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Hb tro

Viami Software JSC

Cong ty ¢d phan phan mém VIAMI

Tru s& Ha Noi:

139 Trung Kinh - Trung Ha - C4u Gidy - Ha N&i, VIETNAM
DT: 00 84 4 784 3558

Email sales: sales@viamisoftware.com

Hb tro: support@bltdefender com.vn

H6 tro' trwc tuyén: www.viamisoftware.com

Chi nhanh TP HCM:

131 Thoai Ngoc Hau P.Pht Thanh Q.Tan Phu - HCM, VIETNAM
DT: 00 84 8 973 6855, 973 6856

Email sales: sales@viamisoftware.com

H6b tro: support@bltdefender com.vn

H6 tro' tric tuyén: www.viamisoftware.com

Trung tam Phan phéi:

17 Tan Quuw, Phudng Tan Quw Quan Tan Phu, TP HCM, VIETNAM
DT: 00 84 8 444 9131

Fax: 00 84 8 847 2467

Email sales: sales-sg@viamisoftware.com

Hb tro: support@bitdefender.com.vn

H6 tro trwe tuyén: www.viamisoftware.com
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S6 tay thuat ng

Coéng nghé ActiveX

Coéng nghé ActiveX 1a mét khudn mau dé viét cac chwong trinh sao cho cac
chwong trinh khac va hé diéu hanh cé thé hiéu dwoc. Cong nghé ActiveX dugc
st dung v&i chwong trinh duyét internet clia Microsoft dé bién cac trang web cé
tinh twong tac, cac trang web sé c6 hinh thai va cach (rng xt giébng nhw cac
chwong trinh may tinh, ch& khéng gibng nhw cac trang tinh. Véi céng nghé
ActiveX, nguwdi dung cé thé héi va tra & cau hdi, cé thé sir dung cac nut day va
twong tac véi cac trang web theo nhiéu cach thirc. Didu khién ActiveX thwdng
dwoc viét bang ngén ngiv Visual Basic.

Cdng nghé Active X c6 hiéu gué khi thiéu cac quan ly an ninh; cac chuyén gia
an ninh may tinh khéng khuyén khich céng nghé Active X trén internet.

Adware

Adware (advertising ware) 1 cac phan mém thuc hlen quang cao, thuong duoc
két hop v&i cac rng dung may cht ma dwoc cung cap mién phi néu nguoi dung
dong y ch&p nhan cac phdn mém quang céo d6. Bai vi cac wng dung cla phan
mem quang cao thwong dwoc cai dat sau khi nguoi dung ddng y voi cam két
cap phép néi rd muc dich ctia rng dung, khéong cam két bat ky mot 16i nao.

Tuy nhién, cac muc quang cao db xubng cé thé gay kho chiu, va trong mét sé
trwong hop lam yéu di kha néng thao tac cha hé thdng. Théng tin ma nhivng (ng
dung nay thu thap dwoc ciing cé thé cé lién quan t&i tinh riéng tw dbi véi ngudi
dung khong thuc sy hidu hét cac didu khoan ctia cam két cap phép.

Lwu tin

Archive la dia, bang, hoac thuw muc c6 chira cac tap tin da dwoc lwu cho muc
dich dw phong.

Mét tap tin c6 chira mot hay nhiéu tap tin khac dwéi dang nén.

Ctra sau

M6t 16 hdng an ninh dwoc ngudi thiét ké hay ngwdi bao dwdng dé lai mot cach
c6 tinh toan. Péng co clia nhitng 16 hdng nay thweng khong to tat, mot vai hé
didu hanh, cé thé 14y vi du vay, duwoc bat ra véi nhivng tai khodn wu tién nhdm
muc dich cho viéc str dung b&i cac nha k¥ thuat dich vu hay b&i cac nha lap trinh
bao duéng clia hang cung cap.
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Cung khéi dong
Cung khéi ddng ndm ngay dau cac dia sé nhan dang cAu tric cta dia (d6 1én
cung, d I&n cluster, v.v). D6i voi dia khai dong, cung khdéi dong cling chira
chwong trinh tai hé diéu hanh.

Virus khéi dong
Virus khéi déng 1a mét loai virus tac dong lén cung khéi ddng ctia mét dia cb dinh
hay dia mém. Cb géng khéi dong tir mot dia bi nhiém virus sé bién virus hoat
déng trong bd nhé. Méi 1an ban khéi dong hé théng tir cung khéi dong do, ban
sé€ co virus hoat dong trong bd nho.

Trinh duyét

Browser, dang viét ngén clia Web browser, 1a mét (*ng dung phan mém dwoc
st dung dé dinh vi va hién thj cac trang Web. Hai trinh duyét théng dung nhét Ia
Netscape Navigator va Microsoft Internet Explorer. Hai trinh duyét nay la hai trinh
duyét dd hoa, nghia la ching cé thé hién thi 6 hoa tét nhw hién thj van ban di
liéu. Thém vao do, phan Ién cac trinh duyét hién dai cé thé biéu thi cac théng tin
dang da truyén théng, bao gédm ca am thanh, hinh anh, du ching c6 doi héi cai
thém vai chi tiét cho mét vai dinh dang.

Dong Iénh )
Trong giao dién dong [énh, ngudi dung c6 thé danh lénh trong khoang tréng duoc
cap ngay trén man hinh, str dung ngdn ngi I1énh.

Cookie

N&i trong nganh cong nghiép internet, cookies dwgc mo ta nhw nhung tap tin nhoé
chtra cac théng tin v& cac may tinh don 1é. Cac thdng tin nay co thé dwoc cac
nha quang cdo phan tich va st dung dé tim hidu s& thich va khau vj cta ban.
V&i muc dich nay, cong nghé cookie van dang dwoc phat trién va cha dinh 1a dé
dwa quang cdo di dung theo s& thich cGa ban. D6 la con dao hai ludi dbi voi
nhidu ngwdi, béi vi mdt mat, né cé hiéu qua va xac dang khi ban chi xem quang
cdo vé cac didu ban thich. Mé&t khac, né bao gdm ca cac thao tac "tim" va "theo"
noi ban dén va ban nhan chudt vao dau. Cé thé hiéu dwoc didu nay, cé sw tranh
luan v& tinh riéng tw va nhiéu ngwdi cdm thay bi xtic pham khi biét dwoc réng ho
dwoc phéng van nhw "mét con sé SKU" (Ban biét khéng, d6 [a ma vach ndm phia
sau mdt goi hang dé quét tai ban tinh tién ctia mot ctva hang rau qua). Trong khi
quan diém nay co thé Ia qua khich, thi trong mét vai trwong hop quan diém dé
la chinh xac.

O dia
La mot may doc di liéu ttr dia va ghi di¥ liéu Ién dia.

Mot b dia clrng doc va ghi lén dia cirng.
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Mot & dia mém truy cap dia mém.

O dia c6 thé Ia 6 dia trong (ndm c6 dinh trong mot may tinh) hay 6 dia ngoai
(dwgc gan v&i mot hdp riéng biét ndi véi may tinh).

Tai la sao chép dir liéu (thuwdng ca 1a mot tap tin) t mét ngudn chinh téi thiét bi
ngoai vi. Thuat ngir nay thudng dwoc st dung dé mé ta moét qué trinh sao chép
tap tin tir mot dich vu trwc tuyén vao may tinh ca nhan ctia mét ai d6. Tai cé thé
mo ta& mot qua trinh sao chép moét tap tin tr may chi hé théng téi may tinh trén
mang.

Thw dién tor )
E-mail la mét thw dién tl.’]’\. M6t dich vu gti tin nhan vao may tinh théng qua mang
cuc bd hay mang toan cau.

Cac sw kién
M6t hanh ddng hay mét sy kién dwgc nhan biét bdi mot chwong trinh. Cac sw
kién c6 thé 1a hanh déng cla ngwdi dung, vi nhw nhap chudt hodc nhan mot
phim, hay cac sy kién hé théng, vi nhw bd nh& da can.

Nhan dién nham
Nhan dién nham xay ra khi chwong trinh quét nhan dién mot tap tin nao dé la
nhiém virus trong khi tap tin do la sach.

Phan mé réng ctia mét tap tin
Phan ctia mét tap tin di sau ddu cham, biéu thi dang di liéu dwoc lwu trik trong
tap tin.

Nhiéu hé diéu hanh s dung phan m& rong cla tap tin, vi nhw Unix, VMS, va
MS-DOS. Phan m& réng thwdng la tir mot t&i ba chir cai (Nhieu hé dieu hanh cii

khéng cho phép qué 3 chir cai). Vi du c6 thé bao gébm "c" vé&i ngdn ngtr ngudn
cua C, "ps" v&i PostScript, "txt" v&i chwong trinh di¥ liéu dang van ban.

Phwong phap theo kinh nghiém
Heuristic 1a mét hinh thirc nhan dang virus m&i dya trén cac quy tac. Phuwong
phap quét nay khéng dwa trén ban chat clia mét loai virus cu thé. Cai hay cla
phwong phap nhan dang heuristic 1a né khéng bi cac bién thé méi clia mét con
virus da tdn tai lam m& mét. Tuy nhién, déi khi n6 théng bao cac dong mé nghi
ngc:r trong cac chuwong trinh binh thuwdng, tao ra hién twong goi la "nhan dién
nham".
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Giao thirc internet
Giao thirc internet 1a mot giao thirc c6 thé dinh hwéng trong tap cac giao thirc
TCP/IP ma c6 trach nhiém dinh dia chi IP, dinh dwdng, va phan manh cling nhw
tai gép cac goi IP.

Phan mém Applet ciia Java
Java applet la mét chwong trinh Java dwoc thiét ké dé chay trén cac trang web.
Dé s dung applet trén mot trang web, ban phai cu thé tén ciing nhw kich c& cla
applet (d6 dai, do réng tinh bang pixel) ma applet cé thé tan dung. Khi mét trang
web dworc truy cap, trinh duyét sé tai applet ttr may cha va chay applet trén may
tinh clia ngudi dung (may tram). Applet khac cac rng dung khac la & ché chung
dwoc khdng ché béi mot giao thirc an ninh nghiém ngat.

Vi du, mac du cac applet chay trén may khach, ching khéng thé doc hodc ghi
di¥ liéu 1én may tram. Hon niva, applet thwérng bi han ché sao cho ching ching
chi cé thé doc va ghi di¥ liéu tir cuing pham vi ma chung dang duoc phuc.

Cac virus dwéi dang macros
La mét dang clia cac virus may tinh duwoc viét dwéi dang macro nhing trong tai
liéu. Nhiéu &ng dung, vi du nhw Microsoft Word va Excel, co6 ngdn ngir macro
hung manh.

Cac wng dung nay cho phép nhing macro trong tai liéu, va macro sé dwoc kich
hoat tai m&i thoi diém tai liéu dwoc mé.

May tram cé chirc nang thw dién t
May tram cé chirc nang thw dién t& la mét (’ng dung cho phép ban nhan va gui
thw dién to.

B6 nh¢
B& nh¢ 1a vang lwu trir trong may tinh cta ban. Thuat nglr memory mé ta kho div
liéu dwéi dang cac con chip, va tir storage dwoc st dung cho cac bd nhé ton tai
trén bang hay dia. M&i may tinh cé mét dung lwong bd nhé vat ly nao do, va
thwong dwoc néi dén nhw bd nhé chinh hay bd nhé RAM.

Phwong phap khéng theo kinh nghiém
Phuwong phap quét nay dwa trén ban chét clia mot loai virus cu thé nao do. Cai
duwoc cla phwong phap Non-heuristic 1a & ché né khéng bi nhivng cai twéng la
virus lam mo mét, va khéng canh bao nham.

Cac chwong trinh déng goi
Chuwong trinh déng géi la mét tap tin dwdi dang nén. Nhiéu hé didu hanh va nhiéu
&ng dung chi¥a cac cau Iénh cho phép ban déng géi mot tap tin 1am sao dé tap
tin do tén it bd nhd hon. Vi du, ban dang c6 mét tap tin dang van ban cé chira
10 ky tw tréng lién tiép. Thong thwong, didu doé doi hdi phai cé 10 bytes bd nhé.
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Tuy nhién, mét chwong trinh ddng géi tap tin cé thé thay thé cac ky tw tréng bang
mot ky tw tréng dac biét va tiép theo 1a mét co sé cac khoang tréng dwoc thay
thé. Trong trwong hop nay, 10 ky tw ¢ thé chi tén dén 2 bytes. D6 cling chi 1a
mot k¥ thuat déng goi, va con nhiéu ky thuat dong goi hon thé niva.

Pwong dan
La huéng dan dwong di mét cach chinh xac téi mét tap tin trong may tinh. Cac
hwéng dan nay thuwéng dwoc mo ta nhw cac cach thire clia mot hé théng lwu triv
phan cap tir trén xubng dudi.

Puong dan gitra hai diém, gibng nhw cac kénh giao tiép gitra hai may tinh.

Phishing

Phishing la hanh dong glri moét thw dién to toi mot nguoi st dung nao do, noi
rang minh la mét ca nhan hop phap nham yéu cau ngudi st dung cung cap cac
théng tin ca nhan duoc ding dé dinh dang trom. Thuw dién tlr nay sé chi dwdng
cho nguwodi dung téi tham mot trang web noi ho dwoc dé nghi cap nhat cac théng
tin ca nhan, vi nhw mat khau va thé tin dung, an ninh xa héi, va cac sb hiéu tai
khodn ngan hang, nhitng sb liéu ma cac td chirc hop phap cd. Trang web, tuy
nhién, la trang ma, va dwoc dwng 1&n dé &n cdp thong tin ngudi dung.

Virus da sac i
La mot loai virus‘thay doi hinh théi theo trng tap tin chang nhiém. Vi chung khéng
c6 cac thanh phan nhi phan bat bién, nén virus loai do la rat khé nhan dang.

Céng két nbi
La mot giao dién trén may tinh ma ban cé thé cdm thiét bi vao d6. May tinh ca
nhan co6 nhiéu loai cdng. Xét vé thiét bj trong, cé vai cdng ndi 6 ctrng, man hinh,
va ban phim. Xét vé thiét bi ngoai, may tinh ca nhan c6 céng dé néi modem, may
in, con chudt, va cac thiét bi ngoai vi khac.

Trong mang TCP/IP va mang UDP, cong két nbi 1a mot diém cudi téi két ndi 16
gich. Sé hiéu cbng két néi dinh ra né 1a loai cdng nao. Vi du, céng 80 dwoc st
dung cho giao théng loai HTTP.

Tap tin bao cao
Tap tin bao céo la mot tap tin liét ké cac hanh ddng xay ra. BitDefender c6 mét
tap tin bao céo cac duwéng dan, cac thw muc, cac tap lwu div liéu va cac tap tin
da quét, bao nhiéu tap tin nhiém virus va bao nhiéu tap tin dang ng® dwoc tim
thay.

Rootkit
Rootkit [& mét bo cac cong cu phan mém cung cap quyén truy cap mac quan tri
t&i mot hé théng. Thuat ngl 1an dau tién dwoc st dung cho hé didu hanh UNIX,
va né néi dén cac cong cu bién dich, cung cp cho ngwdi xam pham cac quyén
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quan tri, cho phép ho che ddu sw cé mét ctia ho sao cho cac quan tri mang khong
nhin thay.

Vai trd chinh clia rootkit 1a lam an cac qua trinh, cac tap tin, cac sw truy cap cing
nhw cac thao tac. Cac rootkits c6 thé chan di liéu tor cac may tor két n6éi mang
hay tir ca thiét bi ngoai vi, néu ching hop nhat véi cac phan mém twong thich.

V& mat ban chét, Rootkit la khédng pha hoai. Vi du, hé théng va tham chi mét vai
&ng dung d4u cac tap tin co tinh phé phan bang cach s dung rootkit. Tuy nhién,
ching dwoc s dung phan Ién dé& dau cac phan mém pha hoai hoac dau sy cé
mat cGa mot k& xam pham khong hop phap vao hé théng. Khi dwoc két hop voi
cac phan mém pha hoai, rootkits sé& c6 sw de doa I&n téi tinh toan ven va an ninh
hé théng. Chung c6 thé diéu khién giao théng, tao cac ctra hau trong hé théng,
thay doi tap tin va nhat trinh va chdng lai sw bi phat hién.

Script

Mot thuat ngfy‘nfra cla tap tin da 1&énh, script & mot danh sach c6 thé dwoc hoat
déng khéng can sw twong tac ngwoi dung.

Spam

La cac thw rac hay cac dong nhén hang loat khéng y nghla Thong thwdng spam
dwoc biét dén nhw 1a cac thuw dién t& khdng mong mudn.

Phan mém gian diép

Spyware la bat ky phan mé&m nao ma thu thap théng tin ngwoi dung théng qua
két ndi internet ma ngwdi ding khéng nhan biét dwoc, thweng 1a cho cac muc
dich quang céo. Cac &ng dung Spyware dwoc bé lai dwdi dang cac yéu té an
ctia mo6t phan mém mién phi hodc chwong trinh phdn mém chia sé ma cé thé
dwoc tai tly internet xudng; tuy nhién, can phai lwu y rdng muc dich chinh cta
cac (rng dung chia sé va (rng dung mién phi khéng di kém vdispyware. Khi da
dwoc cai dat, spyware quan ly hanh dong trén internet va truyén cac div liéu co
s& t&i mot ai d6. Spyware cling thu thap théng tin vé cac dia chi thw dién tir va
tham chi mat khdu cting nhw sé thé tin dung.

Sw twong tw clia Spyware vé&i Trojan 1a & ché ngudi st dung cai dé&t sdn phdm
mot cach khong co y thire khi ho cai dat mot cai gi dé khac. Kiéu tré thanh nan
nhan clia spyware mot cach phd bién Ia tai cac san pham ddi tap tin déng dang
ma dang c6 s&n ngay nay.

Ngoai van d& dao dirc va tinh riéng tw, spyware con &n trém clia ngudi ding
bang cach str dung tai nguyé&n bd nhé may tinh va tiéu tén bang théng khi né g
thong tin v& dia chi cung cép spyware thong qua két néi internet clia ngudi ding.
B&i vi spyware st dung bd nhé va tai nguyén hé théng, nén cac trng dung chay
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trén nfén do6 co thé dan t6i viéc pha hiy hé théng hodc tao s mat dn dinh cla
hé thong chung.

Startup items
B4t ky tap tin nao trong thw muc nay (Startup items) d&u mé khi may tinh khéi
doéng. Vi dy, mot man hinh khéi dong, mot tap tin am thanh dwoc chay khi may
tinh khéi dong, mét lich nhac viéc, hay cac chuong trinh 'ng dung déu cé thé 1a
cac muc kh@i dong. Théng thwdng, bi danh cla tap tin dwge dat trong thw muc
chr khéng phai ban than tap tin do.

Khay hé théng
Puoc gidi thiéu trong Windows 95, khay hé théng dwoc dat tai thanh nhiém vu
(taskbar) trong Windows (thwéng 1a nam phia dwéi man hinh, canh déng hd), né
bao gdm céc biéu twong nhé dé truy cap mét cach dé dang hon cac chirc nang
hé théng nhu fax, may in, modem, &m lwong va nhiéu cai khac niva. Hay nhap
déi nut chudt hay nhéap nut chudt phai Ién mét biéu twong dé xem va truy cap cac
chi tiét cling nhw cac diéu khién.

TCP/IP
Nghia I giao thirc diéu khién truyén tin/giao thirc internet. N6 1a mot bd cac giao
thirc mang dwoc st dung rong réi trén internet. Cac giao thirc ndy cung cap sw
giao tiép thdng qua cac mang may tinh cé cac cau tric phan cirng da dang va
cac hé diéu hanh khac nhau, dwoc ndi véi nhau. TCP/IP bao gdm ca cac chuan
muc vé& cach thirc cadc may tinh giao tlep v&i nhau nhw thé ndo ciing nhw qua
trinh chuyén ddi dung cho cac mang ndi véi nhau va giao théng phan tuyén.

Ngwa Trojan (mét loai virus)
La mot chwong trinh pha hay tw té vé nhw minh la mot (’ng dung nhan tir. Khéng
giébng nhuw virus, ngwa Trojan khéng tw nhan ban nhwng ching chinh xac 1a sw
pha hady. Mét trong sb nhitng loai ngwa Trojan quy quyét nhat 1a mét chwong
trinh néi rng co thé giét virus trong may tinh ctia ban, nhwng thay vi lam viéc
do, no lai gidi thiéu cho cac virus méi tham nhap may tinh cta ban.

Thuat ngir dworc Iy trong mét cau chuyén ctia ban trwérng ca Homer. Trong cau
chuyén nay, ngudi Hy lap da tang Trojans, ké thu cia ho, mét con ngwa gb lon,
b& ngoai nhuw mot vat cau hoa. Sau khi Trojans kéo ngwa vao thanh, linh Hy lap
thoat ra khéi bung ngwa, mé cdng thanh, cho phép déng ddi tién vao va Iy lai
Troy.

Nang cap/cap nhat
Update 1& mét phién ban maéi clia san phdm phan cirng hodc phdn mém, dwoc
tao ra dé thay thé phién ban cii cia s&n pham cung loai. Hon niva, mét thao tac
cai d&t cap nhat la phai kiém tra dé chac chan rang phién ban cii da tén tai trong
may tinh cla ban, néu khéng, ban khéng thé cai dat dwoc phién ban cap nhat.
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BitDefender c6 mo dun cap nhat cla riéng minh, né cho phép ban kiém tra mot
cach thd cong xem co phién ban maéi nao hay khéng, hodc cho phép may tinh
cla ban cap nhat sdn pham mét cach tw déng.

Virus
Virus & mét chwong trinh hodc mét doan ma dwoc tai vé may tinh ctia ban ma
ban khéng biét va chay chdng lai mong muén ctia ban. Phan I&n cac virus c6 thé
tw nhan ban. T4t ca cac virus may tinh 1a do con ngudi tao nén. Ciing rat dé tao
ra mot virus don gian co thé tw nhan ban. Mét virus don gian cling rat nguy hiém
b&i vi né s& nhanh chéng dung chiém bd nhé dang cé va bién hé théng treo. Mot
dang virus nguy hiém hon la dang cé kha nang tw truyén qua nhiéu mang, vuwot
qua ca hé théng an ninh.

Nhan biét virus
M6t doan nhi phan cda virus, dugc stv dung béi cac chwong trinh chéng virus
dé& nhan dang va diét virus.

Sau
Sau la mét chwong trinh truyén ba théng qua mang. Trong qué trinh truyén ba
chung tw nhan déi. Worm khoéng tw dinh kém cac chwong trinh khac.
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