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Terms of agreement

Software licensing

The BitDefender package is protected by the copyright law and the international
treaties regarding the copyright, as well as other laws and treaties regarding the
intellectual property.

The copyright law, as well as other intellectual property laws, protects in many
countries the software owner's rights, according them some exclusive rights including
the right to reproduce and copy the software. Copying the software without the owner's
permission represents “"copyright infringement” and the law imposes penalties and
punishments.

Software is considered copied when:

e Loading the software in your computer's memory through running it from the
floppy disk, hard disk, CD-ROM, or other media;

e Copying the software to another medium, such as floppy disk or hard disk;

e Running the program on the computer from a network server where the
software is resident or deposited.

Almost any commercial software is directly or indirectly licensed to the copyright owner
(the software developer) for final usage through a so-called licensing contract. The
software products may have different types of licensing contracts.

BitDefender is a trademark of SOFTWIN. Microsoft, Windows, Excel, Word, and the
Windows logo, Windows NT, and Windows 2000 are registered trademarks of
Microsoft Corporation. All other trademarks are the property of their respective
owners.
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License and warranty

IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO NOT INSTALL
THE SOFTWARE. BY CLICKING "I ACCEPT", "OK", "CONTINUE", "YES" OR BY
INSTALLING OR USING THE SOFTWARE IN ANY WAY, YOU ARE INDICATING
YOUR COMPLETE UNDERSTANDING AND ACCEPTANCE OF THE TERMS OF
THIS AGREEMENT.

This License Agreement is a legal agreement between you and SOFTWIN for use of
the SOFTWIN software product identified above, which includes computer software and
may include associated media, printed materials, and "online" or electronic
documentation ("BitDefender"), all of which are protected by U. S. and international
copyright laws and international treaty protection. By installing, copying, or otherwise
using BitDefender, you agree to be bound by the terms of this agreement.

If you do not agree to the terms of this agreement, do not install or use BitDefender;
you may, however, return it to your place of purchase for a full refund within 30 days
after your purchase. Verification of your purchase may be required.

BitDefender is protected by copyright laws and international copyright treaties, as well
as other intellectual property laws and treaties. BitDefender is licensed, not sold.

GRANT OF LICENSE. SOFTWIN hereby grants you and only you the following non-
exclusive license to use BitDefender:

APPLICATION SOFTWARE. You may install and use one copy of BitDefender, or any
prior version for the same operating system, on a single computer terminal. The primary
user of the computer on which BitDefender is installed may make one additional (i.e.
second) copy for his or her exclusive use on a portable computer.

NETWORK USE. You may also store or install a copy of BitDefender on a storage
device, such as a network server, used only to install or run BitDefender on your other
computers over an internal network; however, you must purchase and dedicate a
separate license for each separate computer terminal on which BitDefender is installed
or run from the storage device. A license for BitDefender may not be shared or used
concurrently on different computers or computer terminals. You should purchase a
license pack if you require multiple licenses for use on multiple computers or computer
terminals.

LICENSE PACKS. If you purchase a License Pack and you have acquired this License
Agreement for multiple licenses of BitDefender, you may make the number of additional
copies of the computer software portion of BitDefender specified above as "Licensed
copies." You are also entitled to make a corresponding number of secondary copies for
portable computer use as specified above in the section entitted "Application
Software".

LICENSE TERMS. The license granted hereunder shall commence on the date that
you install, copy or otherwise first use BitDefender and shall continue only on the
computer on which it is initially installed.

UPGRADES. If BitDefender is labeled as an upgrade, you must be properly licensed to
use a product identified by SOFTWIN as being eligible for the upgrade in order to use
BitDefender. A BitDefender labeled as an upgrade replaces and/or supplements the



BitDefender Rescue System

product that formed the basis for your eligibility for the upgrade. You may use the
resulting upgraded product only in accordance with the terms of this License
Agreement. If BitDefender is an upgrade of a component of a package of software
programs that you have licensed as a single product, BitDefender may be used and
transferred only as part of that single product package and may not be separated for
use on more than one computer.

COPYRIGHT. All rights, title and interest in and to BitDefender and all copyright rights
in and to BitDefender (including but not limited to any images, photographs, logos,
animations, video, audio, music, text, and "applets" incorporated into BitDefender), the
accompanying printed materials, and any copies of BitDefender are owned by
SOFTWIN. BitDefender is protected by copyright laws and international treaty
provisions. Therefore, you must treat BitDefender like any other copyrighted material
except that you may install BitDefender on a single computer provided you keep the
original solely for backup or archival purposes. You may not copy the printed materials
accompanying BitDefender. You must produce and include all copyright notices in their
original form for all copies created irrespective of the media or form in which
BitDefender exists. You may not sub-license, rent, sell, or lease BitDefender. You may
not reverse engineer, recompile, disassemble, create derivative works, modify,
translate, or make any attempt to discover the source code for BitDefender.

LIMITED WARRANTY. SOFTWIN warrants that the media on which BitDefender is
distributed is free from defects for a period of thirty days from the date of delivery of
BitDefender to you. Your sole remedy for a breach of this warranty will be that
SOFTWIN, at its option, may replace the defective media upon receipt of the damaged
media, or refund the money you paid for BitDefender. SOFTWIN does not warrant that
BitDefender will be uninterrupted or error free or that the errors will be corrected.
SOFTWIN does not warrant that BitDefender will meet your requirements.

SOFTWIN HEREBY DISCLAIMS ALL OTHER WARRANTIES FOR BITDEFENDER,
WHETHER EXPRESSED OR IMPLIED. THE ABOVE WARRANTY IS EXCLUSIVE
AND IN LIEU OF ALL OTHER WARRANTIES, WHETHER EXPRESSED OR IMPLIED,
INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NONINFRINGEMENT. THIS WARRANTY GIVES YOU
SPECIFIC LEGAL RIGHTS. YOU MAY HAVE OTHER RIGHTS, WHICH VARY FROM
STATE TO STATE.

DAMAGES DISCLAIMER. Anyone using, testing, or evaluating BitDefender bears all
risk to the quality and performance of BitDefender. In no event shall SOFTWIN be liable
for any damages of any kind, including, without limitation, direct or indirect damages
arising out of the use, performance, or delivery of BitDefender, even if SOFTWIN has
been advised of the existence or possibility of such damages. SOME STATES DO NOT
ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY
NOT APPLY TO YOU. IN NO CASE SHALL SOFTWIN'S LIABILITY EXCEED THE
PURCHASE PRICE PAID BY YOU FOR BITDEFENDER. The disclaimers and
limitations set forth above will apply regardless of whether you accept or use, evaluate,
or test BitDefender.

IMPORTANT NOTICE TO USERS. THIS SOFTWARE IS NOT FAULT-TOLERANT
AND IS NOT DESIGNED OR INTENDED FOR USE IN ANY HAZARDOUS
ENVIRONMENT REQUIRING FAIL-SAFE PERFORMANCE OR OPERATION. THIS
SOFTWARE IS NOT FOR USE IN THE OPERATION OF AIRCRAFT NAVIGATION,
NUCLEAR FACILITIES, OR COMMUNICATION SYSTEMS, WEAPONS SYSTEMS,
DIRECT OR INDIRECT LIFE-SUPPORT SYSTEMS, AIR TRAFFIC CONTROL, OR
ANY APPLICATION OR INSTALLATION WHERE FAILURE COULD RESULT IN
DEATH, SEVERE PHYSICAL INJURY OR PROPERTY DAMAGE.
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GOVERNMENT RESTRICTED RIGHTS/RESTRICTED RIGHTS LEGEND. Use,
duplication, or disclosure by the Government is subject to restrictions as set forth in
subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause
at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of Commercial Computer
Software-Restricted Rights clause at 48 CFR 52.227-19, as applicable. Contact
SOFTWIN, at Fabrica de Glucoza St., No 5, 72322-Sect.2, Bucharest, Romania, or at
Tel No: 40-21-2330780 or Fax: 40-21-2330763.

GENERAL. This Agreement will be governed by the Romanian laws and by the
international copyright regulations and treaties. This Agreement may only be modified
by a license addendum, which accompanies this Agreement or by a written document
signed by both you and SOFTWIN. This Agreement has been written in the English
language only and is not to be translated or interpreted in any other language. Prices,
costs and fees for use of BitDefender are subject to change without prior notice to you.
In the event of invalidity of any provision of this Agreement, the invalidity shall not affect
the validity of the remaining portions of this Agreement. BitDefender and BitDefender
logos are trademarks of SOFTWIN. Microsoft, Windows, Excel, Word, the Windows
logo, Windows NT, Windows 2000 are registered trademarks of Microsoft Corporation.
All other trademarks are the property of their respective owners.



Product installation

System requirements

To ensure a proper functioning of the product, before installation, verify that the following
system requirements are met:

Minimum Processor: Pentium 200MHz

Minimum hard disk space: 40MB

Minimum RAM Memory: 64MB (128MB Recommended)

Operating system: Windows 98/NT-SP6/ME/2000/XP; Internet Explorer 4.0 (+)

For integration with Outlook you need: Outlook Express 5.0 or later, Microsoft
Outlook 2000 or later

Installation steps

Locate the setup file and double click with the mouse on it. This will launch the setup
wizard, which will guide you through the setup process.



Installation
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Figure 1

Installation steps:
1. Click Next to continue or click Cancel if you want to quit installation.
2. Click Next to continue or click Back to return to the first step.

3. Please read the License Agreement, select | accept the terms in the License
Agreement and click Next. If you do not agree with these terms click Cancel. The
installation process will be abandoned and you will exit setup.

4. You can choose what kind of installation you want: typical, custom or complete.

e Typical — The program will be installed with the most common options. This is
the recommended option for most users.

e Custom - You may choose the components you want to install. Recommended
for advanced users only.

o Complete — For full installation of the product. All BitDefender modules will be
installed.

If you select Typical or Complete you will skip step 5.

5. If you have selected Custom, a new window will appear containing all the
BitDefender components listed so that you may select the ones you would like to
install.

If you click any component, a short description (including the minimum space
required on hard disk) will appear on the right side. If you click any a window
will appear where you can choose to install or not the selected module.



Installation

You can select the folder where you want to install the product. The default folder is
C:\Program Files\Softwin\BitDefender 8.

If you want to select another folder, click Browse and in the window that will open,
select the folder you wish BitDefender to be installed in. Click Next.

6. Click Next.

7. You have four options selected by default:

= Update BitDefender — to update BitDefender at the end of the installation. Your
system must be connected to the Internet to update.

Run a full system scan — to scan the entire computer for viruses at the end of
the installation.

Open readme file — to open the readme file at the end of the installation.

Place a shortcut on the desktop — to place a shortcut to BitDefender on your
desktop at the end of the installation.

L7

Click Install in order to begin the installation of the product.

8. Click Finish to complete the product installation. If you have accepted the default
settings for the installation path, a new folder named Softwin is created in Program
Files and it contains the subfolder BitDefender 8.

& Note

You may be asked to restart your system so that the setup wizard can complete the installation process.

Removing, repairing or modifying
BitDefender features

If you want to modify, repair or remove BitDefender 8 SpamDeny, follow the path from
the Windows start menu: Start —» Programs — BitDefender 8 —» Modify, Repair or
Uninstall.

You will be requested to confirm your choice by clicking Next. A new window will
appear where you can select:

e Modify — to select new program components to add or to select currently
installed components to remove.
e Repair —to re-install all program components installed by the previous setup.

Before repairing the product we recommend you to save the Friends list, the Spammers
* list. After the repairing process is over you may load them.

e Remove - to remove all installed components.
To continue setup, select one of the three options listed above. We recommend that

you choose Remove for a clean re-installation. After the uninstall process is over, we
recommend that you delete the Softwin folder from the Program Files.
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Description and features

Description

BitDefender 8 SpamDeny integrates antivirus, antispam and update modules into one
comprehensive security package, tailored to meet the needs of home and corporate
Internet users worldwide.

Main Features

BitDefender 8 SpamDeny includes 3 protection modules: Antivirus, Antispam and
Update.

Antispam

Quite simply put, the BitDefender Antispam module deals with the problem of spam, so
you don’'t have to.

Antispam working scheme

Advanced Antispam protection

BitDefender Antispam Engine incorporates five different filters that ensure your Inbox
Spam-free: White list / Black list, Charset filter, URL filter, Heuristic filter and Bayesian
filter.

Self-learning filter

The advanced, self-learning Bayesian filter lets you classify messages as "Spam" or
"Ham", with a single click. The filter will learn after just a few iterations, and you'll find
yourself having to make fewer and fewer decisions as time goes by. Each tag you
assign will improve the filter's accuracy. Your filter sensitivity settings can be as high, or
as low, as you like.

Hassle-free
You'll only be notified of the arrival of legitimate messages. Spam will collect silently in
your Spam folder, to be examined or discarded at your leisure.

11



Description and features

Compatible with any e-mail client

BitDefender Antispam works with all e-mail clients and can be configured from the
BitDefender Management Console. Moreover it integrates directly with Microsoft
Outlook / Outlook Express allowing a smooth interaction with the Antispam filters
through an intuitive and easy-to-use interface.

Antivirus

Update

Other

The mission of the AntiVirus module is to ensure detection and removal of all viruses in
the wild. BitDefender Antivirus uses robust scan engines, certified by ICSA Labs, Virus
Bulletin, Checkmark, Checkvir and TUV.

Quarantine zone

Suspicious/infected files can optionally be backed up into a safe quarantine area before
being disinfected or deleted. The contents of the quarantine can be sent to BitDefender
Labs, for detailed analysis. Files that proved harmless can be easily moved out of
guarantine, back to their original place.

This is the module that performs the update of the product, with new virus signatures
and new features.

Fast, Free Updates

Intelligently updates the antivirus protection, without user’s intervention. Update can be
performed from the network, over the Internet, directly or through a Proxy Server.
BitDefender license owners benefit from free virus signatures update and free product
upgrades.

Self-repairing
The product is able to repair itself if necessary, by downloading the damaged or missing files
from BitDefender servers.

Automated Update

Updates to the Antispam & Antivirus engines are free and fully automated. Checks for
updates can be scheduled to take place as often as necessary.

Features

24/7 Hours Professional Technical Support
Offered by qualified support representatives and an online database with answers to
Frequently Asked Questions.

12



The Management Console

General view

BitDefender 8 SpamDeny was designed with a centralized management console,
which allows the configuration of the protection options for all BitDefender modules. In
other words, it is enough to open the management console in order to have access to
all modules: Antivirus, Antispam and Update.

To access the management console, use the Windows Start menu, by following the
path Start - Programs — BitDefender 8 — BitDefender 8 SpamDeny or quicker,
double click the & BitDefender icon from the system tray.

BitDefendear 8 SpamDany
Status Registration Settings About Welcome!
Antispam is enabled Essential status
Total messages received a D Yo G s
General BitDetender madules is
Spam messages a displayed here. Check
Average spam ratio = or uncheck the boxes

Lo the left to enable or
dizable the modules.

®

Automatic update is enabled

AnGUIrUS| | oot update never tems marked in red
\ Wiruz signatures 124445 require your immediate
\
? Engine version 700575 attention.
Antispam B'rtD(?:iender comes.ful\y
configured for maximum
ﬁ security.
Click the tabs to view
mare detailed
Updat,
[Rits information or to

change settings
manually

Detailed intormstion
about each section wil
always he displayedd
here.

@ bitdefender More Help

Secune your every bit

Figure 2

On the left side of the management console you can see the module selector:

=» General — to access the section where you can see a summary of all the
BitDefender main settings, product details and contact information. Here you can
also register the product.

Antivirus — to access the antivirus configuration window.

Antispam — to access the Antispam configuration window.

Update — to access the product update configuration window.

VW
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The management console

The option More Help, placed at the right bottom, opens the Help file.

When the console is minimized, an icon will appear in the system tray (Figure 6).

Show
Close
Options
Help

Disable Wirus Shield
Ipdake now

Exxit

Figure 3 Figure 4

If you double-click this icon, the management console will open.

Also, by right-clicking it, a pop menu, as in Figure 4, containing the following options, will
appear.

Show — opens the management console.

Close — minimizes the management console to system tray.

Options — opens a window with the options for the management console.

Help - opens the electronic documentation.

Enable / Disable Virus Shield — enables / disables Virus Shield.

Update now — performs an immediate update.

Exit — shuts down the application. By selecting this option, the icon from the system
tray will disappear and in order to access the management console, you will have to
launch it again from the Start menu.

A XXX AN

© Note
1. If you disable one or more of the BitDefender modules, the icon will turn into black. This way you
will know if some modules are disabled without opening the management console.
2. The icon will blink when an update is available.



The management console

General module

BitDefender comes fully configured for maximum security. Essential status information
about all the BitDefender modules is displayed in the General module.

The General module contains 4 different sections: Status, Reqistration, Settings and

About.
Here you can review information regarding the product status.
- BitDefender 8 SpamDeny
Status Registration Settings About Welcome!
Antispam is enabled Eszzential status
Total messanes received o in.formation alr the.
o ||t
s Average spam ratio ° ar uncheck the boxes
@ to the left to enable ar
Automatic update is enabled dizable the modules.
Antivirus| | update newver tems marked in red
— Wirus signatures 124448 reguire your immediste
nir/ Engine version 700875 attention.
. BitDetender comes full
BT configured for maximu:;
ﬁ; security.
' Click the tabs 1o view
Update irl:?nrremi?‘na:e:r to
change seftings
manually
Detailed information
about each section wil
always be displayed
here.
&Q gﬁdﬂgﬂ' More Help
Figure 5
By setting or removing the mark in the checkboxes, you can enable or disable the main
features of BitDefender.
r Items marked in red require your immediate attention.
o
Antispam

Spam is a growing problem, both for individuals and for organizations. It comes in a
wide range of shapes and sizes, and there’s a lot of it. BitDefender works with all e-mail
clients and can be configured from the Management Console (Antispam section).
Moreover it integrates directly with Microsoft Outlook / Outlook Express allowing a
smooth interaction with the Antispam filters through an intuitive and easy-to-use
interface.

! To prevent Spam from entering you Inbox, keep Antispam filter enabled.

15



The management console

See how BitDefender Antispam is working

Automatic Update

New viruses are found and identified every day. This is why it is very important to keep
BitDefender up to date with the latest virus signatures. It displays the date of the last
update and the number of viruses that can be detected (and therefore disinfected) from
your BitDefender database.

To protect your critical data, BitDefender can perform automatic updates. Keep the Automatic
# update option enabled.

Product registration

This section contains information about the status of your BitDefender licenses. Here
you can register the product and you can see the expiring date.

BitDofandear 8 SpamDany
Status Registration Settings About License status
BitDefender & SpambDeny Thiz panel holds
5 . information about the
Evaluation version
General status of your
Procuct ID: BAS2ABESSSCAGFTFASTF BitDetender licenses.
[ Expires on: 43002005
Press Buy to get & new
Enter new key .. Licenze Key from the
i BitDetender online
ANUITUS| - By now! store.
ﬁD Press Mew Key and
enter a valid License
T Key to upgrade a trisl
license to full icense
~ status or to extend an
ﬁ expired BitDefender
license
Update Please activate the
BitDetender products
you heve bought to
henefit from free
BitDetender technical
support and free
sErvices
A b
(Cbidefender  morcnon
Figure 6

The product is delivered with a trial registration key valid for thirty days. At the end of
the trial period, if you want to purchase the product you have to provide a new license
key. Click Buy now to get a new License Key from the BitDefender online store.

To modify the default license key click Enter new key.

The following window will open:

16



The management console

BitDefender SpamDeny - Registration

You are about to register the full version of BitDefender. Please fill Type in the license key in the Serial
in your serial number. You can find it on; fleld Clle Register to fInISh the
- Prociuct registration card . .

- CD-ROM label reglstratlon process.

If wou don't have a =serial number, pleaze contact us at:
salesi@hitdefender.com

e [} ][]

If you mistype the license key you will
be prompted to re-enter it.

If you type in a valid license key a
success message box appears.

| | | Cancel |

Figure 7
In the Registration section now, you can see the expiring date of the new license key.

TIP: Please activate the BitDefender products you have bought to benefit from BitDefender technical
support and free services.

Management console settings

Here you can set the overall behavior of BitDefender. By default, BitDefender is loaded
at Windows startup and then runs minimized in the system tray.

BitDofandar 8 SpamDany
Status Registration Settings | Ahout General gettings
D Enable password protection By default, BitDetender
- Inacts &t Windows
e — Load BitDefender when Windows starts startup and then runs
Start minimized minimized in the
- Keep protection active on conzole exit taskar.
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Y . The virus report module
D Enable multtiuser support will send an agoregate
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found on your PC to the
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person using this
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&Load Al Settings protect your
By save Al Sati BitDetender settings
Ve g with & password.
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ANtiSpam|  Choose skin

you keep the default

dpply || Detat | Ly

@ Rﬁdﬂgﬂ More Help

Figure 8

To select an option, just click with the mouse on the corresponding checkbox.

= Enable password protection — enables setting a password in order to protect the
BitDefender configuration.

If you are not the only person using this computer, it is recommended that you protect your
# BitDefender settings with a password.

17



The management console

v

v

v v v

vV

The next window will appear:

Password Confirmation

EREEEERE |

Pazsword

Input the password in the Password
| field, re-type it in the Retype
password field and click OK.

Retype password

The password should be at lesst § characters long.

QK | | Cancel

Figure 9

From now on, if you want to change the BitDefender configuration options, you will
be asked to type in the password.

If you forgot the password you will have to repair the product in order to modify the
& BitDefender configuration.

Load BitDefender when Windows starts — automatically launches BitDefender at
system startup. This is highly recommended!

Start minimized — minimizes the BitDefender management console after it has
been loaded at system startup. Only the € BitDefender icon will appear in the
system tray.

Keep protection active on console exit — even when the management console is
closed (from the system tray too), BitDefender continuously protects you.

Receive security notifications - receives from time to time security notifications
regarding virus outbreaks, sent by the BitDefender server.

Show splash screen — shows the screen that appears when you launch
BitDefender.

Send virus reports — sends to the BitDefender Labs reports regarding viruses
identified in your computer. It helps us keep track of virus-outbreaks.

The reports will contain no confidential data, such as your name, IP address or
others, and will not be used for commercial purposes. The information supplied will
contain only the virus name and will be used solely to create statistic reports.

Show on-screen notes — shows pop-up windows regarding the product status.
Enable multiuser support — allows other users that may be using this computer to
have their own settings for BitDefender.

® Note

This option can only be enabled or disabled by users with administrator rights on the local
machine.

>

The Skin file option allows you to select the color of the management console. The
skin represents the background image on the interface. In order to select a different
skin, click the corresponding color.

Use the &1 Save All Settings / &1 Load All Settings buttons to save / load the settings
you have made for BitDefender to a desired location. This way you can use the same
settings after you reinstall or repair your BitDefender product.

Click Apply to save the changes. If you click Default you will load the default settings.
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About

In this section you can find the contact information and the product details.

BitDefender™ provides security solutions to satisfy the protection requirements of
today's computing environment, delivering effective threat management for over 38
million home and corporate users in more than 100 countries.

BitDefender™ is certified by all the major independent reviewers - ICSA Labs,

CheckMark and Virus Bulletin, and is the only security product to have received an
IST Prize.
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Antivirus module

The main objective for BitDefender is to keep your computer clean of viruses.

There is a risk that a virus is already lodged in your system, before you even install
BitDefender. This is why it's a very good idea to scan your computer for resident
viruses after you've installed BitDefender. And it's definitely a good idea to frequently
scan your computer for viruses.

More features

In case you haven't already opened the management console, you can access it from
the Windows Start menu, following the path Start — Programs — BitDefender —
BitDefender 8 SpamDeny or quicker, double click the & BitDefender icon from the
system tray.

In the management console, click Antivirus.

BitDafander 8 SpamDany
Scan Scheduler Quaranting Report Scan
B B Local Drives Chonse scan targets
V 53\:’ F(\g;;py A O The ohjects (files,
General ] e i [ wetwork Drives folders andior drives)
OeeeData (00 ) wou specify wil be
,CD Drive (E) [0 Removable Drives =canned for vituses
5 crradu an terralusersiCamercialBim (2] [ Al Ertries and atfer malwsare.

The scanner can be set
to skip file extensions,
directaries or archives
that you knowe to be
hatmless. This may
grestly reduce

Antivirus

o

Antispam
¥ sanning times and
~ improve your
%/ computet's
responsivensss during
Update A SCan.
Adr file(s) The Scan Yizard is
ilsble to step you

Add folder(s) through the process of

setting appropriste

Remove tem(s) =can options.

T Use drag & drop to
add files/folders to the
list

@ E’E‘dﬂgﬁ‘ More Help

Scan ‘ ‘ Settings |

Figure 10

BitDefender allows four types of on demand scan:

e Immediate scanning — There are a few steps to follow in order to scan your
computer for viruses;

e Contextual scanning — Right-click on a file or a folder and select BitDefender
Antivirus v8;

e Scheduled scanning — You can program BitDefender to scan your system for
viruses periodically.
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Immediate scanning

To scan your computer for viruses, please follow the next steps:

1. Close all open programs
In order for BitDefender to make a complete scanning, you need to shut down all open
programs. Especially your email-client (i.e. Outlook, Outlook Express or Eudora) is
important to shut down.

2. Make sure that BitDefender knows the latest viruses
Before you let BitDefender scan your computer you should make sure that BitDefender
is up to date with its virus signatures, since new viruses are found and identified every
day. You can verify when the last update was made in the lower side of the Update
module from the BitDefender Management Console.

If this date is not recent, you should let BitDefender update its virus signatures. This is
very easy, and all you have to do is to click the Check button from the Update module.

3. Choose scan targets

In the management console, enter the Antivirus module and click the Scan tab. By
default, the section contains an image of the system’s partition structure. Besides this,
some buttons and scan options can also be observed.

BitDefender 8 SpamDeny
Scan Scheduler Guaranting Report Scan
. . i b
[ Local Drives Choose scan targets.
\/ D'_*l;a #Flappy (403 The objects (flles,
- Metweork Drives olders andfor drives]
General | =V E) Network D foidders andior drives)
O=seData () you specify will be
O co Drive (B [ Removahie Drives scanned for viruses
@ &2 crradu on terrawsersiComercialEim' (Z:) [ &0 Ertrie= and other maware

The scannet can be set
to skip file extensions,

- directories or archives

ﬁr’/ that you knows to be
harmlzzs. This may
greatly reduce
socanning times ancd
> improve your

% computer's
responsivensss during
A SCaEn

A filers) The Scan VWzard iz

lsble to step you

Addd folder(s) through the process of

setting appropriste

Remove item(s) =can options.

| Tip: Use drag & dropto
add fies/folders to the

Antivirus

Antispam

Update

Scan | | Settings

list.

&‘\\ E&dﬁgﬂ‘ More Help

Figure 11

The section contains the following buttons:

=» Add file(s) — opens, a browsing window, where you can select the file(s), you want
to scan.

= Add folder(s) — same as above, but you select which folder(s) you want BitDefender
to scan instead of which file(s).

TIP: Use drag & drop to add files/folders to the list.
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= Remove item(s) — removes the file(s) / folder(s) that has been previously selected
from the list of objects to be scanned

Only the file(s) / folder(s) that were added afterwards can be deleted, but not those that were
& automatically "seen" by BitDefender.

= Settings — opens a window where you can specify which files to be scanned, the
action on the infected files, generating alert messages, saving scan results in report
files.

= Scan - launches the system scanning, taking in account the selected scan options.

Options that allow the fast selection of the scan locations:

Local drives — to scan the local drives.

Network drives —to scan all network drives.

Removable drives — to scan the removable drives (CD-ROM, floppy-disk unit).
All entries — to scan all drives, no matter if they are local, in the network or
removable.

If you want to scan your entire computer for viruses, select the checkbox corresponding
to All entries.

If you are not that familiar with computers, now is the time to just click the Scan button.
BitDefender will start the scanning of your computer using the standard settings, which
are sufficient.

4. Select the scan options — only for advanced users

Advanced users might want to take advantage of the scan-settings BitDefender offers.
The scanner can be set to skip file extensions, directories or archives that you know to
be harmless. This may greatly reduce scanning times and improve your computer's
responsiveness during a scan.

Explore these by clicking Settings.

BitDefender Scan Settings

=1 Seanning options A The scan options are organized like an
2'33“ :’lw sectors expandable menu very much like the
+! can Ties . .
Lise hewristic detection exploring ones from Windows.
Detect incomplete virus bodies
_Pmmpfi? for reboot The scan options are grouped in three
e ion optionz . R
O Report only categories:
3 Promgt user for action (] Scanning Options
g Dicinfect o Action options
) Rename e Report options
O Copy to quarantine e Performance options
) Move to quarantine
+ Second Action . IIRTIT ;
s Report options Click the box with "+" to open an option or
[ Show sl scanned files the box with "-" to close an option.
+ Creste report file
=l Performance options b
o [ o ]
Figure 12
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The following step is to specify the type of objects to be scanned (archives, e-malil
messages and so on) and enabling heuristic scan (for detecting unknown viruses). This

is made through the selection of certain options from Detection options category.

The following detection options are available:

Option

Description

Scan boot sectors

To scan the system’s boot sector.

Scan
files

Scan all files

To scan all files regardless of their type.

Scan program

To scan only the program files. This means only the files

files only with the following extensions: exe; bat; com; dIl; ocx;
scr; bin; dat; 386; vxd; sys; wdm; cla; class; ovl;
ole; hlp; doc; dot; xlIs; ppt; wbk; wiz; pot; ppa;
xla; xlt; vbs; vbe; mdb; rtf; htm; hta; html; xml;
xtp; php; asp; js; shs; chm; Ink; pif; prc; url;
smm; pfd; msi; ini; csc; cmd; bas; eml; nws.

Scan user To scan only the files with the extensions specified by

defined the user. These extensions must be separated by ";".

extensions

Exclude user

To scan all files, except the ones with the extensions

defined indicated by the user. These extensions must be
extensions separated by ";".

Open packed To scan packed files.

programs

Open archives

To scan inside archives.

Open mails

To scan inside mail archives.

Use heuristic detection

To use heuristic scanning of the files. The aim of
heuristic scanning is to identify new viruses, based on
certain patterns and algorithms, before a virus definition
is found. False alarm messages can appear. When such
a file is detected it is classified as suspicious. In these
cases, we recommend you to send the file to the
BitDefender lab to be analyzed.

bodies

Detect incomplete virus

To detect incomplete virus bodies too.

Further on, you'll have to specify the action on infected or suspicious files. Click the "+"
sign corresponding to Action options in order to open the option and see all possible

actions on infected files.

23




The management console

You can select one of the following:

Action

Description

Report only

To report the detection of an infected file and the virus name.

Prompt user

When an infected file is detected, a window will appear prompting

for action the user to select the action on that file. Depending on the
importance of that file, you can select to disinfect it, isolate it in the
quarantine zone or delete it.

Disinfect To disinfect the infected files.

Delete To delete infected files.

Rename To change the extension of the infected files. The new extension of
the infected files will be _vir.
By renaming the infected files, the possibility of executing and thus of
spreading the infection is removed. At the same time they can be
saved for further examination and analysis.

Copy to To copy the infected files in the quarantine zone.

quarantine This means practically duplicating the infected file and the copy of this file

! will appear in the quarantine, but the infected file will not be moved from
the initial location.
Move to To move to the quarantine zone the infected files.
uarantine

duarantine ! When the virus is in quarantine it can't do any harm.

Second Check this option if you want to select the second action to take on

action infected files.

To select the second action on infected files, click the corresponding "+"sign, after you
have previously checked Second action. The options available for the second action
are described in the below table.

Action

Description

Report only

To report the detection of an infected file and the virus name.

Prompt user

When an infected file is detected, a window will appear prompting

for action the user to select the action on that file. Depending on the
importance of that file, you can select to disinfect it, isolate it in the
gquarantine zone or delete it.
Delete To delete infected files.
Rename To change the extension of the infected files. The new extension of
the infected files will be _vir.
By renaming the infected files, the possibility of executing and thus of
spreading the infection is removed. At the same time they can be
saved for further examination and analysis.
Copy to To copy the infected files in the quarantine zone, from where they
quarantine can be send to the BitDefender lab to be analyzed.
This means practically duplicating the infected file and the copy of this file
! will appear in the quarantine, but the infected file will not be moved from
the initial location.
Move to To move to the quarantine zone the infected files.
quarantine

! When the virus is in quarantine it can't do any harm.
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The next step is selecting the report options. To do this you'll have to click the "+" sign
corresponding to report options. These options allow the creation of a report file (file
that contains information about the scanning process).

Option Description
Show all scanned files Lists all scanned files and their status (infected or not) in
a report file. With this option on, the computer will slow
down.
Report file | This is an edit field that allows changing the name of the
name report file. To do this, you'll have to simply click this
<vscan.log> option and type in a new name.
Create Append to Select this option to append the information about the
report existing report | new scan process to the ones already existing in the
file report file.
Limit report Click this option and type the maximum file size in the
size to [1024] | edit field that appears.
KB

In the Performance options category you can decrease the priority of the scan
process. If you select the check box corresponding to Run the task with Low priority
you will allow other programs to run faster and increase the time needed for the scan
process to finish.

TIP: You can view the report file in the Report section from the Antivirus module.

® Note

You can observe that some scan options, although the "+" sign appears, cannot be opened. The reason
ie that theees nntinne weran't crlartad vat Yari will nheeanie that if vnii celert them thev fran he nnened

Click OK to save the changes. If you click Default you will load the default settings.

5. Scan for viruses

With the scan options selected, all you have to do is to effectively start the system
scanning. For that, just click Scan. This may take a while, depending on the size of your
hard disk drive!

| BitDefender Virus Scan

SCANHING...

[Fie St 5  ime]
ChodecManagement_Know-How'plans'Howy ToWrite & Compreh... Ok Scan time; 00:00:14
ChodecManagement_Know-How'plansWake a PR Plan.doc Ok Estimated time left: 001 4:04
ChcdieciManagement_Know-HowplansManagement Matters doc OK Scan speed (filesisec): e
ChcdecManagement_Know-How'plansWedis-planning.cdoc Ok

ChzdiecManagement_Know-Howplans'Public Relstions Marketing.... 0K W

ChodeciManagement_Know-How'plans'Public_Relations _Plan pdf Ok

ChodeciManagement_Know-How'plansiThe Communication Pland... O Bioot sectors: 3
ChooheciManagement_Know-Howplansindertaking & design proj..  OK Files: 304
CcdieciManagement_Know-How'plansiatiting a PRoomms planpdf Ok Folders: 24
Codechanagement_Knov-How PR |5 Long.doc Ok, Archives: 2
ChodecManagement_Know-How'PR strategist doc Ok Packed programs: u]

ChodecManagement_Know-How'\Strategy For Effective Communi... Ok

ChodecManagement_Know-HowWrite & Marketing Plan.doc Ok W

ChccecMarketinglibrarie_mkbpp, Bro, Spon.zip Ok

Infected objects: 1]
Chccheciharketingilibrarie_mkt\App, Bro, Spon.zip==Sponsorship 0. OK Snuz :ct ibJ'Zdz' o
ChediecMarketingilibrarie_miktWpp, Bro, Spon zip==050 NYC Bro...  OK e p. K ! ’ o
Chccheciharketingilibrarie_mkt\App, Bro, Spon.zip==Application co...  OK v .a.rnlngs.

Dizinfected: o
< > Deleted: o
Showy last scanned file Copied: u}

Maved: o
Scanning Renamed: u]
I 205 Identified viruses: 0
@ bitdefender | | | Pauze | | Stop

SOCLNT your every bit
Figure 13
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While scanning, BitDefender will show you its progress and alert you if any viruses are
found.

Select the check box corresponding to Show last scanned file and only the information
about the last scanned files will be visible.

If you click:

e Stop - a new window will appear where you can end the system verification. If
you choose to end it, the Stop button will turn into a Close button and clicking it
will close the scan window.

e Pause - the scan temporally stops - you can continue it by pressing Resume.
e Show report - the scan report will open.
The report file is saved automatically in the Report section from the Antivirus module.

TIP: In order to see the scanned files you must select Show all scanned files option from the report
options (previous step). With this option on, the computer will slow down.

6. Contextual scanning

Open

Explore

Browse with ACDSee
Search...

Sharing and Security...
& BitDefender Antivirus v

Right click the file or folder you want scanned and

5end Ta select the Scan with BitDefender 8 option.

Cuk
Copy A report file named vscan.log will be created and
Create Shortout you can see it in the Antivirus module, Report

Delete section.
Renare

Properties

Figure 14

If a virus is detected, an alert window (Figure 18) will prompt you to select the action on
the infected file.
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Caught by BitDefender

File:

You can view the name of the file and the
Infected with: name of the virus.
EICAR-Test-File {not a virus)

Select action to perform:

O You can select one of the following

B actions on the infected file:

) Copy to quarantine
) Move to gquarantine
) Rename

(=) lgnore

O Lty to all

Figure 15

Disinfect - to disinfect the infected file.

Delete — to delete the infected file.

Copy to guarantine — to copy the infected file in the quarantine zone.

Move to guarantine — to move the infected file to the quarantine zone.

Rename — to change the extension of the infected files. The new extension of the
infected files will be _vir.

Ignore — to ignore the infection. No action will be taken on the infected file.

A A A7

v

If you scan a folder, and you wish the action on the infected files to be the same for all,
select the option Apply to all.

If the Disinfect option is not enabled, it means the file cannot be disinfected. The best
o choice is to isolate it in the quarantine zone and send it to us for analysis or delete it.

Finally, click OK.
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Scheduled scanning

Since the scanning will take some time, and works best if you have closed all other
programs, it is best for you to schedule the scanning at a time when you are not using
your computer and it is standing idly by. This implies that the user must previously
create a so-called task, job or scan event.

It has the following features:

A wizard for assistance in creating scheduled scan tasks;

Scan frequency selection;

Drives and/or folders selection;

File extensions selection;

Distinct configuration module for each scan job;

LAN scanning facilities;

Automatic isolation of the infected or suspicious files in the guarantine zone;
Background scanning, with no interference with the user's activity;
Scheduled task properties summary;

Generates scanning reports.

In the management console, enter the Antivirus module and click the Scheduler tab.

- BitDofandar 8 SpamDany

Scan Scheduler Guarantine Report Scheduler

Name Start Next Run type Target The Scheduler lets you
w 400G 1 700 TR —— — plan shead, and

— 41452005 12:00: .. 414/200512:00:...  one time only hoot; cchadule ful
systemidive scans in

Antivirus

5

Antispam

Update

the off hours, when
w you wwon't be using
your computer.

|| Properties ‘ | Run nivy |

© biddknder

e stroncly
recommend that you
schedule 8 full system
=can at least once a
wweek.

Press [Mew]to start the
Scheduler wizard
wehich will step you
through the process of
creating nesw scan
tasks

More Help

Figure 16
The Scheduler section contains a few buttons for administrating the scan tasks:

= New — launches the wizard that will guide you through the creation of a new scan

task.
=» Modify — modifies the properties of a previously created task. It also launches the
wizard.
If you modify the event's name, a new event will be created, under the newly introduced
& name.

Delete — deletes a selected task.
Properties — views the properties of the selected task.
Run now — starts immediately the selected task.

LA A7
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1.

Intro

The Scheduler's screen also contains a list where all the scan tasks can be seen, with
their names, the date of the first execution, the date of the next execution and the task's
type (periodically or one time only).

The Scheduler includes a wizard for creating new scan tasks. This will assist you any
time you need to do any operation with these scan events, no matter if it's creating a
new task or modifying an existing one.

Click New. This will launch the scan task creation wizard.

TIP: we strongly recommend that you schedule a full system scan at least once a week.

The first move is to specify a name for the new task.

Enter & name and a shart description for this
Zoan event:

Eeiiare: Types the names of the new
EX | event in the Event name field
[#] This event will run with low priority and a short description in the
Event Descrigtion: Event description field.

Click Next to continue.

| | et | | Cancel

Figure 17

Select the check box corresponding to This event will run with low priority if you
want to decrease the priority of the scan task and allow other programs to run faster.
This will increase the time needed for the task to finish.

If you click Cancel a window will appear requesting you to confirm your option: to abort
the wizard or to continue.

2. Start Time/Date

Further on, a window where you can select the scan type will appear.

Select the check box corresponding to Once if you want to schedule a one-time scan.
If you want the scan to be repeated after certain intervals, select the check box
corresponding to Periodically.
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Start Time/MDate

Select the start date, time and repetition of the:
sCan event:
Q) Once
(& Periodically
Start Date: Start Time:
‘ 4012005 |- | | 4:42:00 PM * |
Back | | et | | Cancel |
Figure 18

Type in the At every edit box
the number of minutes / hours /
days / weeks / months / years
you want to repeat this process.

You can click the up/down
arrows of this box in order to
increase / decrease the number
of minutes / hours / days / weeks
/ months / years.

Select the interval - minutes, hours, days, weeks, months, years - to which the scan be
repeated. Scroll down the list and click the time unit you want.

If you made your option for a repeated scan, the event will be launched for an unlimited
time-period. In order to give up the event, it must be erased from the events list of the

Scheduler window.

After selecting the period, click Next to continue. If you wish to go back to the previous

step, click Back.

3. Target Objects

This step is to select the objects you want to be scanned - the boot sector, the files, the

archives and the packed files.

Target Objects

Select the objects yvou want to be scanned by
BitDefender:

Boot

Files

tail Databasze
Apchives

Packed Files

Back | | et | | Cancel

Figure 19

You can select one of the following objects:

Select one or more objects to
scan, by simply checking each
one you want.

= Boot —to scan the boot sector, in order to identify the boot viruses;

=>» Files —to scan files;

=>» Mail database — to scan mail archives in order to detect mail viruses;

=» Archives — to scan inside archives;
2 Packed files —to scan packed files.

Click Next.

30



The management console

4. Target Path

Here you have to specify the path to the objects that will be scanned, as observed in
the picture. This step is necessary if you have selected to scan files in the previous

step.

Target Path

[ Lacal Drives O metwvork Drives

+ uD iy Documents
= _J Iy Computer
S 3% Floppy ca)

e WD [T

g Data (D)

b CD Drive (E)

@ crracu on terralusersiCome

.

¥

[ - [

Cortral Panel

+ W by Metwork Places e
< >

| iments and Settingscrraduity Documents |

Back

| | et | | Cancel |

Figure 20

This screen is actually an
exploring window that lets you
select the partitions and folders
to be scanned.

When the cursor is placed on a
folder, the complete path to the
folder will appear in the field
placed wunder this exploring
window.

Click the box labeled "+" to open an option or the one labeled "-" to close an option.

Also, in order to select the locations to be scanned, you can use the fast-selection
options placed on the topside of the window:

=>» Local Drives — to scan all local drives;
=>» Network Drives — to scan all network drives.

Click Next.
5. File Mask

Specify the types of the

files that will be scanned.

Select the file types you want to be scanned
by BitDefender:

[oR]
O Executables and documerts

O Fromlist :

[ List all scanned files

Back

| | et | | Cancel

Figure 21

You can select:

= All —to scan all files, no matter what their type is;

= Executables and documents — to scan the program files and documents;

= From list — to scan only the files whose extensions appear in the list. These
extensions must be separated by a semicolon *;”.
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If you wish to see information about all scanned files, infected or not, select the option
List all scanned files. But remember, with this option on, the computer will slow down.

Click Next.
6. Analysis Type

Select the scan type.

Analysis Type

Select the type of analysis you want
BitDefender to perform:

O blon Heuristic This, as it can be observed from
® Heuristic the picture, implies selecting one
of the two scan types:

Back | | Mext | | Cancel

Figure 22

= Non-heuristic scan - means scanning the files with the procedure based on known
virus signatures. To enable this type of scan, select Non Heuristic;

=» Heuristic scan — represents a method based on certain algorithms, whose aim is to
identify new unknown viruses. Occasionally, it may report a suspicious code in
normal programs, generating the so-called "false positive". To enable this type of
scan, select Heuristic.

Click Next.
7. Action mode

BitDefender allows selecting two actions in case an infected file is found.

Action Mode

Select the action you want BitDefender to
perform on infected files:
AR T You can select the first and the
[Clean - second action.
Secand action
|M0vet0 guarantine - |
Back | | et | | Cancel |
Figure 23

We recommend you to select the first action Clean and the second action Move to
guarantine.
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For the first action the following options are available:

First Action Description

Clean file To disinfect the infected files.

Delete file To automatically delete, without any warning, all the infected files.
Action not recommended!

Move to To move the infected files from the initial location to the

quarantine guarantine zone.

When the virus is in quarantine it can't do any harm.

Rename To change the extension of the infected files. The new extension
of the infected files will be _vir.

By renaming the infected files, the possibility of executing and
thus of spreading the infection is removed. At the same time they
can be saved for further examination and analysis.

Prompt Every time an infected file is detected, a dialog box is shown,
where the user can select the action to perform on that file. It is
recommended that you select an action depending on the
importance of that file.

Ignore In this case the infection is ignored and no action will be taken on

the infected file. Only its status will be reported.

For the second action the following options are available:

Second Action | Description

Delete file To automatically delete, without any warning, all the infected files.

Move to To move the infected files from the initial location to the

quarantine quarantine zone.

When the virus is in quarantine it can't do any harm.

Rename To change the extension of the infected files. The new extension
of the infected files will be .vir.

By renaming the infected files, the possibility of executing and
thus of spreading the infection is removed. At the same time they
can be saved for further examination and analysis.

Prompt Every time an infected file is detected, a dialog box is shown,
where the user can select the action to perform on that file. It is
recommended that you select an action depending on the
importance of that file.

Ignore In this case the infection is ignored and no action will be taken on
the infected file. Only its status will be reported.

Click Next.

33




The management console

8. Report Info

Choose how to create a scan report file.

Report Info

If you want BtCefender to creste a report,
check the "Creste report file" bax.

Create report file

To create a scan report, click
Create report file. At this

Repott file name :

hecule | .
[sohestae.og | moment all the other options for
O Append the creation of a report file will
@ Overwnie be enabled.
Back | | et || Cancel |
Figure 24

Type the name of the report file in Report file name box. By default, its name is
schedule.log. It will contain all the information about the scan process: the number of
identified viruses, the number of scanned files, the number of disinfected and deleted
files.

Click Append in case you want to append to an existing report file the information
about the new scanning, building this way a small historical of the scan results
performed at different moments.

Click Overwrite if you wish to create a new report file every time a new scan is
launched. In this case the information about the previous scanning will be deleted.

TIP: You can view the report file in the Report section from the Antivirus module.
Click Next.
9. Summary

This is the last step in the creation of a scan event.

Summary

Please see below the scanning options: In this window you can view all
Start: 041105 15:42:00 the settings for the scan event
R cherary dE and you can make any changes,
Targets: [ || by returning to the previous steps
Fil Mask: [ || (Back). If you do not want to
s hewristic make any modifications, click
Actions: disinfect { move infectedfsuspicious fles Finish.
Report Infa: overwrite file schedule log

The new event will appear in the

Back [ fmsh || Concel Scheduler section.
Figure 25
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For each scheduled scan event, you can view its name, its description, the starting
date, the next moment when it will be launched, the scan type (periodically or one time
scan), the target, the files extensions, the analysis type and the action on the infected
files.

@ Note

When modifying a scan event, the same steps will be followed. In case the name of the event modifies,
a new event will be created. For example, if we have the event EV1 and have modified its name into
EV2, EV1 will not disappear, on the contrary, a new event named EV2, having the same properties as
EV1, will appear.

If you right click a scheduled event, a pop menu, like the one you see in the picture
below will appear:

Mew
Modify

Dislate If no event is selected, and you right click the Scheduler section,

only New option will be enabled, all others being disabled.
Run nics

Properties

Figure 26

TIP: The Scheduler allows an unlimited number of scheduled scan events.

You can also navigate through the scan events using the keyboard: press the Delete
button to erase the selected scan event, press the Enter button in order to view the
selected event properties or press the Insert button in order to create a new event (the
Scheduler wizard will appear).

! Press the navigation buttons in order to scroll the page up or down or right to left.

Isolating the infected files

BitDefender allows isolating the infected or suspicious files in a secure area, named
quarantine. By isolating these files in the quarantine, the risk of getting infected
disappears and, at the same time, you have the possibility to send these files for further
analysis to the BitDefender lab.

The component that ensures the administration of the isolated files is Quarantine. This
module was designed with a function for automatically sending the infected files to the
BitDefender lab.

In case you haven't already opened the management console, you can access it from
the Windows Start menu, following the path Start —- Programs — BitDefender —
BitDefender 8 SpamDeny or quicker, double click the & BitDefender icon from the
system tray.

In the management console, enter the Antivirus module and click the Quarantine tab.
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- BitDofandar 8 SpamDany

Scan Scheduler Quarantine Report Quarantine

File name “iruE name Suspect with Sent The Quarantine holds
= = = suspicious files for

cwirit].clll analysis.

General

Wwhile in Guarantine,
m files cannct be
executed or read.
Antivi
irus By default, suspicious

= file= are submitted for
[ilj/ analysis to BitDefender
Laks. However, you

can choose not to

Anti:
tepam submi files for
%} analysis.
' To copy & suspicious
file o the Quaranting,
Updat '
(L click the [Add] button or
sitmply drag & drop the
q ize limi - file in the Quarantine
Guarantine doesn't have a size limit (56 KB).
Wore details list. Click [Restore] to
move files out of
| Sdd | | Deete | | [pestore | | =cnd ‘ Guaranting, back to
theit ariginal place.

& bitdefender | moreretp

Figure 27

As you may hotice, the Quarantine section contains a list of all the files that have been
isolated so far. Every file has enclosed its name, size, isolating date and submission
date. If you want to see more information about the quarantined files click More info.

® Note

When the virus is in quarantine it can't do any harm, because they cannot be executed or read.

The Quarantine section contains a few buttons for administrating these files:

= Add - ads files to quarantine. Use this button to quarantine a file you suspect of
being infected. A window will open and you can select the file from its location on
the disk. This way the file is copied to quarantine. If you want to move the file in the
guarantine zone you must select the checkbox corresponding to Delete from
original location. A quicker method to add suspicious files to the Quarantine is to
drag & drop them in the quarantine list.

= Delete — deletes the selected file from your computer.

v

Restore — returns the selected file to its original location.

= Send - sends the selected files for further analysis to the BitDefender lab. You
must specify some information before you may submit these files. For that click
Settings and complete the fields from the E-mail settings section, as described
below.

@ Note

By default, suspicious files are submitted for analysis to the BitDefender Labs. However, you can
choose not to submit files for analysis by deselecting the Automatically send quarantine option
from the Quarantine settings.

= Settings — opens the advanced options for the quarantine zone. The following
window will appear:
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BitDefender Quarantine Settings

=|-y Quaranting settings
+ |:| Limit the size of the gquarantine folder
= Autamatically zend quarantine

The quarantine options are
grouped in two categories:

Send every B0 minute(s) e Quarantine settings

Avtomatically delet rit fil . . .
5 D Dra;:m's::eﬂ?ng:se " e Submission settings

) Copy file(z)

& Move file(s)

3 Prompt user

=|- Submizzion settings
Your address:

Click the box with "+" to open
an option or the box with "-" to
close an option.

QK | | Cancel |

Figure 28

Quarantine settings

= Limit the size of the quarantine folder - maintains under control the size of

the quarantine. This option is enabled by default and its size is 12000 KB. If you
want to change this value you can introduce it in The maximum size of the
guarantine folder is field.

The Automatically delete old files option is used to delete old files when the
guarantine is full and there is no space to add new files.

Automatically send quarantine — sends automatically the quarantined files to
the BitDefender Labs for further analysis. You can set the time period between
two consecutive sending processes in minutes in the Send quarantine every
field.

Automatically delete sent files — deletes automatically the quarantined files
after sending them to the BitDefender Lab for analysis.

Drag & Drop settings — if you are using the Drag & Drop method to add files to
the quarantine here you can specify the action: copy, move or prompt user.

Submission settings

You must specify your e-mail address in order to send the quarantined files to the

BitDefender Labs.

= Your address — enter your e-mail address in case you want to receive e-mail
from our experts, regarding the suspicious files submitted for analysis.
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Viewing the report files

When launching a scan process, the user has the possibility to opt for creating a report
file where he can see information about the scan process. The user may view these
reports straight from the management console.

In case you haven't already opened the management console, you can access it from
the Windows Start menu, following the path Start —» Programs — BitDefender —
BitDefender 8 SpamDeny or quicker, double click the & BitDefender icon from the
system tray.

In the management console, enter the Antivirus module and click the Report tab.

- BitDefender 8 SpamDeny

Scan Scheduler Quiaranting Report Report

\ — - The Report section
V Matne Last 'Ed Size cortaing a list of allthe
vaoan.log A

General ki report files penerated
so far. Every file iz

tagoed with & name, its
w size and the date of the
last madification.

Antivirus

The default names of

— the reports genersted
ﬂ;!r/ by various BitDefencer
components are:

Anti:
k=pant - wzhield log logs the
%} “irus Shield activity.
' - wacan log logs
Update uzer-intiated scans.

- schedule.log logs
acheduled scans.

- activibar Jog i crested
swehen you drag & drop
a file over the activity

Show | | Delete | | Retresh | | Browrse... | bar (File zone/Met
zonE).

@ bitdefender More Help

secure your every bit

Figure 29

BitDefender will keep track of its own activity on your computer. The default report files
are the following:

e Vscan.log is created when you scan your system immediately;
e Schedule.log is from the scheduled scans you may have set up.

The Report section contains a list of all the report files generated so far. Every file has
enclosed its name, size and the date of the last modification.

There are some buttons created for the administration of these report files. The function
of each button is explained further:

=» Show — opens the selected report file.

= Delete — deletes the selected file report.

= Refresh — if the management console is open at the Report section and in the
meantime you perform a scan of your computer, the new report file with the scan
results (if you selected the Create report file option) will be visible only after you
click Refresh.

= Browse — opens a window in which you can select the report files you want to see.

TIP: The report files are by default saved in the folder where BitDefender is installed. If you have saved
the report files in another directory, you must use the Browse button to locate them.
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Antispam module

Features

Spam is a growing problem, both for individuals and for organizations. It's not pretty,
you wouldn't want your kids to see it, it can get you fired (for wasting too much time or
from receiving porn in your office mail) and you can't stop people from sending it. The
next best to that is, obviously, to stop receiving it. Unfortunately, Spam comes in a wide
range of shapes and sizes, and there's a lot of it.

How does it work?

The schema below shows the way BitDefender works.

SEAM

INTERNET

Figure 30

BitDefender Antispam Engine incorporates seven different filters that ensure your
Inbox Spam-free: White list, Black list, Charset filter, Image filter, URL filter,
Heuristic filter and Bayesian filter.

You can enable/disable each of this filters in the Antispam module, Settings section from the
# BitDefender Management Console.

Every e-mail that comes from the Internet is first checked with the White list / Black list
filter. If the sender’'s address is found in the White list the e-mail is moved directly to
your Inbox.

Otherwise the Black list filter will take over the e-mail to verify if the sender’s address
is in its list. The e-mail will be tagged as SPAM and moved in the Spam folder (located
in Microsoft Outlook) if a match has been made.

Else, the Charset filter will check if the e-mail is written in Cyrillic or Asian characters. If
so the e-mail will be tagged as SPAM and moved in the Spam folder. If the e-mail is not
written in Asian or Cyrillic it will be passed to the Image filter.

The Image filter will detect all the e-mail messages containing attached images with
spam content

The URL filter will look for links and it will compare the links found with the links from
the BitDefender database. In case of a match it will add a Spam score to the e-mail.
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The Heuristic filter will take over the e-mail and will perform a set of tests on all the
message components, looking for words, phrases, links or other characteristics of
Spam. The result is that it will add a Spam score to the e-mail, too.

If the e-mail is tagged as SEXUALLY EXPLICIT in the subject line, BitDefender will
consider it SPAM.

The Bayesian filter module will further analyze the message, according to statistical
information regarding the rate at which specific words appear in messages classified
Spam as compared to those declared non-Spam (by you or by the heuristic filter). A
Spam score will be added to the e-mail.

If the aggregate score (URL score + heuristic score + Bayesian score) exceeds the
Spam score for a message (set by the user in the Antispam section as a tolerance
level), the message is considered SPAM.

@ Note

If you are using other e-mail client than Microsoft Outlook or Microsoft Outlook Express you should
create a rule to move the e-mail messages tagged as Spam by BitDefender to a custom quarantine
folder. BitDefender appends the prefix [SPAM] to the subject of the messages considered to be Spam.

White list / Black list

Most people communicate regularly to a group of people or even receive messages
from companies or organizations in the same domain. By using friends or spammers
lists, you can easily classify which people you want to receive e-mail from (friends) no
matter what the message contains, or which people you never want to hear from again
(spammers).

! White list / Black list are also known as Friends list / Spammers list correspondently.

You can manage the friends/spammers list from the BitDefender Management Console
or from the BitDefender Antispam toolbar (integrated in Microsoft Outlook / Outlook
Express).

TIP: we recommend that you add your friends’ names and e-mail addresses to the Friends list.
BitDefender does not block messages from those on the list; therefore, adding friends helps ensure that
legitimate messages get through.

Charset filter

Most of the Spam messages are written in Cyrillic and / or Asian charsets. Configure
this filter if you want to reject all the e-mail messages written in these charsets.

Image filter

Since avoiding heuristic filter detection has become quite a challenge, nowadays' inbox
folders are full with more and more messages only containing an image with unsolicited
content. To cope with this growing problem, BitDefender introduced the Image filter that
compares the image signature from the e-mail with those from the BitDefender
database. In case of a match the e-mail will be tagged as spam.

Every time you perform an update new image signatures will be added to the Image
filter.
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URL filter

Most of the Spam messages contain links to various web locations (which contain more
advertising and the possibility to buy things, usually). BitDefender has a database,
which contains links to these kinds of sites.

Every URL link in an e-mail message will be checked against the URL database. If a
match is made, +45 will be added to the Spam score of the message.

Heuristic filter

The Heuristic filter performs set of tests on all the message components, (i.e. not only
the header but also the message body in either HTML or text format), looking for words,
phrases, links or other characteristics of Spam.

It detects also the e-mail messages with SEXUALLY EXPLICIT in the subject line.
These messages are considered SPAM.

@ Note

Starting May 19th 2004, Spam that contains sexually oriented material must include the warning
SEXUALLY EXPLICIT: in the subject line or face fines for violations of federal law. BitDefender will tag
these messages as SPAM.

TIP: Every time you perform an update new rules will be added to the heuristic filter and new links will be
added to the URL filter. This will help increase the effectiveness of your Antispam engine.

Bayesian filter

The Bayesian filter module classifies messages according to statistical information
regarding the rate at which specific words appear in messages classified Spam as
compared to those declared non-Spam (by you or by the heuristic filter).

This means, for example, if a certain four-letter word is seen to appear more often in
Spam, it is natural to assume there is an increased probability that the next incoming
message that includes it actually IS Spam. All relevant words within a message are
taken into account. By synthesizing the statistical information, the overall probability for
the whole message to be Spam is computed.

This module presents another interesting characteristic: it is trainable. It adapts quickly
to the type of messages received by a certain user, and stores information about all. To
function effectively, the filter must be trained, meaning, to be presented with samples of
Spam and legitimate messages, much like a hound is primed to trace a certain scent.
Sometimes the filter must be corrected too — prompted to adjust when it makes a wrong
decision.

You can correct the Bayesian module by using the “# Is Spam and “=# Not Spam
buttons from the BitDefender Antispam toolbar (integrated in Microsoft Outlook /
Outlook Express).

These filters presented above (White list / Black list, Charset filter, URL filter,
Heuristic filter and Bayesian filter) are used in conjunction by the BitDefender
Antispam module, to determine whether a certain piece of mail should make it to your
Inbox or not.

You can enable/disable each of this filters in the Antispam module, Settings section from the
# BitDefender Management Console.
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ent console

Configuring BitDefender Antispam from the Management

Console

The access to the management console is made through the Windows Start menu, by
following the path Start - Programs — BitDefender 8 — BitDefender 8 SpamDeny
or quicker, double click the @ BitDefender icon from the system tray.

In the management console, click Antispam.

- BitDefender 8 SpamDeny

Status Settings Antispam Status
Artizpam fiter iz enabled BitDetender Antispam
analyzes incoming sl
isable . -
General = traffic and determines
whether messages are
SpEM Of not.

@3 Tolerance level

Antivirus

Friends/Spammers Lists

Antispam

Friends list

Sparmmets list
Update

Maove the slider to set
the tolerance level.
‘Talerart' means the
fittet will let some spam
thraugh. Aggressive’
means very lithe spam
will pass, but some
legitimate messanes
may be tagged [spam]

tolerant apressive
\ \

== 2items
== 2items

Friends list: mail fram
these addresses wil
always land in your
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Statistics

Received e-mailz (thiz session]
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Total e-mails received:
Total spam e-mails:
AvErage spam retio
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SecUre your every bit

More Help

Figure 31

In this section you can configure the Antispam module and you can view information
regarding its activity. The right column contains details about the underlined items. To
obtain information about the underlined items just click them with the mouse.

In the Statistics section you can view the statistics regarding the Antispam module.
The results are presented per session (since you started your computer) or you can
view a summary of antispam activity since the installation of the Antispam filter.

! To prevent Spam from entering your Inbox, keep the Antispam filter enabled.

In order to configure the Antispam module it is necessary to proceed as follows:

Set the aggressiveness level

Move the slider to set the tolerance level.
= Tolerant - means the filter will let some Spam through.

= Aggressive - means very little Spam will pass, but some legitimate messages may
be tagged (Spam).
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Fill in the list of addresses

The lists of addresses contain information about e-mail addresses that send you
legitimate e-mail messages or Spam.

= Friends list - is a list of all the email addresses from which you always want to
receive messages, regardless of their content. Messages from your friends are not
labeled as Spam, even if the content resembles Spam.

To manage the friends list click »»» (corresponding to the friends list) or click the &
Friends button from the BitDefender Antispam toolbar integrated in Microsoft
Outlook / Outlook Express. The following window containing the friends will
appear:

BitDefender AntiSpam Module

BitDefender AntiSpam - Friends list Hel’e yOU can add or

_ _ _ remove entries from
@ Email address O Domain name D when load, empty current list . .
I | 5] [Faoman B the friends list.
i.e.; address@domain naMme@omain.com Remove
If you want to add an
RBEVB email address check
al the Email address
field, type it and click
Save the =] button.
Friends
The address will
Load i I
o | appear in the friends
list.
@Qfmdﬂgg | Ok || Cancel || Apply |
Figure 32

! The address must be specified like: name@domain.com.

If you want to add a domain check the Domain name field, type it and click the [*]
button. The domain will appear in the friends list.

The domain must be specified like:

e (@domain.com, *domain.com and domain.com - all mail coming from domain.com
will reach your Inbox regardless of its content;

e *domain* - all mail coming from domain (no matter the domain suffixes) will
reach your Inbox regardless of its content;

e *com - all mail having the domain suffix com will reach your Inbox regardless
of its content.

@ Note

Any mail coming from an address contained in the friends list, will automatically be delivered to
your Inbox without further processing.

To delete an item from the list, select it and click the B Remove button. You can
select as many items as you want, holding SHIFT or CTRL. If you click the &
Remove all button you will delete all entries from the list, but notice: it is impossible
to recover them.
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Use the Save Friends / Load Friends buttons to save / load the list to a
desired location. The file will have .bwl extension.

® Note

We recommend that you add your friends’ names and e-mail addresses to the Friends list.
BitDefender does not block messages from those on the list; therefore, adding friends helps ensure
that legitimate messages get through.

Click Apply and OK to save & close the friends list.

= Spammers list - is a list of all the e-mail addresses from which you don't want to
receive messages, regardless of their content.

To manage the spammers list click »»> (corresponding to the spammers list) or click
the “@ Spammers button from the BitDefender Antispam toolbar integrated in
Microsoft Outlook / Outlook Express. The following window containing the
spammers will appear:

BitDefender AntiSpam Module

BitDetender Antizpam - Spammers list Here you can add or
remove entries from

O Email adoress ® Domsin name D When losd, empty current list .

| |[5] [sene 8 the spammers list.
domain
nameE@domain.com Remove

i.e. *@domain, *domain, *something®

If you want to add an
it email address check
al the Email address
field, introduce it and
click the [ button.

The address  will
Loz appear in the
spammers list.

(© bitdefender o |

e e avery ot

Figure 33

r The address must be specified like: name@domain.com.
o

If you want to add a domain check the Domain name field, introduce it and click the
[ 1 button. The domain will appear in the spammers list.

The domain must be specified like:

e (@domain.com, *domain.com and domain.com - all mail from domain.com will be
tagged as Spam;

e *domain* - all mail from domain (regardless the domain suffixes) will be
tagged as Spam;

e *com - all mail having the domain suffix com will be tagged as Spam.

© Note

Any mail coming from an address contained in the spammers list will be automatically marked as
Spam, without further processing.
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To delete an item from the list, select it and click the Bl Remove button. You can
select as many items as you want, holding SHIFT or CTRL. If you click the &
Remove all button you will delete all entries from the list, but notice: it is impossible
to recover them.

Use the ® Save Spammers / B Load Spammers buttons to save / load the list to a
desired location. The file will have _bwi extension.

Click Apply and OK to save & close the spammers list.

TIP: If you want to reinstall BitDefender it's a good idea to save the Friends / Spammers lists before,
and after the reinstallation process is over you may load them.

Setting other options

Click the Settings tab in order to view and modify the advanced options for the
Antispam module.

Antispam Settings

BitDefender 8 SpamDeny
Status Settings
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o
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Update
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Limit the dictionary size to 200000 words

- Artispam fikers

Heuristic fiter
Block explict contert
=l Languads (charset) fiter
|:| Azian
[ cyriic
Bayesian fiter
FriendsiSpammers lists
URL fiter
Image fiter

The Heuristic: filter
performs a set of tests
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componerts looking for
characteristics of
spam

The Bayesian fiter is
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of the antispam fiter
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block any email written
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a5 such by the sender.

Check 'Block explict

| content' to block them.

Spply | | Defautt

More Help

(& bitdefender

secure your every bit

Figure 34

Three categories of options are available (Antispam settings, Antispam advanced
settings and Antispam filters) organized like an expandable menu, similar to those
from Windows.

TIP: Click the box labeled "+" to open a category or click one labeled

1. Antispam settings

to close a category.

= Mark as Spam in subject - if you select this option all the email messages
considered Spam will be tagged with Spam in subject.

2. Antispam advanced settings

= Automatically add to Friends list - if you select this option, the next time you click
the = Not Spam button (from the BitDefender Antispam toolbar integrated in
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Microsoft Outlook / Outlook Express) the sender will be automatically added to
the Friends list.

Automatically add to Spammers list - if you select this option, the next time you
click the =& Is Spam button (from the BitDefender Antispam toolbar integrated in
Microsoft Outlook / Outlook Express) the sender will be automatically added to
the Spammers list.

! The =8 Not Spam and the = Is Spam buttons are used to train the Bayesian filter.

Limit the dictionary size to 200000 words - with this option you can set the size
of the Bayesian dictionary - smaller is faster, bigger is more accurate. The
recommended size is: 200.000 words.

3. Antispam filters

(A A RA XA

Heuristic filter - deactivates the heuristic filter.

Bayesian filter - deactivates the Bayesian filter.

Friends/Spammers lists - deactivates the friends / spammers lists - based filters.
URL filter — deactivates the URL filter.

Block explicit content — deactivates the explicit content filter.

Language (charset) filter - opens a tree from where you can select to block
messages written in Cyrillic and / or Asian.

To deactivate a filter, remove the check mark from the box beside it ¥l by clicking it.
When the filter is deactivated the box will look like this CJ.

Click Apply to save the changes. If you click Default you will load the default settings.
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Configuring BitDefender Antispam from Microsoft
Outlook / Outlook Express

After the installation process is completed, first time you run Microsoft Outlook, a
wizard will appear that will help you configure the Friends list and train the Bayesian
filter.

If you don’t want to configure it at that moment, you can launch it any time you want by
clicking the * Wizard button from the BitDefender Antispam toolbar.

Configuration wizard

This wizard will step you through the process of training the Bayesian filter, so that the
efficiency of BitDefender Antispam is further increased. You can also add addresses
from your Address Book to your Friends list / Spammers list.

1. Welcome window

Welcarme

Welcome to the BitDefender ArtiSpam wizard. This wizard will step yau
through the process of training the Bayesian fiter, sathat the efficiency of
BitDefender AntiSparm iz further incressed. You can also add addresses
from your Address Book to your Friends list.

(& bitdefender | | mext= ][ conce

Secury yeur avany bt

Figure 35

Click Next to continue or click Cancel to exit the wizard.
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2. Add e-mail addresses from the Address Book to the Friends list

Add fram Addre
Here you can see all
w]Selact all
the addres=es from
ad dress1i@domain.com vou Address Book.
addreza2@domain.com Please select those
wou varnt to be
added to vour
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theem &l Sou wyill
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of their cantert.
< b
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(& bitdefender [ <Back || next> || cencel
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Figure 36
Here you can see all the addresses from your Address Book. Please select those you
want to be added to your Friends list (we recommend to select them all). You will
receive all the e-mail messages from these addresses, regardless of their content
Select Skip this step if you want to pass over this step.

Click Next.

3. Empty Bayesian data

sian data

Mou may find that
wour antisparm fitter
haz begun to loze

D Wipe artispam fiter database

Check this option only if your antispam fiter iz very inaccurate, After that you efficiency. This may
wiill have to retrain the Bayesian fiter by following the next steps of this ke due to improper
wizard. training. (i.e. you

havwe mistakenly
tagged & number of
legtimate messages
as SPEM, Oof
viceversa). If vour
fitter is wery
inaccurste, you may
need to wipe the fitter
database and retrain
the fitter.

O skipthiz step

(& bitdefender [ =Back || me= || cancel

mecury your aveny it

Figure 37

You may find that your Antispam filter has begun to lose efficiency. This may be due to
improper training. (i.e. you have mistakenly tagged a number of legitimate messages
as Spam, or vice versa). If your filter is very inaccurate, you may need to wipe the filter
database and retrain the filter by following the next steps of this wizard

Select Wipe Antispam filter database if you want to reset the Bayesian database.

Select Skip this step if you want to pass over this step.

Click Back to go to the previous step or click Next to continue.
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4. Train the Bayesian filter with legitimate e-mail messages

ctiraining folders for friends

Pleaze select a folder
that cortains
legitimate: e-mails.
These messages wil
he used to train the
antizpam fiter. You
can also opt to acd
the senders to the
Friends list.

Include subfalders
Avtomatically add to friznds list

=1E2) Outiook
+ [ﬁ) Deleted tems

155 outiox
[EJ Sent tems
I3 Calendar
[ﬁ) Cortacts
1) Journal
@ Motes

@ Tasks
IE5) Drafts

O skip this step

@2&% | = Back || Mext = || Cancel

Figure 38

Please select a folder that contains legitimate e-mail messages. These messages will
be used to train the Bayesian filter.

At the topside side of the window 2 options are available:

= Include subfolders - to include the subfolders to your selection.
= Automatically add to friends list - to add the senders to the Friends list.

You can also opt to pass over this step by selecting Skip this step.

Click Next.

5. Train the Bayesian filter with SPAM messages

Selecttraining folders f

Include subfalders
Avtomatically add to spammers list

=1E2) Outiook
= [ﬁ) Deleted tems
]

+-155) Inkios
I outhox
IE3) Sert tems
[ﬁ) Calendar
) Cortacts
@ Journal
@ Motes
IE5) Tazks
[ﬁ) Drafts

O skip this step

Pleaze select a folder
that contain spam
e-mails. These
messages will be
uszed to train the
antizpam fiter. You
can also opt to acd
the senders to the
Spammers list.
IMPORTANT: Please
make sure thet the
folder you choose
contains no legtimate
e-mail &t all,
atherwize the
artispam
performamnce will be
considerably
reduced.

(& bitdefender |

= Back || Mext =

Becury yewr avany bt

Figure 39

Please select a folder that contain Spam e-mail messages. These messages will be
used to train the Bayesian filter.

Please make sure that the folder you choose contains no legitimate e-mail at all, otherwise the
# Antispam performance will be considerably reduced.
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At the topside side of the window 2 options are available:

=» Include subfolders - to include the subfolders to your selection.
= Automatically add to spammers list - to add the senders to the Spammers list.

You can also opt to pass over this step by selecting Skip this step.
Click Next.

6. Summary

Finizh

* email addresses from <Sddress Books were selected to be added to the
| friends list

* The option to reset the bayesian fitter content was not selected ’

> folder, was selected to train the bayvesian fiter Alzo the resulting addrezses
will be added to the friends list

* folder, was selected to train the bayvesian fiter Alzo the resulting addresses
| will be added to the spammers list

| 0%
D Close this dialog when training completes
@ bitdefender | = Back ” Finizh ” Cancel
s i dvar Y
Figure 40

In this window you can view all the settings for the configuration wizard and you can
make any changes, by returning to the previous steps (Back).

If you do not want to make any modifications, click Finish.
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BitDefender toolbar

At the topside of Microsoft Outlook / Outlook Express you can see the BitDefender
toolbar especially created to help you configure BitDefender.

# Is Spam [a Mot Spam ofs Add Spammer e Add Friend g Spammers g Friends & Settings %, Wizard ﬁ Bitdefender Antispam

Figure 41

© Note

The main difference between BitDefender Antispam for Microsoft Outlook and Outlook Express is
that the SPAM messages are moved in the Spam folder for Microsoft Outlook and for Outlook
Express they are moved in the Deleted Items folder. In both cases the messages are tagged as SPAM
in the subiect line.

Folder List b4
=- Cutlook Today - [Person.
----- % Calendar
----- @ Contacts
----- (& Deleted Items

[;% ?rsfts The Spam folder created by BitDefender for Microsoft Outlook

¢ Journal is listed at the same level with the items from the Folder list
gottzs (Calendar, Contacts, etc).

----- S Sent Trems

----- Qﬁ Spam

N [— i
Figure 42
Each button will be explained below:
= 8 Is Spam - Click this button in order to send a message to the Bayesian module

indicating that the selected e-mail is Spam. The e-mail will be tagged as SPAM and
moved to the Spam folder.

Future messages that fit the same patterns will be tagged as SPAM.

TIP: You can select one e-mail or as many e-mail messages as you want.

= = Not Spam - Click this button in order to send a message to the Bayesian
module indicating that the selected e-mail is not Spam and BitDefender shouldn't
have tagged it. The e-mail will be moved from the Spam folder to the Inbox
directory.

TIP: You can select one e-mail or as many e-mail messages as you want.

Future messages that fit the same patterns will no longer be tagged as SPAM.

r The button “%# Not Spam becomes active when you select a message marked as SPAM by
#  BitDefender (normally these messages are located in the Spam folder).
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= ‘& Add spammer - Click this button in order to add the sender of the selected
messages to your Spammers list. The following window will appear:

Add spammer [x]

BitDefender added this sddress to the spammers list: ' .
Select Don't show this message

address@domain.com again if you don't want to be
Fram nowy on, any mail coming from this address will be promptEd for confirmation when you
automatically moved to your Sparm folder. add a spammer's address to the ”St.

D Don't show this message again

Figure 43

Click OK to close the window.
The future e-mail messages from that address will be tagged as SPAM.
TIP: You can select one sender or as many senders as you want.

= & Add friend - Click this button in order to add the sender of the selected
messages to your Friends list. The following window will appear:

Add friend [x]
BitDetender added this address to the friends list Select Don't show this message
T e R again if you don't want to be

_ . _ prompted for confirmation when you
Fram nowe on, all mail coming from thiz address will reachk yaur . ' .
Inbo regardiess of it content. add a friend's address to the list.

D Don't showe this message again

Figure 44

Click OK to close the window.

You will always receive e-mail messages from this address no matter what the
message contains.

TIP: You can select one sender or as many senders as you want.
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= @ Spammers - Click this button in order to manage the Spammers list — it contains
all the e-mail addresses from which you don't want to receive messages,
regardless of their content. A window just like the one accessed from the
Management Console will appear:

BitDefender AntiSpam Module

BitDefender Artispan - Spammners st Here you can add or remove

entries from the spammers
@ Email address O Domain name D When load, empty current list I
| | | l:l *domain B ISt
T, nameE@domsin.com Remove
Impott email addresses from: E If you Want to add an emall
|Outionk Express Folders -] eme | address check the Email
2 address field, introduce it
5] and click (1.
l:l Save
Spammers
The address vinI appear in
Losd the spammers list.
Spammers
@ﬂdﬁgg | Ok H Cancel || Apply |
Figure 45

! The address must be specified like: name@domain.com.

If you want to add a domain check the Domain name field, introduce it and click [,
The domain will appear in the spammers list.

The domain must be specified like:

e (@domain.com, *domain.com and domain.com - all mail from domain.com will be
tagged as SPAM,;

e *domain* - all mail from domain (regardless the domain suffixes) will be
tagged as SPAM,;

e *com - all mail having the domain suffix com will be tagged as SPAM.

If you want to import e-mail addresses from the address book or from the folder list,
click =] and select Windows Address Book or Outlook Express Folders. In the
Outlook Express Folders case, a new window will appear:

Select Folder [>]

Current Identity _

Select a foldet to preview all email addresses
=53 Cutlook

=Y inbos Choose the folder that contains the e-mail
) Sont tams addresses you want to add to the Spammers list
) calenaar and click Select.

&] Cortacts
E] Journal
&] Motes
&] Tasks
&] Drafts

O Include subfalders

| Select | | Cancel

Figure 46

In both cases the e-mail addresses will appear in the import list. Select the desired
ones and click "] to add them to the Spammers list. If you click [2] all the e-mail
addresses will be added to the list.
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@ Note

Any mail coming from an address contained in the spammers list will be automatically marked as
Spam, without further processing.

To delete an item from the list, select it and click the B Remove button. You can
select as many items as you want, holding SHIFT or CTRL. If you click the &
Remove all button you will delete all entries from the list, but notice: it is impossible
to recover them.

Use the & Save Spammers / B Load Spammers buttons to save / load the list to a
desired location. The file will have .bwl extension.

Select the checkbox corresponding to When load, empty current list if you want to
delete the Spammers list while loading a new one.

TIP: If you want to reinstall BitDefender it's a good idea to save the Friends / Spammers lists before,
and after the reinstallation process is over you may load them.

After managing the spammers list click Apply and OK to return to Outlook.

= @& Friends - Click this button in order to manage the Friends list — it contains all the
email addresses from which you always want to receive messages, regardless of
their content. A window just like the one accessed from the Management Console
will appear:

BitDefender AntiSpam Module

BitCefender AntiSpam - Friends list

Here you can add or remove
@ Email address O Domain name [ when load, empty current list . . .
| | [5] [omar a entries from the friends list.
i.e. address@domain nameg@domain.com Remove
R e e i & If you want to add an email
- M| e | address check the E-mail
= address field, type it and
click (=1
[>] —
Friends
(=] The _addres_s will appear in
Lasd the friends list.
@ ;Mmdmgi.' ‘ Ok | | Cancel | | Apply |
Figure 47

! The address must be specified like: name@domain.com.

If you want to add a domain check the Domain name field, introduce it and click [*]
button. The domain will appear in the friends list.

The domain must be specified like:

e (@domain.com, *domain.com and domain.com - all mail coming from domain.com
will reach your Inbox regardless of its content;

e *domain* - all mail coming from domain (no matter the domain suffixes) will
reach your Inbox regardless of its content;

e *com - all mail having the domain suffix com will reach your Inbox regardless
of its content.

54



The management console

If you want to import e-mail addresses from the address book or from the folder list,
click ! and select Windows Address Book or Outlook Express Folders. In the
Outlook Express Folders case, a new window will appear:

Select Folder [>]

Current Identity _

Select a folder to previevy all email addresses

=55 Outlook
+-5) Deleted tems

T

Choose the folder that contains the e-mail
@ ouvox addresses you want to add to the Friends list and

£3) sert tems R
% Ea:;nmi{ar CI|Ck Se|€Ct
ontacts
&] Journal
E] Motes
D) Tasks
&] Drafts

O Include subfalders

| Select | | Cancel

Figure 48

In both cases the e-mail addresses will appear in the import list. Select the desired
ones and click ] to add them to the Friends list. If you click [2] all the e-mail
addresses will be added to the list.

@ Note

Any mail coming from an address contained in the friends list, will automatically be delivered to your
Inbox without further processing.

To delete an item from the list, select it and click the B Remove button. You can
select as many items as you want, holding SHIFT or CTRL. If you click the &
Remove all button you will delete all entries from the list, but notice: it is impossible
to recover them.

Use the Save Friends / Load Friends buttons to save / load the list to a
desired location. The file will have _bwl extension.

Select the checkbox corresponding to When load, empty current list if you want to
delete the Friends list while loading a new one.

After managing the friends list click Apply and OK to return to Outlook.

TIP: If you want to reinstall BitDefender it's a good idea to save the Friends / Spammers lists before,
and after the reinstallation process is over you may load them.
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= [ Settings — Click this button to open the settings panel.

BitDefender AntiSpam Module

Seftings | Alerts

]

Configure &ntispam rule

Move message to =Deleted fems=

Mark mezsage as 'read'

Mote: Please restart the mail cliert in order to apply the nes seftings .

Wipe antizpam fiter database

Use this option only if your antizpam fiter has begun to lose efficiency

| Wipe antizpam databaze

& bidefender |

OK

Cancel | | Apply

Figure 49

The following options are available:

e Move messages to Deleted Items — to move the Spam messages to the
Deleted Items (only for Microsoft Outlook Express);

e Mark messages as read — to mark all the Spam messages as read so as
not to be disturbing when new Spam messages arrive.

If your antispam filter is very inaccurate, you may need to wipe the filter database
and retrain the Bayesian filter. Click Wipe antispam database if you want to reset

the Bayesian database.

Click the Alerts tab if you want to access the section where you can disable the
apparition of the confirmation windows for the ‘&= Add spammer and % Add friend

buttons.

> * Wizard — Click this button to open the wizard that will step you through the
process of training the Bayesian filter, so that the efficiency of BitDefender

Antispam will be further increased. You can also add addresses from your Address

Book to your Friends list / Spammers list.

= @® BitDefender Antispam - Click this button in order to open the Management

Console.

© Note

If you want to hide the BitDefender toolbar, right-click the Microsoft Outlook toolbar and deselect

the BitDefender Antispam option.
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Update module

Features

New viruses are found and identified every day. This is why it is very important to keep
BitDefender up to date with the latest virus signatures. By default, BitDefender
automatically checks for updates every three hours.

Updates come in three flavors:

e Updates for Antispam engines - new rules will be added to the heuristic &
URL filters; this will help increase the effectiveness of your Antispam engine.
This update type is also known as Antispam Update;

e Product upgrades - when a new product version is released, new features and
scan techniques are introduced to the effect of improving the product's
performance. This update type is also known as Product Update;

e Updates for antivirus engines - as new threats appear, the files containing
virus signatures must be updated to ensure permanent up-to-date protection
against them. This goes under the name of Virus Definitions Update.

Moreover, from the user’s intervention viewpoint, we may take into account:

e Manual update — verifying the existence of an update by user request;

e Automatic update — the antivirus automatically contacts the BitDefender server
in order to check if an update was released. If so, BitDefender is updated
automatically.

If you are connected to the Internet through broadband or DSL, BitDefender takes care
of this itself: It checks for new virus signatures when you turn on your computer and
every 3 hours after that. If any new virus signatures are available, BitDefender will
update itself.

TIP: If you are connected to the Internet through a dial-up connection, then it's a good idea to make it a
regular habit to update BitDefender manually.
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Manual update

In case you haven't already opened the management console, you can access it from
the Windows Start menu, following the path Start —» Programs — BitDefender —

BitDefender 8 SpamDeny or quicker, double click the & BitDefender icon from the
system tray.

In the management console, click Update.

BitDefender 8 SpamDeny

Update Settings Update BitDefender

V Update checks for updates for your BitDefender product. i etremely important
‘You can decide which updates to install befare you press the "Update” button. to keep BitDefender up

General fo diate
Fy Your copy of
@ BitDetender has been
Update name Size last updated on the date
Antivirus H S
“irus Definitions Upclate
" Click [Check] to have
ﬁlj/ BitDetender check now
for & nevver version
- then press [Updste] if
Ant
(SEST updstes are found.

W Searching for updates....... BitDetender products

are ahle to self-repair, if
necessary, by
dovenlozding the
damaged or missing
file= from BitDefender
SEFVErs.

Update Last updated: never

@ bitdefender More Help

secure your every bit

Figure 50

The manual update can be done anytime, even when the product was set on automatic
update. To manually update the product you must follow the steps:

e Click Check. The Update module will connect to the BitDefender update server
and will verify if any update is available.

e If an update was detected, its name and size will be displayed. Click Update to
start the update process.

TIP: If you want to see which files will be updated, click Details.
If there is no update available a message will appear.

© Note
It may be necessary to restart the computer when you have completed the update. We
recommend doing it as soon as possible.
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Automatic update

If you're an advanced user, click the Settings tab in order to configure the Update

module.
BitDefender 8 SpamDeny
Upclate Settings | Update settings
=l Uptiate location settings Updstes can be
H . . " performed from the
=l Primary update location settings
General : T ! ) local network, over the
hittpx: ffupgrade bitdefender .com Intetnet, directly or
= +-[ Use proxy through a proxy server.
@ =l Alternate update location settings
hittpx: fupgrade bitdefender .com If you sccess the
Antivirus + |:| Use proxy Intetnet through & prosxy

server, please input

—-— = Automatic update options :
f = Automatic check for updates Yl (IEES) SER=r S
) address and
Automatic updzte authertication data (if
Anti Vetify every <3= hours applicable).
(SEST [ &sk for confirmation before Updating

= Interface options By default, BitDefender

W [ Akways On Top dovwnload windowe automatically checks
[ vt for reboct, instesd of prompting for updates svery three
Update hours. This interval can

ke changed here

Tip: For silent updates,
uncheck the option "Ask
for confirmation before
upclating' &nd 'Always
©n Top dovenload
window!

Ay || eteut |

@ bitdefender More Help

secune your every bit

Figure 51

Updates can be performed from the local network, over the Internet, directly or through
a proxy server.

The window with the update settings contains three categories of options (Update
location settings, Automatic update options, Interface options) organized in an
expandable menu, similar to the ones from Windows.

Click the box labeled "+" to open an option or click the one labeled "-" to close an
option.

Update location settings

For more reliable and faster updates, you can configure two update locations: a
Primary update location and an Alternate update location. For both of them you
must configure the following options:

=> If you are connected to a local network that has BitDefender virus signatures placed
locally, you can change the location of the updates here. By default this is:
http://upgrade.bitdefender.com.

= Use proxy - In case the company uses a proxy server check this option. The
following settings must be specified.

e Proxy sets - type in the IP or the name of the proxy server and the port
BitDefender uses to connect to the proxy server.

r Syntax: name -portor ip:port.
a*

e Proxy user - type in a user name recognized by the proxy.
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! Syntax: domain\user.
e Proxy password - type in the valid password for the previously specified
user

Automatic update options

= Automatic check for updates — This ensures that BitDefender automatically
checks our servers for available updates.

e Automatic update - If BitDefender detects a new update on our servers,
then with this option on, BitDefender downloads and implements the update.

e Verify every <x> hours - Sets how often BitDefender checks for updates.
The default time interval is 3 hours.

= Keep selected Ask for confirmation before updating in order to be asked before
downloading and installing the updates.

BitDefender Update

Thete is an update available. Dovwnload this update to protect Click OK to start the update

your system with the very latest version of antivirus definitions .

and software. process or click Cancel to update
later.

After updsting, run & full scan at your convenience.

Ask me hefore dowwnloading the updates If YOU .C“Ck . Details you will see
which files will be updated.

| oK || Cance | | Detsils |
Figure 52

Interface options

= Always On Top download window - By default the product update is done in the
background. If you wish the update to be made in foreground, meaning that a
window reflecting the update stage will appear above all other windows, use this
option.

= Wait for reboot, instead of prompting - If an update requires a reboot, the
product will keep working with the old files until the system is rebooting. The user
will not be prompted for rebooting, therefore the BitDefender update process will not
interfere with the user’s work.

Click Apply to save the changes. If you click Default you will load the default settings.
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Antispam

Steps to follow in order to keep Spam away from your computer:

1.

After the installation process is over, please register your product, as described
in the Product registration section.

If you are using Microsoft Outlook or Microsoft Outlook Express, follow the
configuration wizard that opens the first time you access your e-mail client. You
can also open it from the BitDefender Antispam toolbar by clicking the
Wizard button.

Add the addresses of the people you absolutely need to receive mail from
to the friends list - We recommend that you add your friends’ names and e-
mail addresses to the Friends list. BitDefender does not block messages from
those on the list; therefore, adding friends helps ensure that legitimate
messages get through.

Train the Bayesian filter - Every time you receive an email that you consider
as SPAM, but BitDefender didn't tag it please select it and from the BitDefender

Antispam toolbar click the "4 Is Spam button. Future messages that fit the
same patterns will be tagged as SPAM.

The Bayesian filter activates only after you trained it with more than 60 legitimate e-mail
# messages. For this you have to follow the configuration wizard.

Keep your BitDefender up-to-date - Every time you perform an update new
rules will be added to the heuristic filter and new links will be added to the URL
filter. This will help increase the effectiveness of your Antispam engine.

Configure the Charset filter — Most of the Spam messages are written in
Cyrillic and / or Asian charsets. Configure this filter if you want to reject all the e-
mail messages written in these charsets.

TIP: You can enable/disable each of the Antispam filters in the Antispam module, Settings section from
the BitDefender Management Console.
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General

. Q: How can | tell if BitDefender is actually working?
A: In the General module, access the Status section and look at the statistics.

. Q: What are the system requirements?
A: You can see the system requirements in the Installation section.

. Q: How do | uninstall BitDefender?

A: Follow the path: Start - Programs — BitDefender 8 — Modify, Repair or
Uninstall and in the window that will appear click the Remove button. This will start
the uninstall process.

. Q: Where do | enter my serial number (license key)?
A: In the General module, access the Registration section and click the Enter new
key button.

Antivirus

. Q: How can | perform a full system scan?
A: In the Antivirus module, access the Scan section, check Local drives and click
Scan.

. Q: How often should | scan my computer?
A: We recommend you to scan your computer at least once a week.

. Q: How can | program BitDefender to scan my computer periodically?
A: In the Antivirus module, access the Scheduler section, click New and follow the
wizard.

. Q: What happens with the files from the quarantine zone?

A: You can send these files to the BitDefender Labs in order to be analyzed, but
first you must specify the e-mail settings (access the Quarantine section and click
Settings).
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Antispam

9. Q: What is spam?
A: Spam is unsolicited commercial e-mail.

10.Q: How does BitDefender Antispam work?
A Please see the working schema from this user guide.

11.Q: Where does the spam go?
A: If you are using Microsoft Outlook / Microsoft Outlook Express, the spam
messages are moved to the Spam folder / Deleted Items folder.

TIP: If you are using other e-mail client you should create a rule to move the e-mail messages tagged
as Spam by BitDefender to a custom quarantine folder. BitDefender appends the prefix [SPAM] to the
subject of the messages considered to be Spam.

12.Q: | have blocked an e-mail address but | continue to receive e-mail messages from
that address, why?
A If you receive spam from an address you have blocked, please make sure that
the address is not in the White list, too. The White list has precedence over the
Black list.

13.Q: What is the White list?
A: Is a list of all the e-mail addresses from which you always want to receive
messages, regardless of their content.

14.Q: What is the Black list?
A: It is a list of all the e-mail addresses from which you don't want to receive
messages, regardless of their content.

15.Q: What is the Charset filter?
A Itis a filter that blocks all the e-mail messages written in Cyrillic and/or Asian.

16.Q: What is the URL filter?
A Is a filter that searches the messages for links and it will compare those found
with the links from the URL filter BitDefender database. In case of a match +45 will
be added to the spam score.

17.Q: What is the Heuristic filter?
A: It is a filter that performs a set of tests on all the message components, (i.e. not
only the header but also the message body in either HTML or text format), looking
for words, phrases, links or other characteristics of spam. The result is that it will
add a spam score to the e-mail.

18.Q: What is the Bayesian filter?
A ltis afilter that classifies messages according to statistical information regarding
the rate at which specific words appear in messages classified Spam as compared
to those declared non-Spam (by you or by the heuristic filter).



Frequently Asked Questions

Update

19.Q: Why is it necessary to update BitDefender?
A: Every time you perform an update new virus signatures will be added to the scan
engines, new rules will be added to the Heuristic & URL filters.

20.Q: How can | update BitDefender?
A: By default, BitDefender will automatically update every 3 hours. But you can also
update manually or change the time interval for the automatic update in the Update
module.
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ActiveX

Archive

Backdoor

Boot sector

Boot virus

Browser

Command
line

ActiveX is a model for writing programs so that other programs and
the operating system can call them. ActiveX technology is used with
Microsoft Internet Explorer to make interactive Web pages that look
and behave like computer programs, rather than static pages. With
ActiveX, users can ask or answer questions, use push buttons, and
interact in other ways with the Web page. ActiveX controls are often
written using Visual Basic.

Active X is notable for a complete lack of security controls;
computer security experts discourage its use over the Internet.

(1) A disk, tape, or directory that contains files that have been
backed up.

(2) A file that contains one or more files in a compressed format.

A hole in the security of a system deliberately left in place by
designers or maintainers. The motivation for such holes is not
always sinister; some operating systems, for example, come out of
the box with privileged accounts intended for use by field service
technicians or the vendor's maintenance programmers.

A sector at the beginning of each disk that identifies the disk's
architecture (sector size, cluster size, and so on). For startup disks,
the boot sector also contains a program that loads the operating
system.

A virus that infects the boot sector of a fixed or floppy disk.
An attempt to boot from a diskette infected with a boot sector virus
will cause the virus to become active in memory. Every time you
boot your system from that point on, you will have the virus active in
memory.

Short for Web browser, a software application used to locate and
display Web pages. The two most popular browsers are Netscape
Navigator and Microsoft Internet Explorer. Both of these are
graphical browsers, which means that they can display graphics as
well as text. In addition, most modern browsers can present
multimedia information, including sound and video, though they
require plug-ins for some formats.

In a command line interface, the user types commands in the space
provided directly on the screen using command language
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Cookie

Disk drive

Download

E-mail

Events

False
positive

Filename
extension

Heuristic

Within the Internet industry, cookies are described as small files
containing information about individual computers that can be
analyzed and used by advertisers to track your online interests and
tastes. In this realm, cookie technology is still being developed and
the intention is to target ads directly to what you've said your
interests are. It's a double-edge sword for many people because on
one hand, it's efficient and pertinent as you only see ads about what
you're interested in. On the other hand, it involves actually
"tracking” and “following" where you go and what you click.
Understandably so, there is a debate over privacy and many people
feel offended by the notion that they are viewed as a "SKU number"
(you know, the bar code on the back of packages that gets scanned
at the grocery check-out line). While this viewpoint may be extreme,
in some cases it is accurate.

It's a machine that reads data from and writes data onto a disk.

A hard disk drive reads and writes hard disks.
A floppy drive accesses floppy disks.

Disk drives can be either internal (housed within a computer) or
external (housed in a separate box that connects to the computer).

To copy data (usually an entire file) from a main source to a
peripheral device. The term is often used to describe the process of
copying a file from an online service to one's own computer.
Downloading can also refer to copying a file from a network file
server to a computer on the network.

Electronic mail. A service that sends messages on computers via
local or global networks.

An action or occurrence detected by a program. Events can be user
actions, such as clicking a mouse button or pressing a key, or
system occurrences, such as running out of memory.

The Scheduler is a tool that helps you schedule scan events.

Occurs when a scanner identifies a file as infected when in fact it is
not.

The portion of a filename, following the final point, which indicates
the kind of data stored in the file.

Many operating systems use filename extensions, e.g. Unix, VMS,
and MS-DOS. They are usually from one to three letters (some sad
old OSes support no more than three). Examples include "c" for C
source code, "ps" for PostScript, "txt" for arbitrary text.

A rule-based method of identifying new viruses. This method of
scanning does not rely on specific virus signatures. The advantage
of the heuristic scan is that it is not fooled by a new variant of an
existing virus. However, it might occasionally report suspicious code
in normal programs, generating the so-called "false positive".

Internet Protocol - A routable protocol in the TCP/IP protocol suite

that is responsible for IP addressing, routing, and the fragmentation
and reassembly of IP packets.
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Vocabulary

Java applet

Macro virus

Mail client

Memory

Non-heuristic

Packed
programs

Path

Polymorphic
virus

A Java program which is designed to run only on a web page. To
use an applet on a web page, you would specify the name of the
applet and the size (length and width--in pixels) that the applet can
utilize. When the web page is accessed, the browser downloads the
applet from a server and runs it on the user's machine (the client).
Applets differ from applications in that they are governed by a strict
security protocol.

For example, even though applets run on the client, they cannot
read or write data onto the client's machine. Additionally, applets
are further restricted so that they can only read and write data from
the same domain that they are served from.

A type of computer virus that is encoded as a macro embedded in a
document. Many applications, such as Microsoft Word and Excel,
support powerful macro languages.

These applications allow you to embed a macro in a document, and
have the macro execute each time the document is opened.

An e-mail client is an application that enables you to send and
receive e-mail.

Internal storage areas in the computer. The term memory identifies
data storage that comes in the form of chips, and the word storage
is used for memory that exists on tapes or disks. Every computer
comes with a certain amount of physical memory, usually referred
to as main memory or RAM.

This method of scanning relies on specific virus signatures. The
advantage of the non-heuristic scan is that it is not fooled by what
might seem to be a virus, and does not generate false alarms.

A file in a compression format. Many operating systems and
applications contain commands that enable you to pack a file so
that it takes up less memory. For example, suppose you have a text
file containing ten consecutive space characters. Normally, this
would require ten bytes of storage.

However, a program that packs files would replace the space
characters by a special space-series character followed by the
number of spaces being replaced. In this case, the ten spaces
would require only two bytes. This is just one packing technique -
there are many more.

1.The exact directions to a file on a computer. These directions are
usually described by means of the hierarchical filing system from
the top down, stating the drive, directory, any subdirectories, the file
itself, and its filename extension if it has one:

c: jobscompany/resume.txt. This complete set of information is a
fully qualified path.

2.The route between any two points, such as the communications
channel between two computers.

A virus that changes its form with each file it infects. Since they
have no consistent binary pattern, such viruses are hard to identify.
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Vocabulary

Port

Report file

Script

Startup items

System tray

TCP/IP

Trojan

Update

(1) An interface on a computer to which you can connect a device.
Personal computers have various types of ports. Internally, there
are several ports for connecting disk drives, display screens, and
keyboards. Externally, personal computers have ports for
connecting modems, printers, mice, and other peripheral devices.
(2) In TCP/IP and UDP networks, an endpoint to a logical
connection. The port number identifies what type of port it is. For
example, port 80 is used for HTTP traffic.

A file that lists actions that have occurred. BitDefender maintains a
report file listing the path scanned, the folders, the number of
archives and files scanned, how many infected and suspicious files
were found.

Another term for macro or batch file, a script is a list of commands
that can be executed without user interaction.

Any files placed in this folder will open when the computer starts.
For example, a startup screen, a sound file to be played when the
computer first starts, a reminder calendar, or application programs
can be startup items. Normally, an alias of a file is placed in this
folder rather than the file itself.

Introduced with Windows 95, the system tray is located in the
Windows taskbar (usually at the bottom next to the clock) and
contains miniature icons for easy access to system functions such
as fax, printer, modem, volume, and more. Double click or right click
an icon to view and access the details and controls.

Transmission Control Protocol/Internet Protocol - A set of
networking protocols widely used on the Internet that provides
communications across interconnected networks of computers with
diverse hardware architectures and various operating systems.
TCP/IP includes standards for how computers communicate and
conventions for connecting networks and routing traffic.

A destructive program that masquerades as a benign application.
Unlike viruses, Trojan horses do not replicate themselves but they
can be just as destructive. One of the most insidious types of Trojan
horse is a program that claims to rid your computer of viruses but
instead introduces viruses onto your computer.

The term comes from a story in Homer's lliad, in which the Greeks
give a giant wooden horse to their foes, the Trojans, ostensibly as a
peace offering. But after the Trojans drag the horse inside their city
walls, Greek soldiers sneak out of the horse's hollow belly and open
the city gates, allowing their compatriots to pour in and capture
Troy.

A new version of a software or hardware product designed to
replace an older version of the same product. In addition, the
installation routines for updates often check to make sure that an
older version is already installed on your computer; if not, you
cannot install the update.

BitDefender has it's own update module that allows you to manually
check for updates, or let it automatically update the product.
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Vocabulary

Virus

Virus
definition

Worm

A program or piece of code that is loaded onto your computer
without your knowledge and runs against your will. Most viruses can
also replicate themselves. All computer viruses are manmade. A
simple virus that can copy itself over and over again is relatively
easy to produce. Even such a simple virus is dangerous because it
will quickly use all available memory and bring the system to a halt.
An even more dangerous type of virus is one capable of
transmitting itself across networks and bypassing security systems.

The binary pattern of a virus, used by the antivirus program to
detect and eliminate the virus.

A program that propagates itself over a network, reproducing itself
as it goes. It cannot attach itself to other programs.
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Contact information

As a valued provider, SOFTWIN strives to provide its customers an unparallel level of
fast and accurate support. The Support Center is continually updated with the newest
virus descriptions and answers to common questions to help you find answers to your
problems in a timely manner.

We at SOFTWIN, are dedicated to saving customer's time and money by providing the
most advanced products at the fairest prices. We think that a successful business has a
lot to do with good communication and a commitment to excellence in customer
support.

Sales department: sales@bitdefender.com

http://buy.bitdefender.com

Technical support: support@bitdefender.com

Phone: 0040-21-233 07 80

Product web site: www.bitdefender.com

Find a local distributor: www.bitdefender.com/partner_list/

Address:
SOFTWIN
5th Fabrica de Glucoza St.
PO BOX 52-93
Bucharest, ROMANIA

Please send feedback regarding the document to: documentation@bitdefender.com
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