Bitdefender.
Cloud Security for MSPs

Powerfully simple

Datasheet

The #1 ranked antimalware security is now ready for Managed Service Providers with a state-of-the-art

multi-tenant management console and simple monthly licensing.

Keep your customers happy with the best protection

and performance

» Ranked #1 in the top independent tests, Bitdefender endpoint protection will
boost your customer’s security and prevent incidents that can jeopardize
your relationship.

» Bitdefender technology has made it possible to provide leading protection
while having the smallest footprint of all competitors.

More power and fewer hassles for your engineers

» MSP security consoles offer different degrees of control and flexibility.
Designed specifically for MSPs, the cloud-based multi-tenant console
from Bitdefender gives more granular settings and dedicated features to
streamline management

» You don’t need to wait for approvals or track license keys for your customers.
Provision new accounts and protect them without individual licenses and
get an invoice at the end of the month for the total number of protected
computers.

» Take the proactive approach. Instead of fixing incidents, you will save time
by using the best protection to prevent them from occurring.

Flexibility in licensing, hosting, and branding
the solution

» If you decide you want to host the solution in your own architecture, you have
the possibility to do so.

» We make it easy to keep your name in front of your customers by branding the
solution. You can simply upload you logo so that it appears prominently on the

product and in reports.

Leading Corporate Product

December 2013

Bitdefender: Endpoint Security _
Trend Micro: Office Security e B
Kaspersky: Endpoint Security T
Symantec: Endpoint Protection I .
McAfee: Virus Scan Enterprise with EPO 0
Sophos: Endpoint Security and Control -:|

Figures show the cumulated score for protection, performance and
usability for Nov-Dec 2013
Corporate User category: htip:/www.av-test.org/certifications A

Service providers choose Bitdefender cloud
solutions for the detection capabilities, ease

of management and flexibility.

“We wanted to work with a security
vendor that gave us the flexibility to host
the security solution ourselves, and many
of the vendors we looked at basically
wanted us to become a reseller of their
products. Based on our business model
and our need for scalability, we needed
a security solution that we could host
entirely and something that would give
us flexible licensing to pass along to our
clients.”

~\/

Christopher Fox, Director of Technology,
Ideal Integrations

“We decided to work with Bitdefender for
a number of reasons. The products easily
integrate in our Microsoft environment,
they detect unprotected endpoints and
clean up malware instantly, and the
centralized management makes our job
very easy. We can structure it in a way
that allows us to manage and train our
support staff very easily.”

~\

Rob Bosch, President, iPremise.
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Bitdefender.

Key features:

More than antivirus — Antimalware, web filtering and a fully featured two-way
firewall with IDS

Comprehensive solution that protects Windows desktops, file servers
and Macs

Remote deployment and uninstall of competitive solutions — Using
Windows Network Discovery Bitdefender detects all unprotected computers
and allows you to deploy protection. Competitive solutions are uninstalled
when deploying the Bitdefender client kit.

Granular policies, reports and alerts — The multi-tenant console enables
MSPs to apply different policies for companies or specific groups. A quick
status is available through the dashboard or predefined reports.

Optimized Bandwidth Consumption - With the new security relay
mechanism, external traffic is minimized by using the local network to
distribute updates or deploy new clients.

Configurable Roles and Privileges - It's now easier to map each individual’s
responsibility and role within the management console.

Multi-tenant console and flexible roles - Administer all customers in the
same console and define permission levels and customers or groups that each
employee can manage.

Simple usage-based licensing — We invoice MSP partners based on the total
number of computers protected each month. It’s easy for partners to provision
new accounts.
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Cloud Security for MSPs

System requirements

Cloud Security for MSPs is based on
Bitdefender Security for Endpoints (Cloud
Console) which is intended for workstations,
laptops and servers running on Microsoft®
Windows or OS X. Since the Control Center
console is hosted, there are no onsite
hardware or software requirements.

» Minimum Endpoint Requirements:
Intel® Pentium compatible processor

Workstation Operating Systems:
» 1 GHZ or faster for Microsoft Windows
XP SP3 and Windows XP SP2 X64

» 2 GHZ or faster for Microsoft Windows
Vista SP2, Microsoft Windows Vista
X64 SP2, Microsoft Windows 7 SPO or
higher and Microsoft Windows 7 X64
SPO or higher, Windows 8, 8.1

800 MHZ or faster for Microsoft
Windows Embedded Standard 7
SP1, Microsoft Windows POSReady
7, Microsoft Windows Enterprise 7,
Microsoft Windows POSReady 2009,
Microsoft Windows Standard 2009,
Microsoft Windows XP Embedded
SP2, Microsoft Windows XP Tablet PC
Edition

Server side Operating Systems: (2003,
2008, 2012, 2012 R2, SBS)
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» Minimum requirements: 2.4 GHZ

RAM memory: Minimum: 512 MB free
Disk space: Minimum 1.5 GB free

» Mac OS X

Intel-based Macintosh running the one of
following operating systems:

» Mac OS X Lion (10.7 or later)
» Mac OS X Mountain Lion (10.8 or later)
» Mac OS X Mavericks (10.9 or later)

RAM: 1 GB of RAM Memory

Available free hard disk space: 400 MB
TrafficLight is available for Safari, Firefox
and Google Chrome

Try the product at

http://www.bitdefender.com/business/cloud-security-for-msps.html

Contact us for Business Sales by phone: 1-800-388-8062
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Bitdefender

Bitdefender is a global company that delivers security technology in more than 100 countries through a network of value-added
alliances, distributors and reseller partners. Since 2001, Bitdefender has consistently produced award-winning security technology, for
businesses and consumers, and is one of the top security providers in virtualization and cloud technologies. Through R&D, alliances
and partnership teams, Bitdefender has created the highest standards of security excellence in both its number-one-ranked technology

and its strategic alliances with some of the world’s leading virtualization and cloud technology providers.



