
GravityZone Security for Endpoints

Bitdefender GravityZone is a resource-efficient security solution, which simultaneously provides high performance and protection, 
while delivering centralized management, easy deployment and the freedom to choose any combination of virtualization vendors, 
cloud providers, servers, desktops, laptops, and mobile devices.

Bitdefender GravityZone Security for Endpoints protects any number of laptops, desktops (Windows and Mac), embedded 
devices and servers by using number-one-ranked antimalware technology combined with two-way firewall, intrusion detection 
and application control capabilities.

Bitdefender provides the highly scalable Endpoint Security that businesses require for protection against malware and web 
threats. 

The flexibility given by virtual container deployments allows Security for Endpoints to fit the needs of businesses from Small 
and Medium up to Large Enterprises and Service Providers (xSP), all can benefit from the modular and scalable GravityZone 
architecture.

Key benefits
Enhanced security with 
industry-awarded antimalware 
technologies 

Awards from AV-Test, AV-
Comparatives, and Virus Bulletin 
certify the performance of Bitdefender 
technologies and give administrators 
the peace of mind of having the best 
available solution.

Massively scalable architecture, 
high availability and 
performance

GravityZone Security for Endpoints 
is delivered within a virtual appliance 
with built-in redundancy to minimize 
risks and performance issues when 
managing large environments, and 
drastically reduces the manual effort 
and hardware needed to maintain an 
enterprise-wide security system.

Comprehensive feature set

GravityZone Security for Endpoints includes a fully featured two-way firewall with intrusion detection, antiphishing, web filtering, 
user and web control that blocks increasingly diverse threats from infecting end-user systems and server endpoints.

Simplified security management

GravityZone Security for Endpoints simplifies security operations, it reduces the time required to manage and maintain security 
operations and it further streamlines security management workflows. 

Simple rollout

GravityZone Security for Endpoints provides a turnkey virtual container deployment, automatically uninstalling legacy endpoint 
clients, and integrating with Microsoft Active Directory thus accelerating rollout.
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Bitdefender delivers security technology in more than 100 countries through a cutting-edge network of value-added alliances, distributors and reseller partners. 
Since 2001, Bitdefender has consistently produced market-leading technologies for businesses and consumers and is one of the top security providers in 
virtualization and cloud technologies. Bitdefender has matched its award-winning technologies with sales alliances and partnerships and has strengthened its 
global market position through strategic alliances with some of the world’s leading virtualization and cloud technology providers.

GravityZone Security for Endpoints

Features

�� A single AV solution across various corporate terminals  
Protects laptops, desktops (Windows and Mac) servers, tablets, and embedded devices like point of sale (POS) terminals, 
automated teller machines (ATMs) and self-service check-outs

�� Unobtrusive protection 
Requires no end-user interaction for deployment and ongoing operation

�� Low resource consumption 
Lightweight and not overloaded with unnecessary features, runs silently in the background without slowing-down the system

�� Two-way firewall with intrusion prevention 
Monitors network packages and blocks intrusion or hijack attempts when connecting to public networks

�� Web and application control 
Improves employee productivity by scheduling or restricting access to websites and applications that may be considered 
untrusted or improper in a workplace

�� Antiphising and sensitive data protection 
Prevents loss of confidential data and protects against phishing, fraud, or malicious web content

�� Remote installation 
Easy to deploy remotely by leveraging Microsoft Active Directory or Network Discovery the solution can automatically detect 
and remove other incompatible security solutions at installation time

�� Active Virus Control 
Active Virus Control technology addresses all known security vulnerabilities and identifies new potential malware protecting 
from 0 day attacks

Try Bitdefender GravityZone now! Free trial and more information available on our website 
http://enterprise.bitdefender.com/solutions/gravityzone/

Supported Operating Systems

Security for Endpoints currently protects 
the following operating systems:

�� Workstation operating systems: 
�� Windows 7, 8, 8.1
�� Windows Vista (SP1), Windows XP 
(SP3)

�� Mac OS X Lion (10.7.x), Mountain Lion 
(10.8.x), Mavericks (10.9.x)

�� Tablet and embedded operating systems: 
�� Windows Embedded Standard, 
POSReady, 2009, 7

�� Windows Embedded Enterprise 7
�� Windows XP Embedded (SP 2), Tablet 
PC Edition

�� Server operating systems:
�� Windows Server 2012, 2012 R2
�� Windows Small Business Server (SBS) 
2008, 2011

�� Windows Server 2008, 2008 R2, 
Windows Small Business Server (SBS) 
2003

�� Windows Server 2003 (SP 1), 2003 R2
�� Windows Home Server

Management platform (Control Center)
All Bitdefender GravityZone security 
services are managed by Control Center, 
delivered as a virtual appliance:

�� OVA (compatible with VMware vSphere, 
View)

�� XVA (compatible with Citrix XenServer, 
XenDesktop, VDI-in-a-Box)

�� VHD (compatible with Microsoft 
Hyper-V)

�� TAR.BZ2 archives for KVM, Oracle or 
RedHat Enterprise Virtualization

Support for other formats and virtualization 
platforms may be provided on request.


