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Cloud Security for MSPs
The #1 ranked antimalware security is now ready for Managed Service Providers with a state-of-the-
art multi-tenant management console and simple monthly licensing.
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Best Corporate Security in 2016
Highest average score for protection, performance, and usability
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“We decided to work with Bitdefender for a number of reasons. The products easily integrate in our Microsoft environment; they 
detect unprotected endpoints and clean up malware instantly, and the centralized management makes our job very easy. We can 

structure it in a way that allows us to manage and train our support staff very easily.”

Rob Bosch, President, iPremise.

BITDEFENDER LEADS THE INDUSTRY IN THE BLOCKING OF 0-DAY ATTACKS.

Ransomware and other advanced threats are developed to bypass traditional antivirus solutions. Bitdefender’s combined antivirus/
malware protection provides advanced heuristic technologies that allow Bitdefender to detect new attacks and 0-day threats better 
than any other solution. In the 2015 AV Comparatives behavioral tests, Bitdefender blocked 99% of 0-day threats, ranking ahead of all 
competitors.

POWERFUL BUT LIGHT

Bitdefender consistently leads AV-Test trials for protection, performance, and usability, and has proven to have the smallest impact on 
protected systems, winning the AV-Test Best Performance 2015 Award.

SIMPLIFIED DEPLOYMENT

No security server is ever needed, reducing expense and hassle. In addition, Bitdefender Cloud Security for MSPs, automatically 
uninstalls competitive endpoint solutions and provides a  mass remote deployment mechanisms for fast and simple rollout.

SIMPLE MONTHLY LICENSING

Dynamic monthly billing allows you to pay for just the endpoints or mailboxes that you have active each month, letting you manage 
expenses and cash flow. If you prefer, a yearly license can also be provided.

CONNECTWISE INTEGRATIONS 

Bitdefender’s Cloud Security for MSPs connects the Bitdefender Control Center to a ConnectWise account simplifying your ticketing and 
billing. The integration includes:
• Setting up the ticketing service for different types of security events
• Setting up the billing service
• Importing ConnectWise companies to Bitdefender Control Center

* http://chart.av-comparatives.org/chart1.php?chart=chart2&year=2016&month=8&sort=1&zoom=3
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Bitdefender delivers security technology in more than 100 countries through a cutting-edge network of value-added alliances, distributors and reseller partners. Since 2001, Bitdefender has 
consistently produced market-leading technologies for businesses and consumers and is one of the top security providers in virtualization and cloud technologies. Bitdefender has matched 
its award-winning technologies with sales alliances and partnerships and has strengthened its global market position through strategic alliances with some of the world’s leading virtualization 
and cloud technology providers.

ADVANCED SECURITY FEATURE SET:

Complete antimalware & antivirus protection – Bitdefender provides an advanced combination of Antivirus /Antimalware so you only 
need one security solution, mitigating security breaches, simplifying security deployments and reducing expenses. 
Firewall with IDS – Endpoints are protected with fully featured two-way firewall with Intrusion Detection.
Web Filtering and Search Advisor – Bitdefender blocks phishing or other malicious websites and displays search ratings signaling 
trusted and untrusted pages.
Application and Web user control – To keep employees safe and boost productivity, access to the Internet and certain applications can 
be restricted or blocked
Device Control - Threats can come from any direction. Device control allows you to scan or block USBs sticks and other attachable 
drives and devices.
Exchange Security – Available as a separate billable service, it offers multiple layers of messaging security to protect your email traffic:
• Antivirus / antimalware with behavioral analysis
• Antiphishing
• Attachment and content filtering
• Antispam – Bitdefender consistently ranks among the solutions with the best detection rate in Virus Bulletin’s VBSpam tests
Comprehensive Protection – From a single console you can deploy and manage protection for physical or virtual desktops or servers, 
running in-house, remote, or in Amazon Web Services. Supported platforms include Windows, Mac, and Linux, and Microsoft Exchange 
antispam and antimalware is managed from the same console as the endpoint protection.

SIMPLIFIED MANAGEMENT

Multi-tenant console and flexible roles – Administer all customers in the same console and define permission levels and customers or 
groups that each employee can manage.
Granular policies, reports and alerts – The multi-tenant console enables MSPs to apply different policies for companies or specific 
groups. A quick status is available through the dashboard or predefined reports.
Optimized Bandwidth Consumption – With the new security relay mechanism, external traffic is minimized by using the local network to 
distribute updates or deploy new clients.
Simple usage-based licensing – We invoice MSP partners based on the total number of computers protected each month making fast 
and efficient for you to provision new accounts on the fly.
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SYSTEMS REQUIREMENTS

Email security and antispam

PROTECTED SYSTEMS AND PLATFORMS
Mail Servers: 
Microsoft Exchange 2013, 2010, 2007, Physical and virtual servers
Roles: Edge Transport, Hub Transport and Mailbox

Minimum Endpoint Requirements: 
Intel® Pentium compatible processor 

Workstation Operating Systems: 
2 GHZ or faster for Microsoft Windows Vista SP2, Microsoft
Windows Vista X64 SP2, Microsoft Windows 7 SP0 or higher and
Microsoft Windows 7 X64 SP0 or higher, Windows 8, 8.1, 10
800 MHZ or faster for Microsoft Windows Embedded Standard

7 SP1, Microsoft Windows POSReady 7, Microsoft Windows
Enterprise 7, Microsoft Windows POSReady 2009, Microsoft
Windows Standard 2009, Microsoft Windows XP Embedded SP2,
Microsoft Windows XP Tablet PC Edition
Server side Operating Systems: (2008, 2012, 2012 R2, SBS, 2016)

Minimum requirements: 2.4 GHZ
RAM memory: Minimum: 512 MB free
Disk space: Minimum 1.5 GB free 

Mac OS X 
Intel-based Macintosh running the one of following operating
systems:
Mac OS X Mountain Lion (10.8.5)
Mac OS X Mavericks (10.9.5)
Mac OS X Yosemite (10.10 or later)
Mac OS X El Capitan (10.11 or later)
macOS Sierra (10.12.x)

Linux
Red Hat Ent. 6.2, 6.1, 5.7, 5.6; CentOS 6.2, 6.1, 5.7, 5.6; Ubuntu
11.04, 10.04; SUSE Ent. Server 11; OpenSUSE 12, 11; Fedora 16, 15
RAM: 1 GB of RAM Memory
Available free hard disk space: 400 MB
TrafficLight is available for Safari, Firefox and Google Chrome

Try Bitdefender Cloud Security for MSPs now! 
Free trial and more information available on our website:

http://www.bitdefender.com/business/cloud-security-for-msps.html 
CONTACT U.S. Business Sales by phone: (+1) 954 300 2674


