
Bitdefender OEM Datasheet
Cloud Sandbox Analyzer

OEM 
DATA-
SHEET

Cloud Sandbox Analyzer
Next-generation AI-powered sandbox with advanced detection, reporting & attack visibility

Powerful API based Sandbox Analyzer service, easy 
to use and integrate
A powerful layer of protection against stealthy attacks, 
the Sandbox service analyzes suspicious files in depth, 
detonates payloads in a contained virtual environment 
hosted by Bitdefender, analyzes their behavior, reports 
subtle system changes that indicate malicious intent, and 
provides actionable insight.

The Sandbox service mimics a real target environment 
for attacks, making it a powerful tool against targeted 
malware and file-less attacks.

Bitdefender’s awarded Antimalware technologies

Machine learning, neural networks and behavioral analytics

Advanced Anti-evasion mechanisms

Simple, straight-forward API

Highly scalable infrastructure

Extensive usable forensics report

Ready-to-use MITRE techniques and IOCs

URLs

FILES

submission

verdict

report

Building on multiple proprietary behavioral and machine learning technologies, Bitdefender Sandbox Analyzer 
effectively detects zero-day attacks and other sophisticated threats, ensuring security and compliance. 

It leverages AI and Bitdefender Threat Intelligence built from hundreds of millions of users worldwide, to maintain 
accurate real-time detection on a local level. At the same time, it reveals most advanced and evasive types of malware, 
like APTs or C2s, by incorporating anti-evasion and anti-fingerprint technologies.

Pioneering Machine Learning 
Thanks to our strong research focus, we were among the first security solution vendors to successfully implement 
machine learning to aid detection back in 2007, and we introduced the market’s first tunable machine learning 
technology in 2017. 

Today, we rely on dynamical analysis and dozens of machine learning algorithms to fuel our detection capabilities, 
which we combine with multiple prevention and detection technologies to effectively detect files at network and 
endpoint levels.

• Conducts baseline measurements of the virtual analysis environment 

• Performs suspicious code execution in a replica of production configuration 

• Evaluates changes to the virtual machine during and after sample execution 

• Provides a comprehensive report of all behavior and suspicious or malicious indicators

• Delivers a malicious verdict and severity score that can drive automated or manual actions 
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Attack data enrichment for Security Analysts

Enhanced detection for Security Vendors

Ready-to-integrate engine for in-house solutions

Detection engine for Orchestration Platforms

Features & Benefits 
Award-Winning, Baked-In Technology 
Instead of incorporating third-party technologies, which can be discontinued or outdated in time, Bitdefender Sandbox 
Analyzer is built entirely on award-winning, internally-developed Bitdefender technologies and in-house Threat 
Intelligence streams. 

Powered by AI, Behavioral Analytics and Threat Intelligence 
A next-gen sandbox solution, Bitdefender Sandbox Analyzer features state-of-the-art machine learning, neural networks 
and behavioral analytics to ensure quick and accurate detection. 

Detailed Visualization & Reporting Tools 
Bitdefender Sandbox Analyzer features a uniquely comprehensive and elegant visualization chart, which delivers a 
complete view of each detection and its underlying context. It can learn the threat behavior and provide a timeline 
display of the changes it is trying to make to the system, tree graphs, and even a screenshot of the message or error 
the user views as it is infected – such as the ransomware note.

Extended File Support
Bitdefender extends the range of files supported by the sandbox to make the solution effective against a wide range of 
attack vectors, including malicious applications, document, archives, emails and scripts. 

Out of the Box Integration with Bitdefender SDK
Cloud Sandbox Analyzer is integrated with Client Server Antimalware SDK, adding another layer of security.

Integrates with the Security Architecture In-Place
The simple, straightforward API ensures broad integration with third-party security solutions.

Detection Technologies 

Machine Learning

Persistence Mechanisms

Process Monitor

Exploit Detection

Network Activity Based Detection

Spyware behavior Based Detection

Hyper Detect 

File Similarity

Behavior Analysis Report

Mitre ATT&CK techniques

System changes

Files

Network overview

Network details

Timeline

Graph

Chronology

IoC

Screenshot
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FREE evaluation 
Evaluating the Bitdefender Sandbox service is free of charge and includes technical support. 

Contact us 
For more information regarding the Sandbox service or any of the Bitdefender security technologies, please reach us at 
www.bitdefender.com/oem
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21Founded 2001, Romania
Number of employees 1800+ 

Headquarters 
Enterprise HQ – Santa Clara, CA, United States
Technology HQ – Bucharest, Romania

WORLDWIDE OFFICES
USA & Canada: Ft. Lauderdale, FL | Santa Clara, CA | San Antonio, TX | 
Toronto, CA
Europe: Copenhagen, DENMARK | Paris, FRANCE | München, GERMANY 
| Milan, ITALY | Bucharest, Iasi, Cluj, Timisoara, ROMANIA | Barcelona, 
SPAIN | Dubai, UAE | London, UK | Hague, NETHERLANDS
Australia: Sydney, Melbourne
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About Bitdefender Technology Licensing 
Bitdefender provides end-to-end cyber security solutions and advanced threat protection to more than 500 million 
users in more than 150 countries. Since 2001, Bitdefender has consistently produced award-winning business and 

consumer security technology, and has become a provider of choice for leading Independent Software Vendors (ISVs), 
hardware vendors, service providers and enterprise organizations looking to integrate security technologies into their 

products and services. Today, Bitdefender has over 150 technology partners worldwide. 

More information is available at www. bitdefender.com/oem 


