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MpaBoBbIe MONOXKEHNUSA

Bce npaBa 3alunileHsbl. Hukakas 4acTb 3TOM I'Iy6}'IVIKaLI.VIVI He MOXeT BbiTb BoCnpovseedeHa win nepefaHa B
nobon (DOpMe wau nbsiMn CcpencTBaMn, 3NEKTPOHHBIMU UIN MeXaHU4YeCKUMU, BKIK4Yaa CbOT()KOI'IMpOBaHVIe,
3annce, NCNoNb30BaHWE CPeacTB XpaHEHNA N NOUCKa I/IH(*)OpMaLlVIVI, 6e3 nony4eHna NMCbMEHHOro paspeweHnsa
YMOJHOMOYEHHOr0 npeacTaBuTens komnanum BitDefender. Wcnonb3oBaHue umtaT B 0630pax paspeluaeTcs
TOJIbKOCO CChINIKOW Ha LLVITIApyeMbII;I NCTOYHUK. 3anpeu.|.eHo BHOCUTb Kakune-nnbo n3MeHeHus B J]aHHbII7I MaTepunan.

MpeaynpexaeHne u orpaHnYeHne OTBETCTBEHHOCTH. [laHHbIi NPOrPaMMHbIA NPOAYKT U AOKYMEHTaLMs K
HEeMy 3aLLMLLEHbI aBTOPCKIM NPaBoM. MIH(OpMaLMs B 3TOM JOKYMEHTE NPeJoCTaBASETCs «Kak eCTb», 663 rapaHTum.
XoTs B X0f€ MOArOTOBKM 3TOr0 AOKYMEHTa Bbln NPUHATBI BCe Mepbl NPEAOCTOPOXKHOCTY, aBTOPbI He HecyT
HUKaKOI OTBETCTBEHHOCTW Nepes /iobbiM ULOM WX OpraHM3aLmen B OTHOLEHWN Kakux-nnbo noTepb wan
yuiepba, NPUYNHEHHBIX UK NPEAMNON0XUTENBHO BbI3BaHHBIX NPSMO UM KOCBEHHO MH(OPMaLMen, CoaepXaLlencs
B JOKYMEHTe.

[laHHas KHUra COAEPXUT CChIKM Ha CTOPOHHME Beb-CaiiTbl, He Haxoaswmxcs nof KoHTposnem BitDefender,
noatomy BitDefender He HeceT 0TBETCTBEHHOCTU 3a UX COAepXKaHue. [Mlepexons Ha CTOPOHHME CalTbl, yKa3aHHble
B JOKYMEHTe, Bbl Ae/1laeTe 3TO Ha CBOW CTpax u puck. Komnanua BitDefender npuBoAnT 3TW CCbINKKN TONBKO ANA
ynobCTBa YNTaTeNs, HO HalM4Me 3TUX CCbINOK He 03HaYaeT, 4To BitDefender 6epeT Ha cebs 0TBETCTBEHHOCTb 3a
cofiepxaHue Kakoro-nnbo CTopoHHero seb-caiTa.

Toprosble MapKu. B 3TOM JOKYMEHTE MOryT YNOMUHATLCS Pa3/iniHble TOProBbIe MapKi. Bce 3aperncTpupoBaHHble
1 HE3aperncTprUpPOBaHHbIE TOProBbIE MapKK, YNOMUHAEMbIE B 3TOM AOKYMEHTE, MPUHALANEKAT TObKO UX 3aKOHHbIM
BnajesbLam.
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1. CuctemHble TpeboBaHunS

Bbl MoxeTe ycTaHoBUTL BitDefender Total Security 2011 TOAbKO Ha KOMMNbIOTEPBI,
ucnonb3yloLwre cneayiolime onepaunoHHble CUCTEMbI:

@ Windows XP Service Pack 3 (32-pa3psagHas Bepcus)/Windows XP Service Pack 2
(64-pa3psimHas Bepcus)

@ Windows Vista SP 1 unu 6onee nosgHen sepcun (32-/64-paspsagHas)

@ Windows 7 (32-/64-pa3psanHas)

Mepen ycTaHOBKOW y6eauTeCh, YTO Balll KOMMbIOTEP COOTBETCTBYET MHUMAJIbHBIM
CUCTEMHBbIM TPeboBaHMUSM.

3ameyaHue

@ YT106bI Y3HaTL MHDopMaumio 06 onepaunoHHon cucteme Windows, yCcTaHOBIEHHO
Ha BalleM KOMMblOTepe, a TakXe annapaTHyl MHGOPMaLMIo, LESKHUTE NpaBoi
KHOMKOM Mbil Mok KoMnbloTep Ha paboyem cTone 1 BbibepuTe B MeHto CBOMCTBA.

1.1. MMHMManbHble cucTeMHble TpeboBaHUS

® 1 b cB0o604HOMO MPOCTPAHCTBA Ha XKECTKOM ANCKe
@ Mpoueccop 800 Ml
@ MamaTb RAM:
» 512 MBb pons Windows XP
» 1 I'b ona Windows Vista n Windows 7
@ Internet Explorer 6.0
@ .NET Framework 2 (Tak)xe LOCTyMNeH B NakeTe NMHCTPYMEHTOB YCTaHOBLLMKA)
@ Adobe Flash Player 10.0.45.2

1.2. PekoMeHayeMble CUCTEMHbIe TpeboBaHUS:

® 1 b cB0o60AHOMO NPOCTPAHCTBA Ha XKECTKOM ANCKe
@ Intel CORE Duo (1,66 I'TW) nnn sKkBMBaneHT
@ MamaTb RAM:
» 1 b ona Windows XP n Windows 7
» 1,5 b onsa Windows Vista
@ Internet Explorer 7
@ .NET Framework 2 (Tak)xe LOCTyNeH B NakeTe NHCTPYMEHTOB YCTaHOBLLMKA)
@ Adobe Flash Player 10.0.45.2

1.3. TpeboBaHusa nporpaMmMHOro obecrneyeHums

3awuTa oT uwnHra obecneynBaeTCa TONbKO ANS:

@ Internet Explorer 6.0 nnn 6onee HoBas
@ Mozilla Firefox 3.x
@ Yahoo! Messenger 8.1

CnctemHble TpeboBaHMs 2
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@ Microsoft Windows Live Messenger 8
LLIncpoBaHne MrHoBeHHbIX coobLeHuni (IM) ocyecTBNSETCA TONbKO ANs:

@ Yahoo! Messenger 8.1
@ Microsoft Windows Live Messenger 8

3awmTta  OT crnama obecneymBaeTca AN BCEX MOYTOBbIX  KJIMEHTOB,
noanepxmBatowmx npoTokosbl POP3/SMTP.OOHakKo naHenb WHCTPYMEHTOB
aHTucnama BitDefender nHTerpmpyeTtcs ToNbKO B:

@ Microsoft Outlook 2003/2007/2010
@ Microsoft Outlook Express

@ Microsoft Windows Mail

® Mozilla Thunderbird 3.0.4

CnctemHble TpeboBaHMs 3
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2. [loaroToBkKa K yCTaHOBKe

Mepep yctaHoBkom BitDefender Total Security 2011 3aBepLunTe 3T NPUrOTOBAEHMNS
ana obecneyeHuns 6ecnpenaTCTBEHHON YCTaHOBKM:

@ Yb6enmTecb, 4TO KOMMbIOTEP, Ha KOTOPOM Bbl CobUpaeTecb YCTAaHOBUTH
BitDefender, co0TBETCTBYET MUHWMaJbHbIM CUCTEMHBIM TpeboBaHMAM.ECn
KOMMbIOTEP HE COOTBETCTBYET MUHWMabHbIM CUCTEMHbIM TpeboBaHMAM,
BitDefender He 6yneT ycTaHoBneH, 1nbo He byneT paboTaTb AO/KHBLIM 06pa3om
1 3TO NPUBELET K 3aMeaeHnto paboTsl 1 HECTabUAbHOCTH cMCTEMbI.C MOSHbIM
CMNCKOM CUCTEMHBIX TPeBOBAHMNI MOXKHO 03HAaKOMUTLCS B pasaenie «CMCTEMHbIE
TpeboBaHumsa» (p. 2).

@ Bongute B CUCTEMY C y4ETHOW 3aMnCbio aAMUHUCTpaTOpa.

@ YoanuTe BCe Apyrue nporpaMmel 6e30nacHOCTY C KoMnbloTepa.OoHOBPEMEHHbIN
3anyck AByx nporpamm 6e30MacHOCTM MOXXET MOBANATL Ha UX paboTy 1 BbI3BaTb
cepbe3Hble npobnembl ¢ cucTtemon.3awmnTHUK Windows 6yneT OTK/OYeH Mo
YMO4aHWIO Nepes HavyasloM yCTaHOBKMN.

@ OTkNo4NTEe MAn yaanute BpaHAMay3p, KOTOpbIA MOXET OblTb 3anylleH Ha
KoMmMbloTepe.OLHOBPEMEHHbI 3anycK ABYX 6paHAMay3pOB MOXXET MOBUATH Ha
nx paboTy 1 BbI3BaTb Cepbe3Hble Npobaemsl ¢ cuctemonn.bpaHamayap Windows
OyLeT OTK/Il0YEeH MO YMONYaHMWIO Nepes Ha4yasloM YCTaHOBKY.

lMoaroTtoBKa K yCTaHOBKe 4
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3. YcTaHoBKa BitDefender

Bbl MoXxeTe ycTaHoBUTL BitDefender ¢ ycTtaHoBo4HOr0O aucka BitDefender nnn ¢
MOMOLLbIO YCTaHOBOYHOrO (haiina, 3arpy>KeHHOro Ha Ball KOMMbIOTep C caiTa
BitDefender nnn npyrux aBTopm3oBaHHbIX CaiTOB (HanpymMep, CalToB NapTHEpPOB
BitDefender nnm oHnaiH-mMara3unHoB).Bel MOXeTe 3arpy3mTb YCTAHOBOYHEINA (hainn
C canTa BitDefender no cnepytowemy agpecy:
http://www.bitdefender.com/site/Downloads/.

@ [Ina yctaHoBku BitDefender ¢ KOMMaKT-AUCKa BCTaBbTE KOMMAKT-AWUCK B
auckosog. MosBUTCSA 3KpaH mpuBeTcTBudA. [ Havyana yCTaHOBKW crefdyiTe
UHCTPYKLMAM,

@

3amevyaHune

SKpaH MpuBeTCTBMUA [aeT BO3MOXHOCTb CKOMWPOBAaTb YCTAaHOBOYHbIA NakeT C
KOMMNaKT-Ancka Ha USB-yCTponCcTBO XpaHeHWs AaHHbIX. 9TO NOAE3HO, ecin BaM
Heobxoaumo ycTaHoBMTL BitDefender Ha komnbioTep 6e3 CD-ROM.BcTaBbTe B
USB-nopT yCTpONCTBO XpaHeHUs AaHHbIX 1 WenkHuTe KonupoBaTtk Ha USB.IMocne
3TOro nepenanTe K KomnbloTepy 6e3 yctponctea CD-ROM, BCTaBbTe YCTPOWCTBO
8 USB-nopT u ABaxkAbl WenkHuTe hann runsetup.exe us nanku, B KOTOPYIo
Bbl COXPaHWV YCTaHOBOYHbIN MaKeT.

Ecnn akpaH npuBeTCTBUS He oTobpakaeTcs, nepeimTe B KOPHEBOW KaTasor
CD v pBaxpAbl LienkHUTe autorun.exe.

@ YT06bI ycTaHOBUTL BitDefender ¢ noMoLLblo YCTaHOBOYHOIO haiina, 3arpy>KeHHoro
Ha Ball KOMMbOTEP, HaANTE 3TOT (hait/l U ABaXKAbl WENKHUTE MO HEMY.

CHaYana nporpaMma YCTaHOBKYM MPOBEPUT Bally CUCTEMY AJS MOATBEPXKIAEHUS
YCTaHOBKU.EC/IM yCTaHOBKa NOATBEPXKAEHA, NMepea OTKPbITUEM MacTepa YCTaHOBKY
6yneT BbiBeAEH 3amnpoc Ha BbIOOP A3bIKa.

MacTep npenocTaBfseT UHCTPYKLMK Mo ycTaHoBKe BitDefender Ha komnboTepe,
a Takxe MolaroBoe PYKOBOACTBO MO HAaCTPOMKE OCHOBHbIX MapamMeTpoB U
NnoJib30BaTesIbCKOro nHTepdeca.

3.1. lWar 1. BeegeHune

O3HaKoMbTeCh C JINLLEH3MOHHbBIM COrNaLlleHneM 1 yCTaHoBUTE (P/laxoK YCTaHOBUTE
3TOT (hs1aXKOoK, ecnum Bbl NPUHUMAETE YCJI0BUA JIMLLEH3UOHHOIO CorialleHus
BitDefender.[lns nponomkeHns HaxMnTe fanee.

Ecnu Bbl He COrnacHbl C YCI0BUSIMUW, HaXKMUTe OTMeHa. YcTaHoBKa byeT npepBaHa,
1 Bbl BbIETE 13 MPOrpaMMbl YyCTaHOBKU.

YcTaHoBKa BitDefender 5
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3.2. War 2. lMoaroToBka K yCTaHOBKe

BitDefender BbINOJHAT CKaHMPOBaHWE CUCTEMbI Y MPOBEPUT €e Ha HaJn4une Lpyroro
yCTaHOBJIEHHOr0 NPorpaMmMHoro obecneyeHms 6e30MacHOCTH.

bbICTpoe ckaHupoBaHMe

B Lensix NpoBepKM HaNyns akTUBHOI0 BpeLOHOCHOro MO BbINOAHAETCS bbICTpoE
CKaHUPOBaHMeE KPUTUYECKMX obnacTein CUCTEMBI.

CKaHMpoBaHMe [OJIKHO 3aHUMaTb He 6osee HeCKoNbKUX MUHYT. CKaHMpOBaHWe
MO>XHO B /11060€ BpeMsi 0TMEHUTb, HaXKaB Ha COOTBETCTBYIOLLYIO KHOMKY.

BaxxHo

HacToATenbHO peKoMeHayeTCs LOXKAaTbCsA 3aBepLUeHNs CKaHUPOBaHUS.
AKTUBHOE BpenoHOCHoe MO MOXEeT HapywuTb MPOLecC YCTaHOBKM WAM CTaTb
npr4nHom ero c6os.

Mo 3aBepLUeHNN CKaHUPOBaHWs 0TOOPa3ATCs ero pesynbTaThl. [py 0BHapyxeHnu
Kakunx-nubo yrpos nepepn Npono/HKEHUEM YCTaHOBKU HEOOXOAMMO BbIMOJHUTH
WHCTPYKLMM MO UX yAaneHuio.

[ns npofo/xeHus HaxxmuTe fanee.

YpaneHue cyLlecTBYOLLLEr0 NpPorpamMMHoro obecneyeHuns
H6e3onacHoCcTH

BitDefender Total Security 2011 oTobpa3uT onoBelleHWe O HaJMYMM OPYyrux
YCTaHOBNEHHbIX Ha KOMMbloTepe npofykTax 6e3onacHocTu.Haxmnte Ha
COOTBETCTBYIOLLYIO KHOMKY A8 3anycka npouecca YyAaneHns u chnegynte
WHCTPYKLMAM, YTOBbI yannTb BCe 0OHapy>XeHHble MPOaYKThI.

BHuMaHMe

@ HacTosTeNbHO pPEKOMeHAYeTCS yAansTb BCe APYrue aHTWBMPYCHblE MPOrpaMMsl
nepen yctaHoBkon BitDefender. OgqHOBPEeMEHHbIA 3anMyCK ABYX WU HECKOJIbKUX
AQHTUBUPYCHBIX NPOAYKTOB 00bIYHO MPUBOAUT K HEPABOTOCMOCOOHOCTN CUCTEMBI.

BitDefender Takxe pekoMeHAyeT [eiCTBUS, KOTOpble CNeAyeT BbIMOAHATL Mpu
BKJIIOYEHUN hyHKLMI Be3onacHocTn Windows.
@ Bbikntouuntb 6paHamayap Windows — BoikatodaeT bpaHamaysp Windows.

Ba)xHo

PekomeHayeTcs Bbikto4uThL 6paHamaysp Windows, Tak kak BitDefender Total
Security 2011 yxe Bkato4aeT B cebsi ycoBepLIEHCTBOBaHHbLIN BpaHaMayap.
Vicnonb3oBaHne aByx GpaHAMay3poB Ha OLHOM KOMMbIOTEPE MOXET Bbl3BaTb
npobnembl.

YcTaHoBKa BitDefender 6
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® OTkN4YUTb 3awuTHUK Windows — oTkato4eHne 3awmTHuka Windows.

Ons npofosmxkeHus Haxmute fanee.

3.3. War 3. Pernctpauus

Mpouenypa perunctpaunn BitDefender BkO4aeT perncTpaunio npoaykTa c
NCMOJIb30BaHNEM JINLLEH3NOHHOIO KJIl04a M aKTUBALUMIO OHNANH-QPYHKUNA NyTEM
co3aaHus yvyeTHon 3anucu BitDefender.

Pernctpauuna npoaykrta
BbinoNHUTE LeiCTBYA, COOTBETCTBYIOLLME TEKYLLEN CUTYaLUN:
@ A npuobpen BitDefender Total Security 2011 Ha CD uwnu oHnamH
B 3TOM cnyyae noTpebyeTcs 3aperncTpupoBaTh NPOAYKT:
1. BBeanTe NULEH3VNOHHBIN K04 B Noae A8 peAakTUPOBaHNS.

3amevaHve
@ Bbl MOXKETe HaTW Ball IMLEH3NOHHBIV KIOY:
» Ha o6noxke CD;
» Ha PerncTpaLvoHHON KapToyke NPoAyKTa;
» B 3JIeKTPOHHOM MUCbME O MOKYTKE.
Echm y  Bac  HeT JNIMUEH3MOHHOro Kitoya  BitDefender, HaxmuTe
COOTBETCTBYIOLLYIO CChbINKY A5 nepexofa B OHNanH-mara3uH BitDefender u
nprobpeTnTe NNLEH3UOHHDIA KITHOY.

2. HaxxmuTe 3apeructpMpoBaTtb cenyac.
3. Haxxmute Danee.
@ 1 3arpy3un BitDefender Total Security 2011 pns TectupoBaHus

B 3TOM cfiyyae Bbl CMOXKETe WCMO0Nb30BaTh BCE (PYHKLUM NMPOAYKTa B TeYeHue
30-gHeBHoro nepuopa.qtobel HavyaTb NpobHoe wcnonb3oBaHue, Bbibepute A
xo4y npoTtectupoBaTtb BitDefender Total Security 2011 B TeyeHue 30 gHe#n
n HaxxmnTe Danee.

AKTUBMPOBATb OHNANH-(YHKLN

Bam HEOBXOAWMMO co3gaTb yyeTHyto 3anuck BitDefender, 4To6bl mony4vaTb
obHoBneHusa BitDefender.YyeTHas 3anuce BitDefender Takxxe obecneynBaeT JocTyn
K (DYHKLMU POLAMTENbCKOr0 KOHTPONA OHMalH, BecnnaTHon Texmopdepkke, a
TakKXXe crneumnanbHbIM NPeaoxXeHusM U CKnikaM.B cnyyae yTpaTbl IULEH3NOHHOMO
kntova BitDefender Bbl Mo)KeTe BbINOMHUTL BXOA4 B CBOK YYETHYI0 3amnncb B
http://myaccount.bitdefender.com gns ero BocctaHoBAeHUS.

YcTaHoBKa BitDefender 7
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Ecnn

Bbl He XOTWTe CO34aBaTb Y4eTHyl 3anucb BitDefender npsmo ceiyac,

Bbl6epI/ITe Co3paTb YHYETHYIO 3anUCb No3>XXe N Ha)XXMUTe Danee.

@

3amevaHune

Ecnun BitDefender Total Security 2011 ycTaHaB/iMBaeTCA Ha KOMMbOTEP B LeNsx
TeCcTMpOBaHWA, B 3TOM Cly4ae HeobxoaMMOo Co3aaTh y4eTHyto 3anucek BitDefender.
Mocne nprobpeTeHns npolykTa Heobxoanmo B TevyeHne 30 AHEN C MOMEHTa ero
YCTaHOBKM CO34aThb YYETHYIO 3anuch.

nn pencrteynTe ncxons n3 CUMTyauun:

@ Y MeHsA HeT y4yeTHou 3anucu BitDefender

[lns ycnewHoro co3aaHuns yyeTHon 3anucu BitDefender cnenynte 3Tum waram:

1.
2.

4.
5.

YcTaHoBKa BitDefender

BbibepuTe Co3aaTh HOBYIO Y4ETHYIO 3aNUCh.

BeeamTe HeobxoaMMyto MHOPMaLMIO B COOTBETCTBYIOLLMX Nonsx.HGopMauuns,
KOTOPYIO Bbl NPefoCTaBUTe, OCTAHETCS KOHMUAEHLMNaIbHON,

» NMa nonb3oBaTensa — BBeAUTE CBON agpec 3)'IeKTpOHHOI7I NOoYThl.

» Maponb — BBEAMTE Naposib Balen y4yeTHon 3anucu BitDefender.Maposnb
[OJDKEH coaep)XaTb He MeHee 6 1 He 6onee 16 CMMBONOB.

» BBepauTe naposib NOBTOPHO — BBEAMTE PaHEE 3aaHHbIN NapoJsib MOBTOPHO.

Ecnu BbibpaH NapamMeTp "He CKpbIBaTb Napo/ib Mpu BBOAE", MOBTOPHbIN BBOZ,
napons He TpebyeTcs.

3ameyvaHue

@ Mocne akTWBaLUW Yy4eTHON 3amnWCK Bbl MOXKETE WCMOJIb30BaTb MMEIOLWMACS
aZlpec 3NEeKTPOHHON MOYTbI 1 Maposib, YTOOLI BOATW B CBOK YYETHYIO 3amnuchb
Ha http://myaccount.bitdefender.com.

. JononHntenbHo BitDefender mMo)xeT MHGOpPMUPOBATbL BaC O CreunabHbIX

NpeanoXXeHnsax n 6oHycax no 3N1eKTPOHHOWN NOYTE, YKa3aHHOW B Balen y4eTHOM
3anucn.Haxmnte MPoOoCMOTP KOHTAaKTHOW MHGOpPMaLMuK 1 BbIbepuTe 0AMH
13 [OCTYMHbIX CMOCOH0B CBSA3M B OTKPbLIBLLUEMCS OKHE.

» OTnpaBnATb MHe BCe coobLeHuns

» OTnpaBnATb MHe Ba)KHble COOOLLEeHUA

» He oTnpaBnaTb MHe coobLieHus

Haxxmnte MopTBEpPAUTD.
[nga npofosmkeHnsa Haxxmute Janee.
9 3ameyaHue
U YT100bI MCMOSIL30BATH YYeTHYIO 3anncCb, Bbl 4OJDKHbI €€ aKTUBUPOBaTb.

MpoBepbTe MOYTY W CAepynTe MHCTPYKLMSAM B MUCbME, OTMPaBAEHHOM BaM
cnyxbon pernctpaumu BitDefender.


http://myaccount.bitdefender.com
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@ Y MeHsA yXe ecTb y4yeTHasa 3anucb BitDefender

BitDefender aBToMaTMYECKM ONPESEINT, EC/IN Bbl YXKE PEFUCTPUPOBAJIN YHETHYIO
3anuce BitDefender Ha 3Tom KoMnbloTepe.B 3ToM ciyvae BBeAMTE NapoJib BaLlen
yyeTHou 3anucy n HaxxmuTe MoaTBepAUTb. 111 NPOLO/IKEHNS HaxxMUTe danee.

Ecnn y BacC y)Xe eCTb akTUBHas y4yeTHas 3anuck, Ho BitDefender He moxeT ee
0bHapyXWTb, CeaynTe 3TUM LWaram, YTobbl NPUBSA3aTb NMPOAYKT K 3TON YHETHON
3anucm:

1. Buibepute Bxop, (npepbia. yyeTHas 3anuch).
2. BBeauTte anpec 37eKTPOHHOM MOYTbl U Maposib Ballel YYeTHOW 3anucu B
COOTBETCTBYHOLLMX NONAX.

9 3amevaHune
U Ecnm Bbl 3abbliv naposib, HaxmuTe 3abbinu naponb? u ciegynTe
NHCTPYKLUSAM,

3. JononHutensHo BitDefender moxxeT MHMOPMMPOBATL Bac O CreLuaibHbIX
NpeanoXXeHnsax n 6oHycax no 3N1eKTPOHHOWN NOYTE, YKa3aHHOW B Balen y4eTHOM
3anucu.Haxxmute NMpocMoTp KOHTAKTHOW MHbopMauum 1 Beibepute 0AUH
N3 LOCTYMHbIX CNOCO60B CBA3M B OTKPLIBLUEMCS OKHE.

» OTnpaBnATb MHe BCe coobLeHus
» OTnpaBnATb MHe Ba)KHble COOOLLEeHUA
» He oTnpaBnaTb MHe coobLieHus

4. Haxxmnte NMopTBEpPAUTD.

5. na npogosmkeHns HaxmnTe fanee.

3.4. War 4. Bbibop pexunma npocMoTpa

3[eCb MOXKHO BbIOpaThb TUM YCTAHOBKYM U PEXIM M0JIb30BaTENIbCKOr0 UHTEpdeiica.

BbibepnTe TUN YyCTaHOBKY
JoCTynHbI cnegytowe napamMmeTpbl HACTPONKN:

@ BbicTpas ycTaHoBKa — npu Bbibope 3TOro napameTpa BbiNoNHAETCS ObiCTpas
ycTaHoBKa BitDefender 6e3 ero getanbHOM HaCTPONKML.

@ HactpanBaemas yctaHoBKa — BblbepuTe 3TOT mapameTp, eCAu Bbl XOTUTE
CaMOCTOATENbHO HAaCTPOUTL NPOLLeCC YCTaHOBKY 1 napameTpsbl BitDefender.

[na npocMoTpa BUAEOPYKOBOACTB, COAEPXALUMX WHCTPYKLUWUW MO YCTaHOBKE,
HaxmuTe MomoLb
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3amedaHue

@ Y7106kl BbIOPATL ANS YCTaHOBKM KOHUrypaumio BitDefender no ymonyaHuio n nepenTu
HemocpeiCTBEHHO K MOCAefHeMy Llary MacTepa yCTaHoBkM, BbibepuTe He
ycTaHaB/MBaTh.

Ons npoposxeHus Haxmute fanee.
Bbl6epI/ITe nyTb 0114 YCTaHOBKM

) 3ameyaHue
U 3T0T war oTobpaxkaeTcs ToAbKO Npu Boibope HacTpauBaeMon yCTaHOBKM.

Mo ymonyaHuio BitDefender Total Security 2011 6yneT ycTaHOBAEH B KaTaJjior
C:\Program Files\BitDefender\.Ecnu Bbl xoTuTe BbibpaTb APYry nanky
LN5 yCTaHOBKM, HaxxMunTe O630p, a 3aTeM B OTKPbIBLLIEMCS OKHE BbibepnTe nanky,
B KOTOPYIO XOTUTE ycTaHoBUTb BitDefender.

Mosb3oBaTenn MoryT oOMeHMBATbCA APYr C Apyrom annamum MnpoaykTa u
BUPYCHbIMU curHaTypamu BitDefender.Takum obpa3om, noctynHo 6onee bbicTpoe
obHoBneHme BitDefender.Eciin Bbl He XOTUTE BKOYATb 3TY (hYHKLMIO, yCTaHOBUTE
COOTBETCTBYIOLLNIA (h1aXKOK.

o 3amMeYyaHune
u EcnnaTa beHKLI,VIﬂ BKJ1lO4YEHa, COBMECTHbIN AOCTYN K INYHbIM VI,EI,eHTI/I(bVIKaLLVIOHHbIM
JOaHHbIM NPenoCTaBNATbCA He 6yne‘r.

Ons npofosxeHus Haxmute fanee.

Bbibop Nonb30BaTENLCKOrO MHTEPGENCa

BbibepuTte pexmm NpocMOTpa MOJIb30BaTENbCKOro MHTepdelnca, onTUManbHO
COOTBETCTBYIOWMA BawmuMm TpeboBaHusmM.BitDefender Total Security 2011
npeaocTaBseT Ha BbIGOp TPy TuMa UHTepdenca, Kaxxabli U3 KOTopbIX pa3paboTaH
cneunanbHo B COOTBETCTBUM C MOTPEBHOCTAMM Pa3NyHbIX TUMOB NOJb30BaTENEN.

NHTepgenc "OcHoBHON"
MoaxoanT N5 Ha4YMHAKOLWMX NOSb30BaTeNEN U NONb30BaTeNEN, KOTOPbIE XOTAT
obecneynTb 3alUTy CBOMX KOMMbOTEpPOB C nomollbto BitDefender 6e3
3HAYUTENbHOIO y4YacTUsi B 3TOM npouecce. ITOT WHTepdenc npocT B
MCMONb30BaHMN W NpedycMaTpuMBaeT MUHWMaJbHOE B3aUMMOAENCTBME C
nosb30BaTenNeM.

Bce, 4yto TpebyeTcs OT Bac, — YyCTpaHUTb CyllecTBytolime npobnemsl,
obHapyxeHHble BitDefender. lMowarosbin MacTep MOMOXET BaM B WX
pelleHnn.KpoMe TOro, Bbl MOXKETEe BbIMONHATL 0obLiMe 3afayn, Takue Kak
obHoBneHne curHaTyp BupycoB BitDefender u cannos npoaykTa wam
CKaHUpOBaHWe KoMMbloTepa.
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NHTepdenc "OnbITHLIN Nonb3oBaTeNb"
Monb3oBaTeNb MOXET HacTpauBaTb OCHOBHble mnapameTpbl BitDefender,
OTAE/bHO YCTPaHATb HENCMPABHOCTW, OCYLLIECTB/IATL YMpaBieHne NpoayKTaMm
BitDefender, ycTaHOBNEHHbLIMU Ha KOMMbIOTEPAX B AOMALLHEN CETU, U BbIBMPaTL
HENCNPaBHOCTU ANA OoTCcnexuBaHus.Kpome TOro, HacTpouB (YHKLMIO
POOUTENBCKOr0 KOHTPOASA, MOXKHO YNPaBAATb AENCTBUSMU CBOMX AETEN Ha
KoMmMbloTepe u B VIHTepHeTe.

NHTepdenc "dkcnept"
Pexxum nogxoanT Ans TEXHNYECKU NOLKOBAHHbIX NMOJib30BaTesIen 1 NO3BONSET
MOJIHOCTbIO HacTpoUTb Kaxayl dyHkuuio BitDefender.Bol mMoxeTe Takxke
MCNONb30BaTbh BCe 3ajayn, MpefycMOTPeHHble AN  3aluTbl  Ballero
KOMMbOTEPa M AaHHbIX.

BbibepnTe TpebyeMble 3neMeHThl U HaxxMuUTe [lanee AN NPOLOJIKEHNS.

3.5. War 5. HacTpownka

34eCb MOXHO BbINOJIHUTL HACTPONKY MPOAYKTa.
HacTponka napamMeTpoB

o 3ameyaHue
U ITOT War oTobparkaeTcs TonbKO Npu Bbibope ans BitDefender pexxuma uHTepdeiica
3KcneprT.

B 3TOM pasgenie MOXXHO BKIIOYUTb UK OTKIIIOYNUTL PyHKLMK BitDefender, koTopble
pacnpegeneHbl no AByM KaTeropusam.Y1obbl U3MeHWUTb CTaTyC HaCTPOVKY, BbibepuTe
COOTBETCTBYIOLLMIA NapameTp.

@ HacTtpoiiku 6esonacHocTH

B 3710 06nacTun Bbl MOXKETE BKJIHOYUTL WM OTK/IOYUTD HaCTpOIZKVI NnPoAyKTOB,
KaCalowunecd pas3indHbIX acCreKTOoB KOMI'IbIOTepHOI?I n VIHqI)OpMaLlVIOHHOI;I

6e3onacHoCTw.

HacTpoiku OnuncaHue

AHTUBMpYC 3alwmTa haraoB B pexuMe peanbHOro BPeMEeHM
rapaHTuMpyeT Ux NPOBEPKY Mpu 3anycke BaMu Uan
npuaoxeHnem, paboTatoLLMm B 3TOW cUCTEMe.

ABTOMaTHU4YECKOEe ABTOMaTM4yeckoe OOHOBNEHME TrapaHTUPYeT, 4TO

obHoBNEeHue HoBenwme npopykTel BitDefender wn  annbl

CUrHATYp PerynspHoO aBTOMAaTUYECKU 3arpy>KatoTcs
1 yCTaHaBANBAOTCS.
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HacTpoiku OnucaHune

MpoBepka yA3BUMOCTEN ABTOMATUYECKOE CKaHWPOBaHWE Ha Haanyue
ysi3BMMOCTEN obecneynBaeT 06HOBIEHNE BAXXKHOI O
NpPOrpaMMHOro obecneyeHus Ha BaLleM
KOMMblOTEpE.

AHTUCNaM AHTUCMAM  (PUABLTPYET  3NEKTPOHHYK  MOYTY,
Mony4Yaemyto BaMW, MapKUPYs HexenaTesbHble
coobueHnsa kak CIMAM.

AHTUULWINHT 3aluMTa OT (PMLLUMHFA pacro3HaeT CTpaHuLy,
CO3JaHHYIO NS KPaXku JUYHOW UHGopMauum, u
coobLaeT 06 3TOM Nob30BaTENIO.

KOHTpOAb IM4HBIX KoHTponb JINYHBIX LaHHbIX nomoraet

OaHHbIX nNpeaoTBPaTUThL OTNPABKY BalUMX JIMYHbIX AAHHbIX
6e3 Bawero cornacud. OH 6nokumpyeT ntobble
MIHOBEHHbIe Co0bLeHns, CO0BLLEHNS SNEKTPOHHON
noyTbl MAM Apyrue ¢opMbl nepefayn AaHHbIX,
KOTOpble nepefaloT AaHHble, OnpefesieHHble Kak
JINYHbIE.

LndposaHue yaTa LLingpoBaHmne YaTa CAYXWUT OA9 3alnTbl obMeHa
coobuieHnamun B Yahoo! Messenger n Windows Live
Messenger npu ycnoBuu, 4TO Bawmn IM-KOHTaKThbI
NCMOMb3YI0T COBMECTUMBIN NpoayKT BitDefender un
IM-npunoXxeHus.

PopuTenbCKUi KOHTPONb PoanTeNbCKUii KOHTPO/b orpaHunyunBaeT
IesATeNbHOCTb BallMX AeTel Ha KOMMblTepe U B
CeTWn, OCHOBLIBASICb Ha MpaBWiax, oOnpeneneHHbIX
BaMn.OrpaHn4eHns MoryT BKJ0YaTb 6NOKUPOBKY
Henonobatolwnx Beb-calnToB, a Tak)Ke orpaHMyeHne
urp n poctyna B WHTepHeT B COOTBETCTBUU C
YCTaHOBJIEHHbIM pacrnnCcaHUeM,

BpaHgMayap BpaHamayap obecrneyvBaeT 3alWUTy  Ballero
KOMMbIOTEPA OT aTaK XaKepoB U BPEAOHOCHbIX
nporpamm.

Wndpposanue pannoe LndposaHne dainnoB MnoMoraeT  COXpPaHUTb
KOH(UAEHLMNaNbHOCTb BaLLNX JOKYMEHTOB, LUndpya
MX B CrleumasbHble XpaHuauwa.llpy oTKIYeHUN
WwngpoaHna hannoB BCe XpaHuauwa danaos
6ynyT 3abn0KMpoBaHbl U Bbl Bosblue He cMOXeTe
nosyy4aTb AOCTYyn K (annam, KOTOpble OHU
cogepxar.
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@ O6LMe HAaCTpPOMKHM

34eCb Bbl MOXETE BKIKYUTb WAN OTK/OHYUTb napamMeTpbl, CBA3aHHble C
XapaKTepuUCTnkKaMm npoayKTa 1 OrnbITOM MoJib30BaTENA.

HacTpoiku OnuncaHune

Pe>XuM urpbl PeXXUM Wrpbl BPeMEHHO W3MeHSeT HaCTPONKM
3aLMThl, YTOBbI MUHUMK3MPOBATL X BAWUSHUE Ha
LEeATeNbHOCTb CUCTEMbI BO BPEMS UTPb.

O6Hapy>xeHue pexxuma Pexum HoyTOyka BpeMeHHO M3MeHSeT HaCTPOWKN
HOyTOyKa 3alUThl, 4TOObI MUHUMU3NPOBATbL UX BUSIHWE Ha
ANnMTenbHOCTb paboTel 6aTapen Bawero HoyToOyka.

Maponb HacTpoek Bbnaronaps 3ToMy HacTpouku BitDefender moryt
6bITb M3MEHEHbl TOMIbKO TeMW, KTO 3HaeT 3TOT
napoJib.

Korpa Bbl BKJIOYUTE 3TOT napamMmeTp, BaM 6y,D,ET
npennoXXeHo yCTaHOBUTb MapoJib HaCTpoeK.BBG_‘)J,I/ITe
napojib B oba nonda n Haxmute OK pnna ero
YCTaHOBKMW.

Hosoctu BitDefender BkntoymB 3TOT MapameTp, Bbl bByaeTe nony4aTtb
BaXKHble HOBOCTU KOMMaHWK, 06HOBAEHNSA MPOAYKTa
1 CMIMCOK HOBbIX yrpo3 oT BitDefender.

YBenoMmseHus BkntouMB 3TOT napameTp, Bbl byneTe nosyyaTb
NHOPMaLNOHHbIE YBEAOMIIEHNS.

MaHenb aKTUBHOCTH MaHenb aKTUBHOCTM CKaHMPOBaHUS — 3TO

CKaHUpPOBaHUA HebosblIOE MNpPO3payHoe OKHO, oTobpaxkatowee
nporpecc CKaHMpoBaHUS BitDefender.ns

nony4yeHund LOMONHUTENBHON MHq)OpMaLLVIVI
nepe|7|):w|Te K «llaHesib akTUBHOCTU CKaHunpoBaHus»

(p. 22).
OTﬂpaBﬂﬂTb OoT4YeThbl O BkatoyeHne >3Toro napamMmeTpa obecneyuBaeT
BUpYyCax OTNpPaBKy O0THETOB O CKaHMPOBaHUWN Ha BUPYChl B

nabopatopuu BitDefender ons aHanusa. Obpatute
BHUMaHWe, YTO 3TW OTYeTbl He ByayT copepxaTb
KOH(MAEHLMaNbHbIX AaHHbIX, TaKUX KaK, Hanpumep,
Bawe wuMms wam |IP-agpec, u OHM He O6yayT
MNCMOMb30BaTbCs B KOMMEPYECKUX Liensx.

ObHapy>XxeHue aTak BknioyeHne 3Toro napameTpa obecneyvBaeT
OTMpaBKy OTYETOB O MOTEHLMaNbHbIX BUPYCHbIX
aTakax B nabopatopum BitDefender ona aHanumsa.
ObpaTuTe BHMMaHWe Ha TO, YTO 3TW OTYeThbl He
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HacTpoiku OnucaHune

OyayT comepXaTb KOHPUAEHUMUANbHBLIX [OaHHbIX,
TaKUX Kak, Hanpumep, Balle ums uan IP-agpec, u
OHW He 6yayT WCMOoJSb30BaThCs B KOMMEPYECKMX
Lensx.

[ns npofosHxkeHUs HaxxmuTe fanee.
HacTponka pasgena "Mon MHCTPyMeHTbI"

9 3amedaHue
U 3T10T Wwar oTobpaxkaeTca TonbKO Npm Boibope Ans BitDefender pexuma nHTepdenca
OCHOBHOM 1 ONbITHLIA NOJIb30BaTENb.

B pa3nene Mou MHCTPYMEHTbI MOXXHO HacTPOUTb MaHesb ynpasneHus, Lobasms
APAbIKA AN 4acTO WCMOJIb3yeMblX WHCTPYMeHTOB.Takum 06pa3oM  MOXKHO
obecneynTb Nerkmin n yaobHbeln 4OCTYN K HAM.

C nomMoLLblo 3TOro 3KpaHa MOXHO A00aBUTbL APAbIKK Ans NObIX N3 CNeayLnX
NHCTPYMEHTOB:

@ POONTENbCKUN KOHTPOJIb — OTC/IEXMBaHME 1 yrpaBieHne OenCTBUAMN feTeln
Ha KoMMbloTepe.

@ Pexxum urpbl — yctaHoBuTe ans BitDefender 3anpeT Ha BMellaTeNbCTBO B
MpoLLecc Urpsl.

@ PeXXnM HOoyTOYKa BPEMEHHO 3MEHSAET HAaCTPONKM 3aLLNTLI B LIeSISX MUHUMU3ALIAN
UX BIINSHUSI Ha CPOK PaboThl akKyMynigTopa HOyTOYKa.

@ YnpaBneHve [oOMallHen ceTbld — ynpasieHve npoaykTamu BitDefender,
YCTaHOB/IEHHbIMU Ha KOMMbIOTEPaX, KOTOPbIE BXOASAT B LJOMALLHIO0 CeTb, C 0AHOI0
KoMMbtoTepa.

BeibepuTe UHCTPYMeHTbI ans gobaBneHns u HaxmMuTe Janee 4711 NPOLO/IKEHMS.
HaCTpOI7IKa poaonTenbCKOro KOHTPOJIA
) 3ameyaHue
U IT0T War oTobpaxaeTca TONbKO Npu Lo6aBNeHNN PyHKLUN POLNTENLCKOrO KOHTPONIS

B pa3fen "Mov MHCTPYMEeHThI".

[ns BbiGOpa AOCTYMNHbLI TPU NapameTpa:
@ HacTpoiika poANTENbCKOro KOHTPONA ANA YYETHbIX 3anucei perei
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BbibepnTe 3TOT NnapameTp AN1S BKAOYEHUS PYHKLM POANTEbCKOrO KOHTPOJIA
ANa yyeTHbIX 3anucern Windows, CO34aHHbIX CreuuanbHO ANA OeTen, U
ynpaBaeHns 3TON (hyHKLMEN U3 YHETHOW 3annucu agMMHUCTpaTopa.

@ HacTpoinka poaMTeNnbCKOro KOHTPOA A1 TeKYLeN Y4eTHON 3anucu

Mpwn BbibOpe 3TOro NapameTpa ANs Tekylwen yyeTHon 3anmucm Windows byneT
BKlOYEHa (DYHKLUS POAUTENbCKOrO0 KOHTpoAs. [pu 3TOM Heobs3aTesbHO
CO34aBaTb OTAENbHYIO YYETHYIO 3anncb ANA AeTei: npasuia POAUTENbCKOrO
KOHTpONs By YT NPUMEHATLCS KO BCEM M0JIb30BaTENIAM TEKYLLEN Y4ETHOM 3anucu.

B 3ToM cnyvyae naponb TpebyeTca Ans 3aWUTbl HAaCTPOEK POAUTESbCKOro
KOHTPONS.ITY (YHKLMIO MOXHO HACTpPOWUTb Celvyac WanM Mo3fHee B OKHe
BitDefender.

@ He ycTaHaBnuBaTh ceryac

BbibepuTe 3TOT napameTp, 4TOObl HACTPOMTL AaHHYIO DYHKLMIO NO3AHEE, B OKHE
BitDefender.

Ons npoposxeHus Haxmute fanee.
YnpasneHue OOMalUHeN CeTbIo

) 3ameyaHue

U 70T Wwar otobpaxaeTcs ToNbKO Npu LobaBneHnn HyHKLNN yrpaBaeHUs LOMaLLHEN
ceTblo B pasges "Mou UHCTPYMeHThI".

Ons Bbibopa AOCTYMNHbLI TPY NapaMeTpa:

@ HacTpouTtb 3TOT KOMNbIOTEP B Ka4yecTBe cepBepa

BribepuTe 3TOT napameTp, ecan ynpasneHue npoaykTamu BitDefender,
YCTAHOBJNIEHHBIMW Ha [APYrux KOMMblOTepax B [OMallHeh ceTuw, Oyner
OCYLLEeCTBJIATHCA C 3TOF0 KOMMbOTEPA.

[ns nookaYeHus K ceTu TpebyeTcs naposib.BBeanTe naposb B NOSABUBLLMXCS
TEKCTOBbIX MNOMAX U HaXXMUTe MoBTBEPAUTD.

@ HacTpoika KkoMmnbloTepa B KayecTBe "K/MeHTa"

BbibepuTte 3TOT napameTp, ecnu ynpaeneHue BitDefender nnaHupyeTtcs
OCYLLEeCTBASATb C APYrOoro KOMMbOTEPaA B AOMALLUHEN CETU, Ha KOTOPOM TakxXe
ycTaHoBneH BitDefender.

Ons nopkitoyeHns K ceTu TpebyeTcs naposib.BBeauTe naposib B NOSIBUBLLMXCS
TEKCTOBbIX MOJIX U HakMnTe MoATBEPAUTD.

@ He ycTaHaBauBaTh cenyac

BbibepuTe 3TOT NapameTp, YToObl HACTPOUTL AaHHYI (YHKLIMIO MO3HEE, B OKHE
BitDefender.
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Ons npofosHkeHUs HaxmuTe fanee.

3.6. LWar 6. MapameTpbl TEXHNYECKOW NOAOEPKKM

B 3TOM pa3fene MOXXHO HaCTPOWTL NapaMeTpbl CIPaBKN U MOLLEPKKN:

@ Bxntounts/oTKNI04NTL Mopckasku.Moackasky NpeacTaBnsoT cobon cooblueHus,
oTobpakaeMble Ha naHenu ynpasneHus BitDefender, koTopble nomMoryT Bam
ONTUMU3MPOBATb MPON3BOANTENBHOCTb CUCTEMBI.

@ MNoaTBepanTe afpec 3N1eKTPOHHOM NOYThI, KOTOPbI ByAeT MCNoAb30BaTLCSA NPy
obpaweHnn B cnyxby noppepXxku knmeHtoB BitDefender. Ecnn Bbl He
cobupaeTecb obpalwiaTbCa B CNy6y nooaepXKy KAWEHTOB MO 3JIEKTPOHHON
noyTe, yCTaHOBUTE COOTBETCTBYHIOLLMIA (h1aXKOK.

3.7. War 7. MogreepxaeHue
34eCb MOXHO NPOCMOTPETH BbIBPaHHYI0 KOH(MUIypaLuio.
Mo yMon4YaHWio TakXKe 3arniaHMpoBaHO BbINOJHEHWE ABYX 3aaHWiA:

@ [TonHoe CcKaHupoBaHWE CUCTEMbI GYIJ,ET BbIMOJIHEHO HenocpenCTBeHHO nNo
3aBepleHnmn yCTaHOBKN.

PekoMeHOyeTCs BbINMOJHUTL [OeTajllbHOe CKaHMPOBAHWE, KOTOPOE MOMOXEeT
06HapPYXUTb BUPYChI 1 BpenoHocHoe MO B KoMMbloTepe.

@ CKaHuMpoBaHue CMCTEMbI 3an1aHNPOBAHO Ha Kaxkaoe BockpeceHbe B 2:00.

HacTosTesnbHO pekoMeHAyeTCA BbIMONHATL CKaHMPOBaHME CUCTEMbI HE pexXxe
OLHOro pasa B Hegeno.Ecnm pacnucaHve No yMOJIYaHWIO BaM He MOAXOAMT,
MOXHO BblbpaTb Apyryto AaTy v Bpems. Ecaym Ball KOMMbOTEP BbIKOYEH B
3anlaHnpoBaHHOE BpeMA, CKaHWPOBaHWE 3anyCTUTCHA, KOrda Bbl BKJOHYUTE
KommbtoTep.

HaxMnTe 3aBepLUMNTD.

3.8. WWar 8. 3aBeplieHune

YcTaHoBKa 6113MTCA K 3aBepLUEHMIO. BbINOAHAETCS OKOHYaTelbHas HaCTPOoKa u
yCTaHOBKa 06HOBNIEHNI.

Mo 3aBepLleHnn YCTaHOBKM MacTep aBToOMaTMYeCcKn 3akpoeTcs.lpu Bbl60pe 3TOro
napaMeTpa B npeablayLuem ware BbiNMoJIHAETCA NOJIHOE CKaHNPOBaHWE CUCTEMBI.

MacTep yCTaHOBKWU BHIMOJHAET OOHapyXeHue CeTW, K KOTOPOW MOAK/OYEH
KOMMbIOTEP, W  KlaccuuuupyeT ee Kak  "[oMallHIo/opuCHY"  nan
"06LenoCTyNHY0".
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) 3ameyvyaHune
Bo3Mmo)xHO, noTpebyeTcs nepesarpyska CUCTEMbI.
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4. ObHoBsIeHNe NpeablayLwen sepcun BitDefender

MoxxHO 06HOBMTbL TekyLuyto Bepcuio Ao BitDefender Total Security 2011, ecim B
HacToswee BpeMs ncnosb3yetcs BitDefender Total Security 2011 beta, 2008, 2009
nnun 2010 Bepcuu.

EcTb oBa crnocoba BbINOSHEHUS 0OHOBIEHUN:

@ YcTaHoBka BitDefender Total Security 2011 HenocpeACTBEHHO MOBEPX YCTapeBLUEN
Bepcuun.lpn ycTaHOBKe Tekyllen Bepcum 6e3 yaaneHuns sepcum 2010 cnmckun
Opy3e n cnamepoB, a TakXe Manka KapaHTuHa OyayT MMNOpPTUPOBaHLI
aBTOMaTUYECKM.

@ YoanuTe npenbloyLLyi0 BEPCUIO, 3aTEM Neperpy3nTe KOMMNbITEp U yCTaHOBUTE
HOBYIO Bepcuto, cnepys ykasaHusMm pasfena «YcraHoska BitDefender» (p.
5).HacTpoiikn npofoykTa coxpaHeHbl He O6yayT.Mcnonb3yiTe 3STOT MeTon
0bHOBIEHUS B CNyYae, eC/n 0CTalibHble He MOAOLLJIN.
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5. BoccTtaHoBneHune nnn yganernue BitDefender

Ecnm Bbl XO0TWTe BOCCTaHOBMTbL uan yaanmTb BitDefender Total Security 2011,
nponguTe no cnepytowemy nytu n3 meHto Windows "Myck": Myck -» MporpaMmMbl
- BitDefender 2011 —» BocCcTaHOBUTb WU YA ANIUTD.

OTKpoeTcs MacTep, KOTOprVI NMOMOXXET 3aBepPLUNTb BbIMOJIHEHNE Tpe6yeMoro
3afaHnA.

1. BocCTaHOBUTb WJIN YA AJNIUTDb
Boibepute fencTeme o1 BbINOJHEHNS:
@ BoccTtaHOBUTbL — MOBTOPHAas YCTaHOBKA BCEX KOMMOHEHTOB NPOorpamMmmel.
@ Ypanutb — yaaneHune BCex yCTaHOBJIEHHbIX KOMMOHEHTOB.

9 3amevyaHune
U PekomeHayeM BbibpaTh Y AanuTh 419 KOPPEKTHON NepeyCTaHOBKMU.

2. MopTBEpAUTL

0653aTeNIbHO 03HAKOMbTECh C 0TOBPaAXKAEMbIMU CBEAEHUAMN Nepel TeM, Kak
HaxxaTb flanee A/19 NOATBEPXKAEHUSA OEeNCTBUS.

3. Xop, BbINOJIHEHUA

JoxanTecb, noka BitDefender 3aBepLumnT BbiNoHEHWE BbIOPaHHOMO AEACTBUA.ITO
3aiMeT HeCKObKO MUHYT.

4. 3aBepLINTDb
OTobpa3aTcs pe3ynbTaThl.

[ns 3aBepLUeHns Npoueaypbl HE06X0ANMMO Nepe3arpy3nTb KOMMboTep. HaxxmuTte
Mepes3arpy3uTb 15 HEMELJIEHHOW Mepe3arpy3ky Ui 3aBeplunTb, HTOObI
3aKpPbITb OKHO 1 Mepe3arpy3nTb KOMMbOTEP NO3JHee.

BoccTaHoBneHune nnn ynaneHue BitDefender 19
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6. 0630p

Mocne yctaHoBkM BitDefender Total Security 2011 komnbtoTep byaeT 3alumLleH oT
BCEX TWUMOB BPEAOHOCHbIX MPOrpaMM (BMPYCOB, LUMUOHCKMX MpOrpaMMm 1
BUPYCOB-TPOSIHOB) N MHTEPHET-Yrpo3 (aTak Xxakepos, puLLIMHIa 1 cnama).

HacTpauBaTb Apyrue napameTpsl BitDefender, noMMMO HacTpOEHHbIX B MpoLiecce
YCTaHOBKU, Heobsi3aTebHO. TeM He MeHee, MoJib30BaTe b MOXET BOCMO0J1b30BaThLCA
BO3MOXXHOCTAMU BitDefender o115 0TNaaKM 1 NOBbILLEHNS SPHEKTUBHOCTY 3aLLNTbI
KoMMbloTepa.

Bpemsi oT BpemeHum Heobxoammo OTKpbiBaTb BitDefender un ycTpaHaTb
CyLeCTBYOLWMNE Henonaakn.BoaMoxXHO, BaM MpuAETCA HaCTPOUTb OTHEsbHble
anemeHTbl BitDefender nnu npuHATL NPEBEHTMBHbIE MepPbl ANS 3alUTbl BalLEro
KOMMbloTepa 1 AaHHbIX.[Tpy XenaHun Bbl MOXXeTe HacTpouTb BitDefender Tak,
4yTobbI HE NoNyYaTb yBedoMAeHUs 06 onpeaeneHHbIX CObbITUSX.

Ecnv Bbl He 3aperncTpupoBanv NPoAYKT (B TOM YCJIe He CO34aJ11M YYETHYI0 3anuch
BitDefender), He 3abyabTe caenaTh 3T0O 40 KOHL@ NpobHoro cpoka.Bam Heobxoanmo
C03[aTb Y4eTHYIO 3anunch B TeveHne 15 fgHewn co gHA ycTtaHoBku BitDefender (ecniun
Bbl UCMOJIb3yeTe MOJIHYI0 BEPCUIO, TO B TevyeHue 30 OHen).B npoTuBHOM ciyvae
BitDefender He by aeT 06HOBASATLCA. ANF NONYYEHUS [ONOAHUTENBHON NHKOPMALLN
0 npoLuecce perncTpaumnm nepenguTe K «<Pernctpaumns n Mosi y4eTHas 3anucb» (p.
59).

6.1. OTKpbITUe BitDefender

Onsa Bxona B rnaBHbIN nHTepgenc BitDefender Total Security 2011 ucnonb3synte
MeHto "Myck" Windows: Myck - Mporpammel - BitDefender 2011 - BitDefender
Total Security 2011 nan on5 yCKOpeHns npouecca ABaXK bl WeJKHUTE Ha 3HavKe
BitDefender & Ha naHenu 3agau.

JononHuTeNbHble CBEAEHNS O FTaBHOM OKHE MPUI0XKEHNS CM. B «OKHO r/1aBHOro
rnpuaoxeHus» (p. 26).

6.2. 3HA4YOK NMaHenn 3aaa4

Ons 6onee BbICTPOro LOCTyNa K ynpaBaeHUO MPOAYKTOM UCMO/b3yATe 3HAY0K
BitDefender® Ha naHenu 3agady.[BOMHOW LLEIHOK MO 3TOMY 3HA4Ky OTKpbIBaeT
npunoxenue BitDefender. Kpome Toro, Lwes4oK NpaBon KHOMKOWM MbILLW M0 3HaYKY
OTKPbIBAET KOHTEKCTHOE MeHio, KoTopoe obecneynBaeT ObICTpoe ynpaBieHue
npunoxexnem BitDefender.
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@ Nokasatb — OTKPbIBAET OCHOBHOW WHTepdenc
BitDefender.

@ MoMowb — OTKPLIBAET (haisl NMOMOLLKM, B KOTOPOM s

nogpobHO onucaHo, Kak CKOH(UrypupoBaTb U O nporpame
ncnonb3osaTb BitDefender Total Security 2011.

[

@ O nporpamMme — OTKPbIBAET OKHO, rAe MOXHO Oftwerre cefeac
npocMoTpeTh MHpopMaumio o BitDefender n o Tom, il
roe UcKaTb MOMOLWb B CjydYae HernpeaBuaeHHbIX
06CTOATENLCTB. 3Ha4oK maHenn 3agad

@ YCTpaHUTb BCE Yrpo3bl — MOMOraeT YCTpaHWUTb
nMetomecs ys3BuMocT B 6e3omacHoCTM KommbioTepa.Ecnm  napameTp
He[oCTyneH, 3HauuT npobnem, TpebywlmMx peweHus, HeT.[ns nonyyeHus
[OMONHUTENBHON NHOPMaLUK NepenanTe K «YcTpaHeHme yrpo3» (p. 48).

@ BKNIOYMTL/BBIKNIOYUTD PE€XUM Urpbl — BKJII0YaET/BbIKJIIOHaEeT PeXxxum nrpbl.

@ OGHOBUTbL ceMyac — 3anyckaeT HeMeaNleHHoe 06HoBNeHNe.OTKPOeTCS HOBOE
OKHO, rie Bbl CMOXETE YBULAETb pPe3yNbTaTbl MPOBEPKU.

@ YCTaHOBKM — OTKpPbIBAET OKHO, B KOTOPOM MOXXHO BKJIIOYUTb UM OTKJIIOHYNUTH
OCHOBHbIe HACTPOMKW MPOAYKTa, @ TakXe W3MEHWTb HaCTPOMKU npodmns
nonb3oBatens.[ng noayvyeHus LOMNOAHWUTENbHOW WMHMOpMauuu nepengnte K
«HacTpovika OCHOBHbIX napameTpos» (p. 51).

3Ha4yok naHenu 3apay BitDefender mHdopmupyeT Bac 0 TOM, 4YTO BalUeMy
KOMMbIOTEPY YTO-TO YrPOXAET, UM O TOM, Kak paboTaeT NpoayKT, CUrHann3npys
cnepytowmnm obpasom:

€@ KpacHblit TPeyrosbHMK C BOCKAMUATEsNbHbIM 3HaKoM: CylLecTBYlOT
KpuTnyeckme yrposbl 6e3onacHocTM cuctembl. OHW TpebyloT HemenneHHOro
BMeLlaTeNbCTBa N peLLeHns.

@ Byksa G:MpoaykT paboTaeT B PeXxume nrpbi.

Ecnn BitDefender He paboTaeT, 3Ha4YOK Ha MaHenM 3agay CTAHOBMTCS CEporo
uBeTa&¥. 06bIYHO MPOMCXOAMUT, KOra WCTEKAeT CPOK AEWCTBUS JINLEH3UOHHOMO
KNoYa. TakXe MOXeT npon3onTun, korga BitDefender He oTBevaeT wunm korpga
npyrue owmnbky BANSIOT Ha HOpManbHYyto paboTy BitDefender.

6.3. [laHeNnb aKkTUBHOCTN CKAHMPOBAHUA

B okHe FpadMK aKTMBHOCTM rpahMyecky NnokasaHo, Kak MpoOXoauT MNpoBepkKa
BaLLe CMCTEeMbI Ha HasM4Me BUPYCOB. Mo yMo4aHMio 3To He6obLLIOE OKHO JOCTYMHO
AN1s 0TobpaXxeHUs TobKO B MHTepdence SKCnepT.

0630p 22



BitDefender Total Security 2011

6.3.1

0630p

Cepble nonockn (dPawunoBasa 30Ha)
MOKa3bIBalOT YNC/I0 MPOBEPEHHLIX (halinoB
B CekyHay, no wkane ot 0 po
50.0paHxeBble mnonockn B 30He CeTb
nokKasblBaloT, CKOJbKO Kknnobant
NHGopMaLmn nepefaeTcs 1 3arpy>aeTcs MaHeNb aKTUBHOCTY CKaHMPOBaHUSA
n3 NHTepHeTa B CeKyHAy, no wkane ot 0

0o 100.

3ameyvyaHune

@ [TaHenb akTUBHOCTU CKaHNPOBaHNA yBeJOMUT BaC O TOM, 4TO aHTUBUPYCHaA 3alllnTa
nnv 6paHaMayap OTK/YEHbI, 0ToBpaXkas KpacHbIi KPecT NoBepx COOTBETCTBYOLLE
obnacTtu (PannoBas 30Ha 11 30Ha CETH).

. CKaHMpoBaTb (haisibl U Nanku

Bbl MOXeTe MCNonb30BaTh MaHeNb aKTWBHOCTM CKaHWpOBaHMSA Aasa OblCTporo
CKaHupoBaHua annos u nanok.MepeTtawwuTe ann nnm nanky, KOTOPYIO Bbl XOTUTE
nposepuThb, B MNaHesNb aKTUBHOCTU CKaHUPOBAHUA, KaK MOKa3aHO HMXKE.

MepeTawmnTb hann

MepemecTuTh thann

MosiBuTCS MaCTep CKaHNpoOBaHUA 1 NMpoBeneT BacC Mo npoueccy CKaHnpoBaHUA.

MapaMeTpbl CKaHUpoBaHUA. [lapaMeTpbl CKaHWPOBaHWA MpeaBapuTesbHO
HaCTpPoEeHbl [INA OOCTUXKEHUS Hauyylwux pesynbTaToB 06HapyxeHus.Mpu
obHapy>XeHnn nHGMUMpoBaHHbIX annoB BitDefender nonpobyeT ux n3ne4ynTb
(ypanuTb BpepoHOCHble KOAbl). ECan 3TO He ypacTcs, mMacTep CKaHWpOBaHWA
npenocTaBuT  BaM  BblIbOp  JajbHEAWWX  AENCTBUMA  C  3apaKeHHbIM
thannom.NMapamMeTpbl CKAHNPOBAHWA CTaHLAPTHbI, U Bbl HE MOXETe UX U3MEHUTb.
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6.3.2. YbpaTb/BOCCTAHOBUTb NaHesb aKTUBHOCTU CKaHUPOBaHMUA

YT106bl YOpaTb 3TO OKHO C 3KpaHa, MPOCTO LLESKHUTE NPaBOA KHOMKOW MbILIN Ha
HeM 1 BbibepnTe NyHKT MeHi0 CKPbITb.BbINOAHUTE 3TW Waru, 4Tobbl BOCCTaHOBUTb
naHeJsib akTUBHOCTY CKaHUPOBaHMWSA:

1. OTkpownTe BitDefender.

2. HaxxmuTte kHonky MapamMeTpbl B BEPXHEM MPaBOM yrjy OKHa U BbibepuTe
YCTaHOBKM.

3.B «kaTeropum "Obwme HaCTPOMKMU" YyCTaHOBUTE (NIAXXOK B  MOJe,
cooTBeTCTBYOWEM (GyHKUUN MaHenb aKTUBHOCTM CKaHMPOBaHMA, [/11 ee
BKJIIOYEHNS.

4. HaxmunTe OK, 4To6bl NPUMEHUTH N3MEHEHUS.

6.4. ABTOMaTn4yeckoe obHapy>XxeHune yCTponCTB

BitDefender aBToMaTyeckm onpeaenseT NoAKIYeHne CbeMHOr0 3anoMMHaloLWwero
YCTPOMCTBa K KOMMbIOTEPY W MpepsaraeT NPOCKaHWpOBaTb €ro, npexmie 4yem
noslydnTb AOCTYN K ero (aniamM.9TOT pexuMm pekoMeHAyeTCs AN 3aluuThl
KOMMblOTEpa OT BMPYCOB ¥ APYrMX BPeAOHOCHbBIX NPOrpamm.

ObHapy>xeHHble YCTPONCTBa Pa3fensioTCs Ha CefyoLine KaTeropuu:

@ CD/DVD

@ USB-yCTpOICTBa XpaHEHWUs AaHHbIX, Takue Kak (A3LI-HOCUTENN U BHeLlHUe
XKECTKMEe AUCKM

@ YaneHHble ceTeBble JUCKM

Mpu 0OHapYXEHUUN TaKOro YCTPOMCTBA 0TOOPAXKAETCS OKHO NpeaynpexaeHus.

[na ckaHMpPOBaHUA YCTPONCTBA XPaHEHMS AaHHbIX NPOCTO Ha)kMuTe Ja.llossutcs
MacTep cKaHMpOBaHMA 1 NPoBeLeT BacC Mo NPoLeccy CKaHMPOBaHNUSA.

Ecnn Bbl He XOTUTE CKaHMPOBATb YCTPONCTBO, HEOOXOANMO HaXkaTb KHOMKY Her.
B 3TOM cny4Yae MOXXeT 0Ka3aTbCsl NMOse3HON 0OAHa W3 CleAyoWmnX hyHKLNIA:

@ He cnpawmBaTtb 06 3TOM Tune ycTpoicTBa — BitDefender 6onblue He byneT
npeanaraTb CKaHWPOBaTb YCTPOWCTBA XPaHEHWs AaHHbIX 3TOro TWMa npu
NOAKJIOYEHUN UX K KOMTMbIOTEPY.

@ OTK/NIOYUTL aBTOMaTU4YeCKoe obHapy)keHue YyCTPOUCTB — BaM boJiblue He
byneT NpeasioKeHo CKaHWpPOBaHME HOBbLIX YCTPOWCTB XpaHeHus UHGopMaLun
NPy UX MNOAKJIIOYEHNUN K KOMMbIOTEPY.

Ecnv Bbl Cy4aliHO OTKJTIONIUIN @aBTOMATNYECKOE 06HapY>KeHVEe YCTPOVNCTB U XOTUTE
€ro BKJIIOYWTb UM HACTPOUTL €ro MapamMeTpbl, BEINOJHUTE ClenyoLllne OencTBUS:

1. OTkpownTe BitDefender, HaxxmuTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa ”
BbIbepuTe nHTepdenc Akcnepr.
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2. MNepenante kK AHTUBUPYC > CKaHUPOBaTb BUPYChI.
3. B cnncke 3afaHunin CKaHMpoBaHUA HanauTe 3ajaHne CKaHMpoBaHWe YCTPOMUCTB.

4. LLlenkHnTe Ha 3aaHune NpaBo KHOMKOW Mbilwi 1 BoibepnTe CBOMCTBA.[loSBUTCS
HOBOE OKHO.

5. Ha Bkniagke 0630p HacTpoiTe Tpebyemble napameTpbl CKaHupoBaHua.[ns
NosyYeHUst AONONHUTENbHOM MHAOPMALIMKN NEPENaNTE K «/I3MEHEHNE HAaCTPOEK
CKaHupoBaHusa» (p. 84).

6. Ha Bknagke OBHapy>keHue BbibepyTe TUMbl YCTPONCTB, KOTOPbIE HE0OXO0ANMO
0bHapyXuTb.

7. Haxmute OK, 4T0Obl MPUMEHUTL M3MEHEHNS.
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7. OKHO r1IaBHOMO NPUIOXKEHNS

BitDefender Total Security 2011 ypnoBneTBopsieT TpeboBaHUSAM Kak TeXHUYeCKn
NMOAKOBaHHbLIX MOJMb30BaTeNe, Tak U HOBWYKOB, TakK Kak ero rpaduyeckui
nHTepdenc yonobeH ans noboi KaTeropun nNosb3oBaTenen.

Bbl MOXeTe BbIOpPaTb OAUH 13 TPEX PEXMMOB A1 MPOCMOTPA NOJIb30BaTEIbCKOr0
NHTepdelca B 3aBUCMOCTU OT BalLMX HaBblKOB PaboThbl Ha KOMMbIOTEPE U CBOEMO
npenblayllero onbiTa paboTsl ¢ BitDefender.

NHTepgenc "OcHoBHON"
MoaxoAnT AN HaYMHAOLLMX. DTOT PEXIMM SBASETCA NPOCTbIM B MCM0JIb30BaHUN
1 TpebyeT MUHMMaNbHOMO B3aMMOOENCTBUA C BalENn CTOPOHbI.

Bce, 4To TpebyeTcs oT Bac, — YCTpaHWTb CyllecTBylowme npobnemsl,
obHapyxeHHble BitDefender. MMowarosbin MacTep MOMOXET BaM B WX
pelleHnn.Kpome TOro, Bbl MOXKETEe BbIMOJHATL 00WMe 3adayn, Takue Kak
obHoBNeHMe curHaTyp BupycoB BitDefender u cainos npoaykTa wam
CKaHMpOBaHMe KoMMbloTepa.

NHTepdenc "OnbITHLIN Nonb30BaTeNb"
3TOT uHTepdenc, npefHa3HayeHHbI AA5 Mojb30BaTesen Co CpefHUMU
HaBblkamy paboTbl Ha KOMMblOTepe, MNpPeaoCTaBAseT [OMOJIHUTENbHbIE
BO3MOXXHOCTY paboThl B pexxmme "OCHOBHOM".

Bbl MOXeTe ycTpaHaTb npobiaeMbl OTAENbHO W pellaTb, Kakue BOMPOChI
KOHTPOMPOBaTh.bosee Toro, Bl MOXETe yaNeHHO YrpaBisTh NPOAYKTaMM
BitDefender, ycTaHOB/IEHHbIMI Ha KOMMbIOTEPAX B BALLEM [OME.

NHTepdenc "dkcnept"
PeXxxum nogxoanT Aas TEXHNYECKU NOLKOBAHHbIX NMOJib30BaTesIen 1 No3BONSET
MOJIHOCTbIO HacTpoOUTb Kaxayl ¢yHkuuio BitDefender.Bol mMoxeTe Takxe
MCNONb30BaTb BCe 3ajayn, MNpefycMOTPeHHble AN  3aluTbl  Ballero
KOMMblOTEPa W AAHHbIX.

Bbibop pexuMa NpocMoTpa OCYLLEeCTBASETCH BO BPEMS YCTaHOBKMW.
/3mMeHeHune pexnmMa npocMoTpa:

1. OTkpownTe BitDefender.

2. Haxxmute kHoMnKy MapameTpbl B BEPXHEM MPaBOM Yy OKHa.
3. BoibepuTe B MeHI0 Xenaemblil pexunmM npocMoTpa.

7.1. NHTepenc "OcHoBHON"

HaunHaowWwmmM HeonbITHLIM NOJIb30BaTENSIM PEKOMEHAYETCS BblIbpaTh MHTEpdeic
"OCHOBHON".2TOT peXuM MPOoCT B WCMO/Sb30BAHUN W MpPaKTUYeCcKn He TpebyeT
BMELUIATEeNbCTBA C BalLEN CTOPOHbI.
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9T0 OKHO BKJItO4aeT TPW OCHOBHbIE obnactu:

06nacTb COCTOAHNS
CBeflleHunsi 0 COCTOSIHUM 0TOoBparkatoTCs B IEBON HYaCTU OKHa.

3almTa KoMnbloTepa
OTcioga MOXHO BbINOJIHUTbL AEACTBUSA MO YNPaBieHNIO CUCTEMOW 3alUnThbl 1
paboTol KoMMbloTEpa B LIE/IOM.

ObnacTb cnpaBKu

3necb npuBeneHa nHgopmaums 06 ncnonb3osaHum BitDefender Total Security
2011 v obpalleHnn 3a NoaAEPXKKON.

C nomoubto KHorMkM MapaMeTpbl B BEPXHEM MPABOM YIJly OKHa MOXKHO U3MEHUTb
PEXNM M0JIb30BaTENbCKOr0 MHTEP(ENCa U HACTPOUTb OCHOBHbIE MapaMeTpsbl
nporpaMmbl.

B NpPaBoOM HMXXHEM YrJly OKHa HaxoOnTCA HECKOJIbKO MOJie3HbIX CChbIJIOK.

CcblnKa OnuncaHue

CBepeHus o OTKpOEeTCA OKHO, B KOTOPOM OTOBpa)kaloTcA [LaHHble O

JINLLEH3UU TEeKyLLEM NLEH3NOHHOM KtoHe. B 3TOM OKHE Tak>Ke MOXXHO
3aperncTpupoBaTb NPOAYKT, ncnonb3ys HOBbIV
JINLLEH3NOHHbIV KITHOY.

MpocMoTpeTb MpocmoTp nogpobHoro oTyeTa 060 BCcex 3agavax,

XKYpHasbl BbIMNOJIHEHHbIX NpuioxXeHneM BitDefender B Ballen cucteme.

CnpaBka u Ons nonyyeHus nomowwm no pabote c BitDefender nepenante

nogpepxka Nno 3TOW CChIJIKe.

@ JaeT poctyn K ¢anny cnpaBku 06 UCNONb30BaHUK
BitDefender.

7.1.1. ObnacTb COCTOAHUSA
CBefleHUnsi 0 COCTOSHUM 0TOoBparkatoTCs B IEBON HaCTU OKHa.

@ Ctatyc Oe3onacHOCTH WHGpOPMUPYET Bac O npobnemax, Yrpoxarowmx
6e3o0nacHOCTM Ballero KoMmnbloTepa, W MoMoraeT pewuTb ux.Mpy HaxaTum
yCTpaHMTb BCe, MaCTep NOMOXXET BaM JIerko yaaJinTb BCe Yrpo3bl N obecrneynTb
6e30nacHOCTb AaHHbIX. NS NONyYeHNa LOMOAHUTEbHON MH(OPMaLMy NepenauTe
K «YcTpaHeHue yrpo3» (p. 48).

@ CTaTyc AMLEeH3uMmn — 0TobpaXkaeT KOMYECTBO AHENR, OCTaBLUEeCs A0 UCTeYeHUs
CpoKa LencTBUS SMLeH3un.Ecnn Bbl ncrosib3yeTe NPobHY0 BEpCHio UK CPoK
LEeACTBUS NINLEH3UN BCKOPe UCTEYeT, Bbl MOXeTe HakaTb KynuTb ceituac,
4T06bI MPUOBPECTU JINLEH3NOHHBLIA KoY. [N Monay4YeHus AOMONHUTENLHON
VH(OPMaLMKN NepeinanTe K «PerucTpaums u Mos yueTHas 3anuck» (p. 59).
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7.1.2. 3awmTa KoMnbloTEpPa

OTCtoAa MOXKHO BbIMOJIHATbL AEACTBUS MO YNPaBAEHNIO CUCTEMON 3aLLnTbl 1 paboTon
KOMMbOTEpPa B LIEJIOM,

[oCTyMHbI TPU KHOMKW:

@ Ha Bkiagke Be30onacHOCTb AOCTYMHbl APJLIKA A8 HAaCTPOeK W 3adaHui
6e3onacHoCcTL.

@ OyHKuMs  HacTpoWka CUCTeMbl TO03BOJISET  BLIMOJHATL  3a4aHus,
cnocobcTBylOWMe ONTUMU3ALMMA MPOU3BOAUTENBHOCTM U ObICTPOLENCTBUS
KOMMblOTEpa.

@ C nomolblo pa3gena Mou MHCTPYMEHTbl MOXKHO CO3[aBaTb SIPJbIKU LS
130paHHbIX 3afaHNA N HAaCTPOEK.

Ona  BbINOMAHEHUS 3aflaHus WM  HacTPOMKM MapaMeTpoB HaXMuUTe Ha
COOTBETCTBYIOLLYIO KHOMKY U BbibepuTe B MeHi0 TpebyeMblii MHCTPYMEHT.YToObI
[06aBUTb UNU YAANUTb SPALIKA, HaXXMWTE Ha COOTBETCTBYIOLLYID KHOMKY W
BbibepuTe JlOonoONHUTENbHbIe NapaMeTpbl.[lis NoNy4YeHUs LOMOSIHUTENLHON
nHGopMauun nepengute K «Mou MHCTPYMEHTbI» (p. 37).

7.1.3. ObnacTb cnpaBku

3pech npuBefeHa MHhopmauus 0b ncnonb3osaHum BitDefender Total Security 2011
1 obpallleHnn 3a NoOALEPKKOW.

MopckasKu — NPOCTO 1 HECKYYHBIA CNocob y3HaTb 0 NPUHLMUMAX KOMMbIOTEPHON
6e3onacHocTu n ocobeHHocTax paboThl BitDefender Total Security 2011.

Ecnmn Bam Tpe6YETCﬂ nomMoLlb, BBEOAUTE KNKOYEBOE CJ/IOBO WM BOMpPOC B nojne
CnpaBKa U nogpepXxka N HaXXMnUTe Mowuck.

7.2. UHTepenc "OnbITHLIA Nob30BaTeSNb"

NHTepdenc "OnbITHLIM NoNb30BaTeNb", NPefHa3HaYeHHbIN 019 NOoJIb30BaTeNEN,
obnagatoLmx cpegHMN HaBblikaMu paboTbl Ha KOMMAbIOTEPE, NPeAoCTaBAAeT AOCTYN
KO BCeM Moaynsm 6a30Boro ypoBHs. [103BONSET OTCNEXMBaTb NPeynpexaeHuns
N KPUTUYECKUE OMOBELLEHNS, @ TaKXKe YyCTPaHATb HexxenaTesbHble npobnembl.

OKHO uHTepdernca "OnbITHLIN N0b30BaTe/b" COLEPXUT HECKONBKO BKIaA0K.

MaHenb ynpasreHus
MaHenb ynpaBneHus obecneynBaeT BO3MOXXHOCTb YyA0OHOrO ynpaBieHUs
CUCTEMOW 3aLLUNTbI N OTCAEXNBAHNSA ee OeNCTBUN.

be3onacHoCTb
OTobpaxaeT cTaTyC HacTpoek 6e30macHOCTM W MO3BOASET YAANUTb
obHapyXeHHble BMPYCbl.MOXXHO 3anyCcTWTb 3afdaHus 6e30MacHOCT WK
HacTpouTb NapaMeTpbl 6e3onacHoCcTL.
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HacTponka cucTtembl
OTobpaxaeT cocTosHMe yHKUnn BitDefender, npenHa3Ha4yeHHbIX ONS

ynydweHns q:)yHKLI,VIOHaJ'IbHOCTVI BalLleN CUCTEMbI, BMECTE CO CCbIJIKAMU Ha
3adadn no HaCTpOIZKe CNCTEMBDI.

XpaHunuiie dainnos
OTobpaxkaeT coCToAHME XpaHuauLLa (haiaoB u MOAYNS CO3AaHUS PE3EPBHOW
KoMK BMeCTe CO CCbIJIKaMW Ha XpaHunuwe (ainios 1 3aa4vun no Co3[aHuIo
pe3epBHON Konuu.

CeTb
Moka3sbiBaeT CTPYKTypy nomawHen cetu BitDefender.3pecb Bbl MoxeTe
HacTpamBaThb 1 ynpaBnaTb npoayktamu BitDefender, ycTaHoBNEHHbIMU B BalLei

LOMaLLHel ceTn.TakuM 06pa3oM Bbl MOXKETE YNpaBisTe 6€30MacHOCTbIO BaLlel
LOMalUHeN CeTU C 0HOro KOMMbloTepa.

C nomolLbto KHoMKy MapaMeTpbl B BEpXHEM MPaBOM Yrily OKHa MOXXHO N3MEHNTb
PEXUM M0JIb30BATENbCKOr0 MHTEP(EACca U HACTPOUTb OCHOBHblE MapameTphbl
nporpamMmsi.

B NPaBOM HUXXHEM Yrjly OKHa HaxoONTCA HECKOJIbKO MOJIE€3HbIX CChIJIOK.

CcblnKa OnuncaHue

CBepeHus o OTKpOeTCH OKHO, B KOTOPOM OTOBpaXkaloTcs [aHHble O

JINLLEH3UU TeKyLLEeM NNLLEH3MOHHOM KJtoYe. B 3TOM OKHe Tak»Xe MOXHO
3aperncTpupoBaTb NPOAaYKT, ncnonb3ys HOBbIN
JNLEH3VNOHHbIN KJT0Y.

MpocMoTpeTb MpocmoTp nonpobHoro oTyeTta 060 Bcex 3apavax,

XKYpPHasibl BbINOJIHEHHbIX NpuioxXeHneM BitDefender B Ballen cucreme.

Kynutb/npopanutb C ero nomoLLblo Bbl MOXeETe MpuobpecTyt JULEH3NOHHbIN
ka4 pns npogykta BitDefender Total Security 2011.

CnpaBka u Ona nonyyeHmsa nomolm no pabote ¢ BitDefender nepengunte

noapep>xka Mo 3TON CChINKE.

@ JaeT poctynm K dhanny crnpaBku 06 UCMONb30BaHUK
BitDefender.

7.2.1. laHenb ynpassieHNs

MaHenb yrnpasneHus obecrneynBaeT BOSMOXXHOCTb y/J,O6HOFO ynpaBseHNA cucTemon
3alUTbl U OTCNIEXMNBAHNA ee LEeNCTBUNA.

MaHenb ynpaBsieHNA COCTOUT U3 Cnegyownx pa3gesioB:

@ MNoapobHble cBefeHUs 0 COCTOAHUN — 0TOBPAXKAET COCTOAHME KAXXAOrO 13
OCHOBHbIX MOJJ,yJ'IeIZ, Ncnosb3ya ona 3Toro oAHoO3Ha4Hble onpeaeneHna n oanH
V3 CeayoWwmnx 3Ha4K0B:
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(4 3eneHblin KPYr € rajo4ykon: Yrpo3 6e3onacHocT HeT.Baw KoMnbloTep 1
[laHHble 3aLUNLLEHBI.

© KpacHblit Kpyr ¢ BOCKAMUATENbHBIM 3HaKOM: CyLLeCTBYIOT Npobsiemsl,
yrpoxatowjne 6e30ncHoCTU Ballen cuctembl. Kputuyieckmne Bonpockl TpebytoT
BALLEro HeMeJIEHHOr0 BHUMaHWs. He KpuTUYeckmne BOMPOChl Tak)Ke A0/KHbI
ObITb peLleHbl B KpaTHalLne CPOKU.

© CuHmMiA Kpyr c 6ykBoM i: OgHa WM HECKOJIbKO 3afay [AOJDKHbl ObITb
BbIMOJIHEHbI, 4TOObI ONTUMM3UPOBaTL CUCTEMY WM 3aLUNTUTH BalUN OaHHbIE.

@& Cepblit KpYr ¢ BOCK/IMLaTeNbHbIM 3HAKOM: AKTUBHOCTb KOMMOHEHTOB
MOLYyNl HE KOHTposMpyeTcsi. Takum o6pa3oM, OTCYTCTBYeT MHhopMaLus
OTHOCUTENbHO 1X cTaTyca 6e3onacHoCTI.C 3TM MoJly1eM MOTYT BbITb CBA3aHbI
HEKOTOpbIE BOMPOCHI.

Ha)XMuTe Ha Ha3BaHue Moy s, YTobbl yBMAEeTb 6051ee NoApobHY0 MHMopMaLnio
0 ero COCTOSHUM U YTOObl HACTPOUTL OTC/IEXKMBAHUE CTATYCa €ro KOMMOHEHTOB.

@ CtaTyc nmueH3um — 0TobparkaeT KOJIMYECTBO AHEN, OCTaBLIeecs 0 NCTEeYeHNs
CpoKa OencTBus nnueH3un.Ecnm Bbl ucnonb3yete npobHy0 BEPCUIO MU CPOK
LeNCcTBMSA JIMLEH3MN BCKOPe UCTeYeT, Bbl MOXeTe HaxaTb KynuTb cenuac,
4T0Obl MPUOBPECTN AULEH3NOHHBIA KMOY. NS MoNyYeHUs [OMONHUTENbHON
NHOPMaLun nepenpute K «Pernctpaumsa n Mos y4eTHas 3anuck» (p. 59).

@ C nomoubio paszgena Mou MHCTPYMEHTbI MOXHO CO3[4aBaTb APAbIKU AN4
n36paHHbIX 3a4aHUI N HAaCTPoeK. 15 NonyYeHnsa LONOAHUTENbHON NHOPMaLIMK
nepengute K «Mou MHCTPYMeHThI» (p. 37).

@ MoAcKasKM — NPOCTON 1 HECKYYHBbI CNoco6 y3HATb 0 MPUHLIMMAX KOMMbIOTEPHOM
6e3onacHocTu n ocobeHHocTax paboThkl BitDefender Total Security 2011.

7.2.2. Be3onacHOCTb

C nomoLLbto BKNafKy "be3onacHoCTb" MOXKHO OCYLLECTBAATL YNpaB/eHne 3anTon
KOMMbOTEpa N OaHHbIX.

«06nacTtb cocTosHUA» (p. 30)
«bbicTpble 3agayn» (p. 31)

06/1acTb COCTOAHNSA

O6nacTb COCTOSHUS — 3TO MOJHBLIA CMUCOK KOHTPOJIMPYEMbIX KOMMOHEHTOB
6e30MacHOCTM 1 UX TEKYLLMIA CTaTYC.KOHTPOAMPYS Kaxabli MoLy b 6e30macHoCTy,
BitDefender nHdopMmnpyeT BaC He TOJIbKO KOI4a Bbl 3MEHSIeTE HaCTPOWMKN, KOTOpble
MOryT MOBAUATL Ha 6e30MmacHOCTb KOMMbIOTEpa, HO M Koraa Bbl 3abbiBaeTe
BbIMOJIHATL HEKOTOPbIE BaXKHble AENCTBUS.

TeKyLLlee COCTOAHNE KOMIMOHEHTa ONpeLenseTcs onMcaHneM v O4HUM 13 CNelyoLnx
3HA4KOB:
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(4 3eneHbl KPYr C rasioykKom: Yrpo3s Her.
© KpacHblit Kpyr ¢ BocK/MuaTesbHbIM 3HaKoM: CyLLEeCTBYIOT yrpo3bl.

MpOCTO HaXXMUTE Ha COOTBETCTBYIOLLYIO KHOMKY YCTPaHUTb, Y4T0Obl YyCTPaHUTL
npobnemy.Ecnm npobnemy He ypaeTcs pewunTb Cpa3y >Xe, TO BbIMOJIHUTE BCE
LeNncTBMA MacTepa, 4Tobbl UCNPaBUTL AaHHY0 Npobnemy.

Bbi6op KOMMOHEHTOB A5 OTCEXMBAHNSA:
1. Haxxmute J,06aBUTL/pesaKTMPOBaTb CNMCOK.

2. On§ BKJIOYEHUSA UL OTKJIIOYEHUSA OTC/IeXMUBaHUS orpegesieEHHbIX 3N1EMEHTOB
CHUMUTE NN YCTaHOBUTE COOTBETCTBy}OLLI,VIVI (i)l'la)KOK.

3. HaxxmMuTe 3akpbiTb, 4TOObI COXPaHUTb N3MEHEHUS N 3aKPbITb OKHO.
BaxkHo
YT106bl Y6EANTLCS, 4TO CUCTEMA MOSIHOCTbLIO 3allMLLEHA, BKIIIOYUTE OTCIEXKMBAHME
BCEX KOMIMOHEHTOB N YCTPaHNTE BCE OGHapy)KEHHbIe l‘lpOGﬂeMbI.
BbICTpble 3a4a4un
34€ecCb Bbl MOXETEe HaANTW CCbIIKM Ha HauBaXkHenLwne 3aja4un 6e30nacHoOCTK:
[ ] OOHOBUTbL cevac — 3anyCkKaeT HeMeaJieHHoe obHoBNEHME.

@ NMonHoe cKaHMpoOBaHUE CUCTEMbl — 3Ta (PYHKUMA 3anyckaeT CTaHAapTHOe
CKaHMpPOBaHME CUCTEMbI (3@ WCKJIOYEHMEM apxuBOB). [nd npocmoTpa
LOMONHUTENbHBIX 3a4aHNN CKaHMPOBAHMA MO 3anpocy HaXXMUTe CTpesKy k Ha
3TOW KHOMKe U BbibepuTe Lpyroe 3afjaHne CKaHUPOBaHMS.

@ Monb3oBaTeNbCKoe CKAHMPOBAHME — 3aMyCKaeT MacTepa, KOTOPbIA MOMOXEeT
BaM CO3[4aTb W 3aMyCTUTb MOJIb30BATENIbCKYIO 3a4a4y.

@ CKaHMpOBaHUe yA3BMMOCTEN — 3aMyCcKaeT MacTep, KOTOPbIN NPOBEPUT Bally
CUCTEMY Ha Ha/MyKe yS3BUMOCTEN 1 MOMOXXET UX YCTPAHUTb.

® PoputenbCKMM KOHTPOJIb — OTKPbIBAaeT OKHO HACTPOeK POAUTENbCKOrO
KOHTPONSA. NS nofydyeHus [LOMOJHUTENbHOM WHpOpMauunM nepengnte K
«PoanNTeNIbCKUYI KOHTPO/Ib>» (p. 112).

@ Hactpoiika OpaHpgmayapa — oT0bpa)kaeTcs OKHO, B KOTOPOM MOXXHO
MPOCMOTPETb W HACcTPOWUTb MapameTpbl OpaHAMayspa.[ns  nonyyeHus
LOMONHNTENbHOW NHGOPMaLUn NnepenaunTe K «bpaHamaysp» (p. 141).

7.2.3. HacTponKka cuctemsl

B coctas nporpammbl BitDefender BxoAWT MOAyfAb HACTPOWKW CUCTEMBI,
No3BONAIWMNA NOAAEPXKMBATL LENIOCTHOCTL Ballel cucTeMbl. [pefnaraembie
WHCTPYMEHTbI MOMOTYT Y/yHLWWTb NMokKa3aTenn paboThl Ballen CUCTEMbI, @ TakXe
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OpraHu3oBaTb 3(PHEeKTMBHOE WCMOJb30BaHWe CBODOAHOrO MecTa Ha MEeCTKUX
JIVCKaX.

«0bnactb cocTosHMsA» (p. 32)
«bbICTpble 3a8a4m» (p. 32)
0O6nacTb cocToAHMA

TeKyLLlee COCTOAHNE KOMIMOHEHTa ONpeLenseTcs onMcaHneM v 04HUM 13 CNeyoLnx
3Ha4KOB:

(4 3eneHbl Kpyr € rajouKom: Yrpos3 HerT.
© CuHui Kpyr c OykBo# i: PekoMmeHayeTCs BbIMOMHUTDL 3a4avy.

Onsa 3anycka 3aflayn WEeNKHUTE KHOMKY 3anyCTUTb W ClelyiTe yKasaHUsM
MacTepa.[na nonyyeHns OONOJHUTENbHOM MHGOPMaLMK NepenanTe K «kHacTpovika
cuctemsi» (p. 199).

BaxkHo
,D,J'Iﬂ ynydweHuna npousBooUTENIbHOCTU Ballero KOMMblOTEpPa PeKoMeHAyeTcs
BbIMOJIHATbL BCE 3aAa4n nepmnognyecku.

Bbi6op MHCTPYMEHTOB HAaCTPOMKM CUCTEMBI 151 OTC/IEXUBAHNSA:
1. Haxmute lobaBUTh/pepakTUpoBaTh CMUCOK.

2. s BKOYEHUS WU OTKJIOYEHNS OTCNIEXMBAHNS OMNPeeNieHHbIX 3/1IEMEHTOB
CHVUMWTE WJIN YCTAHOBMTE COOTBETCTBYIOLLMIA (hJ1aXKOK.

3. HaxxmnTe 3aKpbITb, YTOObI COXPaHUTb N3MEHEHUS 11 3aKPbITb OKHO.

bbICTpble 3a4a4un
34echb Bbl MOXETEe HaNTW CCbIIKM Ha 3a4a4yn HaCTpOI7IKVI CUCTEMBbI:

@ [echparMeHTaTop AUCKa U3NYECKN OPraH30BbLIBAET aHHbIE Ha XECTKOM ANCKe
TaknM 06pa3oMm, 4Tobbl YaCTU Kaxkoro daiia XpaHuanch psaom Apyr ¢ 4pyrom
1 NociaefoBaTesbHO.

@ OuyncTka MK yaanseT BpeMeHHble aisibl MIHTepHeTa u anbl cookie, a Takxe
HencnoJsib3yeMmble CUCTEMHbIE halbl 1 MOCAeLHME APJIbIKA LOKYMEHTOB.

@ Movck fy6N1KaToB HAXOAUT 1 yAanseT (halsibl, KOTOpble Ly6IMPYOTCA B BaLLEN
cnateme.

@ O4nCTKa peecTpa Haxo4uT W YAaNseT HEKOPPEKTHbIE UKW NMOTEPSIHHbIE KJTIOYN
peectpa Windows.4T06bl peecTp Windows 611 BCerga 4ucT 1 oNTUMU3NPOBAH,
PEKOMEHyeTCs BbINOMHATb OYNCTKY peecTpa pa3 B Mecsl,.

@ OyHKUMS BOCCTaHOBUTL PEECTP MOXKET HAaXOANTb KJIIOUN, paHee yaneHHble 13
peecTtpa Windows, ¢ noMoLLbio 04nCTKN peecTpa BitDefender.
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@ YHVMYTOXNTENb (halIoB MOJSHOCTbIO yaanseT (aisbl U UX Cneabl U3 BalLen
CUCTEMBI,

@ ONTUMM3aUMs NPOV3BOAUTENBHOCTU — 3Ta (YHKUWS MO3BOSSET BbISBUTH
NPUN0XEHUS, U3-3a PabOTbl KOTOPbIX CHUXXAETCS BbICTPOAECTBIE CUCTEMBI, U
3aKpPbITb UX, €C/IM He06X0AVMO NMOBLICUTbL NMPOU3BOAUTENBHOCTb.

7.2.4. XpaHunuue hannios

Ha Bknagzke "XpaHeHue hainioB" MOXXHO HaCTPOUTb MapamMeTpbl TPOPUIAKTUYECKON
3aLLMThI AaHHbIX MyTEM CO3[aHNSA PE3epBHbIX KON Hanbonee Ba)kHbIX (hanios.
Bo n3be)kaHne HeCaHKLMOHNPOBAHHOIO AOCTYMa K KOH(UAeHUManbHbIM ainam
MOXXHO TaKXXe XPaHUTb VX B 3alIUMPOBAHHbLIX XPaHUNLLAX.

«0O6nactb cocTossHMA» (p. 33)
«BbICTpble 3a8a4m» (p. 33)
Ob6nacTb COCTOAHUSA

TeKyLLlee COCTOAHME KOMIMOHEHTa ONpeLenseTcs onMcaHneM v 04HUM 13 CNeyoLnx
3Ha4KOB:

(4 3eneHbl KPYr C rajloukom: Yrpos HeT.

© KpacHblii Kpyr ¢ BOCKAMLATeNbHbIM 3HAaKOM: CyLLeCcTBYIOT yrpo3bl.
© Cunmit Kpyr c OykBoW it PekoMeHyeTCs BbINOJHUTL 3aauy.

MpoCTO HaXXMUTe Ha COOTBETCTBYIOLLYIO KHOMKY YCTPaHUTb, 4TOObl YCTPaHUTb
npobnemy.

Ons 3anycka 3afayn LWEeNKHUTE KHOMKY 3amyCTUTb W CeAynTe yKasaHUsMm
MacTepa.[lnd nosyyeHns LONONHUTENbHOR MHGhopMaLMK NepenanTe K «PesepBHas
kormsi» (p. 158).

Bbl60p KOMMOHEHTOB OJ14 OTCJ/IEXNBAHUA:
1. HaxxmuTe J,06aBUTL/peaaKTMPOBaTbL CMMCOK.

2. ina BKAOYEHUS MU OTKJIIOYEHUSA OTCNEXUBAHUS onpegeneHHbIX 3J1IeMeHTOB
CHUMUTE Uan yCtaHoBUTE COOTBETCTBy}OLLI,I/II7I h1axkok.

3. HaxxmuTe 3aKpbiTh, 4TOObI COXPaHNTb N3MEHEHNA N 3aKPbITb OKHO.

bbicTpble 3a8a4n
ﬂ,OCTyI‘IHbI cnepyouine KHOMKM:

@ JlokanbHoe pe3epBHOE KONMUPOBaAHUE — 3Ta (PYHKLMS MO3BOJSET CO3LlaBaThb
pe3epBHble KOMWUU BaXKHbIX aHHbIX Ha KOMMbloTepe, Ha CD, B ceTeBol nanke
WAU Ha OPYroM >KeCTKOM [WNCKE, a TakXe npu HeobXoAMMOCTU BLIMNONHATH
BOCCTaAHOBJ/IEHME [aHHbIX.HaXXMUTe KHOMKY U BbibepeTe HyXHYI 3afayy u3
MeH10.MacTep NOMOXXeT B BbINOJAHEHUN 3TON 3ajauyu.
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@ fo6aButb ¢hain B xpaHunMLie — 3anyck MacTepa, KOTOpPbIA MO3BONSET
XPaHWTb BaXkHble (halsibl/AOKYMEHTI, LUNMPYS UX Ha CMeLMabHbIX 3aLULLEHHbIX
LVCKaX.

@ Yoanutb hansibl U3 XpaHUIMLLA — 3aMyCcK MacTepa, KOTOPLIN MOMOXKET BaM
YAANNTb OaHHbIe U3 XPaHUANLLA.

@ NMpocmoTp xpaHunuwa damnoB — 3anyck MacTepa, KOTOPbIA MOMOXET BaM
NMPOCMOTPETH COAEPXKMMOE BaLLUNX XPaHUINLL.

@ 3abnokupoBatb xpaHunuwe pannoB — 3anyckaeT MacTep, 6J0KMpYyLOLLNIA
BalLe XpaHWAULLE AN 3aLMTbl ero Cogep)KMMoro.

[lonoNHNTENbHbIE CBEAEHUSA O CO34aHWUM PE3EPBHbLIX KOMUIN U BOCCTAHOBAEHUN
IaHHbIX CM. B «Pe3epBHas konus» (p. 158).[JonosHNTE NbHbIE CBEAEHNS O 3alUNTE
(hanoB C MOMOLLLIO XpaHUAWLLY (hainnos cM. B «LLingpposaHune ¢arisios» (p. 187).

7.2.5. CeTb

30ecb Bbl MOXeTe HacTpauBaTb W yMpaBnsTb npodykTamu BitDefender,
YCTaHOB/IEHHbLIMU B Balliei floMallHeln ceTn. TakiM 06pa3oM Bbl MOXXeTe yrpaBNsiTh
6e30MacHOCTbIO Ballel foMallHel CeTU C 0AHOr0 KOMMbloTepa.

0N nonyyeHns [ONOAHUTENbHOW UH(OPMauun nepenante K «JomaluHsas ceTb»
(p. 215).

7.3. HTephenc "dkcnept"

B nHTepgence "IkcnepT" Nonb3oBaTeNb NOJYYaeT AOCTYN K KaXKA0MY OTAE/bHOMY
KoMmmnoHeHTy BitDefender. 3gecb MOXHO BbIMOMHUTL [HOETaJibHYI HACTPOMKY
BitDefender.

3ameyaHue

@ VHTepdenc "IkcnepT" NoaAxoanT Ans nonb3oBaTesnen, obnafatolmx NpoaBUHY TbIMU
HaBblkaMn pPaboTbl C KOMMbIOTEPOM, KOTOPLIM U3BECTHbI Pa3finyHble TUMbI Yrpo3
6e3onacHOCT KOMMblOTEpPA W MPUHLMMNLI paboTbl MporpaMMHoOro obecneyeHus
6e3onacHoCTN.

B neBoM 4YacTu OKHa pacrosioXeHO MeHK C MepevyHemMm Bcex Moaynei
6e3onacHocTu.KaXkabil MOAY/b UMEET HEeCKOSIbKO 3aK/JadoK, FAe Bbl MOXeTe
HaCTpoUTb COOTBETCTBYIOLIME NapameTpsbl 6e3omacHOCT MAK 3adaBaTb 3afayu
6e30nacHOCTM M aAMUHUCTPaATUBHbIE 3a4a4n.B cnepyloulem cnucke npuBepeHo
KpaTkoe ornucaHue KaxkLoro w3 moayJsien.[lna nosiyvyeHus [LOMOSNHUTESIbHON
UHopMaumm nepengute K «KoHhurypaums u ynpasiaeHue» (p. 63) 4acTu
pPYyKOBOACTBA M0Jb30BaTENS.

Obuwue
[ocTyn K OCHOBHbIM MapamMeTpaM WKW MPOCMOTP KOHCOAWU W MOoAPOOHbIX
CBEeJEeHWI 0 CUCTEME.
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AHTUMBUPYC
MonpobHas HacTporka NapaMeTpPOB aHTMBMPYCa M ONepaLMin CKaHPOBaHWS,
yCTaHOBKa@ WCK/IOYEHUI W HaCcTPOMKa KapaHTUHa.34eCb TakXe MOXXHO
HaCTPOUTb aHTUMULLMHI U ONTUMMU3ALIUIO MOUCKA.

AHTUCNam

3allyMLIaeT Ballly NoYTYy OT CraMa, a TakXKe N03BOJISET AeTaJIbHO HacTpanBaTb
napameTpbl aHTUCMNaMma.

PoonTenbCKMn KOHTPOb
[laeT BO3MO)KHOCTb 3aLUMTUTb BalLUX AeTen OT HenogobatoLero COAep>XXMoro,
MCNoNb3ys NpaBuia NepcoHa N3MPOBaHHOIo 4OCTYMNa K KOMMbIOTepY.

KOHTPOJIb INYHBIX AAHHbIX
MpeLoTBpalleHne KpaXxkn AaHHbIX C Ballero KOMMbloTepa M 3aluTa BalUen
KOH(PULEHLMANBHOCTW, KO la Bbl HAXOAUTECH B pexume OHJIaNH.

bpaHamayap
3alwmuiaeT BalW  KOMMbTEP OT  HECAHKLWOHMPOBAHHbLIX  MOMbITOK
NMPOHNKHOBEHUS 1 Nepeaayn nHpopmaumm. Kak CTpaxk y BOpoT, OH 6auTensHo
CJ1IeQMT 3a BalUVMM MOLKIOHEHUAMN K IHTEPHETY 1 onpefenseT, Kakue gaHHble
nponyckaTb B IHTepHeT, a Kakue 6/10KMpPOBaTh.

Ya3BumocTun

3TOT NapaMeTp MO3BOMISIET AepXKaTb BaXKHble MPUI0XKEHUS Ha BaweMm MK B
0OHOBJIEHHOM COCTOSIHUN.

Pe3sepsHas konus
Mo3BoJsiAeT co34aBaTb pe3epBHble KOMUN AaHHbIX Ha BalleM KOMMboTepe, Ha
CbEMHbIX AUCKaX WAM Ha CeTeBbIX KOMMblTepax, 4Tobbl MNOTOM
BOCCTaHaBAMBaTb UX NPU HEOHBX0AMMOCTH.

LindpoBaHue
Mo3BonseT wudposaTb beceabl B npunoxeHusx Yahoo n Windows Live (MSN)
Messenger, a TakXXe JIOKabHO LG POBaTh BaXKHble (haiisibl, Nanky 1 pa3aessbl.

HacTponka
Mo3BonigeT  yayyWwWTb  MNPOM3BOAWTENbHOCTb  Ballero  KoMmmbloTepa,
fedparMeHTUpys Ball AWUCK U 0YuLLLas peecTpsl, 4y6anpoBaHHbIe (aibl 1 T.
4.

Pexxum urpbl/HoyTOyKa
Mo3BonseT 0TN0XUTb 3afayn BitDefender no pacnucaHuto Bo Bpems paboTsl

HoyTOyka oT 6aTapeu, a Takxe ybpaTb BCe yBEAOMJIEHUA U BCMJblBalOLLME
OKHa BO BPEMS Urpbl.

[loMalLHAA ceTb

Mo3BONSET HacTpauBaTb HECKOJIbKO KOMMbIOTEPOB Y BaC AOMa U ynpaBnsTb
MU,

OKHO rnaBHoro NnpunoXXeHns 35



BitDefender Total Security 2011

O6HoBNEHNE
Mo3BonseT nosiyyaTb CBEAEHUA O NOCnefHUx obHoBNEeHNAX, 06HOBNEHNUS, a
Tak)Xe HacTpanBaTb npoLecc 0bHOBNEHNSA NPOAYKTa.

Peructpaumus
Mo3songeT pernctpuposaTb NPoAyKT BitDefender Total Security 2011, cMeHATb
JNILLEH3MOHHBIN K04 1 CO3[4aBaTb y4eTHy!0 3anuch BitDefender.

C nomoLLbto kHorMkM MapaMeTpbl B BEPXHEM MPABOM Yrjly OKHa MOXXHO U3MEHUTb
PeXWUM MO0Jb30BaTENbCKOr0 MHTEpdEeRca U HaCTPOUTb OCHOBHble MapaMeTpsbl
nporpaMmbi.

B NnpaBOM HM)XHEM YrJly OKHa HaXOLUTCSH HECKOIbKO MONE3HbIX CCbIJIOK.

CcblfKa OnuncaHue

CsepeHus o OTKpPOETCS OKHO, B KOTOPOM 0TOBpa)kaloTCs [HaHHble O

JINLLEH3UHU TeKyLLEeM JIMLEH3NOHHOM K/toYe. B 3TOM OKHE Tak)Xe MOXXHO
3apermcTpupoBaTb NPOAYKT, ncnonb3ys HOBbIV
JINLLEH3NOHHBIN KJTHON.

MpocmoTpeTb MpocmoTp noapobHoro otyeta o060 BCex 3afayax,

XKYpPHaJibl BbIMOJIHEHHbIX NpuioxxeHneM BitDefender B Balen cucreme.

Kynutb/npoanutb C ero NoMOLLbI0 Bbl MOXeTe npuobpecTu ANLLEH3NOHHBLIN
KNy ons npoaykTa BitDefender Total Security 2011.

CnpaBka u Ons nonyyeHuns nomowm no pabote ¢ BitDefender nepengnte

nogpepxxka Mo 3TON CChINKe.

@ JaeT poctynm K ¢hanny crnpaBku 06 UCNONb30BaHUK
BitDefender.
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8. Mo MHCTPYMEHTHI

Mpun paboTte BitDefender B pexume "OcHoBHOM" nan "OMbITHLIA NOAb30BaTeENb"
MO>XHO HaCTPOWTb NaHe b yrpaB/ieHuUs No CBOeMy BbIBOPY, L06aBUB SPJbIKA HacTo
MCNosb3yeMblX 3afaHuii n HacTpoek.TaknuM 0bpa3oM, MOXHO BLICTPO MOJY4UTh
LOCTYN K PEryasipHO UCMOJb3yeMbIM (hYHKLMUAM U LOMOSHUTENbHbIM HAaCTPOKaMm
6e3 HeobX0aMMOCTU Nepexofa K UCMONb30BaHWI0 UHTepdelica 6onee BbICOKOro
YPOBHS.

B 3aBMCMMOCTWM OT MCMOJIb3YEMOro pexuma Mosib30BaTeNIbCKOro unHTepdenca
LOCTYMHbI criegyowme apabliki, obaBneHHble B pa3aesn "Mou MHCTPYMEHThI":

NHTepgenc "OcHoBHON"
BbibepuTe "Moun MHCTpYMeHTLI" B 061acTu "3almTa KoMnbloTepa".0TobpasnTca
MeH10.LLlenkHUTe ApnblK, 4TObbI 3aMyCTUTL COOTBETCTBYOLUA MHCTPYMEHT.

NHTepdenc "OnbITHbIN Nonb3oBaTeNb"
fpnbikn BynyT oTobpaxkaTbCst B pasgene "Mou UHCTpyMeHTbl".LLenkHnte
ApJbIK, YTOObI 3aNyCTUTb COOTBETCTBYIOLLNA NHCTPYMEHT.

YT00bl OTKPbLITH OKHO, B KOTOPOM MOXXHO BblbpaTb ApJbiki 415 0TobpakeHus B
pa3gene "Mon UHCTPYMeHTbI", BbIMOAHUTE Cnefytowmne LeNCTBIA:

NHTepdenc "OcHoBHON"
B obnactn "3awmTa KomnbloTepa" HaxxmuTe "Mon MHCTPYMEHTLI" 1 BbibepuTe
[lonosiHuTeNbHbIE NapaMeTphbl.

NHTepdenc "OnbITHBIN Nonb30BaTeNb"
HaxmuTe oOHy 13 KHOMOK B pa3gesie "Mon MHCTPYMeHTbI" uan nepengute no
ccoinke Hactponka paspena "Mou MHCTPYMEHTbI".

C nomoLLblo NepektoyaTenel Bbibepute MHCTPYMEHTbI 419 AobaBneHns B pasgen
"Mou MHCTpyMeHTbI".MoXXHO BbibpaTbh n0bylo U3  CaeaylWwmUx KaTeropun
WHCTPYMEHTOB.

@ 3apaum CKaHupoBaHua

[obaBbTe 3agaHuns, PEeryndapHo ncnojibdyembie s CKaHMpoBaHNA CUCTEMbI Ha
Haan4me yrpos 6e3onacHoCTw.

3ajaya CKaHupoBaHus |OnucaHue

Fnybokoe ckaHupoBaHue [poBepka BCel cCuCTeMbl.B KoHdurypauum no

CUCTEMbI YMOJI4aHMWIO MPOU3BOAUTCS NPOBEPKA Ha BCE BUAbI
BPELOHOCHbIX nporpamm, yrpoXKatoLmx
6e30nacHOCTM Balleil CUCTEMbl, @ WMEHHO Ha
HaJn4me BUPYCOB, MPOrpamMM-LUMMNOHOB, PEKIaMHOI 0
MO, pyTKUTOB ¥ MpPo-.
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3afava ckaHupoBaHua |OnucaHue

CkaHupoBaHue MpoBepka BCEN CUCTEMbl, KpoMe apxuBoB.Mpw
HaCTPOMKaXx Mo yMOJIYaHUIO MPOBOAMTCS MPOBEPKA
Ha BCe TUMbl BUPYCHOro MO, KpomMe pyTKMTOB.

BbicTpoe ckaHMpoBaHue OyHKLMA ObICTPOr0 CKaHWPOBAHWA WCMOMb3yeT
TexHonornio "obnayHoro" CkKaHuWpoBaHMA ANA
pacno3HaBaHus BPELOHOCHbIX nporpamm,
3anyLeHHbIX B cucTeme.bbiCTpoe CKaHUMpOBaHMe
3aHMMAET, KaK NpaBui0, MeHee MUHYTHI. bbicTpoe
CKaHUPOBaHME NCMOJb3YET NNLLb HE3HAYNTEbHYI0
4aCTb CUCTEMHBIX PECYPCOB, KOTOPbIE NCMOb3YOTCS

B npouecce CTaHOapPTHOro BUPYCHOIO
CKaHnpoBaHn4.
Monb3oBaTenbcKoe 3aI'IyCK MacTepa, no3BosdAwWeEro Co3gaBaTb
CKaHupoBaHue HacCTpanBaeMble 3adaHNA CKaHUPOBaHNA.
CKaHMpOBaTb MOM |/|CFIOJ'Ib3yI7ITe OaHHOEe 3adaHne nOna npoBepKu
AOKYMEHTbI OCHOBHbIX Marok nosb3osatensd: MOM OOKYMEHTH,

Pabounn cton n ABTo3arpyska. 370 Mo3BOJIUT
obecneyntb 6€30MaCHOCTb BalUMX [OKYMEHTOB,
6e30nacHoCTb paboyero MPOCTpPaHCTBA W 3amnyck
He3apa)KeHHbIX NMPorpamm npu 3arpyske.

HacTtpoutb pacnucanme [lepexon K OKHYy HacCTPOWMKM aHTUBMPYCA, FAe Bbl
CKaHMpOBaHus MO>KETEe HaCTPOWTb CKaHUPOBaHMe No TpeboBaHuio.

[JonosHNTENbHbIE CBEIEHUS O 3aflaHUAX CKAHWPOBAHWUS CM. B «YrpaB/ieHue
CyLIECTBYIOLUUMUN 3aJaHUIMU CKaHupoBaHus» (p. 81).

@ 3apaym HaCTPOMKMU CUCTEMbI

B uensix noBblleHNs BLICTPOAENCTBUSA CUCTEMbBI MOXHO A00aBUTL PErynsipHoO
NCnosib3yemble 3aaHus.

3afaHue HacTponku|OnucaHue

cncTemsbl

Mouck pybnukartos BbinonHseT nonck n ynanexHue nyb6ankaTos hannos
N3 CUCTEMBI.

Ouuctka peecTtpa BbINOSIHAET MOUCK 1 yAaneHne HefenCTBUTENbHbIX

MW yCTapeBLnX CCbiaiok 13 peectpa Windows.

Ouuctka MK YnandeTt BpeMeHHble Gannbl VIHTepHeTa n cookie,
a TakXXe Heucrnosib3yemble CUCTEMHbIE (haifibl W
nocnefHve Apabiku JOKYMEHTOB.
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[loNoNHUTENbHbIE CBELIEHUS 0 3aA4aHNAX HACTPOMKM CUCTEMbI CM. B «HacTporika
cuctemsbr» (p. 199).

@ 3a4a4u No Co3aHUI0 pe3epBHON KONUM

[obaBbTe 3afaHus, perynspHo UCMOJib3yeMble LN PE3EPBHON0 KOMMPOBAHUSA
LaHHBbIX.

3agayvya no co3daHuto|OnucaHne

pe3epBHOI KONUK

Co3paaTb NIOKaJIbHYIO Co3falTe JIoKasbHble Pe3ePBHbIE KOMUN JaHHbIX.
pe3epBHYIO KONUIO

BoccTaHOBUTb BoccTaHOBNIEHME NOKaJIbHbIX PE3EPBHbIX KOMUIN
LaHHbIX.

[lononHUTENbHbIE CBEAEHWS O 3aAaHWAX Pe3epBHOr0 KOMUPOBAHWUS CM. B
«Pe3epBHas konusa» (p. 158).

@ HacTtpouknu

[obaBbTe fApAbIKM AN Tex HacTpoek BitDefender, koTopble Bbl Xx0TUTe
0TPefaKTNpoBaTh:

HacTponku OnwuncaHune

HacTtpoiku aHTuBupyca HacTpoiika Mogyns aHTusupyca. JononHNTeNbHbIe
CBEOEHNSA CM. B «KAHTMBUPYCHas 3alumTa» (p. 68).

Hactpoiika HacTporiika mogyns bpaHaMayapa. [JononHUTeNbHble
bpaHamayapa CBefeHus cM. B «<bpaHamaysp» (p. 141).

PoputenbCKui KOHTpPONb HacTpolika MoAynsi pPoAWTENbCKOro KOHTPOS.
[lononHNTENbHbIE CBEAEHNA CM. B «POANTENIbLCKNI
KOHTPOJIb» (p. 112).

Pe>XXuMm urpol MepekntoyeHne 13 pexxuma urpbl. JononHUTeNbHbIE
CcBefeHNs CM. B «Pexxum urpbi» (p. 208).

Pe>xuMm HoyTOyKa MepeknoyeHne n3 pexxuma HoyTbyKa.
JononHuTenbHble CBefeHus CM. B «Pexum
HoyTbyka» (p. 211).

O6HOBUTbL ceryac 3anyck obHoBneHud BitDefender. lononHUTENbHbIE
cBefeHns cm. B «O6HoBaeHne» (p. 219).
MpocMoTpeTb U OTkponte mMactep. C ero mMOMOLWbLID MOXHO
yCTPaHUTb BCe yCTpaHUTb  yrpo3bl  6e3onacHocTW, KOTopble
HenonagKu oTpMLaTeNbHO CKa3blBaloTCA Ha paboTe CUCTEMBI.
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HacTpoiku OnucaHune

[lononHUTENbHbIE CBEAEHUS CM. B «YCTpaHeHue
yrpo3s» (p. 48).

@ MNomowb 1 nogpepxka

MepenanTe B pa3aen NnogaepxkKu. [LononHNTENbHbIE CBEAEHNS CM. B «CBSXKUTECH
C HaMW HenocpeaCcTBEHHO Yyepe3 nHTepdenc npoaykTa BitDefender» (p. 274).
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9. OnoBeLleHns 1 BCN/bIBaOLWMeE OKHa

BitDefender ncnonb3yeT BCr/biBatOLWME OKHA 1 OMOBELLEHNS 451 UH(DOPMUPOBAHNS
0 BbIMOJIHAEMbIX OMNepaunsx WM creunanbHbiXx CObbITUAX, KOTOpble MOryT
3aMHTEepecoBaThb NoJIb30BaTENS, U NPU HEOBX0AMMOCTY 3anpaLlBaeT BbIMOJIHEHNE
LeiCcTBMA.B 3Toi rnaBe npeacTaBfieHO oOMMCaHWEe BCMJbIBAOWNX OKOH MU
onoselleHui BitDefender.

BcnnbiBalowme OkHa npeacTaBnsioT coboi  HebonblMe OKHa, KOTopble
oTobparkaloTCA Ha 3KpaHe B TEYEHUe OMpefefieHHOro BPEMEHM U conep)kaT
CBeEeHNS O pa3finyHbix cobbiTmax BitDefender (Hanpumep, ckaHMpoBaHUe
COOOLLEHNI  3NEKTPOHHON MOYThbI, MOAKJIOYEHNE HOBOrO KOMMblOTEpa K
6ecnpoBoaHon ceTu, gobaBneHne npasuia bpaHamayapa u np.).B otobpasmsLiemcs
BCMJIbIBAIOLLLEM OKHe Mosib30oBaTento OyneT NpenioxXeHo HaxaTb Ha KHomky OK
NN NePENTN No COOTBETCTBYIOLLEN CChINKE.

OnoBelyeHnsa npenctaBnsioT coboir okHa Gosblwero pasmepa, B KOTOPbIX
oTobpar)kaeTcs 3anpoc Ha BbINOJHEHWE AEACTBMIA WMAN COOBLLEHNS O BaXKHbIX
cobbiTusx (Hanpumep, obHapyxeHne Bupyca).lOMUMO CreunanbHbIX OKOH,
OMOBELLEHNS MOTYT TaK)XXe OTMPaBAATHCS MOJb30BATEIO MO SNEKTPOHHOW NOYTE,
yepes cyxby MrHOBEHHbIX COOBLLEeHU nnn Yepes Beb-CTpaHuLly.

K BCnabIBalOLWMM OKHaM 1 onoBeleHusam BitDefender oTHocsaTcs:

@ OrnoBeLleHNsa aHTUBMpPYCa

@ OrnoBeLleHNs akTUBHOIO BUPYCHOMO KOHTPOSA

@ OnoBeleHnsa 06 obHapyXeHnn yCTPoCTBa

@ OrnoBeLLeHNs 1 BCMJbIBatoLLMe OKHa bpaHaMayapa
@ Beb-cTpaHunLbl onoBeLLeHnA aHTUPULLNHT A

@ OnoBeLleHNs POAUTENIbCKOrO KOHTPOSA

@ OrnoBeLleHNs CUCTEMbI 3aLLNThI AaHHbIX

9.1. OnoBeLleHNsa aHTUBMpPYCa

BitDefender obecneynBaeT 3alLMTy OT pa3anyHbIX BPEAOHOCHbLIX MPOrpamMM: BUPYCOB,
WwnunoHckoro MO n pyTknTOoB.MMpu 06HapyXeHUy BUpyCa Uamn Apyrux BpeLOHOCHbIX
nporpamMMm BitDefender BbIMOAHUT onpefeneHHoe [OeNCTBME B  OTHOLUEHUK
3apaXkeHHoro ¢anna ”n BbiBEAET OKHO OMOBELleHWS C COOTBETCTBYIOLWM
coobLieHnem.

OTobpaxxaeTca UMsi BUpYCa, PacrosioKeHne 3apa)KeHHoro daina n AencTeue,
BbINosHeHHoe BitDefender.

Haxmute OK 1 3akpoiiTe OKHO.
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Ba)kHoO

Mpy 0bHapyXeHWK BpyCa PEKOMEHAYETCA MPOCKaHMPOBaTb BCIO CUCTEMY, YTOObI
ybeanTbCs B OTCYTCTBUM APYrux BUpYCOB.[NA MNOAyY4eHUs LOMOJHUTENbHOW
nHgopMaLmmn nepengute K «CkaHupoBaHne anios n nanok» (p. 225).

Ecnn He ypanock 3abnoknmpoBaTb BUPYC, CM. «YaasneHue BpenoHocHoro 10 un3
cuctembl» (p. 263).

9.2. OnoBeLleHNsa akTUBHOIO BUPYCHOI0 KOHTPOJIS

AKTVBHBI BUPYCHbIA KOHTPOJIb MOXET OblTb HAaCTPOEH Ha OMoBelleHune W
HaMoMVHaHUe, KOr ia MPUJI0XKEHNE MbITAeTCS BbINOJHUTL AEACTBINE, KOTOPOE MOXKET
6bITb BPEAOHOCHBIM.

Mpu Bbibope uHTepdenca "OcHoBHON" waM "OMbITHBLIA MNONb30BaTENL" MNpU
6710KMPOBKE aKTUBHbLIM BUPYCHBIM KOHTPOJIEM MOTEHLIMAIbHO OMACHbIX MPUSTOXKEHNIA
6yayT 0TobparkaTbCs BCMJIbIBAOLLE OKHA C COOTBETCTBYIOLLMMMU COOBLLEHNAMN.TTpK
Bblbope WHTepdenca "IKcnepT" B OKHE OMOBELLEHWS BbIBOAUTCS 3amnpoc Ha
BbIMOJIHEHNE [OENCTBMA KaXAbl pa3, Korga Kakoe-nmbo npunoxeHue
LEMOHCTPUPYET NPU3HaKM BPELOHOCHOr0 NOBEAEHNS.

Ecnn Bbl 3HaeTe, 4T0 0B6Hapy)KEHHOMY MPUSIOXKEHNIO MOXXHO LOBEPSATb, HAXXMUTE
Pa3speLwinTsb.

Ec/iv Bbl XOTUTE HEMeOIeHHO 3aKpbITb NpUIoXKeHue, Haxxmute OK.

BbibepuTe 3anoOMHUTbL 3TO MOeWCTBME AN 3TOr0 NPUJIOXKEHUA nepej
noaTeepxaeHvem. Mocne aToro BitDefender 6yneT BnocnefcTBUN NPUMEHSATL 3TO
Xe pencTeue Ons obHapy)eHHbIX NpuaokeHuin.Co3gaHHoe npaswuio byneT
0TObpaXKaThbCs B OKHE HAaCTPOEK aKTUBHOIO BUPYCHOrO KOHTPOSIS.

9.3. OnoBeuleHNs 06 0bHapyxeHnn yCTPOMNCTBa

BitDefender aBToMaTu4eCKM onpeaenseT NoAKoYeHNe CbeMHOr0 3aMoMUHaIoLLLEr 0
YCTPOMCTBA K KOMMbOTEPY U MpefnaraeT MpOCKaHUMPOBATh €ro, Mpexie 4em
noNlyYuTb [OCTYN K ero (aitnam.dToT PeXxuM pPeKoMeHAyeTCs [s 3aLinTbl
KOMIMbIOTEPA OT BUPYCOB W APYr1X BPEeLOHOCHbIX MPOrpaMMm.

OBHapy>XeHHble YCTPOWNCTBA Pa3aensioTCs Ha CAeayoLie KaTeropuu:

@ CD/DVD

@ USB-yCTpoiCTBa XpaHeHWs AaHHbIX, Takue Kak (3W-HOCUTeNN U BHeLHne
)KeCTKme AnCcKn

@ Y[aneHHble ceTeBble ANCKY

Mpu 06Hapy>XeHMM Takoro yCTPONCTBa 0TOBpaXKaeTCs OKHO MpefyrnpexxaeHuns.

[na ckaHnpoBaHuUs YCTpOVICTBa XpaHeHNs faHHbIX NPOCTO HaxkMuTe Ja.llossutcs
MacTep CKaHUMpPOBaHWMA Ha aHTUBUPYCbl W NpPOBEAET BaC 4Yepe3 npouecc
CKaHMpoBaHM4.
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Ecnm Bbl He XOTUTE CKaHWPOBaTb YCTPOMCTBO, HE0BX0AMMO HaxxaTb KHOMKY Her.
B 3TOM Cny4Yae MOXXeT 0Ka3aTbCs MOJIe3HON OfiHa W3 CNenyLnXx QyHKUWA:

@ He cnpawmuBaTtb 00 3TOM TMNe ycTpoicTBa — BitDefender 6onblue He byneT
npefnaraTb CKaHWPOBaTb YCTPOWCTBA XPaHEHWA AaHHbIX 3TOr0 Tuna npu
NOAKJIOYEHNN UX K KOMMbIOTEPY.

@ OTKNIOYUTL aBTOMaTUYeCcKoe obHapyXxeHue YyCTPONUCTB — BaM DoJblie He
OyLeT NpensioKeHo CKaHWPOBaHME HOBbIX YCTPOWCTB XpaHeHWs UHGopMaLmn
npu UX MNOLKJIIOYEHNUN K KOMMbIOTEPY.

Ecnv Bbl CJ'Iy‘-IaVIHO OTKIKOYNNN aBTOMaTU4eCKOoe o6Hapy>KeHV|e yCTpOl7ICTB N XoTuTte
€ro BKJIIO4YNUTb NN HaCTPOUTb €ro napaMeTpbl, BbINOJIHUTE Ccnegyuine LencTBuma:

1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BbibepuTe nHTepgenc IkcnepT.

2. MNepengnte kK AHTUBUPYC > CKaHUPOBaTb BUPYChI.
3. B cnncke 3agaHunin CKaHMpPOBaHUSA HanauTe 3ajaHne CKaHMpoBaHWe YCTPOMUCTB.

4. lLlenkHnTe Ha 3afaHune NpaBoii KHOMKOM MblILLIK 1 BbiGepuTe CBOMCTBA.MoSBUTCA
HOBOE OKHO.

5. Ha Bknagke 0630p HacTpoiTe Tpebyemble napameTpbl CKaHWpoBaHua.[ns
Noly4YeHNs AOMOJHUTENbHON NHPOPMaLIMK NEPENaNTE K «/3MeHeHne HacTPoeK
CKaHupoBaHusa» (p. 84).

6. Ha Bknagke ObHapy>xeHue BbibepyTe TUMbl YCTPONCTB, KOTOPbIe HE0OXO0ANMO
0bHapyXuTb.

7. Haxmute OK, 4T0Obl MPUMEHUTbL M3MEHEHNS.

9.4. OnoBelleHNs 1 BCMbIBaOLWME OKHa bpaHamay3pa

BpaHamayap ncnonb3yeT BCNJbIBAOLLME OKHA 415 BbIBOAA COOOLLEHNI O Pa3InyHbIX
CobbITUAX, CBA3@HHbLIX C CETEBbIM MOAKYEHMEM (HanpuMmep, O MOAKJ/YEHUN
HOBOro KOMMblOTepa K 6ecnpoBOAHON CeTW, O paspelleHun AoCTyrna HOBOro
npuioxexnms B WHTepHeT wmaM O 3anpeTe Ha CKaHMpOBaHWe nopTa).2Tu
BCMJIbIBAlOLL/E OKHa MPefoCTaBAAT [AOMOJHUTENbHbIE BO3MOXHOCTU ON4
0bHapy>XeHUs NOMbITOK BTOPXXEHNS 1 3aLLMTbl KOMMNbIOTEPa OT CETEBbIX Yrpos.

Mpwn Bbibope MHTepderca "IKcnepT" B OKHE OMOBELLEHNS BEIBOAUTCS 3anpocC Ha
BbINOJHEHNE AENCTBUS KaXXAblI pa3, KOraa HeM3BeCTHOe MPUIoXKeHue nbiTaeTcs
NOOKMOYUTLCA K IHTEepHeTy.

B nosBuMBLUEMCSH OKHe Bbl YBUAUTE Crefylollee: MNpUIoKeHue, nbiTallleecs
noJly4ynTb [OCTYN B IHTEPHET, NPOTOKOJ U MOPT, Yepes KOTOprVI OHO NbITaeTCA
NOOKTIIOYUNTBCA.

HaxxmuTe PaspewmTb, 4T0ObI pa3pellnTs BeCb TPAdUK (BXOASLLNA 1 NCXOAALLNA)
ONa AaHHOMO MPUJIOXXEHMS C JIOKaJIbHOro KoMMbloTepa uan n3 noboro apyroro
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MecTa npu nomowm IP-npoTokona u nwboro nopTta. Ecam Bbl HaxmeTe
BnokupoBaTb, TO BO3MOXHOCTb AOCTyna B MHTepHeT Yepe3 IP-npoTokon ans
JlaHHOrO MPUIOXKeHNs ByaeT NoJIHOCTLIO 3a610KMpoBaHa.

Ba)xHo
Pa3spewnTe BxogdLme Nogka04eHNs TONbKO C IP-agpecoB uiv SOMEHOB, KOTOPbIM
Bbl MOJIHOCTbIO JOBepseTe.

B 3aBucMMOCTM OT Ballero oTBeTa OyAeT Co34aHO MpaBWio, KOTOpoe TYT Xe
NPUMeEHNTCA 1 3anuweTcs B Tabauuy. Mpu cneaytowen nonbiTke COeaUHeHNs
LLaHHOrO MPWUSIOXKEHNS Mo YMosiYaHuio 6yaeT NCMob30BaThCS 3TO NPaBUIO.

Mpn ncnonb3oBaHUM MHTepdenca "OcHoBHON" nam "ONbITHLIA MNOJib30BaTENb"
nonbITKN NoAKA4YeHns byayT 6,10KMpoBaTLCA aBTOMaTUYECKM.

9.5. OnoBeweHNa aHTUPULLINHIA

Ecnu BkNoYeHa aHTUMILMHTOBas 3awwuTa, BitDefender BbIBOAWUT OnoBeLLeHWs Npu
nonbITKe AOCTyMNa K Beb-CTpaHuULLaM, KOTopble MOrau 6bITb CO34aHbl CNeLnanbHo
ONS XULLEHWUS NNYHBIX AaHHbIX.[lepes TeM Kak paspelmnTb AOoCTYyn K Takom
Beb-cTpaHmue, BitDefender 3abnokmpyeT cTpaHmuy 1 oTobpa3mnT obLyee onoseLLeHne
0 Beb-CcTpaHuLe.

MpoBepbTe afpec Be6-CTpaHuLIbl B aApecHoii CTpoke bpay3epa.lmTe npusHaky,
KOTOPbIE MOTYT YKa3blBaTb Ha UCMOJIb30BaHWe BEO-CTPaHULLb B LIeNSX pulLnHra.He
PEeKOMEHAYeTCs 0TKPbIBaTL Beb-afipeca, eC/iM eCTb COMHEHUS B UX HAZeXHOCTH.

BOT HECKOJIbKO MOJIE3HbIX PEKOMEHAALNNA:

@ Mpwn BBOJE afpeca NEeruTUMHOro CaiiTa MpoBepbTe ero MpaBWabHOCTb. Eciu
ajpec BBefieH HEBEpPHO, MOBTOPUTE BBOA W NepeianTe Ha Beb-CTpaHuUy elle
pas.

@ [pn nepexone Mo cchljike B coobLeHnn 31'IeKTpOHHOI7I noYThbl N B MTHOBEHHOM
coobweHnn Heobxoanmo npoBepuUTb OTNpaBuUTeEnsa Takom ccoinkn, Ecnm
0TnpaBUTEJIb HEN3BECTEH, BEPOATHO, Bbl UMeeTe Aeio C MOMbITKON (DI/ILLII/IHFOBOI;I
aTaku. Ecnv oTnpasuTesib BaM U3BECTEH, Heobx04MMo NpPoOBEPUTD, LEeNCTBMTENbHO
JIN 3TOT YeNoBeK OTNpPaBul BaM AaHHYH CCbIJIKY.

@ [lpyn nepexone Ha Beb-cTpaHuuy B WHTepHeTe HeobxoAMMO MNpPOBEPUTH
Beb-CTpaHuULy, Ha KOTopor obHapy>XeHa ccbifika (HaxxmMuTe KHonky "Haszapn" B
Beb-bpay3epe).

Ecnm HeobxoaMMO NpoCcMOTPeTh BeEO-CTpaHuLYy, NepeinanTe no COOTBETCTBYOLLEN
CCbIJIKE U BbIMOJIHUTE OAHO W3 CeAYOLINX OENCTBUIA:

@ NMpocmoTpeTh Beb-cTpaHULy TONLKO B 3TOT pa3. ITa onepauns He ABASeTCS
PUCKOBaAHHOWM, €C/ He OTNpaBAATb MHGOpPMauuto Ha Beb-cTpaHuuy.Ecam 3Ta
Beb-CTpaHuLa SBNAETCA NErMTUMHON, Bbl MOXKeTe 106aBUTh ee B Beblii Crncok
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(nepenpgute B pasgen lMaHenb UHCTPyMeHTOB aHTUduwuHra BitDefender n
BbibepuTe Lo6aBuTL B 6enbii CNUCOK).

@ LobaBuTb Beb-cTpaHuuy B 6enbih cnUcok. Beb-cTpaHuLa oTobpa3mnTcs cpasy,
n BitDefender 6onbLie He ByLeT BbIBOAWUTbL 3TO OMOBELLEHME.

Ba>xHo

[obaBuTb B 6enblii CNMCOK TOJSIbKO [OBepeHHble Beb-CTpaHuubl (Hanpumep,
Beb-cTpaHnua 6aHKa, M3BECTHble MHTEpHeT-MarasuHbl K np.).BitDefender He
nposepseT Beb-canTbl B 6€10M cnncke Ha NpeaMeT GuLnHra.

YnpaBneHve aHTUMULLMHIOBON 3aLLMTON 1 BeNibiM CMUCKOM MOXKHO OCYLLLeCTBAATh
C NoMoLblo NaHennm nHcTpymeHToB BitDefender B Be6-6pay3epe.lns nonyyeHns
LOMONHUTENbHON UHGOPMaLUK nepersnTe K «YnpaBieHne aHTUGDULLNHIOBOM
3awmTou BitDefender B Internet Explorer n Firefox» (p. 95).

9.6. OnoBeLleHNa POANTENLCKOrO KOHTPOIA
B Moayne poamTenbCKoro KOHTPOIS MOXKHO HAaCTPOUTb 6/10KMPOBKY:

@ Henpuemsemble Be6-CTpaHULbI.

@ JocTyn B VIHTEepHeT B onpeaefieHHble NMPOMeXYTKW BpPeEMeH) (Hanpumep, BO
BPEMS YPOKOB).

@ BeO-CTpaHNL, 3/IEKTPOHHbIX COOOLLIEHNI N MFHOBEHHbIX COOBLLEHWNIA, €CNN OHK
cofiepXaT onpefieneHHble C/oBa;

@ NPUIOXKEHNS, TaKe Kak Urpbl, YaTbl, NporpamMmmel obMeHa danamm u gpyrue.

@ MrHoBeHHble coobLLeHNs, 0TrNPaBeHHble 3a6/10KMPOBaHHLIMU IM-KOHTaKTaMu.

Cuctema nHopMUpyeT Nosib3oBaTenst 060 Bcex ciyyasnx 610KMPOBKN aKTUBHOCTY
C TMOMOLLbI0 OMpefesieHHbIX TUMOB COOOWEHNA OMoBeLeHUs (Hanpumep,
CTaHAapTHas Beb-CTpaHMUa OMoBELLEeHNs, COobLLEeHNEe 31EKTPOHHON MOYTbI UK
MrHOBEHHOE coobLeHe).MpeaocTaBAseTCs NoapobHas MHPOPMaLIMS 0 MPUYMHAX
610KNPOBKM LENCTBUS.

9.7. OnoBeLeHNs CUCTEMbI 3aLLUTbI AaHHbIX

OYHKLMA KOHTPOSIA JINYHBIX LaHHbIX MPefoCTaB/geT OMNbITHbIM MO0Nb30BaTENAM
LOMOJSIHATESIbHbIE BO3MOXHOCTY 3aLUNThI JINYHBIX AaHHbIX.[1py BKIIOYEHWN noboro
n3 cnepyrumnx KOMMNOHEHTOB B OTAEJ/IbHOM OKHE OMOBELLEHNA 6WJ,eT BblBELEH
3anpocC Ha BbIMOJIHEHNE LencTBuma:

@ KOHTpOJIb peecTpa — CnpalinBaeT paspeLleHns BCIKUIA pas, Koraa Kakas-nmbo
nporpaMma MbiTaeTCs MeHsATb 3anucb B PEecTpe AN 3arpysKu npu 3anycke
CUCTEMBI,

@ KoHTposib cookie — 3anpalmBaeT pa3pelleHne BCAKMI pa3, KOrga HOBbIN
Beb-calT NbiTaeTca 3anmcaTtb ann cookie.
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@ KOHTPOJb CLIEHapUEB — 3amnpallnBaeT pa3peLleHe BCAKUA pas, Korna Beb-canT
MbITAETCS VHULMUMPOBATh BbIMOJHEHNE CLIEHApWa WKW JPYroro akTUBHOMO
KOHTEHTa.

9.7.1. OnoBelleHNs peecTpa

Ecnu Bk/loYeHa (hYHKLIMS KOHTPOJIS peecTpa, KaxAblii pas, Korga Kakas-nmbo
nporpamMma nonbITaeTCs BHECTY U3MEHEHWS B KJIl0UW PEecTpa, UCMoJIHSEMbIe Npu
3arpy3ke Windows, cuctema byfieT 3anpallnBaTh COOTBETCTBYIOLLEE pa3peLLleHue.

Bbl MO)XeTe MOCMOTpPeTb, Kakas nporpamma MbiTaeTCAd BHECTW W3MEHEHuUs B
cmcTemHbI peectp Windows.

3amevaHune

@ BitDefender, kak NpaBKs0, BbIBOAUT ONOBELLEHNS MPU YCTAHOBKE HOBbIX MPOrpamMm,
3anycK KoTopbIx TpebyeTca npu crepylowen 3arpyske cuctemsl. B 6onbwinHcTBE
CNyyaeB 3TW NPOrpamMmbl ABASIOTCSA NETMTUMHBIMUA U MOTYT CYUTATLCA HALEXKHbIMU.

Ecnm Bbl He 3HaeTe, 4T0 3TO 3a MPOrpaMMa, v eCvi OfiHa BbIFISAUT NOJ03PUTENBHO,
Ha)xMuTe BNOKMPOBaTh, HTOOLI HE MO3BOJIUTD €/ BHOCUTb V3MEHEHWS B CUCTEMHBIN
peecTp.Mnu HaxmuTe KHOMKy PaspewnTb, 4TOObI MO3BOMUTHL €M BHOCUTH
U3MEHeHNs.

Ha ocHOBaHUM Ballero oTBeTa CO3JaCTCs MPaBW/IO, KOTOPOe 3aTeM MOSIBUTCS B
cnucke npaBun.To xe feicTBue ByaeT MPUMEHSTbLCS, KOrfa 3Ta MnporpaMma
MornbITaeTCsl BHECTW N3MEHEHUS B 3aMNnCb peecTpa.

019 nonyyYeHns 0ONoJHNTENbHON MHOPMaLIMK NepenanTe K «kKOHTPo b peecTpa»
(p. 137).

9.7.2. OnoseleHNa cueHapus

Ecnn ¢yHKLMS ynpaBneHns cleHapusMu BKIoYeHa, byaeT BbiBeEH 3anpoc Ha
pa3speLleHne Npy KaXKAon NonbITKe 3arnycka Beb-calToM CLeHaprneB Uan Apyroro
aKTVBHOI0 COAEPXXKMMOrO.

B 3TOM OKHe Bbl BUAUTE Ha3BaHWeE pecypca.

HaxxmuTe Ba vnu HeT, n npasuio 6yaeT co3AaHo, MPYMEHEHO 1 BHECEHO B CMIMCOK
B TabanLe.3To e aeicTBue By neT aBTOMaTUYECKU MPUMEHSATLCS BO BCEX CTyYasnX,
KOrZla CaiiT MbITAeTCS BIMOJHUTL 3aMyCK aKTUBHOMO COMIEPXXIMOTO.

o 3aMeYyaHune
U Mpn 610KMPOBKE aAKTUBHOrO COLEPXXWMOr0 HEKOTOpble Be6-CTpaHULbl MOryT
0T0bpaKaTbCsA HEKOPPEKTHO.

Ona nonyyeHns [LOMNOJSHUTENbHON WHGOPMaLMK nepengnte K «KOHTPOb
cueHapues» (p. 139).

OnoBeLleHnsa 1 BCJ/biBaloL e OKHa 46



BitDefender Total Security 2011

9.7.3. OnoBeLieHns cookie

Ecam dyHkumsa ynpaBneHns cookie BkoYeHa, cucTema byneT 3anpallmBaTb
pa3peLleHne Kaxkablih pa3, korga Beb-caiT 3anpallvBaeT WKW yCTaHaB/IMBAET
cookie.

B 3TOM OKHe Bbl BULMTE Ha3BaHWe NPUIOXKEHNS, KOTOPOE NblTaeTcs co34aTh ain
cookie.

Haxxmute Oa nnu HeT, v npasuio 6yneT C034aHO0, NPUMEHEHO N BHECEHO B CMNCOK
B Tabimue.2To xe fencrTsume 6yneT dBTOMATUYECKN MPUMEHATLCA NMPU KaXX40M
NOAKTIOYEHUN K COOTBETCTBY LM Beb-canTam.

Onda nosyvyeHns LONOSHUTENbHON MHGOopMaunn nepenaute K «kKoHTposb Cookie»
(p. 137).
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10. YcTpaHeHue yrpos

BitDefender ucnonb3yeT cuCTeMy CNEXEHWs 3@ Yrpo3amun sl UX BbISBIEHWS W
ornoselleHns. Mo yMOSYaHWIO OH OTC/IEXMBAET TOJbKO PAL Yrpo3, KoTopble
cynTatoTCs Hambosiee onacHLIMU, HO Bbl MOXETE HacTpouTh BitDefender Tak, kKak
BaM TpebyeTcs, BbibUpas, 0 KaKMX UMEHHO Yrpo3ax Bbl XOTesn Bbl Obib yBEAOMEHDI.

YBeJOMNeHNs 0 TeKYLLMX r|p06neMax:

@ Hapg 3Haykom BitDefender & Ha naHesn 3afay 0TOOpPaXKaeTCs CrieuuasbHbIA
CUMBOJ1, YKa3blBaOLLMI Ha HEMONAAKM, OXKUAAOWME YCTpaHeHNS. Tak)Ke MOXHO
HaBECTM Kypcop Ha 3HA4yoK, W BCMJIbIBalOLLEE OKHO MOATBEPAUT Hanunyue
nMetoLmxcs npobnem.

@ Mpn oTkpbiTUM BitDefender o6nacTb cocTosHMA 6e30MacHOCTU MOKaXXeT
KOJIMY4eCTBO NPo6aeM, BAUSIOLLNX Ha CUCTEMY.

» B uHTepdelice "OcHoBHOR" cTaTyC 6e30nacHOCTM 0Tobpa)kaeTcs B 1IEBON YacTh
OKHa.

» [lns npoBepky cTaTyca 6e3omacHOCTM B UHTepdelce "IKcnepT" nepengunte
B pa3nen O6wue > MaHenb ynpaBneHus.

10.1. MacTep yCcTpaHeHMs HeMCNpaBHOCTEN

Mpolle BCEro yCTPaHWTb CyLEeCTBywLWMe MNpobnemMbl, BbINMOJHUB MOLIArOBblE
MHCTPYKLMM MacTepa ycTpaHeHusa HeucnpaBHoOCTeN.[1515 Toro 4Tobbl 3anycTuThb
MacTep, ciienanTe cnegytoLlee:

@ Ha)xxMuTe npaBoM KHOMKOM Mblluy 3Ha4yok BitDefender @& B nadenu 3amay u
BbibepuTe YCTpaHUTLb BCe.

@ OTkponTte BitDefender n B 3aBUCMMOCTM OT UCMOSb3YEMOro pexuma
MoJib30BaTeNbCKOro MHTepdenca BbINOJIHUTE Clieayloline OenCTBUS:

» B uHTepgpeiice "OcHoBHOM" HaxMuTe MpocMoTpeTb BCce Npobaembl.
» B uHTepceiice "IkcnepT" nepenaute B pasgen O6wwme > [MMaHenb
ynpassieHus 1 BoibepuTe NMpocMoTpeTb Bce NpobneMbl.

"y 3ameyvyaHune
U Takxe MOXXHO [106aBUTb ApAbIK Ans pa3gena Mo MHCTPYMEHTHI.

OTobpa3nTcs cnncok yrpo3 6e3onacHoCTH, 06Hapy>KEHHbIX B KOMMbIOTEpPE.

Bce TekyLine npobnembl BbIOpaHbl 415 yCTPAHEHNS. EC/IN Bbl HE XOTUTE YCTPaHATh
KaKyo-n16o 13 npobnaem, CHUMIUTE COOTBETCTBYIOLMIA (haxok. Mpu 3ToM cTaTyc
npobnembl 6yeT nsmeHeH Ha MpPonycTUTs.
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3ameyvyaHune

@ Ecnn Bbl He xoTute nony4yaTtb YyBEOLOMNEHUA 06 onpeneneHHbIX npo6neMax,
HeobXoAMMO COOTBETCTBYIOLMM 06pa3oM HaCTPOUTbL CUCTEMY OMOBELLEHUA (Kak
OnuncaHo B criefyrouem pa3,uer|e).

Ona yctpaHeHusa BblbpaHHbIX npobnem HakmuTe Myck. HekoTopble npobaemsi
YCTPaHATCA He3aMeanuTenbHo. OCTaslbHble BaM MNOMOXET YyCTPaHUTb MacTep.

MpobaeMbl, KOTOPbIE MOMOraeT YCTPAHWUTL 3TOT MacTep, MOryT ObiTb CrPYMNMPOBaHbI
B 3TN OCHOBHbIE KaTeropuu:

@ OTK/II0YEHHble HaCTpOﬁKVI 6e3onacHocTu. Takune I'IpOﬁJ'IEMbI YCTPaHAKOTCA
HE3aMenJINTEJIbHO NYTEM BK/IOHEHNA COOTBETCTBYOLWNX HAaCTPOEK.

@ NMpodunakTnyeckue 3apaym 0Oe3onacHOCcTH, KOTOpbie Heobxopaumo
BbIMOJHUTb. [IpVMEpOM TakoW 3afayvu SBASETCHS CKaHWpPOBaHWe BaLIero
KOMMbloTepa. PeKOMeHIyeTCs CKaHMPOBaTb KOMMbIOTEP XOTS Obl pa3 B HeLesto.
B 6onbwmHcTBe cnydvaeB BitDefender byneT genatb 370 aBTOMaTuydecku. Kak
Obl TO HW ObINO, ecA Bbl MEHSAW pacnucaHue CKaHWpoBaHWA, Bbl bypeTe
npepynpexaeHsl 06 3Ton npobneme.

Mpy yCcTpaHeHWM Takux npobnem MacTep NMOMOXKET BaM YCMeLHO 3aBeplmnTb
3ajavy.

@ CucteMHble ya3BMMOCTH. BitDefender aBToMaTU4eCKM NpoBEpPSIET Bally CUCTEMY
Ha HaAMYMe yA3BUMOCTEN U MpeaynpeXXaaeT Bac 0 HUX.CUCTEMHbIE YS3BUMOCTY
BKJIIOYAIOT Criefytoliee:

» HeHale)XXHble Maposn y4eTHbIX 3anucen Windows.
» ycTapesLllee MO Ha BalleM KOMMbIOTEpPE.

» oTCyTCTBYtOLWME 06HOBNEeHNs Windows;

» AsTOMaTunyeckme obHoBaeHna Windows OTKIIOYEHbI.

Korpa nossnsTca Takue npobaembl, 3anyckaeTcsd MacTep CKaHUMPOBaHWUA Ha
Hasm4ymne ya3BUMOCTEN. ITOT MacTep MOMOXKET BaM B yCTPaHEHUN 0OHaPYXEHHbIX
CUCTEMHbIX YA3BUMOCTEN.[na nosiydeHns LOMNONAHUTENbHON UHGOopMauun
nepenanTe K «flonck yszsumocten» (p. 155).

10.2. HacTpoka oTCcneXxnBaHnsa COCTOAHUS

CucTeMa ornoBeLLeHns 0 CTaTyce NpeaBapuTesIbHO HAaCTPOeHa A OTCIEXUBAHMUA
1 OMoBeLLEHNS N0/Ib30BaTesNs 0 Hanbosee 3Ha4YMMbIX NpobaeMax, KoTopble MOryT
noBMUATL Ha 6e30MacHOCTb  KOMMblOTepa W fAaHHbIX.Kpome npobnem,
KOHTPOJIMPYEMBIX MO YMOJSYaHUIO, €CTb HECKOIbKO ApYrux npobiem, o KOTopbIX
Bbl MOXXeTe ObiTb MPOVH(MOPMUPOBAHbI.

MO)XHO HACTPOUTb CUCTEMY OMOBELLEHUN B COOTBETCTBUM C TpeboBaHUAMU
6e30MacHOCTU W 3afaTb KOHKpPeTHble npobieMbl, 0 KOTOpbIX cucTema bypeT
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MHOPMMPOBATb MO/b30BATENA.DTO MOXHO CAenaTb B MHTepgence "OnbITHLINA
noJsib3oBatesnb" unm "Ikcnept".

@B wuHTepdence "OnNbITHbIM MOJb30BaTe/b" CUCTEMY OMOBELLEHUA MOXKHO

HaCTpanBaTb U3 OTAEJIbHbIX PACNOJIOXKEHN. BbINoHUTE ciefyoLne LencTBmA:

1. Nepenante BO BKNagky besonacHocTb, HacTpouka cucTteMbl wuin
XpaHunuwe cdannos.

2. MNepenante no ccoiike [obaBUTb/pepakTUpoBaTb CNMCOK B obnacTu
COCTOSAHNUA.

3. Ana wm3MeHeHus CcTaTyca OMnoBelweHns [OJF 3/eMeHTOB WCMNOo/b3ynTe
COOTBETCTBYOLME UM PNAXKKN.

@ B uHTepdernce "IkcnepT" [OCTYNHa (PYHKLMS LLeHTPain30BaHHON HAaCTPONKN
CUCTEMbl OMOBELLEHUA.BbINOAHNTE Crefytoline AeiCTBUS:
1. NMepengnTe B pa3aen O6wme > MaHenb ynpaBieHuUs.
2. HaxxmnTe lo6aBuTb/pesakTUpPOBaTh ONOBELLEHUA.
3. Ina wu3MeHeHUs CTaTyCca OMOBEWeHUs [ONA 3/eMeHTOB UCMOo/b3yhTe
COOTBETCTBYIOLLME UM (PAAXKKMK.
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11. HacTponka 0CHOBHbIX NapamMeTpoB

HacTponTb OCHOBHble MapaMeTpbl NPOAYKTa (B TOM 4uc/e NepeHacTpouTb Tun
MNCMONb30BaHNA) MOXHO B OKHe "YcTaHoBKK". YTOObl OTKPLITH €ro, BbINOJHUTE
cnepyowime LencTems:

@ OTkpoiiTe BitDefender, HaxxmMuTe kHonky MapamMeTpbl B BEpXHEM MPaBOM Yy
OKHa 11 BbibepuTe YCTaHOBKM.

@ LLlenkHnTE NpaBoi KHOMKOM MbIlWKW Ha 3Ha4oK BitDefender & Ha naHenn 3agay
1 BbibepuTe YCTaHOBKM.

@

3ameyvyaHune

Ona [peTanbHOM HACTPOMKM MNapaMeTpoB MNpoAyKTa nepenguTe B uHTepdeinc
"IkcnepT".ONA  NoAyvyeHWs  OOMOSHUTENbHOW WHGOpMauuM nepengnte K
«KoHurypaumsa n ynpasneHue» (p. 63) 4aCcTu pyKOBOACTBaA NOJb30BaTENS.

HacTpoiiky opraH1M30BaHbl B TPW KaTeropum:

@ HacTpoiikun 6e3onacHoCcTm
@ HacTponkuy onoseLLeHunI
@ O6Lume HacTponKku

[ OTKJ/II04EHMS HACTPOMKI BbIbepUTE COOTBETCTBYIOLLMUIA NapaMeTp.

YT06bl MPUMEHUTb U COXPAaHUTb U3MEHEHUS B HAaCTPOMKax, HaxxmuTeOK. YTobsbl
3aKPbITb OKHO 6e3 CoXpaHeHns U3MeHeHW, HaXXMUTeOTMeHa.

Mepenga no ccoinke MepeHacTpouTb npodunb, PacnosioKEHHOW B MpPaBOM
BEPXHEM Yrjly OKHa, MOXHO MepeHacTpouTb TUM UCMOb30BaHUA. Jns nonyyveHns
LOMNOJIHUTENbHON  MHpopMaunn  nepenante K  «[lepeHacTporika  TuMna
ncrosib3o0BanHnsa» (p. 55).

11.1. HacTpoiku 6e3onacHoCTH

B 3Toi 0bnacTy Bbl MOXKETE BKJIOYUTH WU OTKJIOYUTL HACTPONMKM MPOLYKTOB,
KacamwWmecss pas3/iyHbIX aCMeKTOB  KOMMbIOTEPHOW U MHOPMALVOHHON
6e30nacHOCTU. [Nt OTKIIIOYEHN S HACTPOWNKY BbIGEpUTE COOTBETCTBYIOLLMIA NAPaMETP.

@ BHMMaHMe

Micnonb3yiiTe yBe#OMNEHWE, KOrAa OTK/YaeTe MOCTOSIHHYIO 3aWuTy Wau
HpaHaMaysp.BbikatoyeHne 3TUX YHKLUMIA MOXET pe3Ko CHU3WUTb 6e30MmacHoCTb
KoMmnbloTepa. Ecnm mx nencTBMTENbHO HEOOXOAMMO OTKJIOHYUTL, He 3abyabTe
BKJIIOYUTb UX KaK MOXXHO CKopee.

[oCTynHbI cneaytoLLne HaCTPONKN:
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AHTUMBUPYC
3awuTa hansioB B pexxrMe peasibHOro BPEMEHU rapaHTUpyeT UX MPOBEpPKY
npv 3anycke BaMu nav NpuioXXeHmeM, paboTaloLwmm B 3TON cucTeme.

ABTOMaTM4eckoe 0bHOBNEHME
ABTOMaTM4yeckoe OOHOBNEHME TrapaHTUPYeT, YTO HOBEWWMe MPOAYKThI
BitDefender n thannbl curHaTyp perynspHo aBTOMaTUYeCKW 3arpyxatTcsa v
yCTaHaBnnBaloTCA.Mo yMon4yaHnio 06HOBNEHNS BbINOAHSAIOTCA KaXK bl Yac.

Mownck yassumocTen
OnoselleHnss MoAyna aBTOMaTUYECKOrO CKAaHUPOBAHUS Ha  Haau4ue
ysi3BUMOCTE coobLatoT 06 06Hapy >KEHHbIX B CUCTEME YA3BUMOCTSAX, KOTOpbIE
MOryT CKOMMPOMeTMpPoBaTh 6e30MacHOCTb KOMMbIOTEPa, ¥ NpeafiaraoT Mepsbl
no ux YycTpaHeHMoo. K TakuMm ys3BUMOCTAM OTHOCATCA: yCTapesluiee
nporpaMmmHoe obecnevyeHne, HeHageXHble MNaposin  y4eTHbIX 3anucen
noJsib3oBaTesnen nan nponyLieHHble obHoBneHUs Windows.

AHTMCNaM
AHTMCNAM QUNBTPYET INEKTPOHHYIO MOYTY, MOJyYaeMyld BaMu, MapKupys
He)xenaTesbHble coobueHns kak CIMAM.

AHTUDULINHT
3awuTa OT (MLLIMHIra pacno3HaeT CTPaHuLy, CO34aHHY0 A5 KPaXkn JINYHON
nHdopmauun, n cooblaet 06 3TOM NobL30BATENIO.

OonTumMmsayms noncka
OYHKLMA ONTMMU3ALMN NOUCKA CKAHUPYET CChINIKK B pe3yfibTaTax Nnoncka un
coobLLaeT Nosib30BaTeNl0 0 TOM, ABASIOTCA JIN 3TU CCbIIKUM HaAEXHbIMU 1
6e3onacHbIMK.

KOHTPO/Ib INYHbIX AaHHbIX
KOHTPOJIb IMYHBIX AaHHbIX MOMOraeT NPefoTBPaTUTb OTMNPABKY BaLLMNX JINYHBIX
ZaHHbIX 6e3 Balwero cornacus. OH 6noknpyeT Ntobble MrHOBEHHbIE CO0BLLEHNS,
Co0bLLEeHNA 3NEKTPOHHOW MOYTbl WUAWM Apyrve popMbl Nepefayvn LaHHbIX,
KOTOpble NnepeaatT AaHHbIe, ONpeaeseHHble Kak JINYHbIe.

LWncposaHue YaTa
LndpoBaHue 4YaTa CAyXUT ANa 3awWnTbl obmeHa coobuieHusimn B Yahoo!
Messenger n Windows Live Messenger npu ycioBuu, 410 Baln IM-KOHTaKTbI
NCMoJIb3YOT COBMECTMMbIN NpoayKT BitDefender n IM-npunoxeHus.

PoonTeNnbCKNIN KOHTPOb (TEKYLLMIA MOb30BaTEb)
PoonTenbCKMIn KOHTPOJIb OrpaHMyYMBaeT OEesTeNbHOCTb BalluMxX OEeTen Ha
KOMMbIOTEPE W B CETW, OCHOBLIBAACb Ha MpaBWiax, OMpPeneNIeHHbIX
BaMn.OrpaHnyeHunst MoryT BKI0YaTb 610KMpoBKY HenoaobatoLLmx Be6-caliTos,
a TakXe orpaHumyeHue urp M poctyna B VIHTepHeT B COOTBETCTBUM C
YCTaAHOBJIEHHbLIM pacnMCaHNEM.
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bpaHamayap
Bpanamayap obecneynBaeT 3alUMTy BaLLEro KOMMbIOTEPaA OT aTak XakepoB U
BPELOHOCHbIX NPOrpamMm.

LLincposaHue thannos
LLinposaHne dainsioB NoMoraeT COXPaHUTb KOHPUAEHUMANbHOCTb BalLMX
[OKYMEHTOB, WNdpys WX B CreuunasbHble XpaHuauwia.llpyn OTKJIYeHUN
LwncpoBaHna annos Bce xpaHunna Gannos byayT 3abnoknpoBaHsl 1 Bbl
6osbLUe He CMOXXeTe MoJslyYaTb JOCTYN K hanaam, KOTOpble OHM COAEpPXKaT.

CoCcTosiHME HEKOTOpPbIX M3 3TUX HAaCTPOEK MOXeT ObiTb MPOKOHTPONPOBAHO C
NMOMOLLbIO CUCTEMbI OTCeXnBaHUSA npobnem BitDefender.Ecan Bbl oTKOYaeTe
KOHTpOAMpyeMble HacTponky, BitDefender 0603Ha4nT nx Kak npobnemy, KoTopyto
HeobXo4MMO YCTPaHUTb.

Ecnm Bbl He xoTuTe, 4T0bbI OTKJOYEHHas HacTpoMka oTobpaxanach Kak
HencnpaBHOCTb, HEOBX0AMMO HACTPOUTL CUCTEMY CNEXEHUS COOTBETCTBYOLMM
obpa3oM. ITO MOXHO chenaTb B MHTepdence "OnbITHLIA MOMb30BaTENL" NN
"IkcnepT".[Ang nony4eHns OONOJIHUTENLHOM MHADOPMaLMK NepenanTe K «HacTporika
OTC/IEXNBAHUA COCTOAHUS» (p. 49).

11.2. HacTponkun onoseweHni

B 31O 06n1acTM MOXHO OTKJIOYMTb BCMJIbIBAIOLIME OKHA W OMOBELLEHMUSA
BitDefender.BitDefender wncnonb3yeT oMoBelWeHUs A[Asf 3anpoca LeNCTBUNA
nosb3oBaTesNsi, a TakXe BCMJbIBAlOWME OKHa Ans MHDOPMMpoBaHUs 06
ABTOMATNYECKU BbIMOJIHSEMbIX AEACTBUSAX UM APYTMX COOLITUAX. [N BKIOYEHNS
WNIN OTKJIIOYEHWS KaTeropyin ONoBeLLEHNIA YCTaHOBUTE COOTBETCTBYIOLLNIA (DNIaXKOoK.

Ba)xHo
Bo un3bexxaHne BO3HMKHOBEHMUSA I'Ip06ﬂeM OONBLUNHCTBO TaKux OI'IOBELLI,EHI/II7I n
BCMNJIbIBAOLWMNX OKOH OO0JI>KHbl OCTaBaTbCA BKJIKOYEHHBLIMW.

[OCTynHbI CnefyoLimne HaCTPONKK:

OnoBeLLeHUs aHTUBUpPYCA
OnoselleHns aHTUBMpYCa cooblialoT nosb3oBaTento 060 BCex Cay4vasnx
obHapyxeHus n bnoknposku BitDefender Bupycos.lpn o6Hapy>xeHnn Brpyca
peKoMeHAyeTCa MPOCKaHNPOBaTb BCIO CUCTEMY, 4TOBbI y6eanTLCS B OTCYTCTBUM
LPYruX BUPYCOB.

BcnnbiBalowme okHa akTUBHOrO BUPYCHOr0O KOHTPOJIA.
Mpwn BbibOpe mMHTepdenca "OcHoBHON" man "OMbITHLIA NOMb30BaTeNb" NpU
6710KMPOBKE aKTWBHLIM BUPYCHbIM KOHTPOJEM MOTEHLMaNbHO OMacHbIX
npunoxeHun 6yayT oTobpaxaTbCs BCMbIBAIOLL/E OKHa C COOTBETCTBYIOLLMMM
coobieHnamn.Mpu Boibope nHTepdhennca "IkcnepT" B OKHE OMOBELLEHUS
BbIBOAMTCA 3aMpocC Ha BbIMOJIHEHVE AeNCTBUS KaXAbli pa3, Korha kakoe-nnbo
NPUIoXXeHne LEMOHCTPUPYET NPU3HaKM BPeLOHOCHOr0 NoBeAeHMS.
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CKaHMpoBaHHWe BCNJIbIBAIOLLMX OKOH 3JIEKTPOHHOM NOYThHI
B 3Tux BCN/bIBalOLWMX OKHax 0TobparkaeTcs MHMopMaumsa 0 CKaHMPOBaHUN
BitDefender coobuieHWI1 3NEKTPOHHON MOYTbl Ha HaJmMyne BPELOHOCHBIX
Nporpamm.

OnoBeLLeHUss CUCTEMbBI YNPaBJIEHUA A,0MalLUHEN CeTbIo
DTW onoBeLLeHns CAy>KaT A8 MHPOPMMPOBAHMSA NOb30BaTENS 0 COOLITUAX
yAasleHHOr0 aAMVHUCTPUPOBAHNS.

BcnnbiBalowme okHa 6paHamMayspa

BpaHamayap ncnonb3yeT BCMJbIBalOWME OKHa A5 BbiBOAA COOBLLEHWA O
pa3fiMyHbIX COObITUAX, CBA3AHHbLIX C CETEBbIM MOAK/YEHMEM (Hanpumep, 0
MOAKIIIOYEHUN HOBOrO KOMMbloTepa K 6ecnpoBOAHON CeTu, 0 paspeLleHum
[L0CTyMna HOBOro NpuUaoXKeHnsa B IHTEpHeT nan 0 3anpeTe Ha CKaHUMpOBaHUe
nopta).lMpwn Bbibope nHTepdenca "IkcnepT" B OKHE OMOBELLEHNS BLIBOANTCA
3anpoc Ha BbINOAHEHWe [eNCTBMA KaxAbll pa3, Korja Hewn3BecTHoe
NpuaoXKeHNe NblITaeTcsa NOAKMOYNTLCA K UHTepHeTy.

STW BCMJIbIBAIOLLME OKHA NPEeSOCTaBAA0T LOMNOJIHUTENbHbIE BO3MOXXHOCTY 414
O6Hapy>KeHI/IFI NOMbITOK BTOPXXEHWA U 3alLINTbl KOMIMbIOTEPA OT CETEBbLIX YrP0o3.

OnoBeLleHNs KapaHTUHA
OnoBelleHNst KapaHTMHa CoobwatoT Mosib3oBaTesto 06 yaaneHun CTapbix
aiIoB U3 NanKy KapaHTVHa.

OnoBeLLeHUss CUCTEMbI POAUTESIbLCKOro KOHTPONA
Mpu KaxxaoM 610KMPOBaHUN POANTENBCKUM KOHTPOJIEM KaKOM-TMO0 ak TUBHOCTY
BbIBOAWTCA ~ COOTBETCTBYIOLLIEE  OMOBELLEHWe  (Hanpumep,  BMeCTO
3ab10KMpoBaHHON BE6G-CTpaHWLIbl BEIBOAUTCS BED-CTPaHML,a ONOBELLEHUS).

BcnabiBalowme oKHa perncrpauum
BcnnbiBatoLme okHa perncTpaunm ciayxxaT Aas HanoMUHaHns 0 HeobXxoaMMocCTH
pernctpaummn BitDefender nan gna coobuieHns o TOM, YTO CPOK LeNCTBUA
JINLLEH3MOHHOTIO KJIl04a NCTEYET B CKOPOM BPEMEHU WU YXKe UCTEK.

11.3. Obuwmne HacTponku

30ecb Bbl MOXETEe BKJOYUATb WM OTKJIOHMUTb MapaMeTpbl, CBA3aHHblE C
XapaKTepUCTMKaMu NPOAYKTa 1 OMbITOM M0J1b30BaTeNs. [151 OTK/YEHNS HACTPONKM
BbibepnTe COOTBETCTBYIOLMNIA NapaMeTp.

[oCTynHbI cnefyowmne HaCTPONKK:

Pexxum urpbl
PeXXnM nrpbl BDEMEHHO U3MEHAET HaCTPOMKM 3aLLMThbl, 4TOObI MMHUMK3UPOBaTb
NX BANSHWE Ha LeATeNbHOCTb CUCTEMbI BO BPEMSA UMPbl.
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ObHapy)xeHune pexxrma HoyTOyKa
Pexum HoyTOyka BpPEMEHHO W3MEHSIeT HACTPOWKU 3alunThbl, 4TOOBLI
MUHUMUN3NPOBATb WX BMAHWE Ha ANMTENbHOCTb paboTbl GaTapen Ballero
HoyTbyKa.

Maponb HacTpoek
Bo n3bexaHune HeCaHKLMOHNPOBAHHOM O N3MeHeHNs HacTpoek BitDefender nx
MOXHO 3aWwnTNTb Naponem.Korga Bbl BKIOYMTE 3TOT NapameTp, Bam byneT
NpeasioXeHo yCTaHOBMTbL MapoJib HacTpoek.BeeauTe naponb B 0oba nons u
HaxmuTe OK 511 ero yCTaHOBKMU.

Hosoctu BitDefender
BkntoymB 3TOT napameTp, Bbl ByaeTe noayvaTb BaXKHble HOBOCTW KOMMaHWK,
06HOBMEHMS NPOAYKTa U CUCOK HOBbIX yrpo3 oT BitDefender.

YBepoMmneHus
BknumB 3TOT napameTp, Bbl OymeTte nosydYaTb WHGOPMALMOHHbIE
yBEAOMJIEHNS.

MaHenb aKTUBHOCTU CKaHMPOBAHNS
MaHenb aKTMBHOCTU CKaHWPOBaHUA — 3T0 Hebonblloe Mpo3payHOe OKHO,
oTobpaXkatollee nporpecc ckaHnposaHus BitDefender.

OTnpaBnATb OTYETHI O BUpycax
BkntoyeHne 3Toro napametpa obecrneymBaeT OTMPaBKy OTYETOB O
CKaHMPOBaHWUK Ha BUpYChl B nabopaTopun BitDefender ona aHann3a. ObpaTute
BHMMaHMe, YT0 3TN OTHETHI He By Ay T CoAepKaTb KOHPUAEHLMANbHBLIX AaHHbIX,
TaKUX Kak, Hanpumep, BaLle nms unu IP-agpec, 1 oHu He By Ly T NCMOIb30BaTLCA
B KOMMepYeCcKunx Lensx.

OGHapy>XeHue aTak
BkntoyeHne 3Toro napametpa obecneymBaeT OTMPaBKy OTYETOB O
noTeHUMaNbHbIX BUPYCHbIX aTakax B 1abopaTopun BitDefender gns aHannsa.
ObpaTnTe BHMMaHWe Ha TO, 4YTO 3TW OT4YeTbl He OyayT colepxaTb
KOH(UAEHUMANbHBIX AaHHbIX, TaKMX KaK, Hanpumep, Balle nms uau IP-agpec,
1 OHY He ByAyT NCMOoJSIb30BaTbCs B KOMMEPYECKUX LIenaX.

11.4. MNepeHacTporka TUna ncnosb30BaHMA

B npouecce ycTaHOBKM Yy nonb3oBaTenein bbina BO3MOXHOCTb HAaCTPOUTbL TWM
NCNONb30BaHNA. TN WCMONb30BaHUA  OTpPaKaeT  OCHOBHble  [EeNCTBuS,
BbIMOJIHAOLWMECH Ha KOMMbloTepe. B 3aBMCMMOCTM OT Tuna WCNOJb30BaHMSA
NHTepdenC NpoayKTa opraHn3yeTcsa C uenbio obecneyeHns nerkoro Aoctyna K
HY>KHbIM 3aa4am.

YT06bl NepeHacTPoONTb TUM UCMO/b30BaHNs, HaxxmuTe MepeHacTpouTb Nnpodunb
U BLINOJHWTE WHCTPYKLWMM MacTepa KOoHdMrypauuu.HaBurauus no mactepy
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OCYLLeCTBASAETCA C NOMOLWb0 KHOMOK Janee n Hasap.[lna Bbixo4a n3 mMacTtepa
HaxmMute OTMeHa.

1.

5.

BbibepuTte pe>xxum npocMoTpa

BbibepnTe NpefnoYTUTENbHbIA PEXUM M0JIb30BaTEIbCKOr0 MHTepdelica.

. HacTpoika paspena "Mou MUHCTPYMEHTbI"

Mpw BbIbOpe nHTeptenca "OcHoBHOM" 1 "ONbITHLIA NOb30BaTENbL" Boibepute
TakXe Te (yHKUUW, LN KOTOPbIX CliefyeT Co34aTb fAPJbIKW Ha MNaHenu
ynpasieHus.

. Hactpoika napametpoB

B wuHTepdence "SkcrnepT" nosib3oBaTeSlb MOXET HACTPOUTb MapameTpbl
BitDefender no cBoemy Bbibopy.[as OTKAOYEHMS HACTPONKK Bblibepute
COOTBETCTBYIOLMIA NapameTp.

. HacTpoiika poauTenbLCcKoro KOHTpons

"y 3ameyaHue
U 3ToT war oTobpaxkaeTca TONbKO Npu AobaBAeHUU (YHKLUN POAMTENLCKOrO
KOHTpONA B pasfen "Mou MHCTPYMEHTbI".

Ons Bbibopa AOCTYMHbLI TPU NapameTpa:

@ HacTpoika poauTenbCKOro KOHTPONAA OJi1 YY4ETHbIX 3anucen geten

BbibepnTe 3TOT napameTp A5 BKIIOYEHUS PYHKLMN POAUTENBCKOO KOHTPOJIS
ANna ydYeTHbIX 3anucenn Windows, co3paHHbIX CleuuanbHo Ons OeTen, u
yrpaBAeHns 3TON yHKLMEN U3 y4eTHOW 3annuch aiMMHUCTPaTopa.

[ ] HaCTpOﬁKa POAUTENBbCKOro KOHTpPONA ANnAa TeKyI.I.l,eﬁ y'-IETHOﬁ 3anucum

Mpw BeIBOpe 3TOro NapameTpa 41s TekyLlen y4eTHon 3anmcu Windows byneT
BKJIOYEHA (PYHKLMS POANTENLCKOrOo KOHTPOAs. lpu 3ToM HeobsizaTenbHO
C034aBaTb OTAENbHYIO YHETHYIO 3anncb ANA AeTel: NpaBuia poanTeNbCKOro
KOHTpONS ByoyT NMPUMEHATHCS KO BCEM MOJIb30BATENSM TEKYLLEA YYETHOWN
3anucu.

B aTOM cnyvae naposib TpebyeTca 44 3alUTbl HACTPOEK POAUTENbCKOro
KOHTPONA.ITY (PYHKLMIO MOXHO HaCTPOUTb Cernvyac WAM MO3LHee B OKHe
BitDefender.

@ He yCTaHaB/IUBaThb cenyac

BbibepnTe 3TOT napameTp, 4T0Obl HACTPOUTbL AaHHYIO DYHKLUMIO MO3AHEE, B
okHe BitDefender.

YnpassieHue poMallHen ceTbio
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) 3ameyaHune
3ToT war oTtobpakaeTca ToNbKO Mpu gobaBneHWn QyHKUMM yrnpaBieHus
[lOMallHen ceTbio B pa3aen "Mou NHCTpyMeHThI".
[nsa Bbibopa OOCTYMNHbI TpY NapaMeTpa:
@ HacTtpoutb 3TOT KOMNbLIOTEP B KavyecTBe "cepBepa”

Bbibepute 3TOT napameTp, ecau ynpasneHme npoayktamu BitDefender,
YCTaHOBMIEHHbIMW Ha APYrux KOMMbioTepax B AOMallHen ceTw, 6ypeT
OCYLLEeCTBAATLCA C 3TOr0 KOMMbOTEPa.

[na nookaloYeHns K cetu TDE6YETCFI naposib.BBegnTe naposnb B NOSABMBLUNXCA
TEKCTOBbIX MONSAX Y HaXXMuTe NMopTBEpPAUTD.

@ HacTpoika KomnbioTepa B KayecTse "K/iMeHTa"

Bbibepute 3TOT napameTp, ecnn ynpaneHue BitDefender nnaHmpyeTcs
OCYLLEeCTBJIATb C APYroro KOMMbIOTEPa B AOMALUHEN CETU, HA KOTOPOM TaKxXe
ycTaHoBneH BitDefender.

Ona nonknoyveHns k cetu TpebyeTcs naposb.BeeauTe naposib B NOSBUBLIEMCS
TEKCTOBOM Nose 1 HaxMuTe MoaTBEepAUTD.

@ He yCTaHaB/IUBaThb cenyac

BbibepnTe 3TOT napameTp, 4T0Obl HACTPOUTbL AaHHYIO DYHKLUMIO MO3AHEE, B
okHe BitDefender.

6. YcTaHOBKa 3aBepLUeHa

HaxmMnTe 3aBepLUUTb.
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12. )KypHan n cobbiTns

Ccobinka McTopusa B HVXXHE YacTy rnaBHOro okHa BitDefender oTkpbiBaeT Lpyroe
OKHO C XXypHaJiom cobbiTuin BitDefender. 3aecb npeactasneH 0630p Bcex cobbIThN,
CBfi3aHHbIX C 6e30macHOCTblo.Hanpumep, Bbl MOXETe MpOBepUTb, OblI0 /K
yCnelHbIM nocnenHee o6HOBNeHWE, ObIN NN HallfleHbl Ha BalleM KOMMbloTepe
BPeLOHOCHbIE MporpaMMel, ObIIM NN Bally 3afaHUsi PE3EPBHOIO KOMUPOBaHUA
BbINONAHEHbI 6e3 owmnboK v T. n.

YTobbl MOMOYL BaM OpPUEHTMPOBaTbLCA B apxuBe cobbiTuin BitDefender, cnesa
NMeITCS Cneayloumne KaTeropum:

@ Nanenb ynpasneHus

@ AHTUBMpPYC

@ AHTHUCNaM

@ PoautenbCKU KOHTPOJIb
@ KOHTPOJIb INYHBIX JaHHbIX
@ Bpanpmayap

® YA3BUMOCTH

@ Pe3epBHas konus

@ LLudposaHue yata

@ WndposaHue cdannos

@ Hactpouika cuctemsl

@ PeXxuM urpbi/HOyTOYKa
® JoMmawiHAA ceTb

@ ObHoBNeHune

@ Peructpauus

Ons KaxLow KaTeropuy UMeeTCs CIUCOK CobbITuiA. [na Kaxporo cobbitus
oTobpakaeTcs crepylowas WHGOpMaLMUs: KpaTKoe OonucaHue, A[eNCTBUE,
BbiNnonHseMoe BitDefender npu Bo3HVKHOBEHUN COBLITUSA, faTa U BpeMs cObbITUS.
Ons nonyvyeHns OOMNOMAHUTENbHbLIX CBEAEHUA O KOHKPETHOM COObITUM ABaXAbl
LLEeSIKHUTE Ha HEM MbILWbIO.

3LeCb Takxe MOXHO NPOCMOTPETb I'IO}J,pO6HbIe ceeneHna U CTaTUCTUKY Mo
cobbITnaM POANTENBCKOro KOHTPOJIA (Beb-canThl, KOTOpble Nnocellann oeTn, nin
Nncnosb3yemble MU I'IpVIJ'IO)KEHI/Iﬂ).

HaxMnTe OYMCTUTL BCEe XXYPHasbl, €C/IN Bbl XOTUTE YAaIMTb CTapble 3amnncn B
XXypHane cobbiTuii, nin OBHOBUTL, 4TOOLI YbennTbcs, YTo oTobpaxxatTca Bce
3anucy, BKJoYas caMble NMociaegHue.

YKypHan n cobbiTus 58



BitDefender Total Security 2011

13. Peructpaumnsa n mos y4eTHas 3anunch

Perncrpaumna cocTouT 13 ABYX LIaros:

1. AkTuBaumusa (peructpaumsa yuvetHou 3anucu BitDefender). Bbl [0SIKHbI
€034aTb y4eTHyto 3anuck BitDefender, 4Tobbl monyyYaTs 06HOBAEHMS U OOCTYN
k becnnaTHom Texnoaaepxke.Ecnmy Bac y>ke ecTb y4eTHas 3anuce BitDefender,
3apernucTpupynTe Baw nponykT BitDefender B Hewn.BitDefender coobwmt o
Heob6Xx0AMMOCTM aKTBaALMUM N MOMOXXET PeLLnTb 3TOT BOMpPOC.

BaxkHo

HeobxoamnMo co3aaTh y4ETHYI0 3aMnCh B TeYeHne 15 gHeln C MOMEHTa yCTaHOBKM
BitDefender.B npoTusHoM cnyyae BitDefender He ByaeT 0bHOBNATLCS.

2. Perncrpaums ¢ IMLLEH3MOHHLIM KJIIO4YOM. JINLIEH3NOHHbIV K04 OnpesenserT,
KaK [0JIr0 Bbl MOXKETE UCMOJIb30BaTh NPOAYKT.KaK TOMbKO SIMLLEH3NOHHbI KoY
uctek, BitDefender nepectaeT 3awMwaTh Baw KoMmMbioTep.Bam cneayet
NpPUoBpPeCcTy MNLEH3VIOHHbIV K04 NN MPOAJINTL BaLlly NNLIEH3UIO 38 HECKOJIbKO
JHeN [0 NCTEYEHUS CPOKA AENCTBUSA KtoYa.

Mpwn nokynke BitDefender Total Security 2011 Ha CD, DVD wnnau B UHTepHeTe BaM
npegfaranocb 3aperucTpupoBaTb MPOAYKT BO BpPeMs YCTAaHOBKW, WCMONb3yA
JINLLEH3NOHHbBIV KJTHOY.

Ecnw Bbl 3arpy3unu BitDefender Total Security 2011 gng npobHOro Ncnonb3oBaHms
N OLEHKMN, HeOo6XOAMMO 3aperncTpupoBaTh MPOAYKT, NCMOJb3YS AULEH3INOHHbIN
KoY, 4T06bl MO McTeyeHun 30-gHEBHOro npobHOro nepuoga MNPOLOIKUTbL
nosib30BaThCAd  MNPOAYKTOM.BO  Bpemsi  OLEHO4YHOro  nepuoja  NpomyKT
NOJHOMYHKLMOHANEH, U Bbl MOXXETEe YA0CTOBEPUTLCA B TOM, YTO OH COOTBETCTBYET
BaLUUM OXXUAAHUAM.

13.1. Peructpauns BitDefender Total Security 2011

ECnmn Bbl XOTUTE 3aperncTpupoBaTh NPOAYKT C MOMOLLbBIO JINLLEH3NOHHOIO Kio4a
WA U3MEHWUTb CYLLEeCTBYIOLWNA JINLEH3NOHHBIA  KJKOY, HaXMUTE  CCbIIKY
Wndopmaums o0 NULEH3UU, PACMONIOKEHHYI0O B HVWKHEM 4YacTu OKHa
BitDefender.MosBNTCSA OKHO perncTpaumm npoaykTa.

Bbl MoxeTe npocMoTpeTb CTaTyc peructpauuy BitDefender, nencrsytowmia
JINLLEH3VOHHBIA KJIIOY U KOJINYECTBO [HeW, OCTaBLUMXCA L0 OKOHYaHUS Cpoka
OEeNCcTBUSA NNLLEH3NN.

Pernctpauwus BitDefender Total Security 2011:
1. BBeMTeE NNLEH3VNOHHBIN K04 B NONe ANA PeAakTUPOBaHNS.
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. 3aMevaHue
@ Bbl MOXXeTe HaliTu Ball }'IVILI,eH3l/IOHHbIl7I KJTHOY:
@ Ha obnoxke CD;
@ Ha perncTpaumnoHHON KapTo4yke NpoayKTa;
o8 31EKTPOHHOM NMUCbMe 0 MOKYNnKe.
Ecnuny Bac HeT nnLEeH3MOHHOr 0 Ktoya BitDefender, Ha>KMuTe COOTBETCTBYIOLLLYIO
CCbINIKY A5 3anycka mMacTepa, C MOMOLLbI KOTOPOro Bbl CMOXETe npuobpecTu
KJTHOM.

2. HaxxmuTe 3aperucTpupoBaTtb cenyac.

3. HaxxmuTe 3aBepLUuUTb.

13.2. AkTnBauusa BitDefender

Onsa akTneauum BitDefender Bbl L0/1KHbI BONTW B y4eTHYI0 3annch BitDefender nnn
co3aaThb ee.Ecnv Bbl He 3aperncTpupoBany y4eTHyto 3anuck BitDefender B mpoLiecce
3anycka MacTepa YCTaHOBKW, MOXXHO BbINOJSIHUTbL ClieayloLne AenCcTBUS:

NHTepdgenc "OcHoBHON"
Haxxmute [pocMoTpeTb BCe HenoNapgKu.OTOT MacTep MOMOXeT BaM
YCTPaHUTb BCe OXuaatoLme npobnemsl, BKIOYasS akTMBALMIO NPOAYKTa.

NHTepdenc "OnbITHLIN Nob30BaTeb"
MepenpmnTe Ha Bkagky BesonacHocTb 1 HaxxMUTe Ha KHONKY MpocMoTpeTb
M YCTPaHUTb, KOTOPas COOTBETCTBYET HEMOMaAKe, BO3HUKLLEN NPy 06HOBNEHNN
npoaykTa.[lng akTmBaLmm NpoayKkTa B OKHe MacTepa Haxxmute Myck.

NHTepdenc "Ikcnept"
Mepengute B pasfen PerucrTpaums 1 HaMuTe KHOMKy AKTMBMPOBaTb
NPOAYKT.

OTKPOETCS OKHO PErncTpaLn y4eTHO 3aMnC.31eCh Bbl MOXKETE BOMTU B YHETHYIO
3anuchk BitDefender nnm co3nath ee 418 aKTMBaLWM BaLLEro NPoayKTa.

Ecnn Bbl He XOTWTe co3fdaBaThb Y4YeTHyl 3anucbk BitDefender npsimo cewnvac,
BbibepnTe Co3paTbh Y4EeTHYIO 3anuMCb MO3XKe U HaxMuTe 3aBepluuTb./nu
LeNncTBYATe UCXOASA U3 CUTYaLWI:

@ «Y MeHsa HeT y4yeTHom 3anucu BitDefender» (p. 60).
@ «Y MeHd yxe eCTb y4eTHas 3anuck BitDefender» (p. 61).

Ba)xHo

Heobxoamnmo co3faTh YYETHYIO 3anucb B TevyeHne 15 aHeln ¢ MOMeHTa yCTaHOBKM
BitDefender.B npoTmeHoM cnyyae BitDefender He ByaeT 0bHOBNATLCS.

Y MeHa HeT y4yeTHon 3anucu BitDefender

0ns ycnewHoro co3gaHusa yqyeTHomn 3anucu BitDefender cnenyinTte aTum Wwaram:
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1. BuibepuTe Co3paTh HOBYIO YYE€THYIO 3aNuChb.

2. BBeguTe HeobxoanMyo MHGOPMaLIMIO B COOTBETCTBYOLLMX Nonsx.MHpopMaLuns,
KOTOPYIO Bbl MPefoCTaBnTe, OCTaHETCA KOH(DUAEHUNANbHON.

@ IMa nonb3oBaTens — BBeANTE CBOW afpec 3NeKTPOHHON MoYThI.

@ MNaponb — BBeOUTe Maposib Ballen yyeTHom 3anucu BitDefender.Maponb
[IOJKEH cofep)XaTb He MeHee 6 1 He Bonee 16 CUMBOJIOB.

@ Beepurte napoJib NOBTOPHO — BBEANTE PaHee 3a4aHHbIN napoJib MOBTOPHO.

Ecnu BbibpaH napamMeTp "He CKpbIBaTb Maposb Npy BBOAE", MOBTOPHbIN BBOS
naponsa He TpebyeTcs.

@ HanoMuHaHuMe naponsa — BBeJMTe CJOBO WU ¢hpa3y, KOTopasi MOMOXET
BCMOMHWTb MapoJib, eC/In Bbl €ro 3abbinu.

3ameyaHune

@ Mocne akTUBaLMM Y4E€THO 3annCK Bbl MOXKETE NCMOJIb30BaTh MMEtLMACSA afpec
3NEKTPOHHON MOYTbl U Maposib, 4TOObl BOMTWM B CBOK YYETHYI 3anucb Ha
http://myaccount.bitdefender.com.

3. llononHutensHo BitDefender moxeT WHMOPMMpOBaTbL BaC O CreLuasbHbIX
npenaoXeHnax n 6oHycax rno 3N1eKTPOHHOW NOYTe, yKa3aHHOW B BalLen y4eTHON
3anmcn.Haxmute NMPOCMOTP KOHTAKTHOW MH(POpMaLum 1 BbibepnTe OAUH 13
LOCTYMHbIX CNOCOO0B CBA3M B OTKPbIBLLUEMCS OKHE.

@ OTnpaBnATbL MHe BCe COOOLLeHus
@ OTnpaBAATbL MHE BaXkHble coobLieHus
@ He oTnpaBasaTb MHe coobLeHus

4. Haxxmute MopaTBEpPAUTD.
5. HaxxmMuTe 3aBepLumnTb, 4TOObI 3aKPbITh OKHO.
9 3amedaHue
u Y106bI NCNOb30BATH YYeTHYI0 3anuncCb, Bbl 4OJKHbI €€ aKTUBNPOBaThb.

MpoBepbTe MOYTY U CNeAyiTe WHCTPYKUMSM B MUCbME, OTMPABIEHHOM BaM
cnyxbon pernctpaumm BitDefender.

Y MeHs yxe eCTb y4yeTHasa 3anuce BitDefender

BitDefender aBToMaTU4eCKN ONPEeAEnnT, eC/IN Bbl YK€ PErMCTPUPOBAIN YYETHYIO
3anuck BitDefender Ha 3ToM KoMMbloTepe.B 3TOM cilyvae BBeAMTE Naposib Ballen
yYeTHOM 3anucy n Haxxmute MoaTBepAUTb.HaxxMUTe 3aBEpLUNTDL, HTOObI 3aKPbITh
OKHO.
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Ecnm y Bac yxe eCcTb aKTVBHas y4YeTHasi 3anucb, Ho BitDefender He moxeT ee
06HapyXUTb, ClieayinTe 3TVUM Waram, YTobbl NMPUBS3aTh NPOAYKT K 3TOW Y4ETHON
3anncu:

1. BoibepuTe Bxopn, (npepbig. y4eTHasa 3anuch).

2. BBeguTte agpec 3N1eKTPOHHOW MOYTbl U Maposb Ballen y4eTHOW 3anucu B
COOTBETCTBYIOLLMX MONAX.

9 3ameyvyaHune
U Ecnv Bbl 3a0b1an Naposb, HaxXMUTe 3abblan Napoab? 1 cnefynTe UHCTPYKLUAM.

3. JononHntenbHo BitDefender moxeT wH(OpMUpoBaTb Bac O CreuunasibHbIX
NpeasioXXeHnsax 1 boHycax No 3/1eKTPOHHON NOYTe, yKa3aHHOW B Ballen y4eTHOW
3anucu.Haxxmnte NMPOCMOTP KOHTAKTHOW UHdOpMauum 1 BbibepuTe 0ANH 13
LOCTYMHbIX CNOCO60B CBA3M B OTKPbLIBLLUEMCS OKHE.

@ OTnpaBnATb MHe BCce cooblieHus
@ OTnpaBnATbL MHE BaXHble cO00LLeHus
@ He oTnpaBnsatb MHe cooOLLeHus

4. Haxxmute NMoaTBepAMUTD.

5. HaxxmuTe 3aBepumnTb, 4T0ObI 3aKPbITb OKHO.

13.3. MprobpeTeHmne nnm npoaneHne TNLEH3N0HHbIX KoYen

EC/v OLLEHOYHBI MEPUOA CKOPO 3aBEPLLIAETCS, BaM CTOUT KYMUTb JIMLEH3UOHHbI
KJII0Y 11 3aperncTpupoBaTh NPOAYKT.

TakXe, ecin CPOK AeNCTBUSA [eiCTBYIOWEro JIMLEH3NOHHOO KJlo4Ya BCKOpe
UCTEKaeT, HeoBXOAVMO MPOANNTL NNLEH3NI0.Kak KnineHT BitDefender Bbl nmeeTe
MPaBO Ha CKUAKY Ha MPOoAJieHVe BaLlen IULIEH3UN. Bbl TaKXXe MOXXETe CO CKUOKON
unn 6ecnnaTtHo 0BHOBUTL MPOAYKT A0 TEKYLLER Bepcum.

YT106bI NEPENTM K BbIMOMHEHMIO NMPOCTON NPOLEAYPbI, BKIIOYAIOWEN YeThipe Wwara,
KoTOpas MO3BOAUT MPMOBPECT HOBbLIA K04 WM MPOAAWUTb CPOK LEeRCTBUA
cywecTBytoLlero, oTkponTe BitDefender B nHTepdence "IkcnepT” nam "OnNbITHLIN
nonb3oBaTenb" 1 nepengute no ccolyike Kynutb/MpoanunTb B HUXKHEN YacTu OKHa.
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14, Obwine HaCcTponKHK

Mogynb "Obwme" npefoCTaBNseT CBeLEeHUs O CUCTeEME W aKTUBHOCTU
BitDefender.3pecb Bbl TakXe MOXeTe W3MEHUTb O0OLMe XapaKTepuUCTUKK
BitDefender.

KoHurypaLms 0CHOBHbIX HAaCTPOEK:

1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa U
BbibepnTe NHTEpdenc Kcnepr.

2. MNepenanTte B pasgen O6wme > HacTpoukm.

@ BKJII0YMTb 3aLUMTY HACTPOEK MPOorpaMMmbl NaposieM — BKJOYAET 3alunTy
napoJieM KoHMUrypaLumum KoHconm ynpasneHus BitDefender.

) 3amevaHve
U ECnv Bbl He eAVHCTBEHHbIN, KTO MMeeT npasa afAMUHWCTPaTOpa AN LaHHOro
KOMMblOTEpa, PpeKOMeHyeTCs 3aWwnTnTb HacTporkm BitDefender naponem.

Beennte napons B nosie Maponb, nosTopute B nosie MoBTopuTe naposb ”
HaxxmunTe OK.

Ecnm y Bac ycTaHoBNEH Naposib, TO OH ByfeT 3anpalumBaThCs BCAKUMA pa3 npu
n3MeHeHUn HacTpoek BitDefender.Jpyrue agMnHUCTpaTOpbl (€CN Takne ecTb)
TakXe [O0JDKHbl MCMOMb30BaTh 3TOT MapoJib, YTOObI W3MEHWTb HACTPONKM
BitDefender.

Ecnn Bbl X0TUTe, 4TOObI 3amMpoC Ha BBOA MapoJif BbIBOAMICA TOJbKO MpW
HaCcTpONKe POANTENLCKOr0 KOHTPOSA, HE0OOXOMMO Tak>Ke YCTaHOBUTb (haxok
MpuMeHATb 3alLUTYy NaponeM TOJNbKO AJis HacTPOeK POAUTesIbCKOro
KOHTpONA.B vHOM cC/ydae, ecnu naposib Obin yCTaHOBAEH TOJNbKO Ha
POANTENLCKUIA KOHTPOJIb U Bbl HE BbIOpanu 3TOT NapamMeTp, COOTBETCTBYIOLLUIA
naposib byaeT 3anpawnBaTbCs Npu u3MeHeHnmn noboro napameTpa BitDefender.

BaxkHo
Ecnwv Bbl 3abblM Maposib, BaM NPUAETCA NPOBECTU BOCCTAHOBJIEHNE MPOrpaMMmbl,
4TO6bI M3MEHUTL HacTpolkm BitDefender.

@ CnpawmBaTek O CO34aHUM MapoNsA MNPU BKJIOYEHUU POAUTENILCKOro
KOHTpoONsA — 0TobOpa)kaeT 3amnpoC Ha YCTAHOBKY Mapons Mpu BKIYEHUN
POANTENLCKOr0 KOHTPOJISA, eC/IM NapoJib He YCTaHOBJIEH.YCTaHOBUB Naposib, Bbl
3alMUTNTE YCTAaHOB/IEHHbIE BaMu /151 ONpPefefieHHbIX Nosb30BaTeNell HaCTPONKNY
POOUTENbCKOr0  KOHTPOAS  OT  U3MEHEHWA  LpYyruMu  Mosib3oBaTensmu,
obnafalMmn npasamy aAMUHUCTpaTopa.
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@ MokasbiBaTb HOBOCTU BitDefender (yBepomneHnus Ha TeMmy 6e3onacHoOCTH)
— BpeM$ OT BPEMEHM MOKa3bIBaeT yBeAOM/IEHNSA OTHOCUTESIbHO HOBbIX BUPYCOB,
paccbinaemsle cepeepoM BitDefender.

@ MokKa3biBaTb BCMJIbIBAIOLLLME OKHA — BKJIIOYAET (DYHKLMIO BCMJIbIBAIOLLMX OKOH,
oTobpaxkawlmx CcTaTyCc nporpamMmel.MoxxHO HacTpouTh BitDefender pns
0TobpaKeHNs BCMJbIBAOLLMX OKOH TOJIbKO NMpu Bbibope nHTepderca "OCHOBHOR",
"OnbITHLIN Nob30BaTeNL" UK "IKcnepT".

@ BknlounTh naHesnb aKTUBHOCTM CKaHUPOBaHUA (dKpaHHbI rpaduk
aKTMBHOCTU MPOrpaMMbl) — MoKa3biBaeT AKTMBHOCTb CKaHUMPOBaHUS Bceraa
npu Bxoge B Windows.CHUMKTe rafnoyky B 3TOM none, ecinm 6onblue He XxoTuTe,
4T06bI 0TOBpaXKanacb NaHe b aKTUBHOCTU CKaHNPOBaHWMA.

@

3ameyvyaHune

9Ta HaCTpoMKa MOXeT OblTb M3MeHeHa TOJIbKO A8 TeKyLLero noab3oBaTesis
Windows.lMaHenb aKTUBHOCTU CKaHWPOBaHUS AOCTYMHa TOJbKO npu paboTe B
NHTepdence "Ikcnept".

HacTpolikn oT4eTa 0 BUpycax

@ OTnpaBnATb OTYETbl O BUpycax — OTnpasnseT B sabopaTopum BitDefender
0THYeT O BuMpycCax, OBHapyXeHHbIX Ha BalleM KOoMMbloTepe. ITO M0O3BOAsSET
OTC/IEXMBaTb 3MMAEMUUN BAPYCOB.

3TN OTYETHI HE COAEPXKAT HUKAKON KOHMUAEHLMANLHON HPOPMALIK, TaKo
KaK Balle uMs, IP-agpec Ballero KoMMbloTepa W Mp., U He WCMOMb3YIoTCA B
KOMMepYeckux Lensax. OTnpasnisgeMas HMOPMaLmsa COLEPXKNUT TOSIbKO Ha3BaHNe
BUPYCA U UCMOJIb3YETCA UCKIOYUTENBbHO A8 CTAaTUCTUKN.

@ Bkniountb cyHkumuio obHapyxeHusa atak BitDefender — oTnpaBnsert B
nabopatopum BitDefender oT4eT 0 NOTeHUMaNbHbIX aTakax BMPYCOB.

3TV OTYETbl HEe COLEepXaT HUKAKON KOH(MUAEHLNANbHOW NH(OPMaLnK, Takon
Kak Balle ums, IP-agpec Bawero KoMmnbTepa 1 Mnp., U He WUCMOoJb3ylTCs B
KoMMepyeckux uensax. OTnpasnseMas WHGOPMaLNA COLEPXUT TOJIbKO
BO3MOXXHbI BUPYC 1 UCMOJIb3YETCA UCKIIYNTENbHO 418 CTaTUCTUKN.

HacTponkun coeguHeHuns

Onsa HeckonbKMx KoMnoHeHToB BitDefender (Mmogynu 6paHamayspa, LiveUpdate,
OTYETHOCTM O BUPYCax B peXuMe peasibHOro BPeMEeHU U OTHETHOCTM O Cname B
pexuMme peanbHOr0 BpemeHun) TpebyeTca foctyn B MHTepHeT. B koMnnekTe ¢
BitDefender npepnocTtaBnseTcs MoAy /b YNpPaBaeHUs MPOKCK, C MOMOLLbIO KOTOPOro
MOXHO HacTpPOUTb W3 OLHOTrO PacrnoJioKeHWs MapameTpbl MNPOKCU-Cepsepa,
ncrnonb3yemble komnoHeHTamu BitDefender ona goctyna B UIHTepHeT.
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Ecnu Bawwa KoMNaHUs MCNonb3yeT MPOKCU-CEPBEp A8 MOACOeANHEHNS K IHTepHeTY,
BaM HeobxoAMMOo yKa3aTb HAaCTPOMKM NpoKCu-cepBepa, 4Tobbl BitDefender numen
BO3MOXKHOCTb 0OHOBNATHLCSH. B MpoTMBHOM cnyvyae oH 6yneT MCMonb30BaTb
HaCTPOMKN NPOKCU-aAMUHNCTPATOPa, yCTaHOBUBLLIEr0 MPOrpaMMy, Wi HaCTPOMNKM
Npokcu Tekyuwlero 6Opay3epa, ecaM TakoBble UMeTCS.[na  nosyyeHus
LOMONHUTENBHOWN MHOoPpMaL MK nepenanTe K «[1pocMOTp CBEAEHMI O HACTPOVKaX
npokcu-cepsepa.» (p. 282).

3amevaHune

@ HacTponkn npokcu-cepeepa MOryT U3MEHATLCA TOJIbKO M0J1b30BaTeNAMU C MpaBamMu
aflMUHMCTPaToOpa KOMMbIOTEPa WAW Xe MO0Jb30BaTeNsaMU, 3HaloWwUMn naposb K
HacTponkam nporpammbl.

[0ns ynpaBneHus HacTpPoMKaMm NPoKCU-cepeepa nepenaunTe B pasnen HacTpouku
NpoKcu-cepeepa.

EcTb Tpu napamMeTpa HaCTPOWKK AN NPOKCK:

@ Bo BpeMmsa ycTaHOBKM OOHapy>XeH NMPOKCU-CepBep — B YYeTHOW 3anucu
allMUHUCTpaTOpa B  Mpouecce  YCTaHOBKM  OBHapyXeHbl  HAaCTPOMKMY
NPoOKCU-CepBepa, PefaKTVPOBaHUE KOTOPbIX BO3MOXKHO TOJIbKO W3 [aHHON
yyeTHoW 3anucu. Ecnn ons npokcu-cepsepa TpebyeTcs nMs nosb3oBaTens u
napoJib, He06X0LMMO BBECTY X B COOTBETCTBYIOLLME MOSIS.

@ Mpokcu Gpaysepa NoO yMOA4aHUIO — HACTPOMKM MPOKCKU ANS TEKYyLLEero
nosib30BaTens, N3BeYeHHble 13 bpay3epa No ymonyaHuio. Ecam npokcu-cepeep
TpebyeT BBOLA VMMeHW NOMb30BATENS U Maposisi, Bbl AO/KHbI yKa3aTb WX B
COOTBETCTBYIOLLMUX MOASX.

3ameyvaHue

@ MopnepxnBaembiMu Bpaysepamn asnsatoTcs Internet Explorer, Mozilla Firefox un
Opera. Ecv no ymonyaHuio Bbl Ucnonb3yeTe apyroi 6paysep, BitDefender He
CMOXKET MOJIy4UTb HAaCTPOIKYK NPOKCU-CepBepa AJIA TEKYLLEro nojib3oBaTens.

@ NMonb3oBaTtenbcKue MPOKCU — Bbl MOXETE U3MEHATb HaCTp0I7IKI/I MNpoKcu, ecnn
BOLLUJIN KaK aAMUHUCTPaTOP.

[lomKHbI BbITh ONpeneneHbl cnenyoLine HaCTPONKK:

» Appec — BBeauTe IP-agpec npokcu-cepsepa.

» MopTt — BBeauTe NOPT, Ucnonb3yembiin BitDefender gns nopcoennHeHms K
NPOKCK-CEPBEPY.

» Monb3oBaTtenb — BBEAUTE WMA  TMOJb30BATENs, OMNO3HABAEMOro
NMPOKCN-CEPBEPOM.

» Maponb — BBEAMTE Naposib MNoJb30BaTENS, YKAa3aHHOIO paHee.

BitDefender 6yaeT ncnonb3oBaTb Habopbl HACTPOEK NMPOKCU-CEPBEPA B CIEAYIOLLEM
nopsiiike 0o Tex nop, NokKa He yaacTCa yCTaHOBUTL NMOAKYeHnE K IHTepHeTYy:

1. 3apaHHble HaCTPOVKMN MPOKCK-CepBepa.
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2. HaCTpOI;IKI/I NPOKCKN-CepBEpPa, 06Hapy>KEHHbIe BO BPpEMA YCTAaHOBKN.
3. HaCTpOI;IKI/I NMPOKCKN-CeEPBEPa A/14 TEKYLLEro NoJib3oBaTenNd.

Mpw nonbiTKe coeanHeHus ¢ iHTepHeToM By aeT noovepeaHo NpoboBaTbCA KaXAbli
Habop HaCcTpoek NpokcK, noka BitDefender He yaacTcs yCTaHOBUTbL COEANHEHME.

Mpexpae Bcero, Ana noakyeHns kK WHTepHeTy OyayT MCNofib30BaHbl Balln
CcobCTBEHHbIE HAaCTPOMKM MPOKCU. ECnm 3TO He MOMOXET, ciefywowmnmn 6yayT
MCMNONb30BaHbl HACTPONKK cepBepa, 0bHapyXeHHbIe NpY yCTaHOBKe NpoaykTa. U
HaKOHel, eCan HW OAUH W3 BapuaHTOB He cpaboTaeT, ByayT MCNOAb30BaHbI
HaCTPOWKIN NPOKCU-CepBepa, KOTOPbIN UCnoab3yeT Bpay3ep No yMonYyaHuUto ans
coefiHeHus ¢ IHTepHeTOM.

Haxmute OK, 4TOObI COXPAHUTbL U3MEHEHNS, N 3aKPOWTE OKHO.

Ha)KMMTe"pVIMeHVITb, 4T06bI COXPaHNTb WU3MEHEHUA, WJIN HaXMUTE Mo
YMONT4YaHUIO, 4yTOb6bI 3arpysunTb HaCTpOI?IKVI no ymoJ14aHMutO.

NHpopMauma o cucteme

BitDefender no3BonsieT NpocMaTpUBaTh BCE CUCTEMHbIE HACTPOMKI U NMPUIOXKEHUS,
3anycKaemble Npy 3anycke CUCTeMbl. TakuM 06pa3oM, Bbl MOXKETE OTC/IEeXMBATb
aKTMBHOCTb CMCTEMbl U YCTAHOBJIEHHbIX MPWUIOXKEHWUN, @ TakXe pacro3HaBaTb
noTeHLUMaNbHO OnacHble 06BbEKTHI.

C6op cmcTemMHomn nHdopMaLnm:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BblbepnTe nHTepdenc Kcnepr.

2. MNepenanTe B pasnen Obwue > UHdopMauusa o cucteme.

WHhopMaumns o cuctemMe COLEepXXUT NnepeyeHb BCeX 06BbeKTOoB, 3arpy>XeHHbIX KakK
npn 3anycke CUCTeEMbI, TaK U pa3IMYHbIMU NPUTOKEHUAMMN.

LOCTYNHbI TPW KHOMKMW:

@ BoccTtaHOBUTL — 3aMeHa TeKywux CBA3en (anioB Ha 3Ha4YeHus no
YMONI4aHMI0.[JOCTYNHO TONbKO ANs napameTpa Accoumnauum dannos!

@ MNMepeiTn B — OTKPLIBAETCS OKHO, B KOTOPOE MoMelLlaeTcs BblbpaHHbI 06beKT
(Hanpumep, Peructpauus).

) 3amMeyvaHune
U B 3aBucmmocTtn oT Bbl6paHHOI’O 3J1eMeHTa KHOMKa nepev“lTu K MOXEeT He
oTobpaxaTbCs.

@ O6HOBUTbL — 06HOBNsSIETCA UH(DOPMaLMs B okHe UHopMauusa o cucteme.
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15. AHTMBMpPYCHaa 3aLlmnTa

BitDefender 3awymuiaeT Ball KOMMbOTEP OT BCEX TWUMOB BPEAOHOCHbIX MPOrpamMmm
(BMpYCOB, TPOSIHOB, MPOrPaMM-LUMNOHOB, PYTKUTOB W T. A.).HacTpoiky 3awwuTsl
BitDefender pasgeneHbl Ha ABe KaTeropuu:

@ ocToAHHAA 3alumMTa — NpefoTBpalleHne nonafjaHus B CUCTEMY HOBOMO
BpepoHocHoro MO.K npumepy, BitDefender mpoBepseT TekcToBbI hail Ha
HaM4mne N3BECTHBIX YrPO3 MPY €ro OTKPBITUW, @ TAaKXXE 3NIEKTPOHHbIE CO0BLLIEHMS,
Korfa Bbl UX Mosy4aeTe.

MoCTOSHHAA 3alMTa TakXXe Ha3blBaeTCs CKaHWpoBaHMeM "Ha nety" — daisbl
CKaHMPYOTCSA NO Mepe A0CTYyNa K HUM.

Ba>xHo
Y1066l MpenoTBpaTMTL MOMajaHue BUPYCOB Ha Ball KOMMbIOTEP, BK/YUTE
MocTosAHHYIO 3alUUTY.

@ CkaHupoBaHme no TpeboBaHno — ObHapy>xeHne 1 yaaneHune BpegoHocHoro Mo,
KOTOPOE Yy)Ke NMonaJsio B CUCTEMY.DTO KNACCUYECKUNIA TUM MPOBEPKY MO XKENAHNIO
noJib30BaTeNs: Bbl BbibMpaeTe AncK, nanky nam dann ans nposepku BitDefender,
a BitDefender npoBepseT ux no Bawemy TpeboBaHWUI0.3a4a4yn MpPOBEPKM
MO3BO/IAIOT CO3AaBaTh 3aMn/laHMPOBaHHbIE LENCTBISA, KOTOPLIE MOXHO PeryJsispHoO
3anyckaTb Mo pacnucaHuto.

B cnyyae obHapy>xeHnsa BUpYyCa Uan Apyrmx BPeLOHOCHbIX nporpamm BitDefender
nonbiTaeTCs aBTOMaTUYeCKN yYAaanTb BPEAOHOCHbIA KOL U3 3apa)keHHoro ganna
N BOCCO34aTb MCXOAHbIN (hann.DTa onepauus HasbiBaeTCa "nedeHune".dannbl,
KOTOpbIE HE YAAETCA BbIEYNTD, MEPEMELLAIOTCS B Nanky KapaHTWHa BO n3bexxaHne
pacnpocTpaHeHus Bupyca.[lna noayyYyeHUs  LOMOJIHUTENbHOW  UHGMOPMaLun
nepengnte K «KapaHTuH» (p. 92).

B csiydyae 3apaxeHWs KOMMblOTepa BUPYCOM CM. WMHGOPMauuto B «YaaneHue
BpeoHocHoro 0 n3 cuctemsi» (p. 263).

Ecnam  ckaHupoBaHMe onpefesneHHbIX  (aiiioB  HexenaTesbHO, OMbiTHblE
noJsIb30BaTENIN MOTYT HACTPOUTb UCK/IOYEHUS CKAHUPOBAHMSA CaMOCTOATENbHO. 15
Mosy4eHUs OMOJIHUTENbHOW MH(hOPMaLLMK NepenanTe K «HacTpovika UCKI0YEHWI
cKkaHupoBaHus» (p. 88).

15.1. 3awmTa B pexunme peasibHOro BpeMeHu

BitDefender obecne4ymBaeT HemnpepbIBHYIO 3alUWTy B peasibHOM BPEMEHU OT
MHOXXeCTBa Yrpo3 MnyTeM CKaHWPOBaHWA BCEX OTKPbIThIX (ansoB, MOYTOBbIX
coobLLeHMI, a TakXKe Nepenmncki C MoMOLLbI0 CTy>X6 MrHOBeHHbIX coobuieHui (1CQ,
NetMeeting, Yahoo Messenger, MSN Messenger).
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HaCTpOI7IKVI Nno yMOJIHaHUIO 3allUThbl B pPeXWMMe peaJIbHOro BPEMEHN NO3BOJIAIT
obecneynTb Ka4yeCTBEHHYIO 3alTy OT BPEAOHOCHbIX MporpamMm npm MMHNMaJibHOM
BJINAHNN Ha NPOU3BOANTENIBHOCTb CI/ICTEMbIan/I HeobXx0AMMOCTM MOXHO JIEerKo
N3MEHUTb HaCTpOMKM MOLOYynA 3alllThl B p€XNME peaJibHOro BpEMEHMN. Ons aTtoro
Heobxoanmo YCTaHOBUTb OOWH W3 MNpPenBapUTESIbHO OMNpeAesIEHHbIX ypOBHeIZ
3aWnTLL.ONbITHLIE  MOJIb30BaTeNN MOryT [nOeTaJibHO HaCTPpOUTb MapaMeETpPbI
CKaHnpoBaHUA NyTeM Co30aHNA HaCTpalnBaeMOrro ypoBHA 3alLAThHI.

JononHuTesNbHble CBeAEHUS CM. B CJIeAYIOLNX pa3genax:

@ «PerynnpoBKa ypOBHS 3alUNTbl B PEXUME peasibHOro BpeMeHu» (p. 69)

@ «Co3zaHne HacTpanBaemoro ypoBHsA 3almuTsel» (p. 70)

@ «VI3mMeHeHne aericTBMIA, BbIMOJHAEMbIX 4151 06HapyXXEeHHbIX hariioB» (p. 72)
@ «BoccTaHoBeHNE HACTPOEK Mo ymMondaHmio» (p. 73)

Ons 3awmTbl MOMb30BaTeNe OT HeW3BECTHbIX BPEAOHOCHbLIX MNPUAOXKEHUN
BitDefender wucnonb3yeT HOBENMLIYID TEXHONOMMIO 3BPUCTUYECKOrO aHasm3a
(aKTVBHBIA BUPYCHbIN KOHTPOJIb), @ TakXe cUcTeMy 0BHapy>XXeHMs BTOPXXEHUN,
KOoTOpasi MOCTOAHHO OTChnexuBaeT paboTy Bawen cucTembl.JONOAHUTENbHbIE
CBEJEeHUs CM. B CNlefyIoLLMX pa3genax:

@ «HacTpovika akTUBHOIro BUpyCcHoro KoHTpoas (AVC)» (p. 73)

@ «HacTpovika cuctembl 06HapyXeHus BTopXeHun» (p. 75)

15.1.1. PerynnpoBka ypOBHS 3aLlMTbl B peXXnMe peasnbHOro BpemMeHu

YpoBEHb 3allUThl B peXuMe peasbHOro BPEMEHU OonpeaensieT HacTPOMKM
CKaHWPOBaHMA A 3alUThl B PeXMMe peasibHoro BpemMeHu.Mlpu HeobXxoanMocCTu
MOXXHO JIErKO M3MEHUTb HAaCTPOMKIN MOZY IS 3aLLMThI B PEXIME PeasibHOro BpeMeHM!.
[Ins 3Toro HeobxoAMMO YCTAHOBUTb OAUH W3 MpeABapUTesbHO onpefeneHHbIX
YPOBHE 3aLINTHI.

PerynvnpoBka ypoBHS 3alLWThl B PEXUME peasibHOro BpeMeHu:
1. OTkpownTe BitDefender.

2. B 3aBUCMMOCTM OT peXuma MoJib30BaTENbCKOro WHTepdenca BbINOJHUTE
cnenyolime OencTens:

NHTepdenc "OnbITHbIN Nob3oBaTeNb"
MepenanTe Ha BKNaaky BesonacHocTb 1 BbibepnuTe HacTpOUTb aHTUBUPYC
B 061acTy BLICTPLIX 3a4a4 B JIEBON 4YacCTW OKHa.

MepengnTe Ha BKNagKy LKT.

NHTepdenc "dkcnept"
MepengunTe B pa3gen AHTUBUpPYC > LLLUT.
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3ameyvyaHune

@

B uHTepderice "OcHoBHOR" nnn "ONbITHBIN NOMb30BaTE/b" MOXHO CO3AaThb APJIbIK
0719 [0CTyNa K 3TUM HacTponKkaM HenocpencTBEHHO 13 NaHenu ynpasneHns. Ans
noJsly4eHns LOMOSHUTENbHOW UH(OPMaumMn nepengute K «Mou MHCTPYMEHTbI»
(p. 37).

3. YT0bbl YCTAHOBWTb >KENAeMbll YpOBEHb 3alUWTbl, NepemecTutTe 6GeryHok B
Tpebyemoe nonoxxeHne.Bocnonb3ynTecb ONMCaHNMEM CripaBa OT LWKasbl, YTO6bI
Bbl6paTb TOT YPOBEHb 3alUWUThI, KOTOprI7I ONTMaJibHO COOTBETCTBYET
TpeboBaHuaM K 6e3onacHoCTL.

15.1.2. Co3pnaHune HaCTpanBaeMoro ypoBHS 3aLMThl

OnbITHbIE MOJIb30BATEIM MOTYT BOCMO/1b30BaTbCS LOMNOJHUTEbHBIMU HACTPONKaMM
BitDefender, Hanpumep He NpoBepATb (halsibl C ONpefesieHHbIM pacluMpeHneM,
onpefesieHHble KaTaslorn MU apxuBbl, KOTOPble TOYHO 6e3BpefHbl. ITO MOXET
3HAYMTENIbHO YMEHbLUINTbL BPEMS MPOBEPKU M yayHLWUTb paboTy KOMMAbOTEpPa BO
BpeMs MPOBEPKMU.

JeTanbHylo HAaCTPOVKY 3alLUThl B peXMe PeasibHOr0 BPEMEHU MOXXHO BbIMOHUTD,
CO34aB HacTpauBaeMblii ypoBeHb 3awuTbl.CO3A4aHNe HaCTPavBaeMoro YPOBHS
3aLUMUThI:

1. OTkpownTe BitDefender, HaxmMnTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa ”
BblbepuTe UHTeptenc kcnepr.

2. MNepengnTe B pasnen AHTusupyc > LLiuT.
3. HaxxmuTe HacTpauBaeMbli YPOBEHbD.

4. HacTpoinTe napaMeTpbl CKaHWpOBaHWA Mo CBoeMy Bbibopy.[as Toro 4Tobbl
Yy3HaTb, Ha YTO BJIMAET HAaCTPOMKa, NOLEPXKUTE KYPCOP MbIWW HaL HeN. BHU3Yy
OKHa MosBMTCA NOACKa3Ka.

5. Haxxmute OK, 4T0ObI COXpPaHNTb M3MEHEHMS, 1 3aKPONTE OKHO.
ST cBeAEeHNSA MOTyT ObITb MONE3HLIMU:

@ 3HaYyeHMe He3HaAKOMbIX TEPMUHOB MOXXHO MOCMOTPETL B roccapumn.Takxe Bbl
MOXXeTe HallTu nonesHyo nHgopmaumio B HTepHeTe.

@ NMpoBeputb oTKpbiBaeMmbie ¢anbl. MoxHO HacTpouTb BitDefender pns
CKaHMPOBaHUSA BCEX OTKPbIBaEMbIX (halifioB, TOSIbKO NPUA0XKEHWUI (MPOrPaMMHbIX
hannoB) unu onpepeneHHbIX TUMOB (PansioB, KOTOpbIe, NO BalleMy MHEHUIO,
mMoryT ObITb onmacHbiMu.Hanbonee kayecTBeHHas 3awwuTa obecneynBaeTcs
nocpefCcTBOM CKaHWPOBaHUS BCEX OTKPbIBaeMbIX (haiiioB, 0HAKO CKaHMPOBaHMe
TOJIbKO NPUNOXKeHN 0becneynBaeT onT1MasIbHYI0 MPOU3BOANTENLHOCTb CUCTEMBI.

MpuaoXeHus (Mau nNporpamMMHble (aiinbl) 3HaYuTeNbHO 6osiee yA3BUMbI ANS
BMPYCHbIX aTaK, 4Y4eMm Jpyrue Tumbl (aiioB.B 3Ty KaTeropuio BKIOYEHb
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cnepylowme pacwmpeHns gannos: . exe; .bat; .com; .dl1; .ocx; .scr; .bin;
.dat; .386; .vxd; .sys; .wdm; .cla; .class; .ovl; .ole; .exe; .hlp; .doc;
.dot; .x1s; .ppt; .wbk; .wiz; .pot; .ppa; .xla; .x1t; .vbs; .vbe; .mdb;
.rtf; .htm; .hta; .html; .xml; .xtp; .php; .asp; .js; .shs; .chm; .lnk;
.pif; .prc; .url; .smm; .pdf; .msi; .ini; .csc; .cmd; .bas; .eml; .nws.

Mpu BbibOpe KoMaHAbl CKaHMpPOBaTb OMpepesieHHble MoJsib3oBaTesieM
paclumpeHuns peKoOMeHYyeTCs BKIIIOYNTh TakXKe BCE PaCLUVPEHNS MPUIOXEHNS,
MOMMMO OCTaJIbHbIX PacLUMPeHni (haisia, KOTOPbIE Bbl CHATAETE OMACHbLIMU.

@ MpoBepUTb TOJILKO HOBbIE U U3MeHeHHble ¢ainbl. CKaHNpPys TOJbKO HOBbIE
N U3MEHEHHbIE halibl, MOXXHO 3HAYUTENbHO MNOBLICUTb 0bLLee BbiCTpoaenCcTBIE
CUCTEMbI C MHUMasIbHbIMU NOTePsMY B 6e30MacHOCTHU.

@ MpoBepATb BHYTPU apXUBOB. CKaHMPOBaHWNE apX1MBOB — MeLJIEHHBI NPoLecc,
3aHUMaLWNA 60Nblon 006bEM CUCTEMHbLIX pecypcoB. IMEHHO MO3TOMYy He
PEKOMEHIYETCS BbINOJHATL TaKoe CKaHWPOBaHWE B PeXMUMe peasibHoro
BPEMEHU.APXMBbI, COAEPKALLME 3aparKeHHble (halinbl, He NpeacTaBAAoT coboi
HemnocpeaCcTBEHHOM Yrpo3bl 6e30MacHOCTM CUCTEMbI.BpelOHOCHbIE NMPOrpaMMmbl
MOryT CKOMMPOMETMPOBATb CUCTEMY TOJIbKO B TOM CJly4ae, €C/in 3apakeHHbIN
cann byneT M3B/eYEH M3 apxyMBa M WCMOJIHEH; MPX 3TOM 3aluTa B pexume
peanbHOro BpeMeHU Lo/KHa OblTh OTKJIKOYEHA.

@ Hactpoiku peicTBuMi. ECnn TpebyeTcs N3MEeHUTb OeNCTBUS, BbIMOHAEMbIE B
OTHOLWEeHUN obHapy)XeHHbIX (alnoB, cBeaeHus o6 3Toi npouedype CM. B
«MI3MeHeHne [eiCTBUN, BbINOIHAEMbIX A1 06HapyXeHHbIX ¢aviios» (p. 72).

@ MapameTpbl CKaHUPOBaHUA TpaduKa 3NeKTPOHHOW nouThl, UHTEepHeTa U
cnyx6 MrHOBeHHbIX cOOOLWieHMW. B Lensx nNpefoTBPaLLEHNS 3arpy3ku
BPELOHOCHbIX NporpamMM B komnbtoTep BitDefender aBTomMaTnyeckn ckaHupyeT
cnefyowmne TOYKM BXoAa BPeAOHOCHbIX NPOrpaMM:

» BXoAdLme coobLeHNS INEKTPOHHON MOYThI

» Beb-Tpadmk

» hansibl, nonyyeHHble Yyepes Yahoo! Messenger n Windows Live Messenger
CkaHunpoBaHue Beb-Tpathuka MOXET HECKOJIbKO 3amMeannTb paboTy B IHTepHeTe,
0[lHaKO TaKoe CKaHVpOoBaHue No3BoJIfeT 610KNPOBaTb BPELOHOCHLIE MPOrpaMMmbl,
KOTOpble MPOHUKAIT B Ball KoMmmbloTep u3 WHTepHeTa (BKOYas CKPbITbIE
3arpyskum).

B uensx MoBbIWEHUS MPON3BOAUTENLHOCTN CUCTEMbI MOXXHO OTKJIIOYUTb
QHTUBUPYCHOE CKaHWpPOBaHWE 3NEKTPOHHOW Mo4Thl, Beb-cooblieHnn wn
MFHOBEHHbIX coobweHnn (He pekomengyeTcs).Ecnm  cooTBeTCTBYlOWME
napaMeTpbl CKaHWPOBaHWSA OTKJ/IOYEHbl, COOOLLEHNA 3/EKTPOHHOW MOYTbl U
albl, KOTopble BblAN NOMYYEHbI AN 3arpy>KeHbl N3 IHTepHeTa, CKaHMPOBaTbLCA
He ByayT. B pe3ynbTaTe 3apakeHHble haltsibl MOryT MONacTb B KOMMbOTEP.DTO
He caMas cepbe3Has yrpo3a, NOCKOJIbKY 3allMTa B peXXMe peasibHOro BpeMeHu
6710KMpyeT BPpeLOHOCHbIE MPOrpaMMbl MpU AOCTYMNe (OTKPLITUN, NEPEMELLEHMNN,
KOMMPOBaHMMN AW UCMOJIHEHMM) K 3apakeHHbIM halinam.
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15.1.3. 3ameHeHne 0eNCTBUIA, BbINOJHAEMbIX 018 0OHapYKEeHHbIX
thannos

®aiinel, 06HapyXEHHbIE 3aLLMTON B PEXIMME PeasibHOro BPEMEHH, pacnpeseseHb
no IByM KaTeropusm:

@ 3apaXkeHHbIx ¢annoB. Palnbl, pacno3HaHHbIE KaK 3apaKeHHbIe BUPYCOM,
COOTBETCTBYIOT BUPYCHbIM CUrHaTypaM B 6a3e AaHHbIX BUPYCHbIX CUTHATYp
BitDefender.BitDefender, kak npaBnno, cnocobeH yaannTb BpeAOHOCHbIA KO U3
3apa)keHHoro alnia 1 Bocco3naTbh UCXOAHbIA (aln. ITa onepauns M3BeCcTHa
Kak "nevyeHune".

3amevaHve

@ CurHaTypbl BUPYCOB NpefCcTaBnsioT cob0n parMeHThl KOAa, U3BNEYEHHbIE U3
06pa3L0B HacTOALLMX BUPYCOB. OHW UCMOL3YIOTCA aHTUBMPYCHBIMI NPOrpaMMamMu
N4 novcka no wabnoHy n pacno3HaBaHWS BPEAOHOCHbIX NPOrpaMm.
basa paHHbIX BMPYCHbIX curHaTyp BitDefender npeapctaBnset cobon Habop
BMPYCHBIX CUTHaTYpP, 06HOBASEMbIN Ka)k bl Yac cneumanuctamm BitDefender no
aHann3y BpefOHOCHbLIX MPOrpamMMm.

@ MNoposputensHbie dainbl. Paitsibl NOMEYEHbl IBPUCTUYECKM aHaIM30M Kak
nofo3puTesibHble. JledeHne NoLo3puTeNbHbLIX (DaiiIoB HEBO3MOXKHO, MOCKOJIbKY
npouenypa eveHns HeJoCTymnHa.

B 3aBMCMMOCTM OT Tuna obHapyXeHHOro daina aBTOMaTUYECKN BbIMOHATCA
cnepytolme 0encTens:

@ lNpyv obHapyxeHUn 3apa>keHHOro (haina BitDefender aBToMaTuyeckn nonbiTaeTcs
BblIeYnTb ero.Ecan dann He yaaeTcs BblIeYnTb, OH NepemMeLlaeTcs B KapaHTuH
B Llenax npefoTBpaLLeHns pacnpocTpaHeHnsa Bupyca.

Ba)xHo

B Ccny4vae onpenesieHHbIX TUMOoB BPeAOHOCHbLIX NporpamMm sie4yeHne HeBO3MOXHO,
NMOCKOJIbKY BPELOHOCHBLIM SBNIAETCS BECb 0OHaPYXeHHbIN haln. B Takmx ciyyasax
BbIMNOJIHAETCA yAa/leHNe 3apa)KeHHOoro anna ¢ Ancka.

@ Mpu obHapyXeHW NoA03PUTENBHOIO (halia Bo n3bexxaHue pacnpocTpaHeHus
BMPYCa AOCTYM K TakoMy ainy 61oknpyeTcs.

Be3 BeCKVX MPUYUH U3MEHATb AENCTBUSA MO YMOMYAHUIO, BbIMOHSEMbIE B OTHOLLEHNM
06HapyXeHHbIX (haioB, He peKOMEHAYEeTCS.

/i3meHeHne pencTBnii no YMOJ14aHUI0, BbINOJIHAEMbIX B OTHOLLEHUWN O6Hapy)KEHHbIX
3aPa>XeHHbIX NN NOAO03PUTENbHbIX CbaI7IJ'IOB:

1. OTtkpowTe BitDefender, HaxmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa U
BblbepuTe nHTepdenc AkcnepT.

2. MNepengnTe B pasnen AHTusmpyc > LLuT.
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3. Haxxmute HacTpamBaeMblii YyPOBEHb.

4. HacTpoiika [encTBuid, npy HeobXOAMMOCTU BbLINOJHSAEMbIX [ON18 KaXZOoN
KaTeropuu obHapy»XeHHbIX hainos.BTopoe AeNCTBME BbINOSHAETCS B TOM C/yyae,
eC/I1 He y[anocb BbINOJIHUTbL NepBoe (HanpuMep, ecan Ie4YeHne 3apaxeHHoro
(hanna HEBO3MOXXHO, OH MepPeMELLAeTCs B KapaHTUH).

15.1.4. BoccTaHoB/IeHNEe HAaCTPoOeK Mo yMOJI4YaHMIo

HaCTp0I7IKVI Nno yMOJI4aHUIK 3allWTbl B peXnme peaslbHOro BpeMeHn no3BoJIAI0T
obecneynTb Ka4eCTBEHHYIO 3allUTy OT BPeJOHOCHbIX NporpaMm npn MMHNMMaJibHOM
BJINAHNW Ha NMPON3BOANTENIbHOCTb CUCTEMBDI

BoccTaHOBNIEHME HACTPOEK MO YMOJYAHUIO NS 3alUThl B PEXUME PeasnbHOro
BPEMEHU:

1. OTkpowTe BitDefender, HaxmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa U
BbIbepuTe nHTEeptenc Akcnepr.

2. MNepengnTe B pasnen AHTusupyc > LLiuT.
3. HaxxmuTte Mo yMonuyaHuio.

15.1.5. HacTpourka aKkTUBHOI0 BUPYCHOro KoHTposnsa (AVC)

®YHKLMS aKTUBHOT 0 BUPYCHOr0 KOHTpOos BitDefender pacno3HaeT noTeHUManbHO
oracHble MPUI0XKEHNS Ha OCHOBE MX MOBELEHUS.

AKTVBHbIN BUPYCHBbIA KOHTPOJIb MOCTOSAHHO OTC/IEXKMBAET NPUSIOXKEHWS, 3anyLLeHHble
Ha KOMMbloTepe, Ha NpeaMeT MPU3HAKoB BPeAOHOCHOro noeefeHus. Ons Bcex
BbILLEMEePEYNCNIEHHbIX AeACTBUI NpuUcBanBaeTca 6ann, n ANg Kaxaoro npowecca
noacYUTLIBAETCSA 06LLMIA pelTUHr.Koraa CyMMapHbI CHETHMK NpoLecca LoCTuraeT
3aJaHHOr 0 NOPOroBOro 3Ha4YeHNs, NPoLLeCcC NePexouT B KAaTeropuio Bpe4OHOCHbIX.
B 3aBMCMMOCTM OT HaCTpPOEK mnporpammbl npouecc nnbo aBTOMaTUYECKU
6nokupyeTcs, IMbo cncTeMa 3anpalumBaeT BbIOOP AeCTBUA NOSib30BaTENEM.

AKTUBHbI BUPYCHBIA KOHTPOJIb MOXeT OblTb HACTPOEeH Ha OMoBELLEHUE W
HamoMWHaHWe, Kor ia MPUI0XKEHVE MblTAETCS BbINONHUTL AENCTBIE, KOTOPOE MOXXET
6bITb BPEAOHOCHLIM.

Ecnu Bbl 3HaeTe, 4T0 06Hapy)XEHHOMY MPUI0XKEHNIO MOXXHO LOBEPATb, HAXMUTE
Pa3spewinTnb.

Ecnm Bbl XOTUTE HEMELJIEHHO 3aKpPbITb MPUJTIOXKEHNE, HAXKMUTE OK.

Boibepute 3anoOMHUTbL 3TO [eWCTBME ANA ITOr0 NPUJIOXKEHUA nepen
noaTeepxxaeHmeM. Mocne storo BitDefender 6yneT BnocneacTBUM NPUMEHSTL 3TO
Xe pencTsue ona obHapyXeHHbiX npunoxkeHuin.Co3gaHHoe npaswuio byner
oTobparkaTbCs B OKHE HAaCTPOEK aKTUBHOI0 BUPYCHOrO KOHTPOSA.

HacTpolika akTUBHOIO BUPYCHOI0 KOHTPOJIS:
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1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BbibepuTe nHTepdenc AkcnepT.

. Nepengnte B pasnen AHTUBUpYC > LLnT.
. HaxxmnTe lononHuTenbHbie HACTPONKM.

. Nepengnte Ha BKNaLKy AKTUBHbIA BUPYCHbIA KOHTpPOsb (AVC).

u B~ W N

. MocTaBbTe COOTBETCTBYHOLLYIO raslovKy Ond akThBaunn aKTUBHOIO0 BUPYCHOIo
KOHTpO4.

6. YTOObl YCTAHOBWTbL >KENaeMblii YPOBEHb 3allnTbl, nepemectute 6eryHok B
TpebyeMoe nonoxxeHne.Bocnonb3ynTecb ONMCaHMEM CripaBa OT LKasbl, YTO6bI
Bbl6paTb TOT YpPOBEHb 3alUWUThI, KOTOprI7I ONTMaJibHO COOTBETCTBYET
TpeboBaHuaM K He3onacHoCTK.

PerynnpoBKa ypOBHS arpecCMBHOCTU

HacTpoiika ypoBHS 3alL/Tbl aKTUBHOMO BUPYCHOTO KOHTPOS:

1. OTkpownTe BitDefender, HaxmMuTe MapaMeTpbl B BEPXHEM MPaBOM Yrjy OKHa ”
BblbepuTe NHTEpdenc Kkcnepr.

. Nepenante B pasnen AHTUBMpYC > LLuT.
. HaxxmuTte lononHUTEeNbHbIE HACTPOUKHM.

. Nepenante Ha BKNaaKy AKTUBHbIA BUPYCHbIA KOHTpOsb (AVC).

u B~ W N

. YT0obObl YCTAHOBUTL >XENAeMbI YPOBEHb 3allUThl, nepemecTutTe 6eryHok B
Tpebyemoe nonoxxeHne.Bocnonb3ynTecb ONmMcaHMEM CripaBa OT LUKasbl, YTObbI
BbIOpaTb TOT YPOBEHb 3alUWThl, KOTOPbIA ONTWMaNibHO COOTBETCTBYET
TpeboBaHusM K 6e3omacHOCTW.

HacTpoiika pearmpoBaHus Ha BpeoHOCHOe MoBeAeHe

B cny4ae BpeaoHOCHOro nosegeHnsa npuaoXXeHns rnosib3oBaTesnto 6y,£l,eT npennioxxeHo
pa3pewnTb nin 386ﬂ0KVIpOBaTb 3TO NMPUNOXKeHNe.

HacTpoiika pearmpoBaHuis Ha BPeLOHOCHOE NoBefeHNe:

1. OTkpowTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa 1
BbIbepuTe nHTEeptenc Akcnepr.

. Nepengnte B pasgen AHTUBMpYC > LWnT.
. HaxxmnTe lononHuUTEeNIbHbIE HACTPONKM.

. Nepengnte Ha BKNafkKy AKTUBHbIA BUPYCHBbIA KOHTpOJb (AVC).

u B~ W N

. Ecan Bbl xoTnTe, 4T0bLI CMCTEMA 3anpallnBana BbIMONIHEHNE LencTsmsa npu
o6Hapy>KeH|/||/| adKTUBHbIM BUPYCHbIM KOHTPOJIEM NOTEHUWaNbHO OMacCcHOro
NpuIoXeHWs, YCTaHoBUTe (JlaXXok BblBOAMTL oOMoOBellLeHue nepepq
KakuMm-nubo peicTtBueM.CHUMUTE 3TOT hnaxok ong aBTOMaTU4YECKOW
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6710KNPOBKIN NPUSIOXXEHWS, IEMOHCTPUPYIOLLENO BPEIOHOCHOE NnoBeeHne (6e3
0TOb6paXKEHUS OKHa OMOBELLEHNS).
ynpaBneHme HadeXXHbIMU/HEHAAEXKHBIMK NPUNOXEHNAMU

Bbl MoXKeTe L06aBNATL MPUSIOXKEHNS, KOTOPLIM A0BEPSeTe, B CMNCOK LOBEPEHHbIX
NPUAOXKEHUA. DTN NPUNOXKEHNA He ByayT NpPOBEpPATbLCA aKTUBHLIM BUPYCHBIM
KoHTposiem BitDefender, n goctyn kK HUM ByaeT pa3pelleH aBTOMaTUYeCKN.

YnpaBieHue TMpUIOKEHUAMN, He OTC/IeXUBAEMbIMA aKTWUBHbLIM BUPYCHbLIM
KOHTpOJIEM!

1. OTkpownTe BitDefender, HaxmMuTe MapaMeTpbl B BEPXHEM MPaBOM Yrjy OKHa ”
BblbepuTe UHTEpdenc Kcnepr.

2. MNepengnTe B pasnen AHTusupyc > LLiuT.

3. HaxxmMuTe [LonosIHUTENIbHbIE HAaCTPOMUKMU.

4. Nepengnte Ha BKNaaKy AKTUBHbIA BUPYCHbIW KOHTponb (AVC).
5. Nepenante Ha BKnagky UcknioyeHus.

MpUnoXXeHns, 0S8 KOTOPbIX ObIX CO3MaHbl MpaBuia, NpeacTaBieHbl B Tabauue
NcknioueHus.MyTb K MPUI0XKEHNIO U IENCTBUE, YCTAaHOBEHHOE /1 HEro (4oCTyn
pa3speLueH nnv 3ab10KMPOBaAH), YKa3aHbl 4S8 KaXK4O0ro npasuia.

ONa n3MeHeHns OeNCTBUS MO OTHOLUEHUIO K MPUNOXKEHUIO LWEeSIKHUTE TeKyllee
LencTBre 1 BbibepnTe Apyroe AeNCTBUE U3 MEHIO.

[ns ynpasfiieHns CNCKOM I/ICI'IOJ'IbByIZTe KHOMKW, HaxoAasLwumecs Hag Tabauuen:

+ lo6aBuTb — [106aBUTH HOBOE NPUNOXXEHNE K CMUCKY.
- YpanuTb — yaaJieHne HOBOro NpuiioXKeHus 13 Crmcka.
7 PepakTupoBaTb — pelaKTUPOBATb NPaBuIo 4J18 NPUIIOXKEHUS.

15.1.6. HacTpoika cuctemMbl 06Hapy>XeHNs BTOPXKEHWI

Cnctema obHapyxeHus BTopxxeHnin BitDefender oTcnexxneaeT akTUBHOCTb CETK
W CUCTEMbl Ha NpeAMeT BPeAOHOCHbIX AENCTBUN Y HAPYLLIEHWA NMOANTUKM.

HacTpoika cuctembl 06Hapy>XeHns BTOPXXEHNI:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa U
BblbepuTe nHTEpdenc IKcneprT.

. Nepengnte B pasnen AHTUBUpYC > LLKT.
. HaxxmnTe [lononHuTeIbHbIE HACTPOMKM.

. NepengnTte Ha BKNagKky CucteMa oOHapy>XeHus BTop>xeHui (IDS).

u B~ W N

.OAna  BKIOYEHMS  CUCTeMbl  OOHapy>XeHWs  BTOPXKEHWUA  yCTaHOBUTE
COOTBETCTBYIOLLMIA (hJIaXKOK.
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6. YT0Obl YCTAHOBUTbL »KeNaeMbIil YPOBEHb arpeccnBHOCTY, NepemecTuTe BeryHok
B Tpebyemoe nono)xeHne.Bocnonb3ynTeck ONMcaHneM cripasa oT LWKaJsibl, YTobbI
BbIOpaTb TOT YPOBEHb arpeccUBHOCTU, KOTOPbLIA ONTUMAsbHO COOTBETCTBYET
TpeboBaHusaM K 6e3onacHoCTK.

15.2. CkaHupoBaHue no TpeboBaHmio

[NaBHOEe Ha3Ha4YeHue MporpaMMHOro npofykta BitDefender — 3awmwaTs Ball
KOMMbIOTEP OT BUPYCOB. B nepBylo ovepefib OH HE MO3BOJIET HOBbIM BMPYCaM
MPOHUKHYTh Ha KOMMbIOTEP, NPOBEPSIS 3/IEKTPOHHbIE MUCbMA 1 HOBbIE 3arpy)XaeMble
1 KOMnupyemble (aiinsbl.

OLHaKo eCTb BEPOATHOCTb TOr0, YTO BMPYC MPOHMK B KOMMNbIOTEP A0 YCTaHOBKM
BitDefender. Mo3TOMy Nosie3HO NPOBEPUTL Ball KOMMbIOTEP Ha Haln4Yne BUPYCOB
nocsie yCTaHOBKYM NMPOrpamMmel, a TakxKe peryssipHo NpoBepsTb KOMMNbIOTEP.

MpoBepka no TpeboBaHMIO MPOU3BOAMTCS COrNACHO YCTAaHOBMIEHHbIM 3ajayaMm. B
HMX YyKa3blBalOT MapaMeTpbl MPOBEPKU, a Takxe 0ObekThbl, MNoasexalyue
npoBepke.Bbl MOXeTe CKaHMPOBaTb KOMMbIOTEP KOrfa 3axoTuTe, 3amnyckas
npefyCTaHOBMEHHbIE 3afayM WNM  Co3[aBasi BalM COOCTBEHHble 3adauu
CKaHupoBaHus. TakXe Bbl MOXeTe 3afjaBaTb pacrucaHue perynspHbiX
CKAHWMPOBAHUI UNIN XKe 3anyCcKaTb CKaHNPOBaHWE, KOr ja CUCTEMaA He UCMOJb3yeTCs
U CKaHMPOBaHWe He MOXXEeT NnoMellaTb Ballen paboTe.[lns 6bICTPOro noayyeHus
WHCTPYKLWIA CM. cnefytolne Tembil:

@ «CkaHupoBaHue anaos n namnok» (p. 225)
@ «Co3zaHne HaCTpanBaemMoro 3ajaHus CKkaHmpoBaHus» (p. 228)
@ «Co3gaHune pacnvcannsa CKaHupoBaHus KomrbtoTepa» (p. 230)

15.2.1. CkaHupoBaHWe nanok n anios

PekoMeHAyeTCs BbIMONHATb CKaHWpoBaHMe (haisioB U Manok KaxkAbli pa3s npu
NOLO3PEHUN Ha 3apakeHue ux Bupycom.LllenkHnTe npaBoM KHOMKOW MbIWN Ha
thanine nam nanke, KOTopble HeobxoANMO NPoBepUTb, 1 BoibepnTe CKaHUpPOBaTb
c BitDefender.losasuTca MacTep ckaHnpoBaHMA U NPOBEAET Bac MO mpoueccy
CKaHUPOBaHWMSA.

,ﬂ,)‘lﬂ CKaHUpPOBaHUA OTAEesIbHbIX ManoK Ha KOMMbKTeEpe MOXHO HaCTPOUTb U
3anycTuTb HacTpavBaemMoe  3aflaHMe  CKaHMpoBaHuA.Ons noslyvyeHus
LONONHUTENBHOW NHGopMauumn nepengute K «CozgaHme HacTpanBaeMoro 3agaHus
CKaHupoBaHus» (p. 228).

[ns npoBepky Ballero KOMMblOTEpa WM ero YacTu MOXHO BOCMO0J/1b30BaTbCA
3afaHnAMUN NPOBEPKU MO yMoaYaHUo nnbo co3fnath cob6CTBEHHbIe 3aaaHus. 1na
3anycKa 3afaHus ckaHuposaHusa oTkponTe BitDefender n BeinonHuUTE Cnepytowine
LencTBus (B 3aBUCMMOCTIM OT peXxunma rnosib30BaTeslbCKoro nHTepgenca):
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NHTepdgenc "OcHoBHON"
HaxxmuTe KHoMky Be3onacHOCTb 1 BbibepuTe 0AHO U3 AOCTYMHbIX 3a4aHUIA
CKaHUPOBaHWS.

NHTepdenc "OnbITHbIN Nonb3oBaTeNb"
MepengnTte Ha BkNagky besonacHocTb.HaxxmuTe MonHoe cKaHMpoOBaHUe
cucTeMbl B 061acTn BbICTPLIX 3a4ay ceBa M BbibepnTe 04HO U3 LOCTYMHbIX
3a4aH1N CKaHWPOBaHUS.

WHTepdenc "dkcnept"
MepenouTe Ha BKNagKy AHTUBUpPYC > CKaHUpoBaHMe BUPYCOB.[115 3anycKa
3a4a4y CKaHMPOBAHWA LLEJIKHUTe COOTBETCTBYIOLLYIO 3TOW 3ajaye KHOMKY
3anyCcTuThb.

ST1 3a,aHNA NO YMONYaHMIO MOXXHO UCMO0b30BaTb AJ15 CKaHMPOBAHNSA KOMMbOTEpa:

CkaHupoBaHue
MpoBepKa BCEW CMCTEMbI, KpOMe apxnBOB.[1py HACTPOMKax MO YMOJHaHUIO
NMPOBOAUTCA MPOBEPKa Ha BCe TuMbl BUpYcHoro 0, Kpome pyTKUTOB.

bbicTpoe ckaHupoBaHue
®yHKLMS ObICTPOro CKaHWPOBAHWA WCMOAb3yeT TexHosoruw "obnavHoro"
CKaHUPOBaHWA A8 pacno3HaBaHUs BPeAOHOCHbBIX NPOrpamMm, 3anyLleHHbIX B
cucTeMe.bbiCTpoe CKaHWpoBaHMe 3aHVMMaeT, Kak MNpaBuio, MeHee MUHYTHI.
BbICTpOe CKaHMpoBaHMeE UCMOJIb3YET NNLLb HE3HAYUTENIbHYIO YaCTb CUCTEMHbIX
pecypcoB, KOTOpble WCMOb3yTCA B Mpouecce CTaHLAPTHOMO BUPYCHOroO
CKaHUPOBaHWMSA.

Fnybokoe ckaHUpOBaHUE CUCTEMbI
MpoBepka BCen CUCTEMbI.B KOH(Urypaumm no yMONYaHUIO MPOM3BOAUTCSH
npoBepKa Ha BCe BUAbl BPELOHOCHbIX MPOrpamMm, yrpoxatoLimx 6e3o0nacHoCcTm
Ballell CUCTEMbl, @ WMMEHHO Ha HaJinyme BUPYCOB, MPOrPamMM-LUMNNOHOB,
peksiamHoro MO, pyTKUTOB 1 MPOY.

Mepen TeM Kak 3anyCTUTb MPOLLECC MPOBEPKW, Bbl AOJKHbI yOeauTbCs, H4TO
BUPYCHble curHaTypbl BitDefender obHoBneHbl. MpoBepka Ballero KoMmmbloTepa
npu NoMoLLM ycTapeBLlen 6a3bl CUrHaTYp MOXXET NPUBECTU K TOMY, 4To BitDefender
He CMOXXeT 06HapyXNTb HOBbIE BPELOHOCHLIE MPOrPaMMbl, BbISIBJIEHHbIE C MOMEHTA
nocnegHero o6HoOBAEHUS.

Y106kl BitDefender nonHOCTLIO MpoBepu BCe BalLmn (haitsibl, HEOOXOAMMO 3aKpPbIThb
BCe 3aMnyLLeHHbIEe MPUI0XKeHNs, 0COBEHHO NOYTOBbLIE MPOrpaMmebl, Takue kak Outlook,
Outlook Express nnn Eudora.

lMoACKa3KM CKaHNPOBaHMSA
BOT eLle HECKO/IbKO MOACKA30K, KOTOPbIE MOryT ObITb BECbMa NOAE3HbLIMU:

@ B 3aBucyMocT oT obbema Ballero )KecTKoro AUcKa, nosHoe CKaHunpoBaHne
CNCTEMblI MOXET 3aHATb KakKoe-TO BpeMd (Do 4aca nnu paxe 6onee).Takum
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obpa3om, BaM CTOWUT 3anyckaTb MNoAoOHblE CKaHWPOBaHWS, KOrfha Bbl He
NoJib3yeTeCb KOMMbIOTEPOM Ha NPOTSHKEHUMN ASINTESIbHOr0 BpeMeH (Hanprmep,
HOYbIO).

Bbl MOXXeTe 3annaHupoBaTh CKaHMpoBaHMe Ha yaobHoe Bam Bpema.YbeanTtecs,
4TO Bbl OCTaBJIETE KOMMbIOTEP BKIYEHHbIM.pn ncnons3osanum Windows Vista
ybennTech, YTO Ball KOMMbIOTEP He ByAeT HaXOANTbLCA B CMNSALLEM PEXUME B TO
BpPeMS, Ha KOTOPOe 3anjaHMpoBaHO CKaHMPOBaHNE.

@ Eciv Bbl 4acTo 3arpyxaete (aunbl M3 WHTepHeTa B OTLEsbHY0 nanky,
pekoMeHLyeTCs co3faTb HOBOE 3aJaHue CKaHWPOBaHUSA W BK/OYUTL MNarnky B
3afa4y No CKaHMpPOBaHWI0.3annaHnpynTe exeLHEBHbIN Uav 6onee YacTbIl 3anyck
3ajaHuns.

@ CyulecTByeT Tun BpedoHocHoro O, KoTopwbli caM 3anucbiBaeT cebs B
aBTO3arpy3ky.4Tobbl 3alUTUTL Ball KOMMbOTEP OT MOA06HLIX BUPYCOB,
3annaHupyinTe, 4Tobbl 3amaYa CKaHMPOB. 06HLEKTOB, BbINOJSIHAEMbIX MpPU
3arpyske BbINOJHAMACh MPU 3aMycke cMcTeMbl.lIOMHNUTE, YTO CKaHMpOBaHWe
Mpw 3arpy3Ke MOXET BANUSTb Ha NMPON3BOAUTENbHOCTL CUCTEMbI HEKOTOPOE BPeMs
nocse 3arpysku.

15.2.2. MacTep aHTMBUPYCHOrO CKaHNPOBaHNA

Kaxablil pa3, Korga Bbl Ha4YMHaeTe CKaHUpoBaHWe no TpeboBaHuUo (K npumepy,
LLEeNKHYB NPaBO KHOMKOI MbILK MO Narnke v Bbibpas CKaHUpPOBaTh C NOMOLLLbIO
BitDefender), nosiBnseTCs MacTep aHTUBUPYCHOIO CKaHMpoBaHua
BitDefender. 4106kl 3aBepLUNTL NPOLLECC MPOBEPKM, BbINMOJHNATE NOCIEL0BAaTENLHOCTb
13 TPex LIaros.

@

3ameyvyaHune

Ec/m mMacTep CKaHMPOBaHUS He MOSIBUJICS, BO3MOXHO, CKaHUPOBaHNE HAaCTPOEHO
onsi paboTbl B TVXOM, (hOHOBOM pexxnMe.Hanante € 3Ha4oK COCTOSIHUS CKaHUPOBaHMS
Ha naHesn 3afay.Bbl MOXeTe WeKHYTb M0 3TOMY 3HauKy, YT06bl OTKPbITb OKHO
CKaHMpoBaHWs 1 HabiAaTb NPOrpecc NPOBEPKU.

LWar 1/3. CKaHMpoBaHue

BitDefender Ha4yHeT npoBepKy BbIOpaHHLIX 06BHEKTOB.

Bbl MoXeTe npocMaTpuBaTb COCTOAHWE TMPOBEPKN W CTATUCTUKY (CKOpOCTb
CKaHMUpoBaHNA, BpeMs no OKOH4YaHWN4, Konmn4yecTtBO
I'IpOBepeHHbIX/Bapa)KeHHbIX/I'IO,EI,O3pI/ITe}'IbeIX/CKprTbIX 06bEKTOB 1 I'IpO‘-I.).

JloXanTecb OKOHYaHUA CKaHnpoBaHua BitDefender.
3amMevaHue

@ B 3aBMCMMOCTU OT CJIOKHOCTM 3afay MPOBEPKM MPOLECC CKaHWPOBaHWUS MOXET
3aHATb HEKOTOpPOe BpeMs.
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ApXMBbI, 3aliULLEHHbIe NaposieM. [1pn 0OHaPY>XeHUV apXnBa, 3aLUULLEHHOrO
rnaposieM, Mo)eT 0ToDpasnuTbCA 3anmpoc Ha BBOJ Mapons (B 3aBUCUMOCTU OT
HaCTPOEK CKAaHUPOBAHUSA).3aLlLIEHHbIE MAPOJIEM apXWBbl HEJb3sl CKAHMPOBATh,
He NpenoCcTaByB Naposib. [JOCTYMHbI CieyoLie BapuaHThbI:

@ fl xo4uy BBeCTM naposib Ana 3Toro obbekra. Ecau Bbl x0TuTE, 4TOOLI
BitDefender npoBepwn apxuBg, BbibepuTe 3TOT NapamMeTp 1 BBeAMTE Naposib.Ecim
Bbl HE 3HaeTe naposis, BbibepnTe Ntobon apyron napameTp.

@ §l He X04y BBOAUTbL Naposib (NMponycTUTb 06BEKT). BribeprTe STOT NapameTp,
4TO6bI NPONYCTUTH 3TOT APXUB.

@1 He xo4y BBOAMTbL MNapoab (mponycTuTb BCe NOAJOOHbIE
06bekTbl). BhibepuTe 3TOT NapameTp, ecan He XoTuTe, 4Tobbl Bac becrnokonnin
no noBoAdy 3allULLEHHbIX MaponeMm apxusoB.BitDefender He 6ygeT nMeTb
BO3MOXXHOCTMW CKAHUPOBATb MX, HO 3aMNCb OCTAHETCS B XXYPHasie CKaHUPOBaHMS.

Ons nponosmkeHnsa Haxxmute OK.

OcTaHOBKa MM NPUOCTAHOBKA CKAHMPOBaHMUA. Bbl MOXKeTe 0CTaHOBUTb NpoLecc
nposepku B noboe Bpems, Haxxas Cton u [a. Mpu 3TOM Bbl NONageTe Ha CaMbIi
nocnegHUi war mactepa.YTobbl BpEMEHHO MPUOCTAHOBUTL MPOLLECC MPOBEPKMU,
HaxxmuTe Maysa. YTobbl NPOA0IKUTL MPOBEPKY, HAXXMUTE BO3OOHOBUTD.

LWar 2/3. Buibop pencTeums

Korga npoBepka 3aBepluMTCsi, OTKPOETCS HOBOE OKHO, rAe Bbl CMOXeTe
NPOCMOTPETb Pe3y/bTaTbl MPOBEPKMU.

Mpn OTCYTCTBUU CYLIECTBYIOLLMX Yrpo3 BhibepuTe MpomonXuTb.B NpoTVBHOM
ciyyae HeobXo[MMO HaCTpPOWTb AOMOMHUTESbHbIE OENCTBUS, KOTopble GyayT
BbIMOJIHATHCS NMPY 06HAPY>KEHWUN OCTABLLIMXCS YIrPO3 B Liesx o6ecrneveHns 3aLmnThl
CUCTEMBI.

3apakeHHble 06beKTbI pa3fesieHbl Ha FPYnMbl B 3aBUCUMOCTI OT TUMa BPELOHOCHO
MPOrpaMMmbl, KOTOPOI OHY BbIaN MHPULIMPOBaHBI.LLLeNKHNTE CChisIKY, YTOObI HAlTK
6osbLIe MH(OPMALMK O 3apa’KeHHbIX 00BbEKTaX.

Ons Bcex npobnem Bbl MoXeTe BbibpaTh obLiee feicTBre, MO0 CTb BO3MOXHOCTb
BblOpaTb 0TAENbHOE AEeNCTBME AN KaXX 40N rpynnbl npobnem.OanH nnm HeCKonbKo
cnefyoLmx napamMeTpoB MOryT NMOSBUTLCA B MEHIO:

Huuero He penatb
Hap ofHapy)XeHHbIMU paiinamu He OyneT MpPOM3BOAWUTLCA  HUKAKMX
JeicTBunir.NMocne 3aBeplIeHNs CKaHUPOBAHUS Bbl MOXXETE OTKPbITb OTYET O
npoBepke, 4Tobbl MPOCMOTPETb CBefeHNs 06 3THX daiinax.

BbineuyuTb
YnanaeT BpeOdoHOCHbI KOA 13 NHGWLMPOBAHHbIX (halisoB.
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Yoanutb
YnanseT obHapyXeHHble talibl C ANCKa.

MepemMecTUTb B KapaHTUH
3apaXkeHHble hainbl nepemMeLLalTcs B KapaHTuH.lobaBneHHbIe B KapaHTUH
halibl HeMb34 BbIMOJIHATL UM OTKPbLIBATh; TaKUM 06pa3oM, pUCK 3apakeHuns
CBOAMTCA K HYJ110.[1/18 NoJly4eHnsa LONOAHUTENIbHON MHopMaLMmn nepengmTe
K «KapaHTuH» (p. 92).

MepeumeHoBaTb hannbl
/i3meHseT nMeHa CKpbITbiX annos, fobaBnss B KoHue uMeHn .bd.ren.B
pe3ynbTaTe y Bac byaeT BO3MOXHOCTb MCKaTb NoA0OHbIE halsibl Ha BaLleM
KoMMbloTepe.

06paTnTe BHUMAHWE, YTO 3TW CKPbITbIE halsibl — He Te dalifibl, KOTOpbIE Bbl
CO3HATENbHO CKpbiBaeTe oT Windows. 3To haiisibl, CnpsiTaHHble 0COObIMY
nporpamMmamm — pyTkuTamu.Camu no cebe pyTKUThI HE BpeHbl. Ho OHK 4acTo
UCMOSb3YTCS A5 TOro, 4T06bI CAeNaTh BUPYChl HEBUAUMBLIMUI 4151 00bIYHbIX
AHTUBUPYCHbIX MPOrpamM.

HaxmuTe MpomosKuTh, YTobbI MPUMEHNTL BbIOpaHHbIE AENCTBYS.

War 3/3. MpocMOTp pe3ybTaToB

Kor na BitDefender 3aBepwunT ncnpasnerve npobnem, pesynbTaTbl NpoBepKn byayT
oTobparkeHbl B HOBOM OKHe.Ecin BaM TpebyeTcs nosiHas nHdopmaumsa o npouecce
CKaHUpoBaHUSs, HakxmuTe MokasaTb >XXypHan, 4Tobbl MPOCMOTPETb >KypHan
CKaHUPOBaHWS.

BaxkHO
Ecnn noTtpebyeTtcs, nepesarpy3uTe Bally CMCTeMy LS 3aBeplueHMs npouecca
O4YUNCTKW.

HaxmMuTe 3aKpbiTb, 4TOBObI 3aKPbITh OKHO.

BitDefender He MOXeT UCnNpaBnTb HEKOTOpPbLIE NPobJsieMbI

B 6onblinHcTBE cnyyvaeB BitDefender ycneluHo neynT 3apaXkeHHble (alisibl, KoTopble
0b6HapY>XMBAET, NN N30NNPYET MH(EKLNIO. TEM He MeHee, CyLLLeCTBYIOT Npobiemsl,
KOTOPbl€ HEBO3MOXXHO YCTPaHUTb aBTOMaTUYeCKN. [ONOSHUTE/bHbIE CBEAEHUSA 1
WHCTPYKLMW MO yAaNeHNo BPeLOHOCHbIX MPOrpamMM BPYYHYK CM. B «YjgasneHue
BpenoHocHoro 10 n3 cuctembi» (p. 263).

BitDefender o6Hapy»xun nogo3puTtesnsHble daliibl

Mopo3puTenbHble alabl — 3T0 alnbl, 06Hapy)KEHHbIE MPU 3BPUCTUHECKOM
aHanm3e; OHU MOryT 6bITb 3apaXkeHbl BpeAOHOCHbIM 10, oMMcaHus KOTOPOro eLue
HeT B BUPYCHbIX CUTHATYypax.
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Ecnmn B npouecce nposepkm Oblan HangeHbl NoLo3puTenbHble albl, BaMm byneT
npeLsioKeHo oTnpaBuTb Mx B slabopaTtopuio BitDefender.Hakmute OK, 4TOObI
0TNpaBuTb 3TK (hainibl B nabopaTopuio BitDefender gns panbHenwero aHanmsa.

15.2.3. [MpocmMoTp XypHasia NpoBepOoK

Mpn BbINOMHEHUM KaXkAOW MPOLEAypbl CKAaHUPOBAHWS CO3MAETCS XKypHan
CKaHMpPOBaHMA. XKypHa CKaHUPOBaHWUS COAEPXUT MOoAPOo6HY0 MHGOpPMaLMio o
3aM1CcaHHOM NPOLIECCe CKaHMPOBaHNS, TaKyto Kak MapaMeTpbl CKaHUPOBaHMS, Lien
CKaHMpPOBaHMs, 0BHapyXeHHbIe Yrpo3bl Y Mepbl, MPUHATLIE MO OTHOLLIEHUIO K 3TUM
yrposam.

OTKPbITb  XKYpHa/Nl CKaHMPOBaHUA MOXHO HernocpeACcTBEHHO M3 MacTepa
CKaHupoBaHWA. [11a 3TOro Nno 3aBepLUeHnm npouenypbl CKAHUPOBAHUSA HaXXMUTe
MokasaTb XXypHan.

MpoBepuTb XXypHasibl CKAHMPOBAHUA NO34Hee:

1. OTkpownTe BitDefender.

2. MepengnTe no ccolnke NMpPoCcMOTPETb XXYPHaJIbl B PaBOM HUXXHEM Yrly OKHa.
3. HaxmuTe AHTUBMPYC B JIEBOM MEHIO.
4

. B paznene 3apaHusa no 3anpocy MOXXHO NPOCMOTPETb paHee BbINMOAHEHHbIE

3adaHna CKaHVIpOBaHVIFI.ﬂ,BaX(JJ,bI LLeNKHUTe cobbiTna B cnucke, 4T0OBI
npocmoTpeTb 6Gonee noapobHyo KHMopMauMo.YToObl OTKPbITL >KypHan
CKaHupoBaHus, HaxmuTe T[MpocMOTpeTb >XXypHan ckKaHupoBaHua.OT4yeT
CKaHVpOBaHWA 0TKpoeTCcsa B BalleM web-6pay3epe no ymonyaHuio.

Y10bbl YyAaNMTb 3annCb M3 XKYpHaia, ABaXAbl LLENKHUTE Ha Hel n BbibepuTe
Yoanuto.

15.2.4. YnpaBneHue CyLLeCTBYOLWNUMY 3a0aHNAMN CKAHVPOBAHUS

BitDefender nmeeT HECKONbKO 3afaHUA MO YMONYaAHUIO, KOTOPbIE YHYUTbIBAOT
OCHOBHbI€e 3afa4u. Bbl TakXe MoXkeTe co3aBaTb CBOM COBCTBEHHbIE 3aaaHmns. [1na
noayvyeHus  OOMOMAHWTENbHOW  MHOpMauunm nepenamte K  «Co3gaHue
HacTpanBaemoro 3afjaHus CkaHupoBaHusa» (p. 228).

YnpaBneHve CyLecTBYOWMMY 3a4aHNAMN CKaHVPOBaHNA:
1. OTkpowTe BitDefender.

2. B 3aBUCMMOCTM OT pexuMa M0/b30BaTENbCKOrO WHTepdenca BbIMOJHUTE
cnepywume oencTens:

NHTepdenc "OnbITHLIN Nob3oBaTesNb"
MepenonTe Ha BKNaaky besonacHocTb 1 BbibepnTe HacTpouTh aHTUBUPYC
B 06nacTy BbICTPLIX 3343y B JIEBOW YaCTW OKHa.

Mepeiaute Ha BKIaaKy CKaHMpOBaHMe BUPYCOB.
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NHTepdenc "dkcnept"
MepengnTe Ha BKNaaKy AHTUBUPYC > CKaHMpPOBaHUE BUPYCOB.

@

3amMeYyaHune

B nHTepdeice "OcHoBHOM" nam "OnbITHBIA NONb30BaTENb" MOXHO CO34aThb APAbIK
009 0CTyNa K 3TUM HaCcTPOoNKaM HenocpeaCcTBEHHO 13 NaHenn ynpasneHns.Ans
NoJly4eHUs AOMNOJIHUTENbHON NUHGOPMaLnK nepenante K «Mou MHCTPYMEHTbI»
(p. 37).

CyllecTBYyeT Tpu KaTeropum 3agay CKaHWPOBaHUS:

@ CucteMHble 3af,a4M — COAEPXaT CNNCOK CTaHAaPTHbLIX CUCTEMHbIX 3a4a4. EcTb
cnefytoLme 3anaqu:

CkaHupoBaHue
MpoBepKa BCen CUCTEMbI, KpOMe apxMBOB.[TpU HaCTPOMKax Mo yMoJiHaHuio
NPOBOAUTCS NPOBEpKa Ha BCe TuMbl BUPYCHOro MO, KpoMe pyTKUTOB.

BbicTpoe ckaHMpoBaHue
®yHKUMA BbICTPOro CKaHMPOBAHUS MCMOAb3YeT TexHoaoruno "obnavyHoro"
CKaHWPOBaHWA A5 pacno3HaBaHWs BPeAOHOCHbIX MPOrpamMM, 3anyLeHHbIX
B cMcTeMe.bbICTpoe CKaHMPOBaHME 3aHUMAaeT, Kak NpaBuio, MeHee MUHYThI.
BbicTpoe CKaHWpOBaHWe WCMOoJb3yeT JIMWb HEe3HaYUTEeNIbHY0 4acTb
CUCTEMHbIX PEeCypCcoB, KOTOPbIE NCMOJIb3YIOTCA B NpoLecce CTaHA4apTHOro
BMPYCHOr0 CKaHMPOBaHUS.

CkaHupoBaHue 061beKkTOB, BbiNOJIHAEMOE npu 3arpyske
lpoBepka 3/1eMEHTOB, 3anyCKaloLWmMXcs Mnpu BXxoLe nMoJjb3oBaTens B
cuctemy.lo yMon4yaHUio NpoBepKa 3/1eMEHTOB aBT03amnyckKa OTKJII0YeHa.

EC/M Bbl XOTUTE BOCMO/Ib30BATLCS 3TUM 3aAaHNEM, LLENIKHUTE Ha HEM MPaBOW
KHOMKOM MbllwK, BbibepuTe MNAHUPOBLUMK UM MOCTaBbTE 3afaHuWe Ha
BbIMOJIHEHWE MPU 3aNycKe CUCTEeMbI.Bbl MOXXETe yKa3aTb, CKOJIbKO BPEMEHN
(B MVWHyTax) 3afaHune [OJHKHO BbIMOJIHATHCSA MOC/e 3anycka.

Fnybokoe ckaHUpOBaHME CUCTEMbI
MpoBepKa BCeN CMCTEMbI.B KOH(pUrypaumm no ymoa4yaHuio npovms3sBoanTCs
NpoBEepKa Ha BCe BMAbI BPELOHOCHbIX MPOrpamMM, yrpoxxatoLLmx 6esonacHoCcTy
Ballel CUCTeMbl, @ MUMEHHO Ha HaJu4yue BMPYCOB, MPOrpPaMM-LUMVOHOB,
peksiamHoro MO, pyTKUTOB 1 MPo-.

3amevyaHune

@ Mockonbky 3apaHus Fnybokas npoBepka cucteMbl 4 MosHas npoBepka
CUCTEeMbl MNMpOoBOAAT aHan3 BCen CLCTEMbI, NX BbINONHEHNE MOXXKET 3aHATb
HEKOTOpOe BpeMs4. I'IoaTomy PeKoOMeHAYeTCA BbINOJIHATL 3TW 3a4a4un C HeboNbLIUM
nprvopmTeToM Nnbo Korfa Balla CUCTEMA He 3arpy>XeHa.

@ 3apayum nosb3oBaTesIs — COAEPXKUT 3aayu, onpenesneHHble nojib3oBaTesieM.
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MpenycmoTpeHa 3agadva Mo OOKyMeHTbL.Mcnonb3ynTe gaHHOe 3afaHue Ass
NMPOBEPKMN OCHOBHbIX Manok nosib3oBaTens: Mou QoKyMeHTbl, Pabouuin ctonun
ABTO3arpy3ka. 970 No3BoanT obecneynTb 6€30MacHOCTb BalUMX AOKYMEHTOB,
6e3onmacHoCTb paboyero NPoCcTpaHCTBa M 3aMyCK He3apa)keHHbIX MPorpaMm npu
3arpyske.

@ Mpoune 3apaum — COAEPXKUT CINCOK MeSIKUX 3afay. OTU 3afa4vn NpoBEpPKM
BKJII04AIOT aflbTEPHATMBHbIE TUMbl CKAHUPOBAHMWSA, KOTOPble He MOryT ObITb
3anyLeHbl U3 AAaHHOr0 OKHa. Bbl MOXeTe TOJIbKO N3MEHUTb UX HAaCTPONKK NN
NPOCMOTPeTb OTHYEThl 0 NpoBepke.JoCTynHbI CnedyoLme 3a4aHuns:

CKaHMpoOBaHue yCTPOMUCTBaA
BitDefender cnocobeH aBTOMaTM4eckn 0OHapyXuBaTb HOBbIE HOCMTENN,
NOAKJIIOYEHHbIE K KOMMbIOTEPY, U BbIMOJHATL NX CKaHUpOBaHWe.icnonb3ynTe
3TO 3afaHne AN HaCTPOMKM NapaMeTpoB aBTOMaTUYeCKoro obHapyxeHuns
N CKaHupoBaHus HocuTenen padHelx (CD/DVD, USB-HocuTenenm wnu
COMOCTaBNEHHbIX CETEBbIX YCTPONCTB).

KoHTeKcTHOoe cKaHupoBaHHue
9T0 3ajaHne NCNoJib3yeTCcs Npu CKaHUPOBaHUK, 3anyLLeHHOM C MOMOLLbIO
KOHTEKCTHOro MeHto Windows namn naHenm akTMBHOCTM CKaHMpPoBaHMA.MOXXHO
N3MEHNTb MNapaMeTpbl CKaHUpPOBaHMA B COOTBETCTBMM CO CBOUMU
npeanovyTeHnamn.

3agaHusamu CKaHNPOBaHNA MOXXHO yrpaBJiATb C MOMOLLbIO KHOMOK NJIN KOHTEKCTHOI O
MEHIO.

[na 3anycka 3afaydu CKaHWPOBAHUS LLENKHUTE COOTBETCTBYIOLLYIO 3TON 3ajaye
KHOMKY 3anycTutb.[losBnTCca MacTep CKaHMPOBaHMS 1 MPOBEAET BaC Mo npoueccy
CKaHMpOBaHKS.

YT106bl HACTPOUTL AN1A 3aA4aHUS CKaHVPOBaHNA aBTOMaTUYeCKMIA 3anyck B 6onee
MO34HWIN CPOK WM Ha PEryfipHON OCHOBE, HaXKMUTE COOTBETCTBYIOLLYIO KHOMKY
3annaHupoBaThb 1 HAaCTPOMTE pacnucaHne ANa 3ajaHus.

Ecnu Bam BonbLue He Hy>KHa 3aZlad4a CKaH1pOBaHMUs, KOTOPYIO Bbl CO34au (3aflaHHas
nosib30BaTesIeM 3afavya), Bbl MOXKETE ee y[a/IUTh, LLEeSKHYB KHOMKY & Y panuTs,
PacnosioXeHHy CrnpaBa OT 3afayn.Bbl He MoXeTe yAanuTb CUCTEMHbIE UMK
CMellaHHble 3a4a4u.

[na KaXxporo 3aflaHusa CKaHWpOBaHUSA LOCTYMNHO OKHO "CBoMCTBa", C MOMOLLbIO
KOTOPOr0 MOXHO HaCTpOUTb MapaMeTpbl 3afaHUs U MPOCMOTPETb >KYypHasbl
CKaHMPOBaHMS.YT0obbl OTKPbLITL 3TO OKHO, HaxxMnTe CBOMCTBA CfeBa OT 3ajauu
(M1 HaXKMUTE NpaBo KHOMKOW MbILWW Ha 3agady U HaxxmuTe CBOMCTBA).

[lonosHUTEeNbHbIE CBEAEHUS CM. B CleAyOWmMX pasgenax:
@ «/I3mMeHeHne HaCcTpoek CKaHupoBaHus» (p. 84)

@ «YCTaHoBKa 0bbekTa ckaHupoBaHusa» (p. 87)
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@ «[1naHupoBaHue 3a4a4 ckaHnpoBaHus» (p. 88)

icnosib3oBaHMe BbiNafaloLwwero MeHo

Ona KaxZon 3ajayvn MMeeTCs BbiMafalollee MEHI0, OTKpbIBaloLeecs Wen4ykoM
npaBoW KHOMKW MblWW Mo BeIBpaHHOR 3aaave.

[Nns cMcTemMHbIX UM onpefiefieHHbIX Nosb30oBaTesneM 3aiay ciefyowme KoMaHabl
OOCTYMNHbI N3 MEHIO APJIbIKOB:

@ NpoBepuTb ceivac — 3anyck BbIOPAHHOW 3afayn, HEMeANIEHHOE Hayaso
npoLiecca NpoBepKu.

@ NyTb — 0TKPbLITME OKHa MapaMeTpbl 1 BKAaaKKW [yTb, rAe Bbl MOXXETE CMEHUTb
00BbEKT CKaHMpOBaHMA BbIOPAHHOro 3afaHnsa.B cnyvyae cucTeMHbIX 3aday 3Ta
KHOMKa MeHseTcs Ha MNMokasaTh MyTb 3aBayM, Tak YTO Bbl MOXXETE TOJIbKO
NPOCMOTPETb 06BLEKT NPOBEPKU.

@ MNnaHupoBLLKK — OTKPbLITME OKHa MapaMeTpbl 1 BKAaAKN [1aHNPOBLLKK, Fae
Bbl MOXXETE YCTaHOBUTb BbINOJAHEHME BbIOpaHHOro 3afaHuns no pacnucaHuio.

@ NMpocMoTpeTb XXYpHaA — OTKpbIBAaeT OKHO CBOWCTBA, XXypHaJl, rie Bbl MOXXeTe
MPOCMOTPETbL OTHEThI, CO3AaHHbIE NOC/IE BbINONHEHNS BbIGPAHHOr0 3aAaHus.

@ KnoHupoBatb 3apauyy — co3faeT [nybnukaT BbibpaHHoOW 3agayu.JaHHas
hYHKLUMSA None3Ha Npw Co34aHMN HOBbLIX 3afad, MOCKOJIbKY MO3BONSET U3MEHUTb
HacTporku gybnmkarTa.

@ Yoanutb — ynaneHue BbibpaHHON 3aaa4n.

9 3amevyaHune
U 3710 }J,eI7|CTBI/|e OOCTYNMHO TOJIbKO ONnd 3anaH|/||7|, CO34aHHbIX MNOJIb30BaTENAMU.
3auaH|/|e Mo YMOJTHaHWUIO yOaNUTb HENb34.

@ CBoWicTBa — OTKpbIBaeT 0KHO CBOMCTBA, BK1aaKy O630p, rae MOXKHO N3MEHUTb
HaCTPOVKW BbiIOpaHHON 3a4a4n.

B cBsA31 c ocobeHHbIMK cBOMCTBaMM KaTeropun Mpouune 3apayum, LOCTYMHbI TONbKO
yHkunn MpocmoTpeTb XypHan 1 CBOUCTBA.

3MeHeHne HaCTPOEK CKAaHUPOBAHUA

Y1066l N3MEHNTL MapaMeTpbl CKAHUPOBAHUS /15 ONPeAeNeHHON 3a4a4m, HAXXMUTE
npaBoN KHOMKOW MbILWLN Ha 3afady 1 BbibepuTeCBOMCTBA.

MO>XHO JIerKo HaCTPOUTL MapamMeTpbl CKaHUPOBAHMS C MOMOLLbIO PeryMpoBKy
YPOBHS CKaHMpoBaHus. MepemecTuTe 6eryHok B Tpebyemoe nosoxeHue, 4Tobbl
3a[laTb BbIGPaHHbIA YPOoBEHb CKaHMPOBaHUS.BoCcnoNb3yiTeck onucaHnem crnpasa
OT wWKanbl, 4Tobbl BbIGPATH TOT YPOBEHb 3alLUWTbl, KOTOPbIA OMNTUMabHO
COo0TBETCTBYET TpeboBaHMAM K 6e30MacHOCTY.
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Bbl TakXXe MoXxeTe HAaCTPOWUTb 3TN OCHOBHbIE MapaMeTpPbI:

[ ] BbINONHUTDL 3aga4yy C HU3KUM TNMPUOPUTETOM. YMeHbluaeTcs npnopuTeT
npouecca npoBepku. Takmm cnocobom Bbl yCKopsieTe paboTy Apyrux nporpamm,
HO YBe/IMYMBAETe BpeMs, HeobxoaAnmMoe 419 3aBepLUEHUSs NpoLecca NPOBEPKM.

@ CBepHyYTb MacTep CKaHMpoBaHuUA B 06s1acTb yBefoMJIeHUIn. OKHO NMPOBEPKU
CBEPTLIBAETCS Ha NaHesNb 3a4ay. YTobbl OTKPbITh ero, cieayeT ABaXAbl LLENKHYTb
Ha 3Hauyke BitDefender.

@ 3a4aTh [eiCTBIE, BbIMNOJHAEMOE MPW OTCYTCTBIUM 0OHAPYXKEHHbIX Yrpo3.

OnbITHbIE MOIb30BATEIN MOTYT BOCMOJIb30BaTHCS AOMNOJIHUTEbHBIMU HACTPONKaMK
BitDefender, Hanpumep He MpoBepsThb aitbl C ONpPefeNieHHbIM paclIVpeHneM,
onpeAesneHHble KaTaslor 1 apxmBbl, KOTOpPble TOYHO Ge3BpefHbl. DTO MOXET
3HAYNTENIbHO YMEHbLUNTb BPEMS MPOBEPKU U YAYYLLUTb PaboTy KoMMbloTepa BO
BPEMs NMPOBEPKMU.

[leTanbHasa HaCTpoMKa NapaMeTpoB CKaHMPOBAHNS.
1. HaxxmuTe HacTpanBaeMbii.

2. HacTpoiiTe mapameTpbl CKaHUPOBaHWs Mo cBoeMy BbiGopy.[sis TOro 4TOObI
y3HaTb, Ha YTO BIUSIET HACTPOWKA, MOAEPXNUTE KYPCOp MbILIN Hal Hel. BHU3Y
OKHa MOosIBUTCA MOACKa3Ka.

3. HaxxmuTe OK, 4T0ObI COXPaHUTb U3MEHEHUS, 1 3aKPOWTE OKHO.
3Tn cBeLeHNa MoryT 6bITb MONE3HbIMU:

@ 3Ha4yeHne He3HaKOMbIX TEPMUHOB MOXXHO MOCMOTPETb B rjoccapumn.Takxe Bbl
MOXXeTe HalTu NosesHy nHdopmaumio B IHTepHeTe.

@ YpoBeHb CKAHMPOBAHUA. YKaXXWTe TUM BPEAOHOCHLIX MPOrpamMM, Haaunyue
KOTOPbIX HE0BX0AMMO NMpoBepuTL C NomoLlbto BitDefender. [1na 3Toro Bbibepute
COOTBETCTBYIOLLME MAapaMeTpbl.

@ MNpoeepka ¢annoB. MoxxHO HacTpouTb BitDefender ona ckaHupoBaHMs BCex
TWNOB (hainJIoB, TONbKO MPUIOXKEHWI (MPOrPaMMHBbIX (haliIoB) MK ONpeaeseHHbIX
TUMOB (haiioB, KOTOPbIE, MO BalleMy MHEHW, MOryT ObiTb onacHbiMU.MMpu
CKaHMPOBaHWM BCex (hanoB obecneynBaeTcs onTuManbHas 3awmuTa. CkaHmpys
TONBbKO NPUJIOXKEHMNS, MOXKHO MOBLICUTb CKOPOCTb CKaHUPOBaHNS.

MpunoxeHns (UM nporpamMHble albl) 3Ha4uTeNnbHO 6onee ysa3BUMbl NS
BMPYCHbIX aTak, 4em apyrue Tunbl (annos.B 3Ty KaTeropuioo BK/OYEHbI
cnepytowme pacwmpeHns annos: . exe; .bat; .com; .dll; .ocx; .scr; .bin;
.dat; .386; .vxd; .sys; .wdm; .cla; .class; .ovl; .ole; .exe; .hlp; .doc;
.dot; .x1s; .ppt; .wbk; .wiz; .pot; .ppa; .xla; .x1t; .vbs; .vbe; .mdb;
.rtf; .htm; .hta; .html; .xml; .xtp; .php; .asp; .js; .shs; .chm; .lnk;
.pif; .prc; .url; .smm; .pdf; .msi; .ini; .csc; .cmd; .bas; .eml; .nws.
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I'Ip|/| Bbl60pe KOMaHAabl CKaHMpOBaTb onpeapesieHHblieé noJjsib3oBaTeJsieM
PaclLnpeHns pEKOMEHAOYETCA BKJIIOHYNTb TaKXXe BCE paCLUMPEHNA NMPUNOXKEHNA,
NMOMWMO OCTaJIbHbIX paCUJVIpeHVII;I d.)al;l)'la, KOTOpPbl€ Bbl CHATAETE OMNaCHbIMN.

@ NMpoBepUTb TOJILKO HOBbIE U U3MeHeHHble hannbl. CKaHNPYS TONbKO HOBbIE
N N3MEHEHHbIE halbl, MOXXHO 3Ha4YUTENbHO MNOBLICUTL 0bLee BbICTpOAECTBYE
CUCTEMbI C MAHUMaIbHLIMU NOTepsAMY B 6e30nacHOCTU.

@ MNpoBepsATb BHYTPY apXUBOB. APXMBbI, COAEPXKALLME 3apaKeHHble (halbl, He
npeacTasnsaoT cobon HernocpeacTBEHHOM yrpo3bl 6e3onacHocTU
cucTeMbl.BpeoHOCHbIE NPOrpaMMbl MOryT CKOMIMPOMETMPOBaTL CUCTEMY TOJIbKO
B TOM CJlyHae, eCnu 3apakeHHbl ainn 6yaeT n3BaeYeH 13 apxvBa U UCMOHEH;
Mpu 3TOM 3alUMTa B PeXMMe peanbHOro BpeMeHu Jo/KHa BbiTb OTKl04YeHa. Tem
He MeHee, peKOMeHLYyeTCs UCMoIb30BaTh 3TOT NapamMeTp 419 obHapyXXeHna un
yhaneHns BCeX BUPYCOB, [axe Tex, KOTopble He npeAcTaBasioT cobon
HernocpeACcTBEHHOM Yrpo3bl CUCTEME.

"\ 3ameyvyaHune
CkaHupoBaHve (annoB, C©KaTbiX B apxuB, YyBennymBaeT obuiee Bpems
CKaHMPOBaHMA 1 3aHMMaeT B0NbLLNA 06BEM CUCTEMHBIX PECYPCOB.

@ HacTponkn pedcTBUMA. YKaXKuTe Mepbl, KOTOpble AOSKHbLI ObITb MPUHATHI MO
KaXXZoN KaTeropum obBHapyXeHHbiX alnoB, C MOMOLLbIO CCbIJIOK B 3TON
kaTeropunn.ObHapyXeHHble haliibl pacnpefensioTca no TPEM KaTeropusam:

» 3apaxeHHbix ¢ainnoB. Paiisbl, pacno3HaHHbIE KaK 3apa’XeHHble BUPYCOM,
COOTBETCTBYIOT BMPYCHbIM CUrHaTypaM B 6a3e AaHHbIX BUPYCHbIX CUFHATYp
BitDefender.BitDefender, kak npaBusio, cnocobeH yaanuTb BPeAOHOCHbIA KOZ,
13 3apakeHHOr o hanna 1 BOCCO34aTb UCXOAHLIN (hall. DTa onepaLms u3BecTHa
KaK "nevyeHwve".

3ameyaHune

@ CurHaTypbl BUPYCOB MpeacTaBAsfioT cobo (hparMeHTbl KOAa, N3BeYeHHble 13
06pasLoB HacToAWMX BUPYCOB. OHWM  WCMOMb3YIOTCA  aHTUMBUPYCHLIMU
nporpaMmamy Aa4 MNoucka Mo WabsoHy M pacno3HaBaHWUA BPeAOHOCHBIX
nporpamm.
ba3a HmaHHbIX BUpPYCHbIX curHaTyp BitDefender npepcTtasnseTt cobon Habop
BUPYCHbIX CUrHaTyp, 06HOBASEMbIN KaXk bl Yac cneunanmcTamu BitDefender
Mo aHasn3y BpeLOHOCHbIX MPOrpaMMm.

» Mopo3putenbHbie Cbaﬁﬂbl. ®annbl NoMeyeHbl 3BPUCTUYHECKNM aHaJIN30M KaK
nofo3puTensHble. JleyeHne nogo3puTesibHbIX cba|7|n0|3 HEBO3MOX>XHO, MOCKOJIbKY
npouenypa nev4eHna HenocCTynHa.

» CkpbiTbie hannbl (pyTkuTbl). ObpaTUTE BHUMAHWE, YTO 3TN CKPbITbIE (haisbl
— He Te (halsibl, KOTOpPbIE Bbl CO3HATENLHO CKpbiBaeTe oT Windows. 3To daiiibl,
CnpsiTaHHble 0CobbIMU NPorpaMMamy — pyTkuTamu.Camm no cebe pyTKUTLI He
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BpeaHbl. Ho oHu 4acTo NCNosb3yrwTCAa Ana T0ro, 4yT106bLI CoenaThb BUPYChbI
HEBUAMNMBIMUN A5 00bIYHBIX AHTUBUNPYCHbIX NpOorpamMm.

Be3 BeckUX MpUYMH WM3MEHATb OENCTBMS MO YMOJYaHWIO, BbIMOJSHAEMbIE B
OTHOLEHUN 0BHAPYXeHHbIX (halinoB, HE PEKOMEHAYETCS.

YT00bI 324aTh HOBOE [EiCTBME, HaXXxMUTe Ha Tekyllee MepBoe pencTeue 1
BbIOEpUTE HYXXHbI BapuaHT 13 MeHI0.Ykakute Bropoe paeicTBue, nprMmeHseMoe
B CJly4ae HEeBbINOIHEHUS MEPBOro AeNCTBUS.

Haxmute OK, 4T0bbl COXPaHUTb M3MEHEHUS, 11 3aKPOMTE OKHO. YT0ObI 3aMyCTuThb
3afauvy, HaxmuTe MpoBepuUTsb.

YcTaHoBKa 0b6bekTa CKaHNpPOBaHUA

Bbl He MOXXeTe N3MeHATb 06BEKT NPOBEPKMN [/15 3a4aHWIN MPOBEPKY U3 KaTeropumn
CucteMHble 3apauun.Bol MOXeTe TONbKO BUAETb LENb CKaHWPOBAHUA.YTOObLI
NPOCMOTPETD LieSI CKAHNPOBAHUSA CUCTEMHOW 3a4a4n, LWENKHNTE NPaBO KHOMKOM
MbILLW Ha 3aflavye 1 BbibepnTe MoKasaTb NYyTU CKAHUPOBAHMUA.

Ons onpefenenHns obbekTa CKaHUPOBaHMS B 3ala4y KOHKPETHOr O NoJib30BaTeNs,
Ha)XXMUTe MPaBo KHOMKOM Mbllun 1 BbibepnTe MyTU. Unn xe, ecnm Bbl yxe
Haxo4MTeCb B OKHe CBOWMCTB 3allaHuns BolibepuTe BKNaLKyMyTu.

ByneT 0Tobpa)keH CMUCOK JTOKasIbHbIX, CETEBbIX M CMEHHbIX IMCKOB, @ TaKXKe CMMCOK
(annoB 1 KaTanoros, AobaBfieHHbIX paHee, ec/ Takue ecTb. Bce 06bEKTHI,
OTMeYeHHble rafioyKoit, 6yyT NPOBEPEHbI NPy 3amnycKe 3afaHus.

JOCTYMHbI CNeayloLwe KHOMKK:

® [0o6aBuTb 06 bEeKT — OTKPbLIBAET OKHO, F1e Bbl MOXETE BbibpaTh halisibl 1 nanku,
KOTOPbIE XOTUTE NMPOCKAHNPOBATh.

9 3amevyaHune
U Bbl MOXeTe Takxe nepeTtackmBaTb aifibl MW nanky, 4Tobbl Lo6aBUTL X B
CMUNCOK.

@ Y6paTb aneMeHT(bl) — yanseT paHee BbIGpaHHble aisibl UK Nankm U3 Crncka
06BbEKTOB /151 MPOBEPKU.

MMOMMMO 3TUX KHOMOK eCTb HECKOJIbKO BapUaHTOB, MO3BOJIAIOLLMX 6bICTpO Bbl6paTb
06beKkThl Ans CKaHMpoBaHM4.

@ JlokanbHble OUCKU — NPOBEPKA JIOKaJIbHbIX OUCKOB.
@ CeTeBble OUCKM — NPOBEPKA BCEX CETEBLIX ANCKOB.
® CbeMHbIe AUCKMN — NPOBEPKa CbeMHbIX ANCKOB (CD-ROM, rubkun guck).
@ Bce 06beKTbl — NpoBepKa BCEX ANCKOB: XKECTKUX, CETEBbIX N CbEMHbIX.

Haxxmute OK, 4T0bbl COXpaHUTb N3MEHEHUS, U 3aKPOMTE OKHO. YTObbI 3anyCcTuTb
3apavy, HaxxmuTe NMpoBepuTsb.
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nﬂaHI/IpOBaHI/Ie 3ada4 CKaHMpoBaHUA

Mpu paboTe C KOMMIEKCHLIMM 3aAa4aMm NMPOLIECC CKAHUPOBAHUS 3aiiMeT HEKOTOpPoe
KosM4ecTBo BpeMeHun. OH ByaeT 6on1ee 3peKTUBHBLIM, EC/IN BCE APYriie NPOrpamMMbl
6y oyT 3aKpbIThl. [103TOMY Jyyllie 3an1aHMPOBaTh CKAHUPOBAHKE Ha Takoe BpeMms,
KOr[la Bbl HE UCMOJIb3yeTe Balll KOMMbIOTEP 1 OH HAXOAMUTCS B PeXUME 0XKUAaHUs.

YT106bl YBNAETH pacnmncaHne KOHKPETHbIX 3aAay WM U3MEHUTb €ro, LWeNKHUTE
NpaBo KHOMKOW MbILY 3afa4y 1 BbibepuTe Pacnucanume. ECv Bbl y)Ke HaxoanTech
B OKHe "CBoicTBa" 3aga4yu, BbibepnTe BkIaaky MaaHMpoOBLUMUK.

Bbl MOXXeTe NPOCMOTPEThL 3anjiaHMpPoBaHHbIe 3a4a4u, eC/iv Takne ecThb.
Mpun NnaHMpoBaHUK 3a4a4vun HYXXHO Bbl6paTb OOVH N3 cnepyrowmnx NnapaMeTpoB:
@ HeTt — 3anyckaeT 3aavy TOJIbKO TOrfa, Korfa nosb3oBaTesb Tpe6YET 3TOro.

@ OOHOKpPATHO — 3anyCK MPOBEPKM OAHOKPATHO B OMpeAesSieHHbIi MOMEHT.
YkaxuTe faty n Bpems B nonax fata/BpeMs 3anycka.

@ MNepuopgmnyecku — npouesypa MPOBEPKM 3aMyCcKaeTCs MHOMOKPATHO,
nepuoanYecki Yepes onpeaeeHHble MPOMeXYTKY BpeMeH! (Yackl, AHW, Hedenu,
MecsLibl, FOlbl), HAYMHAA C 3aJaHHbIX AaTbl Y BPEMEHMU.

@ lNpu 3anycke cucTeMbl — 3anyCck CKaHWPOBaHUA Yepes 3alaHHOe KOJIM4YeCcTBo
MWHYT NoCJie TOro, Kak noJib30BaTeJib BOLWWES B CUCTEMY.

Haxmute OK, 4T0bbl COXPaHUTb U3MEHEHUS, 11 3aKPOMTE OKHO. YT0bbI 3aMyCcTuTh
3afavy, HaxmuTe MpoBepuTs.

15.3. HacTpoika ucknio4yeHnin CKaHMpoBaHUS

WHorpa Bam MOXeT MOHagobuTbCA WCKAYUTHL OnpefeneHHble (annbl U3
CKaHupoBaHus. K npumepy, Bbl 3aX0TUTE UCKYNTL TecToBbln (ann EICAR u3
00bEKTOB BXOAHOW MPOBEPKU nan albl C paclimpeHnemM .avi us obbekTos
nposepkun no TpeboBaHuto.

BitDefender no3eonseT UckI04YaTb 00 LEKTLI U3 NMPOBEPKMN MPU BXOAE B CUCTEMY
n/Mnnm npoBepku no TpeboBaHWo. [aHHas QYHKUUS MpefHasHayeHa nons
YMeHbLLIEHUS BPeMeH NMPOBEPKN U NCKII0YEHNS BMeLlaTebCTBa B Bally paboTy.

[Ba TUna 06beKTOB MOTYT BbITh NCK/OYEHBI N3 CKAHUPOBAHNS:

@ NMytn — hann uam nanka (BKa4as Bce 06BEKTHI, KOTOPbIE OHA COAEPXKUT),
0603HaYeHHble MyTeM B CUCTeMe, By AyT NCKIIOYEHbI N3 MPOBEPKM.

@ PaclumMpeHus — Bce haiisibl C onpeaeseHHbIM paclumpeHmem By ayT NCKI0YEHbI
MpW CKaHMPOBaHWM, HE3aBUCMMO OT VX PAcMosIOKeHUs Ha XKeCTKOM AUCKe.

ObbekTbl He 6YH,YT npoBepATbCA, eC/ZIn OHU WCK/0YeHbl U3 CNMCKa BXOOHOro
CKaHnpoBaHuA, HE3aBUCMMO OT TOro, WCNOJIb3ywwTCaA JN OHW BaMWU WK
NPUNOXKEHNEM.
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3ameyvyaHune

@

WcknodeHns HE npuMeHsoTca ONS KOHTEKCTHOrO CKaHWpoBaHMs.KOHTEKCTHoe
CKaHMpOBaHWe — TUM CKaHMPOBaHMs No TpeboBaHUIO: Bbl LLLeIKaeTe NpaBoi KHOMKOM
Ha HY>XHbIA hainn nam nanky u seibrpaeTe CkaHmpoBaThb ¢ BitDefender.

15.3.1. UckntoveHne paclunmpeHnin pansa n3 CKaHMpPoBaHMSA
NcknioyeHne nyTe|7| N3 CKaHNPOBaHNA:
1. OTkpownTe BitDefender.

2. B 3aBUCUMOCTM OT peXuMa MoJib30BaTebCKOro WHTepdenca BbINOJHUTE
crnepywoume oencTens:

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
MepenanTe Ha BKNaaky BesonacHocTb 1 BbibepnuTe HacTpOUTb aHTUBUPYC
B 0611acTy BLICTPLIX 3a4a4 B IEBON YacCTW OKHa.

MepengunTe Ha BKNaaky UcknioyeHums.

NHTepdenc "dkcnept"
Mepengute B pa3gen AHTUBUPYC > UcKnloueHus.

3ameyaHue
B uHTepderice "OcHoBHOR" K "ONbITHBIN NOMb30BaTEb" MOXHO CO3AaTb APJIbIK
0019 [0CTYyNa K 3TUM HacTponKaM HenocpenCcTBEHHO 13 NaHenu ynpasneHns.Ans

NoJyYEHNs OOMOSHUTENbHOW UH(OPMaLUK NepenanTe K «Mou UHCTPYMEHTbI»
(p. 37).

3. Y1066l  BKJIOYUTH  (DYHKLMIO  WCKJIIOYEHUA CKAHUPOBAHUS, YCTaHOBMUTE
COOTBETCTBYIOLLMIA (hJIaXKOK.

4. BbinonHnTe cnepytouime 4encTens, 4Tobbl 3anycTuTb MacTep KOHGOUrypauun:

@ LLlenkHNTe NpaBoi KHOMKOM MbIwK B Tabauue "®annbl n nankn" n Boibepute
Jo6aB1Tb HOBbIN NYTb.

@ HaxxmuTte KHorKy + [LoGaBUTb B BEPXHEN YacTy TabAuLLbl UCKITIOYEHWIA,

5. Cnepynte WHCTPYKUMAM MacTepa HaCTpoMkuW.Hasuraums no MacTepy
OCYLLLeCTB/SAETCA C NOMOLLbI0 KHOMOK [anee n Hazap.[1ns Bbixo4a U3 MacTepa
Ha)xxmuTe OTMeHa.

a. BoibepnTe napameTp AN UCK/OYEHUS MyTW W3 CKAHWPOBAHMSA.ITOT Liar
oTobparkaeTcs TOSIbKO MpU 3anycke MacTepa Ha)XaTMEM Ha KHOMKY '+
NobaBuTh.

b. YTo6bl onpenennTb NyTW, KoTopble GyAyT MCKIOYEHbI U3 CKAaHUPOBAHMS,
NCMNONb3YATe OAMH W3 CIeAYIOLIMX METOL0B:
@ Haxxvute 0630p, BbibepuTe an WM nanky A0S UCKIOYEHUsS W3
CKaHUpOBaHUs U HakMuTe [Lo6aBUTD.
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@ BBeanTe nyThb, KOTOPbIA Bbl XOTUTE WCK/OYUTL W3 MPOBEPKU, B
COOTBETCTBYIOLLEE MOJie U HaXXMUTe [Lo6aBUTh.

Mo mepe pobaBneHus nyTu 6yayT oTobparkaTbcs B Tabnumue. Bbl MoxeTe
no6aBnAThL Ntoboe KoNMYeCTBO NyTEN.

. Mo ymMon4yaHuWio BBeJEHHbIE NMYTU UCKIIIOYAIOTCS KakK 13 BXOAHOW NMPOBEPKM,
TaK 1 U3 NPOBEPKM MO YKa3aHWo. YT06bl U3MEHNTb 3Ty HACTPONKY, HAXKMUTE
Ha MpaByo KOJIOHKY U BbibepuTe HeOOX0ANMBIN MYHKT U3 CUCKa.

d. HacTosTenbHO pekoMeHAyeTcsi MpoBepsThb (aifibl B YKa3aHHbIX MNankax,
4yToBbl y6EAUTLCSH, YTO OHM He 3apakeHbl.locTaBbTe (MAAXOK [ANS
CKaHWPOBaHMS 3TUX (HaisIoB nepes UCKYEHNEM UX U3 CMINCKA NPOBEPKMN.

HaxxmuTe 3aBepI.IJVITI:, 4T706bI 006ABUTb UCKITIOYEHMSA CKaHupoBaHUA.

6. HaxxmnTe MpUMeEHUTD, YTOOLI COXPAaHUTb CAENAaHHbIE U3MEHEHNS.

15.3.2. VicknoyeHne paclumpeHmnin aina n3 CKaHMpoBaHUS
VickntoyeHne pacimpeHnin hanios U3 CKaHUPOBaHMWA:
1. OTkpownTe BitDefender.

2. B 3aBUCMMOCTM OT peXuma MoJib30BaTENbCKOro WHTepdenca BbINOJHUTE
cnenyolime OencTens:

NHTepdenc "OnbITHbIN Nob3oBaTeNb"
MepenanTe Ha BKNaaky BesonacHocTb 1 BbibepnuTe HacTpOUTb aHTUBUPYC
B 061acTy BLICTPLIX 3a4a4 B JIEBON 4YacCTW OKHa.

MepengnTe Ha BkNagky McknioyeHus.

WHTepdenc "dkcnept"

Mepengunte B pa3gen AHTUBUPYC > UcKnloueHus.
. 3amevaHwue
@

B uHTepderice "OcHoBHOR" nnn "ONbITHBIN NOMb30BaTENb" MOXHO CO3AaTb APJIbIK
0019 0CTyNa K 3TUM HacTponkaM HenocpenCcTBEHHO 13 NaHenu ynpasneHns.Ans
noslyYyeHns LOMOSHUTENbHOWN UH(OpMaLmn nepengute K «Mou MHCTPYMEHTbI»
(p. 37).

3. Y1066l  BKJIOYUTH  (DYHKLMIO  WCKIIIOYEHUA CKAHUPOBAHUS, YCTaHOBMUTE
COOTBETCTBYIOLLMIA (hJIaXKOK.

4. BoinoNHWTe ciefytolne 4encTemus, 4Tobbl 3anycTuTb MacTep KOHGUIypaunn:

@ LLlenkHnTe npaBoil KHOMKOM MblwK B Tabnuue "PacwmpeHna” n Boibepute
[o6aBuTb pacluMpeHus.

@ HaxxmuTe KHorKy + [LoBaBUTb B BEpXHEN YacTy TabNuLbl UCKITIOYEHMWIA,

AHTVBMpPYCHad 3alluTa 90



BitDefender Total Security 2011

5. Cnenynte WHCTPYKUMAM MacTepa HaCcTponku.HaBuraumsa no MacTepy
OCYLLLeCTB/SETCA C NOMOLLbi0 KHOMOK [lanee n Hazap.[1ns BbIxo4a U3 MacTepa
HaxmMuTte OTMeHa.

a. BbibepnTe napamMeTp UCKOYEHNS PaCLUMPEHNIA U3 CKAHWPOBAHNA.DTOT Luar
oTobparkaeTcs TOJIbKO MpU 3aMycke MacTepa HaXXaTUEM Ha KHOMKY '+
Nob6aBuTh.

b. 3afaTbh paclumpeHuns, KOTopble A0/KHbI ObITb NCKOYEHBI U3 CKAHUPOBAHUS,
MO>XHO CleflytoLL MU MeTOLaMu:
@ 13 meHio BblbepuTe pacluMpeHne, KOTOPOE Bbl XOTUTE UCKIOYUTL U3
npoBepku, n HaxxmuTe JLlo6aBUTb.

3ameyvyaHune

@ MeHIo COAepXWUT CMMUCOK pacLUMpeHnin (hainios, 3aperucTpupoBaHHbIX B
Ballen cucteme. Mpu BbibOpe pacluMpeHuns Bbl yBUANTE €ro onncaHne, ecnm
OHO NMeeTCH.

@ B none penakTvpoBaHUs yKaXkuTe paclUMpeHue, KOTOpPoe LOJKHO ObiTb
MCKJIIOYEHO U3 CKaHUPOBaHUS, N HaxxMuTe [lo6aBUTb.

Mo mepe pobaBneHusa pacwmpeHns byayT oTobpaxkaTbcs B Tabauue. Bbl
MoXeTe n006aBnATh ntoboe KOAMYeCTBO PacCLUMPEHNI.

c. Mo YMOJ14aHUIO Bbl6paHHbIe pacwnpeHna NCKIKD4YaloTCA Kak U3 NMPOBEPKK NPn
BXoOoe B CUCTEMY, TaK N N3 MPOBEPKK MO 3anpocy. YT0o6bI M3MEHUTL 3Ty
HaCTpOI;IKy, HaXXMUTE Ha I'IpaBOIZ KOJIOHKE N Bb|6ep|/|‘re HEO6XO)1VIMI:>IVI NMYHKT
N3 Cnncka.

d. HacTosTenbHO peKkoMeHAyeTcs MpoBepuTb  (halbl €  yKa3aHHbIMU
pacwmpeHnsaMu, 4Tobbl ybenThCS, YTO OHW He 3apaXkeHs!.

HakmuTe 3aBepLumnTb, 4T0ObI A06aBUTL UCKIIOYEHNS CKAHNPOBAHUS.

6. HaxxmuTte NMpPUMEHUTD, 4TObbI COXpPaHNTb caeNnaHHblE NU3MEHEHWA.

15.3.3. YnpaBneHne NcknoYeHnaMm CKaHMpoBaHUA

Ecnin HaCTpoeHHbIe NCKII0HYEHNS CKaHUPOBaHUA 6onblue He HY>XXHbI, pPEKOMEHAYETCA
YAannTb WK OTKIKYUTb UX.

YnpasneHvne NCKI0YEHNAMUN CKaHNPOBAHNS:

1. OTtkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa 1
BbibepnTe NHTEpdenc KcneprT.

2. MNepengnTe B pasnen AHTuBMpycC > UckntoveHus.
YT106bl yAanMTb 3anncb U3 Tabnunubl, BolbepuTe 1 HaXXMUTE Ha KHOMKY = Y aanuThb.

YT106bI penakTmnpoBaTb 3anncb B Tabnuue, BblﬁepVITe N HaXXMUTE KHOMKY [k
PepakTtupoBaTb.OTKPOETCA HOBOE OKHO, 1€ Bbl CMOXXETE U3MEHUTL paclumpeHne
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nnn NyTb K WUCKAKYEHNIO N TN CKaHWPOBaHWA, U3 KOTOPOro Bbl XOTUTE €ro
NCKNI0YNTb. BHecnTe HeobxoanmMble n3meHeHnsa n Haxxmute OK.

o 3aMeYyaHune
u Bbl Tak)Xe MOXXeTe Ha)XaTb npa30|7| KHOMKOW MbILIK Ha 06'beKTe 1 BOCNOJ1b30BaTbCA
MYHKTaMW MEHIO A1 €ro pedakKTupoBaHUA NN yaoaneHua.

YTobbl  OTKMOYUTL  (YHKLUMIO — WUCKIOYEHWA  CKAHUPOBaHWUS,  CHUMUTE
COOTBETCTBYIOLUNA (h1aXKOK.

15.4. KapaHTuH

BitDefender no3sosiseT M30/11MPOBaTb 3apa)KeHHble 1 NoLOo3pUTesbHbIe (aisibl B
obnacTu, Ha3biBaeMon KapaHTUHOM. bnarogaps 3ToMy apyrue daiibl He MOryT
6bITb 3apaXkeHbl 1 B TO XXe BPeMs Bbl BCErfa MOXXeTe OTNpaBuTb 3T (aibl B
nabopaTopuio BitDefender Ha aHanus.

9 3ameyvyaHune
U BMpyc, I/I30)'|I/IDOBaHHbII;I B KapaHTI/IHHOl7I 30HE, HEe MOXXET NPUYNHUTL HUKAKOro Bpefa,
TaK KaK €ro HeJib3sa 3anyCTUTb UK OTKPbLITE O14 HTEHUA.

Bnob6aBok ko Bcemy BitDefender npoBepsieT aiiibl B KapaHTUHE NOCAE KaXKAoro
06HOBNEHNS CMrHATYpP.OYNLLEHHbIE (halifibl aBTOMAaTUYECKM BO3BPALLAOTCS Ha CBOE
MecTo.

MpocMoTp 1 ynpaBieHne airaamy B nanke KapaHTUHA U HAaCTPOViKa NapamMeTpoB
KapaHTuHa:

1. OTkpownTe BitDefender.

2. B 3aBUCMMOCTM OT peXuma mMoJb30BaTENbCKOro WHTepdenca BbINOJHUTE
cnenyolime OencTns:

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
MepenanTe Ha BKNaaky BesonacHocTb 1 BbibepuTe HacTPOUTb aHTUBUPYC
B 0611acTy BLICTPLIX 3a4a4 B JIEBON YaCTW OKHa.

MepengnTe Ha BKNaaKy KapaHTuH.
WHTepdenc "dkcnept"

MepengunTe B pa3ges AHTUBMpPYC > KapaHTHH.

@

3ameyvyaHune

B uHTepderice "OcHoBHOR" nnn "ONbITHBIN NOMb30BaTENb" MOXHO CO3AaThb APJIbIK
0019 0CTyNa K 3TUM HacTponkaM HenocpeaCcTBEHHO 13 NaHenu ynpasneHns. Ans
noslyYyeHns LOMOSHUTEbHON UH(OPMaLmMn nepengute K «Mon MHCTPYMEHTbI»
(p. 37).
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YnpasneHue hannamm B KapaHTUHe

Bbl MOXXeTe oTocnaTh Ntobble tainibl 3 KapaHTWHa B nabopaTtoputo BitDefender,
Ha)xaB OTnpaBuTb.l10 ymon4daHuio BitDefender aBTomMaTnyeckm BbiCbiaeT hanbl
13 KapaHTMHa Ha NPOBEPKY Kaxkable 60 MUHYT.

Ons ynaneHns ainnos, NMOMeLLEHHbIX B KAPaHTVH, BbILENTE UX U HAXXMUTE KHOMKY
Yoanuto.

L5 BoCCTaHOBNAEHMS haliia U3 Nanku KapaHTWHa B UCXOAHYH0 Nanky HeobXxoanMo
BbIOPATh (haitN 1 HaXKaTb BOCCTAHOBUTD.

I3MeHeHne HaCcTpoeK KapaHTNHa

YT06bl WM3MEHWTb HACTPOMKM KapaHTUHA, HaxMmuTe HacTpoMku./cnonb3ys
HACTPOWKN KapaHTUHA, MOXHO HacTpouTb BitDefender Ha aBTOMaTuyeckoe
BbIMOJIHEHWE CefYOLINX NeACTBIIA:

YpaneHue ctapbix paunoB. YToObl aBTOMaTUYECKN YAANTb CTapble (aiibl B
KapaHTWHe, BKJ/OYATE COOTBETCTBYOWMA napameTp.Bbl HOMKHBI yKa3aTb
KOMNYECTBO LHEW, N0 NCTEYEHNN KOTOPbIX (halisibl U3 KapaHTUHa OyayT yaaneHsl,
1 nepuog, B Kotopsl BitDefender 6yneT nposepsaTb CTapble (aibl.

MpoBepaTb ¢annbl aBTOMaTUYEeCKU. YT0Obl aBTOMaTUYecKu mnpepnaraTb Ha
PaCcCMOTPEHME 130IMPOBaHHbIE (halisibl, BbIbepuTe COOTBETCTBYOLWMIA NapamMeTp.Bol
LOOJDKHBI  yKasaTb YacToOTy, C KOTOpPOM chefyeT npeasaratbh (aiibl Ha
paccMoTpeHMe.

CkaHuMpoBaHWe W30/IMPOBaHHbIX ¢anoB nocse o6HOBReHuA. [s
aBTOMATUYECKOr0 CKAHUPOBaHUS W30/MPOBAHHbLIX (DailoB MoC/e KaK[oro
06HOBNIEHUSI YCTAHOBWTE COOTBETCTBYIOWMA (PNaKoK.Bbl MoXXeTe BKJIOYUTb
aBTOMAaTMYECKOE NepeMeLleHIe BblfieHeHHbIX (halifioB B UCXOAHYIO Narnky, Bbibpas
BoccTaHoBneHue 4YUCTbiX hannios.

Haxmute OK, 4TOObI COXPAHUTL U3MEHEHNS, N 3aKPOWTE OKHO.
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16. AHTU(PULLINHIOBaA 3aWLMTa

AHTUMwmHr BitDefender npefnoTBpalaeT pasrialleHne AMYHON MHDOopMaLmm
npwv NPOCMOTPE NHTEPHET-CTPaHUL, NyTeM yBeOMJIEHNS O MOTEHLMaJIbHO ONacHbIX
Beb-cTpaHuLax.

BitDefender obecneynBaeT MOCTOAHHYO aHTUMULLNHIOBYHO 3aLLUMTY A1 CeAYOLLIMX
NPUN0XKEHWNIA:

@ Internet Explorer

® Mozilla Firefox

@ Yahoo! Messenger

@ Windows Live (MSN) Messenger

16.1. HacTpoika 6enoro cnmucka Ans aHTUGULLMHIA

MOXHO HacTPOMTb N KOHTPOAMPOBaTh Benbin cNncok Beb-caToB, 4S9 KOTOPbIX
CKaHupoBaHune aapoM aHTuduwmnHra BitDefender BbinonHATLCA He ByaeT.benbin
CMUCOK [OJDKEH coaep)aTb TOJIbKO Te Beb-CailTbl, KOTOPbIM Bbl MOJIHOCTbLIO
pnosepsieTe.Hanpumep, pobaBbTe Tyna Beb-calThl, rAe Bbl COBepllaeTe
NHTEPHET-NOKYMKN.

@

3aMeYyaHune

B 6enbinn cnncok Beb-caiTbl MOXKHO f06aBNATb 13 NaHenn aHTUdUWKHra BitDefender,
BCTPOEHHOro B Baw Opaysep.[ns nonyvyeHWs [OMOSHUTENbHOW WHMOpMauun
nepengute K «YnpasaeHue aHTuguiumHroBou 3awmtoui BitDefender B Internet
Explorer n Firefox» (p. 95).

HacTpoiika 1 ynpaBseHue 6esbiM CrIMCKOM aHTU(ULLIUHTa:

@ Eciiv  ucnonb3lyetcs nopnepxuBaembll Beb-6bpay3ep, Bblibepute [laHenb
NHCTpyMeHTOB BitDefender, nocne yero Boibepute B MeHio Besiblii CNUCOK.

@ TakXXe MOXXHO BbINOJIHUTb CrefyoLlmne LencTBmA:
1. OTkpownTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yrjy OKHa
1 BbIbepuTe UHTEpPdENC IKcnepT.
2. MNepengnTte B pasnen AHTuBupyc > LLuT.
3. HaxxmuTe benbin CNUCOK.

YT106bl 106aBNTb CallT B Benblil CNMCOK, BBEAUTE STOT aflpec B COOTBETCTBYOLLEE
nosie n HaxxmuTe J,06aBUT.

Ecnu Bbl XO0TUTE yaanuTb Be6-caiT 13 6en0ro Cnmcka, HaXXMmnTe COOTBETCTBYIOLLYIO
KHOMKY Y aanuThb.

Haxxmute OK, 4T06bI COXPaHNTb N3MEHEHUA U 3aKPbITb OKHO.
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16.2. YnpaBneHue aHTUUWNHroBon 3awwmnTton BitDefender B
Internet Explorer u Firefox

BitDefender wuHTerpupyeTcs HeNoCpPeACTBEHHO 4epe3 WHTYUTUBHYIK MaHesb
WHCTPYMEHTOB B Cnefytowmne seb-bpay3epsl:

@ Internet Explorer
@ Mozilla Firefox

Bbl MOXXeTe Nnerko v 3yHeKTUBHO YNPaBNsTb HACTPONKAMM aHTUPULLMHTA U BesbIM
CMWCKOM TpW TOMOLLM TMaHesn WHCTPYMEHTOB aHTuduwuHra BitDefender,
WHTErprpyemoii B 04UH U3 nepeyncieHHbix 6pay3epos.

MaHeslb MHCTPYMEHTOB aHTU(ULLNHIA, NpefcTaBsieHHas 3Havykom @ BitDefender,
pacrionaraeTcs B BepxHen YacTu 6pay3sepa.Haxxmute, 4T06bl OTKPLITH MEHIO MaHENN
NHCTPYMEHTOB.

9 3amevaHue
u Ecnv Bbl He BUAMTE NaHeNb MHCTPYMEHTOB, OTKponTe MeHio MpocMoTp, nepengnte
K MaHenu uHcTpyMeHTOB 1 BbibepuTe MaHenb nHcTpymeHToB BitDefender.

Cnepyolire KOMaHAbl LOCTYMHbI B MEHIO NMaHes I UHCTPYMEHTOB:

@ BK/IIOYNTL/BLIKJIIOYUTE — BKJIOYAET/BbIK/OYAET 3alUNTY aHTUQULLMHIA
BitDefender B Tekywem bpay3epe.

@ HacTpo#ku — 0TKPbIBAaEeT OKHO, i€ Bbl MOXKETE OMNPEeAENNTb HACTPONKI NaHenu

MHCTPYMEHTOB aHTUMULLINHIa.[LOCTYMHbI CeayioLine BapuaHThbi:

» 3awumTa oT (DULIMHIa B peXXUMe peasibHOro BpeMeHu — obHapyXnBaeT
1 coobuiaeT 06 0bHapy>XeHUN hULLIMHT-CaliTa (CO3AaHHOro ANS KPaXku INYHON
NH(OpMaLMK).OTa HaCTpoKa KOHTPOIMPYET 3almnTy oT huwmHra BitDefender
TONIbKO B TeKyLeM bpay3epe.

» 3anpoc nepepn pobaBneHnemM B Genbivi CMUCOK — 3anpallnBaeT Bac nepes
nobasnerHvemM Beb-canTa B 6enblii CNNCOK.

@ [ o6aBuTb B 6enblit cnucok — nobapnseT TekyLwnii Beb-cainT B 6enbiin CNUCOK.

BaxxHo

[obaBneHne canta B benbin cnncok o3HadvaeT, 4To BitDefender He 6yneTt
NpPoBePATb AaHHbIA CAT Ha NOMbITKK ULINHra. PekomeHayem fob6aBnsaTb B 3TOT
CMCOK TOJIbKO T€ CaiiTbl, B KOTOPbIX Bbl MOJIHOCTHIO YBEPEHI.

@ Benbiii CNUCOK — OTKPbIBAET 6esblit CMUCOK. [N NoayYyeHns AONOSIHUTENbHON
NMHOpMaL MM NnepenanTe K «HacTporika benoro cnucka a1 aHTuguLLInHra» (p.
94).

@ OTnpaBuTb OTYET O (PpULLMHIe — NHpOpPMUpPYeT cneunanncTos BitDefender o
NOLO3PEHUN B TOM, 4YTO LaHHbIA CanT ncnonb3yetcs ana dpuwmnHra.Coobuiasn o
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(ULINHT-CaTax, Bbl MOMOraeTe JApyruM He [OMYyCTUTb Kpaxky JIMYHOW
NHMopMauun.

@ CnpaBka — OTKpbIBAET (hails CnpaBKu.

® O nporpaMMe — OTKPbIBAET OKHO, FAe MOXXHO MPOCMOTPETb UHGOPMaLMIO O
BitDefender u o TOM, rge wuckaTb MOMOLWb B Cily4Yae HenpenBULEHHbIX
obcToATENLCTB.
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17. OnTumMmM3aynsa nouncka

OnTumMmnsaLms Nomcka no3BosiseT NoBbICUTb YPOBEHb 3allNTbl OT UHTEPHET-YIrPo3,
OTO6pa)Kaﬂ OMOBELLEeHMA O MomMblTKax (QULINHIaG U HeHageXHbIX Beb-canTax
HenocpeacTBeHHO Ha CTpaHKLE pe3yibTaTOoB NMOWCKa.

®YHKLMS ONTUMMU3aLMN NMOVUCKa COBMECTMMA C JtobbiM Be6-6pay3epoM. ITa PyHKLMS
CNYXWUT ANs  TNPOBEPKM pe3y/nbTaToB Moucka, oTobpakaemblx Haubosee
PacnpoCTPaHeHHbIMU NMOVCKOBbIMU CUCTEMAMMU,

® Google

@ Yahoo!
@ 3BYKOBOE OroBeLleHune

OnTumMmnsaums Noncka nokasbiBaeT, ABNAETCS n pe3ynbTaT NMONUCKa HaAeXHbIM.
Ons aToro panom C Ka)kaou 13 CCbIIOK NoMeLLaeTcs COOTBGTCTByIOLLI,VII;I 3Ha4voK.

(4 3eneHbi# KPYr € rajloukon: Tenepb MOXXHO 6€30MacHO BbINOJHUTL Nepexon
Mo cchlsike.

© KpacHblii Kpyr ¢ BOCKAMULATENbHbIM 3HAaKOM: JTOT Be6-CallT ABASETCS
(OULLMHTOBLIM UM HeHaLeXHbIM.OCyLeCcTBAATL Mepexos Mo CCblKe He
pekoMeHAyeTcs.Mpy NonbITKe NepeiTn No cchisike B Bpay3sepax Internet Explorer
nnwn Firefox BitDefender aBTomaTnyeckn 61oknpyeT Beb-cTpaHULy 1 oTobpaxaeT
BMECTO 3TOro CTpaHuLly onoBeLleHns.YTobbl NpoMrHoprpoBaTh OMOBELLEHVE U
nepenTn Ha Be6-CTpaHuLLy, BLINMOJHUTE UHCTPYKLMKM, 0TOBpaxaeMble Ha CTpaHuLLe
oroBeLeHNs.

17.1. OTKN0YeHne onTuMmn3aumm Nnoncka

OTKN0YEHME ONTUMMU3aLNIN MONCKA:

1. OTkpownTe BitDefender, HaxxmuTe KHoMKy MapaMeTpbl B BEPXHEM MPaBOM Yriy
OKHa 1 BbibepnTe YCTaHOBKM.

2. MNepenanTte B pasnen Hactpoiiku 6e3onacHOCTM.

3. 1na OTKJI0YEHUS ONTMMM3aLMN NOUCKA BOCHOJ’Ib3yVITECb nepekaYvaTesnem.
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18. AHTUCNam

TepmmHoM "crmam" 0603Ha4alTCA HexenaTeslbHble COO0OLLEHUS 3N1EeKTPOHHOW
noyTbl.Mpobnema cnama akTyasibHa 1 418 NPOCTbIX NOb30BaTeNei, U Ansa 60nbLInNX
KOMnaHuini. Bam He xoTenocb 6bl, 4TOBbI HEKOTOPbIE M3 3TUX NUCEM MoMNanu Ha
rnasa BaluM AeTaM, a Ha paboTe BaC MOryT Aa)ke YBOAWUTb 3a TpaTy paboyero
BPEMEHU Ha CnaM WK 3a Noay4eHue Ha Ball paboynin agpec 31eKTPOHHON NoYThI
PacCbIIOK CeKCyaslbHOro cogep)xaHus. M Bbl He MOXeTe rnoMmelwaTb Takum
paccbinkam! Jlyyliee, 4TO MOXXHO CLeNaTb, - 3TO, O4EBUAHO, He MOJly4aTb TakmX
nucem Boobule. K coxaneHunio, CyLecTByeT MHOXECTBO Pa3HOBUMAHOCTEN CnaMa
N X KOJINYECTBO AeHb 0TO AHA BCE YBEINYMBACTCA.

AHTncnam BitDefender ncnonb3yeT nepenoBble TEXHONOMNYECKUE BOCTUKEHNS W
COOTBETCTBYIOLLME CTaHAAPTLl A9 0TCEeMBaHUS CNamMa (UAbTPOM elle 4O TOro,
Kak OH rmomnafaeT B Ball MOYTOBbLIA AWMK.ONA MOAyYeHWUs AOMOJHUTENbHON
MHopMaumm nepenante K «06 aHTmucname» (p. 98).

3awuTa aHTMcnama BitDefender [ocTynHa TONbKO LS KJIMEHTOB 3J1€KTPOHHON
MoYThbl, HACTPOEHHONW Ha MPUeM COOBLLEHUA SNEKTPOHHOM NMOYTLI MO MPOTOKONY
POP3.POP3 sBnseTca 0gHNM 13 Hanbonee WrpoKo NCMOIb3yeMbIX MPOTOKOOB 415
3arpy3ku coobLeHniA SNeKTPOHHON NMOYTLI C MOYTOBOr0 CEPBEPA.

) 3amevaHune
L) BitDefender He npepocTaBnsfeT 3alWWUTy aHTUCAaMa AN YYeTHbIX 3anucen
3NEKTPOHHOW MOYThl, AOCTYN K KOTOPbLIM OCYLLECTBAAETCA Yepe3 Beb-uHTepdenc.

Cnam-coobueHuns, obHapyxeHHble BitDefender, nomeyvatoTcs npedukcom [spam]
B CTpOKe TeMbl.BitDefender aBToMaTu4ecku nepemeLlaeT cnam B ocobyto nanky,
TaKylo Kak:

@ B Microsoft Outlook cnam nepemelaetcs B nanky Cnam, HaxoAsALLyOCS B Nanke
YpaneHHble.[llanka CnaM co3fnaeTcs Bo BpeMs yCcTaHOBKM BitDefender.

@ B Outlook Express n Windows Mail cnam nepemelaeTcs B nanky YaaneHHble.

@ B Mozilla Thunderbird cnam nepemeliaeTcs B nanky Cnam, HaxoasLLyoCs B nanke
YpaneHHble.[llanka CnaM co3fnaeTcs Bo BpeMs yCTaHOBKM BitDefender.

Mpu NCNONb30BaHNUN APYTMX MNOYTOBbLIX KIMEHTOB He06X0AMMO CO3L4aTh NPaBuIo,
no3possiowee nepemMeliaTb COOOLLEHUS 3MEKTPOHHOW MOYTHl, MOMEYEHHble
kak [ spam]BitDefender B HacTpamBaeMyto nanky KapaHTUHa.

18.1. O6 aHTUCNaMe

18.1.1. AHTUCNaM-PUNbTPLI

MexaHu3M agpa aHTucnama BitDefender cocTOMT M3 HECKONbKUX Pa3fn4HbIX
(bunbTPOB, HaLeXHO 3alULALWNX Nanky Bxogawmx coobweHnn ot CMAMA:

AHTUCNaM 98



BitDefender Total Security 2011

Cnuncok ppysei, Cnmcok cnamepos, OunbTp cumBosioB, OunbTp n306pakeHnn,
®unbTp URL, ®unbTtp NeuNet (3BpucTtnyecknin) n banecosckuin hnnibTp.

Cnncok apy3ei/CnMcok cnaMepos

BOSILLUMHCTBO JII0AeN MepenuceiBaloTCAa C OnpedesieHHON rpynnon anen uim
noJly4aloT NCbMa OT KOMMaHWi C OOHOro AoMeHa. Mcnosib3ys CUCKU apy3en
WK cnaMepoB, Bbl JIErKO MOXeTe BbILe/NTb JI0LeN, OT KOTOPbIX Bbl XOTUTE
noJsly4aTb MMCbMa HE3ABUCKMMO OT UX cogep)xaHusa (Apy3bs), 1 nogen, 0T KOTOpbIX
Bbl HE XOTUTE NOJIy4aTb HY CTPOYKM (Cramepsbl).

3ameyvyaHune

@ PekomeHayeTCs 3annCbiBaTb MEHa 1 afpeca 371eKTPOHHOM NoYThl Apy3ei B CNMCOK
Apy3ed. BitDefender nponyckaeT coobLieHns oT afpecaToB 13 3TOro CNucka. Tak
Bbl OyieTe yBepeHbl, YTO Noay4ynTe 0OXMaaeMble NCbMa.

®dubTp CMMBOJIOB

MHorvne cnam-coobLleHns HanucaHbl KUpuanuuen unn nepornngamu. Ounbtp
KOAMPOBKK onpenensieT nofobHble cooblieHns n nomeyaeT ux kak CMAM.

dunbTp N306parkeHnn

MocKoIbKY CMNaM-co0bLLEeHNAM CTaHOBUTCA BCe CI0XKHEe n3bexaTb pacno3HaBaHUs
C MOMOLLbIO 3BPUCTMNYECKOr0 (hMbTpa, B NociaefHee BpeMsa B Mnarkax BXoAsLLen
MoYThl BCE Yallle MOXHO HaWTh coobLLeHUs, He CoAepXKallne HUYero, Kpome
n306paxxeHnin Co Crnamepckum copeprkaHuem. Y1obbl pewnTb 3Ty BCe 6onee
aKkTyanbHylo npobnemy, BitDefender Been ®unbTp U300parkeHUi, KOTOPbLIN
CcpaBHMBaeT 0bpa3 n306paxeHnn, NoayYeHHbIX MO 3IEKTPOHHON MoYTe, C TEMM,
KoTopble uMetoTca B 6a3e aaHHbIX BitDefender. B ciiy4ae cOOTBETCTBUSA 31€KTPOHHASA
noyta byneT oTMeyeHa kak CMAM.

®unbTp URL

npaKTVI‘-{ECKVI BCe CnaM-coobLieHns cofepXxaTt CCbIJIKKM Ha pa3ninydHble pecypchl.
O6bI4HO 3TN pecypchbl cooepxaT eLle 6onbLue PeKNaMbl, a TakKXXe 0atoT BO3SMOXXHOCTb
I'IpI/IO6pECTVI TOBapbl, HO MHOr Aa OHW UCMOJIb3YOTCA ANA CpVILIJVIHFa.

BitDefender nmeeT 6a3y naHHbIX MOA06HbLIX CCbINOK.PunbTp URL NnpoBepseT KaXkayto
CCbIIKY B CO0bLLEHNN Ha ee Hanu4yre B 6a3e AaHHbIX. ECnm coBnageHne HanaeHo,
TO coobuieHne oTMevaeTcs Kak CMAM.

®unbTp NeuNet (aBpuctnyeckun)

HenpoceTteBo# (3BpucTUHECKU) DUNLTP NPOU3BOAUT PSS TECTOB HaA BCEMU
KOMMOHEHTaMu coobLleHuns (T. e. He TONbKO Haj 3arofIOBKOM, HO 1 Hal TEKCTOM
coobuieHnsa B TekcToBoM unm HTML-popmaTe) nyTemM noucka cnos, ¢pas, CCbIIOK
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N MPOYMX KOMIMOHEHTOB, XapakKTepHbIX ANna cnama.OCHOBbIBasACh Ha pe3yJsibTaTax
aHann3a, 3ToT hunbTp fobasnsaeT coobuweHns B CMAM.

dunbTp Takke 0bHapyKMBaeT CO0bLLEHNS, KOTOPbIE B TEME COOBLLEHNS OTMEYEHbI
kak COOEPXAWME WHOOPMALIMIO CEKCYANIBHOIO0 XAPAKTEPA:, n Takxe nomeyaeT
nx kak CMAM.

3ameyaHue

@ C 19 masa 2004 ropa, cornacHo efepasbHbiM 3akoHaM, CrnaM-coobuieHuns,
cofepxallime WHGpOPMaLUMI0 CeKCyaslbHOr0 XapakTepa, [OJ/KHbI COAepXaTb
npepynpexgenne Cogepxawee nHbpopMaLumio CeKCyanbHOro xapakTepa
(SEXUALLY-EXPLICIT) : B 3arofioBKe Wi B NePBbIX CTPOKAX COOOLLEHNIA.

bBanecoBcku punbTp

Moaynb bBaWecoBckuin uabTp KaaccupuumpyeT coobuweHns coraacHo
CTaTUCTNYECKON MHGOpMaLMyM 0 MOBTOPax ONpeAeneHHbIX C/10B B COOBLLEHNAX,
nomeyeHHbIx Kak CMAM, B CpaBHEHUM C NUCbMaMu, MOMEYEHHbIMW BaMu WK
3BPUCTUYECKUM PunbTpoM Kak HE CTAM.

Hanpumep, ecnv Hekoe CNoOBO U3 YeThipex ByKB Yalle Bcero nossnsetcs B CIMAME,
€CTeCTBEHHO MPEeAnoJIoKNTL, YTO Cefytollee NUCbMO, B KOTOPOM BCTpeYaeTcCs
370 ¢J10BO, To4HO BYET C[TAMOM. B pacyeT npMHUMatOTCA U BCE 3HaYMMble CJI0Ba
B coobueHnn. Ha oCHOBe CTaTUCTMYECKOW MHDOPMaLMK BbiCYNTbIBaeTCA obuias
BEPOATHOCTb TOrO, YTO NMUCbMO OKaxkeTcs CMTAMOM.

3TOT MOAYJlb OT/IMYAETCA elle 0JHUM UHTEPECHbIM CBOMCTBOM: 00y4aeMOoCThbio.
OH BbICTPO MOACTPaANBAETCA MOA TUMbI COOOLLIEHNI, MOTyYaEMbIE MNOIb30BATENEM,
N XPaHUT NHGOPMALIMIO 0 HX. YToBbI hnnbTp paboTan ahheKkTUBHO, BaxXHO 00y4aThb
€ro, To eCTb CHab>xaTb HOBbIMU 0Bpa3LLA@MM CaMa U HY>KHbIX COOBLLLEHWNN, TaK Xe
KaK WLIENKY Halo TPEHWPOBaThb Ha OMpefieNieHHbIn 3anax. IHorga npuxoamTcs
enaTtb nonpasky uabTpa, 4ToObl MCNPaBUTb AOMYLEHHbIE UM OLLINOKN.

BaxHo
banecoBCknn UNbTP MOXHO CKOPPEKTUPOBATb, UCMO/b3YS KHOMKY & 3TO cnam u
=+ He cnamM, pa3melleHHble Ha NaHen ynpasaeHns aHTUCNamMoM.

18.1.2. PaboTa aHTMCNaMa

Aapo aHTWcnama BitDefender ncnonb3yeT Bce aHTMCMAMOBbIE (UNLTPbI, YTOOLI
onpeaennTb, AO/HKHO M cooblieHne nonacTb BO BxoadAwLme nim Het.

Kakzioe coobLeHne, nonyyaemoe u3 IHTepHeTa, CHavyaa NPoBEPSETCS Ha Hanyme
aapecata B Cnncke gpysen n Cnucke cnamepoB. Ecnv agpec oTnpaBuTens HanaeH
B Crnucke npysen, cooblleHne nepemMeLwaeTcs HemnocpeacTBEHHO B Marnky
Bxopsawiue.
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B npoTuBHOM ciy4vae coobuieHne byoeT NnpoBepeHo ¢ nomoubio punbTpa Cncok
CrMamMepoB Ha HaJimyne JaHHOr0 3NEKTPOHHOro agpeca. Ecnvm agpecat HanheH B
CNncKe, Takme nucbMa nomevatotcs Kak CMAM n nepemeltatotcs B nanky Cnam.

Takxe C nomowblo PunbTpa CUMBOJIOB OTCEMBAKOTCA MUCbMa, HarnMuCaHHble
nepornugamu. Takme nnucbma nomevatotcs kak CMAM n nepemeLaloTcsa B nanky
Cnam.

MncbMa, HanmcaHHble He neporandamm, nepemMeLLatloTcs B PuabTp n3obparkeHni.
dunbTp M3o0bparkeHuit 06HapyKMBAET BCE MUCbMA, COLEPXKaLLMe NPUN0XKEHUS
B BMAeE rpacmyeckmnx n3obpakeHunit co cnam-cogepxaHuem.

®unbTp URL-agpecoB cOMocTaBnsieT CCbIIKK, Hal[eHHble B COO0BLLEHNAX
3/IEKTPOHHOM MOYTbl, CO CCbiIKamMyu M3 6a3bl OaHHbIX 3aPerucTPUPOBAHHbIX
cnam-ccbinok BitDefender. Mpu obHapyXeHUM COBMALEHMI COOTBETCTBYIOLLEE
coobLlleHne 3N1eKTPOHHON NoYThl By aeT nomeyvyeHo Kak CIMAM.

3atem unabTp NeuNet (3BpucTMYeCcKnin) NpoBefeT psafd NPOBEPOK KOMMOHEHTOB
Co0bLLEeHNA MOMCKOM CJI0B, (hpas, CCbIIOK WAn Apyrux xapaktepuctuk CMAMA.B
3aBUCUMOCTW OT pe3y/ibTaTOB aHa/m3a COOOLLEHNIO 3NEKTPOHHOM MOYTHI
nprcBanBaeTCs PENTUHT Crama.

o 3ame4yaHune
U Mucema kateropum "OTKPOBEHHO CEKCYAJIbHOE" BitDefender cuntaet C[TAMOM.

Janee nucbMo aHanu3npyeTcs C Nomowbio banecoBckoro uibTpa Ha OCHOBe
CTaTUCTMNYECKON MHGOPMaLMM 0 MOBTOPax ONpeAeNeHHbIX C10B B CO0BLLEeHNAX,
nomeyeHHblx Kak CMAM, B CpaBHeHUW C MUCbMaMy, NMOMEYEHHbIMU BaMu WN
3BpUCTMYECKMM unbTpoM kak HE CMAM. B pesynbTaTe nucbMo fobaBnseTcs K
CIUCKY.

Ecnv COBOKYMHbLIN PENTUHr crnama (PenTWHI, MPUCBOEHHLIA 3BPUCTUYECKUM
aHaNN30M, + PENTUHT, MPUCBOEHHLIN BanecoBCKMM A4pOM) NpeBbILLaeT NOPOroBoe
3HayeHune, 3N1eKTPOHHOe coobuieHne pacueHnBaeTcs kak CMAM.MoporoBbIn ypoBeEHb
onpenenseTcs ypoBHEM 3alUTbl aHTUCNaMa.[na noayyYeHus LOMOJIHUTEbHON
MHOpMaL MM nepenanTe K «HacTpovika ypoBHS 3awmnTel» (p. 107).

18.1.3. ObHOBNEHNS aHTUCNAMa

Kaxxabli pa3, Koraa Bbl BbIMOJIHAETE obHoBNEHME:

@ HOBble CUTHATYPbI U306parkeHnin byayT N06aBnATLCA B PUNLTP U300parkeHuit;
@ HOBble cCbIKM bynyT nobaenaTecs B dunbTp URL;
@ HoBble npaBuia byayT nobaensatbcs B punbTp NeuNet (aBpucTtuueckun);

ST0 MOMOXET MOBLICUTb IPPEKTVBHOCTL BaLLEro sApa aHTUCNama.
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YT106bI 3aLLMTNTb BaC OT CMamMepos, BitDefender MOXXeT BbINOJIHUTL aBTOMaTHUYECKME
obHoBNeHuA. nd 3Toro napaMeTp ABTOMaTU4ecKoe oOHoBNeHue OJDKEH BbIThb
BKJTIO4EH.

18.2. MacTep onTmMmM3aumm aHTUCNama

Mpun NepBOM 3amnycke No4YTOBOrO K/IMEHTa, Noc/ie ycTaHoBKM BitDefender, nossutcs
nporpamMmma-macTep, KoTopas NoOMoXXeT BaM HacTpouTb Cnncok gpysen, Cnmcok
cnamepoB ”n obyunTtb banecoBckuin uabTp OAS TOro, 4Tobbl MOBBLICUTH
3(hhekTnBHOCTL paboThbl unAbTPOB AHTUCNAMA.

o 3amMeYyaHune
u Tak>Xe MOXXHO 3anyCTUTb MaCTepP B Hy)KHOE BaM BPEMSA, Ha>KaB s MaCTep Ha MaHenun
MNHCTPYMEHTOB aHTUCNaMa.

HaBuraums no Mactepy oCyLLeCcTB/ISeTCA C NOMOLLbIO KHOMOK Janee v Hazan.Ecnn
Bbl XOTUTE NPOMNYCTUTb LWar KOH(pUrypauuy, Bbibepute MponycTuTb 3TOT War. 14
BbIX04a 13 MacTepa HaxMnTe OTMeHa.

1. OKHO NpUBETCTBUA
2. No6aBuUTb KOHTaKThbl B CMUCOK Apy3ei

3pechb Bbl BUAWTE agpeca 13 Ballell AGpecHOW KHUru. Boibepute 13 Hux Te,
KoTopble xoTUTe 3aHecT B CNMCOK ppy3en. PekomMeHyeTca 3aHOCUTL BCe
agpeca. Bbl BypeTe nonyvyaTb MMCbMa OT 3TUX OTMNPABUTENEN HE3ABUCMMO OT
NX cofepxaHus.

Y7066l [06@BUTH BCE BaLUM KOHTAKThbl B CMWUCOK Apy3el, HaxmnTe BoibpaTb
BCe.

3. YpaneHue banecoBou 6a3bl AaHHbIX

9 3ameyvyaHune
U Mpu NnepBoM 3anycke MacTepa nepennTe cpasy K CeaytoLleMy Lary.

Bbl MOXXETE 3aMeTUTb, YTO (UILTP aHTUCMaMa CTan paboTaTb Xy>Ke. MPUYnHON
3TOMy MOXXET 6bITb HeBepHOe "0by4eHne". Hanpumep, Bbl Mo owWnbKe MOMeTUIN
HY>XHble CO00LLeHNs Kak cnam uam HaobopoT. B 3TOM Cilydae BaM HY>XHO
04nCTUTbL 6a3y AaHHbIX GuabTpa 1 3aHOBO "0ByynTb" ero, cneays ykasaHusam
nporpamMmbl-MacTepa.

MocTaBbTe 3HA4YoK B Mosie OYMcTUTL Gasy maHHbIX UNbTPa aHTUCNaMa,
€Cnn XOTNTe NnepeycTaHoBUTb 6a3y AaHHbIX balilecoBCKOro unbTpa.

Bbl MOXXeTe coxpaHuTb baiiecoBckyto 6a3y LaHHbIX B (haitsi A5l UCMO/Ib30BaHNS
¢ apyrum nponyktom BitDefender nnn nocne nepeyctaHosky BitDefender.ns
coxpaHeHus banecoBckoi 6asbl AaHHbIX HaXMUTe KHOMKy CoxpaHuTb Gasy
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BaHHbIX BanecoBckoro uabTpa N COXpaHUTE ee B )enaeMmoe MecTo.dann
byneT umeTb pacwnpeHue .dat.

N5 3arpy3kun paHee coxpaHeHHo ballecoBckoi 6a3bl JaHHbIX HAXXMUTE KHOMKY
3arpy3utb 6a3y paHHbix bBaWecoBckoro ¢uabTpa U OTKpoMTe
COOTBETCTBYIOLLMIA (halni.

4. YcTaHOBKA HacTpoek 6aiecoBckoro ¢uabTpa A NerMTMMHbIX COOOLLEeHuI
3/1IeKTPOHHOM No4ThI (He cnam)

BuibepTe namnky C paspelieHHbIMU JfierajbHbiMU NUucbMamu. OHn ByayT
1CMosib30BaThCs A5 nepeobyyeHns BanecoBckoro hunbTpa.

imetoTca gBa AOMOMHUTENbHBIX MapaMeTpa B CMCKEe KaTasloro.:

@ BksiloyaTh BCe nogKaTasorm — BKJIIOYaeT B Bally BbIOOPKY NoakaTanoru.

@ ABTOMaTH4YecKu 006aBNATL B CNUCOK Apy3ein — fobaBfeHne oTnpaBmTenen
B CMWCOK Opy3en.

5. YctaHoBKa HacTpoek banecoBckoro ¢unbtpa pna coobwieHui
3JIEKTPOHHOM NMO4THI, COAEPIXKALLUX cnaM

BbibepnTe nanky ¢ 31eKTPOHHLIMU NUCbMaMu, ONpefeNieHHbIMU Kak cnam. OHK
BynyT ncnonb3oBaTbCs Ans 0byyeHus banecoBckoro punbTpa.

BaxkHo

Y6ennTech B TOM, 4TO BbIOpaHHas BaMu Nanka He COAEPXXUT NerasbHbIX MOYTOBbIX
coobLueHuii (He cnam). B npoTuBHOM Ciyyae 3pheKTUBHOCTb paboTbl aHTUCMaMa
ByLeT CylWecTBEHHO CHIKeHa.

metoTcs ABa AONOSHUTENbHBIX MapamMeTpa B CMNUCKe KaTaloroB:

@ BknloyaTb BCce nogkaTanoru — BKA0YaeT B Bally BbIOOPKY noAKaTanoru.

@ ABTOMaTUyecku [o06aBnATL B CAUCOK cnamepoB — A5 fobaBneHus
OTnpaBMTeNen B CNUCOK cnamepoB.CoobLueHns 3NeKTPOHHON NOYThl OT 3TUX
nonb3oBaTtenen Bcerga byayt nomevaTbcsi kak CMAM un obpabaTbiBaTbCs
COOTBETCTBYOLLMM 0b6pa3om.

6. CBopgKa

B 3TOM OKHe Bbl MOXKETE NMPOCMOTPETL BCE HaCTpOI?IKI/I, BbIMOJIHEHHbIE C MOMOLLbIO
nporpamMmmbl-MacTepa, U BHECTU HeobxoanMble M3MEHEHNS, BEPHYBLUNCb Ha
npeabioywmne 3tanbl N WENKHYB KHOMKY Hasap.

Ecnn Bbl HE XOTUTE BHOCUTb HUKaKMX VI3MeHeHI/II7I, LenkHnuTe 3aBepLUVITI:, 4TOObI
3aBeplwmnTb paboTy MacTepa.

18.3. icnonb3oBaHne naHenn MHCTPYMEHTOB aHTUCMNama B
OKHe MOYTOBOrro KJANeHTa

B BepxHei 4acTu Ballen MOYTOBOW MPOrpamMMbl Bbl MOXETe YBUAETb MaHesb
aHTucnama.llaHenb aHTUCNamMa Mo3BONSET BaM yMNpaBfiATb 3aWMTON OT Crama
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HernocpeACTBEHHO M3 MOYTOBOM MNporpammbl.Bel MoOXeTe sierko MonpaBuTb
BitDefender, ecnv oH NpuHAN nerasbHoe nucbMo 3a CIMAM.

BaxkHo

BitDefender uHterpupyetcs B Hanbosee 4acTo NCMO/b3yeMble MOYTOBbIE KIMEHTHI
C NOMOLLIbIO NPOCTOW B UCMOJIb30BaHUM @aHTUCNaM NaHean MHCTPYMeHTOB.C NOHbIM
CMNCKOM CUCTEMHbIX TpeboBaHMA MOXHO 03HaKOMUTLCA B pa3gene «TpebosaHus
rporpaMmHoro obecrie4eHus» (p. 2).

Huxe NpMBOAMTCS ONMUCaHNE KaXK Ao KHOMKM NaHean MHCTpyMeHToB BitDefender:

@ % 3TO cnaM — OTnpaB/eHne BaVIeCOBCKOMy MoLyo coobLeHns o ToM, 4TO
BblLeseHHoe coobLleHmne ABASeTCA cnaMmoM. ITO coobLueHune 6yﬂ,eT nomMeveHo
Kak craM 1 nepemeLLeHo B nanky Cnam.

B 6yayuwiem coobuieHns, noaxoaswmne nog 3TN XapakTepPUCTukK, byayT Toxe
romeyeHbl Kak CITAM.

® v He cnam — oTnpasneHne cooblieHns baliecoBCcKoMy MoLy/t0 O TOM, YTO
BblesleHHoe cooblleHne He ABAsieTCs cnamoM K nporpamMme BitDefender He
cnefyeT nomeyaTb ero kak cnam.flucemo ByaeTt nepemelleHo 13 nanku Cnam B
nanky Bxopsuwiue.

B 6yayuwem coobueHnsa, noaxopswme nog 3TU XapakTepUCTUKU He ByayT
nomMmeyeHbl Kak CIMAM.

BaxxHo

KHonka &+ He cmaM CTaHOBMTCA aKTUBHOW, KOrfa Bbl BblAenseTe MUCbMO,
rnomeyeHHoe nporpammoii BitDefender kak CMAM (06bI4HO 3T MUCbMa NoMeLLalTCA
B nanky Cnam).

@ + lo6baBuTbL cnamepa — f06aBNSET OTNPABUTENS BbIBPAaHHOI O NMCbMa B CMINCOK
cnamepoB.Bam 6yneT Heobxonnmo HaxaTe OK ana noaTeepxaeHns.Mo4ToBble
coobLleHns, nosyYyeHHble C afpecoB W3 CrMcKa CraMepoB, aBTOMATUYECKU
nomeyeHsbl Kak [cnam].

@ ‘+ JlobaBuTb gpyra — nobaBnseT oTNpaBnTENS BbIOPAHHOIrO MMCbMa B CMMCOK
apy3en.Bam bynet Heobxoanmo HaxaTb OK ans noaTeepxaeHns.Bbl Bcerpa
ByneTe nosyyaTb COOBLLEHNS OT 3TOr0 agpecaTa, He3aBMCKMO OT X COAEPKAHUS.

@ "¢ Cnamepbl — OTKpbITME CNMCKaA cnaMepoB, Cofep)Kalllero agpeca, C KoTopbix
Bbl He XOTWTe nojy4yaTb COOOLIEHMS, He3aBMCMMO OT UX copepxaHus.[ns
NnoJsly4eHns LOMoJIHUTENIbHON MHOpMaLMK rnepenuTte K «HacTpovika crivcka
crnamepos» (p. 109).

@ s [lpy3ba — OTKpbITe CNUCKa Apy3eu, CofepKallero agpeca, C KOTOPbIX Bbl
BCErga XoTuTe noJiyyaTb COOOLLEHWS He3aBUCMMO OT WX coaepxaHus.[ns
Nosy4yeHnst LOMOJHUTENbHOW MHopMaLMn nepenanTe K «HacTpovika cnvcka
apy3seri» (p. 108).
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@ ¥ HacTpoiKu — oTKpbITUE OKHa HAaCcTPOMKM, re MOXXHO YKa3aTb HEKOTOpbIE
napameTpbl aHTUCNaMa.

@ ~ Mactep — oTKpbIBaeT MacTep ONTMMMU3aLMmM aHTucnama.C noMoLLbio 3TOro
MacTepa Bbl cMoxeTe 00y4uTb banecoBckuin unabTp WM chenaTb 3alnTy
aHTucnama ewe 6onee 3chheKTUBHON.Bbl MOXXETe TakXKe N0b6aBNATL agpeca 13
Balleln afpecHOn KHUM B CNNCOK Apy3ei/cnamMmepos.

® & Autucnam BitDefender — oTKpbIBaeT OKHO, B KOTOPOM MOXXHO HaCTPOUTb
YPOBEHb 3alLMTbl aHTUCAaMa 1 (OUAbTPbLI aHTUCNaMa.

18.3.1. OTobparkeHmne ownbok obHapyXeHUs

Ecnm Bbl ncnonb3lyeTe NOLLEPKUBAEMbIA MOYTOBLIN KJIMEHT, Bbl MOXETE JIerko
KOPpPeKTUpoBaTb (WJIbTP aHTUcnama (ykasbiBafg MUCbMa, KOTOPble He Hapgo
nomeyatb Kak [cnam]). [aHHble fencTBuA ynyywaTt 3hPeKTUBHOCTb (hnabTpa
aHTUcnama.BeinonHuTe cnepyouine fencTeus:

1. OTKpoWTe BaLl NMOYTOBLIA KANEHT.

2. Mepeante B Manky HeXenaTeNbHOM Mo4yThl, Kyda MoMelatTcs
cnam-coobLeHuns.

3. Boibepute nerntuMHble coobuieHus, owmnboyHo nomeyeHHble BitDefender kak
[cnam].

4. Haxxmnte KHonky “% [loGaBMUTb mpyra Ha naHenu ynpas/ieHWs aHTUCMaMa
BitDefender gns pobaBneHuss oTnpaBUTeENss B CNUCOK Apy3en.Bam Oynper
HeobxoauMo HaxaTb OK aons noaTBepxaeHns.Bol Bcerga bynerte nony4atb
coobLLeHNsa 0T 3TOro agpecata, He3aBUCKMO OT UX COAEPXKaHMS.

5. HaxmuTte kHoMky tx He cmaM Ha naHenu aHTucnama BitDefender (o6bi4HO
PacnosIoXKEHHOW B BEPXHEM YaCTW OKHa MOYTOBOrO KAMEHTa). ITO yKaxeT
obyyvatoliemy s4py, 4TO BbibpaHHble cO0bLEHNS HEe ABAAITCA CMaMOM, U OHK
6yayT nepemeLlLeHbl B Nanky "Bxoasawme".CnegytoLine coobLLEHNS 31eKTPOHHON
noyThl, cogepxaline ognHaKoBble YacTu, 6oblie He ByayT mMoMeyeHbl Kak
[cnam].

18.3.2. O6o3Ha4veHme HeobHapy>KeHHbIX CraM-Co0bLLEeHNI

Ecnm Bbl ncnonb3yeTe NoLLepXUBAEMbIA MOYTOBLIN KJIMEHT, Bbl MOXETE JIerko
onpenennTb, Kakue coobLueHns AoKHbI 6bITb ONpeaesneHbl Kak cnam. 3Tu AencTBus
3Ha4YUTeNbHO  yaydwaTt 3PPeKTUBHOCTL  (UAbTpa aHTUcnama.BoinonHuTe
crnepywouime oencTeus:

1. OTKpoWTe BaLl NMOYTOBLIA KANEHT.
2. MNepenTn K nanke "Bxopsawme".

3. Bbibepute HeobHapy >KeHHble CrnaM-coobLLeHus.

AHTUCNaM 105



BitDefender Total Security 2011

4. Ha)xmMnTe KHOMKY &% 3TO cnaM Ha naHenu aHTucnama BitDefender (06bI4HO OHa
pacrnosioXXeHa B BEPXHEM YaCTW OKHa MOYTOBOrO KJMEHTA). ITO YKaXeT
obyyatowlemy sapy, 4To BblbpaHHble coobweHns ABAATCA cnamMoM. OHu
HesamegnmTensHo 6yayT momevyeHbl Kak [cnmaM] u mnepeHeceHbl B Manky
He)xenaTenbHoW noyTbl.Cnenytowme CoobLieHns  3MEKTPOHHOW  MOYTHI,
cofepxallme oAuHaKoBbIEe YacTu, bByayT nomMeyeHsl Kak [cnam].

18.3.3. NMepenoaroToBka oby4yatowero sapa (banecosckoro)

Ecnn paboTa hunbTpa aHTUCNaMa HEKOPPEKTHA, BO3MOXKHO, MOTpebyeTcs 04NCTUTb
banecoBckyto 6a3y gaHHbIX 1 MEPenoaroToBMThL baecoBCckuin unbTp.

Mepen TpeHUpoBKO oby4atoLlero sapa (banecoBckoro) NpUroToBbTE O4HY Nanky,
comepxatyyto Tonbko CMAM-cooblieHns, © Opyryl, CoAepKallylo TOJbKO
neranbHyto no4Ty.ObyyatoLLee A4P0 NPOAHANBUPYET UX 1 BblyYUT XapaKTEPUCTUKN,
onpeaensioLwye cnam uimn nerafbHele CoobLeHNs, KOTopble BaM 00bI4YHO MPUXOASAT.
Onsa Toro 4Tobbl 06yyeHne 6bi10 3MHEKTUBHBIM, B KaXKA0N Manke LO/MKHO ObiTb
6onee 50 coobLueHni.

Y1066l COpocuTh barecoBckyto 6a3y AaHHbIX U nepeoby4nTb obyvatoLlee a4po,
cnefynTe 3TUM LIaram:

1. OTKpoWTe BaLl NMOYTOBLIA KANEHT.

2. Ha naHenm nHCTpyMeHTOB aHncnamMa BitDefender Ha)xmuTe KHOMKy “ MacTtep
LN14 3anycKa MacTepa HaCTPOMKKN aHTMCnaMma.

. Haxxmute Danee.

. BoibepnTe MponycTuTb 3TOT WIAr 1 HaxxMuTe fanee.

. BoibeprTe OuncTuTh 6asy AaHHbIX DUAbTPa aHTUCNaMa 1 HaxMuTe flanee.
. BoibepuTe nanky, cogepxallyto ferasbHyto NoyTy, U HaxxMuTe fanee.

. BeibepunTe nanky, cogepxaluyto CMAM-coobuieHns, n HaxmnTe fanee.

. HaxxmnTe 3aBeplumnTb 4714 3anycka npoLecca TPEHUPOBKN.

O© 00 N o U B W

. Korpa o6yqu|/|e 3aKOHYNTCA, HaXXMUTe 3aKprTb.

18.3.4. CoxpaHeHue n 3arpy3ka banecoBckon 6a3bl AaHHbIX

Bbl Mo)keTe coxpaHuTb baliecoBckyto 6a3y AaHHbIX B haln Aas UCNoab30BaHWA C
apyrum nponyktom BitDefender nnm nocne nepeyctaHosku BitDefender.

HaxxmuTe KHonky & HacTpo#lka Ha naHenm UHCTPYMEHTOB MOAYAs aHTUCHaMa
BitDefender.

Ons coxpaHeHns banecoBckoi 6a3bl AaHHbIX HaXXMUTE KHOMKY CoXpaHuTb 6asy
BaHHbix BanecoBckoro hunbTpa 1 coxpaHuTe ee B xenaemoe mecto.®ann byget
UMeTb pacwunpeHue .dat.
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[lna 3arpy3kun paHee coxpaHeHHoW banecoBckon 6a3bl JaHHbIX HAXXMUTE KHOMKY
3arpy3uTb 6a3y paHHbIx BaiecoBckoro punabTpa 1 0OTKPOWTE COOTBETCTBYOLLNA
tann.

18.3.5. KoHurypaumna oCHOBHbIX HAaCcTpoeK

Y10bbl 3a4aTh 0OLIME HACTPOMKM 3aLMThLI @aHTUCNaMa A1 NMOYTOBOro KJAMEHTa,
Ha)XMUTe KHOMKY # HacTPOWMKM Ha MaHenn WHCTPYMEHTOB MOAYJS aHTMCNaMa
BitDefender.

JOCTynHbI Cnefyowne BapuaHThl:

@ Nepemewartr coobweHns B nanky "YpaneHHble" - nepemelaeT
cnam-coobuieHnss B nanky YmpaneHHble (Tonbko nana Microsoft Outlook
Express/Windows Mail);

@ NMoMeTUTb KaK NPOYTEHHOE — NMOMEeYaeT BCe CNaM-CO0DLLEHNS KaK NPOYTEHHbIE.
Mpu nonyyYeHNn HOBLIX CMaM-COOBLLEHUA CTapble MMCbMa He MPUHMMAIOTCS BO
BHUMaHMe.

WenkHWTe BkNaaKy MpepnynpexxmeHus, eCin XOTUTE NMONYYUTb LOCTYN K pasgeny,
B KOTOPOM MOXXHO OTKJIO4UTb MOSIBIEHWE NMOATBEPXKAEHNI NPU paboTe C KHOMKaMu
% NobaBuTb cnaMepa 1 4+ [lobaBUTbL ppyra.

B okHe [MMpepynpeXXpeHUs Bbl MOXETE BKJOYUTL/OTK/OYUTL MOSBAEHNE
npeaynpexaeHus Boibepute aieKTpoHHOE coobLeHune. To NpeaynpexmneHue
NosBNISIETCS, KOrAa Bbl BbIOVPaeTe HECKOJIbKO CO0BLLEHNIA, @ HE 0AHO.

18.4. HacTpoika ypOBHS 3aLmnThl

HekoTopble (pnbTpLl aHTUCNaMa CNOCO6HBI pacrno3HaBaTb CraM HenocpenCTBEHHO
B coobLieHmnax 31'IeKTpOHHOI7I NOYThl;, Apyrmne npuceanBeatoT coobLueHnto peI7ITVIHI’
CcfamMa B 3aBUCMMOCTU OT PaCrno3HaHHbIX XapakKTePUCTUK CnaMa.

YpoBEHb 3alUTbl aHTKUCMaMa MO3BOSET ONPeLenTb, COAEPXMUT NN CoobLLeHne
3JIEKTPOHHOM MOYThl CNaM, Ucxoaa mn3 obuiero penTrHra cnama (3TOT PenTUHI
opmunpyeTcsa nocne NpoBepkn coobLieHns BceMu puabTpamm aHTUCNama).

YpoBeHb 3alnTbl 415 MOLY1S aHTUCaMa PEKOMEHAYeTCA U3MEHATb TOJIbKO B TOM
cyyae, eC/in 3almMTa aHTMCNaMa He paboTaeT A0/MKHbIM 06pa3oM.TeM He MeHee,
BMECTO TOro, 4T06bl U3MEHUTb OTAE/IbHO YPOBEHb 3aLLMThl, PEKOMEHAYETCS CHavaa
03HAKOMUTLCS C «AHTUCnam paboTaeT HEKOPPeKkTHo» (p. 254) n cnenoBaTb
WHCTPYKLMAM MO yCTPaHeHNo Npobiemb..

PerynmpoBka ypoBHS 3aLLMTbl aHTUCNaMa:

1. OTkpownTe BitDefender, HaxMnTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa 1
BblbepuTe NHTeptenc Akcnepr.

2. MNepengnTe B pasnen AHtTucnam > CoctosiHme.
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3. YTobbl YCTaHOBUTb >KEslaeMblii YPOBEHb 3aliWThbl, mepeTawutTe GeryHok B
Tpebyemoe nonoxeHune. s Bbibopa YPOBHS MO yMOJ4YaHU (YMepeHHOo
arpeccUBHbIN) HaXXMUTe YPOBEHb MO YMOJIYAHHUIO,

Bocnonb3yinTecb onucaHWem crnpaBa OT LWKaljbl, 4Tobbl BbibpaTb TOT YpOBEHb
3alMTbl, KOTOPbIA ONTUMAbLHO COOTBETCTBYET TpeboBaHMAM K Be3zonacHocTu.B
ONUCaHNN TakXXe NpPUBEAEHbI CBELEHNSA O AOMONHUTENbHbLIX AENCTBUSAX, KOTOPbIE
Heobxo4VMMO BbIMOMHUTL BO U3bexaHume npobnem WA B LENSX MOBbILEHNS
3h(heKTUBHOCTN pacrno3HaBaHUA cnama.

18.5. HacTponka cnucka gpysen

CnMcoK ppy3en — CNUCOK aipeCcoB JIEKTPOHHON MOYThI, C KOTOPbLIX Bbl XOTUTE
noslyyaTb MMCbMa HE3aBUCUMO OT UX colepxxaHus. CooblleHns oT Apy3en He
NMOMeYalnTCs Kak Cnam, Aa)ke ecin X cofepxaHvne COOTBETCTBYET onpenesneHuto
cnama.

) 3ameyaHue
U Bce aneKTpoHHble NnCbMa, NPUXOAsALLNe C afpecoB, yKa3aHHbIX Cnucke apysen,
nonazyT B Nanky "Bxoasdwue" aBTomaTnyeckun, 6e3 obpaboTku.

HacTpoiika n ynpaBfieHne CNnCcKoM apy3en:

@ Ecniv ncnonb3syetca Microsoft Outlook/Outlook Express/Windows Mail/Thunderbird,
HaXXMUTe KHOMKY & Jipy3bA Ha MaHenn WHCTpyMeHTOoB BitDefender,
WHTErpMpoBaHHO B MOYTOBbIA KJINEHT.

@ Tak>Xe MOXXHO BbINOJIHUTb CrefyoLlmne LencTBuma:
1. OTkpownTe BitDefender, Ha)xmuTe MapameTpbl B BEPXHEM MPABOM Yry OKHa
1 BbIbepuTe UHTEpPGENC IKCnepT.
2. Nepengnte B pasgen AHTucnam > CoctosiHue.
3. HaxxmuTe YnpaBneHue gpy3bsiMu.

Ona pobaBneHns appeca 3NEKTPOHHOW MNoYThl BbibepuTe napameTp Ampec
3neKTp0HHOI7I nou4Thbl, BBEAUTE aApeC U HaXMUTE Ha KHOMKY, PacrnosioKeHHY0
pAnoM C rnoneM pefakTupoBaHUA.AQpec LO/KEH UMEeTb CneayloLyo CTPYKTYpPY:
name@domain.com.

Y706bI 1,06aBUTL afpEeCca 3/1eKTPOHHON MOYThI N3 KOHKPETHOrO JOMeHa, BbibepuTte
napameTp UMa poMeHa, BBeANTE UMS [JOMEHA U HAaXXMUTE Ha KHOMKY PAAOM C
nosieM pefakTupoBaHus. Mg foMeHa A0KHO MMETb CAeAYIOLNA BULA:

@® @domain.com, *domain.com u domain.com — BCe MNWCbMa, Npuxoaswue c
domain.com, nonaayT B Ballly nanky Bxopawime He3aBUCUMO OT COAEPXKAHUS;

@ *domain* — Bce nucbMa, npuxoasune ¢ domain (He3aBUCUMO OT AOMEHHOIO
cyddukca), nonanyT B Bally nanky Bxopauime He3aBUCMMO OT COAEPIKAHUS;

@ *com — BCe MucbMa C OMEHHbIM CyddUKCOM com mnonaayT B Bally nanky
Bxopswme He3aBUCUMO OT COAEPKAHNS;

AHTUCNaM 108



BitDefender Total Security 2011

PeKOMEH)J,YETCFI nsberatb )J,O6aBJ'IEHVI$I LUENbIX OOMEHOB, XOTA B HEKOTOPbLIX
CNTYaUKNAaxX 3TO MOXKET OKa3aTbCA none3Hb|M.Haan|Mep, MO>XHO [06aBUTb AOMEH
3J'IeKTp0HHOVI MOYTbl Ballen KOMAaHUW UK LOMEHbI OOBEPEHHbIX MAaPTHEPOB.

Y106bl YHBANUTb 3MEMEHT U3 CNWUCKa, BbIBEPUTE €ro M HaXMUTE KHOMKY
Y panutb.YT06bl yAaIMTb BCE COAEPXKUMOE U3 CMIUCKA, HAXKMUTE OYUCTUTBL CMMCOK
n fa ons noATBepXxaeHus Boibopa.

Bbl MOXeTe COXpaHUTb CMMCOK Apy3en B (ailn ASA WCMOJIb30BaHUA Ha APYrom
KOMMbIOTEPE UK MOC/Ie NepeyCTaHOBKY NPoAyKTa.[lns CoXxpaHeHNs CNcKa apy3en
Ha)XMKTe KHOMKY COXPaHMUTb 1 COXPaHMTe CMUCOK B KelaeMoe MecTo.PaclumpeHme
tanna 6ynet .bwl .

0ns 3arpy3ku COXpaHEeHHOro paHee CNMCKa APY3el HaXxMUTe KHOMKy 3arpyska
N OTKPOWTE COOTBETCTBYOLWMIA . bwl-thain.YTobbl COpOCUTL COAEpPIKaHNE TEKYLLIETO
CMNMCKa Npu 3arpyske npeBapuTebHO COXPaHeHHOro, HaxxMuTe MepesanucaTb
CMUCOK.

Haxxmute MpumeHuTb 1 OK, 47066 COXPaHNTL U 3aKPbITb CMUCOK ApPY3eHn.

18.6. HacTpoWka cnucka cnamepoB

CnMCcoK cnaMepoB — CMUCOK afpecoB 3JIEKTPOHHOW MOYThLI, C KOTOPbLIX Bbl HE
XOTWTE NoJyYaTb MMCbMa HE3aBUCUMO OT UX COAEP>KaHUSA.BCe 3N1EKTPOHHbIE MUCbMa,
npmxoasime C afpecoB, ykasaHHbIX B CnMcke cnamepos, OynyT noMeyeHbl Kak
CIMAM aBTOoMaTuyecku, 6e3 obpaboTku.

HacTpoiika v ynpasfieHne CrMckoM CraMepos:

@ Ecsiv ucnonbsyetcs Microsoft Outlook/Outlook Express/Windows Mail/Thunderbird,
HaxMuTe KHOMKy < CpnaMmepbl Ha MaHenn wHCTpyMeHToB BitDefender,
WNHTErpupoBaHHON B NMOYTOBbIV KJINEHT.

@ Tak>Xe MOXKHO BbINOAHNUTbL Clefytoline AeiCTBUS:
1. OTkpownTe BitDefender, HaxxmuTe MapaMeTpbl B BEPXHEM NPaBOM Yy OKHa
1 BbibepuTe NHTepdenc KcnepT.
2. NepengnTe B pasnen AHTucnam > CocTosiHue.
3. HaxxmuTe YnpaBneHue cnamepamm.

Ons nobaBneHus appeca 3NeKTPOHHOM MoyThl BbibepuTe napameTp Amppec
3JIeKTPOHHOM NOYTbI, BBEANTE afiPec N HaXXMUTE Ha KHOMKY, PACMOSIOKEHHYIO
PSA0OM C MOJIEM pefakTUPOBaHUSA.AQpec AOJKEH UMETb CneayoLly CTPYKTYPY:
name@domain.com.

Y1066l 406ABUTL afipeca 3IeKTPOHHOM NOYThI N3 KOHKPETHOMO IOMeHa, BbibepuTe
napameTp IMa poMeHa, BBEANTE UMS [JOMEHA W HAa)XMWUTE Ha KHOMKY PAOoOM C
noJsieM pefakTUpoBaHus./iMsa noMeHa AOJIXKHO MMEeTb CnelyowWwunii Bua:

® @domain.com, *domain.com u domain.com — BCe nucCbMa, npuxogsue c
domain.com, 6yayT nomeyeHbl kak CMAM;
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@ *domain* — Bce nucbMa, npmxoasaune ¢ domain (He3aBUCUMO OT AOMEHHOIO
cydurkca), byayT nomeyeHsl kak CIMAM;
@ *com — BCe nMrucbMa C OMEHHBLIM Cydhhnkcom com ByayT nomeyeHbl kak CIMAM.

PeKOMeH,D,yeTCFI nsberatb nobaBNeHWA LENbIX OOMEHOB, XOTS B HEKOTOpPbIX
CNTYaUKnAX 3TO MOXKET OKa3aTbCA MOJIE3HbIM.

@ BHMMaHMe
Ha nobaBnsnTe foMeHbl NeraibHbIX OHAANH-CNYXX0 3NEKTPOHHON NOYThI (TaKMX Kak
Yahoo, Gmail, Hotmail n gpyrue) B cnmucok cnamepos, nHavye nboe cooblieHue,
nosy4yeHHoe OT MoOAb30BaTeNd Takol chnyxbbl, OyneTr onpefeneHo Kak
cnam.Hanpumep, eciv Bbl fo6aBuTe yahoo . COM B CMMCOK CamMepoB, BCe CO0BLLEHMS
3/1EKTPOHHOM MOYThI, MpuxoAsiine oT agpecos Yahoo . com, 6yayT nomeyeHbl Kak
[cnam].

Y10Obl YHBANUTb 3MEMEHT U3 CMNWUCKa, BbIbEPUTE €ro W HaXMUTe KHOMKY
Ypanutb.YT00bI yOaNUTL BCE COLEPXKMMOE 13 CMINCKA, HAXKMUTE OYMCTUTD CIUCOK
n Oa ons noATBepxAeHus Boibopa.

Bbl MOXXeTe COXpaHWUTb CMCOK CramMepoB B (halin Ans UCMOb30BaHNS Ha APYroM
KOMMblOTEPE WM MOC/Ae MepeyCcTaHOBKW MNpoAyKTa.[ns coxpaHeHus cnucka
CNamMepoB HaXMuTe KHOMKY COXPaHUTb 1 COXPaHUTE CMUCOK B Xelaemoe
MecTo.PaclwmpeHune tanna byget .bwl .

[0ns 3arpy3ku COXpaHeHHOro paHee Crimncka cCnamMepoB HaXKMUTE KHOMKY 3arpyska
N OTKPOWTE COOTBETCTBYOWMIA . bwl-thainn.YTobbl cOpOCUTL COAEPIKaHNE TEKYLLIETO
CNMCKa Npu 3arpyske npeBapuTeNbHO COXPaHEHHOro, HaXXxMuTe MepesanucaTb
CMUCOK.

HaxxmuTe MpuMeHuTb 1 OK, 4TOOLI COXPaHWTL U 3aKpbiTb CIMCOK CnaMepoB.

18.7. HacTponka uabTpoB aHTMCNaMa U NapaMeTpoB
aHTUcnama

Kak onucaHo B «06 aHTucname» (p. 98), ona pacnosHaBaHus cnama BitDefender
ncnonb3yeT KoMbrHaLumio n3 HEeCKONbKNX pasnnyHblX  UILTPOB
aHTUcNama.®uabTpbl aHTMCNaMa NpeaBapuTebHO HACTPOEHI B LieNx obecneyeHus
3(pPEKTNBHON 3aLUNTHI.

MOXXHO OTKNIIOUYUTL 06O M3 3TUX PUABTPOB UM U3MEHUTb UX HACTPOMKKM (He
pekomeHayeTcs).34ecCb NpeAcTaB/ieHbl HEKOTOPble AOCTYMHbIE U3MEHEHWSA:

@ B 3aBMCKMOCTU OT TOr O, MOJyYaeTe vt Bbl NIErUTUMHbIE COOBLLEHNS 3NEKTPOHHON
MOYTbl, CO34aHHbIE C MCMO/Ib30BAHNEM CMMBOJIOB KUPWIINLLBI UK NeporindoB,
cnepyeT BKJKYUTb WK OTK/YMTbL MNapamMeTp, aBToOMaTUYeCcKy 610KMpYOLLNIA
npreM Takmnx coobLLEeHWNA.
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) 3ame4yaHue

U B nokanmn3oBaHHbLIX BEPCUAX MPOrpaMMbl, B KOTOPbIX MCMOMb3YIOTCA Takue WpndThbl,
COOTBETCTBYIOLLAA HAaCTPOMKa OTK/OYEHa (HanpuMep, B PYCCKOM U KUTaNCKOM
BEpCUn).

@ Ec/iv Bbl He XOTUTe aBTOMaTU4Yeckn [oOaBnATL MosyyYaTenei oTnpaBAeHHbIX
COOBLIEHNI 3NIEKTPOHHOM MOYTbl B CMUCOK [PY3el, MOXHO OTKJIOYUTb
COOTBETCTBYIOLLYIO HACTPOWKY.B 3TOM Ciyyae HeobxoAanMOo A06aBNTb KOHTAKTHI
B CMWCOK pYy3el, Kak onncaHo B «HacTpovika criucka apy3en» (p. 108).

@ OnbITHbIE MOJIb30BATENM MOTYT B LENax onTuMmauumm paboTbl aHTUCMaMa
CaMOCTOATENbHO  OTpPerynMpoBaTb pa3Mmep banecosckoro cnioBaps.lpu
MCMoJiIb30BaHNM MEHbLLIEr0 KONMYECTBa C/1I0B 06paboTka aHTMCNaMa BbIMOIHAETCS
ObICTpee, HO C MEHbLLEN TOYHOCTbI0.Acnonb30BaHMe 60bLIEr0 KOMYECTBA CJI0B
MO3BOSET NMOBLICUTbL TOYHOCTb Pacno3HaBaHMA CNama, HO MpY 3TOM YBEJIMYMBaET
BPEMS OTKPbITUSA COOBLLEHNI SNEKTPOHHON MOYTHI.

@

3amevyaHune

019 LOCTUXKEHNS KeNnaemMoro ypoBHS NPOU3BOAUTENLHOCTM MOXKET NoTpeboBaThCs
Heo[HOKpaTHas peryaumpoBka pa3mepa baiecosckoro cioBaps.Eciv He yaanocb
[OCTUYb >KelaeMoro pesyJsibTaTa, BbINOJHWTE BO3BpPaT K HaCTpoWKam Mo
YMONHaHUIO 1 3a4anTe pekoMmeHayeMblin pasmep 8 200 000 cnos.

HacTpoika napamMeTpoB 1 GpuIbTPOB aHTMCNaMa:

1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa U
BbibepuTe NHTEepdenc IKcneprT.

2. MepenanTe B pasznen AHTucnam > HacTpomku.

3. YcTaHoBuTe Tpebyemble HacTPOWKW. LS TOro 4Tobbl y3HaTb, Ha 4TO BAUSET
HaCTPOWKa, MOAEPXKMTE KYPCOp MbILUW Haf Hel. BH3Y OKHa NOSIBATCS MOACKa3Ka.

4. Haxxmute NMpUMeEHUTD, 4TOOBI COXpPaHNTb caeNaHHbIE NU3MEHEHUA.

YT106bl MPUMEHNTL HACTPOMKM MO YMOIYaHUIO, HaxxMuTe Mo yMon4YaHuio.
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19. PoanTtenbCKnm KOHTPOJIb

PoamTenbckuii KOHTposb BitDefender no3BoasieT KOHTPOAMPOBATb LOCTYN K
NHTEpHeTy W onpefeseHHbIM MPUNOXEHUSM [/8 KaXk4Ooro Mosib30BaTens,
MMEIOLLLEro YYETHYI0 3aMnchb B 3TOI cMcTeMe.

B MofiyNie poauTeNbCKOro KOHTPOJISt MOXXHO HAaCTPOUTL 6JI0KMPOBKY:
@ HenpuiemneMble Beb-CTpaHuMLbI.

@ JocTyn B VIHTepHeT B onpeaesieHHble NMPOMeXyTKW BpeMeHu (HanprmMep, BO
BPEMS YPOKOB).

@ Beb-CTpaHuML, 31eKTPOHHbLIX COOBLLEHNA N MFHOBEHHbIX COOBLLEHNIA, €CIN OHK
cofep)xaT onpeneneHHble C/I0Ba;

@ NPWIOXKEHUS, TaKNe Kak Urpbl, YaTbl, MPorpamMmmel obMeHa hannamu n gpyrue.
@ MrHoBeHHble co0bLLeHNs, OTNPaBieHHble 3a6/10KMPOBaHHbIMU IM-KOHTaKTaMu.

BaxkHoO

TosbKo NoJsib3oBaTeNM C NPaBaMu aAMUHNCTPATOPa (CUCTEMHbIE aIMUHUCTPATOPbI)
MOTYT MOJYYUTb AOCTYN AN HAaCTPOAKN POAMTENbCKOro KOHTPOsA.YTobbl 6bITh
YBEPEHHbLIM B TOM, YTO TOJIbKO Bbl MOXETe MEHHTb HAaCTPOWKW POAUTENbCKOro
KOHTpOAs Ans No60ro nosib30BaTess, PeKOMeHAYeTCs 3alUTUTb 3TU HAaCTPONKN
naponem.lMpy  BK/OYEHWU POAUTENLCKOrO KOHTPONS As  OMpedeseHHOro
nofib3oBaTess BaM OyeT NpeasoXeHo YCTaHOBUTL Maposib.

HacTpous pO)J,VITEJ'IbCKI/IVI KOHTPOJ1Ib, MOXXHO NI€ErKO BbIACHNTbL, Y€M 3aHUMaNNCb
LETUN Ha KOMMbIOTEPE.

[axe HaxopAacb He AOMa, C MOMOLLbLIO (I)YHKLLVII/I YOaneHHOro poanTenbCKoro
KOHTpPOJA Bbl CMOXETE TMpPOBEPATb, 4YTO A€NAOT OETU B MHTepHETe N Ha
KOMIMbIOTEPE, N USMEHATH HaCTpOVIKVI POANTENBCKOIro KOHTPO 4.

19.1. HacTpomnka Pogntensckoro KoHTpona

Mepen TeM Kak MpUCTYMUTb K HACTPONKE POANTENLCKOr0 KOHTPOIS, HE0BX0ANMO
CO30aTb OTAE/bHbIE YYETHbIE 3anucy nosib3osatenein Windows, KoTopsle ByayT
NCMOJIb30BaTLCA AeTbMY. TakM 06pa3oMm Bl Bceraa byeTe TOYHO 3HATh, YEM OHU
3aHMMAIOTCA 32  KOMMbIOTEPOM. PeKOMeHOyeTCs CO03[aThb OrpaHuyYeHHble
(cTaHOapTHbIE) YYETHBIE 3aMUCKU, NapaMeTpbl KOTOPLIX HE MO3BOJIAOT USMEHSATh
HaCTPOMKN  POAMTENIbCKOrO  KOHTPOAA.[NS  MOSNyYeHust  4OMOJIHUTENbHOM
MH(opMaLumn nepenanTe K «CozgaHne yyeTHbIX 3anuce nois3osatens Windows»
(p. 235).

Ecan pgetw vmeloT AOCTYNM K YYETHOM 3anucy agMUHUCTPaTopa Ha CBOEM
KOMMbloTepe, He0bX0AUMO 3aaTb NAPOJib AN 3aLUNTLI HACTPOEK POAUTENBCKOrO
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KOHTpONA.[1NS NoNy4YeHUs AOMOJMHUTENBHON NH(OPMaLUN NepenaunTe K «3alymTta
HacTpPOEK poANTEILCKOro KOHTpo1s» (p. 114).

HacTpoiika poAUTENbCKOr0 KOHTPOSIS:

1. Mpu 3arpyske cucTeMbl HeOOXOAUMO BbINOJHUTL BXOL B YYETHYI 3anucb
aZIMMHUCTPaTOpa.TONIbKO N0Jb30BaTE/IM C NMPpaBaMu aAMUHUCTPATOPa (CUCTEMHbIe
alMUHUCTPATOPbI) MOryT MOJY4YUTb AOCTYN ANs HACTPOWKWM POAUTENbCKOMO
KOHTPONS.

2. OTkponTe BitDefender.

3. MNepengunTe B pasfen HaCTPOEK POAUTENLCKOrO KOHTPOJIS. 151 3TOro BbINOJHUTE
cnepnyowme AencTeust (B 3aBUCMMOCTU OT pPeXuMa MoJib30BaTEIbCKOrO0
NHTepdenca):

NHTepdenc "OnbITHBIN Nonb30BaTeNb"
MepengnTe Ha BKNaaky BesonacHocTb 1 BbibepuTe PopuTenbCKum
KOHTPOJb B 061aCTU BbICTPLIX 3ala4 B JIEBOM 4aCTW OKHa.

WHTepdenc "dkcnept"
BribepuTe PopauTenbCKMM KOHTPOJIb B MEHIO C JIEBOM CTOPOHBI.

@

3ameyvyaHune

B uHTepderice "OcHoBHOR" nnn "ONbITHBIN NOMb30BaTE/b" MOXHO CO3AaThb APJIbIK
0019 [0CTyNa K 3TUM HacTponKaM HenocpencTBEHHO 13 NaHenu ynpasneHns. Ans
nosly4eHns LOMOSHUTENbHOWN UH(OPMaLmMn nepengute K «Mou MHCTPYMEHTbI»
(p. 37).

Bbl MOXXeTe yBUAEeTb MH(OPMALINIO 0 CTaTyCe POAUTESIbCKOr0 KOHTPOIA 15 KaXK Lo
yyeTHomn 3anucy Windows.Bo3pacTHble kaTeropum oTobpaxkaloTCs HUXE MMEHU
KaX[4oro noJsib30BaTessi, eCIn POAUTENbCKUA  KOHTPOJb  BKJIKOYeH.Ecin
POLANTENbLCKUIA KOHTPOb OTKJIIOYEH, CTaTyC byaeT He HacTpoeH.

HacTpoiika poOAMTENbCKOro KOHTPONS Afs  KOHKPETHOW Y4YeTHOM 3anucw
noJib3oBaTesns:

1. na BK/OYEHUS POAMTENLCKOrO KOHTPOJIA [AJiA aTon y‘-IeTHOVI 3anncum
nosb3oBaTend yCTaHOBUTE COOTBeTCTBYIOLLJ,VIPI hnakok.

2. MNonb3oBaTento ByaeT NpenioXXeHo HacTPOUTb Maposib AAs POAUTENbCKOrO
KOHTPONSA.YCTAHOBMTE Maposb [AAA 3alWuUTbl NapaMeTpoB POAMTENIbCKOrO
KOHTPOJIA.[/19 NONy4YeHNs LONOJHUTENbHON MHGOPMaLMK NepenanTe K «3awmTa
HaCTPOEK POANTEILCKOro KOHTPO/Is» (p. 114).

3. 3aflaliTe BO3paCTHYO KaTeroputo, 4Tobbl OTKPLITb BaWMM AETAM AOCTYMN K TEM
caTaM, KOTOpble NOAXOAST UM Mo BO3pacTy.Korga nonb3oBaTeNlb YKa3biBaeT
BO3pacT pebeHKa, aBTOMaTUYECKU 3arpy>KaroTCa HAaCTPOMKIM, COOTBETCTBYIOLWMNE
[laHHON KaTeropun Bo3pacTa (Ha OCHOBE CTaHAAPTOB AETCKOro pasBuTus).
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4. Ecnn TpebyeTcs AeTasibHas HACTPOVKa NMapaMeTPOB POAUTENbCKOrO0 KOHTPOJIS,
HaxxMuTe HacTponku.MepenanTe Ha BKIaaKy KOHDUIypaLmy COOTBETCTBYOLLEN
DYHKLUN POANTENIbCKOTO KOHTPOS:

@®Beb — nns unbTpaumm Beb-HaBUraUMW B COOTBETCTBUM C MpaBuIaMu,
YCTaHOBJIEHHbIMY BaMu B pa3aese Beb.

@ MpunoxxeHna — ana 670KMPOBKN MPUNOXEHWUIN, ONpPedeneHHbIX BamMy B
pasgene NpunoxeHus.

@ Kniouesble cnoBa — /18 punbTpaumm HTepHeTa, NoYTbl U MTHOBEHHbIX
coobLeHnin B COOTBETCTBUN C npasuniiaMn, yCTaHOBJIEHHBIMW BaMW B pa3aene
KrnoyeBble C/i0Ba.

@ O6MeH coobLeHusaMu — paspelleHme um 6J10K1PoBKa YaTa ¢ IM-KOHTaKTaMu
B COOTBETCTBWM C NpaBuiamMu, 3afaHHbIMK B pa3aene ObMeH coobLeHnsMu,

o 3amMevaHune
u Ona Toro 4Tobbl Y3HATh, Kak UX HACTPOUTb, 0BpaATUTECH K CledyoWnM TeMaM
3TOW rnaBsbl.

HacTpoiTe napaMeTpbl OTCAEXWBAHNS N0 CBOEMY BbiBOpY:

@ OTnpaBuTb MHE OTYET 00 aKTMBHOCTH MO JIEKTPOHHOM NoYTe. YBeoMJIeH e
Mo 3NEKTPOHHOM MOYTE OTMNPaBASETCA KaXkAbl pa3, Korga POAUTENbCKUN
KOHTponb BitDefender 6nokumpyeT aeinctene.CHavyana HeobxoamMMo HaCTPOUTb
napameTpbl YBEOOMJIEHUS.

@ CoxpaHaTb XypHan uHTepHeT-Tpaduka. XXypHasbl NoCELLEeHHbIX CANTOB TeX
nosb30BaTenemn, B OTHOLIEHUN KOTOPbIX BKJIOYEH POANTENbCKUIA KOHTPOIb.

[na nonyyeHns LOMNOAHUTENLHON MHOPMaLLMK NepenanTe K «KoHTPOoJib JETCKOU
aKTUBHOCTU» (p. 122).

Ecnu Bbl XOTUTE OTCNIEXNBATL U KOHTPOIMPOBAThL AENCTBUA AETEN Ha KOMMbloTEpe
n B WHTepHeTe, BKIOYUTE YAaNEHHbI POAUTENbCKUA KOHTPOJb C MOMOLLbLO
COOTBETCTBYHIOLLEr0 NepektodaTens. s noayyeHns 4onoJHUTENbHOW MHGOopMaLIm
nepenanTe K «YaaneHHbIi POANTENbCKUA KOHTPOIb» (p. 125).

19.1.1. 3awmTa HaCcTpPoOeK POLAUTESIbCKOr0 KOHTPO1A

Ecnn Bbl He eOWHCTBEHHbIW, KTO WMeeT npasa aAMUHUCTPaTOPa HAaHHOro
KOMMbIOTEPA, PEKOMEHAYETCA 3alUNTUTb HaCTpOI7IKVI POANTENBCKOrO0 KOHTPOIA
naposieM.YCTaHOBMB MapoJib, Bbl 3alWUTUTE YCTaHOBJIEHHblE BaMW [AJiA
onpeneneHHbIxX nosib30BaTenen HaCTpOI7IKI/I poaonTeENbCKOro KOHTPOA OT N3MEHEHWN
LPYyrnMmn nosb3oBaTenamu, obnagatowmmn npasaMm agMNUHUCTPaTOpPa.

Mpn BKIOYEHUN POAMTENLCKOr0 KOHTpOs BitDefender 3anpocuT y Bac naposib
(Npu HaCTpoIKax Mo yMon4aHuio).0s Toro 4Tobsbl YyCTaHOBUTL 3aLUMTY MaposieM,
npoaenanTe cneayollee:
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1. Beegute naposb B none Mapons.
2. BeeguTe naposib ewle pas B noJsie MoaTBeppuTe naposb 415 NOATBEPXKAEHNS.
3. Haxmute OK, 4T06bl COXpaHUTb Maposb, 1 3aKPONTE OKHO.

C >TOro MOMeHTa BCSAKUNA pa3, Korga Bbl 3aXO0TUTE W3MEHUTb HaCTpOI7IKVI
POANTENIBCKOro KOHTPO/IA, Bbl A0JIKHbI 6yueTe BBECTU Naponb.[lpyrne cucteMHble
aAMUHNCTPATOPbI (ecnm ecTb) Takxe JOJKHBI 6ynyT BBECTU NMapoJib 414 USMEHEHUSA
HaCTPOEK POANTENIbCKOIr0 KOHTPONA.

"y 3ameyaHune
U DTOT NapoJib He 3aWmnTUT apyrue HacTporkuy BitDefender.

Ecnm Bbl He x0TuTe, 4TOObLI MOCTOAHHO MOSIBAANOCH 3TO OKHO, OTMeTbTe He
3anpawuBaTb NapoJib NPU BKJIOYE€HUU POOUTEJNIbCKOINro KOHTpPONA.

BaxkHo
Ecnw Bbl 3266111 Napoib, BaM NPUAETCA NepeyCcTaHOBUTbL MPOrpaMmy U 06paTuTbCA
3a NoMoLLbIO B CNY)KOY noanep>xku knveHTos BitDefender.

YaneHve 3anThbl Naponem:

1. OTtkponTe BitDefender n Ha)xmuTe KHoMKy MapaMeTpbl B BEPXHEM NPaBOM YTy
OKHa.

2. MNepenanTte B pasaen O6WwMe HAaCTPOUKM.

3. Ans oTkAo4eHns napameTtpa Maponb HAaCTpPoOeK CHUMUTE COOTBETCTBYIOLWMNN
h1aXkokK.

4. BeeguTte napoJib.
5. Haxxmute OK.

19.1.2. Beb-KOHTpO/b

Beb-KOHTpOAbL [aeT BaM BO3MOXHOCTb 6/I0KMpPOBaTb AOCTYM K CaiiTam C
HeJlonyCTUMbIM, MO0 BalleMy MHeHWto, cofepXXuMbiM. BitDefender npenoctasnseT
nofib30BaTeNssM 1 PeryaspHo O6HOBASET CMWCOK CalTOB — KaHAMAATOB Ha
610KMpoBaHe. KpomMe TOro, Mo XesnaHuio Mosib30BaTens MOXHO 610KMpoBaTh
JOCTYN K BeB-CTpaHMLaM, COAEPXKALLUM CCbIIKI Ha MOMELLEHHbIE B YePHbI CMIMCOK
CalThl.

3amMeYyaHune

@ Mpu BKAOYEHUN (PYHKLMN POAUTENBLCKOrO KOHTPOS U BBOLE BO3pacTa pebeHka
aBTOMaTUN4eCKun 6y,L'LET BKJIKOYEH Beﬁ-KOHTpOﬂb, HaCTpOEHHbII?I ons 6}10KI/IpOBKI/I
nocTyna K Beb-caliTam, noceleHne KOTOpbIX OEeTbMUW 3TOro BO3pacTa CYMTaeTCs
HenonyCcTuMbIM.
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HaCTpOI?IKa BE6-KOHTpOJ'I$| ANS OTAENbHON y‘-IeTHOIZ 3alfncn nosib3oBaTenNAd.

1. OTKpoMTe OKHO HaCTPOeK poAMTeNbCKoro KoHTpossa BitDefender pns sTomn
YYeTHOW 3anuncy nosib3oBaTens.

2. Nepenante Ha BKnagky UHTepHeT.
3. ind BKIOYEHUS BEG-KOHTPONA YCTAaHOBUTE COOTBETCTBYIOLLMIA (haXKOK.

4. Bbl MOXKETE NPOBEPUTH, KaKie Beb-KaTeropum 6I0KMPYOTCS UK OrpaHnYMBaoTCS
aBTOMATMYECKU A5 TEKYLLMX 3aJaHHbIX BO3PACTHbLIX FPpynn.ECM HAaCTPONKK
Mo YMONYaHUIO BaM He TMOAXOAAT, MOXHO HaCTPOUTb TMapaMeTpbl Mo
cobcTBEHHOMY BbiGOPY.

Ona un3MeHeHua [EencTBMS, HACTPOEHHOrO A5 OMNpefesieHHOW KaTeropuu
Be6-COLEPXKMMOro, LUESKHATE Ha TeKylweMm cTaTyce u BbibepuTe B MEHIO
Tpebyemoe pencrame.

5. Mpn HeobxoaMMOCTK Mo/b30BaTeslb MOXET CO3[laTb COBCTBEHHbIE MpaBuna,
no3BossioWMe paspelmnTs WKW  3anpeTuTb [OCTYN K  OnpedeseHHbIM
Beb-cantam.Ecam  poctynm K Beb-caWTy aBTOMaTuydeckum 6nokmpyetcs
POAVNTENbCKUM KOHTPOJIEM, MOXHO CO3JaTb NpPaBuo, B KOTOPOM OyfeT siBHO
3a[laHo pa3spelleHune ANs AOCTyMNa K 3TOMY CanTy.

6. MOXXHO YCTaHOBWTb OrpaHW4yeHWs Mo BpeMeHW nAna paboTbl neTen B
WHTepHeTe.[lnd nonyyeHus [LOMOJHUTENbHON WHGOpMauuy nepengute K
«OrpaHunyeHne goctyna B IHTepHET no BpemMeHn» (p. 117).

Co3naHue npaBun Beb-KOHTpoNS

Y70 6bI pazpelwmnTb UM 3abn0KMpoBaTh AOCTYM K CANTy, CNeaynTe 3TUM Liaram:

1. HaxxmuTe PaspewnTtb Be6-cauT nnn 3abnokuposaTb Beb6-cauT.

2. BBeguTe afpeca cainToB B nosie Beb-canT.

3. Boibepute xenaemoe [encTeuMe [Aas 3TOro npasuia — Paspewutb van
BnokuposaTb

4. Ha)xmnTe 3aBepLumThb, 4T0ObI 06aBUTL MPaBMIO.

YnpaBfieHue npaBuiaMmu Beb-KoHTpos

Ha3HayeHHble NpaBuia KOHTPOIS CAaNTOB NepeynceHbl B TabnLe B HUXKHEN YacTu
OKHa. Apec callTa 1 TeKyLMin cTaTyc oTobpa)keHbl 419 Ka)KA0ro npasuia.

YT1006bI yAaJiuTb NPaBuo, BbIAENNTE ero N HaxxMuTe Y aanunTb.

Y1066l UI3MEHUTL NPaBWJIO, BbIGEPUTE ero n HaXxMnTe PepakTupoBaTh UM ABaXX b
LWEeNKHUTE Ha HeM Mbllwblo.BHecMTe HeobxoAuMble W3MEHEHUS B  OKHe
KOH(Urypaumu.
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Orpan-leHVle 0oCTyna B |/|HTepHeT Nno BPEMEHM

B pasgene "HacTpolika pacnucaHuns Beb6-nocTymna" MoXHO 3aaTh OrpaHUYeHNs Mo
BpEMEeHN JoCTyna aeTen B IHTepHeT.

Y1066l MONHOCTBLIO 3ab10KMPOBaThL AOCTYN B VIHTepHeT, BbibepnTe BAokupoBaTb
Beb-pocTyn.

OrpaHuyeHune noctyna B IHTepHeT B 3agaHHble Nepuoabi:
1. BbibepuTe OrpaHM4UTb Be6-00CTYN NO BPpeMeHM.
2. Haxxmute U3MeHUTb pacnucaHue.

3. 3apanTe B CETKe Mepuofibl, B TE€YEeHWe KOTOpbIX A0CTyn B WHTepHeT byaeT
3a6710KMPOBaH.MOXXHO LLIE/TYKOM MbILLN OTMETUTb OTAE/bHbIE KNETKMN U HaXKaTb
Ha KNeTKy 1 NnepeTaLuTb, YToObl 3a4aTh 6onee ANUTENbHbIA NepUo.

4. Haxxmnte CoXpaHUTb.

9 3amedaHue
u BitDefender BbinosiHseT 06HOBEHME pa3 B Yac, HECMOTPA Ha 6I0KMPOBKY [OCTyMa
B IHTepHeT.

19.1.3. KOHTpOb NpUI0XKEHW

KoHTponb npunoXXeHuW Mo3BossieT BaM OJIOKMPOBATb BbIMOJHEHUE NH0OOr0
npunoXxxeHus. Takum obpa3oM MOXXHO 3ab/0KMPOBaTb WIrpOBble, MeAWAHbIE U
MHOPMaLMOHHbIE MPOrpaMMbl, a TakXe [pyrvue KaTeropum MporpaMmMHOro
obecneyeHns 1 BpeAOHOCHbIX KOAOB. BIIOKMPOBKA MPUI0XKEHNA TakuM Crocobom
O[lHOBPEMEHHO 3alULIAET UX OT MOAUMUKALMM, U MO3TOMY OHM HE MOryT ObiTh
CKOMMPOBAHbI NN NepeMeLLEHbI.Bbl MOXXeTe 3a610KMpoBaTh MPUIOXKEHNE HAaBCEr Aa
UM Ha onpefesieHHble MHTepPBaslbl BPEMEHU, HAaMprMep Ha Takue, Koraa Balum
[eTsaM HeobxoAMMO AenaTh AoMallHee 3afaHue.

HacTponka ynpaBieHUs MpuioXeHUaMy O KOHKPETHOM Y4YeTHOW 3anucu
noJib30BaTens:

1. OTKpOTE OKHO HaCTPOeK poAUTeNnbCKOro KoHTponsa BitDefender pns aton
y4yeTHOW 3anmcy nosb3oBaTens.

2. MNepengnTte Ha BKNagKy MpunoxxeHus.

3. [Ins BKJIIOYEHWS KOHTPOJIS MPUIOXKEHWNIA BOCMOJb3YATECH COOTBETCTBYIOLLNM
nepeklyaTeNem.

4. Co3paniTe npasBuia AN NPUOXKEHUN, KOTopble Heobxoammo 3ab70KMpoBaTh
WAV OFPaHUYNTb K HUM LOCTY.
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Co3paHune npaBua KOHTPOIS NPUNOXKEHNIA

YT106bI 3a6J'IOKVIpOBaTb NN OrpaHnYnTb A0CTYN K MPUIOXKEHUIO, cnenyVlTe 3TUM
waram:

1. HaxxmuTe 3abnokupoBaTb npusioxeHue niv OrpaHUuyUTb NPUJIOKEHUE.

2. HaxxmMute 0630p Ans onpefeneHns MpuioXXeHus, K KOTOPOMY Bbl XOTUTe
3a6710KMpPOBaTL/pa3peLlnTb AOCTYN.YCTaHOB/EHHbIE MPUIOXKEHNA HAXOAATCS B
nanke C:\Program Files.

3. Boibepute gencrene ans npasuna:
@ BnokupoBaTb HaBcerpga 15 NoJIHOM0 OrPaHNYeHUs JOCTYMNa K MPUIOXKEHUIO.

@ BnokupoBaHue, OCHOBAHHOE HAa 3TOM PacNUCaHUM A1 OrpaHUYEHUs
L,0CTYyNa B OnpefesieHHble NHTEPBasibl BDEMEHMU.

Ecnn Bbl BbIBpanM orpaHMYeHMe O0CTyMa, a He BNOKMPOBaHME MPUSTOXKEHNS
MOJIHOCTbIO, Bbl A0/IKHbI TaKXXe BbIOPaTh U3 CETKU IHW U BPEMEHHbIE UHTEpPBaJIb
BPEMEHU, B TeYEHME KOTOPbIX ByneT 3abnoKnpoBaH fOCTYM.

4. Haxmute CoXpaHuTb, 4ToBbl f06aBUTL NPaBUIo.

YnpaBfieHne npaBunaaMmn KOHTPOIS NPUI0XKEHWNIA

Ha3Ha4eHHble NpaBuia KOHTPOJIA I'IpVIJ'IO)KEHVIVI nepe4yncneHbl B Tabamue B HUKHEN
4acTu OKHa. Ms npuioXxeHus, nyTb TeKYLLI,VIVI CTaTycC 0T06pa)KEHbI 0N KaXXOaoro
npasuia.

YT100bbI YAOannTb NpaBuno, BblAEINTE €ro N HaXxMuTte Ynanutb.

YT106bI MI3MEHNUTbL NPaBKAO, BbIbEPUTE €ro U HaXxxMuTe PegakTUpoBaTh UM ABaXAbI
LWEeNKHNTE Ha HeM Mbllblo.BHecMTe HeobxoAuMble W3MEHEeHUs B  OKHe
KOHUrypauuu.

19.1.4. MoAy/ib KOHTPONA KJIIOYEBbIX CJ10B

KOHTpOJ’Ib K/Ilo4eBbIX CJIOB MOMOraeT 6ﬂ0KMpOBaTb OOCTYyn noJb3oBaTensa K
coobueHnsam 3J'IeKTpOHHOIZ MoYTbl M MIHOBEHHbIM COOBLLEHNAM, cogepxawmm
ornpepneneHHble CJ'IOBa.MCﬂOﬂb3yﬂ KOHTPOJ1b KJTFOYEBbLIX CJTI0B, MOXXHO NpeaoTBpallaTb
NPOCMOTpP BalWlMMn geTbMun HenogobatloLMX C0B Un qapa3, Koraa OHM HaxooAaTca
B CeTun.

) 3amevaHune
U KOHTPO/Ib  KJ/IKOYEBbIX C/I0B MIHOBEHHbIX COOOLEeHUA [OCTYyneH TOJIbKO And
npunoxeHun Yahoo Messenger n Windows Live (MSN) Messenger.

HaCTpOVIKa KOHTPOIA KJ/IKOYEBbIX CJIOB  ONd OTAE/bHON y‘-IETHOVI 3anncum
nonb3oBaTend:
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1. OTKpoOMTe OKHO HaCTPOeK poAUTeNbCKOro KoHTpossa BitDefender pns aton
Yy4eTHOWN 3anucu nosib3oBaTens.

2. MNepenanTte Ha BKNaLKy Knioyesble cnosa.

3. Ans BK/OYEHUS KOHTPOJIA KJ/IOYEBbLIX CJI0B YCTAHOBUTE COOTBETCTBYIOLLMUN
h1aXKoK.

4, Co3pnaiiTe npaBuia KOHTPONS KJIKOYEBbLIX CJIOB, C MOMOLLbLIO KOTOPbIX 6yayT
6710KMPOBATLCS HEXENaTe lbHbIE K/lo4YeBble C/10Ba.

5. Bo usbexxaHve oTnpaBKy LEeTbMW JINYHBIX AaHHbIX (AOMAlIHEro agpeca Uau
Homepa TenedoHa) 0AsSM, C KOTOPbIMU OHU MO3HAKOMUIINCH B CETY, HEOHX0ANMO
Co34aTb MpaBusia KOHTPOJIS INYHBIX AaHHbIX. L5 NONYYEeHUS LOMOJIHATENbHON
UHhopMaLummn nepenaute K «Co3gaHve npaBuii KOHTPOJIS KOHMUAEHUMANBHOCTU»
(p. 120).

Co3naHune npaBn1 KOHTPOA K/Il04EBbIX CJ10B
Y1066l 32610KMPOBaTH CIOBO UK (hpa3y, CleayinTe 3TUM Luaram:

1. HaxxMnTe BnoKupoBaTb K/lo4eBoe CJ/I0BO.

2. BBeuTe CN0OBO WM hpa3sy, KOTOPYIO Bbl XOTUTE 3a610KMpoBaTh. EC/IN Bbl XOTUTE,
4T0BbI ONPeaensaNUCL TOIbKO BCE C/10BA, OTMEThLTE (hakok CoBnapeHue Bcex
Cnos.

3. BblbepuTe TVN Tpaduka, KOTOpPLIA LOMHKEH CKaHUPoBaTh BitDefender Ha Hannyne
ornpefesieHHoro c/oBa.

HacTpoiika OnuncaHve

HTTP BbnokupytoTcs Beb-CTpaHuMubl, COAepXallne Ki4eBoe
CN10BO.

POP3 BNOKNpyOTCA 3N1eKTPOHHbIE CO0bBLLEHUS, codepXKalyne
KJIl04eBOe CJ10BO.

CnyX0bl BNOKMPYOTCA MrHOBEHHbIe COO0BLLEeHNS, copepKallne

MIHOBEHHbIX KJIl04EeBOE CJI0BO.

coobLieHui

4. HaxmnTe 3aBepLumThb, 4T0ObI 06aBUTL MPaBMIO.

YnpaBfeHue npaBuniaMn KOHTPOJIS KJTHOYEBLIX CJI0B

HacTpoeHHble NpaBuia KOHTPOJIS KJIK0YEBLIX CI0B NepeyncsieHbl B Tabnuue. Ons
Ka>k[0ro 13 npasus npueBeeHo noapobHoe onucaHue.

YT1006bI yAaNiUTb NPaBuo, BbIAENNTE ero N HaxxMmuTe Y aanunTb.
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YT106bI MI3MEHWTL NPABWO, BbIGEPUTE €ro U HaXXMUTE PeaakTUpoBaTh UM ABaXKAbI
LWeNKHUTE Ha HeM MbllWwblo.BHecMTe HeobxoOuMble W3MEHEeHUs B OKHe
KOHUrypauuu.

Co3flaHune NpaBua KOHTPOJIA KOHDUAEHLNANBHOCTY

YTobbl CO34aTb HOBOE MPaBWIO KOHTPOAS JIMYHBIX [aHHbIX, HaXMuUTe
COOTBETCTBYIOLWYI KHOMKY BnokupoBaTb Kilo4yeBOoe CNOBO U Clepynte
WHCTPYKLMAM MacTepa KOHpUrypaumm.Hasuraums no Mactepy ocCyLLecTBJISeTCs
C nomoLblo KHonok flanee 1 Hasap.[Jns Beixo4a U3 Mactepa Haxxmmte OTMeHa.

1. OKHO NpMBeTCTBUSA
2. YcTaHOBKa TUNa NpaBsusa U BaHHbIX
Bam Heob6X0AMMO HAaCTPOUTL CefyoLiMe napamMeTpbl:
@ WIMsa npaBuna — BBeJMTE UM NpaBUia B Nosie Ans pefaKkTpPoBaHus.

® Tvn npaBuna — BbibepuTe TN NpasBuaa (agpec, UM, KpeauTHasa KapTa,
PIN-kog n T. o.).

@ [laHHble NpaBuna — BBeANTE [JaHHbIE, KOTOPbIE Bbl XOTUTE 3aLLUUTUTb, B 3TO
none Ans peAakTUpPOBaHWA.K npuMmepy, ecan Bbl XOTUTE 3alLUTUTL HOMEp
Ballleil KpeINTHOW KapThbl, BBEAMTE €ro NoJIHOCThIO UM HYaCTUYHO 34eCh.

BaxxHo

Ecnn Bbl BBeEeTe MeHee Tpex CMMBOJIOB, BaM ByLeT NpeasoXeHo YTOYHNUTb
[laHHble. PeKOoMeHyeTCs BBOAUTb MUHUMYM TPU CUMBOMA, 4TOObI n3bexaTb
ownbo4HOro 6,10KMpoBaHNs CO0bLLEHN N BED-CTPaHNLL.

Bce BBeLleHHble BaMUW AaHHbIE WNGPYTCA. ONns 4ONoNHUTEeNbHON 6e30MacHOCTM
He BBOJMTE MOJHOCTbIO laHHbIE, KOTOPbIE Bbl XOTUTE 3aLUUTUTD.

3. Bbibop napaMeTpoB CKaHUPOBaHUSA
Beibepute Tvn Tpaduka, KoTopbin ByaeT npoepaTbea BitDefender.

@ NMpoBepatb Beb-Tpacduk (HTTP-Tpacuk) — ckaHupyeT HTTP-Tpadmk
(Beb-Tpadvk) 1 610KMPYET UCXOASLLME JaHHbIE B COOTBETCTBIM C NPaBUIaMu.

@ NMpoBepka Tpadwmka >3n. noutel (SMTP-Tpacdhmka) — nposepseT
SMTP-Tpadmk (NOYTOBLIA TpadmK) 1 6NOKMPYET UCXOAALINE SNEKTPOHHbIE
coobLLeHNd, cofeprKallme aaHHble npasua.

@ NMpoeepka IM-Tpachuka — CKaHUPYeT TpahMK MIHOBEHHbIX COOBLLEHNI 1
6noKMpyeT ncxoasume coobLleHns B COOTBETCTBUM C MpaBUIaMu.

Bbl MOXXETe NPUMEHSATL MPaB/IO0 TONILKO B C/Iy4ae, eC/IN COBMaeHne NponsonaeT
Mo BCeM CJI0BaM WM €C/IN COBMafeHre NPovu3onAeT Mo HaxoXAeHWIO NCKOMOIA
CTPOKU.
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4. OnuLwInTe NpaBuo

BBeauTe KpaTkoe onvcaHWe rMpaBuia B Mojie PeaakTUpoBaHMsa.Tak Kak
3a0/10KMpOBaHHbIE AaHHblE (CYMBOJIbHBIE CTPOKM) He oTobparkatTcs B BUAE
MPOCTOro TEKCTa NPy JOCTYNE K NPaBuly, onyucaHne 40/KHO NMOMOYb BaM JIErKo
NOEeHTNHULUPOBATD NX.

HaxxmuTe 3aBepunTtb.llpasuio byaet otobpaxxaTbcs B Tabnuue.

C 3Toro MoMeHTa /itobble NOMNbITKY OTNPABUTL YKa3aHHble aHHbIE (M0 3/1eKTPOHHON
noyTe, Yyepes cnyxby MrHOBEHHbIX COOBLEHN UK Yepe3 Beb-cTpaHuuy) byayT
6nokumpoBaTbCa. Mpy 3ToM ByaeT BEIBOAMTLCSA OMOBELLLEHME 0 TOM, 4To BitDefender
3a610KMpOBaN OTNPABKY JANYHBIX AAHHbIX.

19.1.5. KoHTposb cy>Kbbl MTHOBEHHbIX co0bLweHnn (IM)

KoHTponb cny>K6bbl MrHOBEHHbIX coobuieHunin (IM) no3sonseT ykasaTb, C KEM U3
IM-KOHTaKTOB MOryT 6ecefoBaTh BaliK AETW.

9 3ameyaHue
U KOHTPO/Ib CNy>KObl MIHOBEHHbIX COOOLLEHWNIN AOCTYNEH TONbKO AAS MPUIOXKEHWN
Yahoo Messenger n Windows Live (MSN) Messenger.

HacTponka IM-KOHTpOA1a 0N OTAESbHbIX M0Jb30BaTENbCKNX YHETHbIX 3anuncei:

1. OTKpoTe OKHO HaCTPOeK poAMTesbCKoro KoHTposs BitDefender pns sTomn
YHYeTHOW 3anuncy rnosib3oBaTess.

2. Haxxmute OB6MeH coobLeHusaMu.

3. [ng BK/OYEHUS (YHKLWU KOHTPOS MIHOBEHHbIX COOBLLEHWIA YyCTaHOBUTE
COOTBETCTBYIOLLMIA (D1AXKOK.

4. BbibepnTe npeanoynTaemMbin MeTos GuabTpauuy 1 B 3aBUCMOCTM OT Bbibopa
co3janTe COOTBETCTBYOLME NpaBua.

[ ] Pa3pe|.uvm> obMeH MrHOBEeHHbIMU COOOLL,EHUAMM CO BCEMU KOHTaKTaMMu,
KpoMe nepe4vyucsieHHbiX B CMUCKe

B 3ToM cnyvyae HeobxoAMMO yKasaTb WAEHTUPUKATOPbI MIrHOBEHHBIX
coobuieHnin, koTopble Heobxogmmo 3abnokupoBaTb (OAM, C KOTOPbIMU
3anpeLyeHo obLaTbCs BaWnM AETAM).

[ ] 3a6n0KuposaTb 0oOMeH MrHOBEHHbIMM COOOLLEeHUAMM CO BCeMMu
KOHTaKTaMH, 3a UCKJIIOYEeHUEM KOHTAKTOB B CrIUCKe

B 3Ttom cnyvyae HeobxoAMMO yKasaTb WAEHTUPUKATOPbI MIrHOBEHHbIX
COOOLLEHNI, C KOTOPLIMY LeTAM ABHbIM 06pa3oM pa3pelleHo 06MeHMBaThCS
cooblieHnamm.Hanpumep, MOXHO  pa3pewnTtb 0bMeH  MrHOBEHHbLIMM
COOOLLEHNAMM C YNIEHAMMN CEMbU, APY3bSMU W3 LUKOJbI WU COCEAAMU.
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BTopoii napaMeTp pekoMeHayeTcs BbibpaTh, e Ball pebeHok elle He AoCTur
BO3pacTa 14 ner.

Co3fnaHue npaBuf KOHTPOJIA CNyX0bl MFHOBEHHbIX coobuieHni (IM)

Y1obbl paspewnTb uanm 3abnoknpoBaTb 0OMeH COOBLWEHUAMU C KOHTAKTOM,
BbIMOJIHUTE CleaytoLine AeincTBuS:

1. HaxxmnTe BnokupoBaTb UAEHTU(UKATOP MIHOBEHHbIX COOOLLEeHUH 1w
PaspeluuTb MAEHTU(DUKATOP MIHOBEHHbIX COOBLLLEHMIA.

2. BeBeouTe agpec 31eKTPOHHOM NOYThl K MMSA NoJib30BaTeNs IM KoHTaKTa B nose
3. noyta unum IM ID:.

3. BoibepuTte IM-nporpamMmy, C KOTOPOW aCCOLLMMPOBAH KOHTAKT.

4. BolbepnTe »Kenaemoe AENCTBME AAS 3TOr0 npasuna — PaspewuTtb uau
bnokuposaTb

5. HaxxmuTe 3aBepLUnUTb, HT0ObI [06aBUTL NPaBUIIO.

YnpaBneHue npaBunamMu KOHTPOAS Cny6bl MrHOBEHHbIX cO0bLLeHW (IM)
HaCTpOGHHbIe npasuia |M-KOHTpOJ'IF| npunBeaneHLI B Ta6n|/|ue B HUXKHEN YaCcTW OKHa.
Y1068l yYAOannTb NpaBuno, BblAEINTE €ro N HaXxMnuTe yAaIIMTI:.

YT106bI MI3MEHNTbL NPaBKAO, BbIbEPUTE €ro U HaXxxMuTe PegakTUpoBaTh UM ABaXAbI
LWEeNKHNTE Ha HeM Mbllblo.BHecMTe HeobxoAuMble W3MEHEeHUs B  OKHe
KOHUrypauuu.

19.2. KOHTpO/Ib AETCKON aKTUBHOCTH

BitDefender nomoraeTt Bam O0TC/I€XMBaTb, YTO BalLK AETW AENAlOT Ha KOMMbIOTEpE,
[ake Korfa Bbl yxoauTe.

Ecnmn BktoYeHa (hyHKLMUS POANTENbCKOrO KOHTPOJS, XKYPHan akTUBHOCTY LeTeln
BELEeTCA Mo yMon4aHuio. Takum 06pa3omM, Bbl B Jl0OOM MOMEHT CMOXXETe Y3HaTb,
Kakne VMeHHO Beb-CaiiThl MoceLlann OeTu, Kakue MpuaoXeHUs UCnosb30Basm,
Kakue fencTus b1 3ab610KNPOBaHbI POAUTENIbCKAM KOHTPOIEM U M.

Tak>)xe MOXXHO HacTpouTb BitDefender nns oTnpaBky yBe4OMIEHWI MO 3N1EKTPOHHON
noyTe nNpu 610KNPOBKE KaKMX-Nnbo OeNCTBUIA PYHKLMNEN POAUTENIbCKOr0 KOHTPOS.

19.2.1. MNMpoBepKa XypHasIOB POAUTENILCKOrO KOHTPONA

YT1006bI npoBepuTb, YEM 3aHUMaINCb OETU Ha KOMMNbIOTEPE, MOXKHO MPOCMOTPETH
XKYpPHaJibl POAUTESIbCKOr0 KOHTPOAA.BbimoHUTe cnegytoLlne LencTBms:

1. OTkpownTe BitDefender.
2. MNepenanTte no ccolyike MpocMOTPETb XXYPHabI B TPABOM HUXKHEM YTy OKHa.
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3. BbibepuTe PoauTenbCKUil KOHTPOJIb B MEHIO C JIEBOW CTOPOHbI.

o 3amevaHune
U 3TV XKypHabl TaKXXe MOXXHO OTKPbITb B OKHE "POAUTENbCKUA KOHTPOAL". INs 3TOro
HY>XHO Bbl6paTb KoMaHAy MpocMoTpeTb XXypHabl.

Ecav Bawm petu ucnonib3yloT OTAENbHbIN KOMMbIOTEP, MOXXHO HaCTPOUTb
LoMaluHio ceTb BitDefender ons noctyna K XXypHanam poanTebCKOro KOHTPONS
U3 yAaNeHHOro pacnonoXxeHus (C Bawero KommbioTepa).[nsa nonyyeHus
LOMONHUTENBHON NH(popMauun nepengute K «JomaluHsas ceTb» (p. 215).

B )XypHanax dyHKLWIA poAMTENbCKOrO KOHTPOIS 0TOBpaXKeHb! NopobHbIe CBeIeHNS
060 Bcex [eNCTBMSX AeTel Ha KomnbioTepe M B WHTepHeTe.UMHdopmaLms
pacrnpeaeneHa rno HeCKObKUM BK/IaKaM:

O6wmue
MpepocTaBnseT obline CBeAeHUs O MOCNedHUX OeNCTBMAX OeTel (4acTo
nocewiaemMble Be6-CalTbl M YaCTO MCMOJIb3YEMbIE NMPUIIOXKEHMS).

,D,OCTyFIHa cpvlanpauvm OaHHbIX MO NoJib3oBaTeNaM 1 Mo nepmnogam.

XypHan npunoxxeHus
Mo3BosIA€T MPOCMOTPETb CMUCOK MOCAELHUX WCMOJIb30BaHHbIX LeTbMU
NPUIOXKEHUN.

[BaxAabl WESKHUTE CobbITUSA B CNIMCKE, YTOBbI MPOCMOTPeTL Bosiee NoapobHyto
UHHOPMaLMIO.YTOObI YOaINTb 3aMUCh U3 XKYPHANIa, 4BaXK bl LLENKHUTE Ha Hel
1 BbibepuTe Y panuTh.

XypHan
Mo3BoNSET NPOCMOTPETh NOCNEAHNE MOCELLEHHbIE LeTbMU BEB-CalThI.

,D,OCTyFIHa cpvlanpauvm OaHHbIX MO NoJib3oBaTeNnsaM 1 Nno nepmnogam.

Opyrue cobbiTus
MpepocTaBaseT noapobHble cBeaeHNs 06 aKTUBHOCTY (hYHKLUW POANTENBCKOrO
KOHTPOJIS (HanpuMmep, BPeMS BKJIOYEHUS UM BbIK/OYEHWS POLUTENbCKOro
KOHTPOAS, 610KMpPOBKa COBbITUIA 1 T. 4.).

[Bax bl WeSKHUTE cobbITUSA B CNIMCKE, 4TOBLI MPOCMOTPeTL Bosiee NoapobHyto
UHHOPMaLMIO.YTOObI YOaINTb 3aMUCh U3 XKYPHAIa, 4BaXK bl LLENKHUTE Ha Hel
1 BbibepuTe Y panuTh.

19.2.2. HacTponka yBeOMJEHUI MO 3JIEKTPOHHOM MNoYTe

MosnyyeHne yBeAOMJIEHWA MO INEKTPOHHOM MoyTe npu GJI0KNPOBKE AEACTBUS
POAUTENLCKAM KOHTPOSIEM:

1. OTkpownTe BitDefender.
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2. MNepenagunTe B pasfien HaCTPOEK POAUTENLCKOMO KOHTPOJIS. 151 3TOro BbINOJHUTE
cnenyowme AencTeust (B 3aBUCMMOCTU OT pPeXuMa MoJib30BaTEIbCKOrO0
NHTepdenca):

NHTepdenc "OnbITHBIN Nonb30BaTeb"
Mepengnte Ha BKNaaky BesonacHocTb 1 BbibepuTe PopuTenbCKum
KOHTPOJb B 061aCTU 6bICTPLIX 3ala4 B JIEBOW 4aCTW OKHa.

WHTepdenc "dkcnept"
BribepuTe PoauTenbCKUM KOHTPOJIb B MEHIO C JIEBOW CTOPOHBI.

@

3ameyvyaHune

B uHTepderice "OcHoBHOR" nan "ONbITHBIN NOMb30BaTE/b" MOXHO CO3AaThb APJIbIK
0019 [0CTyNa K 3TUM HacTponkaM HenocpencTBEHHO 13 NaHenu ynpasneHns. Ans
nosly4eHns LOMOSHUTENbHOWN UH(OPMaLmMn nepengute K «Mou MHCTPYMEHTbI»
(p. 37).

3. B pa3pgene "HacTpoiikn" BbibepuTe OTNpaBUTb MHE OTYEeT 06 aKTMBHOCTHM NO
3/1IeKTPOHHOM nouTe.

4. MNosBMTCA NoAckaska 0 HeobxoAMMOCTM 3afaTb HaCTpOI7|KI/I yHETHOI7I 3anncum
BalLew 3J'IeKTpOHHOI7I noyTel. Haxxmute Aia, 4TobbI OTKPbITb OKHO HAaCTpPOEK.

9 3ame4yaHune
U Bbl MOXeTe OTKpbliTb OKHO HaCTPOWKKM no3fHee, HaxaB HacTponkwu
yBeAOMJIEHUHA.

5. BBeanTe agpec 3/eKTPOHHOM MOYTbl, Ha KOTOpbIM OyayT OTMpaBAATbLCA
yBeLOMJIeHUS.

6. HacTpoiiTe napaMeTpbl 31€KTPOHHO MOYTHI A5 CepBepa, UCMOJb3yeMoro s
OTMNpPaBKW yBELOMJIEHUI MO 371eKTPOHHON MoyTe.

L5 yCTaHOBKM HACTPOEK 3IEKTPOHHOI MOYTbI AOCTYMHbLI TPU NapaMeTpa:

Wcnonb3oBaTh TeKyLiMe HAaCTPOMKM NOYTOBOrO KJIMEHTA
B cnyyae ecnm BitDefender ynaetcs umnopTupoBaTb HaCTPOMKMW NMOYTOBOr0O
cepBepa M3 NOYTOBOr0 KIMEHTA, 3TOT NapaMeTp BbibMpaeTca No yMoa4aHuio.

HaxmuTe TecT HacTpoek, 4Tobbl MpoBepuTb HacTpoWku. Ecnm Bo Bpems
NpoBEepKM BO3HWKAIOT HEMonagku, Bam OyayT npeasoxeHbl Mepbl Mo UX
yCTpaHeHuto.

Bbibepute oaMH U3 N3BECTHbIX CEPBEPOB
BbibepuTe 3TOT NapameTp, €C/IN Balla Y4YeTHas 3amnncb 3JeKTPOHHON MoYThl
NCMoNb3yeT OAHY 13 Be6-CIy)KO 371eKTPOHHOI MOYTbI, MEPEUNCIEHHbIX B CMUCKE.
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HaxxmnTe TecT HacTpoek, 4ToObl MPOBEPUTbL HACTPoOMKM. ECnu Bo Bpems
MPOBEPKN BO3HMKAKT Herosafku, BaMm OyayT MpeasiokeHbl Mepbl Mo UX
yCTpaHeHuo.

fl Xo4y caMOCTOSITe/IbHO HAaCTPOUTbL NapaMeTpbl cepBepa
Ecnn HacTpoOWKM NOYTOBOro CepBepa U3BECTHbI, BbibepnTe 3TOT NapameTp u
yCTaHOBUTE HAaCTPONKMN:

® Ucxopawmu SMTP-cepBep — BBeauTe afpec MOYTOBOIO CepBEPa],
MCMoJSib3yeMoro ANf 0TNPaBKM COOBLLEHN.

@ Ecnn cepeep FTP ncnonb3yeT Opyrov nopT, Hexenu 25, BBeanTe ero B
COOTBETCTBYIOLLEE NoJe.

@ Ecnn cepBep TpebyeT ayTeHTudukaumio, Bbibepute Mo SMTP-cepBep
TpebyeT ayTeHTUdUKALMIO, OTMETbTE (HJIAXKOK W BBEAUTE BalUM UMSA
noJib30BaTesia 1 MapoJib B COOTBETCTBYIOLLME MONS.

HaxxmuTe TecT HacTpoek, 4Tobbl MpoBepuTb HacTPoWKW. Ecnm BO Bpems
NpoOBEPKM BO3HWKAIOT HEMosnagku, Bam OyayT npeasoXeHbl Mepbl Mo UX
yCTpPaHeHWIo.

Haxxmute OK, 4T0bbl COXPaHUTbL N3MEHEHNS, N 3aKPOMNTE OKHO.

19.3. YoaneHHbIn poanTeNbCKUA KOHTPOb

C noMOLLbI0 hYHKLNN yAaNEHHOr0 POANTENILCKON0 KOHTPOIA MOXKHO OTCNEXUBATb
LEeNCTBNA feTel N U3MEHSATb HAaCTPONKIN POANTESIbCKOr0 KOHTPOIS, AaXKe Haxo4sCh
BLa/IM OT AoMa.[ns sToro noTpebyeTcs ToNbKO KOMMbIOTEP C AOCTYNoM B IHTepHeT
1 Beb-6bpaysep.

OYHKLUNA yAaNeHHOr0 POANTESIbCKOr0 KOHTPOIA NMO3BOJISEeT TaKTUYHO U HE3aMeTHO
NpoBepuUTb, YeM 3aHUMatoTCa AeTn B IHTepHeTe.

19.3.1. O6s13aTenbHble TpeboBaHUS ANS UCNOJIb30BaHNA Y AaNEHHOIO
POAUTESIbCKOr0 KOHTPOA

0ns Mcnonb3oBaHNs yHKLMN yAANEHHOT0 POAUTENBCKOrO KOHTPOIS HeobX0aAMMmo
cobniogeHmne cnepytowmx obsa3aTenbHbIX TpeboBaHM:

1. Ha KoMnbloTepe feTen pekoMeHayeTcs ycTaHoBUTh BitDefender Internet Security
2011 nnm BitDefender Total Security 2011.

2. AKTBaLMs NpoayKTa C MOMOLLbIO y4eTHou 3anucu BitDefender.
3. BKnoYeHne yaaneHHoro poanTesibCKOro KOHTPOIS.

4. KomnbtoTep, C KOTOPOro OCYLIEeCTBASETCA AOCTYN K (YHKUMW YyAaneHHOro
POANTENLCKOIrO KOHTPOIS, A0JIKEH ObiTb MNOAKOYEH K HTepHeTy.
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19.3.2. BkntoyeHne yganeHHoro poamTesibCKoro KOHTPOJIs
BksitoyeHune yAanleHHOro poanTesIbCKOro KOHTPOIA:

1. BbINo/HUTE BXO[ B CUCTEMY, rie ycTaHoBeH BitDefender, ncnonb3sys yyeTHyto
3anncb aaMUHNUCTPaTOPa.MOXXHO UCMO/b30BaTh Ty XKe YYETHYIO 3aMuch, KOTOPYIo
Bbl CMOJIb30BAIA NPY YCTAaHOBKE MPOAYKTa.

2. OTkponTe BitDefender.

3. MNepenguTe B pasfesn HaCTPOEK POANTESIbCKOr0 KOHTPOASA. /19 3TOro BbIMOJHUTE
cnepywuine ,D,eI7ICTBVIﬂ (B 3aBUCUMOCTK OT peXxunMa MnoJib30BaTESIbCKOro
NHTepdenca):

NHTepdenc "OnbITHLIN Nob30BaTeb"
Mepengnte Ha BkIaaky BesonacHocTb 1 BbibepuTe PopuTenbCKum
KOHTPOJb B 061aCTU BbICTPbIX 3a1a4 B JIEBOM 4aCTU OKHa.

NHTepdenc "Ikcnept"
BbibepnTe PoAUTENIbCKMA KOHTPOJIb B MEHIO C JIEBOI CTOPOHbI.

@

3ameyvyaHune

B nHTepdeiice "OcHoBHOM" nam "OMbITHLIN NO/Ib30BaTE " MOXHO CO3AaTh APJIbIK
N9 0CTyNa K 3TUM HaCTpPoMKaM HenocpeaCcTBEHHO 13 MaHenn ynpasneHuns.Ans
MoJIyYeHNs OOMOJIHUTENbHON NH(OPMaUMK nepenante K «Mou MHCTPYMEHTbI»
(p. 37).

4. ns  BKJIOYEHWUS  YLaNEHHOr0 POAWTENIbCKOrO  KOHTPOAS  YCTaHOBUTE
COOTBETCTBYOLMA hNaXKOK.YHKUNS YAANEHHOT0 POAUTENLCKOr0 KOHTPOS
OyneT BKIOYEHA A5 BCEX MOJIb30BAaTEbCKUX YYETHbIX JaHHbIX, CO3AaHHbIX B
cucTeme.

19.3.3. [locTyn K (hyHKLUM yOaleHHOro POANTENIbCKOr0 KOHTPONA

JocTyn K hyHKLMN yAaIeHHOro POAUTENbCKOr0 KOHTPOIS MOXHO OCYLLECTBUTb
13 yvyeTHom 3anucu BitDefender.

1. Ha komnbtoTepe, MOAK/YEHHOM K WHTepHeTy, oTKpoiTe Beb-Gpaysep u
nepeianTe Mo cnefyowemy agpecy:

http://myaccount.bitdefender.com

2. BeinosHMTe BXOL B CBOK Yy4eTHyt 3anucb BitDefender, ncnonb3sya csoe nmsa
noJib30BaTesid U Naposib.

3. MNepengnte Ha BKNaLKy PoauTenbCKMW KOHTPOAbL 4718 OOCTyMNa K naHenm
ynpaBsieHus Moayns yaaneHHoro poAnTEIbCKOr0 KOHTPONS.

4. MoXXHO MPOCMOTPETb BCe Y4YeTHble 3anucu nonb3oBaTenen, Aas KOTOpPbIX
BKJIl0YEHa (PYHKLUMSA yOaNeHHOro POANTENIbCKOro KOHTPOIS.
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YTob6bl MpoBepuTb, Kakme OencTBua Oblin 3abN0KMPOBaHbI A8 KOHKPETHOW
Y4€THOW 3anncy NoJsib30BaTeNs C MOMEHTa Ballero NocaegHero Bxoaa B CUCTEMY,
nepenanTe no CChbiJIKE K CMUCKY CYLLECTBYIOLLMX OMOBELLEHNI.

[ns npocMoTpa CBeileHN 0 HeJaBHen akTUBHOCTMW feTel nepenanTe no CCblike
HepaBHAS aKTMBHOCTDb [J19 COOTBETCTBYIOLLEN YYETHOM 3anncu.

YT106bI MI3MEHWUTbL HACTPOVKM POANTENLCKOr0 KOHTPOIA 4151 KOHKPETHON Yy4ETHOM
3anucy nosb3oBaTens, nepenaute no ccolike HacTPOMKM COOTBETCTBYHOLEN
Yy4eTHOW 3anucu.

19.3.4. YopaneHHoe O0TC/eXMBaHNE aKTUBHOCTW AeTen

Ons yLaneHHoro oTCieXXMBaHNs akTUBHOCTU leTel Ha KoMMbloTepe U B IHTepHeTe
HeobX0AMMO NpefBapUTENbHO BK/KYUTbL Ha KOMMblOTepe AeTel (hyHKUUIO
YIOANIEHHOr0  POAMUTENbCKOrO  KOHTPOAS.[ns  Mofy4YeHus  AOMOSHUTESbHON
UHopMaLUn NepensnTe K «BKYeHe yaaneHHOro poANTENbLCKOro KOHTPOIS»
(p. 126).

YT106bl YAANEHHO NPOBEPUTL, YEM 3aHNMAIOTCA AETU 33 KOMMbIOTEPOM:

1. Ha komnbloTepe, MOAK/IOYEHHOM K WHTepHeTy, oTkponTe Beb-Opaysep u
nepenauTe No ClnepyioLleMy agpecy:
http://myaccount.bitdefender.com

2. BoinosiHMTe BXOL B CBOK Y4eTHyt 3anucb BitDefender, ncnonb3sya csoe nms
noJib30BaTesis U NapoJsib.

3. MNepenanTe Ha BKIaAKy PooMTeNbCKMIA KOHTPONb A/s AOCTYyNa K naHenu
yrnpas/ieHns Moay s yAaseHHOr0 POANTEbCKOro KOHTPOIS.

4. Y1obbl NPOBEpPUTb, Kakne OencTBusA Obiin 3abNoKMpPOBaHbl NS KOHKPETHOM
YYeTHOI 3anuncu nosib3oBaTessi C MOMEHTa Ballero Nocae4Hero BXxofa B CUCTEMY,
nepenauTe no CChiske K CIUCKY CYLWECTBYIOLWMX ONOBELEHNA. s npocMoTpa
CBEEHU 0 HefjaBHEN aKTUBHOCTW LeTel nepenauTe no ccolike HepaBHAA
AKTUBHOCTb [1J1 COOTBETCTBYIOLLEN YYETHOW 3anuncu.

Ha cTpaHuue "OnoBeLLeHna" MOXXHO MPOCMOTPETb CMMCOK BEG-CaiTOB, MPUIOXKEHNIA
WJIN KOHTaKTOB B CJy>K6ax MrHOBEHHbIX COOBLLIEHWIA, KOTOPbIE OblIN 33610KMPOBaHBI
C MOMEHTa NOC/AeAHEro NnoceLleHns.

Ha cTpaHuLe HeflaBHeN aKTUBHOCTU NpuBeAeHbl NoAPobHble CBeAeHNS 0 HeaBHEN
AKTUBHOCTW LEeTEeNn:

@ KOoTOpble ABAAOTCS Haubonee NONyAsipHbIMM U 4acTo GNOKUpPyeMbIMU
Beb-caTamu.

@ KOTOpble  SABNAKOTCA Hanbonee nonynapHbiIMn 1 4acTto 6J'IOKVIpyeMbIMVI
NPUNOXXEHNAMN.
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@ KOTOpble ABASAIOTCA Haubonee 4acTo GNOKMPYEMBIMM KOHTAKTaMM U3 Cay6bl
MFHOBEHHbIX CO06LLIEHUI C HanboNbWNM YucoM obpalleHni.

Monb30oBaTeNM MOTYT CaMOCTOATENbHO 3a6710KMPOBaTh BEO-CANT, MPUOXKEHNE NN
NAEHTUGMKATOP CNYKObl MTHOBEHHbLIX COOOLLEHWIA, HAaXKaB Ha COOTBETCTBYIOLLYIO
CCbIKy 3abn0KkupoBaTh.

YT106bl CHATb OrpaHNYEHUS, HAXXMUTE Ha COOTBETCTBYIOLLYIO CCbIIKY PaspeLwuunTs.

19.3.5. YpaneHHoe n3MeHeHne HaCTpoeK POANTESIbCKOr0 KOHTPOJIS

0N ynaneHHoro n3MeHeHus HaCTPOEK POAMUTENIbCKOrO KOHTPOS, 3aaHHbIX LS
YYETHbIX 3anucei fieTeit, He0bX0AMMO aKTUBMPOBATL Ha UX KOMMbOTEPE PYHKLIMIO
YOANIEHHOr0  POAMUTENIbCKOrO  KOHTPOAS.[ns  Mnofy4YeHus  AOMOSHUTESbHON
UHopMaLUn NepensnTe K «BKIYeHe yAaNneHHOro poANTENbLCKOro KOHTPOIS»
(p. 126).

YOaneHHoe 3MeHeHne HaCTPOeK POAUTENIbCKOrO KOHTPOJISA:

1. Ha komnbloTepe, MoOAK/OYEHHOM K WHTepHeTy, oTKpoiTe Beb-6paysep u
nepenanTe no cneaylollemMy agpecy:

http://myaccount.bitdefender.com

2. BoinosiHMTe BXOL B CBOK Y4eTHyt 3anucb BitDefender, ncnonb3sya csoe nms
noJib30BaTesid U NapoJsib.

3. MNepenanTe Ha BKIaAKy PooMTeNbCKMIA KOHTPOJb AJis A0CTYyNa K naHenu
yrpassieHns Moay s yaaseHHOr0 POANTEbCKOr0 KOHTPOIS.

4. MOXXHO MPOCMOTPETb BCE YYEeTHbIe 3amnucy Mosib3oBaTeneid, Als KOTOopbIX
BKJIlOYEHA (PYHKLMS YAAJEHHOr0 POAUTENbCKOrO KOHTPOJIA.YTObLI N3MEHNUTL
HaCTPOWKN POAUTENLCKOrO KOHTPOAA [/ KOHKPETHOM YYeTHOM 3anucu
nosib30BaTessl, nepeanTe no cchisike HacTPOWKM COOTBETCTBYIOLLEN YHETHO
3anmcu.

Ha cTpaHuue "HacTpoiku" oTobpakeHbl CnUCKU Be6-CaTOB, MPUIOXKEHUA W©
NAEHTU(NKATOPOB  MIHOBEHHbIX COOOLIEHWIA, KOTOpble SBHbIM  06pa3om
3a610KMPOBaHbI POANTENLCKUM KOHTPOMEM.YTOObI CHATb OrPaHUYeHNs, HAXKMUTE
Ha COOTBETCTBYHOLLYO CChIJIKY Pa3pelumTb.

CBeflleHns 0 HaCTPOMKE OrpaHNYeHnid CM. B CJ1eyoLnxX pasgenax:

«OrpaHnyeHune goctyna B IHTepHeT no BpemeHmn» (p. 129)
«bnokmpoBaHue Beb-cantos» (p. 129)

«BNOKMPOBKa NpuaoXeHun» (p. 129)

«bnokmpoBaHue IM-koHTakTOB» (p. 130)
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Orpan-leHVle 0oCTyna B |/|HTepHeT Nno BPEMEHM

BbibepnTe B MeHIo napameTp, YTobbl 3a/1aTh BPEMS, KOTla AeTAM pa3peLLeH oCTyn
B NHTepHeT.OrpaHuyeHne 1ocTyna B IHTEPHET B 3afaHHble Nepuobl:

1.
2.

BribepuTe Co3paTbh pacnucaHue goctyna B UHTepHer.

3afaiiTe B CeTKe Nepuofbl, B Te4eHMe KOTOpbIX AOCTyn B WHTepHeT byner
3a6710KMPOBaH.MOXKHO LLLENYKOM MbILUN OTMETUTL OTAE/bHbIE KNETKN AN HaXaTb
Ha KNeTKYy ¥ nepeTawunTb, 4Tobbl 3aaTb Bonee AnUTENbHbLIA Nepunod.4Tobsl
nepenTn K HOBOMY BbIbopy, HaxkmMuTe 3abnokupoBaTtb Bce 1y PaspewnTtb
BCe.

. Boibepute MoaTBepANTL U3MeHeHMA. [JaHHble n3MeHeHus ByayT HacTpoeHbl

N MpUMeHeHbl AN KOMMbloTepa Bawwero pebeHka mnocne chepytowen
CMHXPOHM3aLuK ¢ Beb-caiToOM yAaneHHOro poaANTEeNbCKOro KOHTPOAS (Makc. B
TeyeHne 10 MuH.).

BnokupoBaHve Beb-caiiToB

bnokunpoBka Beb-canTa:

1.
2.

HaxxmMuTe 3abnokupoBaTb gpyrow Be6-cauT.

Beeaute appec Beb-calTa B COOTBETCTBylowee nosne. Ecan TpebyeTcs
3abnokupoBaTh 0AMH M3 Hambosiee YacTo MocellaemMblx Be6-CaliToB, MPOCTO
BbIbepnTE €ro n3 MeHio.

. Haxmnte  3abnokupoBatb.Be6-cant OyneTr  pobaBneH B CMWCOK

3a6/10KPOBaHHbIX BeH-cainToB. [laHHOE NpaBmsio ByAeT HAaCTPOEHO M MPUMEHEHO
s KOMMbloTepa Balwero pebeHka nocfie creaytoweid CUHXPOHM3aUmMn C
Beb-caliToM y/a/neHHOro POANTENIbCKOro KOHTPOIS (MaKC. B TeyeHne 10 MUH.).

Ecnv Bbl Nepefymanu, HaXXMUTE Ha COOTBETCTBYIOLLYIO CCbIIKY PaspewuuTs.

BnoKnpoBKa NpuaoXeHun

BJ'IOKI/IpOBaHI/Ie NPUNOXXEHNA:

1.
2.

HaxmnTe 3abnokupoBaTh Apyroe Nnpuso>KeHue.

3 cnucka 4acTo MCMob3yeMbIX MPUI0XEHNI BoIBEPUTE MPUIOXKEHNE, KOTOPOE
byneT 3ab6710KMpoOBaHO.

. Haxxmnte 3abnokupoBatb.llpunoxeHne 6yner pnobaBneHo B CMMUCOK

3a0710KMPOBAHHBIX MPUI0XKEHWIA. [JaHHOe NpaBusio By 1eT HaCTPOEHO 1 MPUMEHEHO
INs KOMMbloTepa Ballero pebeHka nocne caeaywowen CUHXPOHM3AUUN C
Be6-CaliTOM ylafIeHHOr0 POUTENIbCKOr0 KOHTPOJIS (MaKc. B TedeHue 10 MuH.).

Ecnn Bbl NepeayManu, HaXKMUTE Ha COOTBETCTBYHOLLYIO CChbiIKY PaspeLuuTs.
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bnoknposaHue IM-KOHTaKTOB
EJ'IOKVIpOBKa obmMeHa MrHOBEHHbIMY COOBLWEHNSMM C 3a4aHHBIMU KOHTAKTaMMu:
1. HaxxmuTe 3abNn0KMpOBaTh APYroM KOHTAKT.

2. BBeauTe naeHTuduKaTop MrHOBEHHbLIX COOBLLEHNIN B COOTBETCTBYHOLLEE MOJIE.
Ecnn TpebyeTcs 3ab610KMpoBaTh 0AUH 13 Hanbonee ak TUBHbLIX MAEHTU(NKATOPOB
MIHOBEHHbIX CO0DOLLEHWIA, BbIBEPUTE €0 B MEHIO.

3. HaxmuTe 3abnokuposaThb.iaeHTUDUKATOP CIY>KObl MTHOBEHHbIX COOBLLEHN
OyneT pobaBneH B CNUCOK 3abiOKMPOBAaHHbLIX UAEHTU(MUKATOPOB CyX6bl
MIHOBEHHbIX CoobLeHwit. laHHoe NpaBuo ByaeT HAaCTPOEHO U MPUMEHEHO A5
KOMMblOTEpa Ballero pebeHka nocsie ciefyoLein CUHXPoHM3aLmM ¢ Be6-caliToM
YAaNEHHOT0 POAUTENLCKOTO KOHTPOS (MaKc. B TedeHne 10 MuH.).

Ecnv Bbl NepefymManu, HaXXMUTE Ha COOTBETCTBYIOLLYIO CChbIIKY PaspewuuTs.
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20. KOHTPOJIb JINYHbIX OAHHbIX

BitDefender KOHTPOANPYET MHOXXECTBO MNOTEHLMA/bHBIX "rOpsAYMX To4ek" B BalLen
cucTeme, rae MoryT AeNCTBOBATb MPOrPaMMbI-LLINNOHBI, U TakXXe npoBepseT fobble
M3MEHEeHWs B Ballen cucTeme u nporpamMHoM obecrnedveHnun. OH 3PhHeKTUBHO
6nokupyeT "TposHbI' U MpoYMe nporpammbl, YCTaHaB/VBaeMble Xakepamu,
NblTalOWMeCcs HapyLwWnTb KOHPUAEHUNaAbHOCTb Balleh MHhopMaLmMmn 1 BbICNaTb
Bally AMYHYIO WMHOPMaLMIO, HanpuMmep, HOMep KpPeAWTHOW KapTbl, C Ballero
KOMMblOTEPa XaKepy.

KOHTPOJIb IMYHBIX OAaHHbLIX BKJIOYaET Cnefylolmne KOMMOHEHTbI:

@ KOHTPOJb INYHBIX AaHHBIX — 3Ta MYHKLMS N03BOASET BJ0KMPOBaTL OTMNPABKY
JINYHBIX AAHHBIX C KOMMbloTepa 6e3 cornacus nosb3oBaTens. [aHHas hyHKUUS
CKAHUPYET 3/IEKTPOHHYIO MOYTY W MIFHOBEHHbIe COODLLEHMS, OTMNPaBNIEHHbIE C
KOMMbIOTEPA, 1 BCE OCTaJlbHble AaHHbIE, OTMPaB/sieMble Yepe3 BeO-CTpaHULLbI;
1 6nokmpyeT Ntobble CBeAeHNs, 3aLLMLLEHHbIE CO3LaHHbIMY NMPaBUIAMI KOHTPOJIS
JINYHBIX AaHHbIX.

@ KOHTpO/b peecTpa — CrpallnBaeT pa3peLleHns BCAKUIA pas, Koraa Kakas-nmbo
nporpaMma MbiTAaeTCs MeHATb 3aMNiCb B PEecTpe AJs 3arpy3ku npu 3anycke
CUCTEMBI.

@ KoHTposib cookie — 3anpalvBaeT pa3pelleHne BCAKWMIA pa3, Korga HOBbIN
Beb-calT NbiTaeTcsa 3anuncaTb (ann cookie.

@ KOHTPO/Ib CLieHap1eR — 3anpaLlnBaeT pa3peLlieHne BCAKUiA pas, Koraa Be6-canT
MbITAETC MHULMMPOBATbL BLIMOSIHEHNE CLEHAPUS WM APYroro akTUBHOIO
KOHTEeHTa.

Mo yMONYaHUIO BKJ/OYEHA TONbKO (YHKLUMA KOHTPOAS JINYHBIX AaHHbIX.BO
n3bexxaHme HeCaHKLMOHNPOBAHHOM OTNPaBKM KOH(MAEHLNAbHON MHGOPMaLMK
HeobX04VMO HaCTPOMTL COOTBETCTBYIOLLME MPaBUIa KOHTPOASA JIMYHBIX AaHHbIX.[ns
noJlydeHns LOMNOJIHUTENIbHON UH(OPMaLun nepenguTte K «HacTpovika KOHTPOJiA
JINYHBIX AaHHbIX» (p. 134).

OcCTanbHbIE KOMMOHEHTHI quHKLI,I/IVI KOHTPOJIA JINYHbIX OaHHbIX ABJAKOTCA
WUHTEPaKTMBHbIMU. EC/IM OHM BKJIOYEHbI, Ha 3KpaHe ByayT oTobpakaTbCA OKHa
OrMOBELLEHNI C 3aNPOCOM Ha pa3peLleHune Uiy 3anpeT KOHKPETHbIX 4eNCTBUIA MpK
OTKPbITUM HOBbIX BeB-CaiTOB UM YCTaHOBKE HOBbLIX Mporpamm. Mo 3Ton npuynHe
OaHHble KOMMOHEHTbI UCMOJIb3YIOTCA, KaK MpaBno, ONbITHbIMK NOJIb30BaTeNAMN.

20.1. HacTponKa ypOoBHS 3aLMThl

YDOBEHI: 3alNThI MO3BONIAET JIErkKo n y,[],O6H0 BKJ/IIO4ATb N OTKJ10O4aTb KOMMOHEHTHI
KOHTPOIA INYHbIX AaHHbIX.

HacTponka ypoBHS 3alnThl:
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1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BbibepuTe nHTepdenc AkcnepT.

2. MNepengnTe B pasnen KoOHTPoOsb NNUYHBIX AaHHbIX > COoCTOsIHME.
3. Y6enutechb B TOM, YTO BKJIOYEH KOHTPOJIb JINYHBIX AaHHbIX.
4. [ocTynHbl ABa NapaMeTpa:

@ YT0ObI YCTAHOBUTL >KeNlaeMblii YPOBEHb 3alMThl, nepeTawmTe 6eryHok B
Tpebyemoe nosnoxeHvie.Haxxmute Mo ymonyaHuio, YTobbl yCTaHOBUTL BeryHoK
B YPOBEHb MO YyMOJIYAHUIO.

Bocnosib3yiTech onncaHMeM crnpasa oT WKasbl, YTobbl BbIOPaTh TOT yPOBEHb
3alWMThl, KOTOPbIN ONTUMaJIbHO COOTBETCTBYET TpeboBaHMsAM K 6e3onacHoCTy.

@ Bbl MOXeTe HacTpouTb YpOBeHb 3aliuThl, Haxxas U3MeHUTb.B nossusLLemca
OKHE BblbepyTe 31eMeHTbI 3aLUUTbl, KOTOPbIE Bbl XOTUTE BKJKOUYNTb, U HAXXMUTE
OK.

20.2. KOHTPOJIb IMYHbIX LaHHbIX

20.2.

KOHTpOJ’Ib JINYHbIX OaHHbIX 3allMllaeT BaC OT KpaXXW OaHHbIX NPW NOAKIYEeHNN
K ceTu.

PaccMOTPUM MPOCTON NPUMEP: MoJIb30BaTeb CO34a NPaBUI0 KOHTPOS INYHBIX
DaHHbIX, KOTopoe obecneynBaeT 3allnMTy HOMepa KpeanTHOWM KapTbl.Ecin B Baww
KOMTbIOTEP KaKMM-TO 06pa3oM MPOHUKV LUMUOHCKME NPOrpaMMbl, OHU HE CMOTYT
BbINOMHUTL OTMNPaBKYy HOMepa KPeaWTHOW KapTbl MO 3JIEeKTPOHHOW MouTe,
NOCPEACTBOM CNY)KBG MrHOBEHHbIX COOBLLEeHMI UK Yepes Beb-cTpaHuubl. Kpome
TOro, IeTU He CMOryT BOCMOJIb30BaTLCSl HOMEPOM KPeANTHON KapThl A5 NMOKYMOK
B VIHTepHEeTE WM PaCKPbITb 3TOT HOMEP JIt0ASM, C KOTOPLIMU OHW NMO3HAKOMUINCh
B CETH.

[lononHuTEeNIbHbIE CBEAEHUSA CM. B CJIeYIOLLMX pa3fenax:
@ «O KOHTpOJIe INYHBIX AaHHbIX» (p. 132).

@ «HacTpovika KOHTPOJIS JINYHBIX AaHHbIX» (p. 134).

@ «YnpasneHwne npasuaamu» (p. 136).

1. O KOHTpPOE IMYHBIX AAHHbIX

ObecneyeHne 6e30MacHOCTU KOH(UAEHUMANbHON MHADOPMALMM — 3TO BaXKHbIN
BOMPOC, BOSHYOLWNIA KaXkAoro. C pa3BuTMEM MHTEPHET-KOMMYHMKALNA Pa3BHBalOTCS
N MeToAbl Kpaxu WHMOPMaLuM, a TakXe HOBble MeTOoAbl BBeLEeHWS faen B
3abny>xaeHue ¢ Lenbio NoayYyeHns AM4Hon nHgopmauuu.

He3aBucUMO OT TOro, afipec Jin 3TO Ballek 31eKTPOHHO NOYTLI U HOMEp Ballei
KPeOWTHOW KapTsl, Bbl MOXKETE MOCTpadaTh Npu yTeyke 3Tol uHGopMaLIMn: Bac
MOryT 3achbiNaTh CMIAaMOM W/W Ball CHET MOXXET ObiTb OMYyCTOLLEH.
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KOHTPO/b JIMYHBIX JaHHbIX 3aLWULLAET Bac OT KPaXkh JaHHbIX MPU MOIAKIIHOYEHUN
K ceTn.OCHOBbLIBAsACb Ha CO3[aHHbIX BaMW MPaBuax, KOHTPOJb JINYHBLIX JaHHbIX
CKaHupyeT Beb-TpadviK, SNEKTPOHHYIO MOYTY U TPA(UK MIHOBEHHBIX COOBLLEHNIA
Ha CoBMafeHue C onpeneneHHbIM HabopoM CYMBOJIOB (HampuMep, HOMep Ballei
KPeAUTHON KapTbl). B criyyae coBMajeHUs COOTBETCTBYOLWAs Beb-CTpaHuua,
coobLeHNe 31eKTPOHHOIM NoYTbl Ui IM-coobLeHne 6aokupyeTcs.

Bbl MOXeTe co3paTb MpaBuaa Ans 3awuTbl Nobor MHGpopMauum, KOTOPYo Bbl
cynTaeTe JIMYHOW MU KOH(MMAEHUMANbHOW, — OT CBOEro TenedoHHOro Homepa
WA  afpeca 3NeKTPOHHOW MoYThbl [0 CBeNEeHUA 0 CBoeM 6aHKOBCKOM
cyeTe.MHOronoJsib3oBaTesibCKas NoALepxKa Nno3BoseT NoJib30BaTeNIAM Pa3HbIX
y4eTHbIX 3anucent Windows HacTpamBaTb U UCMONb30BaTb CBOU JINYHbLIE NpPaBuIa
3aWmnThl JaHHbIX.Ecnv Bawa y4eTHas 3anucb Windows sBAsSeTCs YH4eTHON 3anuchblo
afMUHUCTPATOpPa, NPaBuIa, KOTOPbIE Bbl CO3AAETE, MOTYT BblTb CKOH(UIYPUPOBaHBI
AN19 NPUMEHEHNst B MOMEHT, KOra Apyrue nojib30BaTesI KOMMbOTePa BXOOAT B
CBOW y4eTHble 3anncu nosib3osaTtesnenn Windows.

3a4eM Hy>KeH KOHTPOJIb JINYHbIX AaHHbIX?

@ OYHKLUMA 3alUUThl JINYHLIX OaHHbIX O4eHb 3(PQEeKTUBHA Mpu GAOKMPOBAHUM
K/J1aBUaTYPHbIX LIMMOHOB.ITOT TUM BpesoHocHoro MO 3anuckbiBaeT BCe Ballw
HaXaTuWA KNaBULL 1 OTNPABNET UX MO VIHTEPHETY 30y MbILLIEHHUKY (XaKepy).B
YKPaAeHHbIX [aHHbIX XaKep MOXXET HalTW JNYHY0 WHQOPMaLIMIO, Takylo Kak
HoMepa 6aHKOBCKMX CHETOB W MaposIn, 1 UCMO/b30BaTh €€ B JINYHbIX LiessX.

[laXke ecnn TakoMy NPUIOXKEHNIO YAACTCS N30exXaTb 0OHAPYXEHVS aHTUBUPYCOM,
OHO He CMOXET OTMPaBNATb YKPaAEeHHble AaHHble MO 3JIEKTPOHHOIR MoyTe, Mo
CeTW WA B MIHOBEHHBIX COODOLLEHUSIX, €CIN Bbl CO3[ann COOTBETCTBYOLIME
npaBufia 3aLnThbl.

@ OYHKLUMA 3aLUNTbI IMYHBIX aHHbIX MOXET 3alMTWUTb BaC OT MOMbITOK PULLNHIA
(MOMBITOK MOXUTUTb MEPCOHasNbHY0 MHGopMaLuunto).Camble pacnpoCTPaHEHHbIE
NOMNbITKA (PULLNHIA NCMOb3YIOT hasibCUPUKaLMIo afpeca 31eKTPOHHON MoYThI,
MPOBOLMPYS BaC OTCbINATb MHGOPMALMIO Ha NOALENbHY0 BEG-CTpaHuLLy.

HanpuMep, Bbl MOXeTe MOy4YnUTb 3/IEKTPOHHOE coobLieHne siKobbl OT BalLero
6aHka c npocbboi cpo4YHO 06HOBUTL MHGOPMaLLMIO O BaeM BaHKOBCKOM cyeTe.B
3TOM coobLleHnn byaeT HaXOAUTLCS CCbiNKa Ha BEG-CTpaHULLy, rae Bbl LOJKHbI
ByLeTe BBECTU CBOIO JINYHYIO MH(hOPMaLLMIO. XOTS BCe ByeT BbIrNSAeTb BMNOJHE
npaBLonofobHo, U 31eKTpoHHOe cooblieHne, n Beb-CTpaHMLa, Ha KOTOPYIo
yKa3blBaeT ccblika, OynyT noanenbHbiMW.ECM nepeiTM Mo CCbiike B
3/1EKTPOHHOM COODLLIEHNU 11 BBECTY CBOIO JINYHYIO MH(OPMALIMIO Ha NOAAENbHO
Beb-cTpaHuLe, 3Ta UWHGOPMaLMs NonafgeT K 3/0YMbILAEHHUKY, KOTOPbIN
NpeanpUHAI NOMNbITKY (PULLKHTA.

Ecim nencTByOT COOTBETCTBYIOLLIME NPABWIa 3allUThl aHHbIX, Bbl HE CMOXETe
OTMNPaBUTb IMYHYI0 MHDOPMALIMIO (TAKYI0 KakK HOMep KPedUTHON KapThl), eciu
Bbl IBHO HE YKA)XKETe UCKJIl04eHUe 415 3T Be6-CTpaHuLibl.

KOHTPOJIb INYHbBIX OAHHbIX 133



BitDefender Total Security 2011

@ C NoMOLLbI0 MPaBU KOHTPOJIA IMYHBIX AaHHbIX MOXXHO NPeA0TBPATUTb PacKpbITUe
LETbMU NINYHOW MHDOopMaumn (Hanpumep, AOMalUHEro agpeca wian Homepa
TenedoHa) MoAAM, C KOTOPLIMI OHU MO3HAKOMUANCL B IHTepHeTe. Kpome Toro,
€C/IN CO3AaHO MpaBUO ANA 3alUWNTbl KPEAWTHOM KapTbl, AETW He CMOryT
BOCMO/Ib30BATbCS €l ONs MOKynku ToBapoB B MHTepHeTe 6e3 cornacus
poaunTenen.

20.2.2. HacTponka KOHTPOJIS JINYHbIX AaHHbIX

EC/iM Bbl XOTUTE UCMOJIb30BaTb KOHTPOJIb JINYHBIX JAHHbIX, HeobX0AMMO BbINOJIHUTL
cenywwne warn:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa U
BbibepnTe NHTepdenc KcneprT.

2. MNepenTn B pasgen KOHTPOAb JIMYHBIX AaHHbIX > JINYHbIE AaHHble.
3. Y6eputech B TOM, YTO BKJIOYEH KOHTPOJIb JINYHBIX AaHHbIX.
3ameyaHue

@ Ec/n He yLaeTcs HaCTPOUTL NapaMmeTp, nepeianTe Ha BKkAagky CocTosiHue U
BKJIIOYMTE PYHKLIMIO KOHTPOIAA JINYHbIX AaHHbIX.

4. Co3pavniTe npaBmia AN4 3alMThbl BalWWX AaHHbIX. N8 N0NyYeHns LONOAHUTEbHON
NHopMaumm nepenante K «CozgaHne rnpaBul 3aLUNTbl JINYHbLIX AaHHbLIX>» (p.
134).

5. Mpu HeobxoammocTu onpenennTe ocobble UCKIYEHNS Os CO3AAHHbBIX BaMU
npasui.Hanprumep, ecan Bbl CO34aJM NPaBUO 415 3alUTbl HOMEpa KPeanuTHOM
KapTbl, fobaBbTe B CMMCOK WCKJOYeHW Beb-CcaThl, Ha KOTOPbIX 06bIYHO
MCMoNb3yeTcs KpeanTHas KapTa. s nofyyYeHns LONoSHUTEbHON HGOopMaLmMm
nepengnTe K «OnpegeneHne NckayeHun» (p. 136).

Co3pnaHue npasuna 3allThbl INYHbIX OaHHbIX

YT106bl CO3aTh HOBOE MPABMWIO 3aLLNThI AAHHbIX, HAXKMUTE KHOMKY + [Lo6aBUTb
N CnefynTe yKasaHUsSM MacTepa HacTpoek.HaBrraums no MacTepy oCyLLeCTBASETCS
C nomMoLbto KHonok Janee n Hasap.[1n9 BbiIxo4a 13 MacTepa HaxxMuTe OTMeHa.

1. OKHO NnpuBETCTBUA
2. YcTaHOBKa TUMa npaBuJia U AaHHbIX
Bam HeobxoaMMo HacTpouTb CliefytoLline napaMeTpbl:
@ ima npaBuna — BBeMTE 1MA NpaBuia B Nosie Aas pefakTVpoBaHuS.

® Tvn npaBuna — BbLIbepuTe TN NpaBuna (afpec, UMs, KpeauTHas KapTa,
PIN-kog n T. O.).
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@ [aHHble npaBuyia — BBEANTE NaHHbIE, KOTOPbIE Bbl XOTUTE 3alUNTUTb, B 3TO
none gns pe)J,aKTVIpOBaHI/IFI.K npunMmepy, ecJsin Bbl XOTUTE 3alLUTUTb HOMEP
BalLen erJJ,VITHOIZ KapTbl, BBEANTE €0 NOJIHOCTbIO NN Y4aCTWUYHO 340€Chb.

BaxxHo

Ecnn Bbl BBefeTe MeHee Tpex CMMBOJIOB, BaM ByLeT NpeanoXXeHo YTOYHUTb
LaHHble. PekoMeHIyeTCs BBOAUTb MUHUMYM TPU CUMBOMA, 4TOObI n3bexaTb
ownbo4HOro 6710KMpoBaHNs coobLLEHNA 1 BED-CTpaHNLL.

Bce BBejeHHbIe BaMM AaHHbIe WngpytoTcs. [ns gononHuTeNnbHom 6e3onacHoCcTy
He BBOAMTE MOJIHOCTbIO AAaHHbIE, KOTOPbIE Bbl XOTUTE 3aLUTUTD.

3. Boibepute TUNbI Tpacduka U nonb3oBatenen
a. BbibepuTe TN Tpaduka, koTopbi ByneT nposepATbCa BitDefender.

@ NMpoBepaTtb Beb-Tpachuk (HTTP-Tpaduk) — ckaHupyeT HTTP-Tpadumk
(Beb-Tpachuk) u OnokupyeT wucxomsulMe [aHHble B COOTBETCTBUU C
npasuaamu.

@ NMpoBepka Tpadwmka 3n. noytbl (SMTP-Tpacdhmka) — nposepseT
SMTP-Tpadmk (NOYTOBLIA TPpagmK) 1 6NOKMPYET NCXOLALLME SNEKTPOHHbIE
coobLLeHNd, cofeprKallme aaHHble npasua.

@ NMpoeepka IM-Tpaduka — ckaHupyeT TpauK MrHOBEHHbIX CO0BLLEHN
n 610KMpyeT ncxoasLimne coobLleHuns B COOTBETCTBMM C NpaBuIaMu.

Bbl MoXeTe NpUMeHATb MNpaBu/io TOJILKO B CJlyvae, eCin coBnajeHue
r|p0|/|30|7|neT no BCeEM CioBaM unnm ecnm coBnageHume I'IpOI/I30I7ID,ET no
HaX0XXAEHWNIO NCKOMOM CTPOKW.

b. YKkaxxnte nonb3oBaTenen, K KOTOPbIM NMPUMEHUMbI NaHHbIE MPaBu.a.

@ Tonbko AnA MeHA (TeKywiud mnosb3oBaTenb) — npasuno bypet
NMPVYMEHEHO TOJIbKO K Ballei y4eTHON 3anuncu.

@ YyeTHble 3anucu nosb3oBaTesied C OrpaHU4EHHbIMWU NMpaBaMu —
npaBuio ByLeT NPUMEHEHO K BaM 1 YY4ETHbIM 3anucsamM nosib3oBaTeNen ¢
OrpaHUYeHHbIMU NpaBamu.

@ Bce nonb3oBatenum — npaBuio O6yaeT NPUMEHEHO KO BCEM YYETHbIM
3anucam Windows.

4. OnuLwInTe NpaBuo

BBeauTe KpaTkoe onvcaHWe rMpaBuia B Mojie PeaakTUpoBaHMsa.Tak Kak
3a0/10KMpOBaHHbIE AaHHblE (CMMBOJIbHLIE CTPOKM) He o0TobparkatTcs B BUAE
NMPOCTOro TEKCTa NPy JOCTYNE K NPaBuly, onvcaHne 40/KHO NMOMOYb BaM JIErKo
NOEeHTNHNLMPOBATD NX.

Haxxmute 3aBepunTtb.llpasuio byaet otobpaxxaTbcs B Tabnmue.
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C 3T0oro MoMeHTa Jitobble NMOMbITKM OTNPABUTb YKa3aHHbIE JaHHbIE (MO 31eKTPOHHOW
noyTe, Yepes cayxby MrHOBEHHbIX CO0BLLEHWN K Yepe3 Beb-cTpaHuuy) byayT
6noknpoBaThCs. Mpy 3ToM By AeT BbIBOANTHCS OMOBELLEHME 0 TOM, 4To BitDefender
3a6/10KMpPOBa OTMPABKY JINYHBIX JAHHbIX.

OnpepneneHune NCKAOYEHNI

BbIBatlOT C/lydam, Koria BaM Heob6X0AMMO ONpefenTb UCKYEHNS K ONpeaeneHHbIM
npasuiam KOH(UaeHumnansHocTu.Hanpmmep, Bbl  cO3[aeTe  npaswuJo,
npeaoTBpaLlatoLee 0TNPaBKy HOMepa Ballen KpeanTHON KapTel Yepe3 HTTP (Beb).
KaxxZbl pa3, Korga Homep Ballel KPeAUTHOW KapTbl OyaeT oTnpaBAfTbCA Ha
Beb-calT C Ballel y4yeTHOW 3anucu, cTpaHuua bynet 6nokupoBaTbecs. Ecanm,
Hanpmmep, Bbl XOTUTE COBEPLUNTb MOKYMNKY B MHTEPHET-MarasuHe (B 6e3onacHocTu
KOTOPOro Bbl yBEPEHbI), BaM HeobxoaumMo byaeT co3faTb UCKIYEHME U3 3TOrO
npasmna.

YT106bl OTKPLITH OKHO YMPaBAEHNS NCKIIOYEHUAMM, HaXXMUTe UCKoYeHus.
YT106bl 1062BUTb NCKOYEHUE, BLINOSHUTE CeaytoLLne AeACTBUS:
1. HaxxmuTte = [lob6aBUTb, 4T06bI 406aBUTHL HOBLIN 31IEMEHT B TabnunLy.

2. [BaxAabl LWeNKHUTe YKa)KuTe UCKYaeMbl NMYHKT 1 YKaxuTe Beb-canT,
aapec 3N1eKTPOHHOM MoYTbl UK IM-KOHTaKT, KOTOpble Bbl XOTUTEe f06aBUTbL B
Ka4yeCcTBe UCKJIIOYEHNS.

3. OBaxAabl wWenkHuTe Tun Tpaduka v BoibepnTe B MEHIO COOTBETCTBYIOLLMIA TUN
paHee yKa3aHHOro agpeca.
@ Ecan Bl yKa3anu Beb-agpec, Bbibepute HTTP.
@ Ecnv Bbl yKa3anu agpec 31eKTPOHHON NoYThl, BbibepuTe NeKTPOHHas noyTa
(SMTP).
@ Ecan Bbl yKazanu IM-KoHTakT, BbibepuTe IM.

YT0o6bl yaanuTb 3anucb U3 Tabnuubl, BbibepuTe €e U Ha)XMUTE Ha KHOMKY =
Ypanuto.

Haxxmute OK, 4T0Obl COXPaHUTb CAENaHHbIE N3MEHEHNUS.

20.2.3. YnpaBsieHue npasuiamu
yl'lpaBJ'IeHI/Ie npaBuJlaMn KOHTPONA INYHBLIX OaHHbIX:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa U
BblbepuTe nHTEpdenc KcneprT.

2. MNepenTn B pasgen KOHTPOAb JIMYHBIX AaHHbIX > JINYHbIE AaHHble.
B 3TOM OKHe Bbl BUAUTE CMWUCOK MpaBWA, NpUBEeAEHHbIN B Tabnuue.

YT0bbI yOoannTb NpaBuno, Bbl6epI/ITe €ro N HaXXKMNUTE KHOMKY (= Ynanutob.
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YT0ob6bl pefakTMpoBaTb NpaBuio, HeobX0AMMO BbIOpaTh €ro U Ha)kaTb KHOMKY [k
PepakTupoBaTb 1V ABaXXAbl LLESIKHYTb Ha npaswuJie. NosBnTCcA HOBOE OKHO.34eCb
Bbl MOXETE N3MEHATb Ha3BaHMe, ONMCaHWe 1 NapaMeTpbl NpaBuia (TUM, AaHHbIe
n Bua Tpagmka). Haxxmmute OK, 4T06bl COXPaHNTb N3MEHEHUS.

20.3. KoHTpoJb peecTpa

PeecTp - Ba)XHeNWWn KOMMOHEHT onepaunoHHon cuctembl Windows. B Hem
XPaHATCA HAaCTPOWKMK, YCTAHOB/IEHHbIE MPOrpamMMbl, MHGOPMaLMA NOb30BaTENA
1 npoyee.

B pasnmene PeecTp TakXe onpefensercs, Kakue nporpamMmbl Heobxoanmo
aBTOMaTM4ecKkn 3arpyxaTtb npu 3anycke Windows. MHorne nporpaMMbl-LUMNNOHbI
NnoJIb3yKTCA 3TUM, 4yT0Obl ABTOMATUYECKU 3anyCckaTbCA Mpu  BKJHOYEHUN
KoMrbloTepa.

®yHKLMS YnpaBseHue peecTpomM Mo3BoJifeT CJieAnTb 3a PeeCcTpoM onepaLMoHHON
cuctembl Windows. 3T0 04eHb N01e3HO 4518 06Hapy>XeHWs NPorpamMm Kacca TPOosH.
Bbl 6yneTe nonyyaTth coobLLEHNE BCAKMI pa3, KOraa kakas-nmbo nporpamMma bynet
MeHATb 3aMnnCh B peecTpe, 418 TOro 4Tobbl 3arpy>kaThCa Npu 3anycke cucTemsl.ns
noJiy4eHuns JOMNOJHUTENbHOW NH(opMauun nepenante K «OrnoseLLeHns peecTpa»
(p. 46).

HacTpoiika ynpaBieHus peecTpom:

1. OTkpownTe BitDefender, HaxmMnTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa 1
BblbepuTe nHTEpPGeNc Kcnepr.

2. MNepenTn B pasnen KOHTpoONb NMUYHbLIX BaHHbIX > PeecTp.
3. [ns BKIIIOYEHUS (PYHKLMN yrpaB/eHNs peeCTPoM YCTaHOBUTE COOTBETCTBYIOLLMA
naxxok.

9 3ameyvyaHune
U Ecnn He yaaeTcsa HacTpouTb nNapameTp, nepenuTe Ha Bkaagky CocTosHue 1
BKIOYUTE prHKLI,I/IIO KOHTPONA INYHbLIX OaHHbIX.

YnpaBnieHve npasunamu

YT06bl YOAAUTh MPaBWIO0, BbIGEPUTE €r0 U HAXKMUTE KHOMKY = Y AauTh.

20.4. KoHTposib Cookie

®annbl Cookie BcTpeyatoTcst B IHTepHETE 04eHb YacTo. 9T0 Hebonbline daibl,
XpaHsLymecs Ha BalleM KoMnbtoTepe. CaliTbl B CETU CO3Aal0T Takue haitsibl, 4ToObI
0TCNeXuBaTb HEKOTOPYIO MH(OPMaLLMIO O BaC.
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®annbl cookie co3aaHsl, YTObBI CAeniaTb XWU3Hb NOJIb30BaTENA JIET4HeE. HaanlMep,
C UX MOMOLLbI0 BEO-CAlT 3anOMUHAET Balle MMSA W Ballu HaCTpOﬁKM, n BaM He
HY>XXHO BBOOUTb UX MPUN Ka>X40M MOoCeLLEHNN.

Ho chainbl muctopun obpalleHuii TakKe MOryT pacKpbiBaTb OMpPeneseHHYto
MH(OPMaLNIO 0 BaC, OTC/IEXMBASA BaLLW NEPEMELLEHNS B CETH.

B 3TOM C/lyvae peKoMeHOyeTCa UCNoJb30BaTh YHKLMIO ynpaBieHus cookie.Ecnn
hyHKLWMSA ynpasaeHus cookie BKOYeHa, cucteMa byaeT 3anpallvBaTh paspeLleHue
KaxAbll pa3, Korga Beb-caWT 3anpaluBaeT WAM yCTaHaBauBaeT cookie.[ns
NnoJly4eHns OOMNOJHUTENbHON UHOPMaLmMK nepenante K «OnoBeLyeHns cookiex»
(p. 47).

HacTpoiika ynpaBneHus cookie:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM MPABOM YrJly OKHa U
BbibepuTe nHTepdenc AkcnepT.

2. MNepengnTe B pasfen KoHTponb AMUHbIX AaHHbIX > Cookie.

3. [ina BkAYeHUa (yHKLUN ynpaBaeHus cookie yCcTaHOBUTE COOTBETCTBYIOLLMIA
h1aXKoK.

9 3ameyvyaHune
U Ecnn He yaaeTcsa HacTpouTb nNapameTp, nepenuTe Ha Bkaaaky CocTosHue U
BKJIDHUTE beHKLI,VIIO KOHTPOIA INYHbIX OaHHbIX.

4. MOXXHO HACTPOWTb MpaBuia 4S8 PerynspHO NocellaemMbix Beb-cainToB, HO 3TO
He 06513aTesIbHO.B 3aBUCMMOCTM OT OTBETA NpaBu/ia CO34at0TCS aBTOMATUYECKU
B OKHE OMoBELLEHUS.

3ameyaHune

@ Tak Kak Ha CerogHsAWHNA AeHb MCNO/b3yeTCs MHOXKECTBO (hannos cookie, B camom
Hayvane Bam byaeT TpynHo paboTaThb ¢ pyHKUMe KOHTponb cookie: Bbl CIMLLIKOM
yacTo byneTe nonyyvaTb MpeaynpexneHus. Kak TobKO Bbl 3aHeceTe perysspHo
rocellaemble CaThbl B CMUCOK NpaBu, paboTaTk B IHTepHeTe ByAeT Tak e Nnerko,
KaK 1 paHblLe.

Co3faHume npaBua BPYy4HYHO

YTo6bl CO3AaTb HOBOE MPaBWIO BPYYHYID, HAaXMUTE KHOMKy = Jlob6aBuUTb U
HaCTpoOKTe NapaMeTpbl NpaBuia B OKHE KOH(UrypaLnn.Bol MoXeTe yCTaHOBUTb
cnepytoLime HacTpONKu:

® Appec poMeHa — BBeAUTE ajpec AOMeHa, K KoTopoMy ByaeT npuMeHsTbCS
npasuno.
@ DencrtBue — BbLIbpaTh AENCTBUE OS5 NMpaBuna.
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Dencteune OnucaHune ‘

PaspewnTb Cookie B 3TOM gomeHe ByayT BbIMOJIHATLCS

3anpeTuTb Cookie B 3ToM floMeHe He ByayT BbINOJHATHCS.

@ Hanpasnenue — BLIGOP HanpaBieHWs nepefayn faHHbIX.

Ucxopsawme MpaBuio MPUMEHSETCS TONbKO [Ana dainos cookie,
KOTOPbIE OTChIIAOTCA 06PATHO K MNOAKIOYEHHOMY CANTY.

Bxopswne MpaBnno npuMeHaeTcs TONbkOo Aas dannos cookie,
KOTOpble NOCTYNaloT OT NOAKJIIOYEHHOr0 CalTa.
Ob6a MpaBunI0 MPUMEHSAETCA 1 KO BXOLALLEMY, U K UCXO4ALLEMY
TpaguKy.
3ameyaHue

@ Bbl MoXeTe mpuHuMaTh (halnibl cookie, HO HMKOrha He BO3BpallaTb WX, Bbibpas
HacTponKy 3anpeTuTb 1 HanpasfieHne Ucxopawme.

HaXxMnTe 3aBepLUMTb.

YnpasneHve npasunamu

YT106bl YAANNTL NpaBuo, BbibepuTe ero 1 HaxxMuTe KHOMKY = Y aanuTb.4YTobbl
penakTMpoBaTb NMapameTpbl NpaBw, BbIbEPUTE MPABUIO U HaXXMUTE KHOMKY [
PepakTtupoBaTb WAy [Bax[Abl LleSKHUTe npaswuno. Caenante Xenaemble
M3MeHeHNs B OKHE HaCTPOEK.

20.5. KoHTpoJIb CUueHapues

CueHapun 1 opyrue npuaoxeHus, Takme Kak ActiveX n Java-npuioxeHus, Kotopble
06bI4YHO NCNONL3YIOTCA A9 CO3A4aHUSA CTpaHuL B IHTepHeTe, MoryT Takxe ObiTb
3anporpamMMmpoBaHbl Ha HaHeceHue ywepba nosb3oBaTesnto. Hanpymep, 3neMeHThl
ActiveX MoryT nosiy4aTb MOJIHbIN AOCTYN K AaHHbIM Ha BalleM KOMMbloTepe K
CYMUTbIBaTb WMHGOPMauUuio, yhansTb ee, MNoJiydaTb Maposn U rnepexsaTbiBaTb
coobuleHns, noka Bbl paboTaeTe B ceTW. Bbl AOMKHBLI paboTaTh C COAEPXKUMbIM
TOJIbKO TEX CANTOB, KOTOPbIE Bbl XOPOLLIO 3HAETE 1 KOTOPbIM MOJIHOCTbIO JOBEPSETE.

Ecnn dyHKUMS ynpaBneHus cueHapusimi BKoYeHa, byaeT BbiBEEH 3anpoc Ha
pa3peLleHne Npu Kaxkaow nonbiTke 3anycka Beb6-canToM CLieHapueB nin Apyroro
AKTUBHOTO  COAEPXMUMOro.0ns MosiydeHnss  OOMOSHUTENbHONW  MHGOopMaLmMK
nepenanTe K «OnoBeLyeHns cueHapus» (p. 46).

HacTpoika ynpaBneHus cLieHaprem:
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1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BbibepuTe nHTepdenc AkcnepT.

2. Nepengnte B pasnes KOHTPOJIb IMUYHBIX OaHHbIX > CueHapui.
3. [ins BKAOYEHNA (hYHKLUW YNIpaBAeHNS CLieHapueM yCTaHOBUTE COOTBETCTBYIOLLNN
h1aXKoK.

9 3ameyvyaHune
U Ecnn He yaaeTcs HacTpouTb nNapameTp, nepenguTe Ha Bkaaaky CocTosHue U
BKJIDHUTE beHKLI,VIIO KOHTPOIA INYHbBIX OaHHbIX.

4. MOXXHO HACTPOWTb MpaBuia 4S8 PerynspHO nocellaemMbix Beb-cainToB, HO 3TO
He 06513aTesIbHO.B 3aBUCMMOCTM OT OTBETA NpaBu/ia CO34at0TCH aBTOMATNYECKU
B OKHE OMOBELLEHUS.

Co3pgaHune npasua BPY4YHYHO

Y10bbl CO34aTb HOBOE MPABWU/IO BPYYHYHD, HaXMUTe KHOMKy =+ [lo6aBUTb ”
HaCTpoMTe NapamMeTpbl NpaBuia B OKHe KOHpUrypaunn.Bel MoXxeTe yCTaHOBUTb
cnepytowne HacTPONKM:

@ Appec poMeHa — BBeJMTE aApec AOMeHa, K KoTopoMy ByaeT npuMeHATbCA
npaBswo.
@ OeicTBue — BuibpaTh AENCTBME ANS NpaBUa.

Denctene OnucaHue

Pa3spelwuTb CueHapuu B 3TOM JoMeHe 6yLyT BbIMOJHATHCS.
3anpeTuTb CueHapuu B 3TOM JoMeHe He 6yayT BbINONHATLCS.

HaXxMnTe 3aBepLUMTb.

YnpaBneHve npasunamm

YT106bI YAANNTL NPaBuo, BbibepuTe ero 1 HaxxMuTe KHOMKY = Y aanuTtb.YTobbl
pefakTMpoBaTb NMapameTpbl Npaswi, BoIbEPUTE MPABUIO U HAaXXMUTE KHOMKY b
PepakTtupoBaTb WA [BaXAbl LleSKHUTE npaswuino. Caenante Xenaemble
M3MEHeHNs B OKHE HaCTPOEK.
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21. bpaHgmayap

BpaHaMay3p 3alUMLLAET Ball KOMMbOTEP OT HECAHKLIMOHMPOBAHHbIX MPOHUKHOBEHWIA
1 nepefayn MHpopMaLmn. Kak cTpax y BOpoT, OH 64UTeNbHO CleauT 3a BawnuMu
NOAK/YEHNAMUN K CeTu UHTepHeT 1 onpenenseT, Kakue AaHHble NponyckaTb B
NHTepHeT, a Kakne 6J10KMpoBaTh.

o 3ameyaHue
U BpaHAMay3p npocTo HeobxoAuM, ecau Bbl MOMb3yeTeCb LUMPOKOMOIOCHBIM
NOAK/OYEHNEM AN NOAK/YEHUEM NO LndpoBon aboHeHTCKoN AnHKUM DSL.

B HeBMOMMOM peXxuMme Balll KOMMbOTEP CKPbIT OT BPELOHOCHBLIX MPOrpamMMm W
XakepoB. Moay b bpaHaMayapa MOXKET aBTOMATUYECKM OMNPenensTh CKaHNPOBaHUS
MopTOB (MOTOK NMakeToB, OTMPAB/ISEMbIX HA KOMIbIOTEP C LIESbI0 BbISIBJIEHNS "TOYeK
JlOCTYNa"; 4acTo ABNFETCS NOArOTOBKOW ANA CETEBbLIX aTak) U 3alUULLATb OT HUX
Ball KOMMblOTEP.

21.1. HacTponKun 3aLnThbl

YT10b6bl BKJIOYUTb, OTK/OYUTbL WK HAaCTPOUTL 3aliuTy BpaHaMayspa, OTKponTe
BitDefender n B 3aBMCMMOCTV OT MCMOJIb3yEMOr0 PeXKMa MoJib30BaTEIbCKOM0
UHTepeica BbINOHATE Cleayioline AenCcTBrS:

NHTepdgenc "OnbITHbIN Nonb3oBaTeNb"
Mepenpute Ha BkNaaKy BesonacHocTb 1 BbibepnTe HacTpouTs 6paHamayasp
B obnacty ObICTpbIX 3aday B JIEBOM YaCTW OKHa.B OTKpbIBLUEMCA OKHe
nepenanTe Ha BKnaLky HacTpomnku.

WHTepdenc "dkcnept"
MepengunTe B pa3gen bpanamayap > HacTpouku.

Ba)xHo
Y7066l 06€30MacMTb KOMMbIOTEP OT aTak Yyepe3 UHTepHeT, OpaHaMayap A0/KeH
ObITb BKJIIOYEH.

B BepxHel 4YacTu pa3gena npeacTaBfieHbl CTAaTUCTUYECKWE [aHHble To
06HapyXeHHON aKTUBHOCTMW.

B HvXHel YacTn pa3aena otobpaxaeTca cTaTucTuka BitDefender no Bxoaswemy
N nexopsemy Tpaduky. paduk nokasbiBaeT 0b6bem MHTepHeT-Tpadmka 3a
nocnefHve aBe MUHYTHI.

9 3ameyaHue
U pachuk oTobparkaeTca TONLKO B MHTeperce "IkcnepT".
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21.1.

21.1.

1. YcTaHOBKa AeNCTBUS MO YMOJHaAHMIO

Mo ymonyaHuio BitDefender aBToMaTyecku paspeliaeT 4OCTYN BCEM U3BECTHbLIM
nporpamMmMam u3 ceoero 6es0ro cnucka K ceTesbiM cnyxbam n HTepHeTy.[lns BCcex
Apyrux nporpamm BitDefender BblgaeT OKHO C 3anNpocoM AencTBus.3alaHHoe BaMu
[LencTBme NpuMeHseTCa KaXAbl pa3 npy 3anpoce focTyna K ceTu/VIHTepHeTy
COOTBETCTBYIOLLEN MPOrpaMMon.

MyTem nepenBuxeHus GeryHka BAOJb LUKaMbl Bbl MOXETe 3aAaTb AeCcTBMe Mo
yMOJI4aHWto, KoTopoe ByAeT NPUMEHSTLCS NP 3anpoce JocTyna K ceTu/MHTepHETY
JaHHbLIM NPUI0XKEHNEM,

@ PaspewnTb BCe

@ PaspelleHHble NporpamMmsl

@ OTvert

@ 3anpeTuTb BCe

Mpwu BbIbOpE AeicTBMSA 0TOOpPa)kaeTCs ero KpaTKoe onmncaHue.

2. KoHmrypaums oononHUTENbHbIX HAacTpoek bpaHamMayapa

B uHTepdence "IkcnepT" MOXHO 3afaTb AOMOJIHUTESNIbHbIE HACTPOMKMU
6paHaomayapa. [na 3Toro crnepyeTr nepenTtu B pasgen J[onosiHUTesNbHble
HaCTPOMKHM.

ﬂ,OCTyrI Hbl C/ieayrowne BapnaHThbl:

@ Bxknouutb o6wmit poctyn K nogksnioyeHmto K UHTepHeTy (ICS) — BkntoyaeT
noanepxky obuero octyna K nogkatoyeHuto k HTepHeTy (ICS).

3amevaHve

@ OTOT NapamMeTp He BKJIOYaeT aBToOMaTu4eckn dyHkumio ICS Ha Ballen cucteme,
a TOJIbKO NMO3BONSIET yCTaHaBANBaTb COEANHEHMNS NOLOOHOro TNa, eCn faHHas
(hyHKLWA BKJIIOYEHa B OMepaLMOHHON cucTeme.

@ lNMpoBepka NpUNOKEHUH, U3MEHEHHbIX C MOMEHTa CO3faHuA npaBuia
bpaHaMayspa — npoBepsieT KaXAoe MpUIoXKeHNe, KOTOpPOe MbiTaeTcs
NOAKIUYNTLCSA K UHTEPHETY, Ha MpeaMeT U3MEeHEHW, KOTOPbIE MOr 1M MPOU30NTY
C MOMeHTa gobaBneHns nNpaBuaa KOHTPoAs AocTyna. Ecam npunoxeHue 66110
M3MEHEHO, OMOBELLEeHVEe MPeaioXMT BaM pa3pewwnTb nan 610KMpoBaTh LOCTYN
npunoXxeHun K IHTepHeTy.

@

3amMeyvyaHune

BpefoHOCHbIE MPOrpaMMbl MOFYT M3MEHATH MPUIOXKEHNS. PEKOMeHLyeM BKOYaTb
3TOT MapaMeTp M paspewaTb A0CTYn B UHTEPHET TONbKO TEM MPUSIOXKEHUSM,
KOTOpble, Ha Ball B3rNsf, AeNCTBUTENbLHO MOT/IN U3MEHNUTLCS C MOMEHTA, KOrAa
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6b110 CO34aHO COOTBETCTBYIOLLEE MPaBWAO LOCTyMa AaHHOMO MPUSIOXKEHUS B
NHTepHeT.

MpunoxeHns ¢ LNGPOBON MOAMUCHIO CYUTAIOTCH HaZeXHbIMU U uMetloT 6onee
BbICOKYIO CTeneHb 6e30nacHoCcT.Bbl MoxxeTe BbibpaTh NapamMeTp UrHopupoBaTh
M3MeHeHUSs NPUJIo>KeHUM € L pPOBOIK NOANUCLIO 415 TOro, 4TO6LI pa3peLnTb
M3MEHEHHbIM MPUNOXKEHUSM C MOAMUCHI0 A0CTyn B WHTepHeT 6e3 Baluero
yBEeOMJIEHUS O laHHOM CO6bITUN.

@ NMokasbiBaTb Wi-Fi-yBepomneHna — ecnm Bbl NOAKO4EHbI K 6€CnpoBOLHON
ceTu, 3TOT napameTp 6yneT oTobpakaTb OKHa CO CBEAEHUSMW O CETEBbIX
cobbITMAX (HanpuMmep, KOraa HOBbI KOMMbIOTEP NOAK/IOYAETCS K CETH).

.BHOKMPOBaTb CKaHUpOBaHue nopToB — 06HapY)KEHI/Ie n 6J'IOKI/IpOBaHI/Ie
MOMNbITOK CKaHNPOBaHNA OTKPbITbIX NMOPTOB.

CKaHMpoBaHMe MOPTOB 4acTO WCMOJIb3yeTCs Xakepamu ANns obHapyxeHus
OTKPbITbIX MOPTOB Ha BaweMm KomnbloTepe.OHW MOryT MPOHWKHYTb B Ball
KOMMbIOTEP, €C/N HANZYT YA3BUMBIA WM MEHee 3aLlULEeHHbIN NOopT.

@ BkniounTb CTOPOHHUE aBTOMaTUYeCKUe NpaBusia — CO3aHne CTPOrux npasu
C MoMoOLblo OKHa yBegomaeHuin bpaHamayaspa.Ecam 3ToT napameTp BbibpaH,
BitDefender 3anpocuT gencTsme 1 CO34acT MpasBuia Ans Kaxaoro npouecca,
KOTOPbLIN OTKPbIBAET AAHHOE MPUIOXKEeHWE C 3anpocoM AO0CTyna K ceTu um
NHTepHeTy.

21.2. MpaBuna fooctyna K NpuIoXKeHno

Ona ynpaBneHua npaBunamu OpaHamayspa, KOOPAWHMPYIOLWMMMK  AOCTYN
NPUIOXKEHUN K CeTeBbiM pecypcam u WHTepHeTy, oTkponTe BitDefender u, B
3aBUCUMOCTY OT peXxmMa NpoCMOTpa NoJIb30BaTENbCKOro MHTEpMENca, BbIMOJHUTE
crnepywoume oencTens:

NHTepdenc "OnbITHLIN Nonb3oBaTeNb"
MepenfmnTe Ha BKNaLKy BesonacHocTb 1 Bbibepute HacTpouTh GpaHaMayap
B 0bn1acTu 6bICTPLIX 33434 B 1IEBON YacTu OKHa.BbibepuTte Bknaaky MporpaMMbl
B OTKPbIBLLEMCS OKHE.

NHTepdenc "Ikcnept"
MepengunTe B pa3gen bpanamayasp > MporpaMmel.

WHTepdenc "ONbITHLIA MNOAb30BaTeNb" MNPefocTaBnseT AOCTyn K 6a30BbIM
HacTporikam KoHpurypauuu. ing [octyna K bonee fetaibHbIM N0b30BaTENbCKAM
HaCTPOMKaM peKoOMeHAyeTCs UCM0b30BaTh NHTepdenc "IkcnepT".

21.2.1. MpoCcMOTpP TEKYLMX NpaBuJ

34ech npefcTaB/ieHbl NporpaMMbl (MpoLecchl), A4a8 KOTOpbIX B Tabauue co3faHsbl
npaswna bpaHamayapa.
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B nHTepdeiice "IkcnepT" MOXKHO NPOCMOTPETbL NOAPOOHbIE CBEAEHNSA O KaXXA0M
13 NpaBu, yKasaHHbIX B cTonbuax Tabnnubl.YTobbl BUAETHL NpaBuia, Co3AaHHbIe
ON8  onpefeneHHoOro MpunoXXeHusa, LWenKHUTe Ha KHorke "+"  0KoJIo
COOTBETCTBYIOLWEr0 MpUuIoKeHUA.CHUMUTEe  (naxxok CKpbITb CUCTEMHble
NpoLuecchl, eC/N Bbl TakKXXe XOTUTe BUAETb MpaBuia, Kacalwmecs CUCTEMbI UK
npoueccos BitDefender.

@ Tunbl NpoL,eccoB/ceTU — TUMbl NPOLECCOB M CETEBbLIX afanTepos, K KOTOPbIM
npuMeHseTcs npasuio.fllpaBnna aBTOMaTUYECKM CO34at0TCA N8 unbTpaunm
noctyna K cetm n WHTepHeTy 4epes nobolt aganTep.Bbl MoXKeTe BPYYHYHO
co3faBaTb MNpasuia Win U3MEeHATb CyLeCcTBYOLWMe npasuia 4asa GuibTpauun
[OCTyNa NpuWIoXeHns K ceTu uin NHTepHeTy Yepes onpefesieHHblin agantep
(Hanpumep, becnpoBOAHbIN CETEBON afanTep).

@ KomaHpHasa cTpoka — KOMaHAa, CnoJsib3yeMas 4714 3anyCcka NpoLLeccoB vyepes
UHTepgenc komaHgHon ctpokn Windows (cmd).

@ MpoTtokon — [P-NpOTOKO/, K KOTOPOMY MPUMEHAeTCa npaBusio.Bbel MoxeTe
yBUAETH ClefyLee:

MpoTokon |OnucaHue

Jliobow BkntoyaeT Bce IP-npoTOKObI.

TCP TCP (Transmission Control Protocol) — npoTokon ynpasneHus
nepegadyen. OH no3BONSET [ABYM YCTPOWCTBaM YCTaHOBUTb
coefiyHeHWe ” HayaTb obMeH pnaHHbiMU. TCP rapaHTupyeT
[OCTaBKy BCeX AaHHbIX, @ TakXe TO, YTO BCe MakeTbl AaHHbIX
O6ynyT LOCTaBneHbl B TOM TOpPSiAKE, B KAaKOM OHM Oblin
OTNpaBJieHbl.

UDP UDP (User Datagram Protocol) — npoTokon nepenayv gentarpamm
noJib30BaTess. 3T0 BbICTPLIA NMPOTOKOS TPAHCMOPTHOrO YPOBHS
Ha ocHoBe IP-afpeca. OH YaCcTO MPUMEHSETCA B Urpax U Apyrux
NPUJIOXXEHMSX C UCMOSIb30BAHNEM BUAEO.

Yucno O3HavaeT onpegeneHHbln IP-npoTokon (0TAMYHBLIA OT TCP un
UDP).MoAHbIN CANCOK Ha3HaYeHHbIX HOMepPOoB IP-NpoTOK01a MOXHO
yBuageThb H a CTpaHMLUe
www.iana.org/assignments/protocol-numbers.

@ CeteBble COObITUA — ceTeBble COObLITUS, K KOTOPbIM  NPUMEHAETCA
I'IpaBVIJ'I0.06paTI/1Te BHMMaHWE Ha chefywuine cobbiTns:

CobbiTe |OnucaHue

Mooxmoyenue MpenBapuTenbHbIn  0OMeH  CTaHAAPTHLIMKU  COOBLLEHUsIMMI,
NCMONb3yeMbIMU MPOTOKOJIaM/ Ha OCHOBE COEANHEHU (TaknmMm
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kak TCP) ons ycTaHOBKM noakoyeHns.bnarogaps npoTokosiam
Ha OCHOBE COEAVHEHWUN AaHHble MeXAy ABYMS KOMMbloTepamu
nepenalnTCsa TONbKO NOC/e YCTaHOBKM MOAKJIOYEHMS.

Tpacduk MOTOK AaHHbIX MeXIy ABYMS KOMMbOTEPaMU.

Mpoowuweame CoCTOsHIE, B KOTOPOM NpUIoXeHue HabloaaeT 3a CeTblo, 0Xiaas
YCTaHOBKM COEMHEHMNSA NN NMOTyYeHUs MHGOPMaLIK OT APYroro
NPUA0XKEHMS.

@ JloKkanbHble NOPTbl — MOPThI Ha BALLEM KOMMbIOTEPE, K KOTOPbIM MPUMEHSETCS
npasuno.

@ YoaneHHble NOpTbl — MOPTbl Ha YOAJIEHHbLIX KOMMbIOTEPAX, K KOTOPbIM
NPUMEHAETCA NPaBno.

@ JloKanbHbIA — onpenensaeT, NPUMEHAETCA /I NPaBUJI0 TOJIbKO K KOMMbIOTEPaAM
B JIOKQ/IbHOW CETH.

@ OevicTBMe — OMpefenseT, paspelleH WM 3anpeweH [oCTyn AaHHOMY
NPUNOXKEHUIO K CETW AU IHTEPHETY Npu onpeaeneHHbIX 06CTosATeIbCTBaAX.

21.2.2. ABTOMaTMn4eckoe gobasneHme npasu

Ecnu BktoveHa yHKUMsA Bpanamayap, BitDefender oTcnexxnsaeT BCe MpuioXKeHns
1 aBTOMaTU4YeCKMN CO34aeT NPaBusIo Npu MOMbITKE NPUIOXKEHNA NOAKIYNTBCS K
NHTepHeTy.B 3aBNCMMOCTU OT NPUIOXKEHNS 1 HacTpoek bpaHamayapa BitDefender
npoueaypa BbIMOAHAETCA aBTOMAaTUYECKN UKW NpK y4acTun nosib3oBaTens.

Ecnv BbibpaH nHTepdeinc "OcHOBHOR" nan "OnbITHLIA NOAb30BaTeb", BCE MOMbITKY
NOAKIIIOYEHUS CO CTOPOHbI HEN3BECTHBIX NPUAOXKEHNI By LyT 6/10KMPOBaTHCS.

Mpwn Bbibope MHTepderca "IKcnepT" B OKHE OMOBELLEHNS BEIBOAUTCS 3anpocC Ha
BbINOJHEHNE AENCTBUS KaXXAblI/ pa3, KOraa Hem3BeCTHOe MPUIoXeHue nbiTaeTcs
NOOKMOYUTLCA K IHTepHeTy.

B nosBuMBLUEMCSH OKHe Bbl YBUAUTE Cjefylollee: MNpUIoKeHue, nbiTalolleecs
noJly4ynTb JOCTYN B IHTEPHET, NPOTOKON U MOPT, Yepes KOTOprVI OHO NbITaeTCAa
NOOKTIOYUTBCA.

HaxmMuTe Pa3peLwumnTb, 4ToObl pa3pelumnTs BeCb TpaduK (BXOAALLNA U NUCXOAALLNNA)
ONS OaHHOrO MPUNIOXKEHNS C JIOKAJIbHOro KoMMbloTepa nan u3 noboro apyroro
MecTa npu nomowm IP-npoTokona u nwoboro nopTa. EcAM Bbl HaxxmeTe
BnokupoBaTb, TO BO3MOXHOCTb AoCTyna B VIHTepHeT 4epes IP-npoTokon Ass
laHHOr 0 NpunoXxeHns byneT NoNHOCTLIO 3ab10KMPOBaHa.

bpaHaomayap 145



BitDefender Total Security 2011

Ba)kHoO
PaBpeLIJVITe BXogsawmne nogka4YeHnsa TobKo C IP-aﬂ.pecoa nnn LOMEHOB, KOTOPbIM
Bbl MOJIHOCTbLIO AOBeEpPAETE.

B 3aBucMMOCTM OT Ballero oTBeTa OyaeT co3aaHo MpaBuso, KOTOPOE TYT e
NMPUMEHNTCA 1 3anuweTca B Tabauuy. Mpu cnegyollei nonbITKe CoeanHeHUs
JaHHOTO MPWIOXKEHNS M0 YMOYaHMO By AeT UCMOoNb30BaTLCS 3TO MPaBUIO.

21.2.3. JobaBneHne npaBua BPy4YHYo

Co3faHve npaBul BPYYHYID MOXXET OCYLECTBAATLCS pasfiMyHbIMK crocobamu B
3aBUCUMOCTI  OT MCMOJIb3YEMOr0 pPeXuMa MpocMoTpa MoJib30BaTENIbCKOMO
NHTepdenca.

NHTepdgenc "OnbITHLIN Nonb3oBaTeNb"
1. HaxxmuTe O630p Ha Bk/ake [l06aBUTL HOBYIO MpOrpamMMy.

2. HangmTe nporpammy, A5 KOTOpo TpebyeTcs co3aaThb NPaBuUIo, 1 HaXXMuTe
OTKpbITb.

3. HaxxmuTe fo6aBuTb NnpaBuio.
ObpaTnTe BHUMaHUe, 4TO Tenepb NpaBuno oTobpaxkaeTcs B Tabnuue.

4. BoibepuTe peicTeBue B cTonbue [leMCTBUE: paspelwnTb UK 3anpeTuTb
nocTyn.

JeicTeme 6yaeT NnpyMeHEHO KO BCEM MapaMeTpaM npasuna.
NHTepdenc "Ikcnept"
1. Haxxmute kKHornky JLo6aBuTb NpaBuno.losBNTCA OKHO HAaCTPOEK.
2. HacTpowTe rnaBHble 1 paclUMpeHHble NapaMeTpbl Hagaexallm obpasom.
3. HaxxmuTe OK, 4T06bl f062BNTH HOBOE NPaBUIIO.

MpaBuaa MOXHO WM3MEHWTb TONbKO B MpoLecce HacTponkm 6paHamayspa B
nHTepdence "Ikcnept".YTobbl N3MEHUTL CYLLECTBYIOLLEE MPABUIO, BbIMOJHUTE
Chenytoulyto npouenypy:

1. HaxxmMuTe KHomnky PeaakTUpoBaTb NPaBUIO UM ABaXKAbl LLEJKHUTE MbILLbIO
Ha npaBusie.lMosBMTCS OKHO HAaCTPOEK.

2. HacTpoiiTe rnaBHble U paclUMpeHHbIe NapamMeTpbl Haasexxalium obpasom.
3. HaxxmnTe OK, 4T0Obl COXpaHUTb CLLeNlaHHbIe N3MEHEHUS.

HacTponka 0CHOBHbIX NapaMeTpoB

Bknagka 06u.|,v|e OKHa KOHCbI/IpraLlVIVI Nno3BoJIA€T HaCTpahBaTb OCHOBHbIE
napaMeTpbl NpaBul.

Bbl MOXXeTe yCTaHOBUTb CllieAyioLine NnapaMeTpbl:
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@ NyTb K NnporpamMe. Haxxmute 0630p 1 BbIbGEPUTE MPUSIOXKEHNE, K KOTOPOMY
Bbl XOTWTE NMPUMEHUTb NpaBuia.ECim Bbl XOTHTE, YTOObLI MPaBUIIO0 MPUMEHSIOCh
KO BCEM MPUI0XKeHNsM, Bbibepute JIto6oMn.

@ KoMaHpHas cTpoka. Ecim Bbl X0TWTe, 4TOObI MPaBMI0 MPUMEHSANOCH, TONBKO
Korga BblbpaHHOe MpUIoXKEeHNe 3anyLeHo C onpeaesieHHoONn KOMaHaom Yepes
nHTepdenc komaHgHom ctpokm Windows, cHumMnUTe nakok Jlrobom 1 BeBennTe
COOTBETCTBYIOLLYIO KOMaHAy B MoJjie BBOAA.

@ NMpoTokon. Buibepnte 13 meHto IP-npoToKoA, K KOTOpOMY ByaeT NPUMEHATLCS
npasuo.

» Ecnv Bbl XOTUTE, 4TODOLI NPABWJIO MPUMEHSIOCh KO BCEM MPOTOKOJIaM, BbibepnTe
Jio6omn.

» Ecnm xotnTe npuMeHnTh Npasuio K TCP, Buibepute TCP.
» Ecv Bbl XOTWTE NpUMeHNTb npasuio kK UDP, BbibepnTe UDP.

» Ecv Bbl XO0TUTE, 4T06bI MPaBMAO MPUMEHSANOCH K ONpeesieHHOMY NPoTOoKOoY,
BbibepuTe [pyroe.llosBnTCca nojse BBOAa.BBeanTe HOMep, Ha3HAYEHHBIN
NMPOTOKOJ1y, KOTOPbIN Bbl XOTUTE OTUSIbTPOBATL, B M0JIe BBOAA.

@

3ameyvyaHune

Homep IP-npoTokona, Ha3Ha4yeHHbIi KoMWTeTOM Mo LMpPOBLIM agpecaMm B
VHTepHeTe (IANA).IMOMHbBIN CINCOK Ha3Ha4YeHHbIX HOMEPOB IP-NPOTOKOJ1a MOXXHO
yBUAETb Ha CTpaHuLe www.iana.org/assignments/protocol-numbers.

@ CobbiTHA. B 3aBMCMMOCTM OT BbIOPAHHOIO MPOTOKO/MA BbibepuTe ceTesble
cobbITUS, KOTOPbIM OyaeT HasHayeHo npasuno.0bpaTuTe BHUMAHWE Ha
cnepytouimne cobbITus:

CobbiTe |OnucaHue

Mopoxmoyenue MpenBapuTenbHbIn  06MeH  CTaHLAPTHLIMKA  COOBLLEHUAMNY,
MCMNONb3yeMbIMU NMPOTOKOJIaM/ Ha OCHOBE COeAMHEHUN (TakumMm
kak TCP) onsa ycTaHOBKMW nogkoydeHms.bnarogaps npoTokonam
Ha OCHOBe COefVHEHWU OaHHble MeXAy ABYMS KOMMbloTepamu
nepenalnTCcs TONbKO NOC/e YCTaHOBKY MOAKJIIOYEHMS.

Tpaduk MOTOK AaHHbIX MEXIY ABYMS KOMMbIOTEPAMU.

Mpoowusessme CocTosHME, B KOTOPOM MpUJIoXKeHre HabloaaeT 3a CeThio, 0XKnaas
YCTaHOBKM COEAVHEHNA NW MOYYeHNs NHOopMaLMm OT LpYroro
NPUJIOXKEHMS.

@ Tunbl apantepa. BuibepuTe Tunbl afantepa, KOTopbiM ByaeT HasHavyeHo
npaswuo.
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@ DenctBue. BuibepnTe 04HO N3 OOCTYMHbIX AENCTBUN:

JecTtBne |OnucaHue

PaspewnTb YKasaHHOMY MpuaoXeHuio OyneT paspelleH OocTyn B
ceTb/VIHTEpPHET Npy onpeaeseHHbIX 06CTOATENbCTBAX.

3anpeTtuTtb YKazaHHOMY npuinoxeHuto Oyaet 3anpeweH [JocTyn B
ceTb/IHTEpHET Npu onpeaeNieHHbIX 06CToATeNbCTBAX.

HacTpolika LOoNoSHUTENbHBIX MapaMeTpoB

Bknafka [lononHUTeNbHble OKHa KOHMUrypauuy Mo3BOJISeT HacTpausaTb
paclmpeHHble MapaMeTpbl NpasuJl.

Bbl MOXeTe YCTaHOBUTbL Crieayolimne oonosIHNTEIbHblE NapaMeTpbl:

@ HanpasneHue. BribepnTe 113 MeHI0 HanpaseHne Tpaduka, K KoTopomy byaeT
MPUMEHSATLCS NPaBuIIo.

HanpaBneHue OnucaHune

Ncxopsawmn MpaBnIo NPUMEHAETCH TOJILKO K UCXoAsLweMy TpaduKy.

Bxopsawun MpaBnio NPUMEHAETCA TOJIbKO K BXOAALLEMY TpaduKy.

06a MpaBunI0 MPUMEHAETCA 1 KO BXOLALLEMY, U K UCXOALLEMY
TpaguKy.

@ Bepcus IP. BuibepnTte u3 mMeHio Bepcuto IP-npoTokona (Hanp., IPv4 nan IPv6), K
KoTopon byaeT NpyMeHATLCS NPaBuo.

@ Appec UCTOYHMKA. YKaXKuTe SIoKasbHbIN IP-aapec 1 nopT, K KoTopoMy byaeT
NPUMEHSATLCS NPABUIIO:

» ECin y BaC HECKOJ/IbKO CETEBbIX alanTepoB, Bbl MOXETE CHATb (hnaxok Jllobow
1 BBECTU ornpepeneHHbIn IP-appec.

» Ecnn paHee 6bin BbibpaH npoTokon TCP wmnam UDP, Bbl MOXeTe yKasaTb
onpefeneHHbI NopT nav auanasoH noptos Mexay 0 n 65535. Ecnm Bbl XoTUTE
NMPUMEHUTb NPaBWJIO KO BCEM NMopTaM, BbibepuTe JIloGOM.

@ YpaneHHblil apgpec. YKaxuTe yaaieHHblin IP-aapec u nopT, K KoTopoMmy byaeTt
MPUMEHATLCA NPaBWIO:

» [1s hnnbTpaumm Tpachuka Mexxay BallMM KOMMbIOTEPOM U KAKUM-TO APYriM
KOHKPETHbIM KOMMbIOTEPOM CHUMUTE hakok JIlobon u BeeguTe IP-agpec
3TOro KoMmMbloTepa.
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» Ecnn paHee 6bin BblibpaH npoTokon TCP wnu UDP, Bbl MOXeTe yKa3aTb
onpeaesieHHbIN NOPT WK Anana3oH nopTos Mexay 0 n 65535. Ecnu Bbl xoTuTe
NMPUMEHNTb NPaBUJIO KO BCEM NMopTaM, BeibepuTe JIloGOM.

@ MNpuMeHnTL 3TO NPaBUJIO TONLKO AN HEMOCPEeACTBEHHO COeANHEHHbIX
KOMNbIOTEPOB. Bhibepute 3TOT mapaMeTp, eCan 3axoTuTe, 4Tobbl NpaBwIo
MPUMEHSNOCH TOJIbKO K JIOKaJIbHOMY Tpaduky.

@ MpoBepbTe nepBoHayanbHOe COObITUE B CUCTEMHOM MCTOYHUKE
npouecca. Bbl MOXeTe M3MeHATb 3TOT napaMeTp, TOJbKO eCnn Bbl Bbibpanu
Ctporuve aBTOMaTUYeCcKMe npasuia (nepengute KO BKJIagKe HacTpomku n
HaXxMuTe JonosHUTeNbHO). TepMnH "cTporve npasuaa" o03HayaeT, 4yTo
BitDefender bypeT 3anpawnBaTh 4eNCTBME NONb30BATENS KaXXAbIA pa3, Korha
npuaoXKeHne, 3anpawmsBas [LOCTYN K CEeTeBbIM WIW WHTepHeT-pecypcam,
NPOTUBOPEYUT POAUTESILCKOMY MpoLieccy.

21.2.4. PaclumpeHHoe ynpasJieHue rnpasuiamu

YT106bI NPOCMaTPMBaThL ¥ PEAAKTUPOBaTL NPaBWa, yNpaBasoLLme NPUA0KEHNAMMN,
Ha)XMUTe KHOMKY J[OMONHUTENbHO, KOTOpas oTobpakaeTcs Mpu HacTpolke
6paHaMay3pa B UHTepdeiice "IkcnepT".

Bbl yBuAnWTe npaBuna GpaHAMayspa B TOM MOpsake, B KOTOPOM OHM 6biaw
0TMeYeHbl.B KosloHKax Tabnuusl cogepaTcs NoApobHble CBeAeHUs 0 KaXXAoM
npasune.

@

3ameyvyaHune

Mpu nonbITKe coeanHeHnsa (Bxoaawero unm ncxoaswero) BitDefender npumeHset
[lefiCTBMeE NepBOro NpaBmia, KOTOPOe COOTBETCTBYET AaHHOMY COeIMHEHNI0. Takum
obpa3om, MopALOK, B KOTOPOM OTMEYaloTCA MpaBuia, 04eHb BaXKeH.

Ona ypaneHusa npasuna ero HeobXo4VMMO BbILENNTb U HaXaTb KHOMNKY YaanuTtb
npasuno.

YTobbI 0TpenaKTnpoBaTb CYLWECTBYOLWEE MNMpaBn10o, 4OCTAaTO4YHO Bbl6paTb eron
Ha)XaTb KHOMKY PenaKTupoaaTb npaBuJIO NN ABaXObl LWWEJIKHYTb Ha HEM MbILbIO.

Bbl MOXXeTe yBENNYNTL UJIN YMEHBLUUTL NPUOPUTET Npasuia. HaXkMnUTe KHOMKY
MepenBUHYTH BbilLie B CNUCKE, 4TOOLI YBENNYUTL NMPUOPUTET BbIBPAHHOMO Npaswuia
Ha OZVH YPOBEHb, UM KHOMKY ~ MepeABUHYTbL HUXKE B CMUCKE, HTOObI YMEHbLINTH
npuopuTeT BEIBPAHHOMO NPaBIa Ha OANH YPOBEHb.YTOObI HA3HAYMTL A8 NpaBua
HaWBBICLUNIA NPUOPUTET, HAXKMIUTE KHOMKY = CaenaTb nepBbiM. HaXKMUTe KHOMKY
= CpenaTb NocaegHUM, 4ToObl Ha3HAuNTb NPABWUY HAaVMEHbLUWA NPUOPUTET.

Ha>kmuTe 3aKpbITb, 4TOObI 3aKPbITb OKHO.
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21.2.5. YpaneHue n nepeycTaHOBKa npasui

YpaneHue n NoBTOPHas HACTPOWMKa MpaBuJl BO3MOXHA TOJIbKO MPWU HacTponke
6paHaMayapa B UHTepdeiice "IkcnepT".

[ns ynaneHus npasuna Heobxognmo Bbl6paTb ero 1 Ha)xkaTb KHOMKY Ypanutb
npasuno.Bul MoXeTe Bbl6paTb nynanntb O4HOBPEMEHHO HECKOJIbKO MpaBuJl.

Ecnn Tpeﬁ)/ETCFI yAanunTb BCE NMpaBhia, CO3AaHHbIE A1 KOHKPETHOI 0 NMPUI0XKEHWA,
BbI6epVITe HY>XHOE MPUNOXKEHWE N3 CMNCKA Y HAXKMUTE KHOMKY Y AasuTb NpaBuio.

Ecnm xoTuTe 3arpy3uTb Habop MpaBusi Mo yMOAYaHUK AN BbIOPAHHOrO YPOBHS
[noBepusi, HaXxMUTe COpoCcUTL NpaBuna.

21.3. HacTponku cetn

YT10bbl 324aTb HAaCTPOVKM NOLK/OYEHNSA A5 NpoayKTa, oTkponTe BitDefender n
B 3aBMCKMMOCTM OT UCMOb3YEMOr0 peXxXnma nHTepdenca nob3oBaTens BbIMOJHUTE
crnepywume gencTens:

NHTepdgenc "OnbITHbIN Nonb3oBaTeNb"
Mepenpute Ha BkNaaKy BesonacHocTb 11 BbibepnTe HacTpouTs OpaHamayap
B MaHenn ObICTPbIX 3ajay B JIEBOM 4acTW OKHa. B OTKpbIBLIEMCS OKHe
nepengnTe Ha BKnanky Cetb.

WHTepdenc "dkcnept"
Mepengute B pasgen bpangmayap > Cetb.

B cTon6uax Tabnub KoHUrypaumua ceTu npecTas/eHbl NoapobHble CBeaeHNs
0 CEeTU, K KOTOPOW NOoAK/toYeH KoMmmbioTep. C MOMOLLbIO 3TUX CBEAEHWUA MOXHO
HACTPOMTb MapPaMeTPbl NMOAKOYEHUR:

@ ApanTep — CeTeBON ajanTep, KOTOPbLIA Ball KOMMbIOTEP MCMOJb3yeT IS
MOAKJ/IYEHNS K CETU 1 IHTepHETY.

@ Tun cetm — TuN CeTu, K KOTOPOW MOAK/YEH aganTtep.B 3aBucumocTn OT
KOHMrypaLumm ceTeBoro afantepa, BitDefender MoxkeT aBTOMaTUYeCKM BbIOPaTh
TUMN CeTU UK 3anpocuTb 6osiee NnoapobHbie cBeAEHMS.

/I3MeHUTb TUM MOXHO, HaXkaB Ha CTpenky ¥ B cTonbue Tun ceTu u Boibpas 13
CMWCKa OJMUH U3 AOCTYMHbIX TUMOB.

JoBepeHHble OTKtOYEHNe BpaHaMay3pa A4 ONpeaeneHHoro aganTtepa.
(paspewwnTb BCe)

Domalunuii/pabounii PaspelleHne BCEro Tpahuka MeXay BalluM KOMMbIOTEPOM
1 KOMMbIOTEPAMM B JIOKAJIbHOM CeTH.

0O6wepnocTynHbin Becb Tpaduk unbTpyeTcs.
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HeHapeXHble MonHoe 6noknpoBaHme Tpaduka cetn n MHTepHeTa Yyepes
(6nokupoBaThb COOTBETCTBYOLWMIA aganTep.
BCe)

® VPN — ncnosb3yeTtcs nm coeguHeHme tuna VPN.

Ona Tpaduka, noctynawwero 4yepe3 VPN-coefuMHeHWUs, NPUMEHAeTCAa Tun
unbTpaLMmM, OTANYHBIA OT (USIbTPaLMKN TpadurKa, NPOXOLALLEro Yepes apyrme
ceTesble coemHeHuA.[Mpu ncrnosb3osaHny VPN-coeAMHEHNS HAXKMUTE Ha CTPesIKy
v B cTonbue VPN n BoibepuTe [a.

B nHTepdelce "IkcnepT" oTobparkatoTCs ABa AOMNOJHUTENbHbIX cTonbLa:

@ PeXXum HeBMAMMKM — MapaMmeTp, Oonpeaensiownin BO3MOXHOCTb ObiTb
0BHapy>XeHHbIM APYTUMU KOMMbIOTEPaMu.

015 HACTPOMKK pPeXuMa HEBUOMMKU HaXXMUTE CTPENiKY ¥ B KOJIOHKE PeXXum
HEBUAMMKM 1 BbIOEPUTE HYXKHbI BapuaHT.

Pexxum "Hesnonmka" OnucaHue

Bkn. HeBugmmbil pexxnm BKOYeH.Baw KoMmnbloTep
HEBUAMM U3 JIOKaNbHOW CeTu 1 NHTepHeTa.

Bbikn. HeBugumbin pexum BbIKJItOYeH.Jliobon
Nnosb30BaTeNb W3 JIOKAJIbHOW  CETU  MOXET
0bHapyXuUTb Ball KOMMbloTep.

YoaneHHbIN Baw komnbloTep He MoXeT 6biTb 0OHapyXeH 13
NHTepHeTa.llonb30BaTeNM B JIOKAIbHOW CETW MOTYT
00OHapyXUTb Ball KOMMbOTEP.

@ O6Lime — onpegensdaeT, NPUMEHAKTCA NN obwpe npaBuya K 3TOMYy COEANHEHUIO.

Mpw n3meHeHun IP-agpeca ceTeBoro agantepa BitDefender cooTBeTCTBYOLWUM
0bpa3om n3MeHnUT TUN ceTu.Ecnm TpebyeTcs COXPaHUTb TOT XKe TUM, HaXKMuTe
CTpenky ¥ B cTonbue O6wme v BoibepnTe da.

21.3.1. CeTeBble 30HbI

ans onpepgesieHHoro apantepa MOXHO nobaBnsAThb pa3pelleHHble  nn
386)'IOKVIDOBaHHbIe KOMMNbOTEPbI.

[loBepeHHas 30Ha — 3TO KOMMbIOTEP, KOTOPOMY Bbl MOJIHOCTHIO l0BEpsieTe.Bech
Tpavk Mexay BallMM  KOMMbOTEPOM U AOBEPEHHBIM  KOMMbOTEPOM
pa3spelueH.4YTobbl OTKPbITL AOCTYM K pecypcam Ajs onpefeneHHbIX KOMMbITEPOB
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B Hebe3zonacHon 6GecnpoBofHOW ceTw, Oob6aBbTE UX B CMAWCOK pPa3peLleHHbIX
KOMMbIOTEPOB.

3ab10KMpoBaHHas 30Ha — 3TO KOMMbIOTEP, C KOTOPLIM Bbl HE XOTUTE 0OMEHNBaTLCA
NH(OopMaLnen.

B Tabnuue CeTeBbIX 30H MPUBEAEHbl TeKyLINe CETeBble 30Hbl AJ1S KaXKAoro
ajanTepa.

Y706bI 1,06aBUTH 30HY, BbiGepuUTe agantep U HaXxMUTe [JL,o6aBUTb 30HY.MoSBUTCS
HOBOE OKHO.

BeinosnHuTE cnepytouime OencTems:
1. BuibepuTe IP-agpec KoMnbloTepa, KOTOPLIN Bbl XOTUTE f06aBUTb.
2. Boibepute pencreue:

@ Paspewntb — paspelwinTb BeCb TPauK MeXAy BallUM KOMMbIOTEPOM U
BbIOPAHHbIM KOMMbIOTEPOM.

.3al1peTMTI: — 6J'IOKI/IpOBaTb BECb Tpad.)l/IK MeXAJy BalwllM KOMMbHTEPOM U
Bbl6paHHbIM KOMMbIOTEPOM.

3. Haxxmute OK.

21.4. YcTponcTBa

Onsa ynpasneHns yCTporncTBaMm, NOLK/OYEHHbIMI K ceTun, oTKponTe BitDefender
1 BbINOJIHUTE CeayroLwmne enCTBUS (B 3aBUCUMOCTY OT PeXXKMa NoJb30BaTeIbCKOr0
UHTepdenca):

NHTepdenc "OnbITHbIN Nonb3oBaTeNb"
Mepenpute Ha BkNaaKy BesonacHocTb 1 BbibeprTe HacTpouTb 6paHamaysp
B obnacty ObICTpbIX 3aday B JIeBOW YaCTU OKHa.B OTKpbIBLLEMCA OKHe
nepenauTe Ha BKNaaky YCTpoucTBa.

NHTepdenc "Ikcnept"
MepenanTe B pa3nen bpangmayap > Ycrpoucrsa.

B Tabnuue nepevncneHbl NpuHTEpPLI, PakCbl U CKaHepbl, 06HapPY>XXeHHbIE B CETH, a
TakXe OeACTBUS MO YMOMYaHWIO, 3afaHHble AN HUX.YTOObl M3MEHWUTb CTaTyC
YCTPOWCTBA, ABaXKAbl WeNKHUTE B Tabauue M B OTKPbIBLUEMCSA OKHE BbibepuTe
OLHO 13 CefyoLNX 4eACTBIA: pa3pewwnTb uan 3abnoknpoBaTb 06MEH faHHbIMU
C YCTPOWCTBOM.

Onsa ynpaBneHus CMcKOM YCTPONCTB UCMOJIb3YATe [OCTYMHbIE KHOMKN:
@ JobaButb — fob6aBneHNe yCTPONCTBa, He 0TOBpa)kaeMoro B CnCKe.
@ YDanutb — yaaauTb BbibpaHHOE YyCTPONCTBO 13 CrUCKa.

@ OBHOBUTBb YCTPOWCTBA — 3aMyCK HOBOr0 CKAHWPOBaHMA CeTy 115 06HOBAeHUS
Cr1CKa YCTPOWNCTB.

bpaHamayap 152



BitDefender Total Security 2011

21.5. KOHTpOJIb COefNHEHNN

Y1obbl OTCNeXMBaTb TEKYLLYlD aKTMBHOCTb B CeTu wuam B WHTepHeTe (C
ncnonb3oBaHmeM nNpoTokosioB TCP n UDP) ¢ COPTUPOBKON MO MPUIOXKEHUAM UN
OTKPbITb XXypHan bpaHamayapa BitDefender, BbinonHUTE cnepyioine AencTBus:

1. OTkpowTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa 1
BbIbepuTe nHTEptenc Akcnepr.

2. NepengnTte B pasnen bpangmaysp > AKTUBHOCTbD.

34eCb MOXKHO MPOCMOTPETH 00LLYI0 MHDOPMALMIO O COEAUHEHNAX MPUOXKEHNIA.
,D,J'Iﬂ Ka)Kaoro npunaoxxeHum4 0T06pa)KaIOTCﬂ ero coegnHeHnsa n OTKPbITble MOPTHI,
a TakKXe CTaTUCTUKa OTHOCUTEJIbHO CKOPOCTU BXOAALLEro  ncxoasdtiero TpaCbVIKa
1 06LLEero KoMYeCcTBa 0TOCAAHHbIX/MOMYYEHHbIX AaHHbIX.

Ecnn Bbl XOTUTE TakXe MPOCMOTPETb U HEAKTMBHbIE MPOLLECChl, CHAMUTE (1aXkoK
CKpbITb NPOLLECChI.

OnucaHna NMKTOrpaMm cnegytoLime:

@ 2 NokasbiBaeT ucxosilee NoaKI0YeHe.

@ =* [ToKa3blBaeT BXoAALLee MNOAKII0YeHMe.,

@ E loKa3biBaeT OTKPbITLIA MOPT Ha BalleM KOMMbloTepe.

ST0 OKHO 0To6pa>KaeT AKTUBHOCTb COeiHEHNS C ceTblo//IHTepHeTOM B peasibHOM
BpeMeHu. [lo Mepe TOro Kak COeOWHEHUA WnM MNOopThl  3aKpbiBAlOTCH,
COOTBETCTBYWOLLME MYHKTbl BHa4yasle TYCKHEIOT, a 3aTeM 1cye3aloT U3 cnucka.To
Xe CaMoe npouncxoonTt M Co CTaTUCTUHECKMMU OaHHbIMK 0714 onpeneneHHoro
NPUNOXEHUSA, TEHEPUPYIOLLEro TpapuK Uam MMeoLLLEero OTKPbLITbIE MOPThl, KOTOpbIe
Bbl 3aKpbln.

MoAapobHBbIA CMMCOK COOLITUIA, OTHOCALLMUXCS K UCMOJIb30BaHMIO Moayid bpaHaMay3pa
(BkNtOYeHMe/BbIKNIOYEHNEe BpaHaMayapa, 610kMpoBaHMe Tpaduka, U3MeHeHune
napameTpoB) UMW CO3AaHHbIX LEACTBUAMMK, OOHAPY>XXEHHbIMU AAHHLIM MOAYIEM
(ckaHuMpoBaHMe nopToB, 6/0KMPOBKa MOMbITOK MOAKJOYEHUS WAU Tpaduka B
COOTBETCTBMM C MpaBuiamum), CM. B XypHane bpaHamay3spa BitDefender. Ons
NPOCMOTPa XXYpHasa HaxXxM1Te KHoMnky MoKasaTb XXypHan.IToT (haiia HaxoanTcs
B nanke Common Files Tekyuwero nonb3oBaTens Windows no agpecy:
...BitDefender\BitDefender Firewall\bdfirewall.txt.

Ecnwv Bbl X0TUTE, 4TOOLI B XXypHae cofep>kanock b6osbLie nHdopmaumm, Beibepute
PaclumpuTb CIOBECHOE HanoJIHEHUe Jora.

21.6. MNMounck n ycTpaHeHne HencrnpaBHoCTen bpaHamayspa

B cnyyvae Bo3HMKHOBEHWSA NpobieMbl, KOTopas NPeanoaoXXnTenbHo bbia Bbi3BaHa
bpaHamayspom BitDefender, mMacTep noucka W ycCTpaHeHWs HeUCnpPaBHOCTEN
NMOMOXKET ee YyCTPaHUTb.
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Onqa 3anycka mactepa oTkpownTe BitDefender n BbimonHWTe cnegytowne gencTens
(B 32BMCUMMOCTM OT NCMOJIb3YEMOr0 peXmma NnoJib30BaTeNIbCKOro nHTepdenca):

NHTepdenc "OnbITHBIN Nonb30BaTeb"
Mepenpute Ha BkNaaKy BesonacHocTb 11 BbibeprTe HacTpouTs OpaHamayasp
B obnacTy ObICTpbIX 3aday B IeBOM 4YacTW OkHa.llepenguTe Ha BKNALKYy
HacTpoikm B OTKpbIBLIEMCA OKHe W Bblbepute MOMCK M yCTpaHeHue
HEUCNpPaBHOCTEM.

WHTepdenc "dkcnept"
Mepengnte B pasgen bpanamayap > Hactpouku n HaxmuTe Mouck u
ycTpaHeHne Henonaaok.

C noMmoLLblo 3TOro MacTepa MOXHO ObICTPO YCTPaHWTb HEUCNPaBHOCTM
MOAK/IOYEHNS, CBS3aHHbIE C KOHUrypaLuei 6paHamayspa.

@ C6oin npu BbIBOAE Ha MevaTb.
@ C6oi1 Npu nonbITKe AOCTYMNa K KOMMbIOTEPY B CETW.
@ Cb6boi npu nonebiTke focTyna B IHTepHeT.

ECNM HU OofilHA M3 OMUCAHHLIX CUTyaLMiA He COOTBETCTBYeT Balleil npobreme,
BbibepnTe pyrue npobaembl 6paHaMayapa, 4ToOb NepeiTi K oOKHy UHCTpyMeHT
nopaepXKu.

[onosHuTeNbHble CBeOEeHUsa o MacTepe CM. B pa3pene Monck un YCTpaHeHNe
HEMNoNMaJoK AaHHOro pykoBoACTBa.
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22. YA3BMMOCTHU

BaxHbIN LWar B 3aLLMTe BaLLero KOMMboTePa OT 3/10YMbILLIEHHIKOB 11 BPe JOHOCHOM0
MO cocToMT B TOM, 4TOObl Lep)KaTb ONepaLMOHHYI0 CUCTEMY W WUCMOJb3yeMble
npuaoXeHnss B 06HOBJIEHHOM COCTOsIHMM.Bonee Toro, 4Tobbl MpPemoTBPaTUTbL
HeCaHKLMOHUPOBaHHBIN AOCTYM K KOMMbIOTEPY, KaXKAYyto y4eTHyto 3anuncb Windows
Heobxo4nMo CHabaNTb CUSIbHBIM NapoJsieM (NapoJsieM, KOTOPLIA TPYAHO yragaTh).

BitDefender perynsipHo npoBepsieT cMcTeMy Ha Hanyue ys3BMMOCTEN 1 yBeoMAsSeT
0 CyLLecTByoLIMX Npobiemax.

22.1. Tonck ya3BMMOCTeM

MpoBEpPUTbL CUCTEMY Ha HaJWyue YsS3BUMOCTEN M OCYLLECTBUTb WX MO3TanHoe
YyCTpaHEHME MOXHO C MoMmollbto MacTepa Mouck ysa3BMMOCTel.[lna 3anycka
MacTepa oTKpowTe BitDefender n BbinonHWTe cneaytowme 0encTems (B 3aBMCUMOCTM
OT UCMO/b3YEMOr0 PeXIMMa M0Jb30BaTEIbCKOr0 UHTepdenca):

NHTepgenc "OnbITHBIN Nonb3oBaTeb"
Mepenonte Ha BkIagky BesonmacHocTb 1 BbibepnTe CKaHMpPOBaHME Ha
Hanuyue ysasBuMocTen B 061acTy GbICTPLIX 3a4a4 B JIEBOW YaCTW OKHa.

NHTepdenc "dkcnept"
Mepengute B pasgen Yassumoctu > Cratyc 1 HaxmuTe NMpoBepuTb cenyac.

Ona ycTpaHeHus ys3BMMOCTEN CUCTEMbl BbINOJHUTE CReAyloLwy npouenypy,
COCTOSLLYIO U3 LWeCTu Wwaros.Hasmrauus no MacTepy oCyLLEeCTBASETCA C MOMOLLbIO
KHOMKK Janee. 1514 Bbixoda U3 MacTepa Haxxmute OTMeHa.

1. 3aWMTUTb Ball KOMMNblOTEP
BbibepuTe yS3BMMOCTY 015 MPOBEPKU.
2. CKaHupoBaTb BbiIOpaHHbIE Yrpo3bl...

Mopoxaute, noka BitDefender 3aBepwnT MNpPOBEPKY CUCTEMbI Ha Hannyue
yS3BUMOCTEN.

3. O6HoBneHua Windows

Bbl MoXeTe NMPOCMOTPETb CMUCOK BaXHbIX N BTOPOCTEMNEHHbIX obHOBNEHUN
Windows, KOTOpblE B OaHHbIA MOMEHT He YCTaHOBJIEHbI Ha BalleM
KOMI'IbIOTepe.BbI6epVITe obHOBNIEHUA ONS YCTaHOBKW.

4. OBHOBNIEHUA NPUJIOKEHUHN

Ecnu npunoxeHve HyxaaeTcs B 0OHOBNIEHNM, LLENKHUTE NOSIBUBLLYIOCS CChIIKY,
4TO6bI 3arpy3nTb NOCNELHION BEPCHIO.

5. Cnabble naponu
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Bbl MOXeTe NMPOCMOTPETbL CMNCOK YHETHbIX 3anuncen Windows, YCTaHOBJIEHHbIX
Ha BalleéM KOMMbKOTEPE, W YPOBEHb 3allWTHI, obecneynBaemMbli KX
I'IapOJ'IFIMVI.Ha)KMVITe yCTpaHMTI:, 4T0ObI N3MEHUTb BCE Cnabble napoJin.

6. CBopgka

34eCb MOXHO MPOCMOTPETbL Pe3yibTaThbl Onepauum.

22.2. CocTosiHMe

YT0bObl NMPOBEPUTHL TEKYLLWMIA CTATyC YA3BMMOCTW U BKJOYUTH WM OTKIOYUTb
aBTOMaTMNYeCKOe CKaHWPOBAHWE Ha HanYme YSa3BMMOCTEN, BbIMOJHUTE Clelytoline
nencTens:

1. OTkpowTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa 1
BbIbepuTe nHTEptenc Akcnepr.

2. Nepenante B pasnen YA3BUMOCTb > CocTosiHMe.

B Tabnmue otobpaxatoTcsa npobnemsl, 0bHapy)KeHHble BO BpeMS MOCNefHewn
NPOBEPKM Ha HaNIMYMe YyA3BUMOCTEN, a TaKXKe NX COCTOSiHNE. Bbl yBUAUTE [ENCTBUE,
KOTOpoe HeoBXOAMMO BbIMOAHUTL AN YCTPAHEHUS KaXXAOW YS3BUMOCTU, €C/N
TakoBble Oy nyT 0bHapyxeHbl.Ecv BMecTo nencTBms oTobpaxaeTcs OTCYTCTBYET,
3HAYMT AaHHas npobnema He ABNAETCS YA3BMMOCTLIO.

Ba)xHo

[na aBTOMATMYECKOro MoslyyeHns yBefoMSieHWn 06 yAa3BMMOCTAX CUCTEMbl UMW
NPUNOXXeHWn napamMeTp ABTOMaTM4YeCKOe CKaHMpOBaHME Ha Halauuue
yA3BMMOCTEN [0/KEH ObITb BKJIOYEH.

B 3aBUCMMOCTM OT NpobneMmbl, A1 TOro YTOObl yCTPAHUTL KOHKPETHYIO YSI3BUMOCTb,
npeanpuMnTe crnenytolne 0eicTBus:

® Ecan poctynHbl obHoBneHms Windows, HaXMuTe YCTaHOBUTb B KOJIOHKE
[edcTBMe 415 yCTaHOBKMN.

@ Ecnmn npunoxeHue yctapeno, HaxxmMute JlononHUTeNbHas VIHCI)OpMaLI,VIﬂ ansa
NMpPOCMOTpPa CBEeLEHN 0 BEPCUN N CCbIJTIKN Ha Be6-CTpaHI/ILI,y nocCTaBLlWKa, rae Bbl
CMO)XKeTe 3arpy3nTb N YCTaHOBUTb NOC/IEAHIOO BEPCUIO NPUNOXKEHUA.

@ Ec/iv naposb yyeTHom 3anucu nosb3osatens Windows Hel0CTaTO4YHO HaLeXeH,
HaxMuTe MPOCMOTPETh U UCNPABUTb, YTOOLI U3MEHWUTL MaPOJIb NPU CIeayOLLIEM
BXOZEe B CUCTEMY, WAV U3MEHWUTE Maposib CAMOCTOATEIbHO.YTOObI Naposib Obin
CUIbHBIM, UCMOJb3YNTE KOMOWHALMY CUMBOJIOB B BEPXHEM U HUXKHEM PErncTpe,
4yncna un creumanbHble CUMBOJIbLI (Takue Kak, Hanpumep, #, $ nan @).

@ Ecim B Windows BkJo4eHa (YHKLMA aBTO3anycka HocuTens, BbibepuTe
WUcnpaBuTb 015 ee OTK/0YEHNS.
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22.3. HacTponkn

[Ns HaCcTPONKM NapamMeTpPoB aBTOMaTUYECKON NPOBEPKN Ha Hasn4re yA3BUMOCTEN
BbIMOJIHUTE CefytoLlne 4einCTBUS:

1. OTkpowTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa 1
BbIbepuTe nHTEptenc Akcnepr.

2. NepenanTte B pasnen Yassumoctu > HacTtpouku.

3. YCcTaHoBMTe (PylaXKKK, COOTBETCTBYIOLWME CUCTEMHbBIM YA3BUMOCTAM, Halu4me
KOTOPbIX AOJKHO PErynspHO NPOBEPATLCS.
@ Kputuyeckue obHonenusa Windows
@ PerynsapHblie o6HoBnenus Windows
@ OOHOBNEHUA NPUNOXKEHUH
@ Cnabble naponum
@ ABTO3anyck HocuTens

3aMeYyaHune

@ Ecnu cHATb (hN1aXkoK, COOTBETCTBYIOLLMI OnpeaesieHHon ya3srumocTy, BitDefender
6onblue He ByneT yBeAOMASATL Bac O CBA3aHHbIX C HeN npobnemax.
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23. Pe3epBHas Konus

B coctaB nporpamMmbl BitDefender BXoAMT MOAy/b PE3epPBHOr0 KOMUPOBaHUS,
NO3BONSIOLLNIA OPraHN30BaTb KOMMPOBAHME LieHHbIX JaHHbIX C BalLEro KOMMbloTepa.
Bbl MOXeTe CO34aBaThb KOMWIO Ha BalleM KOMMbIOTEPE, CMEHHbLIX HOCUTENAX UK
Ha CEeTeBOM pecypce 1 MOXeTe bbiTb YBepeHbl, YTO CMOXETe VX BOCCTAaHOBUTL B
cNyyae HeobxoaAMMOCTU. BoccTaHOBNEHWE AaHHbIX MpeacTaBaseT u3 cebs npocTyto
npoueaypy.

C nomolblo cnefylolwero 3aflaHus MOXXHO JIerkKO BbIMOJHUTbL pe3epBHoe
KOMnpoBaHWE N BOCCTAHOBUTL AaHHbIE!

@ JloKasibHas pe3epBHas Konus — NpocTas NpoLieaypa, COCTOALLAsA U3 NATY LIAros.,
C MOMOLLIbI0 KOTOPOW MOXXHO CO34aBaTh JIOKaJIbHbIE PE3EPBHbIE KOMUW JaHHbIX.

@ JlokanbHOe BOCCTAHOB/IEHME — MPOCTas Npoueaypa, COCTOALAs M3 YeTbipex
LLAroB, KOTOPas Mo3BOJIAET JIOKa/IbHO BOCCTAHOBUTL PE3EPBHYI0 KOMUI0.

HacTponTb 1 BbINOJIHUTL OMepaLmm pe3epBHOro KONMpoBaHMs MOXHO C MOMOLLbIO
byHKUMK HacTponku pesepsHoro konnposaHusa BitDefender.

23.1. Co3gaHune noKanbHOW pe3epBHON KOMUN AaHHbIX

MacTep pe3epBHOro KOMMPOBaHWs NPefoCTaBAseT NOLaroBoe pyKoBOACTBO AN
CO3[1aHUSA 3a[aHNs NOKAJIbHOr0 Pe3epBHOro KOMMpoBaHus.B KoHLe npolecca Bbl
CMOXXETe CO3/aBaThb Pe3epBHbIe KONV halnsioB MPOM3BOIbHO UV 33aTh Pe3EPBHOE
KOMVpOoBaHMe Mo pacnucaHuio.

[na 3anycka mactepa oTkpounTe BitDefender n BbinonHUTe cnepytowne 4eNCTBUS
(B 3@BUCUMOCTU OT UCMOJIb3YEMOr0 peXnMa noJib30BaTesIbCKOro UHTepenca):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
Mepengnte Ha BKNagky XpaHeHue aunoB, BbibepnTe JlokanbHoe
pesepBHOe KonupoBaHMe B 06/1acTu BbICTPbIX 3afay B IEBOW 4acTu OKHa,
3aTeM BbibepuTe "JlokasbHasa pe3epBHas konusa".

WHTepdenc "dkcnept"
Mepengnte B pasnen PesepBHoe KonupoBaHue 1 BbibepuTe JlokanbHoe
pesepBHOE KONMpOBaHMe.

o 3amMeYyaHune
U Tak>xe MoOXKHO 006aBUTb APAbLIK AN pa3fena Mon UHCTPYMEHTSI.

HaBuraumsa no Mactepy oCyLLECTBIAETCA C MOMOLLbI0 KHoMoK Janee 1 Hasapg.[na
BbIX04a 13 MacTepa HaxmMnTe OTMeHa.

1. OKHO NpUBETCTBUA

2. Bbibepute 06beKT gnsA pesepBHOro KONMPOBaHUsA
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Bbl MoXxeTe BbibpaTh BbICTpOe KonupoBaHue (Balla My3bika, BUAeo, oTo,
3N1EKTPOHHbIE COO0OLLEHMS, HACTPOMKM MpUoXKeHuin u T. A.) nan MonHoe
pe3epBHOE KONMPOBaHUe (BCE pa3fesbl).

Haxxmute Bpyrue damnbl, 4Tobbl 406aBUTL Apyrue dainbl € Ballero paboyero
CcToNa K TeM, 4yTo ByayT CKONMPOBaHbI B pe3ysibTaTe BbICTPOro KONMpoBaHuUs.
MonHoe pesepBHOE KOMMUPOBAHME TaKXe MOXKHO HACTPOUTb, BbIOpaB Te
KaTasiory B pasfenax, Kotopble Heo6x0AMMO CKONMPOBaTb.

3. Boibepute nyTb AN pe3epBHOro KONMPOBaHUsA
34ech Bbl MOXeETe BbiOpaTb MECTOMOJIOXKEHNE CKOMMPOBAHHbBIX AaHHbIX.

Ecnu Bbl XOTWUTE COXPaHUTL AaHHble Ha Ball KoMnbtoTep, USB-yCTPONCTBO 1K
CeTeBoW pecypc, HaxxmMnTe BbibOpaTh MecTonosoXKeHue 1 BbibepnTe, Kyaa
COXPaHUTb JaHHbIE,

Ecniv Bbl XOTWUTE CO3L4aTb PE3epBHYIO KOMUIO BalMX JaHHbIX Ha cepsepe FTP,
HaxMuTe Bbibepute nyTb 1 fobaBbTe cepsep FTP.M0ABUTCS HOBOE OKHO.

HacTpolika coegnHeHuns ¢ cepeepomM FTP npoussBoanTcs ciegytownm obpasom:

a. Beegute nmsa cepeepa FTP B COOTBETCTBYIOLLEM MOJIE.

b. Ecnun cepsep FTP ncnonb3yeT Apyron nopT, OTAUYHbIA OT 21, BBEAUTE €ro B
COOTBETCTBYIOLLEe MnoJie.

C. Ins wucnosnb3oBaHWs NacCUBHOrO pexuma (cepsep FTP  unHuuuunpyet
coefiHeHne) 0TMeTbTe hna)kok MacCUBHBIN peXXum.

d. Ecnm cepeep FTP pa3pewaeT aHOHMMHbIA [OCTYM, Bbl MOXETe OCTaBUTb
OTMeYeHHbIM napamMeTp AHOHMMHBIA.B uHOM cnyyae Bbibepute WUMA
nosib3oBaTens ¥ BBEAMTE UMS M0Jb30BaTesIq U Naposib Y4eTHON 3anucuy,
pacno3HaHHon cepsepoM FTP.

e. HaxxmunTe OK.

4. BoibepuTe BpeMs pe3epBHOro KONUPOBaHMUs
3[,eCb MOXHO BbIOPaTh BPEMS 3aMyCKa Pe3epBHOro KOMMPOBAHUSA JaHHbIX.

YT10Obl Cpa3sy COXpaHUTb HeobxoauMble AaHHble, HaxmuTe [pousBecTu
pe3epBHOe KOMMPOBaHUE NPAMO ceryac; 4Tobbl pe3epBHOE KOMMPOBaHWE
MPOUCXOAWI0 MO pacnucaHuto, Haxxmute MpPon3BecTn pesepBHOE KONUPOBaHUe
no yKa3saHHOMY pacnucaHuIo.

Ecnu Bbl BbibepeTe napameTp Mpou3sBecTu pesepBHOe KONUpOBaHME MO
yKa3aHHOMY pacnucaHmio, Heobxo4MMO yKa3aTb NEPUOANYHOCTL BbINOJHEHUS
LAHHON 3afa4n: eXXeLHEBHO U exeHeLeNbHO. TakXe MOXXHO yKa3aTb AaTy U
BpEMS.

5. CBopKa

34ecCb Bbl MOXeTe NMPOCMOTPETL NapaMETPbl 3aAaHNA Pe3ePBHOIo KONMpoBaHMA
N Ha4aTb KOMNMMpoBaHKNe.

B cooTBeTCTBYIOLLEM MOJIE BaM HeobxoVMO BBECTW Ha3BaHWe 3a4aun.
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Ecnn Bce HacTpoliku Bac YCTpauBalT, HaxmuTe HauyaTb pesepBHoe
KonupoBaHue.llofoxanuTe, noka BitDefender 3aBepLUMT KOMMPOBAHUE AAHHBIX,
N HAXXMUTE 3aBepPLUUTD.

@

3amMeYyaHune

Korpa Bbl ByfeTe co3naBaTh 3a4aHne pe3epBHOro KOMMpPoBaHMS B MePBbIA pas,
BaM HyXHO OypeT yka3aTb y4eTHyt 3anucb Windows, koTopas Oyger
1CNONb30BaTLCA A5 BbIMOJIHEHNS 3TOr0 3afaHus.

[ns nMcnonb3oBaHWS TeKyLleid YYeTHOM 3anucu MnpocTO BBEAMTE Maposb B
CoOTBeTCTBYlOLee nose.Ecam Bbl XOTUTE BbINOJHUTL Pe3epBHOE KOMMPOBaHUe
M3 ApYyrom y4eTHOM 3anucu, BbibepuTe 3anycK OT WMEHM clepylolero
nonb3osaTtens Windows v 3anonHuTe nons.

@ /Ima nonb3oBaTena — BBeANTE UMA Y4eTHOR 3anucu Windows.

@ Maponb — Naposib yKazaHHON paHee YY4eTHOW 3anuncu.

@ CepBep — BBeANTE MMS LJOMEHHOIO CEpBepa.

[na nponomkeHns Haxxmute OK.

23.2. BoccTaHoOBMEHNE OaHHbIX U3 JIOKa/IbHbIX Pe3epPBHbIX
KOMui
MaCTep JI0OKaJIbHOIro BOCCTaHOBJIEHNSA MO3BONAET BOCCTaHaB/IMBaTb OaHHble U3
pe3epBHbIX KOMWUA Ha JIOKaJIbHOM HocMTesne.B KoHue npouecca Bbl CMOXeTe
C03[aBaTb pe3epBHbIE KOMUM (haioB MPOU3BOJILHO WAWM 3afaTb pe3epBHOe
KOMMPOBaHMe Mo pacruncaHunio.

@

3ameyvyaHune

Mepen BOCCTaHOB/EHWEM [AaHHbIX ybeAWTeCb, YTO YCTPOWCTBO, Ha KOTOPOE Bbl

CKOMMPOBaNN AaHHble, AOCTYMNHO.B 3aBMCUMOCTU OT MCMOJIb3yeMOro yCTPONCTBa Bbl

MOXXeTe NpeAnpuHATL O4HO U3 CeAyoLWmnX AeNCTBUN:

@ BcTaBbTe cMeHHbIN anck USB ¢ pesepsHoit konuen B nopT USB.

@ BctaBbTe CD/DVD C pe3epBHON KOMWel B AUCKOBOL.

@ [poBepbTe, MOXKETE S Bbl MOAK/OYUTLCA K CETEBOMY pecypcy unu cepsepy FTP,
re CoOXpaHeHa pe3epBHas KoMus.

Ond 3anycka mactepa oTkpownTe BitDefender n BbinonHuTe cnegytoline gencTens
(B 3aBMCMMOCTI OT MCMOJIb3YEMOr0 peXxmMa Nosb30BaTENbCKOro NHTepdenca):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
Mepengnte Ha BKNagky XpaHeHue aunoB, BbibepnTe JlokanbHoe
pesepBHOe KonupoBaHMue B 06/1acTu BbICTPLIX 3afay B IEBOW 4acTu OKHa,
3aTeM BbibepuTe "JloKasIbHOE BOCCTAHOBEHNE",

NHTepdenc "dkcnept"
Mepengnte B pasnen PesepBHOe KonupoBaHMe 1 HaxXmuTe JlokanbHoe
BOCCTaHOBJIEHMeE.
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Hasurauymsa no MacCTepy OCyLecTBIAETCA C MOMOLLbIO KHOMOK Danee n Hazap.[ns
BbIXO0Oa N3 MaCTePa HaXXMNTE OTMeHa.

1. OKHO NnpuBETCTBUA
2. BoibepuTe UCTOHHUK A1 pe3epPBHOro KONUpPOBaHUA

34eCh Bbl MOXXeTe BblbpaTb MECTOMONI0KEHNE, 0TKYAa Bbl XOTUTE BOCCTAHOBUTb
thannsbl.

BbibpaB 3TOT MapaMeTp, HaxxMuTe BboibpaTb MecTonosoXKeHue n Buibepute
haiin pe3epBHO KOMUK, KOTOPYHO Bbl XOTUTE BOCCTAHOBUTD.

3. BbibepuTe chainbl U NyTh ANA BOCCTAHOBJIEHUA

34ech Bbl MOXKeTe BblbpaTb onpenesneHHble dalifibl 4715 BOCCTaHOBMIEHMS U Ky a
X BOCCTAHOBUTb.

Ec/iv Bbl XOTWUTE BOCCTAHOBUTb [aHHble B OPYromM MeCTOMOJIOKEHUN Wn
BOCCTAHOBUTb TOJIbKO OonpeneneHHble CbaVIJ'IbI, BblﬁepVITe MeCTOonoNIOXXEHNE 1~
LOaHHbIE, Ha)XXMas COOTBETCTBYHOLLYIO KHOMKY.

Bo n3bexaHne nepesanncu CyLLeCTBYOLNX (aliioB Npu KONMPOBaHUN CHAMUTE
¢naxxok NMepesanuch cywiecTBylowux ¢panoB NPU BOCCTAHOBJIEHUM.

4. CBopKa

3[1eCb Bbl MOXXETE NMPOCMOTPETL NapaMeTpbl 3a[iaHNs BOCCTaHOBIEHUS PE3ePBHbIX
KOMUiA U Ha4yaTb NPOLLECC BOCCTAHOBEHNS.

Ecnmn Bce HacTpomKky Bac yCcTpauBaloT, HaxMuTe BoccTaHoBUTB.[TogoxauTte,
noka BitDefender 3aBepwimnT BoCCTaHOBNEHME BbIOPaHHbIX AaHHbIX, U HAKMUTE
3aBepLUUTD.

23.3. HacTponKkun pe3epBHOro KOMMpoBaHUS

Ecnv BaM HY>KHO BbINOSIHUTL 60s1ee C/10)KHOE 3aZaHue Mo pe3epBHOMY KOMMPOBaHWIO
WA BOCCTAHOBJIEHWUIO [aHHbLIX, Bbl MOXXETe BOCMOJIb30BATbHCA MOJIHOLEHHbIM
peLleHreM no pesepBHOMY KonmpoaHuio BitDefender.lNO pe3epBHOro KonvpoBaHus
BitDefender obecneymBaeT:

@ LUMPOKWNIA [nana3oH (YHKLWIA pe3epBHOI0 KOMWPOBAHMUSA, TaKMX Kak CxaTue,
WngpoBaHne, huibTpaums haiios ANs pe3epBHOr0 KOMMPOBaHMA 1 3aflaHue
CKOPOCTU KOMUPOBaHNS;

@ TOHKOE YyMpaBJieHMe BOCCTaHOBNEHMEM (aiaoB (HanpuMep, Bbl MOXeTe
BOCCTAHOBUTb [aHHble, KOTOpPblE Bbl COXPAHWAW B OMNPEAENEHHbLI MOMEHT
BPEMEHN);

@ paclWwypeHHble BO3MOXHOCTW 3afaHuii Mo pacrnucaHuio (Hanprmep, 3agaHue
pe3epBHOr0 KOMMPOBAHWA MOXXET BbINOJHATLCS NPY 3arycKe CUCTEMbI UK NpY
rnepexofe KOMMboTepa B XAYLNN PEXUM);
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23.3.

@ NMPOCMOTPLLUMK XXYPHaJIOB, KOTOprI7I NO3BOJIAET OTCJ/IEXXNBATb BbINOJIHAEMbIE BaMK
onepauninn pe3epBHOro KONMpoBaHMA M BOCCTAHOBJIEHNA, a TaKXXe MO3BOJIAET
pelwaTb BO3MOXHble I'IpO6J'IEMbI.

Ona OoTKpbITUS MOAynd pe3epBHOro KonumpoBaHusa BitDefender BeinonHuTe
cnepywume oencTens:

1. OTkpownTe BitDefender, HaxxmuTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa ”
BbIbepuTe nHTepdenc Akcnepr.

2. MNepenanTe Ha BKNaaKy PesepBHoe konupoBaHue i BbibepuTe HacTpOMKM.

CYLU,eCTByeT OBa MeToda HaCTpOIZKI/I N BbINOJIHEHNA 3aJa4n pPE3EPBHOro
KOMnMpoBaHNA. 9TO MOXHO caenaTb nmbo npn nomMmoLn BerHEI7I MaHenu meHio,
nmbo Ha)kaB Ha COOTBETCTBYOLLYIO BKJ1aKy B MaHenu HaBUrauum.

MaHenb HaBMraLMM NOKa3bIBAET OCHOBHbIE OKHA 1 MeHI0 naHenu u faeT JocTyn
K YeTblpem pasfenam:

@ HauaTtb

@ MeHep xep 3amaHuUi

@ MNpocMoTOpLUUK XypHana
@ lNaHeNb MHCTPYMEHTOB

1. HavyaTb

Pa3pgen HauaTtb noMoraeT N1erko BbIMNONHATEL pe3epBHOE KOMUPOBaHWE 3/IEKTPOHHbIX
coobLueHnin, 3anncen becen N JaHHbIX.

MoxxHO nepenTu K HayaTsb, BLIMOMHWUB OAHO U3 CleAyOLWUX AeACTBUR:

@ Haxxmute Havatb B MNaHenu HaBUurauum.
@ HaxxmuTe MpocmoTp B NMaHenu MeHio 1 Bbibepute HauaTsb.
@ Bocnonb3yntech covyeTaHmem knasuw CTRL+AIt+S.

YTobbl Cpa3y co34aTb PE3epBHYK KOMWKO BalUMX OCHOBHbLIX [OKYMEHTOB,
oTorpaduii, 3N1EKTPOHHbLIX COOBLIEHNIA N 3annCeil MeCCeHO)KEePOB, HaXMuTe
KHOMKy Co3paTbh pe3epBHYIO KOMUIO MOMX AAHHbIX U BbIMOJHUTE Npouesypy
13 Tpex Laros.

YT106bl CO3LaTb PE3EPBHYK KOMUIO TOJIbKO BaALUWMX 3JIEKTPOHHbLIX COOOLLEHUNA,
Ha)XMKTe KHOMKy Co3aaTh pe3epBHYI0 KOMMUIO MOUX 3J1IeKTPOHHbIX COOOLLeHui
1 BbIMOJIHUTE NPOLEAYPY U3 TPEX LIaros.

YTobbl CO34aTb Pe3epBHYI0 KOMUIO TOSIbKO BaLLMX 3an1Cceil MECCEHAXEPOB, HAXXMUTE
KHOMKY CO3AaTh pe3epBHYIO KOMUIO COOOLLEHNIA MeCCeHO KEepPOB V1 BbINOJHUTE
npouenypy w3 Tpex LWaros.

3ameyvyaHune

@ dTa npouenypa 13 Tpex WaroB onucaHa B pasaene «Co3gaTtb HoOBoe 3agaHue» (p.
163).
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23.3.2. MeHep)xep 3agaHun

MeHep kep 3afaHui NCMOMb3YETCS A4J8 NPOCMOTPA U yNpaBieHns 3aLaHusaMu
PEe3epBHOI0 KOMMPOBAHUS, @ TakXXe L5 MPOCMOTPa HAaCTPOEK 3aAaHWiA, 0TYETOB
0 HVX U A5 OTCIEXKMBAHWS CKOPOCTW BbIMOJHEHUS 3a4aHNs. MeHeg Kep 3aaaHui
Mo3BOJISIET MPOBEPWUTL CBOMCTBA W TEKyLlEe COCTOSHWE 3ajaHusi, U3MEHUTb
napameTpbl 3afaHWs, a TakXXe BbINOJHUTL PEe3epBHOE KOMWpPOBaHWE UK
BOCCTAHOBJ/IEHME 3afaHNs.

Bbl Mo)xeTe ucnosnb3oBaTb MeHem)Xep 3agaHui 415 BbINOAHEHNUS CNefyoLmX
OencTeun:

@ Haxxmnte MeHep xep 3apaHui B MaHenn HaBUrauum.
@ HaxxmuTe MpocMoTp B NMaHenu MeHio 1 BbibepnTe MeHep>kep 3aAaHUM.
@ Bocnonb3yntech covyeTaHnem knasuw CTRL+AIE+M.

Cnesa, Bbl yBungeTe CrncoK CCbIJTIOK 6bICprIX 3ajad, TaKNX Kak:

YnpaBneHue 3agaHuAMu
@ Co3paTtb HOBOE 3apaHue
@ 3apaHue pe3epBHOro KONMpoBaHUs
@ PerynspHbie 3apgaHus
@ Ypanutb pacnucaHue 3agaHus
@ N3meHuTb NapaMeTpbl 3apaHUA
@ I3MeHUTb CBOMCTBA 3aAaHUA

3apaHue BOCCTaHOB/IEHUSA
@ BocctaHoBuTb hain
@ BoccTaHOBUTL AaHHble C BpeMeHHOW OTMETKH

YnpaBneHue 3agaHusIMmn
@ MNpuoctaHoBUTbL 3apaHue
® OcTaHOBUTL 3apaHue
@ OcTaHOBUTDb BCe

Co3paTb HOBOE 3aaHune

Y1obbl Cpa3y co34aTb PE3epBHYK KOMWUKO BalUMX OCHOBHbLIX [OKYMEHTOB,
oTorpaduii, 3N1EKTPOHHbLIX COOBLIEHNA N 3annCeil MeCCeHO)KEePOB, HaKMUTe
KHoMKy Co3paTbh pe3epBHYIO KOMUIO MOUX AAHHbIX U BbIMOJAHUTE Npouesypy
N3 CNefyoLmnx Tpex Waros:

1. OTmeTbTe 3TOT (haxokK, 4Tobbl BbIOpaTh pa3gensl, KaTtanory uan gasl Lns
pe3epBHOro KOMMpPoBaHMA.

KaK TOJIbKO Bbl Bbl6epETe Kakon-nn6o NYHKT B NeBOV HYaCTW OKHa, MOSBATCS ero
cofepxXxaHue cripaBa, 4TO NMOMOXXET BaM YTOYHUTbL Ball Bbl60p.
2. BBeguTe ums 3afaHns Uan ocTaBbTe UMA MO yYMON14aHuUIo.
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ims 3aaHmsa Mo yMO4aHMO aBTOMaTUYECKN CO34aeTCs npu Buibope ¢annos u
KaTasoroB AJia pe3epBHOro KOMMpoBaHMs, HO €ro MOXXHO U3MEHUTb.

3. HaxxmuTte 0630p, 4T06bI BEIOpaTh MECTO, Kyaa byAeT COXpaHsATbCS 3afaHne Ha
pe3epBHOE KOMMpoBaHue.

3ame4yaHune

@ He 3abynbTe HaxxaTb HauaTb konupoBaHue, 4TobbI HavaTb paboTy, N OTMeHa,
4T0Obl OCTAHOBUTHL MpoLLecc.
YT106bl YyTOYHWTL HacTpolKkKM, HaxxmnTe MapameTpsbl.

[lnanorosoe 0KHO NapamMeTpPOB Pe3ePBHOr0 KOMMPOBAHUS
B nmanorosom okHe MapaMeTpbl NpefCTaB/eHbl HECKOJIbKO HACTPOEK.

Tun pe3epBHOro KONUPOBaHUA

Pe3sepBHoe konuposaHue BitDefender nognep)xneaeT ABa Tuna.

@ NMonHoe KonupoBaHME: MOJSIHOE KOMUPOBaHWe BbIOPaHHOro UCTOYHUKA
[aHHbIX B Habop pe3epBHON KOMWUW B yKa3aHHOM MecTe. [1pn BbIMOSHEHUN
MoJIHOMO pe3epBHOro KonunposaHus BitDefender 6yaeT konnpoBaTb He TOILKO
M3MEeHEeHHble AaHHble, @ NOHOCTbIO BeCb HAabop AaHHbIX.

@ HapacTtawouwiee pesepBHOoe KONMpOBaHWE: MNPy MEpPBOM BbIMOJHEHWN
npoLecc HapacTaloLLero KonMpoBaHWs aHalor n4eH NosIHoOMy KOMmMpoBaHUIo,
T. €. MPOMCXOAMNT KOMMPOBaHue Bcen 6e3 nckntoveHns nHhopmaLmm B Habop
pe3epBHOW KOMWW B YKasaHHoe MecTo. [pn nocsiedylowmx 3anyckax
NMPOUCXOANUT KOMUPOBAHWE TOJIbKO HOBbIX WM M3MEHeHHbIX (aisios. MNpu
Ka>kLOM 3anycke HapacTaloLLLero KonmpoBaHus co3gaetca Habop kaTanoros
pe3epBHOro KOMMPOBaHWUA.

HapacTaloliee W MOAHOE KOMWpOBaHWe MoryT 6biTb 00beguHeHbl B
MosTopsioweecs KonupoBaHue. Hampumep, Bbl MOXETe HACTPOUTH
MOBTOPAOLLEECA KOMMPOBaHKE 1 LOMOJHUTENbHO MOJIHOE KOMPOBaHUe pas
B HEJe/0, HanpuMep B BOCKPeceHbe. TO MOXXHO CAeslaTh TakuM 0b6pa3oMm: 13
BbiMagaloLLero MeHio BuibeprTe ExxeHepenbHo, BhibepnTe 1 B nose Kaxayio
Hepesnlo 11 0TMETbTE BOCKPECeHbe. ITa 3a4a4a NoJIHOr0 KOMMPOBAHNSA KaXk[,0e
BOCKPECeHbe 3aMeHWUT BCI0 paHee CKOMUPOBAHHYIO MHMOPMALMIO 1 CTaHeT
OCHOBOW AJ1f1 HOBbIX MPOLELYp HAapPaCTaloLLLEro KOMMpoBaHus.

Habop kaTanora

Vicnonb3yeTcs ond cocTaBieHUs crnmcka (anioB Npu KaxKLoM pe3epBHOM
KOMMPOBaHNM U ABNSETCA OCHOBOW A5 HapacTaloLlero KOMupoBaHUS wu
BOCCTaHOBJIEHNS. Habop kKaTanoros (*.ecs) COAepXXuUT psa Apyrux KaTaaoros,
COOTBETCTBYIOLLMX CMIMCKY BCEX KOMMPYEMbIX halinoB 1 KaTasloroB B Habope
pe3epBHON KONWW. DTOT CAMCOK TakXXe BK/0YaeT AaTy U BPeMs KONMUpPOBaHWSA,
MeCTO KOMUpoBaHus, UMs haiinia u ero CBONCTBA. [laHHble 13 Habopa KaTaoros
MO>XHO BOCCT@HOBUTb.
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ms Habopa KaTaflloroB aBTOMATUYECKW TFEHEPUPYETCS MPW BbIMOJHEHUN

3a4aHun. Y1o6bl U3MeHNTL UMS Habopa KaTanoros Ajs 3aflaHns, BbINOJHUTE

crnepywoume oencTens:

1. Haxxmute Habop kaTanoros.

2. BBeguTe nma haniia B COOTBETCTBYIOLLYIO 06/1aCTb.

3. HaxxmunTe 0630p, 4T0OLI BEIOPaThL KaTasor, B KOTOPLIA CNeAyeT COXPaHUTb
thainbl Habopa KaTasnora.

4. Haxxmute OK.

C>xaTue paHHbIX
Mogaynb pe3epBHOro KonnposaHus BitDefender no3BonseT CxumaTtb OaHHbIE
npy Ux KoNMpoBaHWM B Habop pe3epBHON KOMWM, YTO MO3BOSET COXPaHUTb
cBobofHOe MecTo. IMetoTcs pexxunMbl BbICTPOro, CTaHAAPTHOMO Y MIHTEHCUBHOTO
oKaTus. Hanpumep, 4Tobbl 3anyCcTUTh MPOLLECC CTAHAAPTHOrO CXKaTus Co
CpeaHUMM MapaMeTpamMmn CKOPOCTM K KOdI(h(UUMEHTA CXKaTUSA, BbIMOJAHUTE
cnepywume oencTens:
1. HaxxmuTte CkaTue BaHHbIX.
2. HaxxmuTte CtaHpapTHoOe cXaTue.
3. Haxxmute OK.

MecTo Ha3zHayeHus
Monynb pe3epBHOro konuposaHus BitDefender nossonser pacnpenensatb
Habop pe3epBHON KOMUM B HECKOJIbKO KOHEYHbIX obnacTei. B aTom cnyyae,
€C/in B 0AHOM M3 yKa3aHHbIX MecT He ByeT focTaTo4HO CBO6OAHOro MecTa,
KOMMpoBaHWe AaHHbIX 6yAeT NPOAO0J/IKEHO B ApYyroe MecCTo.

[o6aBnTb 04HO NN HECKOSIbKO MECTOHa3HaYeHNI 3anncu KoMMpyeMbIX AaHHbIX,

a TaKXXe M3MEHUTb UX WA YAANNTb MOXHO cnefyowum obpasom:

1. Haxxmute PacnpepeneHue apxuBea.

2. HaxxmMnte Jo6aBuTb, 4T0Obl BbiOpaTb HOBYW 061acTb, B KOTOPY
HeobXoLVMO COXPaHWUTb pPe3epBHbIE AaHHbIE.

. Haxxmnte PepakTupoBaTtb, 4T06bI U3MEHUTH BbIOpaHHYO 061acTb.

. Haxxmnte Ypoanutb, 4T0bbl yoanuTb BbIbpaHHyto 061acTb.

. Haxxmnte Ypanutb Bce, 4T0bbl yoanuTb Bce obnactu.

. Haxxmute OK.

oUW

LiundppoBaHue
Pe3sepBHoe konupoBaHue BitDefender pgenaeT xpaHeHwe paHHbIX 6Gonee
6e3onacHbIM, 3aWwndpoBaB UX nepen coxpaHeHUMeM ux B Habop pe3epBHOW
konuw. MapamMeTpbl HACTPONKK 6e30MacHOCTU 3a[aHWNs BKJILOYAOT 3aluTy
naposem.

LndpoBaHne [aHHBLIX MOC/Ie Pe3epBHOr0 KOMUPOBAHWA, AenaeTcsa Mo
C/lefyoLWmnM LWaram:

1. Haxxmute LLncdposaHue.

2. Boibepute TUN WKdpoBaHNS U3 BbiNaLatloLLEro MEHH0.

3. BBenunTe Ball Naposib B COOTBETCTBYIOLLYIO 061aCTb.
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4. BBeaguTe CHOBa Ball MapoJib B COOTBETCTBYHOLLYIO0 061aCTb.
5. Haxxmute OK.

BHelHAsA nporpaMmma
3ajaHue MOXeT ynpaeiAaTb APYrol KOMaHAOW nepep  pe3epBHbIM
KOMMPOBaHWEM WM MOCSe HEro, KoMaH4a MOXeT ObiTb (haliom. exe, .com
unn .bat wan onpepeneHHbln TUN COBLITWSA, TakoOW Kak BbIKJIIOYEHUE
KOMMbOTEPa Moc/ie OKOHYaHNS pe3epBHOIr0 KOMMPOBaHWA.

YT106bl BHIMOMHWTL KOMaHAy, KOrga Ha4yHeTCsa pe3epBHOE KOMupoBaHue,
chenante cnepytollee:

1. HaxxmnTe BHelHAA nporpamMMma.

2. Boibepute napameTp [0 BbINOJIHEHUA 3apaHus.

3. HaxxmnTe 0630p, 4T06bI BbIOPaTh KOMaHAHbIE (haisbl.

4. Haxxmute OK.

Y100bl BLINOAHUTL KOMAHAHbLI (an  MoCAe OKOHYaHWA pPEe3epBHOro

KOMMpPOBaHWA, CieAynTe 3TUM Laram:

1. HaxMnTe BHeLWHAA nporpamMMma.

2. Boibepute napameTp Mocne BbINOJIHEHUA 3a4aHUSA.

3. HaxxmuTte 0630p, 4T0b6bI BbIOPaTh KOMaHAHbLIE halsibl.

4. nn HaxxmuTe BbIKNIOYUTbL KOMMbIOTEP, KOra pe3epBHOE KOMMpoBaHme
3aBepLUNTCA.

5. Vinn HaxxmuTe Mepesarpy3ka KOMNbOTepa, KOr4a pe3epBHOe KOMMpoBaHue
3aBEepLUNTCA.

6. lin HaxmnTe BbIXOp TeKyLLero noJsib3oBaTesid, KOrja pe3epBHoe
KOMMPOBaHWE 3aBEPLUNTCS.

7. Haxxmute OK.

3amMeYyaHune

@ Ecnn Bbl XoTUTE NMPOn3BECTUN ﬂeVICTBVIe [a)Xe B TOM CJ/lyHae, eC/in KonnpoBsaHne
3aBepwnTCs owmnbkol, oTMeTbTe nosie 3anyCTUTh BHELUHEe MPUJIoXKeHue
Aaxke npu OLIJM6Ke KONUpPoOBaHUA.

dunbTp anna
Monynb pe3epBHOro KonwupoBaHus BitDefender no3BonsieT MCMosb30BaThb
unbTpbl, 4TOOLI NCKIIOYATb WK BKJKOYATb OMnpefdeneHHble taifibl, TUMbI
(halnsIoB MM KaTasoroB B CNUCOK KOMMPYEMbIX, YTO NO3BONAET 3PHEKTUBHO
MCMoNib30BaTb AOCTYMNHOE MECTO U YYYLWNTb CKOPOCTb KOMMPOBAHMS.

HacTponTb unibTp Ha onpefesnieHHble Tumbl anaoB MOXKHO ClefyLnM

obpasom:

1. Haxxmute ®dunbtp channos.

2. Haxmute Tun dpunbtpa.

3. BkaoynTe nam nckaynTe Heobxoamnmble TuMbl HaiioB B OTKPbLIBLUEMCS
LNanoroBoM OKHe, HaXX1Mas COOTBETCTBEHHO BKkaoyaTb ToNbKO hannbl
yKasaHHoro tuna wiv Ucknountb annibl yKasaHHOro Tuna.
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4. NMpn Heobxo[MMOCTK Bbl MOXXETe BBECTW Kakon-nnbo Tun anna B none
[oNnoNHUTENbHBIN TUN, HO NP 3TOM ybeanTech, 4TO NCNob3yeTcs hopmaT
.abc. lMpn BBOAE HECKONBKUX TUMOB (haina nx Heobxoammo pa3pensTtb
3HakoM , (3anaTon). B cOOTBETCTBYIOLLEM M0JIe HEOOXO04MMO BBECTY KpaTKOE
onncaHue.

5. Haxxmute OK.

HacTpouTb punbTp Ha onpefeneHHble TuMnbl anioB MOXHO ClelyoLnM

obpasom:

1. Haxxmute ®dunbtp channos.

2. Haxxmute ®unbTp hannos.

3. Bkawynute wnam  ucknoumte Heobxoaumble (alabl B OTKPbIBLUEMCS
[INanoroBOM OKHe, HaXX1Masi COOTBETCTBEHHO BktloyaTb ToNbKO thaiibl,
COOTBETCTBYIOLLUE npasuny nnm Ucknioumtb chaunbl,
COOTBETCTBYIOLLLME NPaBUAY.

4. Haxxmnte 0630p 1 BbibepuTe tann. MNMyTb K MeCTy pacnosioxxeHus danna
b6ynet aBTOMaTu4eckn pobasneH B none NMPUMEHATb K cCnenylowiuMm
KaTtanoram. HYT1obbl BKAYUTL UMW UCKKOYUTL (hailsl He3aBUCUMO OT ero
MecCTa pacnosioXXeHus, HaxxMuTe MPUMEHUTb KO BCEM KaTaJsioram.

5. HaxxmuTe OK.

OnpepeneHHbI KaTanor MOXHO OTPUALTPOBaTbL CaeayoLwmnm obpa3om:

1. Haxxmute ®dunbtp channos.

2. Haxxmute ®unbTp KaTanoros.

3. Bkaouute uam umcknoymTe HeobxoAuMble KaTasory B OTKPbIBLUIEMCS
[lMa/loroBOM OKHe, Ha)KMMasi COOTBETCTBEHHO BKloYaTh TO/IbKO KaTasorm,
COOTBETCTBYlOLLME npasuny nnn UcknouuTtb KaTanorw,
COOTBETCTBYIOLLLUE NpPaBuUy.

4. Haxmnte 0630p 1 BbibepuTe KaTasor. MyTb K MeCTy pPacrnonoXeHus
kaTanora 6yneTr aBTOMaTmyeckm pobasneH B nose [puMeHATb K
cnepylowuM KatanoraMm. HYTobbl BK/IOYUTL WU WUCKAIOYUTL KaTasnor
He3aBUCMMO OT ero MecTa pPacrnosioXeHus, HaxxMmTe MPUMEHUTb KO BCEM
KaTanoram.

5. Haxxmute OK.

@uUNbTPLI MOXXHO M3MEHUTL Cllieayowmm obpasom:

1. Haxxmute ®unbtp hannos.

2. HaxaTb Ha unbTp, KOTOPbI HEOBXOAUMO M3MEHWUTb, U 3aTEM HaXaTb
PepakTupoBaTb.

3. I3MeHeHMe BalLMX NapaMeTpoB B AMaASIONOBOM OKHE.

4. Haxxmunte OK.

®UNbTPLI MOXHO YAANUTL ClieayioLm obpasom:

1. Haxxmute ®dunbtp channos.

2. HaxaTb Ha punbTp, KOTOPLIA HEOOXOAMMO yLanuTb, W 3aTeEM HaXkaTb
Yoanutb.
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3. nn HaxkaTb Y panuTb BCe, eCJIM HYXXHO yAaInTb BCe PUIbTPSI.
4. Haxxmute OK.

CeTeBas nepepgaya

Moaynb pe3epBHOro konupoBaHus BitDefender no3sonseT konupoBaTb U

BOCCTaHaB/AMBaTb [aHHble Ha CeTeBbIX pecypcax obuiero goctyna. Ecnm

[lOCTyMa K CETU HET, TO MOMbITKN NPOM3BECTUN pe3epBHOE KONMpoBaHue byayT

BPEMS OT BPEMEHW MOBTOPSATLCA. YT0ObI yKa3aTb, Kak 4acTO 1 CKOJIbKO MOMbITOK

HeobXxo4MMO NpeanpUHATbL, BbINOJIHUTE 3TK LWaru.

1. HaxxmuTte MNMepepaya B CeTh.

2. HaxmuTe MblTaTbCA BO30OOHOBUTL COegUHEHUEe NMpKU owmnbke YTeHUus
ceTeBOro pecypca.

3. BBeauTe, Kak 4acTo HeobxoAMMO MOBTOPSATb MOMbITKA COeAWHEHUs (B
CeKyHaax).

4. BBefnTe, CKOJIbKO MOMbITOK COeANHEHNS HeEOOX0ANMO NPeanpPUHATb.

5. Haxxmute OK.

3ameyvyaHune

@ YT10bbl HEe MoslyyaTb OFPOMHOE KOJMYECTBO YBEAOMJIEHUA O HeyOaBLUMXCA
MOonNbITKax cCoeAMHeHUA, HaXXMnUTe He co3paBaTb yBeaoOMJiIeHUA 06 OLIJIII6KaX,
Korpa ceTb HeJOCTYyMHa.

PaspenuTtb Habop pesepBHON KonNuu
MpeaoycMOTpeHa BO3MOXHOCTb pa3fefinTb KOMMUpyemyl WHMOPMaLnio Ha
HeCKO0JIbKO HabopOB pe3epBHOI KOMUK, YTO NMO3BOJISET BbINOHATL KOMUMPOBaHME
B YCNOBMAX OrpaHWyeHHoOro csobogHoro mecta. Moaynb pe3epBHOro
konuposaHua  BitDefender wucnonb3dyeT [OBa MeToda  pasfeneHus:
aBTOMaTM4ecKoe pasfesieHne n pasfesieHune no pasmepy.

MapameTpbl pa3aeneHns MOXHO HaCTPOUTb TakuM obpasom:

1. HaxxmuTe Paspgenutb Habop pe3epBHON KONuUM.

2. BoibepuTe ABTOMaTH4YECKOE paspesieHue No KosauyecTsy ceoboaHoro
MecTa.

3. lnn BbibepnTe YKasaTb pasMep ¥ yCTaHOBMTE pa3Mep Mpu MoMmoLiu
BbIMafatoLLLero MeHio.

4. Haxxmute OK.

CkopocTb
Moay b pe3epBHOro konuposaHus BitDefender nogaepxusaeT Tpy BapruaHTa
CKOpPOCTW. YeMm Bblle CKOpPOCTb, TeM 6osble 3arpyska npoueccopa
KOMMbloTepa.

CKOpPOCTb pe3epBHOro KOMUPOBaHWS MOXET ObiTb onpefeneHa Cleaywmm
obpasom.

1. HaxxmnTe CKOpPOCTb.

2. Buibepute ckopocTb: BbicTpo, CpeaHe nin MegneHHo.

3. Haxxmute OK.
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MpoBepka AaHHbIX
YT1obbl YyAOCTOBEPUTLCS, YTO BalUM pe3epBHble faHHble B 6e30macHoCTY,
BbIMOJIHUTE ClefyloLune warwu.
1. HaxxmnTe MpoBepKa AaHHbIX.
2. HaxxmuTte MNMpoBepka AaHHbLIX B NpoLecce pe3epBHOro KONMpoBaHUA.
3. Haxxmute OK.

3a/laHne pe3epBHOro KOMMpoBaHMs

Pe3epBHOE KOMMpOBaHUE aBTOMATUYECKM BKIIIOYAETCA NOC/ae Cco34aHunsa 3adaHuns.
OOHako Bbl MOXXeTe BONTM B MeHepykep 3apaHUM 1 BKIOYUTb KOMUPOBAHME,
BblIOpaB CO3[aHHOE 3aflaHWMe U Ha)aB B MEHI0 MyHKT 3amaHue pe3epBHOro
KONUPOBaHMSA.

Y7060 NoNy4YnThb AeTan3alnio pe3epBHOro KONmMpoBaHWA BO BpeMs BOCCTaHOBIEHNA
cpa|7u103, HY>XHO Hane4yaTaTb KOPOTKOE OnncCaHue BO BCrJibiBalOWeM OKHE 3TOro
napameTpa. Haxxmute YaanuTb, 4TOObI npourHopmpoBaTb BCMJibiBatkoLlee OKHO,
nnn OK, 4TobbI npPoAOJIKUTb. 3apaHue pe3epBHOro KONMMPOBaHUA TakKXXe MOXeT
6bITb 0TMEHEHO Ha)KaTueM KHOMKN OTMEHUTb pe3epBHOE KONUpoBaHUe.

9 3ameyaHue
U bonee peTanbHyl0 MHGOPMaUMIO MOXHO yBuAeTb B CBoMcTBax, OTyetax u
Nudopmauun o BbINOIHEHUMN.

3annaHnpoBaTb 3ajaHue

3[1eCb Bbl MOXETE 3aM/1IaHUPOBaTh BbINOHEHWE 3aaHIs PE3ePBHOI0 KOMUPOBaHMUSA
Ha ynobHoe BaM BpeMmsi. MOXHO HACTPOUTb 3adaHWe Tak, 4TOo OHo OymeT
BbIMOJIHATLCS  €XE[HEBHO, €XEHEeNesIbHO, EXeMEeCsYHO WM B Kakoe-To
onpefeneHHoe BpeMs (HarnpuMep, Npu 3anycke CUCTEMbI). Bce 3To MOXHO cienaTb
npy noMoLL yHKLMM 3annaHUpoOBaTh 3afaHue.

Ecnm Baw KOMMbIOTEP ABMIAETCA YaCTbiO JIIOMEHHOW ceTu, Heo6X04MMO BbINMOJIHUTb
HECKOJIbKO JOMOJIHUTESbHbIX LWAros, YTobbl 3anlaHMpPoBaTb 3adaHune.

1. Boibepute 3agaHne n HaXXMWTe 3anjaHMpoBaTh 3afaHue.

2. NosiBUTCA Ouanorosoe okHO TeKywWw MUK nonb3oBatenb. ECiv Bbl sBNsSeTeCh
nosib30BaTeNeM OMEHHOWN CeTU, BBEAUTE Naposib.

3.B npotuBHOM cnyvyae BbibepuTe 3anyck OT MMEHM Chenyiouiero
nonb3oBaTtens Windows.

4. BeeguTte M4 nosib3oBaTend, Naposib U UMA LOMEHHOrro cepaepa.

5. Haxxmute OK.

Kak To/IbKO Bbl BBEAETE AaHHbIE M0/1b30BaTES, MOAY /b PE3EPBHOM0 KOMUPOBAHNS
BitDefender oTKpoeT AnanoroBoe okHO PacnucaHue, rae MOXHO YCTaHOBUTb
yno6bHoe A5 BbINOSIHEHNS BPEMS,
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IMEHHO TYT MOXXHO YKa3aTb, KakK 4aCTO Bbl XOTUTE 3aMyckaTb 3amnjaHnpoBaHHbIe
3a[aHUs: eXeAHEBHO, €XEHEeNeNbHO, eXEeMeCsiHHO, OLHOKPATHO, MpU 3amnycke
CUCTEMbI, MNPV aBTOPM3ALMM WK KOra KOMMbIOTEp He 3arpyxeH. Ecnm 3amava
3aniaHNpPoOBaHa Ha eXXeHEBHOE, eXXeHeesIbHOE, EXKEMECSIHHOE U OJIHOKPATHOe
BbIMOJIHEHME, Bbl TaKXKE MOXXETe yKa3aTb KOHKPETHOe BpeMs 3amnycka. Takxe
MMeeTCs BO3MOXHOCTb YCTaHOBUTb, KakK 4acTO [OJDKHbI  3anyckaTbCs
3amniaHMPOBaHHbIE 3aAa4mM (YKa3aB KOIMYECTBO AHEl, Heaesb, NeHb Mecsua uin
KOHKpeTHyt faTy). KpomMe TOro, MOXXHO yKa3aTb [LJIUTESbHOCTb (B MUHYTax)
nepuofa 0e30eiCTBUS  KOMMblOTEPA, TMOC/Ae KOTOPOr0 MOXHO 3aryckaTb
3arnJaHUPOBaHHYI0 3a4avy.

Kpome TOro, MOXHO HacTPOUTb HECKOJIbKO PacnuCaHui Ans 3ajayun, HaXkas
MokasaTb HECKOJIbKO pacnucaHui. Hakae [OMONHUTENbHO, Bbl MOXETE
YCTaHOBUTb JOMOJHUTESIbHbIE MAPaMeTPbl MIaHNPOBaHNUS. Hanpumep, Bbl MOXeTe
YCTaHOBUTb AaTy 3anycka U OKOHYaHUs 3ajayn.

Y7066 H0NIEE TOYHO HACTPOUTL BbIMOJIHEHUE 3aAaHWI N0 PACNUCAHUI0, HaXXMUTE
BKNaakKy HacTpoMku. 3aech CyllecTByeT TpY BapuaHTa.

@ 3aBepLueHHas 3anJlaHMpoBaHHasa 3agaya
» YoanuTte 3agady, ecnu B 6yuyu.leM He 3ans1iaHpPoBaH ee 3anyck.

3Ta HacTpoiika nojesHa Ans 3aAay, KOTopble A0/KHbI BbINMONHATLCS TOMBKO
OOVH pa3.
» OCTaHOBUTL 3aflavy, eC/in BpeMsi BbIMOJHEHWS NPEBLILIAET:

YKaxuTe Bpems, 0TBeAEHHOE Ha BbIMNOJIHEHNE 3a4a4m, NOC/ae KOTOPOro oHa
byneT ocTaHOB/EHA.
@ Bpems oxupaHus
» 3anyckaTb 3afady TONbKO TOrfa, Korha Bpems 0XXKuaaHusa CoCTaBAseT:

YKaxkute BpeMsi (B MUHYTax), 3a KOTOPOE He NPONCXOLMN HaXkaTue KNaBuLL
U OBVXEHUS MbILLIbIO, MOC/AE KOTOPOr0 MOXXHO 3amnycKaTb 3anjaHNpOBaHHY0
3ajavy.

» Ecan KoMnbioTep He Obll B COCTOSHUM OXULaHWS B TeYEHME yKa3aHHOro
nepuoja BpeMeHun, MOBTOPUTL MOMbITKY Yepes:

YKaxuTe, CKOMbKO MUHYT HeobxonMo npon3BoanTb MPOBEPKY Ha
HEaKTUBHOCTb KOMMbIOTEPA.
» OCTaHOBWTb BbIMOJSIHEHME 3aJayuM, €CAN KOMMbITep CHOBa HayduHaeT
ncnonb3oBaThbCA.

YKaxuTe, LO/KHO /I MPEeKPaLLaTbCs BbINOAHEHNE 33434, KOr4a KOMMboTep
CHOBA HAaYMHAET WUCMOJIb30BaTLCS B MEpUo/, ee BbIMoJHEHUS.
@ YnpaBneHue 3neKTPponuTaHueM
» He 3anyckaTb 3afa4vy, ecnu KoMmnbloTep paboTaeT oT 6aTapen.
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YKa)KuTe, Hy>KHO N1 3anycKaTb 3aAaHne, eC/in KOMMboTep paboTaeT B pexume
nuTaHua ot 6aTapen. BbibpaB 3TOT NapameTp, Bbl MOXKETE YBEIMYNTb NEPUOL,
paboTbl KOMMNblOTEPa OT HaTapen.

» OCTaHOBUTbL 3afavy, eCau KOMMbTEp MepexoanuT B PEeXuM nuTaHusa oT
6aTapei.

YKaXKuTe, HY)XKHO NN MpeKpallaTh BbIMOJHEHWE 3afayv, eCiy KOMMbloTep
NepexoauT B PEXVM NUTaHWs OT BaTapeil B Nepuos ee BbIMOJIHEHNS.
» AKTMBUPOBATH KOMMbIOTEP AJIS BbINMOJHEHUS 3a4aun.

YKakute, LOJHKHO NN 3anyCKaTbCA BbIMNOJIHEHWE 33I'IJ'IaHVIpOBaHHOI7I 3adaun,
eCc/Zin KOMNbTEP HaXo4ANTCA B CMALLEM PEXNME.

Yoanntb pacnncaHmne 3anaHnA

YT106bI yhoannTb pacnucaHne 3afaHuA, Bbl6epVITe ero n Haxmute Ypanutb
pacnucaHue 3agaHuA B pasjesie YnpasseHue 3afaHUAMM.

Ecnn 3afiaHne He 3annaHnpoBaHo, TO KHOMKa YAanuTh pacnucaHue 3apaHus
6yneT cepoi, 4TO 03HAYaAET, YTO eil HeNb3s BOCMO0/Ib30BaThLCS.

3mMeHNTb NapaMeTpbl 3aaHus

YT106bl M3MEHUTb HACTPOWKW 3afaHus, BbibepuTe ero u Haxmute U3MeHUTb
HaCTPOMKM 3apaHus B pa3sesie YnpaBneHue 3afaHUAMM.

Bbl6paHHOE 3aaHune MoXeT bbiTb b0 3agaHnem pe3epBHOro KonnpoesaHU4, nmbo
3anmncu.

0ns nonyvyeHns fonoaHUTENbHON NHAopMaLun 06 N3MEHEHUN 3aAaHNIA PE3EPBHOTO
KOMMpOBaHWsa nepenautTe K «uasoroBoe OKHO apameTpoB pPE3EPBHOMO
KonmpoBaHus» (p. 164).

PacCMOTPUM, KaK MOXXHO U3MEHWNTb HAaCTPONKM 3amnciu.

N3meHnTb HaCTpOIzKI/I 3afdaHnAa 3anncn Ha HOCUTEJIb.
B onasioroBoM OKHe HaCTpoeK MMeeTCs HECKOJIbKO NapamMeTpoB.

3anucatb
34eCb MOXXHO YKa3aTb, HY>XHO /I BbIFPY3UTb ANCK U3 MPUBOLA NOC/E 3anncu,
(hrHanM3npoBaTb ero (ecaun Bbl MAaHMpyeTe nepefaBaTh AUCK APYruM) uau
3aMncbiBaTb NPV NOMOLLY (haliioBOM cucTeMbl Joliet (MeHbLLE OrpaHMYeHniA Ha
Ha3BaHUs anios).

Ecnu Bbl XOTWTE 3annaHnMpoBaTh 3ajaHne, HaXXMUTe YCTaHOBUTL pacnucaHue.

30eCcb Bbl MOXETe 3anlaHMpPOBaTb BLIMOJIHEHME 3aaHUS Pe3epBHOro
KOMMPOBaHWs Ha yaobHoe Bam BpeMsi. MOXXHO HAaCTPOWUTb 3aJlaHne Tak, 4To
OHO OyAeT BBLIMOJIHATLCA €XeAHEBHO, eXEHeOesbHO, €XEMECSYHO WA B
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KaKoe-To ornpeaesieHHoe BpeMs (Hanpumep, Npu 3anycke cucTemsl). Bce aTo
MOXXHO CenaTb Npy NoMoLy yHKUUM 3anlaHMPOBaThb 3aHaHue.

Ecnm Bal KOMMbOTEP $BASAETCS YacCTbto [OOMEHHOW ceTu, Heobxoammo

BbIMOJIHATb HECKOJIbKO [OMOJHUTESNbHbLIX LWaroB, 4Tobbl 3annaHWpoBaTb

3afiaHue.

1. BoibepuTe 3agaHne 1 HaXXMWTe 3anJaHMpoBaTh 3afaHue.

2. MNosiBNTCSA Ananorooe okHO TeKyLL M nosib3oBaTenb. ECv Bbl ABNISeTECH
nosib30BaTeNeM OMEHHOWN CETU, BBEANTE Maposib.

3. B npotmBHOM ciy4ae BblbepuTe 3anycK OT MMEHM CleAylowWero
nonb3oBaTensa Windows.

4. BeeguTte M4 Nosib3oBaTesNs, Naposib U UMA LOMEHHOI0 cepBepa.

5. Haxxmute OK.

Kak TO/MbKO Bbl BBeAeTe [aHHble M0Ab30BaTeNs, MOAY/b PE3EPBHOr0
konupoBaHus BitDefender oTkpoeT Amanorosoe okHO PacnucaHnue, rae MOXXHO
yCTaHOBUTL yA06HOE AN BbINOJIHEHNS BPEMS.

IMEHHO TYT MOXHO YKasaTb, KakK 4aCTO Bbl XOTWTE 3amnyckaTb
3aMJaHUPOBaHHblE 3a4aHUA: E€XELHEBHO, eXeHedeslbHO, eXeMeCs4Ho,
0[JHOKPATHO, MPW 3aMyCcke CUCTEMbI, MPW aBTOPU3ALIMN UIN KOT 4@ KOMMbIOTEP
He 3arpy»eH. Ecnv 3aa4a 3annaHnpoBaHa Ha eXXeLHEBHO., eXXeHeaebHoe,
eXeMeca4YHoe WAN OAHOKPATHOE BhIMOJSIHEHME, Bbl TAKXKe MOXKETe YKa3aTb
KOHKPETHOE BpeMs 3anycka. TakXe MMEeeTcs BO3MOXHOCTb YCTaHOBUTb, Kak
4aCTO LOJIXKHbI 3aMyCKaTbCA 3an/aHNpPOBaHHbIe 3a4a4K (YKa3as KOMM4YecTBo
[OHen, Hedesb, AeHb MecAla WM KOHKPeTHY A4aTy). Kpome Toro, MOXHO
YKa3aTb AJIMTENbHOCTb (B MUHYTax) neprona 6e34encTBuMs KoMnbioTepa, nocse
KOTOPOro MOXKHO 3aMyCcKaTb 3amn/aHNpoBaHHYIO 3a4a4y.

Kpome TOro, MOXKHO HaCTpOUTb HECKOJIbKO pacnvlcan?l AONAa 3aja4n, HaXxaB
Moka3aTb HECKOJIbKO pacnucauuﬁ. HaxaB [LONOMIHUTENIBHO, Bbl MOXETEe
YCTaHOBUTb [OOMOJIHATENIbHbIE MapaMeTPbl NMJaHNPOBaHUA. HaanlMep, Bbl
MOXXETE YCTAaHOBUTL AaTy 3anyCka N OKOHYaHUA 3a4a4n.

Y7106bI 6ONIEE TOYHO HACTPOUTH BLIMOJHEHME 3aAaHWNIA N0 PACMUCAHUIO, HAXXMUTE
BKJ1aaKy HacTpoWKu. 34echb CyLlecTByeT Tpu BapuaHTa.
@ 3aBeplueHHas 3anslaHMpoBaHHas 3apaya

» Yoanutb 3agady, ecnu B byayLiem He 3aniaHMpoBaH ee 3anyck.

dTa HaCTpOI7|Ka nonesHa AnAa 3ada4d, KOTOPble AOJIXXHblI BbINOJHATLCA
TOJIbKO O4WH pa3.
» OCTaHOBUTb 3afavy, eCin BpeMA BbIMOJIHEHWA MPEBbLILLAET!:

YKaknTe BpeMs, 0TBEAEHHOE Ha BbIMOJIHEHME 3aayl, NOC/e KOTOPOro
OHa byneT ocTaHOB/IEHA.
@ Bpems oxupaHusa
» 3anyckaTb 3afayy TO/IbKO TOra, Korfaa BPeMs 0XKuUaHWsa COCTaBASET:
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YKaxute Bpems (B MUHYTax), 3@ KOTOPOE HE MPOUCXOLWN HaxkaTue
KNaBUW U OBVXKEHUS MbIlbIO, MOC/AE KOTOPOr0 MOXHO 3amnyckaTb
3aMnJaHMPOBaHHYI0 3a4au4y.

» Ecau KoMnbioTep He Obl1 B COCTOAHNUMN OXKUAAHNSA B TEYEHNE YKa3aHHOro
nepvoja BpemMeHu, NOBTOPUTL MOMbITKY Yepes:

YKaXKuTe, CKOMbKO MUHYT HeobXoAWMO Npou3BOAMTL MPOBEPKY Ha
HEeaKTMBHOCTb KOMMblOTEpPA.

» OCTaHOBUTb BLIMOJIHEHUE 3aJayn, €C/i1 KOMMbIOTEP CHOBA HayMHaeT
UCMosb30BaThCS.

YKaxkute, [LOJDKHO NN MpekpallaTbCs BbINOSHEHWE 3ajayn, Korpa
KOMMbOTEP CHOBA HaYMHAET UCMO/Ib30BaTbCS B NMEPUOL, €€ BbINMOJHEHUS.
@ YnpaBneHue 351eKTponuTaHueM
» He 3anyckaTb 3agady, ecim komnbtoTep paboTaeT oT baTapen.

YKaXKnTe, Hy)KHO N1 3anyckaTb 3ajaHue, ecin KoMmnbtoTep paboTaeT B
pexume nuTaHus oT 6aTapeil. BuibpaB 3TOT mapaMeTp, Bbl MOXeTe
yBeNNYnUTb nepuof paboTbl KOMMNblOTEPa OT BaTapen.

» OCTaHOBUTL 3afavy, €C/in KOMMbIOTEP NEPEXOAMUT B PEXMM MUTAHUS OT
baTapen.

YKaxuTe, HY>XXHO /I NPeEKpPaLllaTb BbINOJIHEHWE 3aa4l, €CZIN KOMIMbIOTEP
NEPEXOANT B PEXKUM MNTaHNA OT 6aTape|7| B Nnepunoj ee BbINOJIHEHNA.
> AKTVIBI/IpOBaTb KOMNbOTEP AJ1A BbINMOJIHEHNA 3a0a4l.

YKa)kute, LOJIKHO N 3anyCKaTbCA BbIMNOJIHEHNE 3aI'IJ'IaHI/IpOBaHHOI7I 3adavu,
eCc/Zin KOMNbOTEP HaXoONTCA B CMALLEM peXxunme.

BHellHAsA nporpaMma
3alaHne MOXeT ynpasaAaTb [OPYrol KOMaHOoW rmepen  pe3epBHbIM
KOMMPOBAHWEM WM MOC/e HEro, KoMaHaa MOXeT ObiTb haliom. exe, .com
uan .bat wam onpepeneHHbln TUM COBbITUS, TaKOW Kak BbIKJIOYEHME
KOMMbOTEpa NOC/ie OKOHYaHUS Pe3epBHOro KOMMpPoBaHMS.

Y10bbl BHINOAHUTL KOMaAHAY, KOrfha Ha4yHeTCA pe3epBHOE KOMupoBaHue,
chenanTe cnepylollee:

1. HaxMnTe BHeLWHAA nporpamMMma.

2. BbibepuTe napameTp J,0 BbINONIHEHUSA 3aAaHUA.

3. HaxxmuTte 0630p, 4T0bObI BbIOPaTh KOMaHAHbLIE halsibl.

4. Haxxmute OK.

Y100bl BLINOAHUTL KOMaHAHbI (aln  Mnocae OKOHYaHWA pPEe3epBHOro

KOMMPOBaHWA, CleAynTe 3TUM Laram:

1. HaxxMnTe BHeLWHAA nporpamMMma.

2. Boibepute napameTtp Mocne BbINONHEHUS 3aAaHUA.

3. HaxxmmTe 0630p, 4T0OLI BbIOPaTh KOMaHAHbIE haiisbl.

4. v HaXkxMuTe BbIKAIOYUTL KOMMbIOTEP, KOr[a pe3epBHOe KOMMpoBaHue
3aBepLumTCS.
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. Wnn HaxxmuTe Mepe3arpyska KOMNbIOTEPA, KOrAa pe3epBHOEe KONMpoBaHue

3aBepLINTCS.

. nn HaxmnTe Bbixopm TeKyLliero nosb3oBaTena, KOrga pPeE3EPBHOE

KOMMPOBaHWNE 3aBEPLUNTCA.

. Haxxmnte OK.

3amMeyaHune

@ Ecnu Bbl X0TUTE Npon3BecTu [EenCTBUe faXke B TOM Cny4ae, eCqin KonnpoBaHue

3aBepLImMTCs OWKNOKON, 0OTMeTbTe Mnone 3anyCTUTh BHELWHee NpuioXXeHue
AaXxe npu olwmbke KONMPOBaHUS.

®Punbtp hanna
Moaynb pe3epBHOro konupoBaHus BitDefender nossonseT ncnosnb3oBaTb
unbTpbl, 4TOOLI MCKAKYaTb WAN BKIKOYaTb ONpedesieHHble (aisbl, TUMbl
(hainoB MM KaTanoroB B CAMCOK KOMUPYEMBbIX, YTO M03BOJSIAET 3(hPEKTUBHO
MCMNONb30BaTb AOCTYMHOE MECTO W YJYHLWUTb CKOPOCTb KOMMPOBaHUS.

HacTponTb uibTp Ha onpefesieHHble TUnbl (anaoB MOXKHO ClefyLnM

obpasom:

1. Haxxmute ®dunbtp channos.

2. Haxxmute Tun punbtpa.

3. BkaoyuTe nam nckaynTe Heobxoanmble TuMbl HaiaoB B OTKPbLIBLUEMCS
[INanoroBoM OKHe, HaXXnMas COOTBETCTBEHHO BKAaoyaTb TosIbKO hanbl
yKasaHHoro tuna wiv Uckniountb hansibl yKasaHHOro Tuna.

4. NMpy HeobXoaMMOCTK Bbl MOXXETE BBECTW Kakon-nubo Tun danna B none
JononHuTenbHbINA TUMN, HO NP 3TOM Y6eANTEeCh, 4TO MCMOJb3yeTCs chopMaT
.abc. lMNpn BBOAE HECKONBKMX TUMOB (harna nx HeobxoamMmo pa3pensTtb
3HaKoM , (3anaTon). B COOTBETCTBYIOLLEM M0JIe HEOHX04MMO BBECTU KPaTKOE
onncaHue.

5. HaxxmuTe OK.

HacTpouTb punbTp Ha onpefesieHHble TuMbl (PanioB MOXHO CleLyloLnM

obpasom:

1. Haxxmute ®dunbtp channos.

2. Haxmute ®unbTp hannos.

3. Bkaouute wnam  ucknoumte HeobxoAuMble (alabl B OTKPbIBLUEMCS
[MaNoroBoM OKHe, Ha)kKMMas COOTBETCTBEHHO BkatlouaTb TonbKo dhaibl,
COOTBETCTBYlOLLME npasuny nnn UcknioumTb dannsbl,
COOTBETCTBYIOLLLUE NpPaBuUy.

4. Haxmnte 0630p 1 BbibepuTe daiin. MyTb K MECTy pacnofioxXeHus caina
b6yneT aBTOMaTuyeckn gobasneH B none MpUMeHATb K caenylouwiuMm
KaTtanoram. 4Y71ob6bl BKAOYUTL UAN UCKIKOYUTL (hailsl He3aBMCUMO OT ero
MecCTa pacnosioXXeHus, HaxxMuTe MPUMEHUTb KO BCEM KaTaJsioram.

5. Haxxmute OK.

OnpefesneHHbIN KaTanor MOXXHO OT(UNLTPOBAThL CIeayoLLMM 06pa3oM:
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1. Haxxmute ®dunbtp channos.

2. HaxxmuTte ®unbTp KaTanoros.

3. Bkawounute wam umckaw4mTe Heobxoaumble KaTasorn B OTKPbIBLUEMCA
[/aJI0r0BOM OKHe, Ha)X/Masi COOTBETCTBEHHO BKJlloYaThb TONILKO KaTasoru,
COOTBETCTBYIOLLUE npasuny nnm UckniouuTts KaTanoru,
COOTBETCTBYIOLLME NPaBUAY.

4. Haxxmnte 0630p u BbibepuTe KaTasor. MyTb K MeCTy PacrnonoXeHus
kaTanora 6ypetr aBTOMaTumyeckm pobasneH B none T[pUMeEHATb K
cnepyloWwnM KatanoraMm. HYT1obbl BKAOYATH WAN WUCKOYUTHL KaTasor
HEe3aBNCMMO OT ero MecTa pacrnonoXXeHus, Haxxmute NMPUMEHUTbL KO BCeM
KaTasnoram.

5. Haxxmute OK.

®UNbTPbI MOXHO N3MEHNUTb Celytowmnm obpasom:

1. Haxxmute ®dunbtp channos.

2. HaxaTb Ha unbTp, KOTOPbLIA HEOBXOAUMO W3MEHWUTb, U 3aTEM Ha)kaTb
PepakTupoBaThb.

3. /i3MeHeHMe BalLMX NapamMeTpoB B 4MaJIOrOBOM OKHE.

4. Haxxmnte OK.

®uNbTPbl MOXHO YAANUTL CiedytoLmM obpasom:

1. Haxxmute ®dunbtp channos.

2. HaxaTb Ha unbTp, KOTOpbIN HEOBXOAMMO yAanuTb, W 3aTeM HakaTb
Yoanuto.

3. nn HaxxaTb Y panuTb BCe, eC/IM HYXXHO yAannTb BCe PUIbTPBI.

4. Haxxmute OK.

MpoBepka maHHbIX
Y10bbl yAOCTOBEPUTLCA, YTO BallKM pe3epBHble LaHHble B 6e3onacHocTw,
BbIMOJIHUTE CAefytoLne Wwarn.
1. HaxxmuTe MpoBepKa paHHbIX.
2. HaxmuTe MpoBepKa AaHHbIX B Npouecce pe3epBHOro KONMPOBaHMS.
3. Haxxmute OK.

I3MeHUTb CBOMCTBa 3adaHuUs

YTobbl M3MEHWTb CBOWCTBA 3ajaHusi, BbibepuTe ero u Haxmute W3MeHUTb
CBOWCTBA 3aAaHudA B pasfesie YnpaBieHue 3afaHUAMM.

1. OTmeTbTe 3TOT (h1axokK, 4Tobbl BbIOpaTh pa3densl, KaTanory uan gasl 4ns
pe3epBHOro KOMMpoBaHMS.

KaK TOJIbKO Bbl Bbl6epETe Kakon-nnbo NMYHKT B NIeBOV HYaCTW OKHa, MOSBATCS ero
cofepxXxaHue crpaBa, 4TO NMOMOXXET BaM YTOYHUTbL Ball Bbl60p.
2. BeBeguTe ums 3afaHns Uam ocTaBbTe UMA MO yMOJ14aHUIO.

iMa 3ailaHna Mo yMoHaHMIO aBTOMaTUYECKN CO3aeTCs npu Bbl60pe Cbal;I}'IOB n
KaTaJioroB 4sid pe3epBHOro KOnNmMpoBaHus, HO €ro MOXXHO U3MEHNUTb.
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3. HaxmuTte 0630p, 4T06bI BEIOpaTh MECTO, Kyaa byfeT COXpaHsATbCS 3afaHne Ha
pe3epBHOE KOMMpoBaHue.

3ame4yaHune

@ He 3abynbTe HaxxaTb HauaTb konupoBaHue, 4TobbI HavaTb paboTy, N OTMeHa,
4T0Obl OCTAHOBUTHL MpoLLecc.
YT106bl YyTOYHWTL HacTpolkKM, HaxxmuTe MapameTpsbl.

BoccTtaHoBUTL hann

YT106bl BOCCTAHOBUTL paHEe CKOMUPOBaHHbIE AaHHbIE, BbibepuTe 3aaHne, JaHHble
KOTOPOro Bbl XOTWTE BOCCTAHOBWUTb, HaXXMUTe BOCCTAaHOBUTL (hailn B MeHI0
3apaHUsA BOCCTAHOBJIEHUA U BbINOJIHWTE CNeayoLme Wwaru.

1. OTmeTbTE NMONIA, COOTBETCTBYOLLWE pa3aenaMm, KaTtasoram nin cpa|7|naM, KOTOpbIe
Heobxo4VMO BOCCTaHOBUTb.

Kak TObKO Bbl Bb|6epeTe Kakon-nnbo MYHKT B JIeBOV HYaCTW OKHa, MOSBATCS €ro
cofepxaHune cripaBa, 4TO NMOMOXXET BaM YTOYHUTbL Ball Bbl60p.

2. B okHe Bb|6epuTe MeCTO BOCCTAHOBJIEHUA Bbl MOXeETe BblﬁpaTb
BOCCTaHOBJIEHWE [daHHbIX B UX MNepBOHa4asibHOE MECTO PaCnosioXKeHuna unnn
Bbl6paTb apyroe MecTo, Kyna 6yﬂ,yT 3anncCaHbl BOCCTaHOBJIEHHbIE OAHHbIE.

Haxxmute 0630p, 4T0ObI BbIOPaTh MECTO, KyZa byeT COXPaHATLCA 3afaHune Ha
pe3epBHOE KOMVPOBaHMe.

3amevaHune

@ He 3abynbTe HakaTb HavyaTb BoccTaHoBneHMe, 4ToObl HavyaTb paboTy, nau
OTMeHa, 4Tobbl OCTaHOBUTH NpoLLecc.
YT106blI YyTOYHWTL HAaCTPOWKKM, HaxxMunTe MapameTpsbl.

[lnanorosoe o0KHO NapamMeTPOB BOCCTAHOB/IEHUS

I'IapaMeprl BOCCTaHOBNIEHUA NO3BONIAIOT YKa3aTb, CYyLLECTBYIOT /I y)Ke Ha MOMEHT
onepaunn naHHble, KOTOPbIE NMJIaHNPYEeTCA BOCCTAaHOBUTbL, U CiiedyeT JIN USMEHATb
BpeMaA nocsieqHero N3MeHeHna oas KaXxaoro BOCCTaHOBJIEHHOI o (ba|7|na.

Korpa BocctaHaBnuBaeMble haisibl yXke CyLecTByIoT

@ NMponycTutb pannbl BitDefender nponyckaeT cooTBeTCTBYOLWME albl.

@ 3anpawuBaTb Nosb3oBaTenss 0 HeobxoAMMOCTM 3aMeHUTb cain:
BitDefender 6yneT 3anpalunBaTb Balle NOATBEPXXAEHME Ha 3aMeHy (aina.

@ Bcerpa 3ameHnaTb annel BitDefender nepesanuceiBaeT Bce dainsibl 6e3
NOATBEPXKAEHUS.

@ 3aMeHATb TONbKO 6onee ctapble dannbl: BitDefender 3ameHseT ToNbKO
Bonee cTapsle haitnbl. CPOK LaBHOCTM (DaliioB onNpefenseTcs no BpeMeHH,
KOraa oHu Obinv U3MeHeHbl B MOCNeHUIA pas.
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HaTta nameHeHus cganna
Ecnn BbibpaH gaHHbIM MapameTp, BitDefender ncnonb3yeTt Tekyuyo gaTty B
KayecTBe [aTbl MOCNeLHEero n3MeHeHus hanioB M KaTasnoros. Ecnu Her,
BitDefender ncnonb3yeTt fgaTy KONMpoBaHUA 3TUX PasioB 1 KaTanoros.

CTpykTypa KaTanora
9TO0 none CTaHOBUTCS aKTUBHbLIM TOJIbKO TOrna, Korga B Ka4eCTBe MeCTa, Kya
HY>XXHO BOCCTAaHOBUTb  OaHHbIe, Bbl6|/|paeTCFI MecTo, OT/ZIN4YHOE OT
nepBoHavanbHOro. Takmm 06pa3oM MOXHO COXPaHUTL CTPYKTYPY 1 Mepapxuto
KaTaJloroBs BallnX AaHHbIX.

BOCCTaHOBUTL AaHHbIE C BpeMeHHOVI OTMETKMU

YT0Obl BOCCTAHOBUTb TONALKO Te [aHHble, KOTOpble 6b11n COXpaHeHbl B
OI'IpE)J,EJ'IEHHbIVI MOMEHT, HaXXMTe BOCCTaHOBUTb AaHHbIE C BpeMEHHOFI OTMETKM,
Bbl6epI/ITe COOTBETCTBYWOLWYIO 3ada4dyy B MEHIO 3apaun BOCCTaAHOBJIEHUSA U
BbINOJIHNTE Ceaywuine LencTBums.

1. BbibepuTe HeobxoanMblii Habop pe3epBHON KOMWK C COOTBETCTBYIOLLEN AATON
13 cnncka. Psgom 6yayT oTobpa)kaTbCsi KOMMEHTapUN.

2. B okHe BbibepuTe MecTo BOCCTAHOBAEHUA Bbl MOXXeTe BblbpaTb BapuaHT
BOCCTAHOBJ/IEHNSI AaHHbIX B UX MepBOHa4yasbHOE MEeCTO PacCrnoioXKEHWUs Wan
BbIbpaTh Apyroe MecTo, Kyaa 6yayT 3anucaHbl BOCCTaHOBMIEHHbIE JaHHbIE.

Haxxmute 0630p, 4T0ObI BbIOPaTh MECTO, KyZla byeT COXPaHATLCA 3afaHune Ha
pe3epBHOE KOMVPOBaHMe.

3amevaHune

@ He 3abynbTe HakaTb HavyaTb BoccTaHoBneHMe, 4ToObl HavyaTb paboTy, nau
OTMeHa, 4Tobbl OCTaHOBUTH NpoLLecc.
YT106blI YyTOYHWUTL HAaCTpPOWKKM, HaxxMunTe MapameTpsbl.

[lnanorosoe 0KHO NapameTPOB BOCCTAHOB/IEHUS

I'IapaMeprl BOCCTaHOBNIEHNA NO3BONAOT YKa3aTh, CYyLLECTBYIOT /I y)Ke Ha MOMEHT
onepaunn naHHble, KOTOPbIE MJIaHNPYETCA BOCCTAaHOBUTbL, U CiiedyeT JIN UBMEHATb
BpeMaA nocsieqHero N3MeHeHna oas KaXxaoro BOCCTaHOBJIEHHOI o (ba|7|na.

Korpa BocctaHaBnuBaeMble (haisibl yXke CyLecTByIOT
@ 3aMeHATb ToNbKO 6onee ctapble dannbl: BitDefender 3ameHseT ToNbKO
Bonee cTapble haitnbl. CPOK LaBHOCTM (DaliioB OnNpefenseTcs no BpeMeHH,
KOraa oHu Obiny U3MeHeHbl B MOCNeHUIA pas.

LaTta usmeHeHus cganna
Ecnn BbibpaH maHHbLIM MapameTp, BitDefender ncnonb3yeTt Tekyulyo naTty B
KayecTBe [JaThbl MOCAeAHEro M3MeHeHUs (alioB W KaTanoros. Ecau Her,
BitDefender ncnonb3yeT gaTy KONMPOBaHMA 3TUX halioB 1 KaTaoros.
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CTpyKTypa KaTanora
ST0 noJie CTaHOBUTCA aKTVBHbLIM TOJIbKO TOr1a, KOr la B Ka4yecTBe MecCTa, Kya
HY>KHO BOCCTaHOBWTb [aHHble, BblbMpaeTca MecTo, OT/MYHOE OT
nepBoHavanbHoOro. Takmm 06pasom MOXHO COXPaHUTb CTPYKTYPY 1 Mepapxuio
KaTasioroB BalUUX OaHHbIX.

YnpasneHne 3afaHnAMU

EcTb Tpu BapuaHTa ynpas/ieHWs 3afaHWsMU: MOCTaBWTbL 3afaHue Ha naysy,
OCTaHOBUTb 3aflaHNe UM OCTAHOBUTb BCE 3aAaHus.

Maysa
YTobbl NOCTaBUTL Ha May3y BbIMNOJHAOWEECS 3afaHWe pe3epBHOro
KOMMPOBaHWA WJIN BOCCTAHOBJIEHUSA, HaXMuUTe KHOMKy [laysa B MeHI0
KoHTponb 3apaHuu.

OCTaHOBUTb
YTobbl OCTAHOBMTb TEKyllee 3afaHue pPe3epBHOr0 KOMWPOBAHMA WUn
BOCCTAHOBJIEHUS, HAaXXMUTE KHOMKy CTon B MeHi0o KOHTposb 3apaHuM.

OCTaHOBUTb BCe
Ecnv 0QHOBPEMEHHO BbIMOJIHATCSA HECKONbKO 3aAaHUA KOMMPOBaAHWA Wan
BOCCTAHOBJIEHNS, HET HeobXoAMMOCTU OCTAHABJ/IMBATb OTAE/bHO KaXkpoe.
HaxxmuTte KHomKy OCTaHOBUTb BCe B MeHIO KOHTposab 3apaHui, 4ToObI
OCTAHOBUTb BbIMOJIHEHNE BCEX TEKYLLMX 3a4aHWNNA.

23.3.3. [IPOCMOTOPLLKK XYypHana

[aHHbII  pa3gen CoAaepXUT MHGOpMauMid O TOM, KakK MpocMaTpuBaTh,
3KCMOPTUPOBATH M OYULLATL XKYPHaN cobbiTuin. MapameTpbl XXypHaia No3BONSAT
COXPaHATb MHMOPMaLMIO 0 TOM, KOrfa Mpou3BoAUINCE OMepPaLMn KOMMPOBAHUS
WA BOCCTAHOBNEHMA, a TakXe mnpepynpexnaeHns n coobuieHusa ob owwnbkax.
Hanpumep, ecnn npu paboTe 3agaym npowusowsa owwnbka 4YTeHus daina,
BitDefender 3anuweT B XXypHas npeaynpexaeHue.

Bbl MoxeTe nepenT B pexum MpocMOTp >XXypHana COBLITUN HECKONbKUMU
MeToLaMU:

@ HaxxmnTe MpocMoTp XXypHana cobbiTui B MaHenn HaBUrauum.

@ Haxxmnte MpocMoTp B MaHenu MeHo 1 BbibepuTe NMpocMOTp >XypHana
coObITHiA.

@ Bocnonb3yntech coveTaHuem knasuw CTRL+AIt+L.

MpPOCMOTPETL XXYpPHabl

PeXxnuM NMpocMoTpa XXypHaa cobbITUiA MO3BOSET OTCIEAUTL NMPEANPUHATLIE paHee
JENCTBUSA N BbISCHUTb MPUYHbI OLLNGOK.
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OnvcaHve Kaxxaoi 3anncu Moy s pe3epBHOro konmpoeaHus BitDefender copepxut
cnenyoLme 31eMeHThl:

Tun

Knaccudukaums CTeneHn Ba)KHOCTM cobbiTus. B Moayne pe3epBHOro

konuposaHua BitDefender npeyCcMOTPEHbl YeTblpe CTEeNEHN BaXXKHOCTL:

@ daTanbHana owmbKa: BO3HMKMIA Cepbe3Has owmnbka, KoTopas He No3BoaAnIa
MOAY/0 pe3epBHOro kommpoBaHus BitDefender paboTaTb B HOpMasibHOM
pexume. Hanprmep, 6611 noBpexxaeH dann koHhurypauun BitDefender.

@ Owmbka: npobnema, KoTopas BeneT K owwnbkam B paboTe. Hanpumep,
3ansaHMpoBaHO KOMMPOBAHKE Ha CepBep, HO JOCTyNa K 4aHHOMY pecypcy
HeT.

@ MpepynpexpeHue: npobnema, KOTopas He BAMSET Ha BbINOJIHEHUE
onepauumn, HO MOXeT bbITb onpefeneHa Kak cobbiTne. Hanpumep, daiin B
apXvBe HEBO3MOXXHO MPOYeCTb.

@ UHdopmauua: onvcaHue ycrewHon onepauun. Hanpumep, 3apaHue
yCMeLwHo yaasieHo.

Data
MoaBneHne NyHKTa AaTbl XXypHana.

Bpems
MecTHOe BpeMs, Korfa NosBUICA MYHKT perncrpaumm.

UcTo4YHMK
NcToyHuK paHHOro coobuweHns, HanpuMep, 3afdaHue Wan cam Moay/b
pe3epBHOro kKonumpoBaHusa BitDefender. Hanpumep, cobbiTme, oTMeyeHHoE
CUCTEMHbIM, O3Ha4yaeT, 4YTO OHO ObINO nobGaBNEHO MOOYSEM PE3EPBHOIO
konuposaHua BitDefender. [pyrne oTMeTKM MOryT MNpencTaBnaTb cobown
Ha3BaHWs  3afaHuMM  KonupoBaHus  BitDefender, koTopble  BHecan
COOTBETCTBYIOLIME 3aMNCHK.

Monb3oBaTenb
OTobpakaeT UMs TOro Nosb3oBaTeNs, Ybe AeNCTBUE BbII0 3aPUKCMPOBAHO.

OnucaHue
OTobpaxxaeT noapobHoe coaepKaHne cobbITus.
O4ncTKa XypHanos
Mogoynb pesepBHoOro konuposaHus BitDefender npegycmaTpuBaeT ABa MeToAa
OYNCTKM XKYPHaJa COBbITUA: aBTOMATUYECKWIA U PYYHON.

BaxxHo

KaK TOJIbKO 3anuch B XYypHane yaoaneHa, ee HEBO3MOXXHO BOCCTAaHOBUTb. |-|O3TOMy
H6onee NpefnoOYTUTENLHO 3KCMOPTMPOBATL XXYpPHan B (dala U COXpaHATb ero Ha
byanyuiee.
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ABTOMaTM4YecKasa YUCTKA
Mpwn 3anycke pe3epBHOro KonupoBaHusa BitDefender nponcxoant cpaBHeHUe
pa3Mepa CyLEeCTBYHOLLEro XXypHaia Co CTaHOapTHbLIM pa3MepoM. BitDefender
ABTOMATMYECKN yHOanuT BCe (aiibl XXypHana, MpeBbiWAWMne pasMep,
yKa3aHHbIN NO-yMOM4aHWNIo

3amevaHune
@ YT106bl Y3HATb WM U3MEHUTH pa3Mep >KypHasa Mo YMOSYaHMUIO, BbINOAHUTE

cnepytolime fencTeus:

1. Haxxmute UHCTpyMeHThbl B MaHenn MeHto.

2. Haxxmute MapameTpsl, a 3aTeM BbibepnTe OTYETBI M XXYpHan.

3. Beegute orpaHu4eHune no pasmepy (B Mb) B cooTBeTCTBYylOLLEe none. Kak
TOJIbKO pa3Mep XXypHafia LOCTWUrHeT yka3aHHOro 3HadeHws, BitDefender
0YUCTUT 3annCK B XXypHase.

Py4yHas o4yucTKa
YT0o6bl 04MCTUTL XKYPHAJ BPY4YHYIO, BBIMOJHATE Cleayowme oencTeus.
1. HaxMuTe OYUCTUTL BCE B MEHIO YNpaBJieHUe XXYpPHasioM.
2. Haxxmute [a, 4T0Obl BbIMOJHWTHL 3KCMOPT BCEX >XXYPHAJIOB nepen WX
04YMCTKON, N HaXkmMnTe HeT, ecnm He XOTUTE X COXPaHSAT.

NMMOopT 1 3KCMOPT XXYypHaoB

Moaysib  pe3epBHOro KonuposaHus  BitDefender Ha  OaHHbIN  MOMEHT
npenycMaTpuBaeT UMMOPT U 3KCMOPT B ABYX popmaTax: . TXT n . XML

9 3ameyvyaHune
u PekomMeHAyeM 3KCNopTMPOBaTh U COXPaHATb XKYpHasbl Nepes 04UCTKON.

YT10bObl 3KCMOPTUPOBATh XKYPHaN B YKa3aHHbIA halla, BbIMOAHWUTE cleayoline
nencrTeus:

1. Haxxmute 3kcnopTt B .TXT-paun uan dkcnopt B .XML-chawn B MeHi0
YnpaBneHue XXypHasioMm.

2. Beegute nma ainna n BoibepnTe, Kyaa ero COXpaHnuTb.

3. Haxxmute CoxpaHuUTb.

YT06bl MMNOPTMPOBATbL 3aMWUCK XXYpPHana U3 onpeaeneHHoro danna, BbINOJHUTE
cnepywume oencTens:

1. Haxxmute UMnopTt u3 cdanna TXT nan UMnopt u3 danna XML B MeHio
YnpaBneHue xxypHanamu.

2. MNounck Bawero tanna.

3. Haxxmute OTKpbITh.
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9 3ameyvyaHune
U Ha>kmnTe kHonky OBGHOBUTBL B MeHI0 YnpaBsieHUe XXypHanoM, 4Tobbl ybeanTbes,
4YTO 0T06pa>KaIOTCﬂ CaMble nocnenHme 3anucu.

23.3.4. NaHenb NHCTPYMEHTOB

JaHHbIV pa3fen conepXunT NHPOPMaLMIo O TOM, KaK MOXHO 3annCbiBaTb AaHHbIE
Ha CD/DVD wnm co3gaTb o06pa3 ISO, ncnonb3ys pe3epBHOE KOMMpoOBaHMe
BitDefender. OH noscHAeT, kKakuMm o6pa3oM MPoOMCXOAuT 3anucb Ha CD-R/RW,
DVD-R/RW/RAM, DVD+R/RW/DL 1 aBTOHOMHas nepesanunck MHPopMaLnu.

Bbl MoXeTe I'IepEI7ITI/I K MaHenu MHCTPYMEHTOB O HVUM U3 C/IeAYIoLWMX cnocobos:

@ HaxxmnTe MaHenb MHCTPpyMeHTOB B MaHenu HaBurauum.
@ HaxxmnTte MpocmoTp B MaHenu meHto 1 BoibepnTe MaHesNb UHCTPYMEHTOB.
@ Bocrnonb3yntech covyeTaHnem knasuw CTRL+AIE+T.

3anucb Ha CD/DVD
YT106bI BPYyYHYIO 3aNncaTh AaHHble Ha CD/DVD, BbINOMHUTE ClefytoLine 0encTBmS:

1. HaxxmuTte 3anucatb gaHHble Ha CD/DVD.

2. HaxxmMute CrepeTb A/ MOBTOPHOrO MCMO/Ab30BaHUS Aucka. Ona 6bicTpon
OYNCTKM HaxxmuTe BblCTpo. 118 TWaTeNbHON 04NUCTKU MHpOpMaLUn ¢ AUcKa
HaxMuTe JleTasbHO, HO O4MCTKa B 9TOM C/ly4ae 3aiMeT HEKOTOPOe BpeMs.

3. HaxxmuTe 3anucaTtb C AUANIOTOM.

346eCb MOXXHO YKa3aTb, HYXXHO Jin BbIFPY3MTb AUCK M3 MpUBOAa MOC/e 3anncu,
(buHanu3npoBaTh ero (ecau Bbl MaaHUpyeTe nepefaBaTb AUCK APYrUM) WK
3aMncbiBaTb NPV MOMOLLM (haltioBo cucTemsl Joliet (MeHbLLEe orpaHMYyeHnid Ha
Ha3BaHUS alnnos).

4. Haxxmnte ®ann nan Kartanor B MOsSBUBLUEMCS [MUaJIOrOBOM OKHE, YTOObI
n06aBUTb JaHHbIE A9 3anucu.

5. MNocne Toro Kak faHHble obaBneHbl, BbibepuTe yCTPOMCTBO 3aMncu 1 NMS NCKa,
Ha KOTopbIA ByAyT 3anncaHbl JaHHbIE, @ 3aTeM HaXXKMUTe 3anucaThb.

3anucek obpasa ISO Ha CD/DVD

YTo6bl 3anncaTb 0bpas ISO Ha CD/DVD, BbINONAHUTE Cleayoue 4eNCTBUS:

1. HaxxmuTe 3anucb obpasa ISO Ha CD/DVD.

2. HaxxmMute CrepeTb A5 MOBTOPHOrO MCMO/Ab30BaHUS AuUcKa. Ona 6bicTpon
OYNCTKM HaxxmuTe BbICTPO. 118 TWaTeNbHON 04NCTKN MHpOPMaLUN C AUCKa
HaxMuTe JleTasbHO, HO O4MCTKa B 9TOM C/ly4ae 3aiMeT HEKOTOPOE BpeMS.

3. HaxxmuTe 3anucaTtb C AUANOTOM.

30eCb MOXXHO YKa3aTb, HY>KHO N BbIFPY3UTb ANCK U3 MPUBOAA NOC/e 3anucy,
(hrHanM3npoBaTb ero (ecsn Bbl NiaHWpyeTe nepefaBaTb AWUCK APYrUM) UK
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3anncbiBaTb NpY MOMOLLM (hainnoBoin cuctemsl Joliet (MeHbLLe orpaHM4yeHni Ha
Ha3BaHus ansoB).

4. Haxxmnte lo6aBUTb.

5. BuibepuTe, kakom obpa3 ISO 3anucaTb, n HaXXMUTE OTKPbITD.

6. HaxxmuTe 3anucaTs.

YnpaBfieHMe MOUM YCTPONCTBOM 3amnucu

JaHHas yHKUMS NOMOraeT ynpaBisTbh YCTPOMNCTBAMU 3aMUCU 1 HOCUTENSAMU U
NMpocMaTpPMBaTh KX B TekyLlen cncteme. CooepXXuT CneayoLime CColIKu:

@ M3Bneyb yCTPOWCTBO: 13BMIEKAET BbiBpaHHOE YCTPOMNCTBO 3amncu.

@ 3aKpbITb YCTPONCTBO 3aKPbLIBAET BbIOpaHHOE YCTPONCTBO 3amnncu.

@ VHdopmaumsa o HocuTene No3BosiseT NPOCMaTPMBATL MH(POPMALINIO O HOCUTESE.

@ WHdopmaums o6 ycTpoicTBe M03BOJSISET MPOCMaTpUBaTh WH(OPMALMIO 0
3anuCbIBAOLLEM YCTPONCTBE.

@ BO3MOXXHOCTH: M03BOJISET MPOCMOTPETHL BO3MOXXHOCTU 3aMuCy.

@ OYMCTUTb HOCUTENDb MO3BOJISET YAANNTL BCE COAEPXKIMOE C ANCKA.

23.3.5. [NaHenb MeHw

Bbl MOXKeTe BOCMO0/1b30BaThCA LLECTbIO MyHKTaMW MEHIO 418 TOr0, YTO6b! BEIMOSIHATD
(byHKUMK, KOTOPbIE NpeasaraeT MoAy b pe3epBHOro konuposaHus BitDefender.

dann

® Co3path HOBOe 3aZiaHMe: MOKa3biBAeT AMA/IOr0OBOE OKHO, FAe MOXHO
CO34aTb HOBOE 3a[laHNe pe3epBHOr0 KOMUPOBaHUS AN Apyroe 3afaHue.

@ OTKpbITb HAbOp pe3epBHOW KONMUMU: MOKa3bIBAET ANANIOrOBOE OKHO, rae
MOXXHO OTKPbITb Habop pe3epBHOW KOMWUW WAWM CMWCOK KaTasjoroB AJs
BOCCTAHOBJIEHUS.

@ Bbixop: no3BoJsiseT BbLIXOAUTb W3 pa3fefia pe3epBHOr0 KOMMPOBAHWS
BitDefender.

3apaHue

@ Pe3sepBHOe KONMMpOBaHME: BLIMOJHAET pPE3EPBHOE  KOMMWPOBaHME
BbibpaHHOro 3apaHus. Ecnm BbibpaHo 6onee opHoOM onepauwu, TO
BbIMOJIHAOTCS BCE.

@ BocctaHoBuTb hamn: BLIbpaTh 3aAaHWe BOCCTAaHOBNEHUA aina. Ecnam
BbiOpaHo 6onee 0iHOM onepaLmm, TO BbIMOJIHATCS BCe.

@ BoccTtaHOBMTL paHHble C BpPeMeHHOW OTMeTKM: Bbibop 3adaHus
BOCCTAHOBJIEHMS AaHHbIX C BpEMEHHOIM 0TMeTKM. Ecnm BeibpaHo 6oniee ogHom
onepaummn, TO BbIMOJHATCS BCe.

@ PacnucaHue: co3faeT pacnvcaHne 3aaHnsa uam n3MeHseT CyLlecTByoLee
pacnucaHue.

@ YOoanutb NJaHMpoOBaHUe — yJajieHNe MNaHMpOBaHUS OAs BbiOpaHHOro
3a4aHus.
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@ Ypanutb: ynaneHvne BbibpaHHoro 3amaHus. Ecnm BbibpaHo 6onee ofHOM
orepauum, To BbIMOJHSAOTCS BCE.

@ YDanuthb Bce: yanseT BCe 3a4aHus.

@ 0630p MecTa Ha3HaA4YeHMUA: NO3BOSET MPOCMATPMBATL PE3EPBHbIE AaHHbIE
BbIOpPAHHOro MecTa Ha3Ha4YeHus.

@ /I3aMeHeHue napaMeTpoB: N3MEHEeHWe MapaMeTpoB A5 BblOpaHHOMO
3afaHunA.

@ CBOMCTBA: N0O3BOJIIET M3MEHSATH CBOMNCTBA BbIOPAHHOI0 3alaHusi, BKJIlOYas
MOUCK aHHbIX, UMEHW, aapecaTa U T. A.

OTyer

@ NMpocMoTpeTb OTYETbI: eC/v BbibpaHHOe 3afjaHWe KMeeT HaCTPOWKMK
6e3onacHOCTU, 3TOT MapaMeTp MO3BOMSET MPOCMATPUBATb COAEp)KaHue
oT4yeTa 0 paboTe 3agaHusa.

@ CoxpaHUTb KaK: COXPaHNTb BbIOpPaHHbIN OTHYET Kak onpeaeneHHbli dai.

@ MeyaTb: pacneyaTbiBaeT MHDOPMALMIO 13 BbIBPAHHOr0 OTYeTa.

@ OumnCcTUTb BCE: 04MLLAET BbIOPaHHLIN OTYET 3aA4aHUs OT UHGOPMaLUK.

@ O6HOBUTL: 0OHOBNTbL Cofep)KaHue BbIbPaHHOro 0T4YeTa 0 3a4aHun.

MpocmoTp

@ HauaTtb: ecqin OKHO Havyasla LenCTBMA eLle He Ha dKpaHe, TO Npu nomMoLm
3TON KOMaHAbl MOXKHO €ro OTKpbITh.

@ MeHep Xep 3apaHuM: eC/I OKHO MeHe)Xepa 3afaHni eLle He Ha 3KpaHe,
TO MPY NOMOLLM 3TON KOMaHAbl MOXHO €ro OTKPbITh.

@ MpocMoTp XXypHana cobbITUIA: EC/IU OKHO NMPOCMOTPA XKYpPHasa CobbITUiA
ele He Ha 3KpaHe, TO Npu MNOMOLLM 3TON KOMaHAbl MOXHO €ro OTKPbITh.

@ MNaHenb MHCTPYMEHTOB: €C/I OKHO MaHesn elle He Ha dKpaHe, TO npu
MOMOLLM 3TON KOMaHbl MOXXHO €ro OTKPbITb.

@ MokaszaTb NaHesNb MEHIO: CKPbIBAET NaHe b MeH10. YTobbl CHoBa 0TO6pa3nTb
ee, HaxxmunTe ALT.

@ OToOpasuTb NAMHMU CeTKU: 0TOOpa)kaeT WM CKpblBAeT JIMHWN CETKW.
MprMMeHNMO K OKHaM MPOCMOTPa XKypHaaa CobbITUIN U MeHe )Kepa 3a4aHui.

UHcTpyMeHT

® MacTtep pe3epBHOro KOMUPOBAHMUA: 3aMyCck MacTepa pe3epBHOro
KOMMpOBaHMA.

@ MacTep BOCCTaHOBJ/IEHMA: 3aMyCK MacTepa BOCCTaHOBAEHNS.

@ 3anucaThb: 3anyckaeT UHCTPYMeHT aas 3anucu CD/DVD/ISO nnu MHCTpyMeHT
ynpaBneHns 3anncbto.
» 3anucb CD/DVD
» 3anucob ISO
» MpocMoTop uHpopmaLum 3anucu

@ DKCNOPT BCeX 3amaHMW: SKCMOPTUPYET BCe CO3LaHHble 3afaHua K
onpeaeneHHbIM annam.

@ NMnopT 3apaHui: nmnopT 3agaHunii B hann . JOB, . TXT nam . XML.

@ DKCMOPT >XXYPHAJNOB: 3KCNOPT XXypHanoB B ansbl . TXT nan . XML.

PesepBHasa konusa 183



BitDefender Total Security 2011

» B TXT-chann
» B XML-chann
@ iIMnopT >XypHanoB: NMMNopT XXypHanos 13 ganna . TXT nan . XML.
» V13 TXT-channa
» 13 XML-channa
@ MapameTpbl: n3MeHseT Bawwu rnobasbHble HACTPOMKM pPEe3epBHOrO
KOMMPOBaHWS.
» Obiue
» OTyeT M XypHan
» PacnucaHue 3apaHus

CnpaBka

@ Paspen cnpaBKu: NokasblBaeT pa3fesbl CpaBky.

@ Mowmck: No3B0SSET OCYLLECTBAATh MOUCK B pa3fene noMoLun, OCHOBbIBAACh
Ha BBEJEHHOM WK BbIBPaHHOM KJl04EBOM CJI0BE.

@ Beb-canT BitDefender: nossonsieT nepenTy Ha OOMALUHIOW CTPaHULLY
BitDefender gnsi npocmoTpa OBGHOBNEHUA WAM AN OHNANH-NMOALEPXKKMN
BitDefender.

@ UHdopmauua o noppepxxke: COLEPXKUT WHGPOPMaLMIO O TOM, Kak
cBa3aTbCAa ¢ BitDefender no Bornpocam noMoLy 1 NOALEPXKKN.

@ O pesepBHOM konupoBaHum BitDefender: nokasbiBaeT nHdopmaumo 06
aBTOpCKOM npaBe u Bepcum BitDefender, a Takxe nHopMaLunio, CBA3aHHY0
C ero n3gaHuem.
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24. lLnpoBaHne 4yaTa

Colep)XaHue MrHOBEHHbIX COOBLLIEHUIA LOIKHO OCTaBAThCA KOH(UAEHLIMABHLIM
0151 BaC 1 BalLKX cobeceiHNKOB.baroaaps WngpoBaHmMio CO0bLLEHNI Bbl MOXETE
ObiTb YBEPEHbI B TOM, Y4TO B C/lyYae nepexsaTta OTMpPaBfiseMbIX UK MOJyYaeMblX
BaMun COODOLLEHNA 310YMBbILLIEHHNKIA HE CMOTYT MPOYECTb UX COAEPXKUMOE.

Mo ymonyaHuto BitDefender wudpyeTr BCce ceaHCbl 0OMEHa MrHOBEHHbLIMU
COOOLLEHNAMN NPU YCII0BUN, YTO:

@Y Bawero cobecengHnka ycTaHoBfeHa Bepcus BitDefender, koTopas
NnoaLep>KMBAET LWNGHPOBAHNE MTHOBEHHbIX COOBLLEHNIA, 1 3Ta (PYHKLMSA BKIIIOYEHA
B 1CMOJIb3yEeMOW NMPOrpaMMe MrHOBEHHbIX COODLLEHNI;

@ Bbl 1 Baw cobecenHmk ncnonbsyete Yahoo Messenger unm Windows Live (MSN)
Messenger.

BaxkHo

BitDefender He 6ypeT wudpoBaTb 0bMeH coobuweHnammn, ecnn cobecedHnK
MCMonb3yeT Kakon-nmbo Beb-knneHT, Hanpumep Meebo, nnn apyroe NnpunoXxeHue
Ond YaTa, nogaepxusatowiee Yahoo Messenger nnm MSN.

HacTpolika WwndpoBaHNS MFHOBEHHbIX COOBLLEHWIA:

1. OTkpownTe BitDefender, HaxmMnTe MapaMeTpbl B BEPXHEM MPaBOM Yrjy OKHa ”
BblbepuTe NHTEpPGeNc AKkcnepr.

2. MNepengnTe B pasgen Wundposanune > LLndposaHue yaTa.

) 3ameyaHue

u LLndpoBaHme obMeHa MrHOBEHHbIMU COOBLLEHNAMY C KaXKAbiM 13 cobeceaHNKOB B
4yaTe MOXXHO JIerko HaCTPOWUTb C MOMOLLbBI0 MaHenn MHCTpyMeHToB BitDefender B
OKHe YaTa.

Mo ymonyaHuio WngpoBaHMe MIHOBEHHbIX COOOLLEHNI BKIIIOYEHO Kak Ana Yahoo
Messenger, Tak n ona Windows Live (MSN) Messenger.Bbl MoXeTe BbIKJIOYUTb
LUNPOBAHME MTHOBEHHbIX COOOLLEHNIA MOMHOCTbLIO UM TOSIbKO A5 ONpPeaesieHHON
nporpammbl 0bMeHa coobLeHaMN.

OTobpaszaTca aBe Tabamubl:

@ UcknioueHums LLIMCI)pOBaHVIﬂ — CMUCOK BCEX NAEHTU(MKATOPOB nonb3oBaTenen
n ncnonb3syembiX UMK nporpamMm MrHOBEHHOIO obmeHa coobuleHnsamun, ans
KOTOPbIX LWKdpoBaHme BbIK/04EHO0.4YT06bI YOanTb KOHTAKT U3 CNUCKa, Bbl6epI/ITe
ero v HaXKxMuTe KHOMKY = Y panuTsb.

@ TekyLuMe NOAKIOHEHUs — CNINCOK TEKYLLIMX COeIMHEHNI 06MeHa CO0bLLEHNIMM
(MOeHTUDMKATOPbI NMOJIb30BaTENEN 11 COOTBETCTBYIOLLIME MPOrPaMMbl MTHOBEHHbIX
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coobLeHN), a TakXe Haauyne uam oTcyTCcTBMe wWwudpoBaHus.CoenHeHne
MOXXeT ObITb He 3aWndPOBAHO MO CEAYOWUM MPUYNHAM:

» Bbl oTKOHUAN DYHKLMIO WNDPOBAHNA O1F LAHHOMO KOHTaKTa.

» Y Balero KOHTaKTa He YycTaHoBneHa Bepcus BitDefender, koTopas
noafepXXMBaeT WN(POBaHNE MITHOBEHHbIX COOBLLEHWIA.

24.1. OTKN04YeHNe WnugpoBaHNA ANa OTAEeNbHbIX
noJib3oBaTeNen

Ona oTKMoYeHUs WnUgpoBaHUa AN8 OTAENbHOr0 M0Jb30BaTens BbINOJHUTE
ChenyioLlyto npouenypy:

1. NS OTKPbITUS OKHA KOHAUIYpaLUU HaXXMUTE KHOMKY JLo0aBUTb.

2. BeeauTe B nose Beoaa |ID Ballero KoOHTakTa.

3. BuibepuTte nporpaMMy MrHOBEHHbIX COOOLEHNI, CBSA3aHHYD C AaHHbIM
KOHTaKTOM.

4. Haxxmnte OK.

24.2. NaHenb nHCTpyMeHTOB BitDefender B 0kHe YaTa

Bbl MOXXeTe nerko HacTpouUThb LWMGPOBaAHNE MFHOBEHHOr0 0bMeHa coobLyeHnsamMum
C NOMOLLbIO NaHenn MHCTpymeHToB BitDefender n3 okHa YaTa.

MaHesnb MHCTPYMEHTOB Pacro/IoXKeHa B MPaBOM HUXKHEM YTy OKHa YaTa. MonwmnTe
3Hayok BitDefender, 4Tobbl HanTw ee.

o 3amMevaHune
U MaHenb NokasbiBaeT, 4TO obLieHne 3awmngpoBaHo, 0Tobpakasa K4YMK o= PAAOM C
norotunom BitDefender.

LLlenyok Ha naHenm MHCTpyMeHTOB BitDefender Bbi3biBaeT CnefytoLine napameTpbl:
@ HaBcerpa oTMeHuUTb WK poBaHMe Ana KOHTaKTa.

@ Mpepnoxutb cobecegHnKy wucnonb3oBaTb wudpoBaHume. YTobbI
3awndpoBaTh BaLle obLyeHne, Ball cobeceHMK JOMKeH yCcTaHoBUTL BitDefender
1 UCMOb30BaTb COBMECTUMYIO IM-nporpammy.

@ [006aBUTb KOHTAKT B ‘IeprIﬁ CMUCOK POAUTENILCKOro KOHTponA. Ecnu Bbl
n06aBMTe KOHTaKT B qepr||7| CMNCOK POANTENIbCKOIro KOHTPOJ14, Bbl HE CMOXXETE
bonbLue nony4aTb CoobLLEeHNs OT 3TOr0 KOHTaKTa (I'IpVI BKJTIO4YEHHOM
poanNTENbCKOM KOHTpOl'IE)HTO6bI YOannTb KOHTAKT U3 YEPHOI 0 CMCKa, HaXXMUTE
Ha NaHeJIb UHCTPYMEHTOB U BblﬁepVITe YoanuTb KOHTAKT U3 YEepPHOro cnuckKa
POAUTENIbCKOIro KOHTpPONA.
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25. lngposaHne tainnos

LLincdposaHne annos BitDefender no3sonsieT co3gaBaTh Ha BaleM KOMMblOTepe
3aWMpPOBaHHbIE 1 3aLUMLLEHHbIE MaposieM Nornyeckme JUCKKN (Mn XpaHuauwa),
roe Bbl MoeTe 6e30MacHO XpaHWTb CBOW KOH(UAEHUMAsbHbE U BaXkHble
LOKYMEHTbI. JOCTYN K AaHHbIM, XPaHALLMMCS B 3TUX XPaHWIULLLAX, MOTYT NoJly4aTb
NnoJib30BaTesin, KOTOpble 3HalOT Naposib.

MapoJib NO3BOJISIET OTKPbIBATH U XPaHWUTb flaHHbIE, @ TAaKXKe 3aKpbIBaTh XpaHuLLLE,
obecneynsas vnx 6e3onacHocTb.MoKa XxpaHUKLLE OTKPBLITO, Bbl MOXETE A06aBNATL
HOBble (halsibl, MOYYaTb AOCTYN K TEKYLIMUM (haiiaM ninm N3MeHsThb UX.

®dU3nYecK XpaHuauwe npeactaBnsetT cobol PacrnonoXKEeHHbIR Ha JIOKanbHOM
XKECTKOM aucke ann ¢ pacwmpeHunem .bvd.XoTs dursmnyeckume anbl, KOTOpbIe
NpeacTaBAfioT Co6ON ANCKM XPaHWIULLA, MOXHO OTKPbIBAaTb W3 PasnyHbIX
onepaunoHHbIX cucTeM (Takux Kak Linux), nHopMaLms, XpaHaLancs Ha HUX, He
MOXeT ObITb MPOYMTaHa, Tak Kak OHa 3alwmndpoBaHa.

Mo ymonyaHuio (yHKLMSA wWudpoBaHnsa ¢aiioB BKIOYeHa. [N OTKIOYeHns
(byHKUMY BBINONHUTE Cnefytowmne LencTBus:

1. WlenkHnTe NpaBow KHOMKOM MbllWK Ha 3Ha4okK BitDefender & Ha maHenn 3agay
1 BblbepUTE YCTAHOBKM.

2. B oTKpbIBLWIEMCS OKHe "YCTaHOBKMW" BblibepuTe napameTp, COOTBETCTBYIOLLMNA
komaHgae WudposaHue dhannos.

Mpu OTKAYeHUN wWndpoBaHMa GannoB Bce xpaHuauwa dannos byayT
3a6710KMpPOBaHbI 1 Bbl 60MbLUE HE CMOXETE MOJyYaTb LOCTYN K hainam, KoTopble
OHV copepxar.

YnpaBsJieHne xpaHuavwamm painsioB MOXXeT OCYLLeCTBAATLCA U3 OKHa BitDefender
W C MOMOLLbIO KOHTEKCTHOro MeHto Windows 1 n1orm4yeckmx OUCKOB, CBA3aHHbIX
C XPaHWJIULLEM.

25.1. YnpaBneHue xpaHunmwamm pannos U3 nHTepdenca
BitDefender

Cnocobbl JoCTyna 1 ynpaBieHus XpaHunuwamu ¢ainoB MOryT OT/MYaTbCs B
3aBMCMMOCTY OT UCMOJIb3YEMOro peXxuma Mosib30BaTesIbCKoro MHTepdeiica. B
cnefyroLleM pasgene npuseseHbl cBeieHuns 06 yrpasieHum XxpaHunuiamm anios.

25.1.1. Co3paTb xpaHuauuie

Y1obbl CO3pnaTb HOBOE XpaHunuwle, nepengute B pasgen WudpoBaHue >
LudpoBaHue dannoB B uHTepdence "IkcnepT" M BbINOJHUTE OOHO M3
cneaywmnx oencTBum:

@ HaxxmnTe KHonky @ Co3paTh XpaHUAULLe.
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@ LLlenkH1Te NpaBoil KHOMKOW BHYTPU Tabauubl XpaHUIuLW, 1 HaxxmuTe Co3paTh.

Ons co3naHna HOBOro XxpaHuauwa oTkponTe BitDefender n BbinonHUTe cnepytowme
fencTsma (B 3aBUCMMOCTM OT WCMONb3YEMOro peXxuMma MoJib30BaTesIbCKOro
nHTepdenca):

NHTepdenc "OnbITHLIN Nosb3oBaTesb"
MepenanTe B pa3gen XpaHeHne paHHbIX 1 BbibepnTe Co3paTh XpaHuauLLe
cpannos B 061acTy WNPPOBAHNSA AaHHBIX.

NHTepdenc "Ikcnept"
B wuHTepgence "Ikcnept" nepengute B pasgen LWudpoBaHue >
LUndpoBaHue danna v BbIMOJAHATE OOHO M3 CNeayOLWNX 4ENCTBUNA:

@ Haxxmute KHOMKY @ Co3paTtb XpaHunuuwe.

@ LLlenkHNTEe MpaBoOM KHOMKOW BHYTPW Tabauubl XpaHWIUW, U HaXMUTe
Co3paThb.

MosBNTCS HOBOE OKHO.BbINOHUTE Credytowme AencTBUS:
1. YKaxxuTe pacnonoxxeHune n ums gaina xpaHunumuia.

@ HaxxmnTe 0630p, BbibepnTe PacrosioXKeHNe XPaHUIULLA U COXPaHUTE (aiin
XPaHWVLLLA NOA XKEeSaeMbiM IMEHEM,

@ B cOOTBETCTBYIOLLMX NONIAX 3a4aNTe UMS 1 NyTb LS XPaHUAMLLA (aiiaoB Ha
LUCKe.

2. Boibepute 6ykBy Amcka u3 MmeHto.Korfa Bbl OTKpoeTe XpaHuauwe, B Moem
KOMMblOTEpPe MOSBUTCA BUPTYasbHbIA AUCK, KOTOpoMy OyAeT Ha3HauveHa
BblbpaHHas bykBa.

3. ECnu Bbl XOTUTE N3MEHUTb CTaHAAPTHbIN pa3mep (50 MB) xpaHunuiia, BBegnTe
HY>KHO€ 3HayeHue B none Pasmep xpaHunuuia.

4. 3apanTe xXenaemblii naposb xpaHuavwa sMaponsulopTBepanTbnons.KaXxkabii,
KTO ByaeT NblTaTbCs OTKPbLITh XpaHuauLe 1 obpaTuTbCa K dainam, AoJHKeH
byneT BBECTW Naposib.

5. HaxxmnTe Co3gath, eC/IM Bbl TPOCTO XOTUTE CO3AaTh XPaHUMULLE B BbIOPaHHOM
MecTe.YTobbl co3naTh U 0TOOPa3nTb XpaHUIULLE B BUAE BUPTYalbHOMO ANCKA
B MoeM KoMMbtoTepe, HaXkMnTe Co3paTh U OTKPLITh.

BitDefender HemenneHHO MpPOMH(MOPMUPYET Bac O pesysbTaTe onepauuun.Ecan
npousowna owwnbka, wusy4mte coobuleHne 06 owwnbke, 4TOObI MOHATH
npu4mHbl.Haxxmmte OK 1 3aKponTe OKHO.

3ameyvyaHune

@ Mo>xeT 6bITb Y10OHLIM XpaHeHWe BCEX XPAHWNLL B 04HOM MecTe. Tak Bbl CMOXeTe
BbICTPO NX HAXOAUTb.
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25.1.2. OTKpbITb XpaHuuLLle

Ons paboTbl € hainamu, pacnoNoXXeHHbIMU B XpaHuauLLe, HeobXoANMO OTKPbIThb
XpaHuauwe.llpy  OTKpbITMM  XpaHuWwa B MoeM KOMMbloTepe MOSABUTCA
BUPTYanbHbIA ANCK.DTOT ANCK byaeT cHab>keH ByKBOM, Ha3HA4YEHHOW XPaHUNLLY.

05 OTKPLITUA XpaHWuLLA NpofenaiTe crefyLine OeicTBNs:

1. OTkpownTe BitDefender, HaxmMuTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa 1
BblbepuTe nHTEpPGeNnc Kcnepr.

2. MNepengnte B pasgen LudposaHue > LudposaHue danna 1 BoiNoSHUTE
OAHO 13 CIefyoLWNX AeNCTBUN:

@ BuibepuTe xpaHunniie n3 Tabavubl U HaXXMUTE @ OTKPbITh XPaHUJIULLE.
@ LLlenKHNTe npaBoi KHOMKOM MbIWKN Ha XpaHuauwe B Tabauue n Bbibepute
OTKPbLITb.

) 3amevaHve
\) Ecnu paHee co3paHHoe xpaHuauile He oTobpaxkaeTcs B Tabnumue, BoibepuTe
~ TloncK XpaHunuLwa 1719 nepexoaa B Hy>XKHYI0 nanky.

MoaBMTCS HOBOE OKHO.
3. Boibepute bykBYy ANCKa M3 MEHIO.
4. BeeguTte nNapoJsib K XxpaHunuwy B rosne Maponb.
5. Haxxmute OTKpbITh.

BitDefender HemensieHHO npovH(OpPMUPYeT Bac O pe3ysbTaTe onepauun.Ecan
npousowna owwnbka, wusy4mte coobuleHme 06 owwnbke, 4TOBbI MOHATH
npvynHbl.Haxxmnte OK 1 3aKkponTe OKHO.

25.1.3. brokupoBaTb XpaHunuLe

Korpa Bbl 3akoH4MTe paboTaTb C xpaHunuwem dalinos, BaM HyxHO Oyner
3ab10kMpoBaTh ero, 4Tobbl 3aWWUTUTL CBOM AaHHble.llpn 3abNOKUMPOBaAHHOM
XpaHWMLLE COOTBETCTBYIOLWMIA BUPTYaslbHbIA ANCK MponagaeT B MoeM KoMMbioTepe.
JocTyn K nHopmMaLmm 3ab10KMpoBaH.

Ona 6n10KMpoBKM XpaHuauwa oTkponTe BitDefender n BbinonHMTE cnepytowime
LencTBus (B 3aBUCMMOCTIY OT peXxuma rnosib30BaTeslbCKoro nHTepgenca):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
MepenonTe B pa3aen XpaHeHue ¢anoB 1 BbIMOSHUTE OLHO U3 CeAYOLWNX
OencTeunn:

@ Haxxmnte 3abnokupoBaTb xpaHunuwie cdanoB B ob6nacTu ObICTPbIX
3ajau.
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@ BuibepuTe xpaHnnuwe annos B obnactu Wndposanue cdannos, 3atem
B 0TOOpa3uBLIEMCS MeHIO BbibepnTe BIOKUMpPOBaTD.

OTKpoeTCcs MacTep, C MOMOLLbIO KOTOPOro MOXHO 3abjoKMpoBaThb
XpaHuauniie.HaBuraums no mactepy OCYLLEeCTBASETCS C MOMOLLbI KHOMOK
HOanee n Hasap.[lns BbiIxoga 13 Mmactepa Haxmmte OTMeHa.

1. Bbibop xpaHunuwa cgainos

34ecCb Bbl MOXETE yKa3aTb, KaKoe XpaHuuLLe Hy>XHO 3a610KMpoBaTh.
2. MopTBEpPAMTDL

34eChb Bbl MOXKETE MPOCMOTPETH BhlIbpaHHbIe onepaumu.
3. 3aBepWwUTb

34echb Bbl MOXETE MPOCMOTPEThL pe3yabTaT onepaLuu.

NHTepdenc "Ikcnept"
Mepengunte B pasnen Wundposanue > LUndpoBaHue danuna v BoINOIHNTE
O0QHO U3 CIefyloLWnNX AENCTBNN:

@ BhibepuTe xpaHunuie ns Tabanubl U HaXXMUTe @ BIOKUPOBaTD.
@ LLlenkHUTe NpaBo KHOMKOWM Ha XpaHuauLLe B Tabanue 1 BbibepuTe 3aKpbiThb.

BitDefender HemenneHHO NMpPOMHGOPMUPYET BaCc O pe3yfbTaTe onepauun.Ecnn
npousowsia owmnbka, un3y4mte coobuweHne o6 ownbke, 4YTOObI MOHATH
npu4mHbl.Haxxmmnte OK 1 3aKpoliTe OKHO.

25.1.4. A3MeHnTb Naposb XpaHuimLLa

XpaHunuwe fo/xHO BbITb 3a6710KMPOBaHO Nepes cMeHo Napoan. YTobbl U3MeHUTb
napoJsib XpaHuaunLLa, nepenguTe B pasgen LUndpposanue > LLindposaHue dannos
B MHTepderce "IkcnepT" 1 BINOAHUTE OAHO U3 CEAYIOLNX AeNCTBUN:

[ ] BblﬁepVITe XpaHunuuie n3 Tabanubl 1 HaxXMUTe @ U3SMeHuTb napoinb.

@ LLlenkHnTe NpaBoil KHOMKOW Ha XpaHuauwe B Tabanue n Boibeprte U3MeHUTL
naposb.

MoABMTCS HOBOE OKHO.BbIMOSIHUTE Ccneytowmne AencTBms:
1. BBeauTe TeKyLMin Naposib K XpaHuauwy B nose Ctapbii naposib.
2. BBeguTe HOBbIN NapoJsib B nosisx Hoeei naponb 1 MoaTBepauTe Naponb.

@

3amMeYyaHune

Maponb posmkeH bblITb He MeHee 8 CUMBOJIOB.YTOOLI NMaposib Obin CUNbHBIM,
MCMoNb3yiTe KOMOMHALMN CMBOJIOB B BEPXHEM U HUXKHEM PErucTpe, 4ncia u
creuvabHble CUMBOJLI (Takne Kak, Hanpumep, #, $ nam @).

3. Haxxmute OK, 4T06bI CMEHUTL MAPOSIb.
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BitDefender HemenneHHO npovHdoOpMUpPyeT BaC O pesynbTaTe onepauunn.Ecan
npousowna owwnbka, wusy4nte coobuieHne 06 owwnbke, 4TOBbI MOHSATH
npuynHbl.HaxxmnTe OK 1 3aKponTe OKHO.

25.1.5. lobaBnTb haifibl B XpaHuUauLLe

Ona pobaBneHmsa ¢annoB B xpaHuauuie oTkponTe BitDefender u BbinonHuTE
cnepyowme AOeicTeus (B 3aBUCMMOCTU  OT  peXWMa MoJIb30BaTE/IbCKOMO
NHTepdenca):

NHTepdgenc "OnbITHLIN Nonb3oBaTeNb"
MepenanTe B pa3aen XpaHeHue paHHbIX 1 BoibepuTe JobaBuTb chain us
XpaHuauwa B 061acTy 6bICTPbLIX 3a4au.

OTKpoeTCs MacTep, C MOMOLLbIO KOTOPOro MOXHO A06aBWTb (haiinbl B
XpaHunuiie.HaBurauma no MacTepy OCYLLEeCTBASETCA C MOMOLLbIO KHOMOK
Oanee n Hasap.[lns Bbixoga 13 Mactepa Haxxmmte OTMeHa.

1. Bbibop ¢aitnoB u nanok

Buibepute [ob6aBuTh 06bekT 15 BbiGopa (aiinoB/namnok, KoTopble
HeobxoaumMo 106aBUTL B XPaHWUNLLE.

2. Bbibop xpaHunuwa cdannos

Mo>xHO BbIOpaThb CyLLECTBYOLLIEE, MEPENTUN B paHee CO34aHHOe UK co34aTb
HOBOe XpaHunuLye, B kKoTopoe byayT nobaBnaTbcs habl.

3. Co3paTtb XxpaHunuwe dannos

Mpw co3paHny HOBOrO XpaHWnLa 34eCb HE0OX0AMMO YKa3aTb TpebyemMblie
cBefeHus. [lonosIHMTeNbHble CBeAeHUS CM. B«Co34aTk XpaHuamiie» (p. 187)

4. BeeguTte naposib

Mpw BbI6OpE 3a6710KMPOBAHHOI O XpaHWAULLA 415 ero OTKPbITUS HeobxoAnMo
BBECTW Napob.

5. MoaTBEpPAUTDL
34ech Bbl MOXKETE MPOCMOTPETh BbibpaHHbIe onepaLumm.
6. Copep>xumoe xpaHunuwa c¢annos
34eCb Bbl MOXKETE MPOCMOTPETL COAEPXKMMOE XPaHUANLLA.
NHTepdenc "Ikcnept"
1. Nepengnte B pasaen LndposaHue > LUndposaHue dpannos.
2. Bbibepute 13 CNuncka xpaHuauLy To, B KOTOPOE Bbl XOTUTE f06aBUT dalis.

3. Ecam xpaHnnuwe 3ab610KMpoBaHO, Bbl AOJKHbI CHavafla OTKPbITb €ro
(LLenKHyB NpaBon KHONKOW MbILK 1 BbibpaB OTKPbITb XPaHUJIULLE).

4. HaxxmnTe KHonmky [ lo6aBuTb ¢annbl.l10sBNTCS HOBOE OKHO.
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5. BbibepuTte thalinbl/nanku, KOTopbIe Bl XOTUTE f00aBUTb B XpaHUNLLE.

6. HaxxmuTe OK, 4ToObl CKOMMPOBAThL BblAEEHHbIE 0OBEKTLI B XPAHWIULLE.

25.1.6. YoanuTb hannbl N3 XpaHnauLLa

Ona ypaneHus danna w3 xpaHunvwa oTkponTe BitDefender wn BbinoAHMTE
cnepyowme OencTsus (B 3aBUCMMOCTM  OT  peXuma MoJib30BaTesIbCKOro
UHTepdenca):

NHTepdgenc "OnbITHbIN Nonb3oBaTeNb"
MepengnTe B pa3faen XpaHeHue paHHbIX U BbibepuTe Ypanutb ¢ainbl 3
XpaHuauwa B 061acTy 6bICTPbIX 3a4au.

OTKpoeTCs MacTep, C MOMOLLbIO KOTOPOrO MOXHO yAaAuTb (aiibl 13
XpaHWnWa.HaBuraums no Mactepy OCYLLEeCTBISETCS C MOMOLLbIO KHOMOK
Danee v Hazap,.[1ns BbiIxofa U3 MacTepa HaXxMuTe OTMeHa.

1. Bbibop xpaHuunuwa cainos
34eCb Bbl MOXKETE YKa3aTb, 13 KaKOro XpaHuauLia cneayeT yaanuTb daibl.
2. BeepuTte naponb

Mpu BbIGope 3a6710KNPOBAHHOT0 XPaHWINLLA AJ1S €70 OTKPbITUS HE06X04MMO
BBECTU Naposib.

3. Copep>xumoe xpaHunuwia c¢annos

BuibepuTe hainbl/nanku gns yaaneHns u3 xpaHuamiua.
4. NMopTBEpPOUTDL

34ech Bbl MOXKETE MPOCMOTPEThL BbibpaHHbIe onepaLumm.
5. 3aBeplInTb

34eCb MOXHO MPOCMOTPETb pe3ysibTaThl ornepauun.

NHTepdenc "dkcnept"
Mepengunte B pasgen LUndposanue > LLincdpoBaHue annos v BINOAHUTE
crnepywume oencTens:

1. B Tabnuue xpaHunnw, Bbibepute XpaHuauLe, cogepxallee gaisi, KOTopbIn
Bbl XOTUTE yAalnTb.

2. Ecnn xpaHunnuwe 3abn10KkMpoBaHO, Bbl AOJDKHbI CHavasla OTKPbITb ero
(LLenKHyB NpaBo KHOMKOWM MbIlLK 1 BbibpaB OTKPbITh XpaHUAULLe).

3. BuibepuTe thaiin, KOTOPbIN HY>XXHO YAANNTb, 13 Tabnuubl, rae oTobparkaeTcs
coflep>XaHne XpaHunuLa.

4. HaxxmnTe 2 Yoanutb annbl/nanku.
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25.1.7. NpocMOTp COAEepXMMOro XpaHunLLla

Ona npocMmoTpa codepXxumoro xpaHuauwa dannos oTkponTe BitDefender u
BbINOJIHUTE CliegytoLlne 0encTBums (B 3aBUCMMOCTM OT PeXKMMa MoJib30BaTesIbCKOro
UHTepdenca):

NHTepdenc "OnbITHLIN Nonb30BaTeNb"
MepengnTe B pa3nen XpaHeHue ainioB 1 BLINOJHUTE OAHO U3 CIELYIOLWNX
OencTeun:

@ HaxxmuTe MpocMoTp xpaHunuwia gannos B 061acty 6bICTPbIX 3a4au.

@ BuibepuTe xpaHunuwe darnnos B obnactu LUndpoaHue dannos, 3aTem
B 0TOOpa3uBLIeMCs MeHIo BbibepuTe MpocMoTp.

OTKpoeTcs MacTep, C MOMOLLbI0O KOTOPOro MOXHO NpocMaTpuBaTh (halsibl B
XpaHunuuie. Hauraumsa no mMacTepy OCYLWECTBASETCA C MOMOLLbID KHOMOK
Oanee n Hasap.[lns Bbixoga 13 Mactepa Haxxmmte OTMeHa.

1. Bbibop xpaHunuwa cdainos

34eCb Bbl MOXKETe yKasaTb, U3 Kakoro xpaHuauwia cienyet oTobpasnTb
thannsi.

2. BeepuTte naponb

Mpw BbI6Ope 3a6710KMPOBAHHOIO XpaHWAULLA 415 ero OTKPbITUS HeobxoAnMOo
BBECTW Napob.

3. MopTBEepAUTL

34ech Bbl MOXKETE MPOCMOTPeTh BbibpaHHbIe onepaLmm.
4. Copepxumoe xpaHunuwa gannos

34eCb MOXKHO NPOCMOTPETb pe3yJ/ibTaTbl onepauuu.

NHTepdenc "Ikcnept"
Mepengunte B pasgen LUndposanune > LLincdposaHue annos v BLINOAHUTE
cnepytolme AeincTBuS:

1. B Tabauue xpaHuauiy, BblibepuTe XpaHWIuLie, COLEpPXWMOe KOTOPOro
TpebyeTcs NPOCMOTPETh.

2. Ecnn xpaHnnuwe 3abn0KnMpoBaHO, Bbl AOJDKHbI CHavaflla OTKPbITb ero
(LLenKHyB NpaBon KHOMKOW MbILWN 1 BbIOpaB OTKPbITb XPaHUJIULLE).

3. B Tabnuue BHU3Yy oTobparkaeTcsa cofepxrumoe BbIbpaHHO0 XpaHUAnLLa.

25.1.8. YpaneHue xpaHunuia hanios
Ona yoaneHns XxpaHunuuia 4aHHbIX BbIMOHUTE cneaylowne encTBus:

1. OTkpownTe BitDefender, HaxxmuTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa ”
BblbepnTe NHTepdenc "OnbITHLIA Nosb3oBaTeNb".
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2. Nepenonte B pasnen XpaHeHue ¢amnnos.
3. WenkHnTe Ha xpaHunuuie dannos B obnactu Wndposanue dannos.

4. ECnn XxpaHunuLe OTKPbLITO, BbibepnTe B OTKpPbIBLLEMCS MeHI0 3abnokupoBaTb
1 CHOBaA LLENKHUTE Ha XpaHunuLLe.Ecnm xpaHunuile 3a610KMpoBaHo, NnepenanTe
K cnefylowemy Lary.

5. B OTKpbIBLUEMCSI MEHIO BbibepuTe Y BanuTthb.
BaxkHo

Mpv yAaneHun xpaHunuia anioB BbIMOHAETCA yAalieHue BCero CoLepXMoro
XpaHnamLa.

25.2. YnpaBneHue xpaHunuwem dannos B Windows

25.2.

BitDefender nofHOCTbIO UHTErpupyeTcs B onepaumoHHyt cuctemy Windows,
6naropaps 4emy obecrneymBaeTCsi BO3MOXHOCTb 6onee nerkoro u ypobHoro
ynpaBieHus XxpaHunuwamu ainaos.

KoHTekcTHoe MeHto Windows nosiBNSeTCS, KOrAa Bbl LeSKaeTe NpaBoi KHOMKOW
Ha nanke unu aine B BaleM KoMnbloTepe. s LOCTyNa Ko BCEM AOCTYMHbIM A4
XpaHuavLia onepaunsMm MpoCcTO HaBeaMTe B 3TOM MEHI Kypcop MbIlUM Ha
XpaHunuuie dannos BitDefender.

Kpome TOro, mpu OTKPbLITUM (Ha3Ha4yeHWM) XpaHuauila oTobpasnTCA HOBbIV
norn4ecknin pasgen (HoBbi Anck).OTkponTe "Moi KoMmnbloTep", n Bbl yBUOUTE
HOBbIV ANCK C COOAEPXXNMbIM Ballero XxpaHuanwa. Bl CMoXXeTe BbINOMHATb Ha HEM
ntobble onepaunn (KONMpoBaHue, yaoaneHne, usMeHeHue 1 7. n.). Painbl oCcTaloTCs
3alUMLEHHBIMUM, MOKA OHWM XPaHATCA Ha 3TOM AMCKe (Tak Kak Asia onepauuu
MOHTMpOBaHMs HeobxoauM naponb).Korga Bbl 3akoHYUTE, 3abnoKMpyinTe
(oTKNOYMTE) XpaHuuLLe, 4ToBbl 3aNyCTUTL 3aLlLUTY COAEPXKMMOTO.

Bbl MoXxeTe BbICTpo HanTy xpaHunuwa dannos BitDefender B komMnbloTepe no &
3Hayky BitDefender n pacwmpenuio . bvd.

1. Co3paTb xpaHunuuie

He 3abbiBaliTe, 4TO XpaHUIMLLE — 3TO NPOCTO alin ¢ paclumpeHmnem . bvd.Tonbko
KOrfa Bbl OTKpoeTe xpaHunuuie, B Moem KoMMbloTepe MOSABUTCH BMPTYasbHbIN
ONCK 1 Bbl CMOXXeTe 6e30nacHo CoxpaHaTb B HEM (haisibl.Co3aaBas XpaHuauLLe,
Bbl [JO/XHbI ONPEeAeNNTb ero uMs U MecTonosnoxeHne. Takxe bynet Heobxoanmo
onpenennTb Maposib ANA 3alnThl COAEPXMMOr0.TOJIbKO T€, KTO 3HaeT naposb,
MOFYT OTKPbITb XpPaHWNLLE 1 NONYYUTb OOCTYN K MHGOPMaLNUN, HaXo4AWeNncs B
HEeM.

0ns co3paHus xpaHuauwa npoaenanTe cnegyouime oencTeus:
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1. WenkHnTe NpaBon KHOMKOWM MbllLK Ha BaleM paboyem CTone uan B nanke Ha
BalleM KOMMbloTepe, yKkaxuTe Ha Xpanunuwe daunos BitDefender n
BbibepuTe Co3paTb xpaHunuwe ¢annos.[105BNTCA HOBOE OKHO.

2. YKaXuTe pacnosioxXeHue n nMa ganna xpaHunamia.

@ Haxxmute 0630p, BhIbEpPUTE PACMONOXEHNE XPAaHUIULLA U COXpaHUTe taiin
XpaHUAULLa Mo XenaeMblM UMEHEM.

@ B cooTBETCTBYIOWMX MONAX 3a4aNTe UMS U MYTb 018 XPaHUAnLLA (haiaos Ha
LUCKe.

3. Boibepute bykBy aumcka u3 meHwo.Korfa Bbl OTKpoeTe xpaHuauwe, B Moem
KOMMblOTEPE MOSBUTCA BUPTYalbHbIA [UCK, KOTOpoMy OyAeT Ha3HauveHa
BblbpaHHas byksa.

4. 3apanTe )enaemblil Naposb xpaHunvia slMaponbullopTBepAuTbNONS. Kaxabli,
KTO ByLeT MbiTaTbCA OTKPbITh XpaHWUAULWE U 06paTuTbCa K (halinam, LO/KeH
6yneT BBECTU NapoJib.

5. Boibepute ®dopmMaTMpoBaTbh AMCK, 4TOObI 0THOPMATMPOBaTb BMPTYaslbHbINA
[VCK, COOTBETCTBYIOLLMIA XpPaHWAULLY.Bbl LO/HKHBI 0T(OPMaTMPOBaTh ANCK Nepes
TeM, KaK COXPaHATb (haiibl B XpaHUIMLLE.

6. ECnu Bbl XOTUTE N3MEHUTb CTaHAAPTHbIN pa3mep (50 MB) xpaHunuiia, BBegnTe
HY>KHO€ 3HayeHue B none Pasmep xpaHunuuia.

7. Haxxmute Co3path, eC/1M Bbl MPOCTO XOTUTE CO34aTb XPaHUINLLE B Bbl6paHHOM
mecTe. Y106kl co3aaThb ” OTO6pa3VITb XpaHunnuiuie B Bnae BUPTyasibHOro AncCKa
B Moem KOMMbIOTEPE, HAXXMUTE Co3paTtb 1 OTKPbITh.

BitDefender HemenseHHO npovH(OpMUpPyeT Bac O pesysbTaTe onepauun.Ecan
npousowna owwnbka, wusy4mte coobuieHne 06 owwnbke, 4TOObI MOHATb
npvynHbl.Haxxmute OK 1 3aKponTe OKHO.

9 3ameyvyaHune
U MoxxeT 6bITb YA00HbIM XpaHeHMe BCEX XpaHUNLL, B OAHOM MecTe. Tak Bbl CMOXeTe
6bICTp0 NX HaXO0OUThb.

25.2.2. OTKpbITb XpaHuuLle

Ons paboTbl C hatamu, pacrnosioXKEHHbIMU B XPaHUINLLE, HEOOXOAUMO OTKPbITh
XpaHunuwe.Mpyn  OTKPbLITUM  XpaHuIuwa B MoeM KOMMblOTEpPe MOSBUTCS
BUPTYaJbHbIN AUCK.DTOT ANCK ByaeT cHabxeH 6yKBON, Ha3HAYEHHON XPaHUNLLY.

[ns OTKPLITUSA XpaHUAMLLA NpoAenanTe cneayoline LeicTBuS:
1. Hangute B KoMnbloTepe ann . bvd, COOTBETCTBYIOLLMIA HY>XHOMY XPaHUNLLY.

2. llenkHnTe npaBoW KHOMKOWM Ha chaiinie xpaHuauLia Ha BalleM KOMMbIOTEPE,
yKaxxuTe Ha XpaHunuwe c¢dannos BitDefender 1 Boibepute OTKpbITL. Takxe
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MO>KHO ABaXAbl LLESKHYTb (haiia Nan LWEeSKHYTb MO HEMY MPaBOA KHOMKOWN MbILLN
1 BbibpaTb OTKPBITh.[10SBUTCS HOBOE OKHO.

3. Boibepute 6yKBY AMCKa U3 MEHIO.
4. BeeguTte napoJsib K xpaHunuwy B rnone Maponsb.
5. Haxxmute OTKpPbITb.

BitDefender HemenneHHO npovHdOpMUpPyeT BaC O pe3ynbTaTe onepauunn.Ecan
npomsowna owwnbka, wusy4mte coobuieHne 06 owwnbke, 4TOBbI MOHSATH
npuynHbl.HaxxmnTe OK 1 3aKponTe OKHO.

25.2.3. BNnoKknMpoBaTb XpaHuuLLe

Korga Bbl 3akoH4YMTe paboTaTb C XpaHWaWLEM aiioB, BaM Hy>XHo ByneT
3a6/10KpoBaTh €ro, 4Tobbl 3alMTUTL CBOW AaHHble.Mpn 3a6a0KUPOBAHHOM
XPaHWMLLE COOTBETCTBYIOLLIA BUPTYasbHbIA AUCK NpornanaeT B MoeM KoMbloTepe.
JocTyn K nHdopMaLmm 3a6710KMpOBaH.

[Ons 6NOKMPOBKY XpaHuWINLLIA NpofienanTe cieayLne encTeus:

1. OTkpoinTe "Moit KommbloTEp" (HaxxmuUTe mMeHto "Myck" v 3aTem Mo#
KOMMbloTep).

2. Haigute BUPTYasibHbIA OUCK, COOTBETCTBYIOLLMIA XPAHWNLLLY, KOTOPOE Bbl XOTUTE
3aKpbITb.0BpaTUTE BHUMAHMWE Ha UMS IMCKA, KOTOPOE Bbl MPUCBOVIV XPAHWJINLLLY,
KOrZa OTKpbIBaJM €ro.

3. LenkHWTe NpaBoll KHOMKOW Ha BMUPTYasibHOM AWCKE XPaHW/IMLLLA Ha Ballem
KoMnbloTepe, ykaxkute Ha XpaHunuwe cannos BitDefender v BhibepuTe
3aKpbITh.

Tak)xe Bbl MOXEeTe Ha)kaTb MpaBoM KHOMKOW Ha .bvd-thann, npencrasasowni
XpaHwunuie, HaBecTn Ha XpaHunuwe annos BitDefender n Ha)kaTb 3akpbIThb.

BitDefender HemenneHHO MPOMHGOPMUPYET BaCc O pe3ynbTaTe onepauunn.Ecnn
npousowsa owmnbka, un3y4mte coobuweHne o6 ownbke, 4YTOOLI MOHATH
npu4mHbl.Haxxmmnte OK 1 3aKpoiTe OKHO.

@

3amMeYyaHune

Ecnn OTKPbITO HECKONbKO XPaHWIWLL, PEeKOMEHAYETCA UCMOb30BaTb MHTepdeNnc
"3kcnepT" BitDefender.Ecnv Bbl NnepenpeTe Ha Bknaaky Lundposanue, LLndposaHne
thainos, Bbl yBUANTE Tabnuwy, npefoCcTaBAsoLWLYyo MHHOPMALMIO O CYLLECTBYIOLLMX
XpaHuWaMwax. 3Ta MHpopMaumus BkoYaeT B cebsi AaHHble 0 TOM, OTKPbLITO Jin
XpaHunuie, n ecan a, To kakas bykBa AUCKa eMy NpucBOeHa.

25.2.4. lobaBuTb B XxpaHuauLe ainsos

Mpexae Yem [06aBNATb haiibl U Nanky B XxpaHunuLe, Heobxo4MMo CHavana ero
OTKpbITb.Korfa xpaHunuLLe OTKPbLITO, Bbl MOXKETE JIerko COXPaHsAThb B HErO (halisibl
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N Nanku 4epes KOHTEKCTHOe MeHo.LLenKH1Te NpaBor KHOMKOM MbIWW Ha daine
WA Manke, KOTOopble Bbl XOTUTE CKOMWPOBATb B XPaHWIWLLe, YKaXute Ha
Xpauunuwe dannos BitDefender n Bhibepute [Ho06aBUTL B XpaHUAuMLLE
cannos.

@ EC/iv OTKPBITO TOIbKO 0HO XpaHuauLLe, haiin nav nanka byayT CKONnMpoBaHbl
B 3TO XpaHuuLle.

@ Ec/in OTKPBLITO Heckonbko XpaHunuiw, BaMm OyaeT npeasoxeHo BbibpaTb
XpaHuauLle, B KOTOpOe clefyeT CKOMMPOBaTb 3/7eMeHT. BbibepnTe B MeHI0
COOTBETCTBYOLMIA ANCK U HakMnTe OK, 4ToObl CKONMPOBATbL /1EMEHT.

Bbl TaK)Xe MOXXETe UCMoJ1b30BaTh COOTBETCTBYIOLLMIA BUPTYa bHbIN AUCK.BbinonHuTe
cnepytolme NencTens:

1. OTkpoiTe "Moit KomnbloTep" (HaxmuTe MeHio "Tyck" 1 3aTem Mo#n
KoMMbloTep).

2. OTKponTe BUPTYasibHbIA OUCK, COOTBETCTBYKOLWMA XxpaHunuwy.ObpaTnTte
BHMMaHMe Ha UMS AUCKa, KOTOPOE Bbl MPUCBOWAM XPaHWIMLLY, KOTla OTKPbIBaJIN
ero.

3. CKkonupyiiTe aiifibl v ManKy Ha 3TOT BUPTYaJbHbIA QUCK.

25.2.5. YoanuTtb hannibl N3 XpaHuauLLa

Ons Toro 4Tobbl yAanuTb aiibl AW Nanku U3 XpaHWanLLa, OHO AOSKHO BbiTh
OTKPbITO.YT0OBbI yAanuTb aiibl U3 XPaHWIWLLE, BOCMO/b3YATECh CleayioLLen

npouenypoi:
1. OTkpoiiTe "Moit KomnbloTep" (HaxmuTe mMeHio "Tyck" 1 3atem Mo#
KoMnbloTep).

2. OTKponTe BUPTYasibHbIA OUCK, COOTBETCTBYKOLWMA XpaHuauwy.ObpaTnTte
BHMMaHMWe Ha MS AUCKa, KOTOPOE Bbl MPUCBOWAM XPaHWIMLLY, KOTla OTKPbIBAJIN
ero.

3. Ypnanute cainbl Tak, Kak Bbl 00bl4HO nOenaeTe 370 B Winodws (Hanpumep,
Ha)XMWUTe MpaBOM KHOMKOW MbIWKN Ha (aisie, KOTOPbIA XOTUTE ydaiuTb, U
BbibepuTe YoanuTthb).

25.2.6. I3MeHnTb Naposb XpaHUImLLa

Maponib 3alWMWAeT COAEepPXUMOEe XPaHWIUWE OT HeCaHKLWOHMPOBAHHOIO
nocTyna.ToNIbKO Te, KTO 3HaeT Maposib, MOTYT OTKPbITb XPaHUIULLE WU MONYHYUTb
JOCTYN K MHhOPMALIMM, HAaXOAALWENCS B HEM.

XpaHunuiie fosxHo 6b1Tb 3a6710KMPOBaHO Nepes CMeHon Napoas.YTobbl CMeHUTb
naposib XpaHWAULLA, BOCMOb3YNTECh CEAYIOWNM airOPUTMOM:

1. Hangute B KoMNbloTepe hann . bvd, COOTBETCTBYIOLLMI HY)KHOMY XPaHUNLLY.
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2. lLlenkHnTe nNpaBoi KHOMKOW Ha (hansie, ykaxute Ha XpaHuwnuwe dannos
BitDefender un BbibepuTe U3MeHUTb Naposib XpaHunuwa.llossnTca HOBoe
OKHO.

3. BBeguTe TekyLui Naposib XxpaHuauwa B nose Crapbih naposb.

4. BBefnTe HOBbIV NapoJib XpaHuauwia B nonsx Hoebi naponb 1 MopTBepauTe
naponb.

) 3ameyvyaHune
I'Iaponb NOJIKEH ObITb He MeHee 8 cMMBOJIOB.YTOObI napoJib 6bIn CUNbHbIM,
VICI'IOJ'Ib3yI7ITe KOM6I/IHaLLVIVI CUMBOJIOB B BEPXHEM N HUXHEM perncTpe, 4ncnia u

creumanbHble CUMBOJLI (Takue Kak, Hanpumep, #, $ v @).

5. HaxxmuTe OK, 4T0bbl CMEHWTbL Napoib.

BitDefender Hemen/sieHHO MPOMHMOPMUPYET Bac O pesysbTaTe onepaunun.Ecan
npousowna owwnbka, wusy4mte coobuieHne 06 owwnbke, 4TOObI MOHATH
npuymnHbl.Ha>xxmuTe OK 1 3aKpoiiTe OKHO.
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26. HacTponka cuctembl

B coctas nporpammbl BitDefender BxoAWT MOAyfAb HACTPOWKW CUCTEMBI,
No3BONAIWMNA NOAAEPXKMBATL LENIOCTHOCTb Ballel cucTeMbl. [pefnaraembie
WHCTPYMEHTbI MOMOTYT Y/y4LWNTb NMoka3aTenun paboThbl Ballen CUCTEMbI, @ TakXe
opraHm3oBaTb 3(h(eKTUBHOE WCMOb30BaHMe CBOBOAHOrO MecTa Ha >KeCTKUX
LNCKaX.

BitDefender npenocTtaBnsieT cnegyowme NHCTPYMEHTbI HacTponkuy MK:

@ [JeparmeHTaTop ANCKa (PU3NYECKM OPraHN30BbIBAET LAaHHbIE HA XKECTKOM ANCKe
TakyM 06pa3oM, 4Tobbl HacTu Kax4oro daisia XpaHWAUCh PSAOM APYr C APYroM
1 nocnenoBaTesbHO.

@ OuyncTka MK yaanseT BpeMeHHble aisibl MIHTepHeTa 1 hanbl cookie, a Takxke
HeuncnoJib3yeMmble CUCTEMHbIE halibl 1 MOCTeHNE APJIbIKA LOKYMEHTOB.

@ Novck fy6AMKaToB HaXOAWUT U yaanseT dalibl, KoTopble AyGANPYIOTCA B BaLLel
cnaTeme.

@ O4unCTKa peecTpa Haxo4UT N yaanseT HEKOPPEKTHbIE WU NOTEPSHHbIE KIHOYK
peecTtpa Windows.4Tob6bl peectp Windows b1 Bcerga YnMcT 1 ONTUMU3MPOBaAH,
PEKOMEHYETCS BbINOJHATL OYNCTKY peecTpa pas B MecsL.

[ ] (DyHKLI,VIﬂ BoccTaHoBUTb peecTp MOXXEeT HaxoOuTb KJII04N, paHee yaaJieHHble N3
peectpa Windows, ¢ momoLLbio 041MCTKK peecTpa BitDefender.

@ YHUYTOXNTENb (haiiJIoB MOJIHOCTLIO yAanseT (aisibl U UX ciefbl U3 Ballen
CUCTEMBI.

@ MoHuTOp MPON3BOANTENLHOCTU ocyulecTenseT MOHWUTOPUHT
nporpaMMHo-annapaTHoro obecrnevyeHns cucTembl B Uensx obecneveHus
MaKCVMaJslbHO 3(h(EKTUBHOI 3aLLMTLI OT BPEAOHOCHbLIX NMPOrpamMm.

26.1. edparmeHTaums pa3fenoB XeCTKOro Ancka

Mpwy KoNMpoBaHMK halioB, pa3Mep KOTOPbIX MPEBLILLAET pa3Mep camMoro 60bLIoro
6noka cBoOOLHOrO MecTa Ha XXeCTKOM AWNCKEe, MPOUCXOoLWT AedparMeHTauus.
MoCcKoNbKY MeCTa, YTObbl COXPaHUTbL HEMPEepPLIBHO BeCh (haiia, HeLOCTaTO4HO, OH
ByLeT coxpaHeH B BUie HECKOJIbKUX 610K0B. Mpy OTKPbLITUM Takoro aiina AaHHble
OynyT CYMTHIBATHLCS N3 HECKOJIbKMX Pa3HbIX MeCT.

PekoMeHayeTCs NPoBOANTL AedparMeHTaLmnio AUCKa, YTOObI:

@ OTKpbIBaTb aisibl BbicTpee;
@ Y/IyHWInTb 06LyI0 MPON3BOANTENBHOCTD CUCTEMBI.
@ YBEJINYNTb CPOK C/yXObl XKECTKOro Ancka.

MacTep oedparmMeHTaUny O1UCKa NOMOXXET BbIMOHUTbL AeparMeHTaLNio XXeCTKOro
ancka.na 3anycka mactepa oTkpomTe BitDefender n BbimonHuTe cnepytouine
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nencTema (B 3aBUCMMOCTU OT WCMONb3YEMOr0 PeXuMa MoJib30BaTEbCKOMO
NHTepdenca):

NHTepdenc "OnbITHBIN Nonb30BaTeb"
MepenguTte Ha BKNaaky HacTpoika cuctemsl 11 BbibepnTe flecbparmeHTtauus
Aucka B 061acTu BbICTPbIX 3a4a4 B JIeBOW 4acTy OKHa.

WHTepdenc "dkcnept"
MepengnTe B pa3gen Hactpoika cucteMbl 1 BoibeprTe 3anycTuTb cenyac
Onga yHKUMY gedparMeHTaumm gucka.

[ns 3anycka geparMeHTaLmMm BbINOJHUTE NpoLenypy, COCTOALLYIO U3 MATYW LWaros.
1. Bbibop aucka ans aHanusa

Boibepute pasnenbl, KoOTopble HeobxoAMMO MpPOBEpPUTb Ha npeameT
(hparmMeHTaLMN.

2. AHanu3 BbIOpaHHbIX pa3penos
JoxauTech 3aBepLUeHUs NpoLieaypsl aHan3a pa3aenos aucka BitDefender.
3. Boibepute guck gns pedparmeHTauum

OTobpaxkaeTcs CTaTyc (parMeHTaLWy aHanu3MpyeMmoro pasgena.Boibepute
pasAaesbl, 45 KOTOPbIX CIeflyeT BbiMOAHUTL AedparMeHTaumio.

4. DedparmeHTauus
JoxpauTtecs, noka BitDefender 3aBepLumnT fedparmeHTauuio pa3aenos AUCKa.
5. OTobpaxxeHue pe3ynbTaToB
o 3amevaHune
U Mpouecc pedparMeHTauUM MOXET 3aHATb HEKOTOpoe BpeMs, MOCKOJbKY
nofpa3ymeBaeT nepeaBuXeHne MOpUUA COXPaHEHHOW WHMOpPMaLUU Ha ApYyron

XKECTKUN OUCK. PeKOMeHIyeTCs MPOBOANTL AedparMeHTauuto, Koraa KoMnblotep
He ncnonb3yeTcs.

26.2. Oynctka Bawero MK

Mpn KaXk1oM NPOCMOTPE Kakon-nmbo Beb-CTpaHuLbl CO3al0TCs Tak Ha3blBaeMble
BPEMEHHbIe VHTepHeT-(alibl, KOTOpbIe MO3BONISIOT B CAeAytolWnin pa3 bbicTpee
NoJly4UTb AOCTYM K 3TON CTpaHuLe.

CnyxebHble ¢haiinbl cookie TakKe COXPaHATCA Ha BalleM KOMMbIOTepe npu
nocetleHunn Beb-cTpaHuLL.

Mactep ounctku MK no3sonsetT ocBoboauTL MeCcTo Ha Aucke n obecneymsaeT
3aWMUTY JIMYHBIX JaHHbIX NYTEM yaaJeHUs HeUCnosiblyeMblx (painsios.

@ BpemeHHsble ainbl 1 hannbl cookie Internet Explorer.
@ BpemeHHble dannbl u hannbl cookie Mozilla Firefox.
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@ BPEMEHHbIE CUCTEMHBIe (haibl, KoTopble OC Windows co3aaeT Bo Bpemsi paboThi;

@ SpJbIKK nocnegHuXx JokymeHToB, koTopble OC Windows co3faeT npu OTKPbITUN
thannos.

[na 3anycka mactepa oTkpounTe BitDefender n BbinonHUTE cnepytowne 4eNCTBUs
(B 32BUCUMOCTU OT UCMOJIb3YEMOr0 peXnMa noJib30BaTesIbCKOr0 UHTepenca):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
MepengnTte Ha BkNanky HacTtpouka cucteMbl 1 Bbibepute Oumncrtka MK B
obnacTy 6bICTpbIX 3a4a4 B IEBOW YaCTW OKHa.

NHTepdenc "Ikcnept"
MepengunTe B pa3gen HacTtpoika cucteMsl 1 BoibeprTe 3anycTuTb cenyac
Ans PyHKUUmM o4ncTkm MK.

o 3amMeYyaHune
U Tak>xe MOXKHO 106aBUTb APALIK AN pazfena Mon NHCTPYMEHTSI.

Ona 3anycka OYWCTKM  BbINOJIHUTHL  MpoLefypy, COCTOALWY U3 Tpex
Lwaros:Hasurauus no Mmactepy OCyLLEeCTBJIAeTCA C NOMOLLbIO KHOMKK Janee. 154
BbIX04a 13 MacTepa HaxMnTe OTMeHa.

1. HacTpouTb

BbibepnTe CTaHAAPTHYIO OYUCTKY (O4NCTUTL BCE) MU HACTPAUBAEMYIO O4NCTKY
(o4ncTka no BeIGOpPY).

2. BbINONHUTb OYUCTKY
JoxanTeck 3aBeplueHns o4mcTkm BitDefender.

3. PesynbTathbl

26.3. be3Bo3BpaTHOE yaaseHne hainnos

Korpa Bbl ypanseTe ¢ais, obbl4HbIMKU CPEACTBAMU MOMYHYUTL AOCTYMN K 3TOMY
(hanny Henb3s. OaHaKo cam haisl BCe elle COAEPXKUTCS Ha XKEeCTKOM AUCKe A0 Tex
nop, Noka oH He ByaeT nepesanucaH Npu KOMMPOBaHMM HOBbIX (aiisIoB.

C nomowblo MacTepa YHUYTOXEHUS HaiiloB MOXHO YyHhanuTb AaHHble 6e3
BO3MO)KHOCTM BOCCTAHOBJIEHNS MyTEM WX (PU3NYECKOro yOaneHUs C »KEeCTKOro
aucka.[ns 3anycka mactepa oTkpouTe BitDefender n BbinonHWTe cnepytouine
nencTena (B 3aBUCMMOCTM OT WCMOJb3YEMOrO peXxuMa MoJib30BaTENbCKOrO
NHTepdenca):

NHTepdenc "OnbITHBIN Nonb30BaTeb"
MepenonTte Ha BKnagky HacTpomka cucteMbl 1 BbibepnTe YHUUTOXKEHMUE
cannos B 061acTy HGbICTPLIX 3aa4 B IEBOM YacTW OKHa.
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NHTepdenc "dkcnept"
MepengunTe B pa3gen HacTtpoika cucteMsl 1 BoibeprTe 3anycTuTb cenyac
ANA PYHKUUN YHUHYTOXEHUS (hanios.

Ong  3anycka O4YUCTKXM  BbIMONMHWUTL  MPOLedypy, COCTOAWYK M3 Tpex
waros:Hasuraums no Mmactepy OCyLLeCTBJIAeTCA C NOMOLLbIO KHOMNKK Janee. 154
BbIX04a N3 MacTepa HaxMnTe OTMeHa.

1. Bbibop caina/nanku
[LobaBbTe taibl nan nanku oast 6e3s03BpaTHOMO yAaNEHUs.

BHMMaHne
(Dal7lﬂbl, yAaneHHble C MOMOLLbIO beHKLI,VII/I YHUYTOXEHUA qoaﬁnoa, BOCCTaHOBNIEHUNKO
He noanexart.

2. YHnuTOXeHue cdainos
[loXXanTech 3aBepLUeHNs MpoLenypbl YHUYTOXeHMA ¢annos BitDefender.
3. PesynbTaThl

26.4. O4mncTka peectpa Windows

BosbLWMHCTBO I'IpVIJ'IO)KEHVIVI 3aMnCbIBAOT Tak Ha3blBaeMbIN KJTIOY B peecTp Windows
BO BpeMSA yCTaHOBKW. [pn yaaneHum sTnx I'IpVIJ'IO)KEHVIVI, BO3MO)XHO, HE BCE 3anuncu
B peecTpe, CBA3aHHblIe C AaHHbLIM MPUIOXKEHNEM, 6WJ,YT yAalieHbl, @ HEKOTOPLIE
OCTaHYyTCA 6e3 n3MeHeHun, CHUXan CKOPOCTb pa60TbI Ballen CUCTEeMbl U Jaxe
NpUBOAA K BO3MOXXHbIM HeroJsiafkaM. To )Ke camoe MPouCXoauT Npu yaaleHun
APJILIKOB UK onpenesieHHbIX qoa|7|nos NPUNOXXEHNA, YCTAHOBNEHHOIO Ha BalUEM
KOMMbIOTEPE, @ TaKXeE B C/yHae NOBPEXAEHUA )J,paVIBepOB.

MacTep 04MCTKM peecTpa MO3BOJSET BbINOJHUTL 04UCTKY peecTpa Windows un
MOBLICUTb MPOM3BOAUTENIBHOCTL CUCTeMbl. [l  3anycka MacTepa OTKpouTe
BitDefender v BbinoNHUTE Cnefytolime 0encTBus (B 3aBUCMMOCTM OT UCMOJIb3YEMOro
peXxnma rnosib30BaTeNbCKOro nHTepgenca):

NHTepdenc "OnbITHbIN Nonb3oBaTeNb"
MepenanTe Ha BK1agky HacTpoika cucteMsl 1 BbibeprTe O4ncTKa peectpa
B 06n1acTy BbICTPLIX 3343y B JIEBOW YaCTW OKHa.

NHTepdenc "Ikcnept"
MepenanTe B pasfen Hactpoika cucteMol 1 BhibepuTe 3anycTuTb cenyac
ANs PYHKLMM 04UCTKN peecTpa.

9 3ameyvyaHune
u Tak>Xe MOXXHO ,D,OﬁaBVITb APNbIK O4NA pa3fena Mown NHCTPYMEHTbI.
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Ons  04ncTKm peecTpa BbINMOMHNTE nNpouenypy, COCTOALWYH W3 YHeTbIPEX
waros.Hasuraums no MacCTepy OCYLWECTBNAETCA C MOMOLWbIO KHOMKK Danee. [Inq
BbIXO0Oa N3 MaCTepPa HaXXMNTE OTMeHa.

1. 3kpaH npuBeTCTBUA
2. CKaHupoBaTb

JoxanTech, noka BitDefender 3aBepwunT npouenypy CKaH/pOBaHWA peecTpa.
3. BbibpaTb Kno4YM peecTtpa

Bbl yBuAnUTe BCE 0OHApPYy)KEHHbIE HEAENCTBUTENbHbBIE NN NMOTEPSHHBIE KIKOYU.
Ona KaOoro kfw4va peectpa oTobpakaloTcs noapobHble cBegeHus (Mms,
3HaYeHue, NPMoOpuTET, KaTeropus).

Knioyn peecTpa CrpynnuMpoBaHbl Ha OCHOBE WX PaACMofIOXeHWUS B peecTpe
Windows:

KaTeropus OnvncaHue

MecTtoHaxoxpeHue MO Knoyun peecTpa, cofep)xallme CBeAeHUs 0 NyTu K
NMPWIOXXEHNAM,  YCTaHOBJIEHHbIM Ha  BalleMm
KOMMbloTepe.

HekoppeKTHbIM K/Il04aM Ha3Ha4YaeTCs HU3KUN
NMPUOPUTET, YTO 03HAYAET, YTO Bbl MOXKETE YAAIUTb
NX NpaKkTnyeckn 6e30 BCAKOro pucka.

Monb3oBaTenbckue Knioun peecTtpa, cofepxaline cBeLeHUs O

HaCTPOMKHM paclumpeHmax arnnos, 3aperncTpupoBaHHbIX Ha
BalleM  KOMMblOTepe.dTW  KJK4YM  peecTpa
NCNONb3YITCA ANA NOALEPXKaHNA CONOCTaBEHNI
(hannoBbIX paclwmpeHnin (4Tobbl MpU OTKPbITUK
tavna B nposofHmke  Windows  Explorer
OTKpbIBasack NpaBubHas nporpamMma).Hanpumep,
3TOT KNty peecTpa nossosseT Windows oTKpbiBaTb
ann .doc B npunoxeHun Microsoft Word.

HekoppeKTHbIM  K/lo4aM Ha3Ha4YaeTcs HU3KUN
NMPUOPUTET, YTO 03HAYAET, YTO Bbl MOXKETE YAAUTb
NX NpakTnyeckn 6e30 BCAKOro pucka.

06w me 6ubnnorTekn DLL Knoun peecTpa, KOTOpble COQEPXAT CBEAEHUS O
pacnosioxxeHum obwmx danos DLL (AMHaMMYeckm
noakat4aembix 6ubnmotek).®annbl DLL copepxxaT
byHKLMN, MCMNONb3yeMble  YCTAHOBJIEHHbLIMU
MPUI0XKEHNAMMN ON15 BbIMOJIHEHNS HEKOTOPbIX 3a4au.
X MOryT COBMECTHO WCMOJIb30BaTb HECKOJbKO
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KaTeropus OnvncaHue

NPUIOXKEHUA 0N  yMeHblUeHWs  pa3mepa
CMOb3yEeMON NaMsTL U AWCKOBOr0O MPOCTPAHCTBA.

3Tun KNo4un peecTpa CTaHOBATCA
HefencTBMTEeNIbHbIMU, KOrAa (ains DLL, Ha KoTopbIn
OHM CCbUIAOTCH, NepemMeLlaeTcs B Apyroe MecTo
WJIN NOIHOCTBIO Y AanaeTcs (3To 06bI4HO CyYaeTcs
npv yaaneHum nporpammbl).

HenpaBuibHbIM K/04aM Ha3Ha4vaeTcs CpeJJ,HI/IIZ
NPUOPWUTET, YTO O3HAYAET, YTO UX yOaJIeHNe MOXXET
OTpuLaTeNlbHO CKa3aTbCA Ha CUCTEME.

Mo YMOJIHaHNIO BCe KJIHO4YN peecCTpa nomMeYveHbl Ha y,uaneHme.MmKHo yAoanaTtb
oTaeNibHble HeJoMyCTUMbIe KJTIO4YU N3 Bbl6paHHOIﬁ KaTeropun.

) 3ameyvyaHune
U BoCCTaHOBMTL y[aneHHble KoYy peecTtpa MOXXHO B Nto6oe BpeMs C MoMOLLbIo
(byHKUUM BoccTaHoBIEHNE peecTpa.

4. PesynbTaThl

26.5. BoccTaHoBNeHMEe yaaleHHbIX 3anncen peectpa

MHorpa nocsie o4MCTKU peecTpa Balla CUCTEMa MOXXeT Ha4vaTb HecTabnnabHO
pa6OTaTb NN HEKOTOPbIE MPUNOXKXEHNA HE pa60Ta 0T U3-3a TOr0, 4HTO OTCYTCTBYIOT
perncTpaLnoHHbIe KJOYN. ITO MOXET ObITb BbI3BAHO yhoaneHnem obLwnx KnoYen
BO BpeMSA OYUCTKU peecTpa. PelwnTb LaHHYIO r|p06neMy MO>XHO, BOCCTaHOBUB
yAaneHHble KJII04YN.

C nomoLbio MacTepa BOCCTAHOB/IEHMSA PeeCcTpa MOXXHO BOCCTAaHOBUTb yAaNeHHbIe
KN4M peecTtpa.[na 3anycka MacTepa oTkponTe BitDefender n BbimosHMTE
cnepywowme  genctems (B 3aBUCMMOCTW  OT  UCMOJIb3YEMOr0  pPexuma
noJib30BaTENbCKOro NHTepgenca):

NHTepdenc "OnbITHBIN Nob30BaTEb"
MepenanTe Ha BKNaLky HacTpomka cuctemsl 11 BoibeprTe BoccTaHoBNeHue
peecTtpa B 0611acT BbICTPLIX 3a4a4 B JIEBOM YaCTW OKHa.

WHTepdenc "dkcnept"
MepengunTe B pa3gen HacTpoika cucteMbl 1 BoibeprTe 3anycTuTbh cenyac
ANs QYyHKLMM BOCCTaHOBIEHUS peecTpa.

[na BoCCTaHOBAEHUA YyAaneHHbIX KJo4en peecTpa BbINOJIHATE nNpoueaypy,
COCTOSLLYIO U3 ABYX Laros.HaBurauus no Mactepy OCyLLEeCTBAAETCA C MOMOLLbIO
KHoMkun Janee. 04 Bbixo4a U3 MacTepa Haxxmute OTMeHa.
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1. BbiGepuTe TOYKY BOCCTAaHOBJIEHUSA

Bbl yBUANTE CNNCOK BPEMEHHbIX TOYEK, YKa3blBaIOLLMX Ha BPEMS O4UCTKM peecTpa
Windows.BbibepnTe BpeMeHHYI0 TOUKY A1 BOCCTaHOBAeHUs peecTpa Windows.

BHMMaHne

@ BoccTaHoBNneHME yaaneHHbIX 3anncen peecTpa MOXXeT nepesanncaTb 3anucy, B
KOTOpbIe 6b|ﬂ|/| BHECEHbI KaKI/Ie-ﬂVI60 N3IMEeHeHNAa C MOMEHTa nocne,uHe|7| O4YUCTKN
peecTpa.

2. PesynbTaTtbl 3apaHus

26.6. Monck aybnmpyowmxcs annos

OybanpytoLimecs daiibl OTHUMAKOT MECTO Ha XECTKOM ANCKE. ITO HeYAMBUTENBHO,
eCnu NPefCcTaBUTb CUTYaLMIO, KOra OAVH W TOT e .mp3-halin XPaHUTCS B Tpex
pa3HbIX MeCTax.

MacTep nouncka fy6MKaToB NO3BONSET HAUTU U yYAaNUTb Ay6anMKaThl (aitios u3
KoMnbloTepa.[lns 3anycka MacTepa oTkpowTe BitDefender n BbinonHuUTE cnefyioline
nencTeua (B 3aBUCMMOCTM OT MCMOJIb3yEMOr0 peXxuMa MoJib30BaTeNIbCKoro
NHTepdenca):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
Mepenonte Ha Bknagky HacTpoWka cucteMbl U Bbibepute TMouck
AybnukaToB B 061acTU BLICTPLIX 3aZa4 B JIEBOW YaCTW OKHa.

NHTepdenc "dkcnept"
MepenanTe B pa3aen HacTtpoika cucteMbl 1 BoibepnTe 3anycTuTb ceyac
Ans yHKUMM noucka fybavnkaTos (annos.

) 3ameyvyaHune
U Tak>xe MoOXKHO 006aBUTb APAbLIK AN pa3fena Mon UHCTPYMEHTSI.

Ons noucka u ynanenus Oy6avMkaToB BbIMOJAHMTE MpoLedypy, COCTOSLLYO W3
yeTblpex LuaroB:HaBMraums Mo MacTepy OCYLLECTBSETCS C MOMOLLbI0 KHOMKK
Danee. 114 BbIx04a 13 MacTepa HaxxmuTe OTMeHa.

1. BbiObop KoHeu4HbIX ¢haitnoB

JobaBbTe Manku, B KOTOPbIX CleAyeT BbIMOJHUTbL MOWUCK Ha Haauyune
ny6nvkaTos.Mo ymonyaHuio dannsl pasmepom 0 Kb, dhanbl B nankax Program
Files n Windows nponyckalTcs, NOCKOIbKY HAaCTOATENbHO PEKOMEHAYETCS He
yhansTb aisibl n3 3TUX nanok. Haxmute MapameTpsbl, 410661 f06aBUTL B
NoncK aisibl B 3TUX Mankax.

2. Nouck pybnukaros
JoxanTeck, noka BitDefender 3aBepunT npoueaypy noucka ay6amkaTos ¢haiiaos.
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3. MomeTuTb hanbl Ans ypaneHus

NoeHTnYHble dainbl pacnpeaeneHsl No rpynnamM.MoXHo BbibpaTb LeicTBue,
kKoTopoe OyneT BbIMOMHATLCA ANS BCEX FPyNn WAU AAS KaXAOoW rpynnbl B
oTaenbHOCTK ("coxpaHuTb nocaefdHue", "COXpaHUTb CaMble CTapble" uau
"nencTeme He TpebyeTca").TakKe MOXHO BbibpaTb AeNCTBUS, KOTopble ByayT
BbIMOJIHATLCA A1 KaXXA0r0 OTAeNbHOro haina.

9 3ameyaHue
u 3TOT war byaeT nponyuleH, ecay aybankaTtbl annoB He 0OHapyKeHbI.

4. Pe3synbTathbl

26.7. MOHMTOP NPON3BOANTENIBHOCTH

MOHWTOP NPOV3BOANTENIBHOCTIN BKOYAET Ta6J'IVILI.y, B KOTOpOl7I nepevyncneHol Bce
3anyLleHHbIE NPOLEeCChl N MPUJIOXXEHWUS, YKa3aH obbem NCNoJib3yeMbIX UMN pecypcos
UM n namaTu, a Takxe pel;ITVIHF, I'IpVICBaVIBaeMbIVI Ha OCHOBE 3TUX OaHHbIX.

Onsa nocTyna K MOAYIl0 MOHUTOPa MPOV3BOANTENILHOCTY BLINOSHUTE CieaytoLume
nencTeuns:

NHTepdenc "OnbITHBIN Nob30BaTeb"
MepenanTte Ha BkIagky HacTpouka cucteMmbl 1 BbibepuTe OnTUMusauusa
NPOU3BOAMTENILHOCTM B 061aCTy BbICTPLIX 3a[a4 B IEBON HaCTU OKHa.

NHTepdenc "IkcnepTt"
MepenanTe B pa3nen HacTpoika cucteMbl > OTCeXUBaHME/ONTUMMU3aLLUS.

MoZynb MOHWTOPa MNPOW3BOAUTENLHOCTU MOCTOSHHO OTC/IEXMBAET 3arpysky
CUCTEMBI, YTO MO3BOSIET MPOCMATPUBATL 3anyLLEHHbIE MPUSIOXKEHNSA 1 OLLEHMBATD
UX BO3AENCTBME Ha paboTy cuctembl B LeNoM.B uHTepdence "OnbITHbINA
nosb30BaTeNb" NP WeNYKe Ha MPUNOXKEHNE PSAOM C UIMEHEM W MYTEM YCTAaHOBKM
oTobpa3mnTcs xKypHan 3arpysku UM n namaTu.

OcCHOBHble (hyHKLNN:

@ lMpepnaraet KOMMJIEKCHbIN 0630p KOHUrypauum CUCTEMHOIO
nporpamMMHo-anmnapaTHoro obecnevyeHus.

@ OnoseLleHune 06 ncnosbzosaHuy LM v namMaTn ¢ NoOMoLLbio Ha6opa NHOWKaTOPOB.
@ OnpefeneHune NCronb30BaHUSA UCTOYHMKA I'IpVI}'IO)KeHVII7I

@ [103BOJISIET 3aKPbITh BCE PECYPCOEMKIE MPUNOXKEHNS, Pab0Ta KOTOPbIX CHMXAET
NPOV3BOANTENILHOCTL CUCTEMBI.
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3ameyaHune

@ Korfa cuctema y)ke HeKOTOpoe BpeMsi HaxOAUTCH B HEAaKTWBHOM COCTOSHMU, B
NUHTepgence "Skcnept" Ha BKNaake "OnTumMmnsauma" MOXXHO 3anyCTUTb pa3inyHbie
TUMbl CKAHVPOBaHUS.

019 oUeHKM KOH(UrypaLunm CUCTeMbI UCMOJb3YeTCH PENTUHT, y4UTbIBaOLLNIA 06beM
ycTaHoBAeHHon namMaTn O3Y, yacToTy LM n 06bem cBoboAHOro NpocTpaHCTBa Ha
XKECTKOM AnCKe.

Bo3Mo)KHOE CHIXXeHME BbICTPOAENCTBIS CUCTEMbI MOXKET ObITh BbI3BaHO paboToi
onpeaeneHHbIX MPUNoXXeHnin. Ans ycTpaHeHus 3Toin npobneMbl He06X0AMMO BbISBUTH
NPUIOXXeHne, KOTOPOE €ee Bbi3Bajso, W 3aKpbiTb €ro, BOCMO/b30BaBLUNCH
npenocTaBAeHHON CCbIJIKOMN.

BH1UMaHMe

Ecnm ecTb COMHEHUs B TOM, YTO MPUI0XKeHue (1n npoLecc), KOTOpoe Bbl XOTUTE
3aKpbITb, ABNSETCA YaCTbo onepaunoHHon cuctembl Windows, 1 Takoe geicTeue
oTpULATEeNbHO CKaXXeTcs Ha paboTe cucTembl, 0bpaTuTech B Cayx0by noanepxku
knueHToB BitDefender 3a gononHUTENLHOW MHhOPMaLMEN.
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27. PeXxuM urpbl/pexnm HoyTOyka

Pexxum nrpbl/HoyTOyKa M03BOSIAET HacTpauBaTb CreunanbHble pexumsl paboThbl
BitDefender:

@ PeXxnM Urpbl BpeMEHHO M3MEHSIeT NapamMeTpsl MPOAYKTa C Liesbio MUHUMU3ALUN
noTpebaeHns pecypcos npu urpe.

@ PexxvM HoyTOyKa NpeaoTBpaLLaeT BhIMOJHEHME 3aMNaHNPOBaHHbIX 3a4aHNIA Npu
paboTe HoyTOyKa OoT BaTapeu C Lenblo 3KoHOMUK 3apsaa baTapewn.

@ Pexxum "Be3 onoselleHMn" BPEMEHHO W3MEHSeT HACTPOWKW MNpoAyKTa Onf
MWHUMM3aLMUM BO3LENCTBMA Ha paboTy cucTeMbl B mpouecce npocMoTpa
BMAE03anucen amn npeseHTauui.

27.1. Pexxum urpol

PeXXUM Urpbl N3MEHSET NapaMeTpbl HACTPOEK CUCTEMBI 3aLLNTLI As1S TOro, YTObbI
CHW3UTb 40 MUHUMYMa BO3LENCTBNE Ha KOMMbIOTEP BO BPEMS I Pbl.MpU BKIIIOYEHUN
peXxrnma nrpbl NPUMEHSIOTCS CllefyoWwne HaCTPOKN:

@ Bce npepynpexaeHns n BCnabiBalowme okHa BitDefender 6yayT oTK/tOYEHbI.

@ Pexxum 3awmThl BitDefender B peanbHoM BpemeHun OyaeT yCTaHOBMEH Kak
PaspeLualoLmi.

@ bpaHamayap BitDefender ycTaHoBMIEH B pexxM PaspewunTb BCe.OTO 03HAYaeT,
4YTO BCE HOBble COEAUHEHUS (BXOAALWME W UCXOAALWME) aBTOMATUYECKM
pa3peLuatTCcs, He3aBNCKMMO OT UCMOb3YeMOro NopTa v NPoToKoNa.

@llo yMOJ14aHUo 0OHOBNEHMNS HE BLIMOJIHSAOTCS.

9 3amevaHve
U YT106bI U3MEHNTbL 3TOT NapaMeTp, NepenanTe K pasgeny ObHoBneHne > HacTponku
N CHUMUTe hnaxxok He OBHOBAATbL, €CNIN PEXXUM Urpbl BKJTIOYEH.

.3a|'|J'IaHI/IpOBaHHbIe 3alaHNA pe3epBHOro KOmnunpoBaHUA OTKJIIOYEHbI MO
YMOJI4aHUIO.

Mo ymonyaHuto BitDefender aBToMaTn4eCKn BXOAUT B PEXMM UIPbI MPU 3anycke
Urpbl, HAXOAALLENCSA B CNUCKe N3BECTHbIX Urp BitDefender, unn korga npuioxeHune
pa3BoOpaYMBaAETCA Ha MOJIHbIN 3KPaH.Bbl MOXXETe BONTU B PEXUM UTPbI BPYHHYIO C
NOMOLLbIO COYEeTaHUA Kaasmw no ymonyaHuto Ctrl+Alt+Shift+G.HacTosTensHo
PEKOMEHAYETCA BbIXOAUTb U3 pPeXMMa Urpbl MO 3aBEPLUEHUM UTPbl (Bbl MOXKETE
BOCMOJIb30BATbCA TEM Xe covyeTaHmeM knasuw Ctrl+Alt+Shift+G).

9 3ameyvyaHune
u Haxozsck B pexxume urpsl, Bl 6yneTe Buaets 6ykey G nosepx @ 3nauka BitDefender.
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27.1.

27.1.

HacTponka pexxuma nrpei:

1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM Yy OKHa U
BblbepuTe nHTEepdenc AKcnepr.

2. NepengnTe B pasfen PexxuM Urpbl/HOYTOYKa > PeXXUM Urpbi.

BBepxy pa3fena 0Tobpa)kaeTcs COCTOSHUE PEXIMA UTPbl. 115 U3MEHEHUS TEKYLLEro
CTaTyCa MOXXHO Ha)KaTb PE@XXUM Urpbl BKIIOYEH 111 P@XUM Urpbl BLIKJTIOYEH.

1. HacTponka aBTOMaTUYE€CKOr0 Nepexona B PeXXum urpbl

OYHKUMA aBTOMATUYECKOrO MEepexoda B PEeXWM Urpbl Mo3BosseT nporpamMme
BitDefender aBToMaTV4eCKI NEPEXOANTL B PEXXUM UTPbI NPY 06HAPY>KEHUN UTPbI.BbI
MOXKeTe YCTaHOBUTL C/ledytoLye napameTpsbi:

@ Ucnonb3oBaTb CNMCOK Mrp npepnaraembix BitDefender — ans
aBTOMAaTWYECKOr0 BXOZa B PEXIM UIPbl MPU 3aMyCKe Urpbl U3 CMMCKA N3BECTHbIX
urp BitDefender.[1ns NpocMOTpa 3TOro CNMCKa HaXXMUTe YnpaBaeHue Urpamu,
3aTeM CNMUCOK urp.

@ [eiAcTBME B NOJIHOIKPAHHOM peXXuMe — MOXXHO BblbpaTb aBTOMaTUYeCKMNI
nepexon B peXKuMm Urpbl Uan B pexxum "bes onoselleHnin" Npu nepekayeHnn
NPUIOXKEHNS B MOJHOIKPAHHbIN PEXIMM,

@ CnpawmuBaTb 0 n,06aBNeHUU NPUIOKEHUA B CMUCOK UIP — BbIBOA 3amnpoca
Ha [obaBfeHWe HOBOr0 MPUIOXKEHUS B CMUCOK Wrp Mpu  Bbixoge W3
MOSIHO3KPAHHOIO pexxuma.[JobaBnB HOBOE MPUAOXKEHME B CMUCOK Urp, Mmpu
cnefytoweM ero 3anycke BitDefender aBTomMaTuyeckm nepengeT B peXXuM Urpsbl.

9 3ameyvyaHune
U Ecnn aBTOMaTu4eckoe nepeksoyeHune BitDefender B pexxum urpbl HexxenaTenbHo,
CHUMUTE Cb)'la)KOK ABTOMaTU4YECKUN PEe€>XXUM UTpPbl BKJZTIIOYEH.

2. YnpaBneHue Crimckom urp

BitDefender aBTOMaTV4YeCKN NEPEXOAMNT B PEXXUM UIPbl MPY 3anyCKe NPUIoXKeHns
13 cnncka urp.Jns npocMoTpa 1 yrnpasieHns CMCKOM UTp HaXXMUTe YnpaBneHue
urpamm.l1osBmTCA HOBOE OKHO.

HoBble MpuWNOXeHUs: aBTOMaTUYeCKM A00aBNAOTCA B CMMCOK MpU Cefyowmx
yCN0BUSX:

@ Bbl 3anyckaeTe Urpy M3 Cnucka urp, W3BeCTHbIX nporpamme BitDefender.[ns
MPOCMOTPA CMMCKa HaxXMuTe CANCOK Urp.

@ Bbingsa ns NMOJIHO3KPaHHOI 0 peXxmuma, Bbl nobasnseTe NPUNoXXeHNE B CNNCOK NUrp
N3 NoABMBLLUETOCA OKHa.

Ecnv Bbl XOTUTE OTKJIOYUTH aBTOMATMYECKUNR pexum urpbl ona otaesibHoro
NPUNOXXeHNA N3 CNMNCKa, CHUMUTEe COOTBeTCTByIOLLI,VIIz cpnaMOK.CnenyeT OTKJIIOYNTb
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AaBTOMATUNYECKMIA PEXIM UTPbl 47151 0ObIYHbBIX MPUSIOXKEHWIA, KOTOPbLIE MEPEXOAAT B
MOJIHO3KPAHHbIA PEXUM, TaKMX Kak, HanpuMep, Beb-6pay3epbl v NPOUrpbIBaTENM
BUEO.

Ons ynpaBneHWs CrUCKOM WUrp Bbl MOXXETE BOCMOJIb30BATbCS KHOMKaMu,
HaxoAsALLMMcs BBEpXY Tabnuubl:

@ Oo6aButbh — f06aBeHVE HOBOrO NPUSIOXKEHUS B CMINCOK UP.

@ Ypanutb — yaaneHne NpuaoxKeHns 3 cnucka urp.

@ PepakTupoBaTh — pefaKkTUPOBAHME CYLLECTBYIOWEr0 NMPUI0KEHNS B CMUCKe
urp.

27.1.3. JobaBneHne n peaakTUpoBaHMNE Urp B CrMCKe

Mpwn nobaBnieHny 3anncein B CNncok Nrp nnn nx peaakTnpoBaHMM OTKPOETCA HOBOE
OKHO.

HaxxmMnute 0630p, 4TO6LI BhIOPaTL MPUAOXKEHWE, I BBEAWUTE MOJHLIA MYyTb K
MPWA0XEHMIO B NMOJE BBOAA.

Ecnn Bbl HE XOTWUTE aBTOMATUYECKUN NMEPEXOAUTL B UFPOBOV PEXUM MpPU 3amnycke
BbIOPAHHOr0 NPUI0XKEHWS, HAXXMUTE BBIKJIIOYUTD.

HaxxmnTe OK, 4T06bl 406aBNTL HOBYIO 3aMUCh B CMINCOK UTp.

27.1.4. HacTporka napameTpoB pexxnuma urpsl

Ons HacTponKu pexxnMa paboTsl NP 3ana1aHNPOBaHHbIX 3aaHNAX BOCMO/b3YATECh
cnepfyoLMMIM NapamMeTpamu:

@ Bknountb 3TOT MoayJZib AN U3MEHEeHUA 3aNJIaHUPOBAHHbLIX 3apga4
AQHTUBUPYCHOIo CKaHUpOBaHUA — [O/iAd npenoTepalleHnsa  3anycka
3anJlaHMPOBaHHbLIX 3afa4y B pexume urpbl.Bol MoxeTe Bbl6paTb oOouH Wn3
cnenyrwmx napameTpos:

HacTpowka OnncaHne

MponycTtuThb Hukorga He 3anyckaTb 3an/laHMpPOBaHHOE 3ajlaHue.
3apavy

OTNOXUTb 3aAa4y BbiNosHATbL 3aniaHWpoOBaHHOE 3afaHWe cpasy nocsie
BbIXOZa U3 PeXUma Urphbl.

@ BknounTb MoAayJsib ONigd U3SMEHEeHUA pacCnUuCaHuA 3apa4d no pe3epBHOMY
KOMUPOBAHUIO — /14 NpenoTBpalleHnsa 3anyCka 3anjlaHMpPOBaHHbIX 3a4a4y B
pexxumMe nrpbl.Bol MoxeTe BblﬁpaTb O4VH N3 cnegyrwmnx napaMmeTpoB:
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HacTpowka OnwncaHne

MponycTuth Hukoraa He 3amnyckaTb 3anjaHUMPOBAHHOE 3a4aHue.
3agauvy

OTHO)KVITI:Ba,D,a‘Iy BbIMONHATE 3anfaHMpOBaHHOE 3ajaHuWe cpasy rnocne
BbIXOLa N3 peXxumMa Urpbl.

Y106l aBTOMaTUYECKM OTKIIIO4aThL 6paHaMayap BitDefender, Haxoasck B Mrposom
peXxnMme, BOCMOAb3YNTECh CAelyioLweln NpoLeaypo:

1. HaxxmuTe JonosIHUTENbHbIE HACTPOMKM.[10SBNTCSH HOBOE OKHO.

2. YcTtaHOBUTL OpaHgmay3p Ha pexum "Paspewwutb Bce" (pe>XuM Urpbi),
HaxoAAchb B Urpe.

3. Haxmute OK, 4T06bl COXpaHWUTb CAeNaHHbIE N3MEHEHUS.

27.1.5. 3MeHeHue ropsAymx KiaBuLl pexxmma urpbl

MOXXHO NepekMOYNTBLCS B PEXUM UTPbl BPYYHYIO, UCMOJb3YS YCTAaHOBJIEHHbIN MO
ymondaHmoCtri+Alt+Shift+Gropayas knasuwa.YTobbl M3MEHUTb ropsyue
KNaBuLLKW, HEO6X0AMMO BBIMOAHNUTL CAeAyloLmMe Waru:

1. HaxxmuTe [lonosiHUTEeNbHbIE HACTPOMUKMK.[10SBUTCA HOBOE OKHO.

2. Vicnonb3ys napameTp Ucnonb3oBaTh ropsume KNaBuLLK, 330aliTe XKeNaemyto
ropsYyio KaBuLLy:

@ BbibepuTe KnaBuLLKM, KOTOPbIE Bbl XOTUTE W3MEHWUTb, UCMOJSb3YS KIABULLINX
Control (Ctr1), Shift (Shift) nnn Alternate (Alt).

@ B none pefakTnpoBaHus ykaxute ByKBy C KnaBuULeid, KOTOPYIO Bbl XOTUTE
CMO/b30BaTh.

Hanpumep, ecnn Bbl XOTUTE NCNOb30BaTh knasuwy Ctrli+Alt+D, Bbl 4O/KHDI
yKka3aTb Tonbko Ctrl n Alt n HabpaTb D.

9 3ameyaHune
U CHsB thnaxkok Ucnonb3oBaTh ropA4yio KAaBULLY, Bbl OTK/IOYMTE UCMOb30BaHNe
[aHHOW ropsyen KnaBuLu.

3. Haxmute OK, 4T0b6bl COXpaHWUTb CAeNaHHbIE U3MEHEHUS.

27.2. Pexxnm HoyTOyKa

Pexxmm HoyTbyKa cneumanbHO nNpefHasHayvyeH 4N1A Nosb30BaTesnen NopTaTUBHBIX
KoMnbloTepoB. Ero uenb — MuHMMKU3MPOBaTb BausiHME paboTbl BitDefender Ha
3HepronoTpebneHune, Korga 3Tu yCTpoicTea paboTatoT oT baTapen.
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B pexnme HOYT6yKa 3alJlaHNPOBaHHbIE 3a4aHNA HE BbINOJIHAKOTCA MO YMOJI4aHUIO.

BitDefender 3ameyaeT, Kora Ball HOyTOYK NepektoyaeTcs Ha NuTaHue oT baTapen,
1 aBTOMaTUYECKM NepexoanT B pexxum HoyTOyka.Takum e obpa3om BitDefender
ABTOMaTUYECKU BBIXOAUT 13 pexrMa HoyTOyKa, Kor ia 0bHapy>XMBaeT, YTo HOYyTOYK
y>e He paboTaeT oT 6aTapew.

HacTpolika pexxnma HoyTOyKa:

1. OTkpownTe BitDefender, HaxxmMuTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa ”
BblbepuTe NHTEpdenc dkcnepT.

2. MepenaonTe B pasfen Pe>xxuM urpbi/HOyTOYKa > Pe>xuM HoyTOyKa.

3pech Bbl OByneTe BUAETb, BKIIIOYEH NN pexxuM HoyTOyka.Ecnm pexum HoyTbyka
BKJIl0YeH, BitDefender npyMeHUT HOBbIE MapaMeTpbl, KOraa HoyTOyK nepenmeT Ha
nuTaHne oT baTapewn.

27.2.1. HacTporKka napamMeTpoB pexxuma HoyTbyka

015 HacTPONKK pexxMa paboTbl NP 3an1aHNPOBAHHbIX 3aaHNsX BOCMOJIb3YATECh
cnefyoLWMMmM napameTpamu:

@ Bk/1lo4MTL 3TOT MOAyNb AJNIS M3MEHeHUs 3anJiaHMPOBaHHbIX 3apay
QHTUBUPYCHOTO CKAHUPOBAHUA — [N NpefoTBpaLleHns  3anycka
3anflaHUPOBaHHbLIX 3afay B pexume HoyTOyka.Bbl MoxxeTe BbibpaTb OAMH U3
cnefyoLwmnx napamMmeTpoB:

HacTpowka OnncaHne

MponycTuth HuKorga He 3amyckaTb 3anjaHUMPOBAHHOE 3adaHue.
3agauy

OTNOXWUTb 3agayy BbiNoNHATL 3anjaHUpoBaHHOe 3afaHue cpasy nocsie
BbIXO4a W3 pexuma HoyToyka.

@ BK/I0YMTb MOAY/b OIS U3MEHEHUA pPacnucaHus 3aAay No pes3epBHOMY
KONUPOBaHUIO — [J1 NPeOoTBPaLLeHMs 3aMycka 3anjaHnpoBaHHbIX 3a4ay B
pexume HoyTOyKa.Bbl MoXeTe BbibpaTb OAWH U3 CIeAYIOLWNX NapaMeTpoB:

HacTpowka OnwncaHne

MponycTuth Hukora He 3amMyckaTb 3anjaHUMPOBAHHOE 3a4aHue.
3agauvy

OTNOXMUTbL 3agavy BbiNMosHATL 3amniaHWpoBaHHOE 3afaHMe cpasy rfocse
BbIXOZla U3 peXumMa HoyTOyKa.
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27.3. Pexxum "be3 onoseLyeHnin"

Pexxum "Be3 onoBeLLeHnn" BpeMeHHO N3MeHAET HaCTPONKKN 6e30MacHOCTY TakuM
o0bpa3oM, 4ToObl MaKCMManbHO COKPaTUTb MX BAUSHWE Ha MPOWN3BOAUTENbHOCTb
cmcTembl.B pexxnme "bes onoBeLLeHnn" NPUMeHSITCA CliedyoLme HaCTPONKN:

@ Bce npeaynpexaeHus 1 BCrbiBatoLime okHa BitDefender 6yoyT oTKto4eHbl.

@ bpaHamayap BitDefender ycTaHoBIEH B pexxM PaspelunTb BCe.OTO 03HAYaeT,
4YTO BCE HOBble COefVHEHWs (BXOAAWMe U UCXOAfALWMe) aBTOMATUYECKU
pa3peLuatTCcs, He3aBNCKMMO OT UCMO/b3YEeMOro NopTa 1 NPoTOKoNa.

[ ] 3ar|ﬂaHVIDOBaHHbIe 3a4aHnNA NMPoBePKN OTKJIIOYEHbI MO YMOJTHaHUIO.

@ 3annaHvpoBaHHbIe 3afaHUsi Pe3epBHOr0  KOMUPOBAHUS  OTKJ/IOYEHbI MO
YyMOJIYaHWIO.

Mo ymonyaHuio ans BitDefender HacTpoeHO aBTOMaTU4YeCKOe MepekoyeHve B
pexxum "be3 onoBeLLeHniA" Npy NPOCMOTPE BUAE03annCen nan npeseHtaumin nnbo
npu paboTe NPMIOXEHUI B MOSHO3KPaHHOM pexume.l1o 3aBepLueHnn NpocMoTpa
BMA,E03arnmncy Uav npe3eHTauuy HacToATeIbHO PEKOMEHAYETCSA OTKIIOYUTD PEXIM
"Be3 onoseLleHnn",

3ameyaHune

@ B pexume "be3 onoelleHWA" MOXHO 3aMeTUTb He3Ha4yuTeNbHOe W3MEeHEeHue
Hebonblioro 3Hayka BitDefender, pacnonoxeHHoro psaoMm c Yacamm B obnactu
OMOBELLEHNI.

HacTpoiika pexxmma "be3 onoselyeHnn":

1. OTkpownTe BitDefender, HaxMnTe MapaMeTpbl B BEPXHEM MPaBOM Yrjy OKHa 1
BblbepuTe nHTEpPGenc Kcnepr.

2. MepengnTe B pa3aen Pe>xuM urpbl/HOyTOYKa > Pe)xum "Be3 onoBeL,eHUn".

B BepxHel YacTu pa3gena oTobparkaeTcs CTaTyc pexxuma "bes onoseleHnin". Ons
M3MEHEHMS TeKyllero craTyCa MOXHO HaxaTb Pexum "Be3 onoBeLieHUR"
BKJIIO4YEH 1an Pexxum "be3 onoBeLweHni" BbIKJIIO4EH.

27.3.1. HacTporka LeNCTBUSA B MOJHOIKPAHHOM pexunmMe
Bbl MOXeTe yCTaHOBUTbL C/iefyoLLre napameTpsbl:

@ [eicTBME B NOJSIHOIKPAHHOM peXXuMe — MOXHO BblbpaTb aBTOMaTUYECKMN
nepexo B PeXXuUm Urpbl UM B pexum "be3 onoseLLeHnin" npu nepexkioHeHnn
NMPUI0XKEHUS B MOJIHO3KPAHHbIN PEXUM,

3ameyvyaHune

@ Ecnwn Bbl He xoTuTe, 4T0bbI BitDefender aBToMaTU4YeCKn nepexoaunn B pexum "bes
onoseLeHnn", cHuMnUTe haxxok [leucTeue B NOJIHOIKPAHHOM pPeXXuMe.
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27.3.2. HacTporka napameTpoB pexxuma "bes onoselieHnn"

Ons HacTponKK pexxnMa paboTsl NP 3anaaHNPOBaHHbIX 3aaHNAX BOCMO/b3YATECh
cnepyoLMMIM napamMmeTpamu:

@ BKnlounTb 3TOT MOAYAb ANA WU3MEHEHUs 3anJiaHMpPOBaHHbLIX 3apay
AHTUBUPYCHOr0 CKAHUPOBAHUA — NpefoTBpaLLeHe 3anycKa 3arnlaHPOBaHHbIX
3ajay B pexume "be3 onoseLleHnn".Bel MoxeTe BbIbpaTh OANH U3 CAeLYIOLNX

napameTpoB:

HacTpowka OnwncaHne

MponycTtuThb Hukorpaoa He 3anyckaTb 3anjlaHMPOBaHHOE 3aJaHue.
3apauy

OTNOXKUTb 3aAa4y BbINoNHATL 3an1laHMPOBaHHOE 3afaHne HenocpeaCTBEHHO
rnocJie BbIxoda U3 pexxnMa "be3 onoseLleHnin".

@ PaspewunTb 3TOMy MOAY IO U3MEHEeHUe pacnMcaHui 3agaHni pe3epBHOro
KOMUPOBaHUA — 3Ta QyHKUMA CAyXUT oaa 610KMpoBaHWS  3amycka
3aM/laHMpPOBaHHbIX 3allay B pexume "be3 onoseleHnin".Bol Mo)xeTe BbibpaTh
OOMH 13 CAefyoLWNX NapaMeTpoB:

HacTpowka OnncaHne

MponycTuTh Hukorpna He 3anyckaTb 3anjlaH/POBaHHOE 3aaHue.
3apauy

OTNOXXUTb 3apayvy BbiNoNHATL 3an1aHMPOBAHHOE 3aaHne HernocpeaCTBEHHO
nocsie BeIxo4a 13 pexxrma "bes onoseLleHnin".
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28. [lIoMallHAS ceTb

Moaynb "[omalwHsas ceTb" no3sonseT ynpaBnsTb obHoBneHmsmu BitDefender,
YCTaHOBJ/IEHHbLIMM Ha BaLLMX LOMALUHMX KOMMblOTEpax, C 0AHOM0 KoMNbloTepa. s
LOCTyna K MoAyto foMaluHel ceTu BitDefender BeinonHuTe cnefytoLine LencTaus
(B 3aBMCMMOCTU OT UCMOJIb3YEMOr0 PeXXMMa NoJib30BaTeIbCKOro UHTepgdeica):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
MepengnTe Ha BKNaaKy CeTb.

NHTepdenc "dkcnept"
Mepengunte B pa3gen JOMalUHAA CETb.

) 3ameyvyaHune
U Tak>xe MOXKHO 006aBUTb APAbLIK AN pa3fena Mon NHCTPYMEHTSI.

[ns ynpasneHns npoaykTamu BitDefender, ycTaHOBAEHHLIMY Ha BalUWX LOMALLIHUX
KoMMbloTepax, Heo6X04MMO BbIMOSHUTL CeAyioLLYto NpoLesypy:

1. BKA4UTb CUCTEMY yMnpaBieHWs AoMmallHel ceTbto BitDefender Ha
KOMMbloTepe.HacTpoiiTe CBOM KOMMbLIOTEP B Ka4eCTBe CcepBepa.

2. MopKkNoyYnTe KaXkabll KOMMbIOTEP, KOTOPLIM Bbl XOTWUTE YMNpaBasfTb, K CETU
(ycTaHOBMTE Naposb).HacTponTe KaXkabii KOMMbOTEP Kak "CTaHAapTHbIA".

3. BepHuTECh K CBOEMY KOMMbIOTEPY 1 106aBbTE Te KOMMbIOTEPHI, KOTOPLIMU Bbl
XOTUTE YNpPaBAsTh.

28.1. BknoyeHune cetu BitDefender

YT106bI BKIOYNTL (PYHKLMIO AOMalUHel ceTu BitDefender, BbinonHWTe cnepytoLlme
nencTeuns:

1. Haxxmute YnpaBneHue ceTblo.[10SBATCA OKHO HACTPOWMKU napons Ans
yrnpaBs/ieHns LOMaLLHen CeTbIo.

2. BBeguTe maponb B KaXKLOM W3 NoJien BBoaa.
3. HacTpowika ponu KomnbloTepa B goMaluHen cetu BitDefender:

@ KoMnbloTep-"cepBep"” — yCTaHOBMTE 3TOT NapaMeTp Ha TOM KOMMbOTEPe,
C KOToporo byAeT oCyLLeCcTBAATLCA yNpaBAeHNe 0CTalbHbIMU KOMMbIOTEPaMM.

@ CTaHpapTHbLIW KOMNbIOTEP — YCTAaHOBMTE 3TOT NapaMeTp Ha BCex
KOMMblOTepax, KoTopble ByayT ynpaBAsTLCS KOMMbIOTEPOM, BbIMOJHSAIOLWNM
poJib CcepBepa.

4. Haxxmunte OK.

Ha kapTe ceTn byneTt oTobparkaTbCs MM KOMMbIOTEPA.
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0T06pa3nTcs KHOMKa OTKJIIOYUTD CEeTb.

28.2. lobaBneHne KoMnNbOTEPOB B ceTb BitDefender

KomnbloTep 6y,D,ET aBToMaTu4yeckn pfobasneH B ceTb, €C/iM OH COOTBETCTBYET
cenywowmm TpeﬁoBaHVIFIM:

@ hyHKLUMA yNpaBneHns joMallHen ceTbto BitDefender 6bina BKAOYEHa A5 3TOMO
Mooy ns.

@ 4719 ponv 66110 3aaH0 3HaYeHWe "CTaHOapTHbIA KoMMbloTep".

@ Naposib, 3aaHHbIN NPY BKJIKOYEHUN CETK, COBMagaeT C NnapoJsieM, 3af4aHHbIM A5
KoMMbloTepa-"cepsepa”.

3ameyaHue

@ B uHTepdenice "IkcnepT" MoxHO B f0boe BpemMsa BbIMOJHUTHL CKaHUPOBaHWeE
[lOMalUHeN CeTW Ha Ha/Jn4yme KOMMbIOTEPOB, YAOBAETBOPSAOLWNX KpuTepuam. Ons
3TOr0 HaXXMUTE KHOMKY ABTOMaTU4ecKoe obHapy>xeHue.

Y1obbl BpyYHYyt0 [006aBWTbL KOMMbIOTEP B AOMallHiow ceTb BitDefender c
KOMMbOTEpPa, BbIMOHAIOWENO POJib CEPBEPA, BbINMOJIHUTE ClieayloLime AenCTBUS:
1. HaxxmuTe lobaBuTh KOMNbIOTEP.

2. BeeauTe naposib AN5 yNpaBieHnUs JoMallHeN ceTbio U Haxmute OK.MosBuTCs
HOBOE OKHO.

Bbl yBMOMTE CMUCOK KOMMbIOTEPOB, HAaXOAAWMXCH B CETWU.3HAYKU UMEIT
cnenywwne 3HaveHus:

M yKa3biBaeT Ha HaXOAALNIACA B CETU KOMMbIOTEP, Ha KOTOPOM He YCTaHOBJIeHbI
npoaykTbl BitDefender.

B ykasbiBaeT Ha HaXOASLNIACS B CETU KOMMbIOTEP, Ha KOTOPOM YCTaHOBJ/IEH
BitDefender.

% ykasbiBaeT Ha aBTOHOMHbI KOMMbIOTEP, Ha KOTOPOM yCTaHoBJeH BitDefender.
3. BbINOSHWUTE 0HO 3 CNenyoWwmnx AenCTBUNA:
@ BbibepuTe 13 cnucka nma nobaBnseMoro KoMnbTEPa.

@ Beenute IP-agpec nnm ums gobaBnsemMoro KOMnboTepa B COOTBETCTBYIOLLEM
none.

4. Haxxmute ,06aBUTb.M10SBUTCS OKHO BBOAA Maposis K YNpaB/ieHuio AoMallHelk
CeTblo A1 COOTBETCTBYIOLWEro KOMMboTEpa.

5. BBeguTte napoJib yrpasJsieHUs LOMallHeNn ceTblo Ha COOTBETCTBYHOLEM
KOMMbIOTEPE.

6. Ha>xmute OK.ECnn Bbl BBE/IM NPaBWJIbHbIA Maposib, MMS BbIOPaHHOT0 KOMMbIOTEpPa
NosSIBUTCH Ha KapTe ceTu.
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28.3. YnpaBneHue ceTblo BitDefender

Kak Tonbko foMalwHas ceTb BitDefender byneT cozpaHa, Bbl CMOXXeTe ynpaBasTh
BCceMy nponykTamu BitDefender ¢ ogHOro KomnbloTeEpa.

Ecnv nepeaBuHYTb KYypCOp MbILWY NOBEPX KOMMbIOTEPA Ha KapTe CeTn, 0Tobpa3saTcs
KpaTKue cBefleHus o Hem (ums, IP-agpec, 4ymcno npobnem, BAUAKOWMX Ha
6e30MacHOCTb CUCTEMbI, COCTOSIHME perncTpaunn BitDefender).

EC/v WeNIKHYTb MbILWbI0 Ha UMEHWN KOMMbIOTEPa Ha KapTe CeTu, Bbl yBUAUTE CMINCOK
AOMWHNCTPATUBHbIX 3a4a4, KOTOPbIE MOXHO 3anyCTUTb Ha yAaJIEHHOM KOMMbKOTEPE.

@ 3apeructpupoBaThb BitDefender Ha 3ToM KOMNblOTEpE

Mo3sonseT 3apernctpuposaTh BitDefender Ha 3TOM KOMMblOTEpe C MOMOLLbIO
JINLEH3MOHHOI 0 KJTto4a.

@ YCcTaHOBUTbL NapoJib HacTpoek Ha ypaneHHoM MK

Mo3BoAsieT co3aaTh MNapPOJib /18 OrPaHMYeHNs A0CTyNa K HacTpoiikam BitDefender
Ha 3TOM KOMMblOTEpE.

@ 3anycTuTh 3aga4y CKAaHUPOBaHUA No TpeboBaHuUIo.

Mo3sonsier 3anyCTUTb CKaHMpoBaHKe no Tpe6OBaHVIIO Ha yoaJleHHOM KOMMMbloTepe.
Bbl MOXeTe BbINOJIHUTb J'IIO6yIO n3 cnegyrowmx 3aga4 CKaHWPOBaHWUA:
CKaHUpoBaHMe MOWX OOKYMEHTOB, CUCTEMHOE CKaHWpOBaHWE WK Fﬂy60K0€
CNCTeMHOe CKaHnpoBaHme.

@ YcTpaHuTb Bce npobnembl Ha 3Tom MK

Mo3BosigseT uncnpaBuTb I'Ip06f|eMbI, BAusOWMe Ha 6e30macHOCTb 3TOro
KOMMbIOTEpPA, C MOMOLLbIO MacTepa YCTPaHUTbL BCe Yrpo3bl.

@ NMpocmoTp XypHana/cobbiTui

Mo3BonseT nonyunTb [ocTyn K WUcTopun&cobbiTuit mModyns nponykTa
BitDefender, ycTaHOBNE€HHOI0 Ha 3TOM KOMMblOTEpPE.

@ O6bHOBUTBL ceryac

WHuummpyeT npouecc obHoBNeHNS Ans npoayKTa BitDefender, ycTaHoBneHHoOro
Ha 3TOM KOMMblOTEpE.

@ YCTaHOBUTb NPodusib POAUTENLCKOrO KOHTPOIA

Mo3BosissieT 3afaTb Ha 3TOM KOMMbIOTEPE BO3PACTHYI KaTeropuio ANs
Be6-hnbTpa POANTENBCKOMO KOHTPOS.

[ ] 3aI1YCTVITb 3apgavy HaCTpOﬁKM CUCTEMbI Ha 3TOM KOoMMNblOoTEpe

Mo3BonigeT 3anyCcTUTh 3a4a4u HaCTpOVIKVI CNCTEMbI Ha YOaNneHHOM KOMIMbKOTEPE.
Bbl MOXXeTe BbIMONMHUTL OOHY U3 CNefyloLlnx 3ajay: gedparMmeHTauuns JUCKOB
Nnn 04NCTKa BPEMEHHbIX VIHTepHeT-d.)aVI}'IOB.
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@ YCTaHOBUTL B KayecTBe cepBepa obHoBNEeHUM DS 3TOW CeTn

Mo3BONSET YCTAHOBUTHL 3TOT KOMMbIOTEP, Kak cepBep 0OHOBAEHW ONA BCEX
npoaykTos BitDefender, ycTaHOBNEHHbIX Ha KOMMblOTEPax B ceTu./icnonb3oBaHne
3TOro napameTpa Mo3BOJUT CHU3UTb UHTEPHET-TPaduK, TakK Kak TOJbKO OAUH
KOMMbloTep B ceTv ByaeT NoAKYaTbCs K IHTEpHeTY 418 3arpy3km 06HOBNEHNIA.

® Ypanuts MK 13 pomalwuiHen cetu
Mo3sonset yoanutb MK 13 ceTn.

Ecnn ona BitDefender BbibpaH nHTepgenc "OnbITHLIA NOb30BaTENb", HaXXaB Ha
COOTBETCTBYOLLME KHOMKW, MOXXHO O4HOBPEMEHHO 3aMyCTUTb HECKOJIbKO 3a4aHNI
Ha BCeX yrnpaB/sieMbIX KOMMbOTEPaXx.

® CkaHupoBaTb Bce ¢hannbl — M03BOJIAET CKaHMPOBaTb BCE YrpaB/isieMble
KOMMbOTEPbl 0LHOBPEMEHHO.

@ O6bHoBneHue annoB — no3BonseT 06HOBNATL BCE YNPaB/SEMbIE KOMMbIOTEPSI
O0JHOBPEMEHHO.

@ Perucrpauusa — no3sosseT 3aperncTpupoBaTh BCE YNpaBisieMble KOMMboTepbl
cpasy.

Mepen 3anyckoM 3afaHnsa Ha onpeaesieHHOM KOMMboTepe NOSBUTCS OKHO BBOAA

naposis ynpaBneHnsa LOMallHen ceTbio.BBeanTe Naposib NS yrpaBAeHUs LOMaLLHen

ceTblo 1 HaxmuTe OK.

@

3ameyvyaHune

ECnv Bbl MAaHMpYeTe BbIMOMHUTL HECKOJbKO 3a[aHunii, MOXXHO BblIbpaTh NapameTp
Bonblue He NOKa3biBaTb 3TO cOObLLEeHMe B ITOM ceaHce.Bbibpas 3TOT napameTp,
Bbl He ByfeTe BMAETL OKHO BBO/a NMaposis BO BPEMS TEKYLLIEr0 CeaHca.
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29. ObHOBNEHMNE

Kaxabll feHb MosBAAOTCA M 0OHApPY)XMBAlOTCS BCE HOBble BPEOOHOCHbIE
nporpammsbl. BOT noyemy Tak BaXXHO MNOCTOSHHO 06HOBAATL BUPYCHbIE CUTHATYPbI
BitDefender B COOTBETCTBIM C HOBLIMW BPELOHOCHLIMI MPOrPaMMaMu.

Ecnn Bbl noaktoyaeTechk K UHTEpPHETY Yepes WNPOKOMOOCHOE COeMHEHNE U
DSL, BitDefender 6epeT Ha cebs pelieHne BonpocoB 6e30MacHOCTI: M0 YMOMYaHMIO
npoBepsieT Haau4ne obHOBNEHMI Cpa3y XKe Npu NOAKMOYEHUN 1 3aTEM KaxAabli
yac.

Ecnmn 6ynet obHapy>xeHo 06HOBNEHME, BaM ByAeT Npeao)XKeHo NoaTBepaAnTb ero
YCTAHOBKY, WK e OOHOBNEHME HAYHEeTCs aBTOMATWMYECKU, B 3aBUCUMOCTW OT
HaCTPOEK aBTOMAaTUYeCKOro 06HOBNIEHNS.

Mpouecc 06HOBNEHNS MPOUCXOANT "Ha neTy", T. e. halsibl 3aMEHAOTCA N0 Mepe
obHoBneHus. Takum obpa3oMm, npouecc O06HOBAEHUS He BAWSET Ha
paboTocnocobHOCTL MPOAYKTa M B TO >Xe BPEMS WCK/YAETCH BO3MOXXHOCTb
BO3HUKHOBEHMSA YA3BUMOCTU BaLLEro KoMmnbloTepa.

BaxkHoO
YT106bI 0BE30nacuThb KOMMNbIOTEP OT aTakK 4epes |/|HTepHET, ABTOMaTU4YecKoe
oﬁHosneuue NOJIXKHO 6bITb BKJIKO4EHO.

O6HoBNEHNSA nponcxooAaT cnefyrwmm nyTem:

@ OGHOBNEHMA MOAYNA QaHTUBMPYCA — NPV MOSIBJEHNN HOBbIX YTrP03 HE0BX0ANMO
06HOBUTL (halin BMPYCHbIX CUTHATYpP 4S8 obecneyeHns 6ecnpepbiBHON 3aLUNThI
OT HMX. DTOT TnN 06HOBNIEHMS TaKXXe U3BECTeH Kak OBHOBNIEHUe onpeneneHuit
BUPYCOB.

@ ObHOBNEHMe 3aluThbl OT cnaMa — K 3BpucTudeckomy n URL-gpunbTpy bynyT
nobaBneHbl HOBbIE MPaBWAa, a K huabTpy n3obparkeHnin — HoBble 306parkeHuns.
ST0 MOMOXET MOBLICUTb 3 (EKTUBHOCTb Ballen 3aluTbl OT cnama. 3TOT TUn
06HOBNEHUS TakXe N3BecTeH Kak OBHOBNEHUe aHTUCNaMa.

@ OOHOBNEHMe 3alUTbl OT MAPOrpaMM-LUNMOHOB — CUTHATYPbl HOBbIX
nporpamMm-wnuoHoB 6yayT fobasneHsbl B 6a3y AaHHbIX. 3TOT TUM 0GHOBIEHNS
Takxe U3BecTeH kak ObHOBIeHMEe MOAY A aHTULLNMOHA.

@ ObHOBNIEHMSA MPOrpaMMHOro MPOAYyKTa — Mpu BbiNyCKe HOBOW Bepcum
MporpamMmbl B HOBYIO BepCio A06aBASIOTCS HOBbIE (YYHKLIUM 11 METO/bI MPOBEPKY,
4TO TOJILKO YyyllaeT paboTy NPorpaMmel. ATOT TUM 0OHOBIEHNS TaKXKe 13BECTEH
Kak ObHOBNEeHUe NPorpamMmsi.
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29.1. Mpouenypa obHoOBEHMA

KpOMe TOro, Bbl MOXKeTe BbINMOJIHATb aBTOMaTun4eckKoe obHoBNeHKe B ntoboe Bpem4,
HaxaB KHonky OOHOBMTbL cedyac. ITOT TUM OOHOB/IEHUS TakKXe WUMeHyeTcs
O6HoBNEeHue no 3anpocy.

Onsa obHoBneHus BitDefender Heo6x04MMO BbLINOMHUTL Chefytowne AencTeus (B
3aBUCUMOCTY OT PeXrMa MoJsib30BaTebCKOro MHTepdeiica):

WUHTtepdeic "OcHoBHON"
LLlenkHnTe 3Ha4yok OBHOBUTL ceiyvac B o6acTu "3alumTa KoMNbloTepa".

Nutepdenc "OnbiTHLIKN NONb30BaTENb"
MepenanTte Ha BKNanky BesomacHocTb 1 Bbibepute OOHOBUTL ceilyvac B
obnacTu 6bICTPLIX 3aZlay B IEBOM 4aCTW OKHa.

NuTepdeic "IkcnepTt"
MepenTtn B paznen ObHoBneHue > ObHoBNEHMe.

Mognyns OBHOBAEHMA NOLKIIOYMTCSA K cepBepy 0bHoBeHuiA BitDefender n nposepuT
Hanm4yune obHoBNEHMIA. Ecnm nporpaMMa obHapyxnBaeT HOBOe 0OHOB/IEHWE, TO B
3aBMCMMOCTY OT HaCTPOEK, YCTaHOBJ/IEHHbIX B pa3fene NapameTpbl 06HOBEHMS
BPYYHYl0, BaM OyJeT npennoxeHo MOATBEPAUTb 3arpy3ky OBHOBNEHUs unu
Npon3BOANTb 0BHOBIEHNE aBTOMATUYECKMU.

Ba)xHo
MoxeT I'IOTpeﬁOBaTbCH nepesarpyska KOMNbTEPa AN4 3aBepLUEHNA obHOBNEHMS.
PEKOMeHﬂ,yETCﬂ coenaTb 3TO KaK MOXXHO paHblle.

3ameyvyaHune

Ecnn Bbl nogkntovaeTecb K WHTepHeTY Mo TeneOHHOM JIMHWKM, Nlyylle BCEero
perynspHo obHoBnATb BitDefender mo 3anpocy.ns nonyyYeHns AONOAHWUTENbHON
nHgopmaumm nepengute K «ObHoBneHne BitDefender npu HW3KOW CKOPOCTU
NHTepHeT-coeanHeHus» (p. 253).

@

29.2. HacTponka napameTpoB 0OHOBJIEHUS.

O6HoB/IEHE MOXET ObITb BbINOJHEHO Yepe3 JIoKasbHY0 CeTb, Yepe3 VHTepHeT
HanpsaMyt Wan Yepes npokcu-cepsep.fllo ymonyaHuto BitDefender exxedvacHo
npoBepsieT Haauydne obHOBNEHM Yepe3 VIHTEPHET U yCTaHaBANBaET AOCTYMHble
obHoBNeHMs 6e3 yBefOMAEeHNS.

HacTpoiika napamMeTpos 06HOBNEHNS:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BbibepuTe NHTepdenc IKcneprT.

2. MepenanTe B pasnen ObHoBneHue > HacTpoukMm.
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3. YcTaHoBUTe Tpebyemble HAaCTPOMKW.ONg Toro 4Tobbl y3HaTb, Ha YTO BAUSET
HaCTPOIKa, NOAEPXKNTE KYPCOP MbILLIN Haf Hell. BHU3Y OKHa MOSBUTCS NOACKa3Ka.

4. Haxkmnte MpUMeHUTb, 4T0Obl COXPaHUTbL CAENaHHbIE N3MEHEHNS.
YT106bl MPUMEHUTL HAaCTPOMKM MO YMOAYaHMI0, HaxxMnTe Mo ymonyaHuio.

HacTpolkyu 0BHOBMEHMS CrpynnupoBaHbl B 4YeThlipe KaTeropuu: HacTpoukm
MecTononoXXeHus obHoBseHus, HacTpoiKn aBToMaTU4E€CKOro o6HoBNEHuUS,
HacTpoiiku py4yHoro obHOBseHUs 11 [LoNONHUTEsIbHbIe HAaCTPOMKHU. Kaxaas
13 KaTeropui 6yeT onucaHa oTAeNbHO.

29.2.1. HacTponKn MecTononoxeHnsa obHoBNEeHNA

YT1006bI HaCTPOUTb MeCTOMNOoJIoXKeHNne obHoBAEHUN, VICI'IOJ'Ib3yI7ITe napaMmeTpbl onsa
KaTeropum HaCTpOIFIKVI MecCTOMnoJ1I0)KeHUs1 0OHOBNEHUS.

3ameyaHune

@ /I3MeHATb faHHbIe HACTPOMKU HYXXHO NNLWb B TOM Ciy4ae, eCN Bbl MOAKIOYEHBI K
JIOKaJIbHOW CeTW, B KOTOPOM XpaHaTcs obHoBneHusa BitDefender, unn ecan Bbl
ocyLecTBaseTe coeanHeHve ¢ UHTepHeTOM Yepes NpoKcu-cepeep.

Ons 6onee HafeXHbIX U HbICTPLIX 0BHOBNEHNWIA Bbl MOXETE HAaCTPOWUTL ABa MecTa
06HOB/NIEHMS: OCHOBHOE MECTONoJioXXeHue OGHOBJIEHUH 1 anbTepHaTUBHOE
MecToNnosoXXKeHue oGHOBNEHUN. Mo yMO4aHuio 37O
http://upgrade.bitdefender. com.

YT106bl U3MEHNTHL MECTOMOI0XKEeHNE 0OHOBEHUS, BBEAUTE URL-agpec nokanbHOro
3epkana B nose URL, COOTBETCTBYIOLLEM MECTY, KOTOPOE Bbl XOTUTE U3MEHUTD.

3amMeYyaHune

@ PeKOMeH,D,yeM YCTaHOBUTb JIOKaJIbHOE 3epKaJsio B Ka4yecTBe OCHOBHOIo
MEeCTOMNON0XKEHNA 0OHOBJIEHUSA N OCTaBUTh aJlbTepHaTUBHOE MeCTOMOJIOXKEHNe be3
VI3MeHeHI/II7I, B Ka4yeCcTBe 3aMnaCHOro Ha cnyqa|7|, €C/In NoKaJibHOE 3epKasio CTaHeT
HEeOOCTYMHbIM.

Ecniv KoMnaHma NCnosib3yeT NpoKCcu-cepsep Ans Bbixoda B IHTepHeT, nocTaBbTe
0oTMeTKy B none Mcnonb3oBaTb NPOKCHU, a 3aTeM HakMnTe HacTpoku npokcu
L4N19 U3MEHEHWSA HaCTPOoeK NPOKCK.[ononHUTENIbHble CBeLeHNs CM. B«HaCcTpOnKm
coeauHeHus» (p. 65)

29.2.2. HacTporkm aBTOMaTUYECKOr0 0OHOBNEHNS

YT106bI HAaCTPOWTL NPOLLECC 0BHOBNIEHWIA, aBTOMATUYECKM BbiNoHAeMbIn BitDefender,
NCNoib3ynTe NapamMeTpbl B KaTeropum HaCcTpoWku aBTOMaTU4eCKOro
obHoOBNEHuA.
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29.2.

29.2

Bbl MoXeTe yKa3aTb KOJIMYECTBO YacoB MeXAy [BYMs Moc/jefoBaTeNbHbIMU
NMpoBEpPKaMM Ha Hanmyme OO6HOBNEHUA B mnose OOHOBAATH KaXKAblH.... [0
YMOJIHaHUIO MHTepBan cocTasaseT 1 yac.

YTobbl YyKaszaTb, Kak Heobxo4MMO MPOBOAMUTL MNPOLECC aBTOMAaTUYECKOro
obHoBNEeHMS, BbIbepuTE 0ANH U3 CeAYIoWMUX NapaMeTpoB:

@ ObHoBNneHue 6e3 onoBeweHnn — BitDefender aBToMaTUYECKN 3arpy>xaeT U
yCTaHaB/nMBaeT 06HOBNEHUS.

@ 3anpoc nepep 3arpy3Kou 06HOBMEHUN — KaXX bl pa3, KOr 4a NosiBUTCS HOBOE
obHoBNeHWe, OyneT BbLIBOAMTHLCS 3amnpoC Ballero MNOATBEPXAeHWs nepen
3arpy3Koin.

@ 3anpoc nepep YCTAaHOBKOW OOHOBJIEHMM — Kaxx bl pa3, korga 6yner
3arpy»xeHo 0bHoBeHWe, BaM ByleT NPUXOAUTb 3anpoc Nepes ero yCTaHOBKOIA.

3. HacTpoiika 06HOBIEHUSA BPYYHYIO

Y10obbl yKaszaTb, Kak HeobxoOuMO MNMPOBOAMTb MpPOLEeCC pyyHoOro obHOBAEHMA
(obHOBNEHMA MO 3ampocy Monb3oBaTens), BblbepuTe 0OAMH M3 CAeAyLNX
napameTpoB B kKaTeropuy HacTponWku py4HOro o6HOBJIEHUA:

@ O6HoBNeHue 6e3 onoBeL,eHUn — 0OHOBNEHVE BPYYHYIO BYAET BbINONHATHCS
aBTOMAaTNYECKN B (POHOBOM peXXuMe.

@ 3anpoc nepep 3arpy3Kou 06HOBAEHUN — KaXX[blll pa3, KOr 4a NosiBUTCS HOBOE
obHoBNeHne, OyneT BbLIBOAMTHLCS 3amnpoC Ballero MOATBEPXAEHWs nepen
3arpyskoi.

4. A\3MeHeHne 0OoNOJIHUTENbHbIX HAaCcTPoeK

YT106bI Npouecc obHoBneHns BitDefender He MeLwan Balleln paboTe Ha KOMMblOTEpPE,
HacTponTe NapaMeTpsl B KaTeropuyt JJONOAHUTENbHbIE HACTPOMKMU:

@ Mepe3arpy3utb NO3)Ke — eC/IN [ 3aBepLleHns YCTaHOBKM OOHOBEHNUSA
HeobX04MMO BbIMOSIHUTL Nepe3anyck KoMMbloTepa, MporpamMMHoe obecneyeHne
npu Bbibope OaHHOro napameTpa OydeT npoAo/kaTb paboTy CO CTapbiMu
chainamu o nepesarpyskun cuctemsl. MNpn 3T7om He By AeT NOSBASTLCS COobLLEHNE
C 3aMpocoM MoJsib30BaTeNs 0 He06X0AMMOCTM nepesanycka CUCTEMbI, B CBSA3M C
yeM npouecc obHoeneHus BitDefender He bygeT mewaTb paboTe nonb3oBaTeNs.

® He oOHOBNATL BO BpeMs BbINOJIHEHUA CKAaHUPOBaHUA — O0OHOB/EHNME
BitDefender He BbINMOMHAETCS B MPOLECCE BbIMOJHEHNS CKAHWPOBaHUA. Takum
obpa3om, npouecc obHoBneHus BitDefender He 6y neT HapyLLaTb X0 BbINOJHEHNS
3aJaHnI CKaHUPOBaHMS.

) 3ameyvaHue
U Ecnu BitDefender byneT npoBoanTh 06HOBMEHNE BO BPEMSA CKaHWPOBAHNS, MPOLLecC
CKaHUpoBaHus byaeT npepsaH.
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@ He o6HOBNATB, ecnu peXxuM urpbl BKAO4YeH — o6HoBneHue BitDefender npu
BKJIOYEHHOM pEeXUMe Urpbl He BbINOJHAETCA.Takum 06pa3oM Bbl MOXeTe
MWHMMU3NPOBATh BAUSHMNE NMPOLYKTa Ha paboTy CuCTeMbl BO BPEMS UTP.

@ PaspelunTb COBMECTHbIN J,0CTYN K OOHOBIEHUAM — YTOObI CHU3UTL BAUSIHNE
ceTeBOro Tpamka Ha MPON3BOLANTENBHOCTb CUCTEMBI B MpoLecce 0bHOBNEHMUN,
BOCMOJ/Ib3YNTECh (DyHKLMEN COBMECTHOrO A0CTYNa K 0OHOBIEHNAM.

@ Otnpasutb ¢annbl BitDefender ¢ komnbiotepa — BitDefender
npefycMaTpMBaeT BO3MOXHOCTb A5 NoJsib3oBaTenen BitDefender obmeHuBaThCA
nocnesHVMIN BUPYCHBIMW CUTHATYpaMu.
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30. CkaHunpoBaHue hannos 1 Narnok

CkaHupoBaTb C nomolubto BitDefender nerko.CyliecTByeT HeCkosbKo crnocobos
HacTpouThb BitDefender onsa ckaHvpoBaHWa anioB 1 NanoK Ha HaJn4ne BUPYCOB
N APYrux BpeAOHOCHbIX MPOrpamm:

@ lcnonb3oBaHme KOHTEKCTHOro meHto Windows
@ icnonb3oBaHMe 3aiay CKaHMPOBaHMA
@ /icnonb3oBaHMe NaHenn akTUBHOCTU CKaHUPOBAHUA

Mocne Havyana CKaHMPOBaAHMA MOSBUTCA MacTep CKaHMPOBaHUS Ha aHTUBMPYChI 1
npoBefeT Bac Yepes Becb npouecc. s nosyyeHuns 4onoaHUTENbHON MHGOPMaLK
nepeianTe K «<MacTep aHTMBUPYCHOIO CKaHupoBaHus» (p. 78).

o 3ameyaHue

U CsefieHVs 0 CKaHMpOBaHUK € ncnonb3oBaHnem BitDefender B 6e3onacHoM pexume
3arpy3ku Windows cM. B «CkaHMpoBaHue KomrnboTepa B 6e3onacHoM pexume» (p.
267).

30.1. icnonb3oBaHWe KOHTeKCTHoro meHto Windows

9TO CaMblii MPOCTON N PEKOMEHAYEMbIN Ccnocob NpoBepuTh (haita Uan nanky Ha
BalleM KomnbtoTepe.LLlelKHUTe NpaBon KHOMKON MbIWKN N0 HYXXHOMY 00BbEKTY 1
BbibepuTe B MeHi0o CKaHupoBaThb ¢ BitDefender.Cnegynte nogckaskam mactepa
CK@HUPOBAHMNS Ha aHTUBUPYChI.

TUNMYHbIE CUTYaUWM, B KOTOPbIX Bbl MOXXETE MOJb30BATbCH 3TUM METOLOM
CKaHVpPOBaHWS:

@ Bbl nogo3spesaeTe, 4TO (hall UM Nanka 3apakeHsbl.

@ Korpa Bbl 3arpy»aeTe 3 VIHTepHeTa alifibl, KOTOPbIE, KakK BaM KaXKeTcs, MoryT
ObITb OMaCHbI.

[ ] I'Iposepvl'rb CETEBbLIE Narnky nepen KonmposaHMEM Ha Ball KOMMbIOTEP.

30.2. icnonb3oBaHMe 3a4a4 CKaHMPOBaHUSA

Ecnn Bbl XOTWTE NPOBEPSATL Ball KOMMbIOTEP WU OTAE/bHbIE ManKu PerynspHo,
BaM CTOWT BOCMO/b30BaThbCS 3afavyaMU CKaHUMPOBaHUS.3adayv CKaHWPOBaHWA
nHdopmupytoT BitDefender, kakne 06beKTbl CKaHMPOBaTb W Kakue OelcTBUS
NPUMeHsTb. bosiee Toro, Bbl MOXKETE 3amnaHNpPoBaTb UX 3amnycK Ha pPeryaspHoin
OCHOBE UJIN B OMNpeAesieHHOoe BpeMs.

Y10b6bl NMPOBEPUTHL Ball KOMMbOTEP C WCMONb30BaHMEM 3alla4y CKaHUPOBAHWS,
oTKponTe mHTepdenc BitDefender n 3anycTute Hy>XHyl0 3agavy.B 3aBucumocTun
OT pexuMma NpoCMOTpPa MOJIb30BATENbCKOr0 MHTepderica 3a4a4nm CKaHUPOBaAHUSA
3anycKalTCs pa3HbiMu cnocobamm.
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3anycK 3alaHnii CKaHMPOBAHUSA B NMPOCTOM pexxnMe

B wvHTepdence "OCHOBHOM" [OCTYMNEH 3amnyCK HECKOJIbKUX MNpenBapuTesnbHO
HaCTPOEHHbIX 3aaHNI CKaHUPOBaHNA.Ha)xMuTe KHoNKy BesonacHoCTb 1 BbibepuTe
Tpebyemoe 3afaHune ckaHupoBaHua.CnegynTe NoacKaskaM MacTepa CKaHPOBaHUS
Ha aHTUBUPYCHI.

3anycK 3afaHnin CKaHMpPoBaHUA B UHTepdence "OnbITHbLIN
nonb3oBaTenb"

B wvHTepdence "OnbITHbIN MNOAb30BaTENb" MOXHO 3anyCTUTb HECKOJIbKO
npeLBapuTesibHO HaCTPOEHHbIX 3a4ay NPOBepKW. TakXe MOXHO HacTpouTb ”
3aMyCTUTb HacTpauBaeMble 3afa4X CKaHWPOBAHWA O/ MPOBEPKN KOHKPETHbIX
(hanioB  Ha  KOMMbOTEpe C MOMOLWbI0O  HacTpavBaeMblXx  MNapamMeTpoB
CKaHVMpOBaHWA.BbinoNHUTE cnepyowmne AeACTBUSA, 4TOObI 3anyCTWUTb 3afaHue
CKaHUPOBaHMSA 13 MHTepdenca "OnbITHbLIN NOSb30BaTeNb":

1. lenkHuTe BKNagky be3onacHOCTb.

2. B 061acTut BbICTPbIX 3aa4 C/ieBa HaxMuTe NMosHOe CKaHUpPOBaHMe CUCTEMbI
n BbibepuTe Tpebyemoe 3aflaHWe CKaHUPOBaHWA.LNS HACTPOWMKM W 3amnycka
MoJib30BaTe/IbCKOro CKaHMpOoBaHMA HaXMuTe Monb3oBaTenbckoe
CKaHUpOBaHue.

3. CnefyinTe nojAckaskaM mMacTepa CKaHWPOBaHWSA Ha aHTMBUPYCHI.ONs 3anycka
MoJib30BaTeIbCKMX 3a4a4 He0OX0AVMMO 3aMyCTUTh MacTepa Mnosib30BaTesIbCKOro
CKaHMPOBaHMS.

3anyck 3aaHni CKaHMPOBaHUA B UHTepdence "IkcnepT"

B nHTepdeince "IkcnepT" MOXKHO 3anyCTUTb BCE NPeABapPUTESIbHO HACTPOEHHbIE
3aflaHns CKaHMPOBaHUS, @ TakXXe U3MEHUTb NapamMeTpbl CKaHUPOBaHUSA A5 3TUX
3a4aHuin. Kpome Toro, eciv TpebyeTcs CKaHMpPOoBaThb OMpeaeseHHbIE PACMOJIOXKEHNS
Ha KOMMblOTEpPe, MOXKHO CO3aBaTb HaCcTpanBaeMble 3afaHNA CKaHMpoBaHWA. N4
3anyckKa 3afaHus B nHTepgence "IKcnept" BbINOIHUTE Cnenylolne 0encTBus:

1. HaxxmMnTe AHTUBUPYC B JIEBOM MEHIO.

2. HaxxmuTe Ha BKlagky CKaHMpOoBaHMe BUPYCOB.34eCh Bbl MOXETE HaTu Habop
3a4a4 Nno yMOJlYaHUio 1 co3aTh CBOW COBCTBEHHbIE.

3. [lBaXkAabl WenKHUTe Ha 3afaHune CKaHMpOoBaHWUA, KOTOpoOe TpE6yETCﬂ 3anyCTUThb.

4. CnenyiiTe NofcCKa3kaM MacTepa CKaHWPOBAHWS Ha aHTUBUPYCHI.
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30.3. Icnonb3oBaHMe NaHenn akTUBHOCTM CKaHUPOBaHMA

B okHe M'paduK aKTMBHOCTH rpacmyeckm
MoKa3aHo, KaK MpoxXoAunT NpoBepKa BaLlein
CUCTEMBbI  Ha  HaJimine  Bupycos.lo
YMONYaHMI0 3T0 HeBObLLOE OKHO AOCTYMHO
AN 0TobpaXkeHna TONbKO B UHTepdence
SKCnepT.

MaHeslb aKTUBHOCTM CKaHupoBaHMA

Bbl  MOXeTe  MCMofb30BaTb  MaHesb

aKTUBHOCTU  CKAHWPOBaHWS  AAs  ObICTPOrOo  CKAHWMPOBaHWS  (haiiioB U
nanok.MepeTawunTe ain WM narnky, KOTOpy HaAo MPOBEpUTb, Ha MNaHesb
aKTUBHOCTU CKaHWpoBaHWs.CnefyinTe MoAckaskam MacTepa CKaHWMpPOBaHWA Ha
aHTMBUPYCbI.

3ameyvyaHune

@ [na nony4yeHns LONOAHUTENbHON MHDOPMaLUn nepenanTe K «fllaHes b akTUBHOCTU
CKaHupoBaHus» (p. 22).
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31. Co3faHmMe HacTpanBaeMoro 3afaHns CKaHMPOBaHWS

Ona co3paHusa 3afaHus CKaHWpoBaHus oTKpoiTe BitDefender u BbinonHuTe
cnepywolime [encTBns (B 3aBUCMMOCTM OT peXuMa MoJib30BaTeNbCKOro
NHTepdenca):

NHTepdenc "OnbITHLIN Nob3oBaTeNb"
Mepenonte Ha BkNagky BesomacHocTb 1 BbibepuTe HacTpaumBaemoe
CKaHupoBaHue B 001aCTu ObICTPbIX 3a4aY B JIEBOW YacTy OKHa.

OTKpoeTcqd MacTep, C MOMOLLbI0O KOTOPOr0 MOXHO CO034aTb 3afaHue
CKaHnpoBaHuA.HaBrraumsa no mactepy OCyLLeCTBJISETCS C MOMOLLbI KHOMOK
Danee n Haszap.[lns Bbixoga 13 mactepa HaxmuTe OTMeHa.

1. Bobpo noxanoBaTtb!
2. Bbibop obbekTa

Haxmute Jo6aBuTh 06beKT, 4ToObLl BbIOpaTh (Daifibl UAM Manku L8
CKaHMPOBaHMA.

Haxxmute [lononHuTeNnbHble HACTPOMKKU.Ha Bknagke O630p C NoMOLLbio
6eryHka HaCTpoiTe NapamMeTpbl CKaHUpoBaHusa.Ecnm TpebyeTcs aeTanbHas
HaCTpOVKa NapaMeTpoB CKaHMpoBaHus, HaxxmuTe HactpouTb.llepengnte
Ha BkNanKy MnaHupoBLMK, 4TOOLI BbIOpaTh BpeMa 3anycka 3agaHus.

3. 3aBepwUThb

34eCb MOXXHO BBECTU UMS 3adaHust 1 1obaBUTbL CKaHMpoBaHue B 061acTb
6bICTpLIX 3aa4 (HeobA3aTeNbHO).

HaxxmnTe HayaTb cKaHupoBaHue, 4yT0bObI CO34aTb 3afaHune n 3anyCcTuTb
MacTep CKaHMPOBaHUA.

NHTepdenc "dkcnept"
1. MepengunTe Ha BKIaaKy AHTUBUpPYC > CKaHMpOBaHUE BMPYCOB.
2. Haxxmnte HoBoe 3apaHue. [1oc/ie 3TOro 0TKPOETCS HOBOE OKHO.

@

3ameyvyaHune

TakKe MOXHO LIeNKHYTb MpPaBoi KHOMKOW MbilW Ha MpefBapUTeNibHO
onpeflefleHHOM  3afaHuy  CKaHupoBaHus  (Hanpumep, Fnybokoe
CKaHUpOBaHUE CUCTeMbl) M BbibpaTb KrnoHMpoBaTb 3apaHue.[laHHas
(YHKLUMS MONe3Ha Npu CO34aHUM HOBbIX 3a[aHWi, MOCKOJbKY MO3BONSET
M3MEHSATb HAaCTPOVKM fybanKaTa 3afaHuns.

3. Ha Bknagke 0630p BBeAUTE MMS 3aaHNs U C MOMOLLbI0 6eryHka 3afanTe
napamMeTpbl CKaHUPOBaHMS.
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Ecnn Tpe6yeTc9| OeTallbHadA HaCTpOI;IKa napaMeTpoB CKaHMPOBaHUA,
HaXMUTeE HaCTpOMTb.

4. MepenguTte Ha BkNaaky MyTu ons Boibopa 06bekTa CKaHNpPOBaHUSA. HaxxMuTe
NobaBuTb 3neMeHTbl, 4T0Obl BblbpaTb Nanku wam Qannbl  Ons
CKaHVPOBaHUA.

5. MNepenante Ha BkNagKy MnaHupoBLMK, 4TOObI BIbpaTh BpeMsa 3anycka
3a4aHuns.

6. HaxxmuTe OK, 4T06bI COXpaHUTbL 3aaHne.HoBoe 3aaaHne oTobpasuTca non
3afaHUSMK, OMpeneNeHHbIMK M0/b30BaTeNeM, MOC/IE Yero ero MOXXHO
penakTupoBaTb, YAAAUTb UM 3aNyCTUTb U3 3TOr0 OKHa.
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32. Co3naHune pacnucaHns CKaHUPOBaHNSA KOMMNbIOTEPA

Meproanyeckoe CKaHMPOBaHIE BALLIEro KOMMbOTEPa — JIy4LUNIA Cnocob 3anTuThL
ero ot BpemoHocHoro MO.BitDefender no3sosisieT 3anjaHUPOBaTh 3a4ayu
CKaHWPOBaHMS, MO3TOMY Bbl MOXETE aBTOMATUYECKM NPOBEPSATH Balll KOMMbIOTEP.

Y1obbl 3annaHMpPOBaTb CKaHWPOBAHWE BaLUEro KOMMblOTEpa MpoAenanTe 3Tu
nencrTeuns:

1. OTkpownTe BitDefender.

2. B 3aBUCMMOCTM OT pexrMa M0Ab30BaTENbCKOrO WHTepdenca BbINOJHUTE
crnepywoume oencTens:

NHTepdenc "OnbITHLIN Nonb3oBaTeNb"
MepenanTe Ha BKIaaky BesonacHocTb 1 BbibepnuTe HaCTPOUTb aHTUBUPYC
B 06n1acTy BbICTPLIX 33424 B JIEBOW YaCTW OKHa.

NHTepdenc "Ikcnept"
Ha)xmMyTe AHTUBUPYC B JIEBOM MEHIO.

3. HaxxmuTte Ha BklafKy CKaHMpOBaHMe BUPYCOB.34eCh Bbl MOXKETE HaiTh Habop
3a4a4 No yMOJIYaHUIo 1 Co34aTb CBOV COBCTBEHHbIE.

@ CncTeMHble 3a4a4m LOCTYMHbI 41 3anycka B toboin yyeTHon 3anucn Windows.

@ [losib30BaTeIbCKME 3a4a4M OOCTYMHbI TO/IbKO TEM M0J1b30BaTesNAM, KOTOpble
nx cospanwn.

o yMO14aHWIO Bbl MOXKETE 3aMjlaHMpoBaTh CiefytoLLme 334341 CKaHUPOBaHUSA:

CkaHupoBaHue
MpoBepKa BCeN cncTeMbl, KpOMe apxrBoB.Mpu HAaCTPOMKax Mo yMOJIHaHNo
NMPOBOAUTCA MPOBEPKa Ha BCe TuMbl BUPYCcHoro 0, Kpome pyTKUTOB.

bbicTpoe ckaHupoBaHue
®yHKLMS BbICTPOr0 CKaHMPOBaAHUA UCMONb3yeT TeXHONOrno "obnavyHoro"
CKaHUPOBaHMS 4J19 pacrno3HaBaHWa BPe4OHOCHbIX MPOorpamMm, 3anyLeHHbIX
B cMCTeMe.BbICTpoe CKaHMpoBaHWe 3aHUMAET, Kak NpaBuio, MeHee MUHYThI.
BbiCTpoe CKaHMpOBaHWE WCMONb3yeT JIMWb He3Ha4YuTesIbHYl0 4acTb
CUCTEMHbBIX PECypCoB, KOTOPbIE MCMOJb3YIOTCA B MpoLecce CTaHAapTHOro
BMPYCHOr0 CKaHWPOBaHUS.

CKaHMpOBaHMe 061beKTOoB, BbiNnoJsiHAeMoe npu 3arpyske
[lpoBepka 371eMeHTOB, 3aMnycKalowmxca Mpu BXoLe MoJib30BaTens B
CI/ICTeMy.qTO6bI MCNosb30BaTb 3TY 3adayy, HaAo 3anJlaHNPOBaATb €€ 3anyCK
Ha 3arpy3Ky cuctembl.[10 yMOSHaHUIO NPOBEPKA 3/1eMEeHTOB aBTO3anycka
OTKJ1OYEHA.
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Fnybokoe ckaHMpoBaHUE CUCTEMbI
MpoBepKa BCe CMCTeMbI.B KOH(Urypaumm no yMoa4aHuio npom3BoanTCS
NMpoBEepKa Ha BCe BULbI BPEAOHOCHbLIX MPOrpamMM, yrpoxxatoLmx 6e3onacHoCcTy
Balle/ CUCTeMbl, @ MMEHHO Ha HaJunyue BUPYCOB, MPOrPamMM-LUMNOHOB,
peknamMHoro MO, pyTKATOB 1 NPOM.

Mou BOKYyMeHTbI
Wcnonb3ynte paHHoe 3afjaHuMe And  MPOBEPKM  OCHOBHbLIX  Mamnok
nonb3oBatens: Mom poKyMeHThl, Pabounin cTton u ABTo3arpyska. 370
no3soauT obecneynTb 6€30MacHOCTb BalLUX LOKYMEHTOB, 6e30macHOCTb
paboyero NpocTpaHCTBa 1 3aMnyCK He3apaXKeHHbIX MPOrpaMM Npu 3arpyske.

Ecan HM ofHa W3 3TUX 3a4ay He MOAXOAWT, Bbl MOXXeTe C034aTb HOBYL U
3anaHnpPoBaTb €e 3anyck Ha HY>KHOe BaM BpeMs.

4. UlenkHnTe npaBOM KHOMKOW MbIWW MO HY)XHOW 3agave U Bbibepute
3annaHnpoBaThb.[10SBMTCA HOBOE OKHO.
5. 3annaHnpynTe 3anyck 3agayun no yCMOTPEHNIO:
@ YT0ob6bl 3anycTuThb 3amavy TOJbKO OAWH pa3, BbibepnTe OBHOKPATHO U
onpepennTe AaTy U BpeMms 3anycka.

@ YT06bl 3anyCcTUTL 3aAavy Nocse 3anycka cuctemsl, Bbibepute Mpu 3anycke
CUCTEMbI.Bbl MOXeTEe YKa3aTb, CKOJIbKO BPEMEHU (B MUHYTaX) 3afaHne LOSIKHO
BbIMOIHATHLCS NOC/E 3amnycka.

@ YToObl 3anyckaTb 3afadvy nepuoanyecku, Bbibepute Mepuogmyecku u
onpenennTe 4acToTy, AaTy W BpeMms 3anycka.

"y 3ameyaHune
U Hanpumep, ons Toro 41066l NPOBEPATH Ball KOMMbIOTEP Kaxayto cybboTy B ABa
Yyaca HoYW, HaCTPONTE NaHMpOBaHKe ceayowmnm obpasom:

a. BoibepuTe Mepuoaunyeckm.

b. B none Kaxpbie Beeante 1 1 3atem BbibepuTe HepeNb B MeH.Takum
obpa3om, 3agaHne byneT 3anyckaTbCs pa3 B Hefesto.

C. YCTaHOBUTE B KayecTBe AaThbl 3amnycka nepeyio cy660Ty.

d. YcTaHoBUTE BpeMeHeM Havana 2:00:00 Houw.

6. Haxxmute OK, 4T06bI COXPaHNTL M3MEHEHNS.3aava 3aMyCTUTCA aBTOMaTUYECKM
B 3a4aHHbIV AeHb 1 BpeMA.EC/IM Ball KOMMbIOTEP BbIKJIOYEH, B 3aM1aHUPOBAHHOE
BpeMs 3afa4va 3anyCcTUTCA, KOrfa Bbl BKJIOYMTE KOMMbIOTEP.
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33. Pe3epBHOE KOMMpOBaHME OAaHHbIX

C BitDefender Total Security 2011 Bbl MOXKeTe CO34aBaTb Pe3ePBHbIE KOMMMN BaXKHbIX
LaHHbIX (LOKYMEHTbI, N306pakeHus 1 T. [i.) Ha Pa3n4HbIX HOCUTENX:

@ Ball KOMMbIOTEP;

@ USB-yCTponcTBO;

@ CeTeB0Oe MEeCTOMOOXKEHNE;
@ CD/DVD;

@ FTP cepsep.

Co3paHue pe3epBHbIX KOMMIA AaHHbIX 3aLLMLAET OT X NoTepu.ECn Bbl peryaspHo
[eNaeTe pe3epBHble KOMUY BalWX AaHHbIX, Bbl MOXKETE BOCCTAHOBUTL UX B CJly4ae
HeobxoanMocTU.TakuMm 06pa3oM, Bbl MOXKETE BOCCTAHOBUTbL MOTEPSHHbIE aibl
WSIN BEPHYTLCS K MpeablayLWen Bepcun AoKyMeHTa.

BaxxHo

BitDefender Total Security 2011 He npefHa3Ha4yeH Aas pe3epBHOro KONMPOBaHUS U
BoccTaHoBneHNa Windows. Bbl He MoXeTe co3faTb 0bpa3 onepaLioOHHON CUCTEMBI
1 YCTaHOBNEHHbIX MPUI0XEHNIA, C TeM 4TOObI Mo34HEe NpK HEOBXOANMOCTU MOXHO
6bI110 BOCCTAHOBUTb BaLlly CUCTEMY K 3TOMY COCTOSHWIO.

[0ns co3paHns pe3epBHON KOMUM AaHHbIX Ha JI0OKaSibHOM HOCWUTENE BbIMOAHUTE
cnenyolime OencTens:

1. OTkpownTe BitDefender.

2. 3anycTuTe MacTep JIOKaJbHOr0 pe3epBHOro KOMMpoBaHus.

@ B vHTepdence "OnbITHLIN NOb30BaTENL" NepenanTe Ha BKIaLKy XpaHeHue
¢dannos n BbibepuTe JlIoKasbHOE pe3epBHOE KOMMPOBAHMUE, NMocsie Yero
HaxmuTe JlokanbHOe pe3epBHOE KONMUPOBaHUE.

@ B nHTepdeince "SkcnepT" nepengnte B pasnen PesepBHoe KonupoBaHue
1 BbibepuTe JIokanbHOe pe3epBHOE KONMpPOBaHMe.

3. CnepynTe Wwaram MacTepa A5 HaCTPOVMKKU 1 CO34aHus pe3epBHON Konuu.Ons
noJsly4eHns LONONHUTENbHOM MHOopMaL MK nepenanTe Kk «Co3gaHne JIoKaJilbHOU
pe3epBHOV Konuu gaHHbIx» (p. 158).

a. Haxxmnte Danee.

b. BoibepuTe nOaHHble, PEe3epBHYI0 KOMWK KOTOPbIX Bbl XOTUTE CO34aTb, U
HaxxmuTe Oanee.

C. YKaxuTe, rae Bbl XOTUTE Pa3MeCTUTb PE3epPBHYIO KOMUIO faHHbIX: BbibepuTe
HoCcMTenb, HaxmuTe BblOpaTb MecTononoxeHue 1 BbibepuTe
MECTOMOJIOXKEHMNE Pe3ePBHOM KON (33 UCKITIOYEHNEM COXPAHEHNA Ha ANCKN
CD/DVD).HaxmuTte Danee.

d. Mpy HeobxoAMMOCTN HaACTPOWTE pacnucaHWe Pe3epBHOr0 KOMWPOBaHMUS K
HaxxmuTe Oanee.
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e. Beegute nMsa 3a4aHus pe3epBHOro KOMUPOBAHMUS U HaXXMUTe 3anyCTUTb
pesepBHOe KONUpOBaHMe.

f. LoXAWTeCb, MOKa pPe3epBHOE KOMWPOBaHME 3aBEPLUNTCS, U HaXMuUTe
3aBepLunThb.

Ecnm Bbl XOTWTE WCMO/b30BaTb [LOMOJIHUTESNIbHbIE MapaMeTpbl pPe3epBHOrro
KOMMPOBaHWA NN OCYLLLECTBAATb YpaBJieHne Co34aHHbIMN 3a4aHUAMUN PE3EPBHOMO0
KonupoBaHus, oTkponTe BitDefender B mHTepdence "Ikcnept", nepengute B
pa3nen PesepBHoe KonupoBaHue 1 Bbibepute Hactpouku.[ns nonyyveHus
[LOMOJIHUTENIbHON  MHOpMauuy nepengute K  «HacTpOWKM — pe3epBHOro
KonupoBaHus» (p. 161).
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34. BocCTaHOBJIEHWNE OaHHbIX U3 pe3epBHbIX KOMUNA,

Bbl MOXXeTe C IerkoCcTbio BOCCTAHOBUTb NOTEPSIHHbIE [aHHbIE, Pe3ePBHYIO KOMWIO
KOTOPbIX Bbl CAeNanmn 3apaHee C nomolubto BitDefender.Mepen BocCTaHOBNEHUEM
JaHHbIX ybenmTecb, YTO YCTPOMCTBO, Ha KOTOPOE Bbl CKOMUPOBAAN [aHHbIE,
[OCTYMHO.B 3aBMCMMOCTY OT UCMOJIb3YEMOr0 YCTPOWCTBA Bbl MOXKETE NPeANpPUHATH
04HO 13 CeAyoLWnX AeNCTBUN:

@ BcTaBbTe cMeHHbIM anck USB ¢ pe3epsHon konueir B nopT USB.

@ BctaBbTe CD/DVD ¢ pe3epBHOI KOMWen B ANCKOBOA,.

@ [lpoBepbTe, MOXETE SN Bbl MOAKIOYNTLCSA K CETEBOMY PEeCcypcy Wan cepBepy
FTP, roe coxpaHeHa pe3epBHas Konus.

0ns BOCCTAHOBNIEHMS [OaHHBLIX, PACMOJIOXKEHHBIX Ha JI0KaJIbHOM HOCKTENeE,
BbIMOJIHATE Cliefytolline NeiCcTBUS:

1. OTkpownTe BitDefender.

2. 3anycTuTe MacTep JIOKaJIbHOro BOCCTaHOBJIEHWA.

@ B nHTepdence "OnbITHLIN NONb30BaTENL" NepenanTe Ha BKAaLKy XpaHeHue
dainos 1 BoibepuTe JlokanbHOe pe3epBHOE KONMPOBaHMWE, MOC/e Yero
Ha)xMuTe JlokaNbHOe BOCCTaHOBJIEHME.

@ B vHTepdeiice "IkcnepT" nepenamnTe Ha BK1aLKy Pe3epBHOe KonupoBaHue
1 BbibepuTe JIokasibHOEe BOCCTaHOBJIEHMUE.

3. InA BOCCTAHOBMEHWSA [aHHbIX ClefyiTe WwaraM MacTepa.[ns nosyyeHus
LOMOSIHUTENBHON WMHOPMaUMN NepenanuTe K «BocCTaHOBAEHWE [aHHbIX U3
JIOKaJIbHbIX pe3epBHbIX Korui» (p. 160).

a. Haxxmnte Danee.

b. YkaxuTte ann pesepBHON KOMUK, U3 KOTOPOrO Bbl XOTUTE BOCCTAHOBUTb
[aHHble: BblbepuTe HOCUTENb, HaKMUTe BbIOpaTh MecTononoXxeHue 1
MeCTOMOJIOXKEHUE . ecs-(hanna pesepsHON Konun.Haxxmute danee.

C. YKaXkuTe yCcnoBua BOCCTaHOB/IEHUS OaHHbLIX U HaxxmMuTe [anee.Bol MoXeTe
BOCCTAHOBUTb AaHHble N3 pPa3/INYHbIX MeCTOMOJIOXKEHUIN NN BOCCTAHOBUTb
TOJIbKO Cneunduyeckne gaHHble.

d. HaxxmnTe BOCCTAaHOBUTD.
e. [loxxanTech, Noka AaHHble OyayT BOCCTAHOBJIEHbI, U HAXKMUTE 3aBepLUNTD.

Ecan TpebytoTca LOMOAHMTENbHbIE NapaMeTpbl BOCCTAHOBAEHWUS OaHHbIX WK
(byHKUMM yrnpaBieHus CO34aHHbIMU 3aaHWAMU BOCCTAHOBJIEHWUS, OTKPOMTE
BitDefender B wuHTepdence "Ikcnept", nepengute B pasnen PesepBHoe
KonupoBaHue 1 BblbepnTe HaCTPOUKKU.[INA MoAyyYeHUs AONOSHUTENbHON
NH(OPMaL N nepennTe K «HacTpoviku pe3epBHOro KonmposaHus» (p. 161).
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35. Co3paHune y4eTHbIX 3anucen nonb3osatens Windows

Y4yeTHas 3anuck nosib3osatens Windows npeacTtasnseT cobon eanHbIn Npocnb,
KOTOpbI 06beMHAET BCE HACTPOWKM, NPUBUEr NN U JINYHbIE (haliibl KaXKA0ro 13
nosb3oBaTenen.

C NOMOLLbIO YY4ETHbIX 3anucen Windows aAMUHNCTPATOP AOMallHEro KoMnboTEPa
MOXET ynpaBiaATb AOCTYNOM Ka)X4oro n3 noJib30oBaTesnen.

Co3faHme 1 HacTponKa y4YeTHbIX 3anuCen Mnosb30BaTeNel BbIMONHATCS B TOM
cJlydae, Korga KOMMbOTEPOM MOJIb3YITCA U poanTenu, n getu. Pogutenn mMoryT
HaCTPOWTb YYETHbIE 3aNUCK ONS KaXXO0ro U3 geTen.

BbibepuTe nmeoLwnincs Tun onepaLMioHHON cMcTeMbl, 4Tobbl onpeaennTb crnocob
C034aHuUsA y4eTHbIX 3anucen Windows.

® Windows XP:
1. BbiNnofHMTE BXOA B CUCTEMY C YYETHLIMW AAaHHLIMW aAMUHUCTPATOPA.

2. Haxxmute "Myck", BolibepuTe "MaHens ynpaBneHnsa", 3aTem BoibepuTe "Y4eTHbIe
3anucu nonb3osaTtenen”.

3. HaxxmuTe "Co34aTb HOBYIO YYETHYIO 3anunce".

4. Bepute nmsa nonb3osaTtens. MOXXHO UCMONb30BaTb UMSA Y PaMUINIO, TONBKO
UMSA NN NceBaoHUM. [ocne 3Toro HaxmuTe "Janee".

5. B KayecTBe Tuna y4eTHOWN 3anucu BbibepuTe "OrpaHnyeHHas" n HaxmumTe
"Co3paTb y4YeTHyl 3anucb". YY4eTHble 3anmcu C orpaHnUYyeHHbIMK MpaBaMu
NOAXOLAT AN LeTel, TaK KaK OHU He MO3BONSAIT BHOCUTb W3MEHEeHUs B
CUCTEMY M YCTaHaBAMBaTb ONpeLeneHHble MPUI0XKEHNS.

6. ByneT co3paHa HOBas y4YeTHas 3anuch, Nocjie Yero oHa rnosBUTCS B CNINUCKE
Ha 3KpaHe "YnpaBiieHne y4eTHbIMM 3anmucamn”.

® Windows Vista nnn Windows 7:
1. BbinosHMTE BXOA B CUCTEMY C YYETHLIMW AaHHLIMW aAMUHUCTPATOPA.

2. HaxxmuTe "Myck", BbibepuTe "MaHenb ynpaBneHns", 3atem Bbibepute "Y4eTHble
3anucu nonb3oBaTtenen”.

3. HaxxmuTe "Co3LaTb HOBYIO YYETHYIO 3anucb".

4. BeeguTte nmsa nonb3osatens. MOXXHO NCMOb30BaTb UMA U (haMUInNio, TONbKO
UMS UAN NceBaoHuM. Mocne 3Toro HaxxmuTe "Janee".

5. B KayecTBe Tuna y4yeTHOM 3anucu BbibepuTe "CTaHfapTHasd" U HaxMuTe
"Co3LaTb y4yeTHyl 3anucb". YYeTHble 3anucu C OrpaHUYeHHbIMU npaBaMu
NoaxXoasT Ans JeTel, Tak KakK OHW He MO03BOASAIT BHOCUTb M3MEHEeHUA B
CUCTEMY 1 YCTaHaBMBaTb ONpeLesieHHble MPUI0XKeH s,
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6. ByLeT co3faHa HOBas y4YeTHas 3anuck, Nocjie Yero oHa MnosBUTCS B CNINUCKE
Ha 3KpaHe "YnpaB/ieHne y4yeTHbIMU 3anmucamn”,

) 3aMeYyaHune

U Mocne co3aaHns HOBLIX YYETHbIX 3anuUCeit Nob30BaTENs MOXXHO CO3AaThb A5 HUX
naponu.
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36. ObHoBNneHue BitDefender ¢ ncnonb3oBaHMeM
NPOKCU-cepBepa

Kak npaBuno, BitDefender aBToMaT4YeCKM BbINOJIHAET MOMCK 1 UMMOPT HACTPOEK
NpoKcuK-cepsepa 13 cuctemol.ECM ons nogkaveHns K IHTepHeTy ncnosb3yercs
NPOKCU-CepBep, BO3MOXHO, NoTpebyeTcs y3HaTb HACTPONKM MPOKCU-CEPBEPA U
COOTBETCTBYlOWMM o0b6pa3om HacTpouTb BitDefender.MHCTpykunn pns 3Ton
npoueaypbl CM. B «[TpoCMOTP CBEAEHUI O HACTPOVIKax npokcu-cepsepa.» (p. 282).

Mo 3aBeplUeHWMM MOWCKA HACTPOEK MPOKCU-CEpBEPa BbIMOJHWUTE Cheaylolmne
nencTeuns:

1. OTkpowTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa 1
BbIbepuTe nHTEeptenc Akcnepr.

. Nepenante B pasnen O6wme > HacTpoukm.
. BoibepnTe HacTpoiiku npokcu-cepBepa B pa3aese HacTpoku nogkaioyeHums.
. 3apanTe HaCTPOMKN NPOKCU-CepBEPA B COOTBETCTBYIOLLMX MONSAX.

u B~ W N

. Haxxmute OK.
3ameyvyaHune

@ Ecnum 3Ta wHopMaums He nomorna, Bbl MOXXeTe 00paTuTbCA B MOAAEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
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37. ObHOBNEHME 00 APYrOM BEpCUM NPOayKTa
BitDefender 2011.

Wcnonb3ys BitDefender 2011, Bbl cMoXKeTe nerko 0bHoenATh BitDefender no 6onee
HOBbIX BEPCUN.

Bam HeobxoaMMO npocTo MpuobpecTy NULEH3MOHHBLIN KoY ANd MNpPOAYyKTa
BitDefender 2011, KoTOpbIN Bbl MJaHUpyeTe O0B6HOBUTb, M BBECTM €r0 B OKHe
perncTpaumm TekyLlero ycTaHoBaeHHoro npoaykta BitDefender 2011.

BbinonHUTE cnepytouime oeicTBus:
1. OTkpownTe BitDefender.

2. MNepenguTte no ccoinke CBeAeHUA 0 JIMLLEH3UM B HUKHEN 4acTu okHa.OTKpoeTca
OKHO perncrpauuu.

3. BBeamMTe NMLEH3VOHHBIA KoY N HaXKMUTe 3aperucTpupoBaTth cenvac.

4. BitDefender BbiBefeT coobLleHMe 0 TOM, YTO AaHHbIA JINLEH3NOHHBIN KoY
OTHOCUTCA K ApPYyroMmMy npoayKTy, W NPensioxXuT YCTaHOBUTb 3TOT
npoaykT.Nepengnte No  COOTBETCTBYIMOWEN CCbUIKE W BbIMOJHWTE
nocsefoBaTeNIbHOCTb LEeNCTBUIA U3 TPeX LWaros, YTobbl 06HOBUTL NPOAYKT.

a. MopTBEepaouUTL
b. BeinonHseTca oOHOBNEeHUe

JoxnanTtech, noka BitDefender 3aBepwnT npouecc 06HOBNEHNA.OTO MOXET
3aHATb HECKOJIbKO MUHYT.

c. ObHOBNEHME 3aBepLUEeHO
MpoLiecc 3aBepLueH. Bo3aMoxHo, noTpebyeTcs nepesarpyska CUCTEMbI.
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38. Cnocobbl noBbIWeHNS BbICTPOAENCTBUSA CUCTEMBI

BbicTpoLeNCTBME  CACTEMbI  3aBUCUT  He  TOJbKO OH  KOH(Urypauuu
nporpaMMHo-annapaTHoro obecneyerus (3arpyska LM, ncnonb3osaHue NamsaTi u
MPOCTPaHCTBA Ha [AMCKe).BbICTPOAERCTBME CUCTEMbl TakXe 3aBWUCWMT OT
KOH(MIypaLum nporpaMmMHoro obecriedeHuns 1 ynpasaeHus aaHHbIMM.

Cnenywowe  OencTteus  OOCTynHbl B BitDefender gna  noBblleHUSs
NPON3BOAUTENLHOCTU 1 BbICTPOENCTBUSA CUCTEMBI:

@ [JeparmeHTaums oucka gpusnyeckn peopraHnM3oBbIBAaET OaHHbIE Ha XKEeCTKOM
ancke B Uenax 6onee ObicTporo pocTyna K dalnaMm 1 MNOBbILLEHNS
NPON3BOAUTENILHOCTU CUCTEMbI B LLEJIOM.

@ Ounctka MK ynydwaeT NpoOU3BOAUTENIbHOCTb CUCTEMbI MNyTEM YyLOasieHUs
Hencnoab3yemMbix HansioB, HaNpuMep BpeMeEHHbIX (hanios IHTepHeTa, cookie n
BPEMEHHbIX CUCTEMHbIX (halnoB.

@ OunCTKa peecTpa — 3Ta (yHKLUMS BLINOJHSET CKaHMpoBaHue peecTpa Windows
W ydanseT HedonycTuMble  Kioun, 6narofaps  4eMmy  MOBbILIAETCS
NPON3BOANTENBLHOCTL CUCTEMBI.

@ Meproanyeckoe CKaHUPOBAHNWE CUCTEMbI — CKAHWPOBAHWE BbLIMOJHSAETCS He
pexKe OfIHOro pasa B Heaeto, obecrneynBas 3aLliMTy KOMMbIOTEPA OT BANSHNS
BPEOHOCHbIX NPorpaMm Ha BbiCTpoaeincTBMe N PaboTy CUCTEMbI B LIEJIOM,
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39. icnonb30BaHMe XpaHuauLa gannos

Xpanunnuwe annos BitDefender no3sonseT co3gaBaTb Ha KOMMblOTEpe
LUNHPOBAHHbIE TIOrMYECKME IUCKM, 3aLLUULLEHHbIE MapoJieM (XpaHWUMLLA), B KOTOPbIX
MO>XHO 6€30MacHO XpaHWUTb BaXKHble KOH(MAEHLANbHbIE JOKYMEHTbI. DU3nYecku
XpaHunuLLe npescTaBnseT cobon hainn ¢ pacumpeHmem BVD, pacnofnoXeHHbIN Ha
JIOKaJIbHOM »KeCTKOM AUCKE.

Mpwn co3faHum xpaHunuwa Ganaos HeobXxo4MMO y4eCTb [Ba Ba)XHbIX MOMEHTa:
pa3mep xpaHuaunia 1 naposib.06bemM namsaTy No ymoadaHuio (50 Mb) gomxkeH bbiTh
LOCTaTOYHbIM 4S9 XpaHeHMs KOHuaeHUanbHbIX 4OKYMeHTOB, hannos Excel un
ApYyrux gaHHbIX. TeM He MeHee, A5 XpaHeHWsa BuLAeo3anncen n gpyrux danios
60nbLIOro pazmepa MoxXeT NoTpeboBaTbCA LONONHUTEIbHOE NMPOCTPAHCTBO.

Ons 6Ge3onacHoro xpaHeHus alnoB UM Mamnok, COLEpPXKaluxX JNYHYI 1
KOHhmAeHUMaNbHY0 nHGopMauuio, B XxpaHmnuiax dainios BitDefender BbinonHnTe
cnepywouwme gencTens:

@ Co3panTe xpaHunuwie anaoB u 3aganTe AJA Hero HapeXxHbli Nnapoib.

YT100bl CO30aTb XpaHUMLLE, LIeNKHUTE MPaBOM KHOMKOW MbIWW Ha MyCTON
obnactu paboyero cTona WAy Ha Narnke B KOMMbIOTEPe, HaBeAWUTE Kypcop Ha
XxpaHunuwe annos BitDefender n BbibepuTe Co3paTh XpaHUIMLLE.

OTKpoeTCs HOBOE OKHO. [lanee BbINOJIHUTE Ccneyloune LencTBms:

1. Haxxmute 0630p, BhibepnTe pacrnosoXeHne XpaHuinLla u coxpaHuTe gain
XpaHUNULWa nog »esiaemMblM UMEHeM.

2. BoibepuTe BykBy Ancka 13 meHto. Mpu 0TKPLITUM XpaHUAULWa B pa3aene Mo#n
KoMnbloTep 0To6pa3uTCcs BUPTYyaibHbIN AWNCK, MOMEYEHHbIA BbibpaHHON
6ykBOM.

3. BBeauTe naposb xpaHuauiia B nonsx Mapons v NogTeepouThb.

4. Ecnm Bbl XOTUTE N3MEHWTL CTaHAAPTHLIV pa3mMep (50 MB) xpaHunvwa, BBeaNTE
HY>XHOe 3Ha4eHue B noJsie PasMep xpaHuauwa.

5. Haxmute "Co3paTb", ecnum TpebyeTcs TONMbKO CO3[4aTb XpaHUauWe B
BbIOpaHHOM pacnonoXeHmn. Ytobbl co3aaTth 1 0TOOPA3UTL XPaHUIULLE B BULE
BUPTYasnbHOro AMCKa, B pa3gene Mow komnbloTep BbibepruTe Co3paTtb M
OTKPbITb.

3ameyvyaHune

@ Mpn OTKPLITUM XpaHWMWa B pasfene Mol KomnbloTep oTobpaxaeTcs
BUPTYabHbIN ANCK. IUCK noMeyeH ByKBOW ACKa, HA3HAYeHHOM AN XpaHWUULLA.

@ Jo6aBbTe (haibl UK Nanku, KOTOpble C/ieAyeT COXPaHUTb B XPaHUAULLE.
YT106bI £O6BUTH (hali B XpaHUIuLLe, HeobxoAMMO CHayYana OTKPbITb XpaHUIULLE.
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1. Mepengnte Kk BVD-thanny xpaHuaumiua.

2. WenkHnTe nNpaBoi KHOMKOW MbllUK (halia XpaHWuLLia, HaBeauTe Kypcop Ha
XpaHunuuie dannos BitDefender u Boibepute OTKPbITS.

3. B oTKpbIBLLEMCSA OKHE BbibepnTe ByKBY AnCKa, KoTopas byLeT Ha3HavyeHa ans
XpaHunuLla, BBeANTE Naposib U HAXXMUTE OTKPbITh.

Tenepb onepauumn Ha ANCKe, COOTBETCTBYIOLLEM BbIOPaHHOMY XpaHWUMLLY halinos,
MOXXHO BbIMOJHATL, UCMOJb3Ys 4S8 3TOro NpoBoAHNK Windows, Kak 1 B Cyyae
C 00blYHbIM ONCKOM.YTOObLI A06aBMTL haitl B OTKPLITOE XPaHWINULLE, MOXHO
TaKXXe WeNKHYTb NpaBoi KHOMKOW MbILWIKN Ha XpaHuauule ¢dannos BitDefender n
BbIbpaTh Lo6aBUTL B XpaHunuwie ¢ainos.

@ XpaHunuuie 0onKHo ObITh Bcerpa 3abnokuposaHo.

OTKpbIBaTh XpaHWIULLE PEKOMEHAYeTCA TOJIbKO AJ18 AOCTyna Uan yrnpasieHus
NX COAEPXKMNMbIM.HT0ObI 3a610KNPOBATL XPaHUANLLE, LLLEIKHUTE NPaBOI KHOMKOM
MbILUN COOTBETCTBYIOLWMNIA BUPTYasbHbI AUCK B pa3gesie MoW KomnbioTep,
HaBeauTe Kypcop Ha XpaHunuwe ddannoB BitDefender u BhibepuTe
3abnokupoBaTb.

@ He ypansaute cdann xpaHunuuwia c pacwumpeHumem BVD.
Mpwv yaaneHun haiina BoINONHAETCSA TakXKe yaaneHne COAEPXMMOro XpaHunLLa.

[lonosHUTENbHbIE CBeAEeHUS 0 paboTe ¢ XpaHuMwamm ansios cM. B «LLingpopaHme
¢havinos» (p. 187).
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40. YcTpaHeHne Henonanok

B OaHHOI rnaBe MpvBEAEHO OMNWCaHWe HeKoTOopbIX MNpobieM, C KOTOopbIMK
noJb30BaTeSlb MOXET CTOJIKHYTLCS MpU KUcrnosb3oBaHun BitDefender, a Takxe
JaHbl Pa3NYHbIE BapUaHTbI UX PELUEHNIA. BObLIMHCTBO NPO6IeM MOXXHO YCTPaHUTb,
HaCTPOMB MapaMeTpbl NPOAYKTa COOTBETCTBYIOLUM 06pa3oMm.

Ecnm npobnema He onncaHa B 3TOM pasfene Wau npeasiaraeMble pelleHns He
NoaXoAsT AN ee yCTpaHeHus, 06paTuTeck B CNyXOy TexXHUYecKon noaaep KKu
BitDefender (KOHTaKTHble flaHHbIE NPUBEAEHbI B TEKCTE rnaBbl) «[logaepxka» (p.
272).

40.1. MNpobsieMbl yCTaHOBKM

DTOT pa3aesl MOMOXKEeT BaM YCTPaHWUTb Haubosiee pacnpocTpaHeHHble npobaemsl
c yctaHoBkow BitDefender.9Tu npobaembl MOryT BbITb CrpYNMMPOBaHbI B CleaytoLlmne
KaTeropuu:

@ OWmnbKM NoATBEPXKAEHNSA YCTAHOBKM: MAacTep YCTAaHOBKM HE MOXXET ObITb 3anyLeH
n3-3a ocobeHHoCTEeN Ballen CUCTEMBI.

@ Cboin yCTaHOBKMW: MacTep YCTaHOBKM 6bin 3anylleH, Ho ero paboTa He bbina
yIa4yHO 3aBeplUeHa.

40.1.1. OwmbKM NOATBEPXKAEHUSA YCTAHOBKM

Mocne 3anycka MacTepa yCTaHOBKM MPOBEPSETCS Psi YC/IOBUIA AN NMOATBEPKAEHUS
BO3MOXXHOCTU YCTaHOBKWU.B cnepytowein Tabnuue npencTaBieHsl Havbonee
pacnpocTpaHeHHbIe OLWMBKM MPOBEPKM YCTAHOBKM 1 PELLEHUS 1S UX NMPEOLOJIEHNS.

Owwnbka OnucaHme 1 pelleHune

Y Bac He,0CTaToO4YHO NpaB [ns Toro 4Tobbl 3amyCcTUTb MacTep HaCTPOMKU U
L4N9 YCTaHOBKM ycTaHoBkM BitDefender, Bam Heobxogmmbl npaBa
nporpaMmsl. afMuHucTpaTopa.CoenanTe cnefytolee:

@ Boiijute B CMCTEMY MOA YYETHOM 3amuCbio
agMUHuUcTpaTopa Windows v 3amycTuTe MacTep
YCTQHOBKM CHOBa.

@ LLlenkHnTe NpaBor KHOMKOWM MbILWIN Ha XPaHUINLLE
B Tabnmue un BbibepuTe 3anyctutb  OT
MMeHM.BBeanTte umsa nosb3oBaTeNs u Mnaposb
YYE€THON 3anucy agMuHucTpaTopa Windows.

[porpamMmma ycTaHOBKM BitDefender 6bln1 paHee YyCTaHOBNEH Ha Ballen
obHapy>xuna npeablayLlylo CMCTeMe, HO He 6blal MOMHOCTLIO yAaNeH, B CBA3U C
Bepcuio BitDefender, 4yem 6oKMpyeTCs HOBas ycTaHoBKa BitDefender.
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Ownbka OnucaHue un pelueHmne

KoTopas bbina YtOns peweHnd 3Ton npobnembl M YCTAHOBKWU
HenpaBWJIbHO yaaneHa. BitDefender, BbinosiHWTe Ccnepyowmne OencTBmS:

1. Nepengnte kK www.bitdefender.com/uninstall n
3arpy3nTe WHCTPYMEHT yhaneHns Ha Bal
KoMMbloTEp.

2. 3anyCcTuTb WHCTPYMEHT YyAaseHus, WUCnosb3ys
npasa aAMUHUCTpaTOpPa.

3. Mepe3arpy3nTe KOMMblOTEP.

4. 3anyctTute MacTep YCTaHOBKM CHOBa, 4TOObI
yCTaHoBuUTb BitDefender.

MponykT BitDefender Bbl nmbiTaeTecb  ycTaHoBMTbL  BitDefender Ha

HEeCOBMECTMM C Ballen HenoLLep>KMBaeMyto onepauyoHHYyto

onepauynoHHON cnctemon. cuctemy.lpoepbTe «CuCTEMHbIE TpeboBaHua» (p.
2), 4TO6bI YTOYHNTB, KaKne onepaLmoHHbIe CUCTEMBI
nonaepxmeaeT BitDefender.

Ecnv Bawa onepaumoHHasa cuctema Windows XP ¢
Service Pack 1 wnnu 6e3 Service Pack, Bbl MoxeTe
yCTaHoBUTb Service Pack 2 wan Bbiwe, 3aTeMm
3anyCTUTb MacTep YyCTaHOBKM CHOBA.

YCTaHOBOYHbIV (hain Ecnu BO3HMKaeT 3Ta ownbKa, 3HAYUT Bbl NbiTaeTeCh
npefHasHayeH ons 3anNyCTUTb  HEBEPHYI BepCuio  YCTaHOBOYHOMO
Pa3NYHbIX TUMOB thanna.CywiecTByeT ABe BEPCUM YCTAHOBOYHOIO haisia
npoLLeccopos. BitDefender: omHa pans 32-6MTHbIX MPOLLECCOPOB,

apyras ans 64-6MTHbIX NPOLECCOPOB.

Y7066 yBEANTLCSA B KOPPEKTHOCTY BEPCUN ANS BaLlen
CUCTEMBI, 3arpysuTe YyCTaHOBOYHbIN thann
HernocpeacTBeHHo M3 www.bitdefender.com.

40.1.2. Cbom yCTaHOBKM
B03MOXHbI HECKO/IbKO BapnaHTOB CH0 yCTaHOBKN:

@ B npoLecce ycTaHOBKM MOABASETCA 3KpaH ownbkn.Moxxet OTO6pa3I/ITbC$| 3anpoc
06 oTMeHe YCTaHOBKW U1K KHOMKa 3anyCckKa MHCTPYMeHTa yaaneHunsd, C NoOMOL b
KOTOPOTro BbIMOJIHAETCA O4YNCTKa CUCTEMBbI.

3amevaHve

@ Cpa3sy e nocne Ha4yafla yCTaHOBKM MOXKET 0TOBpasnTbCs yBeOMJIEH/E O HEXBATKeE
cBobogHOro MecTa Ha Aucke ans ycTtaHoBku BitDefender. B 3Tom ciyyae
HeobxoanmMo ocBoboanTL TpebyeMbili 06beM ANCKOBOrO NMPOCTPaHCTBa B pa3aene,
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roe nnaHupyeTcsa yctaHoBuTb BitDefender, a 3aTem Bo306HOBUTbL MV MOBTOPHO
3anycTUTb YCTaHOBKY.

@ YCTaHOBKa 3aBUCaeT, 1, BO3MOXHO, Balla CUCTeMa He 0TBeYaeT.[TOMOXKET TOJIbKO
nepesanyck CUCTEMbI.

@ YCTaHOBKa 3aBeplueHa, HO Bbl HE MOXKeTe BOCMOJIb30BaTbCA HEKOTOPbLIMU WJIN
BCceMun pyHKUmamu BitDefender.

Onsa ycTpaHeHus Henonagok u yctaHosky BitDefender sBeimonHuTe crnepyiowime
LencTBua:

1. OYMCTUTbL CUCTEMY MOCsie HeyAa4YHOW YCTaHOBKM. Ecnn npoucxoant cbow
YCTaHOBKW, HEKOTOpPbIE perncTpaunoHHble Kno4un 1 gannsl BitDefender moryT
0CTaTbCH B Bawlen cucteme. Takne ocTaBLumecs haiibl MOryT NoMeLlaTbh HOBOW
ycTaHoBke BitDefender. OHY Tak)Xe MOryT MOBAUSATbL Ha NPOU3BOAUTESIbHOCTb
1 CTabnnbHOCTb CUCTEMbI. IMEHHO MO3TOMY Bbl LODKHBI YAAAUTb UX, MpexXae
4eM MblTaTbCA YCTAaHOBUTb NPOAYKT CHOBA.

B 3TOM Cnyyae cambiM MPOCThIM peLleHVneM SBASeTCS MOJSHOe yAaNieHue u3s
CMCTeMbl 1 Mocnenytollas noBTopHas ycTaHoBka BitDefender.na nonyvyeHus
[IOMONHUTENbHON MHopMaL Ky nepenanTe K «llosHoe yaaneHne BitDefender.»
(p. 282).

2. npoaepre BO3MO)>XHbi€ NPUYUHDbI, NOMELUaBLLUKe YCTaHOBKe. ﬂpemne 4em
NPUCTYNNTb K NepeyCTaHOBKEe NpoAyKTa, OnpeaesinTe n ycCtpaHNTE BO3SMOXKHbIE
NMPWUYNHbI, KOTOPbIE MOT 1IN NPUBECTU K cboto YCTaHOBKMW:

a. MNpoBepbTe, He YCTaHOBNEHbl N Apyrue cpefncTBa 6e30macHOCTU, Tak Kak
OHV MOTYT HapywuTb HOpMaJibHOe (hyHKLMOHMpoBaHue BitDefender. Ecnin
OHV YCTaHOBJIEHbl, PeKOMeHAyeTCs YyAaJuTb BCe [Apyrue peLleHus
6e3onacHoOCTHY, a 3aTeM nepeycTaHoBuTb BitDefender.

b. Bam Takxe cnefyeT MpoBepuTb, He 3apaxeHa au cuctema.Coenante
cnepyiouee:

@ Bocrnonb3ynTtecb AuckoM-peaHumaTopom BitDefender nns npoBepku
KOMMblOTEPA U YCTPaHWTE BCE BO3MOXHble Yrpo3bl.[ns nosyyYeHus
OOMONHUTENBHON  MHoOpMauMM  nepenante K «Juck-peaHuMaTop
BitDefender» (p. 263).

@ OTkponTe okHO Internet Explorer, nepengute Kk www.bitdefender.com u
3anyCTUTE OHMANH-CKaHMPOBaHNE (HAXXMNTE OHJIAMH-CKaHUPOBaHMe).

3. MonpobynTe ycTaHoBNUTb BitDefender ewie pa3.PekoMeHayeTcs 3arpyxaTb U
3anyCckaTb NOCAEAHIO BEPCUIO YCTAaHOBOYHOrO (hannia ¢ www.bitdefender.com.

4. Ecan cHoBa npoucxoanT cbol ycTaHoBKKM, obpaTuTeck B BitDefender 3a
noaLeP KoM, Kak onucaHo B «llogaepxka» (p. 272).
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40.2. PaboTa cnctembl 3aMegJieHa

Kak npaBwno, mnocfie yCTaHOBKWM MporpaMmHoro obecneyeHms 6He3onacHOCTH
LOMYyCKaeTCs He3HAYUTENbHOE CHUXKEHNE BbICTPOAENCTBUS CUCTEMBI.

Ecnn pa60Ta CNCTEMbI 3HAYNTENIbHO 3aMefJsieHa, 3TO MOXKeT ObITb BbI3BaHO OLHOW
N3 cnenyrwnx npudnH:

@B cucrteMe ycTtaHOBJeHbl Apyrue peweHua Oe3onacHOCTH, NMOMUMO
BitDefender.

XoTsa BitDefender BbiMONHAET MOUCK W yAaNeHne nporpamm 6GesonacHoCTH,
0b6Hapy>XeHHbIX BO BpPeMS YCTaHOBKMW, PEKOMEHOYETCS YyAaluTb OCTasbHble
aHTMBUPYCHbIE MporpaMMbl 3apaHee, nepef YycTaHoBkou BitDefender.ns
Nosy4eHns LOMNOJHUTENbHON UH(pOPMauUn nepenpguTte K «YganeHue [pyrux
peLueHu 6ezonacHocTu» (p. 280).

® He cobGniopeHbl MUHUMasNbHble CUCTEMHble TpeboBaHuA pAsA 3anycka
BitDefender.

Ecnm KoMnbloTep He COOTBETCTBYET MUHMMAJIbHBIM CUCTEMHBIM TpeboBaHMsM,
3TO MOXET CTaTb MPUYMHON MeaseHHON paboTbl CUCTEMbI, 0COBEHHO Mpw
OLHOBPEMEHHON  paboTe  HEeCKONIbKUX  MPUIOXKEHUA.ONS  MosyyYeHus
LOMOSIHUTENbHOW MHGopMauuy nepenante K «MuHuUMasbHble CUCTEMHbIE
TpebosaHusa» (p. 2).

@ B peecTpe Windows ocTtanocb C/IMLLKOM MHOrFO HeJonyCTUMbIX KJII04 M.

C nomowbto o4ncTkm peectpa Windows MO>KHO MOBbICUTb MPOM3BOANTESIbHOCTb
cmcTembl. Ins noayv4eHns LONOAHUTENLHON NHGOPMaLmMn nepenanTe K «O4ncTka
peectpa Windows» (p. 202).

@ N36bITOuHAsA hparMeHTaLMUA XXKeCTKUX OUCKOB.

Bo BpeMs BbiNofHEHWS (hparMeHTaumuy (aiioB JOCTYN K (aiiiaM 3aMmennseTcs
W CHUXKAeTCs MPOM3BOANTELHOCTL CUCTEMBI.

C nomollblo gehparMeHTaLuuUmn AMCKa MOXKHO MOBbLICUTb MPOM3BOANTESIbHOCTb
CMCTEeMbL.ONSA  NOJyYeHUs OOMOJHUTENbHOW WMHGOPMauuM nepenanTte K
«[lechparmeHTaums pa3aesioB XecTkoro Ancka» (p. 199).

.3anymeHHble B CUCTeMe MNPUJIoOXKeHUA UCNOoJib3ylT CJIMLLKOM MHOro
pecypcos.

MoHnTop npomssBoguTensHocTu BitDefender no3sonseT onpenennTb, Kakum
0b6pa3oM MpuioXXeHns, 3anyLleHHble B CUCTEMe, BAWAIT Ha 3arpysky LM,
MCMO/b30BaHNe NaMaTU 1 MPOCTPAHCTBA Ha XXECTKOM [MCKe.

HeobxoanMMo BbISIBUTb MPUIOXKEHUS, KOTOPblEe OTPULATENbHO BAUSIOT Ha
NPOU3BOANTENBHOCTE CUCTEMbI, YTOObI 3aKpbiTb WAM OTCAEXMBaTb UX.Ons
NoayyYeHUss  AOMOJHWUTENbHOW  WHGpoOpMauun nepengnte K  «MoHUTOP
npown3soanTenbHocTh» (p. 206).
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40.3. CKaHnpoBaHMe He Ha4ynHaeTCH

HEVICI'IpaBHOCTVI TaKOoro Tuna MOryT BO3HUKaTb BCJ1IeACTBME ABYX OCHOBHbIX MPUYNH:

@ YcTaHoBNeHHasa paHee Bepcusa BitDefender, koTopas He 6bina yaaneHa
NOJIHOCTbIO, UJIM HEKOPPEKTHO yCTaHOBNEeHHas Bepcusa BitDefender.

B 3TOM c/lyyae cambiM MPOCThIM PELLUEHVEM SIBASIETCA MOJIHOE yhAaneHue u3
CUCTEMbI U NocneayloLlas NoBTopHas ycTaHoBka BitDefender.lns nonyyexus
LOMOSIHNTENbHOW MHopMaunn nepengute K «flosHoe yaaneHue BitDefender.»
(p. 282).

® B cucrteme ycraHoOBNeHbl Apyrue pewieHus 6e3onacHoCcTU, NMOMUMO
BitDefender.

B aTom C/lydae BbIMOJIHUTE Cneayrune LEeNncTBUs:

1. Ypanute gpyroe pelwleHne 6esonacHoCTU. s noayvyeHns AONOJHUTENbHON
nHopMauny nepenanTe K «YaganeHve apyrux pelueHusi beonacHocTn» (p.
280).

2. Ypanutb BitDefender n3 cuctembl NOSHOCTLIO.
3. MoBTopHas ycTaHoBKa BitDefender Ha komnbloTEp.

Ecnm 3Ta mHdopmauma He momorna, Bbl MoxeTe 00paTUTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «fllogaepxxka» (p. 272).

40.4. He ygaeTcs UCNoJib30BaTh NPUSIOXKEHME

Bo3HukaeT npobnema npu MNOnNbITKE MCMOAbL30BaTb MporpamMmy, KoTopas Ao
ycTaHoBku BitDefender paboTana HopManbHo.

Bbl MOXXeTe CTOJIKHYTbCS C OAHOW M3 CNefyoLWnX CUTYaLmniA.

@ MoxxeT oTobpaxaTbcs coobuieHme BitDefender o Tom, 4TO ofHa M3 NporpamMm
MbITaeTCA BHECTUN N3MEHEHNS B CUCTEMY.

@ porpamMma, KOTOpPYI0 Bbl MbITAETECH UCMO0/Ib30BATh, MOXKET BbIBECTU COODLLEHNE
06 owwmbKe.

Takne CUTyauun BO3HMKAKT B C/yyasix, KOrga MoAy/b akTWBHOTO BUPYCHOMO
KOHTPOJIS OLIMBOYHO OMpeaensieT HeKOTopble MPUSIOXKEHUS Kak BPELOHOCHbIE.

AKTVBHbII BUPYCHbIN KOHTPOJIb MpeAcTaBaseT cobon OTAeNbHbI MOAYb
BitDefender, KOTOpbIN CAYXUT 008 NOCTOAHHOrO OTCAEXUBAHUSA MPUSIOXKEHUNR,
3anyLleHHbIX B CUCTeMe, U MHPOPMUPOBaHMA 06 NX NOTEHLMabHO BPEAOHOCHOM
noseaeHun.NMockoNbKy B OCHOBE 3TOW (PYHKLUN NEXNT CMCTEMA IBPUCTUYECKOr0
aHann3a, BO3MOXHbl C/ly4an pacro3HaBaHWUS aKTUBHbIM BUPYCHBIM KOHTPOJEM
NErUTUMHbIX NPUI0XEHUI KaK BUPYCOB.

Mpy BO3HWMKHOBEHUN Takon cnTyaunn MOXHO WCKJIIOYNTb COOTBETCTBYHOLLEE
NPUNOXXEeHNE N3 MOHUTOPUHIa aKTUBHOIO BUPYCHOMO KOHTPOIA.
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Ona nobaBneHns nporpaMMbl B CMUCOK WCKJIKOYEHUIA BBLINOSHUTE cleaytoline
nencTens:

1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BblbepnTe nHTEepdenc IKcnepr.

2. NepenpnTte B pasfen AHTusupyc > LWuT.
3. HaxxmuTe [lononHUTENbHbIE HACTPOUKHM.

4. B HOBOM OKHe nepenguTe Ha BKNaaky WCKAOYEHMA, HaXXMUTE KHOMKY =
[o6aBuTb 1 NepenauTe B Nanky, rae Haxoautca EXE-hann nporpammbl (06bI4HO
B manke C:\Program Files).

5. HaxxmuTe OK, 4T0BObl COXPaHUTb U3MEHEHUS, 1 3aKPOWATE OKHO.
6. 3akponTe okHo BitDefender n npoBepbTe, BO3HNKAET v Npobaema no-npexHemy.

Ecnm 3Ta mHdopmauma He momorna, Bbl MoXXeTe 00paTuTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).

40.5. He ypaeTtca NnoAKIOYMTLCA K UIHTepHeTy

B HekoTOpbIX ClyyYasix nocsie ycTaHoBKM BitDefender nporpamma 6osiblue He MoXeT
NOAKJYUTLCA K VIHTEPHETY MK MOAYHYNTb AOCTYN K CETEBLIM C/1y)X6aM,

MacTep mouWcka W yCTpaHeHWs HernosafoK MO3BOMSET BbISABUTb U YCTPaHUTb
HemcnpaBHOCTK MoAKJOYeHUs. Ana 3anycka MacTepa oTKponTe BitDefender u
BbIMOJIHUTE CNeaylowmne 4encTBUS (B 3aBUCUMOCTI OT PEXXMMa M0J1b30BaTENIbCKOro
NHTepdenca):

NHTepdenc "OnbITHBIN Nonb30BaTeb"
Mepenpute Ha BKNaaKy BesonacHocTb 1 BbibeprTe HacTpouTb OpaHamayap
B obnacTty ObICTpbIX 3aday B IeBOM 4YaCTW OKHa.llepenpuTe Ha BKNALKYy
HacTpoikm B OTKpbIBLIEMCA OKHe W BblbepuTe TMOMCK M yCTpaHeHue
HEUCNPaBHOCTEM.

WHTepdenc "dkcnept"
Mepengnte B pasnen bpangmayap > Hactpouku n Haxmute Mouck u
yCTpaHeHue Henonapok.

[Ins 3anycka Movcka W yCTpaHeHWUs HEUCNPaBHOCTEN BbLINOMHMTE MPOLEAYpY,
COCTOSILLYIO 3 Tpex LuaroB.HaBuUraums no MacTepy OCyLLEeCTBSETCS C NMOMOLLbIO
KHOMKK flanee.[s BbIx04a U3 MacTepa HaXxmuTe OTMeHa.

1. Bo6po noxxanosaTb!
BribepuTe CO0M npu nonbiTKe gocTtyna B UHTepHeT.
2. OnpepeneHue npoSneMbl
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HaxmuTe BbiOpaTh npuno>xeHue n 063op o515 noncka EXE-haina nporpaMmel
(kak npaBuno, oH pacnosioxeH B KaTtanore C:\Program Files, Hanpumep
Firefox.exe).HaxxmuTe JLoOaBUTD.

3. PekomeHpyeMoe peLueHue

Boibepute [Oa, paspewutb [oOCTyn.HaxmMuTe 3aBepLunTb 1 MNPOBEpPbTE,
yZoanocb M yCcTpaHnTb npobnemy.

Ecnm 3Ta mHdopmauma He romorna, Bbl MoXXeTe 00paTuThCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).

40.6. He ypaeTcs ncnosib30BaThb NpUHTEP

B 3aBMCMMOCTM OT TUMa CETU, K KOTOPOI MOAK/YEH KOMMbloTep, bpaHamaysp
BitDefender MoxeT 3a6/10K1pPOBaTL COEANHEHWE MEXAY KOMMbLIOTEPOM 1 CETEBbIM
NPUHTEPOM.

B 3ToM ciiyyae pekoMmeHayeTcs HacTpouTb ans BitDefender B03MOXHOCTb
aBTOMaTUYeCKM paspeLlaTh NOAK/YEHUE K COOTBETCTBYIOLLEMY MPUHTEPY.

MacTep moucka u yCTpaHEHWs HEeMnosafoK MO3BOJIAET BbISBUTb W YCTPAHUTb
HEeNCNPaBHOCTN MOAKMOYEHNSA.[1a 3anycka MacTepa oTKpounTe BitDefender u
BbIMNOJIHUTE CAedytoLme 4eNCTBUA (B 3aBUCMMOCTY OT PEXMMa N0JIb30BaTENbCKOr0
UHTepdenca):

NHTepdenc "OnbITHLIN Nob30BaTeb"
Mepenpute Ha BkNaaKy BesonacHocTb 1 BbibeprTe HacTpouTb 6paHamaysp
B obnacTty ObICTpbIX 3aday B JIeBOW 4acTu OkHa.llepenguTe Ha BKNALKY
HacTtpoikmu B OTKpbiBLUEMCA OKHe W Bblbepute MOMCK M yCTpaHeHue
HEeUCnpaBHOCTEWN.

NHTepdenc "Ikcnept"
Mepengnte B pasgen bpanpmayap > Hactpouku n Haxmute Mouck u
ycTpaHeHue Henonaaok.

0N 3amnycka noucka v yCTpaHeHWsi HeUCrnpaBHOCTEN BLIMOJAHUTE MpoLeaypy,
COCTOALLYIO 13 TPeX Laros.HaBuraums no MacTepy oCyLLECTBSETCS C MOMOLLbIO
KHoMkn flanee.[lns Bbix0ofa U3 MacTepa HaXxMmuTe OTMeHa.

1. Bobpo noxanoBaTb!
BbibepnTe CH0M Npu BbIBOAE Ha neyaTb.
2. OnpegeneHue npobSnembl

HaxxmuTe BblbpaTb npuHTEp.B cnncke BbibepuTe NpUHTEP N0 UMEHU MAK MO
IP-apnpecy.Ecnn He ygaeTcs HaWTy yCTPOWCTBO B CMIMCKE, MOXXHO BPY4YHYHO BBECTH
IP-anpec B none penaktupoBaHus.Haxmute Llo6aBuUTb.

3. PekomeHpyemoe pelueHue
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Boibepute [HOa, paspewutb [oOcTyn.HaxmuTe 3aBepLuuTb 1 MNpOBEpbTE,
YAanoch N yCTpaHuTb npobaemy.

Ecnm macTep mouMcka M yCTPaHEHUS HEeMCrnpaBHOCTEN COO6LIAET O TOM, YTO
npobnema He cBsizaHa C OpaHamayspom BitDefender, ycTaHOBMEHHbIM Ha
KOMMbIOTEpPE, NPOBepbTE CliefytoLe BO3MOXKHbIE MPUYUHbI:

@ COBMECTHBIN LOCTYN K (haitly 1 NPUHTEPY Ha BalLeM KOMMbloTepe MOXET BbiTb
3a6n0knpoBaH 6paHAMay3poM, YCTaHOB/IEHHbIM Ha APYrOM KOMMbIOTEpE.

» Ecnv ncnonb3yetcs 6panamaysp Windows, ero MoXXHO HaCTPOWTb, Pa3peLlnB
LOCTYyn K (haiiniam ¥ MNpuHTEpam cieaylowmnm obpasoM: OTKPOWTE OKHO
HacTponku bpaHamayspa Windows, Bknagky UCKNo4eHUs 1 oTMeTbTe (h1aXkok
O6wmit poctyn K hannam u NnpUHTEpam.

» Ecam ucnonb3yeTcs npyroit 6paHamayap, obpaTuTech K ero LOKyMeHTauum
Unn aiiny cnpaBku.

@ Obuine ycnoBus, KOTOpble MOryT MPeAOTBPaTUTb WCMOJb30BaHWe 06LLero
NPUHTEPA UIN NOAKJIIOYEHNE K HEMY:

» BO3MOXXHO, BaM NpuAETCA BOMTMW B Y4ETHYI0 3anuck agMuHuctpatopa Windows
ANS [oCTyna K obLemy npuHTepy.

» PaspelleHuns yCTaHaBAMBAOTCS Ha OBLLMIA MPUHTEP, YTOBLI pa3peLlnTh A0CTYN
TOJIbKO KOHKPETHOMY KOMMbIOTEPY 1 M0J1b30BaTENAM.EC/IN Bbl XOTUTE OTKPbITh
06LLIMiA 4OCTYM K BaLLeMy NPUHTEPY, NPOBEPLTE Pa3peLleHus, yCTaHOBEHHbIe
Ha NpuHTepe, 4TOObI YBUAETb, pa3pelleH /W M0/b30BATEN0 Ha [PYrom
KOMMblOTEpe AOCTYM K NMPUHTEPY.EC/N Bbl NMbITaeTeCh NOAKMOUNTLCS K 06LLIEMY
NPUHTEPY, CBSXXMUTECH C NOJIb30BaTeIeM APYroro KOMMbioTepa AJis MPoBepKM
TOro, eCTh JIM Y BaC paspeLleHne Ha NOAKII0YEHIE K NPUHTEpPY.

> anIHTep, NOOKJTHOYEHHBIN K BallEMY KOMMbIOTEPY NN K APpYrOMYy KOMMbIOTEPY,
HE ABJIAETCA 06LLLI/IM.

» O6wuii NnpuHTEp He fobaBNeH Ha KOMMbIOTEP.

3amevaHve

@ YT0bbl Hay4MTbCA ynpaBnAaTb NpuHTepamu (obecneymBaTb 06WMA [OCTYN K
NMPUHTEPY, YCTaHaBAMBaTb WAW yAanAaTb pPaspelleHns [ns  npuHTepa,
NOAK/YATLCA K CETEBOMY WAM K 0BLEeMYy MPUHTEpPY), NepenguTte K LEeHTpYy
cnpasku n noaaepxkn Windows (B MeHto Myck BeibepuTe KoMaHay CnpaBKa U
noppepxka).

@ locTyn K CeTeBOMY TMPUHTEPY [ANS OMNpefefieHHbIX KOMMbIOTEPOB WK
nonb3oBateneir MoxeT ObiTb orpaHuyeH. Heobxoanmo npoBepuTb Y
aMUHUCTPATOpPa CETU HaNM4ne pa3peLleHUin Ha NOAKIIIOYEHNE K 3TOMY MPUHTEPY.

Ecnm 3Ta mHdopmauma He romorna, Bbl MoXXeTe 00paTuThCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
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40.7. He ypaeTcCs pa3peLllnTb COBMECTHbIA 0CTYN K hannam
C Opyroro KommnbtoTepa

B 3aBMCMMOCTM OT TuMa CeTU, K KOTOPOM MOAKIIOYEH KOoMNbloTep, bpaHaMay3p
BitDefender moxeT 3ab/oKMpOBaTb COEAVMHEHWE MexXAYy BawuM W ApYrumM
KOMMbIOTEPOM.ITO MOXET MPUBECTU K TOMY, YTO B [AaJibHelLleM COBMECTHbIN
LOCTYN K 3TUM haiiniam C Apyroro komnbtoTepa byneT 3abnokmposaH.B 3Tom cnyyae
pekomeHayeTca HacTpouTb pAnsa BitDefender BO3MOXHOCTb aBTOMaTUYeCKM
pa3peLaTb NOAK/I0YEHNE K COOTBETCTBYIOLLEN cucTeme.

MacTep nmowcka W yCTpaHeHWs HernosafoK MO3BOSIET BbISIBUTb U YCTPaHWUTb
HemcrnpaBHOCTK MoAKJoYeHUs. [Ana 3anycka MacTepa oTKponTe BitDefender u
BbIMOJIHUTE CNeaylowmne AeNcTBUSA (B 3aBUCUMOCTI OT PEXIMMa M0J1b30BaTENIbCKOr0
NHTepdernca):

NHTepgenc "OnbITHBIN Nonb30BaTeNb"
MepenpuTe Ha BKNaaKy BesonacHocTb 11 BbibeprTe HacTpouTb OpaHamayap
B 06nacTty 6bLICTPLIX 3aday B JIEBOM 4YacTu OKHa.llepenguTte Ha BKIAAKY
HacTpoikm B OTKpbiBLUEMCSA OKHe K BblbepuTe MOMCK M ycTpaHeHue
HEUCNPaBHOCTEM.

NHTepdenc "Skcnept"
Mepengnte B paspen bpangmayap > HacTtpouku n Haxmute MNMouck un
yCTpaHeHue Henonapok.

[na 3anycka noucka v ycTpaHeHUs HEeUCnpaBHOCTEWN BbINOJHUTE MNpoLenypy,
COCTOSALLYIO U3 Tpex waros.HaBuraumns no MacTepy OCyLLECTBASETCA C MOMOLLbIO
KHOMKn Janee.[lna Bbixoda U3 MacTepa Haxxmute OTMeHa.

1. Bo6po noxxanosaTb!
BribepuTe COOM Npu nonbiTKe A0CTYNa K KOMNbIOTEPY B CETH.
2. OnpepeneHue npoSneMbl

HaxxmMnTe BbiOpaTbh KOMNbloTep.B cnucke BbibepuTe KOMMbIOTEP MO VMEHU
nnu no IP-agpecy.Ecnm He yaaeTcs HANTU KOMMbIOTEP B CAUCKE, MOXHO BPYYHYIO
BBecTU IP-anpec B none pegakTupoaHus.Haxmute Lob6aBuTb.

3. PekomeHpyeMmoe pelleHue

Boibepute [HOa, paspewutb [ocTyn.HaxmuTe 3aBepLuuTb 1 MNpoBepbTE,
YyAanoCh N yCTpaHuTb npobaemy.

Ecnm 3Ta mHdopmauma He mnomorna, Bbl MoxeTe 00paTUTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
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40.8. Hn3kaa ckopocCTb coegmnHeHuns ¢ IHTepHeTOoM

dTa cMTyaums MOXKeT BO3HUKATb nocse ycTaHoBky BitDefender.Mpobnema moxxeT
6bITb Bbl3BaHa owmbkaMun KoHpMrypauun bpaHamayaspa BitDefender.

[ns noncka n yctpaHeHus HEI/ICI'IpaBHOCTEVI BbINOJIHNTE Crepyouine LencTBms:

1. OTkpownTe BitDefender, HaxmMnTe MapaMeTpbl B BEPXHEM MPaBOM Yrjy OKHa ”
BblbepuTe nHTEpPGeNnc Kcnepr.

2. MNepengnTe B pasnen bpangmaysp > HacTponku.
3. [lns BpeMeHHOro oTkJoYeHna bpaHaMayapa CHUMUTE iaxxok BpaHaMayap
BKJIIO4YEH.

4. NMposepbTe paboToCNoCObHOCTb NOAKYEHNS K IHTEPHETY Npy OTK/I0YEHHOM
6paHamayape BitDefender.

@ Ec/qv BOCCTAaHOBUTL NOAKIOYEHNE K IHTEpHETY BCe ellle He yAaeTcs, 3HaunT
3Ta HencnpaBHOCTb Bbi3BaHa He BitDefender. Heobxogumo cBsizaTbCs C
nocTaBWuKOM ycnyr WHTepHeTa wu  npoBepuTb paboTocnocobHoCcTb
NOAK/OYEHUSI HA CTOPOHE MOCTaBLLMKa.

ECiin NOCTaBLUMK WMHTEPHET-yCayr MOATBEPXAAET, 4TO Ha ero CTOpOHe
Hemonagky C COeAMHEHMEM OTCYTCTBYIOT, HO npobnemMa npoaosKaeT
BO3HMKaTb, obpaTuTech B BitDefender B COOTBETCTBMU C MHCTPYKUUAMU B
pa3gpene «[logaepxka» (p. 272).

@ Ecniv BaM ypanocb MNOAKMOYMTBCA K WHTEpHeTy nocie OTK/YeHUS
bpaHamayapa BitDefender, BoINONHUTE Cnepytowine LENCTBUA:

a. OTkponte BitDefender, HaxxmuTe MapaMeTpbl B BEPXHEM MPaBOM yriy
OKHa U1 BblbepnTe UHTepdec IKcnepT.

b. Mepenante B pa3gen Bpangamayap > HacTpoWkM 1 ycTaHOBUTE
COOTBETCTBYIOLIMIA (hNAXKOK [/151 BKOYeHNs 6paHaMayapa.

C. Hoxmnte [lonoNHUTeNbHbIE HACTPOMKM, BbibepuTe PaspewuTtb
COBMECTHbIN AOCTYN K WHTEPHET-COeAMHEHMUI0 U CHUMUTE (1aXKOoK
BnokupoBaTb CKaHMpPOBaHUE NOPTOB.

d. MNepengnte Ha BKnafky CeTb B rJlaBHOM OKHe.

e. OTkpoiTe BbiMafawllee MeHlo M3 cTonbua Tum ceTm u Bbibepute
Domalunan/OducHas.

f. Mepengute B cTonbeu OOWMIA 1 3apaliTe 3HaveHne Hda. 3apanTe Ons
napameTpa PeXXuUM HEBUAMUMKM 3Ha4YeHne Y BaneHHbIN.

g. MpoBepbTe AOCTYNHOCTb NOAKJIOYEHNS K VIHTEPHETY.

Ecnm 3Ta mHdopmauma He momorna, Bbl MoxeTe 00paTuTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «fllogaepxxka» (p. 272).
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40.9. ObHoBNeHune BitDefender npu HM3KOM CKOPOCTH
NHTEPHeT-CoegMHEeHNS

Mpy HN3KOW CKOPOCTU MHTEPHET-COeAMHEHUS (HanpyMep, MOLEMHOr0) B npoLiecce
0OHOBMEHMS MOrYT BO3HUKaTb OLWNOKN.

Ons perynspHoro o6HOBMEHWUs BUPYCHbIX curHaTyp BitDefender BbinonHuTe
cnenyolime OeicTBns:

1. OTkpowTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BbibepuTe nHTEepdenc Akcnepr.

2. MepenpnTe B pasnen O6bHoBneHne > HacTpomkMm.

w

. B pa3pene Hactpoiika o6HOBNeHUs BpyUHYI0 BbibeprTe CnpawimBaTh nepen
3arpy3Kkon o6HOBJIEHUM.

. Haxxmute MpUMeHUTb 1 NepeiranTe Ha BKIaaky OOGHOBUT.
. HaxxmuTe OBHOBUTBL celyac, Nocsie Yero 0TKPOeTCs HOBOE OKHO.

. BbibepuTe To1bkO OOHOBNIEHUA CUTHATYP, 3aTeM HaxxmuTe OK.

N o Ul b

. BitDefender BbINOAHWT 3arpy3ky n yCTaHOBKY TOJIbKO OOHOBMIEHWI BUPYCHbIX
CUrHaTyp.

40.10. ObHoBneHue BitDefender Ha KomnbloTEpE, HE
NOAK/IIOYEHHOM K IHTepHeTy

Ecnn komnbloTep He NOAK0YEH K UHTepHeTY, HeobXxoAMMO 3arpy3nTs 06HOBAEHMNS
BPYYHYIO Ha KOMMbIOTEpP, UMeLWNA JoCTyn B IHTEPHET, 1 3aTeM MepeHecTu nx
Ha CBOW KOMMbIOTEP C NMOMOLLLI0 CbeMHOro HocuTens (Hanpumep, USB-HocuTens).

BbinonHuTe crepytoLine NencTens:

1. Ha komnbloTepe, nogkayeHHoM K VHTepHeTy, oTkponTe Beb-bpaysep u
nepenguTe no crepylowemy agpecy:

www.bitdefender.com/site/view/Desktop-Products-Updates.html

2. B cTonbue OBHOBNEHME BPYYHYIO HaXXMUTE Ha CCbIJIKY, COOTBETCTBYIOLLYO
apXUTEeKTYype NCMOoJIb3yeMOoro NPOAYKTa U CUCTeMbl.YToObI y3HaTb, Kakas Bepcus
Windows (32- wnn 64-pa3psifiHas) YyCTaHOB/JEHa Ha KOMMbloTepe, CM.
«OnpepeneHne ucnonbzyemovi sepcun Windows (32- nan 64-paspsaHas)» (p.
281).

3. CoxpaHuTe B cucteme hainn ¢ umeHem weekly . exe.

4. MMepeHOC 3arpy>XeHHbiX (alnoB Ha CbEMHbIA HOCUMTENb (Hanpumep, Ha
USB-HOCUTENb), @ 3aTEM B KOMMbLIOTEP.

5. [BaxAbl LWeNKHUTE MbIWbIO Ha (haitl n cnefyinTe MHCTPYKLUAM B MacTepe.
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40.11. BitDefender He oTBevaeT

OTa rflaBa MOMOXeT BaM yCTpaHUTb ownbky BitDefender He oTBevaeT.Bbl MOXeTe
CTONIKHYTbCSA C 3TOW owmbKom cneayowmnm obpasom:

@ 3Hayok BitDefender Ha naHenn 3agay oTobpa)kaeTcs CepbiM LIBETOM, K
BCMJIbIBatOLLLEE OKHO MHOPMMPYET Bac 0 ToM, 4To BitDefender He oTBeyaeT.

@ OkHo BitDefender nokasbiBaeT, 4To BitDefender He oTBeyaeT.

Owwmbka MOXeT ObITb BbI3BaHa OHON U3 CAEAYIOWMNX MPUYNH:

@ YCTaHaBMBaeTCa BaxXHoe 06HOBNEHME.

@ BpeMeHHbIM owmnbkam cBa3n BitDefender.

@ HekoTopble u3 cnyxb BitDefender ocTaHoBNEHDI.

@ npyrue cpencTea besonacHocTy paboTatoT ogHoBpeMeHHO ¢ BitDefender.

@ B/IPYCbI B CUCTEME MELLAIOT HOPManibHOMY (hyHKUMOHMpoBaHuio BitDefender.
Onda ycTpaHeHns 3Ton owmnbkm nonpobyinTe BbINOJHNTL Clefytowne LeNcTBms:

1. HECKONbKO MUHYT MOLOXAUTE BO3MOXKHbIX M3MeHeHU.Owmnbka MoxeT ObiTb
BPEMEHHON.

2. MNepe3arpy3uTe KOMMNbIOTEP M JOXAUTECH 3arpy3ku BitDefender. OTkponTe
BitDefender n npoBepbTe, He yCTpaHeHa nn owmnbka.lepesarpyska KoMnbloTepa
00bI4HO pellaeT npobnemy.

3. MpoBepbTe, He YCTaHOBJ/IEHbI /N Apyrue cpeacTsa 6€30MacHOCTH, TakK Kak OHU
MOTyT HapywuTb HOpMasibHoe (yHKLUMoHMpoBaHue BitDefender. Ecnm oHu
yCTaHOBJEHbI, PEKOMEHAYeTCa YAaUTb BCe Apyrue pewweHns 6esonacHocTy, a
3aTeM nepeyctaHoBuTh BitDefender.

4. Ecnm ownbka noBTOpsieTCs, BO3MOXXHO, Npobnema bonee cepbesHa (Hanpumep,
cucTeMa 3apaXkeHa BMpycoMm, MewatoLmm paboTtaTh BitDefender).3a TexHnyeckom
noagepxxkon obpawantecs K BitDefender no ccoinke «fMogaepxka» (p. 272).

40.12. AHTUCNaM paboTaeT HEKOPPEKTHO

dTa CTaTbd MOMOXET BaM YCTpaHUTb cregytlowue npobnembl, CBA3aHHblE C
onepaumamMun punbTpauum aHtucnama BitDefender:

@ KonmyecTBo NierasibHblX cO0bLEeHU, MOMeYeHHbIX Kak [cnam].
@ MHorue cnam-coobLleHns He NoMeYeHbl GUAbTPOM aHTUCMNaMa.

@ PUNbTP aHTUCNaMa He pacrno3HaeT Cnam-coobLyeHus.
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40.12.1. NNeranbHble coobLEeHNA MoMeYeHbl Kak [craMm]

JleranbHble coobuieHns nomeyeHbl Kak [cnaM] moToMy, 4To AAs aHTWCMama
BitDefender oHW BbIFNAAAT Kak cnam.Bbl MoXxeTe pewuTb 3Ty npobnemy
COOTBETCTBYIOLLEN HACTPONKON hUbTpa aHTUCNaMa.

BitDefender aBToMaTu4eckn pobaBndeT monyvyaTesiel Balleil MoyTbl B CMKUCOK
apy3en.CoobLLeHNs 3NeKTPOHHONM MOYTbI, NMOJyYeHHble 0T KOHTAKTOB M3 CMMCKa
LpYy3el, y4NTbIBalOTCSA Kak JierasbHble. OHU He MPOBEPSIOTCSA PUSIbTPOM aHTMCNaMa
N HUKOT @ He nmomeYatoTcs Kak [cnam].

ABTOMaTM4ECKas HaCTpoWka CruCKa [Apy3el He npefoTspallaeT ownbok
06Hapy>XeHUs, KOTOPbIE MOrYT BO3HWUKHYTb B CIeAYIOLLUX CIIyYasX:

@ Bbl nonyqaeTte 60/blUOE KOMMYECTBO KOMMEPYECKOW MOYThl B pesysbTaTe
NOAMUCKM Ha pasfiMyHbIX Beb-caiiTax.B gaHHOM cnydvae pelweHuem bypet
n06aBMTb aipeca 3NEKTPOHHON MOYTbI, C KOTOPLIX MPUXOAAT AaHHbIE COOBLLEHNS,
B CMNCOK Apy3en.

@ 3Ha4yuTeNbHasA YacTb BaLLen erasnbHOM MNOYThl OT J0AeN, C KOTOPbIMU Bbl HUKOT Aa
He nepenuncbiBasnCb, HanpuMep KAWEHTOB, MOTEHUMWaslbHbIX MapTHEPOB W
Opyrnx.B naHHOM ciyvae HeobxoAnMbl Lpyrue peLleHuns.

Ecnm Bbl mMcnonb3yeTe OAWMH W3 MOYTOBbIX K/JMEHTOB C WHTErpupOBaHHbLIM
BitDefender, nonpobynTe cnegytowne peleHuns:

1. YKa3aTb OWKnbKY obHapyxeHus. cnonb3yeTcs Ans TPEHUPOBKM obyyatoLiero
snpa (baecoBckoro) uabTpa aHTMCMNaMa 1 MoMoraeT NpefoTBPaTUTb OLLNGKN
obHapyxeHus.0by4atoLiee 11p0 aHaM3UPYeT YKazaHHble CO0BLLEHNS 1 U3yyaeT
UX CTpyKTypy. Crnegytouime cooblieHUs 31eKTPOHHOW MOYThI, CofepKaline
0[lIMHAKOBbIE 4acTy, He ByayT noMeyeHbl Kak [cnam].

2. YMeHbLUEHME YyPOBHSA 3alUnTbl aHTMCMaMa. Mpu yMeHbLIEHUN YPOBHS 3aLUNTI
bunbTpy aHTUCMamMa Hy)XHO 6osblle MPU3HAKOB ANs  KlacCUugurKaumm
CnamM-coobLLeHNA 3NEKTPOHHOM NOYTLI Kak cnama.lpobyiiTe ncnosb3oBaTb 3TO
peLleHne, TOSIbKO ecin 60bLIoe KOMYECTBO JIerasbHON MoYThl (B TOM Ynucne
KoMMepyeckue coobLyeHrs) HEBEPHO OMNpPeaensaeTcs Kak cnam.

3. MNepenoarotoBka sapa oby4veHus (banecosckoro dunbTpa). MpobyinTe 3TO
peLleHne, TONbKO ecan NpeablayLine He NPUHECN pe3yabTaToB.

@

3ameyvyaHune

BitDefender uHterpupyetcs B Hanbosiee 4acTo NCMOJb3yeMble MOYTOBbIE KIIMEHTHI
C MOMOLLbIO MPOCTOW B MCMOJIb30BAHUMN aHTUCNAM NaHean UHCTPYMeHTOB.C NOJHbIM
CMNCKOM CUCTEMHbIX TpeboBaHMA MOXKHO 03HAaKOMUTLCA B pa3aene «TpeboBaHus
rnporpaMmHoro obecrie4eHus» (p. 2).
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Ecnn Bbl MCMoONb3yeTe [PYyrol MOYTOBbLIA K/AWEHT, Bbl HE CMOXETe YKa3aTb
cnam-cooblieHns 1 noaroToBuTh obydvatollee sapo. Ons pelleHus npobnems
nonpobyiiTe NOHN3UTb YPOBEHb 3aLLINTHI.

[l06aBNTb KOHTAKTbI B CMINCOK ApYy3en

Ecnv Bbl UCnonb3yeTe NoaaepXXMBaeMbl MOYTOBLIA KJMEHT, Bbl MOXKETE NIErKO
[06aBNATL OTNpaBWTENeN JerajbHOM MOYTbl B CMWCOK Apy3en.BobinonHuTe
crnepywouime oencTens:

1. B BalleM MOYTOBOM KJIEHTe BblﬁepI/ITe coobuyeHne 3)'I€KTpOHHOI7I No4YThbl OT
oTnpaBuTeNsd, KOTOPOro Bbl XOTUTE n06aBnTb B CMNCOK )J,py3e|7|.

2. HaxmuTe KHOMKYy % [Lo6aBMTL Apyra Ha naHenu ynpaeieHWs aHTMCnama
BitDefender.

3. Bam OypeT npensioxxeHo noaTBepAuTb [nOobaBneHWe aapecoB B CMMCOK
npy3eit.BeibepnTe He noka3sbiBaTbh 3TO coobLLeHUe cHOBa 1 HaxxMuTe OK.

Bbl Bcerpa 6yaeTe nonyyaTb coobLieHNs OT 3TOro afpecaTa, HE3aBUCUMO OT KX
CoaepXaHus.

Ecnm Bbl NCNOb3yeTe APYroi MOYTOBLIV KNNEHT, Bbl MOXKeTe 400aBNATb KOHTaKThI
B CMUCOK Apy3en n3 nHtepgenca BitDefender.BeinonHuTe cnepytowime oencrens:

1. OTkpownTe BitDefender, HaxmMuTe MapaMeTpbl B BEPXHEM MPaBOM Yrjy OKHa 1
BblbepuTe NHTEpdenc Kkcnepr.

. HaxxmuTe AHTMCNAM B JIEBOM MEHIO.
. WenkHnTe BKNagky CraTtyc.
. HaxxmnTe YnpassieHne apy3baAMKU.[109BUTCA OKHO HAaCTpOeK.

u B~ W N

. BBenute agpec 3ﬂeKTpOHHOI7I MO4YThbl, C KOTOPOro X0TuTe BCErda nojy4aTb No4Ty,
N HaXXMUTE KHOMKY (2] ona nobasneHns ajpeca B CNMUCOK u,py3e17|.

6. HaxxmuTe OK, 4TOObI COXPaHUTb U3MEHEHWS, 1 3aKPOWTE OKHO.

YKa3aTb ownbkn obHapyxeHns

Ecnm Bbl ncnonb3yeTe NOLLEPKUBAEMbIA MOYTOBLIN KJIMEHT, Bbl MOXETE JIerko
KOPPeKTMpoBaTb (WUJbTP aHTUcnama (ykasbiBafg MUCbMa, KOTOPble He Hapgo
nomeyatb Kak [cnam]). [aHHble fencTBusA ynyywaTt 3hPeKTUBHOCTb (huabTpa
aHTUcnama.BeinonHuTe cnepyouine encTeus:

1. OTKpoWTe BaLl NMOYTOBLIA KANEHT.

2. Mepenante B Manky HeXenaTeNbHOM Mo4yThl, Kyda MoMeLlaTcs
cnam-coobLeHuns.

3. Boibepute nerntumHble coobuieHus, owmnboyHo nomeyeHHsble BitDefender kak
[cnam].
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4. HaxxmnuTe KHomnky “ Jlo6aBMUTb gpyra Ha mnaHenu ynpas/ieHWs aHTUCMaMa
BitDefender nns pobaBneHuss OTMpaBUTENS B CMNMCOK Apy3en.Bam Oyner
Heobxonnmo HaxaTb OK ans noatBepxaeHus.Bol Bcerga bypete nonyyatb
CoobLLEeHNa 0T 3TOro agpecaTta, He3aBUCKMO OT UX COAEPXKaHNS.

5. HaxmuTe KHonky = He cmaM Ha naHenu aHTucnama BitDefender (06bi4yHO
pPacnoioXXeHHON B BEPXHEM YacTW OKHa MOYTOBOr0 KJMEHTA). ITO YKakeT
obyyatollemy s4py, 4To BbibpaHHble COOBLLEHNS HE ABNAIOTCA CMaMoOM, U OHM
6yayT nepemelLieHbl B Nanky "Bxoasawme".CnenytoLine coobLLEHNS 31eKTPOHHON
noyThbl, coepxaline oAMHaKoBble YacTu, Bosblue He ByayT MoMeyeHbl Kak
[cnam].

YMeHbLUeHMe YPOBHA 3allUThl aHTMUCNama

[ns ymeHbLUeHNa YPOBHSA 3aLMThl aHTUCNaMa cneny|7|Te 3TUM Waram:

1. OTkpownTe BitDefender, HaxmMuTe NMapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa 1
BblbepuTe UHTEpdenc Kcnepr.

2. HaxxmuTe AHTMCNAM B JIEBOM MEHIO.
3. WenkHnTe BKIagKy CraTyc.
4. MNepemecTunTe MNON3YHOK HUXE.

PekomeHayeTCs NMOHWU3UTL 3alUTY Ha OOUH YPOBEHb W MOLOXKLAATb HEKOTOpoe
BpeMA, 4TO6BI yBUIeTb pe3ynbTaTbl.ECn MHOro neranbHOM MoYThbl BCe elle
nomeyaeTca Kak [cnam], Bbl MOXeTe MOHW3UTb ypoBeHb 3awmnThl. Ecnn Bbl
3aMeyaeTe, 4YTO MHOrme cnam-coobueHns He 6binn O6Hapy>KeHbI, TO MOHWXaTb
YPOBEHb 3alUNTbl HE CNeayeT.

MNepeobyunTb 0byyatouiee aapo (banecosckoe)

Mepen TpeHUpoBKO oby4atoLlero sapa (banecoBckoro) NpUroToBbTE OAHY Nanky,
comepxatyyto Tonbko CMAM-cooblieHns, © Opyryl, COAepallylo TOJbKO
neranbHyto noyTy.ObyyatoLLee S4p0 NPOAHANBUPYET UX 1 BblyHUT XapaKTEPUCTUKN,
onpeaensioLwye cnam uim nerafbHole coobLeHns, KOTopble BaM 06bI4HO MPUXOASAT.
Onsa Toro 4Tobbl 06y4veHne 6b10 3MHEKTUBHBIM, B KaXKA0N Nanke LOMKHO ObiTb
6onee 50 coobLueHwn.

Y1066l CcObpocuTh bariecoBckyto 6a3y AaHHbIX U nepeoby4nTb obyyvatoLlee a4po,
cnefynTe 3TUM LIaram:

1. OTKpoWTe BaLl MOYTOBLIA KANEHT.

2. Ha naHenm nHCTpymMeHTOB aHncnaMa BitDefender Ha)xmuTe KHOMKyY “ MacTtep
LN14 3anycKa MacTepa HaCTPOMKKU aHTMCNnaMma.

3. HaxxmuTte Oanee.
4. BbibepnTe MponycTUTb 3TOT LWIAr 1 HaxxMnTe fanee.
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. BoibepnTe OuncTuTb 6a3y paHHbIX hunbTPa aHTUCNAMa 1 HaXKMKTe Janee.
. BoibepunTe nanky, cogepxallyto neranbHyto NoyTy, U HaxMuTe fdanee.

. BbibepuTe nanky, cogepxattyto CMAM-cooblerns, n HaxxmuTe fanee.

. HaxxmnTe 3aBeplumnTb 115 3anycka npouecca TPEHUPOBKN.

O 00 N o U

. Korpa O6y‘-IeHVIe 3aKOHYUTCA, HaXXMNUTE 3aKprTb.

ObpaTnTbCA 3@ NOMOLLbIO

Ecnm 3Ta mHdopmauma He mnomorna, Bbl MoXXeTe 00paTUTbCA B MOALEPXKKY
BitDefender, Kak yka3aHo B cekuuu «logaepxxka» (p. 272).

40.12.2. MHorune cnam-coobuieHns He obHapy>XeHbl

Ecnm Bbl NMosly4yaeTe MHOro Cnam-coobLleHnin, He NMoMeYeHHbIX Kak [cnaM], Bbl
LOJDKHbI HAaCTpouTb aHTucnam BitDefender ona ysennveHus ero ahekTUBHOCTH.

Ecnm Bbl ucrnonb3yete OAUH W3 MOYTOBbIX KJIMEHTOB C WHTErpuUpOBaHHbLIM
BitDefender, nonpobyiTe 04HO U3 CAeAYIOWUX PeLLeHNiA:

1. Yka3aTb HeobHapy>KeHHble cnaM-coobuieHns. cnonb3yeTcs Ans TPEHWPOBKU
obyyatowiero sapa (banecoBckoro) puabTpa aHTUCNaMa U 06bIYHO yay4llaeT
obHapy>xeHune.ObyyatoLLee AP0 aHaNN3MPYET yKa3aHHble COODOLLEeHNS 1 n3yyaeT
UX CTPYKTypy. Cnepytowive coobLieHns 3NeKTPOHHOW MOYThI, CoAep Kallne
OAMHaKoBble YacTu, ByayT noMeyeHbl Kak [cnam].

2. NlobaBuTb CnamMepoB B CMKCOK CrnaMepoBs. MoyToBbIe coobLLEHUS, noJsly4eHHbIE
C afpecoB N3 CnnCkKa CramepoB, aBTOMaTUYECKN NMOMEYEHbI KaK [cnam].

3. YBennyeHue ypoBHS 3alliMTbl aHTWCMaMa. MpyU YBENIMYEHUN YPOBHS 3alLMThI
UABLTPY aHTWCMaMa HY)XHO MeHblle TMPU3HAKOB [ANs  Khaccudurkaumm
CMaM-COO0BLLEHNIT SNIEKTPOHHO NMOYTLI Kak crama.

4. MNepenofroToBka anpa obyyeHus (banecosckoro ¢unbTpa). Micnonb3ynTe 310
pelleHne, Korga obHapy)XeHune cnaMa HeynOBNETBOPUTENLHO W MHAMKALMA
HeobHapy»XeHHbIX cnam-coobLleHmnin 6onblue He MOMOraeT.

o

3ameyvyaHune

BitDefender uHterpupyetcs B Hanbosiee 4acTo NCMOJb3yeMble MOYTOBbIE KIIMEHTHI
C MOMOLLbIO MPOCTOW B MCMOJIb30BAHUM aHTWUCNAM MaHean UHCTPYMeHTOB.C NOJHbIM
CMUCKOM CUCTEMHbIX TpeboBaHMA MOXKHO 03HAaKOMUTLCA B pa3pene «TpeboBaHus
rnporpaMmHoro obecrie4eHus» (p. 2).

Ecnn Bbl Mcnosib3yeTe [OpPyrov MOYTOBLIN KAMEHT, Bbl HE CMOXKETE YyKa3aTb
crnam-coobuieHns 1 noaroToBmTb obydvatowee sapo. Ons peweHns npobnemsl
nonpobyinTe yBENNYNTb YPOBEHb 3aLLUUThI 1 106aBUTb CNaMepoB B CMINCOK CMaMepoB.
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YKa3aTb HeobHapy>XeHHble CnaM-coobLeHNs

Ecnu Bbl UCNO/b3yeTe MOALEPXXUBAEMbIA MOYTOBbIA KJIMEHT, Bbl MOXETE JIerko
onpeaenuTb, Kakue CoobLLEHNs A0MKHbI BbITb ONpefieneHbl Kak crnam. 3TU AeicTBnS
3HAYMTENbHO  yaydwaT 3((eKTUBHOCTb (GUNbTPa aHTUCNama.BeinonaHuTe
cnenyolime neicTBns:

1. OTKpoWTe BaLlL NOYTOBbIA KIANEHT.
2. MNepenTn K nanke "Bxogswme".
3. Bbibepute HeobHapy>KeHHble CnaM-coobLLeHuns.

4. Ha)kxMunTe KHOMKY & 3TO CMaM Ha naHenn aHTucnama BitDefender (06bI4HO OHa
pacrnofioXXeHa B BEpPXHel YacTW OKHa MOYTOBOrO KAMEHTA). ITO YKaXeT
obyvatolemy saapy, 4To BbibpaHHble cooblleHUs SBAAOTCS criamoM. OHM
He3ameanuTenbHo OyayT noMedyeHbl Kak [cmaM] W nepeHeceHbl B Manky
He)xxenaTenbHo noyTbl.Cnenyowme coobLieHns  3MeKTPOHHOW  MoYThl,
cofepxkallme oaMHaKoBble YacTu, byayT noMeyeHbl Kak [cnam].

[06aBnTb CNaMepoB B CMIUCOK CrlamMepoB

Ecnm Bbl Mcnonb3lyeTe NoALEPXUBAEMbIA MOYTOBLIN KIMEHT, Bbl MOXETE JIErKO
n06aBnATL OTNpaBWTeNel Chama B CMMCOK CramMepoB.BbiMonHWTE cleaytolime
nencTeuns:

1. OTKpowTe BaLl NMOYTOBbIA KINEHT.

2. Mepenonte B nNanky HexenaTeNbHOW MOYTbl, Kyda MNoMellaloTcs
cnam-coobLeHuns.

3. BuibepuTe coobuieHmns, nomeyeHHble BitDefender kak [cnam].
4. HaxxmuTe KHOMky ‘¢ lobaBMTb cnamepa Ha naHenu aHTucnama BitDefender.

5. Bam 6ymeT npeanoxeHo noATBepAMTb JobaBneHne aApecoB B CMMCOK
cnamepoB.BbibepnTe He nokasbiBaTb 3TO coobLieHne cHoBa 1 HaxmuTe OK.

Ecm Bbl UCnosb3yeTe APYron MOYTOBLIA KJIMEHT, Bbl MOXETE BPY4YHY0 A06aBUTb
CnaMepoB B CMMCOK C nomolubto nHTepdenca BitDefender. 310 ynobHo nenatb
TONbKO TOrfa, KOrga Bbl MOJYHYUAM HECKONbKO MWUCEM C OLHOW UM TOM e
3/1eKTPOHHON MOYThI.BEINONHNTE Cneayiolime AencTBrS:

1. OTkpownTe BitDefender, HaxmMuTe MapaMeTpbl B BEPXHEM NMPaBOM Yrjy OKHa ”
BblbepuTe nHTEpPGeNc AKkcnepr.

. HaxxmMnte AHTUCNAM B JIEBOM MEHHO.
. lWenkHnTe BKNagky CraTyc.
. HaxxmuTe YnpasneHue cnamepaMu.l1osaBMUTCSA OKHO HaCTPOEK.

u B~ W N

. Onpepenute appec BJ'IEKTpOHHOPI NOYThl CMaMepa N HaXXMUTe KHOMKY aonsa
nobasnerns ajpeca B CMCOK CramMepos.
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6. HaxxmuTe OK, 4TOObI COXPaHUTb U3MEHEHUS, 1 3aKPOWTE OKHO.

YBennyeHuve ypoBHS 3alLNTLlI aHTUCNaMa
18 yBenIM4eHns ypoBHA 3alMThbl aHTUCNaMa BbINOAHWUTE Criedytouine 0eicTsuns:

1. OTkpowTe BitDefender, Ha)xmuTe MapamMeTpbl B BEPXHEM MPABOM Yy OKHa U
BblbepuTe nHTEepdenc Akcnepr.

2. HaxxmuTe AHTMCNAM B JIEBOM MEHIO.
3. WenkHuTe BKNagky CraTyc.
4. MepemecTnTE MNON3YHOK BbILLE.

MepeobyunThb o0byyatowee sapo (banecosckoe)

Mepen TpeHnpoBKo oby4atoLlero sapa (banecoBckoro) NpuroToBbTE O4HY Nanky,
cogepxatyyto Tonbko CMAM-coobuweHns, u Opyryt, COLEp)Kallylo TOJbKO
neranbHyto noyTy.ObyyatoLLee A4p0 NPOAHAAN3UPYET UX U BblyYUT XapaKTEPUCTUKN,
onpeaensoLwye cnam uamn nerafibHole coobLeHns, KoTopble BaM 06bI4HO MPUXOASAT.
Ons Toro 4To6bl 06y4eHne 66110 3heKTUBHLIM, BOHKHO BbITb 6onee 50 coobLueHnn
B Ka)X[,0/ nanke.

Y106kl cOpocnTb banecoBckyo 6a3y maHHbIX 1 NepeobyynTb obyyatoulee sa4po,
cnefynTe 3TUM LWaram:

1. OTKpoWTe BaLl NMOYTOBbIA KINEHT.

2. Ha naHenun nHcTpymeHTOB aHucnama BitDefender HaxmuTe KHOMKY *» MacTep
[N14 3anycka MacTepa HaCTPOMKKU aHTuCnaMma.

. Haxxmnte Danee.

. BoibepuTe MponycTuTb 3TOT War n Haxmute fanee.

. BoibepnTe OuncTuTb 6a3y paHHbIX hunbTPa aHTUCNAMa U HaXXKMKTe Janee.
. BoibepunTe nanky, cogepxxallyto neranbHyto No4Ty, U HaxMuTe fdanee.

. BbibepuTe manky, cogepxattyto CNAM-cooblieHns, n HaxmnuTe fanee.

. HaxxmnTe 3aBeplumnTb 414 3anycka npoLecca TPEHVPOBKN.

O 00 N O U b~ W

. Kora obyyeHue 3aKOHYUTCS, HAXXMUTE 3aKPbITh.

ObpaTnTbCA 3@ NOMOLLbIO

Ecnm 3Ta mHdopmauma He momorna, Bbl MoxxeTe 00paTuTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
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40.12.3. OunbTp aHTMUCNaMa He 0OHapyXWJ1 HU OLLHOI O
cnam-coobLeHns

Ecnm HeT cnam-coobLyeHnin, moMeYeHHbIX Kak [cnam], MoryT 6biTb Npobnembl B
paboTe aHTucnama BitDefender.[lo ycTpaHeHus npobnembl ybenntech, 4To OHa He
Bbl3BaHa OAHOW 13 ClefyOLNX NPUYNH:

@ 3awunTa aHTCNaMa BitDefender goCcTynHa TOILKO AN KIMEHTOB /IEKTPOHHON
MOYTbl, HACTPOEHHOW Ha NPMEM COOBLLIEHNIA 31IEKTPOHHOW NOYTHI MO NPOTOKONY
POP3.3T0 3HauyuT:

» CoobLLEHNS SNEKTPOHHOM NOYThI, MOyYeHHbIE Yepe3 BeO-CyXObl 3N1EKTPOHHON
noyTtsbl (Hanpumep, Yahoo, Gmail, Hotmail nnn gpyron), He dunbTpytoTCA
BitDefender Ha npeameT cnama.

» Ecnu Ball MOYTOBLIV KIMEHT HACTPOEH Ha MoJlyYeHne COOBLLEHNIA SNEKTPOHHOW
MoYTbl C WCMOJIb30BAaHWEM MPOTOKO/IOB, OT/IMYHLIX OT npoTokona POP3
(Hanpumep, IMAP4), aHTncnam BitDefender He npoBepsieT MX Ha npeaMeT
cnama.

@

3amMeyaHune

POP3 saBnsetca ogHMM M3 Hambosnee LUMPOKO WCMOJIb3yeMbIX MPOTOKOIOB ANS
3arpy3sku coobLleHnini 3NeKTPOHHOM MOYTbl C MOYTOBOro cepBepa.Ecam Bbl He
3HaeTe, KakoW MPOTOKOA MCMOJib3yeT Ball MOYTOBbIA KAWEHT ANS 3arpy3Kku
COO0BLLEHWN 31EKTPOHHOW NOYThLI, CMPOCUTE TOrO, KTO HAaCTPOWUJ ero.

@ BitDefender Total Security 2011 He npoBepsieT Tpaduk POP3 nporpammbl Lotus
Notes.

Takxxe cfieayeT NpPoBepUTb CeayoLmne BO3MOXHbIE MPUYMHBI:

1. YbenunTech, YTO aHTUCMAM BKJIIOYEH.
a. OTkponTe BitDefender.
b. Haxmute KHonmky MapaMeTpbl B BEPXHEM MPaBOM Yrjly OKHa U BbibepuTe
YCTaHOBKM.
c. MNpoBepbTe CTaTyC aHTMCNaMa B HaCTporikax 6e3onacHoCTH.

Ecnu  aHTWCNaM  BbIKKOYEH, 3TO MOXeT ObiTb  MPUYMHOW  Ballei
npobnemMbl.BKAOYNTE aHTUCMAM U MPOKOHTPOSMPYiTe ero paboTy, 4TOObI
npoBepuTb, pellaeTcs an npobiema.

2. ManoBeposATHO, YTO Bbl 3aX0TUTE NMPOBEPUTL, HACTPOWIN NN Bbl (AN KTO-1160
euwle) BitDefender, 4Tobbl He 0OTMeYaTb CNaM-coobLeHns Kak [cnam].
a. OTkponTe BitDefender, HaxxmuTe MapaMeTpbl B BEpXHEM NPaBOM Yy OKHa
1 BbIbEpUTE UHTEPENC IKCNepT.
b. HaxmuTe AHTMCNaAM B MeHIO C/1eBa, 3aTeM BKIaAKy HacTponku.
c. Ybeautech, 4To napameTp NMomeyaTb cnam B TeMe coobLieHus BoibpaH.
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BO3MOXXHbIM peLleHneM MOXXeT ObITb MepeycTaHoBKa NpoaykTa. OgHaKo BMECTO
3TOro Bbl MOXeTe obpaTuTbCA 3a noanepxkon B BitDefender, kak onuncaHo B
pa3gnene «[Mogaepxxka» (p. 272).

40.13. Cbon ynaneHus BitDefender

3Ta CTaTbs MOMOXET BaM B pelleHMn OWnBOK, KOTOpble MOrYT BO3HWKHYTL B
npouecce yaaneHns BitDefender.EcTb fBe BO3MOXHbIE CUTYALNN:

@ B npouecce yaaneHns nosBaseTCs 3KpaH oWNOKN.ITOT 3KpaH BbIBOAUT KHOMKY
3anycka VHCTPYMeHTa yAasneHuns, KOTOPbI OYUCTUT BaLly CUCTEMY.

@ YOaneHve 3aBUCAET 1, BO3MOXHO, Ballla CUCTEMaA 3acTbiHET.HaxMnuTe OTMeHa
018 NPeKpaLleHns yaaneHuns. ECm 3To He MOMOXKET, nepe3arpysuTe CUCTEMY.

Ecnn ypaneHne npepbiBaeTCs, HEKOTOPbIE KIIOUYKN peecTpa 1 tainbl BitDefender
MOryT OCTaTbCsi B Ballel cucTeme. TakuMe OCTaTKM MOryT MoMewaTb HOBOWM
ycTaHoBke BitDefender. Tak)ke OHM MOryT MOBAUSATL Ha MPOU3BOAUTENBHOCTb U
CTabunbHOCTb cncTeMbl. Y106l MONHOCTLIO yaanuTk BitDefender n3 Balen cnctemsl,
Bbl AOJKHbI 3aMyCTUTb MHCTPYMEHT yaaNeHus.

Ons nonyyvyeHns [ONONIHUTENbHON MHAOPMaLMK nepenanTe K «[losHoe yaaneHme
BitDefender.» (p. 282).

Ecnm 3Ta mHdopmauma He mnomorna, Bbl MoxeTe 00paTUTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).

YcTpaHeHne Henonagok 262



BitDefender Total Security 2011

41. YpaneHune spenoHocHoro N0 13 cncrtemsl

BpedoHOCHble MporpaMMbl MOTyT BAUATb Ha pPaboTy CUCTEMbI pPa3NYHbIMU
cnocobamu. Pabota BitDefender 3aBncMT OT TwMa aTakuM BPELOHOCHOMO
MO.BcneacTsme TOro, YTO MOBELEHME BUPYCOB 4acTO U3MEHSETCS, onpenenTb
eVHbIN WabnoH nx nosefeHns n 4eNCcTBUIA AOBOSbLHO C/IOXKHO.

B oTaenbHbIX ciyvasx BitDefender He ynaeTcs aBToMaTUYeCKN yaaauTb BUPYCH
U3 CMCTeMbI.B Takux cnyyasx TpebyeTcs BMELIATeNbCTBO NoJib30BaTesNs.

Ecnm npobnema He onncaHa B 3TOM pasfenie Wiau npensiaraeMble pelleHns He
noaxonsT AN ee yCTpaHeHus, obpaTnTech B CNyXby TexHMYeCcKon noaaep KKu
BitDefender (KOHTaKTHble fa@HHbIE MPUBEAEHbI B TEKCTE rnaBbl) «[logaepxka» (p.
272).

41.1. Anck-peaHnmaTop BitDefender

®yHkuns BitDefender Rescue CD pocTtynHa Ha 601bLUMHCTBE YyCTaHOBOYHbIX CD
BitDefender. C nomoLbio 3TON (DYHKLMN MOXXHO BbIMOJIHUTL CKaHUPOBAHWE U
JleYyeHre BCex CYLLEeCTBYOLNX XXECTKUX NCKOB Nepes 3arpy3Kon onepaLoHHON
cmcTembl. Takum 06pa3oM MOXHO COXPaHUTb AaHHbIe C 3apaKeHHOr0 KOMMbloTepa
Windows Ha CbeMHbIN HOCUTENb.

Ecnmn y Bac HeT BitDefender Rescue CD, ero Mo)xHo 3arpy3nTb B Buae ISO-obpa3sa
oTcloaa:

http://download.bitdefender.com/rescue_cd/

3arpy3uTte dann ¢ pacwmpernem ISO n 3anuwmTe ero Ha CD nnm DVD ¢ nomoubto
to60oro 3 LOCTYMHbIX UHCTPYMEHTOB.

CkaHupoBaHue cuctemsl ¢ nomollbto BitDefender Rescue CD

Ona ckaHupoBaHmMa cucTembl ¢ nomouwbto BitDefender Rescue CD BbinosHuTE
cnepyowime 0encTeums:

1. HacTpoiika BIOS komnbtoTepa ansa 3arpysku c CD.
2. BctaBbTe CD B ANCKOBOA 1 nepe3arpysnTe KOMMboTep.

3. DoxauTechb, noka oTobpa3uTcs akpaH BitDefender, n BbibepnTe 3anycTutb
BitDefender Rescue CD c BbibpaHHbLIMU S3bIKOBbIMU HAaCTPOMKaMU.

4. NoxanTech 3aBeplueHUs npoLecca 3arpysku. 3TO MOXKET 3aHATb HEKOTopoe
BpeMs.

5. Mo 3aBeplieHUn MpoLiecca 3arpys3ku curHaTypbl BitDefender obHoBnstoTCS
aBTOMATUYECKM U BbIMONHAETCS 3anyCcK CKaHWPOBaHUS BCeX 0BHapy»XeHHbIX
pa3/aesioB XeCcTKoro AncKa.
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CoxpaHeHMne gaHHbIX ¢ nomoLbto BitDefender Rescue CD

MpeLnonoXxum, Bbl He MOXXeTe 3anyCTuTb Baw KomnbloTep ¢ OC Windows un3-3a
Hen3BeCTHbIX NpobneM. B Toxxe BpeMs BaM OYeHb HYXHO MOAYYUTb LOCTYN K
[JaHHbIM Ha BalleM KoMMbtoTepe. IMeHHO 3[4eCb MPUroanTCa AUCK-peaHMMaTop
BitDefender.

YT06bl COXpPaHWUTL [aHHble C KOMMbIOTEPA Ha CbEMHbIA HOCUTENb (HanpuMep,
USB-HoCKTEb), BbIMOAHUTE Clefyloline AeiCTBus:

1. HacTpoiika BIOS komnbtoTepa ansa 3arpy3sku c CD.
2. BctaBbTe CD B ANCKOBOA 1 Mepe3arpys3nTe KOMMboTep.

3. Doxautechb, noka oTobpasuTcs akpaH BitDefender, n BbibepnTe 3anycTutb
BitDefender Rescue CD c BbibpaHHbLIMU S3bIKOBbIMU HAaCTPOMKaMU.

4. loxanTech 3aBeplueHUs NpoLecca 3arpy3ku. 3TO MOXKET 3aHsATb HEKOTOpoe
BpeMs.

5. Mo 3aBeplieHUn MpoLiecca 3arpys3ku curHaTypbl BitDefender o6HoBnstoTCS
aBTOMATUYECKM U BbIMNOMHAETCS 3anyCcK CKaHWPOBaHUS BCEX OBHapy>XeHHbIX
pa3/aesioB XeCcTKoro AncKa.

Pa3penbl Aucka oTobpaxkaloTcs Ha paboyem cTone. s npocMoTpa COAEP>KMMOr0
INCKa B OKHE, aHaNorM4yHoM OkKHy npoBofHuka Windows, ABaXKAbl LLENKHUTE
Ha BbIOpaHHOM ZWCKe.

3amevaHune

@ B BitDefender Rescue CD ncnonb3yTcsa MMeHa pa3fesios, NpuHATbIE B Linux.
ONCKK, He pa3MeyeHHble paHee nog Windows, byayT oTob6paXaTbCs C UMEHEM
[LocalDisk-01, 4to, BeposTHO, COOTBETCTBYET UMEHW pa3gena B Windows
(C:) wm [LocalDisk-11, yto cootserctayet (D: ), n Tak manee.

6. BcTaBbTe CbeMHBIN HocuTeNb B USB-MOPT KOMMbloTEpPa.Hepes HECKOJIbKO CEKYHA,
OTKPOETCSA OKHO, B KOTOPOM 0TO6pa3mnTcs cogepxmmoe yCcTponcTBa.

7. Bbl MOXKeTe KonupoBaTb (halsbl U Nanky Tak e, Kak 0bbl4HO fenaeTe 3To B
Windows.

Ecnm 3Ta mHdopmauma He momorna, Bbl MoxxeTe 00paTuTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).

41.2. DenctBus B ciydae obHapyxeHus BitDefender Bupycos
Ha KOMMbloTEpe
O6HapyXnTb B KOMMbOTEPE BMPYC MOXKHO O4HUM 13 Clelyowmux cnocobos:

@ BbinosHeHO ckaHVpoBaHue KoMmbloTepa. BitDefender o6Hapyxua 3apaKeHHble
3/IEMEHTHI,
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@ OnoBelleHne o Bupyce coobuwaet o 6nokuposke BitDefender omHoro wnam
HECKOJIbKX BMPYCOB, MPOHMKLLNX B KOMMbIOTEP.

B Takon cuTyaumm Heobxoanmo obHoBUTL BitDefender ans nonyyeHus nocnenHmx
LOCTYMHbIX BUPYCHbIX CUTHATYpP, MOC/e Yero 3anyCcTuTb rnybokoe CKaHnpoBaHme
CUCTEMBI.

Mo 3aBepLueHnmn rnybokoro ckaHupoBaHWs BelibepuTe fencTeme, Kotopoe byneT
BbINOJIHATLCS A1 3apakeHHbIX (annos ("Jleynts", "Yoanuts", "MNepemecTuTb B
KapaHTuH").

BHumaHune

Ecnm Bbl cymTaeTe, 4TO 3TOT (halin ABNSETCS YacCTblo OMNepaLyoOHHOW CUCTEMbI
Windows, nnn comMHeBaeTeCb B TOM, 4TO (halil 3apa)kKeH BUPYCOM, BbIMONAHUTE
cnefyoline OencTBMA U Kak MOXKHO CKOpee CBSXKUTEeCb CO Cy>Xboi noanepxku
knmeHToB BitDefender.

Ecnvn BbibpaHHOe feCTBUE He MOXKET ObITb BbIMOJIHEHO U B XXYpPHane CKaHUPOBaHWS
oTobpaxatTcs cBefeHns 06 0OHapy)XeHHOM BMPYCe, KOTOpPbIA HEBO3MOXXHO
yAannTb, He06X0AUMO yoannTb han(bl) BPYy4HYIO:

nepBblﬁ MeToh MO>XHO UCNOoJIb30BaTb B HOPMAJIbHOM peXXume:

1. OTKNOYMTL  aHTMBMPYCHY0 3awunTy BitDefender B pexume peasibHOro
BpeMeHU.NHCTpYyKUMK 415 3TON npouenypbl CM. B «BKJIOYEHME U OTK/IIOYeHue
3alUNTbl B peXxumMe peasibHoro BpeMeHu» (p. 283).

2. OTobpaxaTb CKpbITble 06beKTbl B Windows.MHCTpyKLMK OAs 3TOW NpoLeaypsl
cM. B «OT0obpaxeHme cKpbiTbix 06bekToB B Windows» (p. 283).

3. NepenanTe B Nanky, rae HaxoAUTCS 3apaXkeHHbIi ain (MPoBepbTE XKypHa
CKAHUPOBAHWS), U yaanuTe 3ToT daiin.

4. BKNOYNTb @aHTMBMPYCHYIO 3awunTy BitDefender B pexxume peanbHOro BpemeHu.

B cnyyae, ecsiu C NOMOLLLIO NepBOro cnocoba yaanuTb BUPYC He yAanoch,
BbIMOJIHUTE CJiepyloLiue OelCTBuA:

1. Mepe3arpy3ute cucTemMy K 3anyctute He3onacHbli peXxxum.MHCTPYKLuKM ans
3TOV NpoLeypbl CM. B «[lepe3arpy3ska KOMrbloTepa B 6e30MacHoM pexumes (p.
281).

2. OTobparkaTb CKpbIThIe 06beKTHI B Windows.

3. MNepengnTte B Nanky, roe HaxXoAUTCS 3apa)keHHbIn ¢ana (NposepbTe XypHai
CKaHUpOBaHuS), N yoanute 3TOT an.

4. Mepe3sarpysnTe CUCTEMY 1 3anyCTUTE HOPMAJIbHbIN PEXUM.

Ecnm 3Ta mHdopmauma He momorna, Bbl MoXXeTe 00paTuTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
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41.3. Kak yoanuTb BUPYC 13 apxmBa?

ApxuB npeacTaBnseT cobon dann nnm Habop annos, CxaTbix B CNeLMasbHOM
hopmaTe B LleN1AX yMEHbLUEHUS NMPOCTPAHCTBa Ha ANCKe, TpebyeMoro ansa xpaHeHus
thannos.

HekoTopble U3 3TUX (HhOPMATOB SABJAOTCS OTKPbITHIMM, YTO AaeT BitDefender
BO3MOXHOCTb MPOCKAHWPOBaTb WX W3HYTPW W  BbLINOMHWUTL MOC/AE 3TOrO
COOTBETCTBYIOLLME AEACTBUS AN UX yAaNeHus.

Opyrve dopmaTbl apXuWBOB SBASIOTCH YaCTUYHO WK MOJIHOCTbIO 3aKPbITLIMU,
BitDefender MoxeT To/bKO 06HApyXWUBaTb MPUCYTCTBUE B HUX BUPYCOB, He
BbIMOJIHSAS KaKNX-MB0 [OMOAHUTENbHbIX AEACTBUN.

B Tex cnyyasx, korga BitDefender BbiBoguT yBegomneHne 06 obHapyxeHnmn Bupyca
B apXMBe, He npepniaras OCTYMHbIX AENCTBUI, 3TO 03HAYaEeT, YTO yAaleHne Bupyca
HEBO3MO)XHO 13-3@ OrpaHWYeHnin, YCTaHOBJIEHHbIX AJI9 HACTPOEK pa3peLleHunin
apxuBea.

YOanuTb BUPYC U3 apx1Ba MOXHO CiefyoLmum obpasom:

1. BbisiBfieHME apXyiBa, COAEPIKALLEr0 BAPYC, MOCPELCTBOM ly60KOro CKaHMPOBaHMS
CUCTEMbI.

2. OTK/II04MTb aHTUBMPYCHYIO 3aluTy BitDefender B pexxvimMe peanbHOro BpeMeHu.

3. MNepenante B Namnky, COAEPXallyld apXxvB, W pacnakynTe ero C MoMoLlblo
NPWIOXXeHNs apxnsuposanns (Hanpumep, WinZip).

4. HanpnTte 3apa)keHHbln hann n yganuTe ero.
5. YT106bI NONIHOCTLIO YAANUTL BUPYC, YAAUTE UCXOAHbIA apXUB.

6. BbIMoNHNTE MOBTOPHOE CXaTue (haiisIoB B HOBbIV apXMB C MOMOLLbIO MPUI0XKEHNS
apxmBnpoBaHua (Hanpumep, WinZip).

7. BkounTe aHTUBUPYCHYIO 3awmTy BitDefender B pexxume peanbHOro BpeMeHu
1 3anycTuTe rnybokoe CKaHMpPOBaHME CUCTEMBI, YTOObI MPOBEPUTL CUCTEMY Ha
Hasm4me Opyrux BUPyCOB.

3amevaHune

@ ObpaTuTe BHUMaHMeE Ha TO, YTO BUPYC, COAEP KALLMACS B apX1Be, He NpeacTaBnseT
coboii HeENOCPeACTBEHHOW Yrpo3bl CUCTEME, MOCKOLKY ANS 3apaXKeHNs CUCTEMbI
HeobxoAnMo, 4TobbI BUPYC BblN pacnakoBaH W UCMOJHEH.

Ecnm 3Ta mHdopmauma He mnomorna, Bbl MoxeTe 00paTUTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
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41.4. YpnaneHue Bupyca 13 apxmsa 3JIEKTPOHHOW MOYTHI.

BitDefender Tak)xe MOXXeT BbIMOMHATb MOUCK BUPYCOB B 6a3ax AaHHbIX 3/IEKTPOHHOW
MOYThI 1 apXMBax JIEKTPOHHONM MOYThl, COXPAHEHHbIX Ha AUCKE.

B oTaenbHbIX ciyvasx TpebyeTcs HaiTu 3apaxkeHHoe cooblieHue, UCMosb3ys
JaHHble 0TYeTa O CKaHWPOBaHUS, N Y4aUTb ero BPy4Hy!o.

YAanuTb BUPYC U3 apXxmBa 31EKTPOHHOW NOYTbI MOXKHO CnefytoLwmum cnocobom:
1. CkaHupoBaHMe Ba3sbl faHHbIX 3J1EKTPOHHON MOYThI C MoMoLblo BitDefender.
2. OTK/II04YMTb @aHTMBMPYCHYIO 3aWwnTy BitDefender B pexxvMe peasibHOro BpemMeHu.

3. OTKpoiTe OTYET O CKAHMPOBAHWM W BbLIMNOJIHUTE MOWCK WHPULMPOBAHHBIX
Co00bLLeHNI 4151 MOYTOBOM KJIMEHTE, UCMO/Ib3YS NAEHTUDUKALMOHHbIE AaHHbIE
(Tema, apgpecaT, oTnpaBuTeNb).

4. Y[anuTb 3apaKeHHble coobweHna.B 60NbLLMHCTBE KJIMEHTOB 3J'IeKTpOHHOI7I
NO4YThbl yoaneHHbIE coobLieHmns Takxe nepemMeLlarTca B Nanky BOCCTaHOBNEHWUA,
OTKYyOa UX MOXHO BOCCTaHOBUTb.Heobxoanmo NnpoBEPUTD, 41066l CcoobLleHne
66110 Takxe yAaneHo 13 nanky BOCCTaHOBJIEHNA.

5. CxaTb nanky, B KOTOPOW XPaHUTCSA 3apa)eHHoe CoobLLeHNe.

@ B Outlook Express:B meHto "®ainn" HaxxmuTe "lManka" n Boibepute "CxaTb BCe
nankmn".

@ B Microsoft Outlook:B meHio "®ainn" Buibepute "YnpaBneHue dannamm
LaHHbIX".BbibepuTe hannbl AnyHbIX nanok (PST), koTopble TpebyeTcs CxaTb,
n HaxxmnTe "HacTtponkmn".Haxxmunte "CxaTb".

6. BK/I0UYNTb aHTUBMPYCHYIO 3awuTy BitDefender B pexuMe peanbHOro BpemMeHu.

Ecnm 3Ta mHdopmauma He mnomorna, Bbl Mo)xeTe 00paTUTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).

41.5. CKaHupoBaHue KoMnbloTepa B 6e30MacHOM pexunme

Py4yHoe ckaHupoBaHue BitDefender no3BonsieT CKaHWPOBAaTb KOHKPETHYIO Manky
uUnn auck 6e3 co3faHus 3a4aHus CKaHMPOBaHUS.

3Ta yHKUKMA pa3paboTaHa 4ns UCnonb3oBaHUs B 6besonacHoM pexume Windows.

Ecnv Balwa cmcTema 3apakeHa yCTONYMBLIM BUPYCOM, KOTOPLIV He yAaeTcs yaannTb
B HOpMaJlbHOM pexxnMe, nonpobyinTe yaannTts ero, 3anyctus Windows B 6e3onacHom
peXxviMe 1 MPOCKaHMPOBaB BCE KECTKME ANCKU C MOMOLLbIO (YHKLIMM CKaHWPOBaHMA
Bpy4HYyto BitDefender.

CBepeHMst 0 3arpyske cuctembl B 6e30MmacHOM pexume CM. B «[lepe3arpyska
KomrbtoTepa B 6e3onacHoMm pexumes (p. 281).
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1. Ins cKaHMpOBaHUS KoMMbloTepa ¢ nomoLbto BitDefender, ncnonbsys dyHkumuio
CKaHUPOBaHNS BPYYHYIO, NepenanTe no cnegyowemy nytu n3 meHwo Windows
"Myck": Myck - Mporpammbl — BitDefender 2011 —» CkaHupoBaHue
BitDefender BpyuHylo.

2. Haxmute OobaBuTb manky, 4ToObl BbibpaTb 00BLEKT NS CKaHMPOBaHWUS.
OTKpoeTCs HOBOE OKHO.

3. Bbibepute 06beKT CKaHNpPOBaHMS:
@ 4T0ObI BLINOMHUTbL CKaHMpPoBaHWe paboyero cTona, BbibeprTe Pabouuit cton.

@ 4TOObl CKaHWPOBAaTb BeCb XXECTKWM Auck, Bbibepute ero B nanke Mow
KOMMblOTEp.

@ 0151 CKAHUPOBAHUS KOHKPETHOW nanky HeobxoAnMo HaNTu 1 BbILENNTL ee.
4. [1ns 3anycka CKaHupoBaHus Haxxmmute OK 1 MpoaosxuTh.

5. CnefyinTe NofiCKa3Kam MacTepa CKaHNPOBaHWS Ha aHTUBUPYChI.

41.6. [lencTteunsa B cny4vae obHapyxeHus BitDefender Bupyca
B 3aBeJOMO HaleXHOoM (haine

B aTux cnyyasix BitDefender ownbo4HO noMeyvaeT nernTuMHble aiiibl Kak BUPYChbI
(no>xHononoXxntenbHoe obHapyxeHue).YTobbl ncnpaBuTb 3Ty oWnbKy, nobaBbTe
¢hann B obnacTb ncknoyveHnin BitDefender:

1. OTkNIIO4MTb  aHTMBUPYCHYO 3awunTy BitDefender B pexmme peanbHOro
BpeMeHU.NHCTpYyKLUn a5 3TON npouenypbl CM. B «BKIOYEHNE U OTKJIHOYEHNE
3aLNTbl B PEXMME peasibHOro BpeMeHun» (p. 283).

2. OTobpaxkaTb ckpbiTble 06bekTbl B Windows.IHCTpyKLMK N 3TON npoLeayps
CM. B «OTObpaxeHme ckpbiTbix 06bekToB B Windowss» (p. 283).

3. BoccTaHoBneHune anna n3 obnactu KapaHTrHa.
4. BcTaBbTe hann B 061aCTb UCKJTIOYEHUN.
5. BKNOYMTb aHTMBMPYCHYIO 3awuTy BitDefender B pexxnme peanbHOro BpeMeHMU.

Ecnm 3Ta mHdopmauma He mnomorna, Bbl Mo)xeTe 00paTUTbCA B MOALEPXKKY

BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).
41.7.YpaneHune 3apaKeHHbIX pannos 13 nanku System
Volume Information

Manka System Volume Information — 3TO 30Ha »XeCTKOro Aucka, cosgaHHas
onepaunoHHOW cucTemon, KoTopyto Windows wnCnonb3yeT pOA8 XpaHeHUs
KPUTUYECKOWN NMH(OPMaLIK O KOH(UrypaLmm CUCTEMBI.
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Anpa BitDefender cnocobHbl pacno3HaBaTh Jfobble 3apa)keHHble halbl,
XpaHswumecs B nanke System Volume Information. Tem He MeHee, NOCKO/bKY 3Ta
nanka SBJSeTCS 3alulLeHHON 06nacTblo, yaoanuTb (halnibl U3 HEe He Bcerpga
BO3MOXXHO.

3apaxkeHHble alnbl, obHapyXeHHble B MNankax, COAepXXallWx AaHHble
BOCCTaHOBJIEHUA CUCTEMbI, 6y,uyT 0T06pa)KaTbCﬂ B )XYypHaJsie CKaHWpOBaHWA
cnepyowmm obpasom:

?:\System Volume Information\_restore{B36120B2-BA0A-4E5D-..

[na HesaMenMTeNbHOro MOIHOM0 YAaleHNs 3apaKeHHbIX Cbal;lJ'IOB N3 XpaHununila
LaHHbIX He0OX0ANMO OTK/OYUTL U CHOBA BKIOYUTH (PYHKLMIO BOCCTAHOBJIEHUS
CNCTEMBDI.

Mpy OTKAYEHUN (PYHKLIMN BOCCTAHOB/IEHNS CUCTEMbI BCE TOYKM BOCCTAHOBJIEHUS
6yayT yoaneHsl.

Mpu NOBTOPHOM BKJIOYEHUM DYHKLUW BOCCTAHOB/IEHNSI CUCTEMbI CO3[a0TCS HOBbIE
TOYKM BOCCTAHOBJIEHNS B COOTBETCTBUM C TpeboBaHMSAMU pacnucaHus u cobbITUi.

Ona oTKAYEeHNA (YHKLMN BOCCTAHOB/IEHMS CMUCTEMbI BbINOJHUTE Clieaylolime
n0encTeus:

® Ona Windows XP:

1. NMepengnTe no cnegytowemy nytu: Myck — Mporpammel - Cny>xebHble -
NHcTpyMeHTbl cucTteMbl —» BoccTaHOBJIEHUE CUCTEMBI

2. BoibepuTe HacTpOMKM BOCCTAHOBJIEHUA CUCTEMbI B JIEBOV YacTW OKHa.

3. YcTaHoBUTE q)ﬂa)KOK OTKNIO4YUTb BOCCTAHOBJIEHME CUCTEMbl O/ BCEX
ONCKOB N HAXKMUTeE anMEHVITI:.

4, Korga oTobpasutcs npeaynpexaeHne o6 yaaneHun BCeX CyLIeCTBYIOLLUX
TOYEK BOCCTAHOB/EHNS, HaXXMUTe Jla 415 Npoao/KEHUs.

5. YT06bl BKJIOUYNTb (DYHKLMIO BOCCTAHOBAEHUS CMCTEMBI, HEOBXOANMO CHATb
(hna)kok OTKNAIOUYUTbL BOCCTAHOBJIEHUE CUCTEMbI /19 BCEX IUCKOB Y HaXKaTb
MpuMeHuTD.

® Ona Windows Vista:

1. Nepengute no cnegytowemy nytu: Myck -» MaHenb ynpasneHus - Cucrema
u obcnyxuBaHue —» Cucrtema

2. B neBon o6nacTn okHa BbibepuTe 3almuTa CUCTEMBI.

Ecnm cuctema Tpe6yeT BBOJa MapoJia agMUHNCTPATOPa UK NOATBEPXKXAEHNA,
BBEOUTE MNMapoJib Wy NpenoCTaBbTE NOATBEPXAEHNE.

3. YT0bbl OTKOYNTL YHKLMIO BOCCTAHOBIEHUS CUCTEMbI, CHAMUTE (hNaXkKKM,
COOTBETCTBYIOLLME KaXXAOMY M3 ANCKOB, N HakMnTe OK.
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4. Y106bl BKNIOYUTL CIZ)YHKLI,VII-O BOCCTAHOBJIEHNA CNCTEMBI, YCTaHOBUTE (1)J'Ia)KKVI,
COOTBETCTBYHOLIMNE KaXO0MY U3 OANCKOB, N HAXXMUTE OK.

® Ona Windows 7:

1. Haxxmute TMyck, LWenKHUTEe MpaBOM KHOMKOW Ha 3Havyke Komnbiotep u
BbibepuTe CBOMCTBA.

2. NepengnTe No cchisike 3awmMTa CUCTEMBI B /1IEBOV 06/1aCTN OKHa.

3. B pa3nene napameTpoB 3awuTa CUCTEMbI BbiAenTe Kaxayto bykBy Oucka
n HaXxxMnTe HacTpouTb.

4. BoibepnTe OTKIIOYUTD 3aLLUTY CUCTEMBI U HaXXMUTE MPUMEHUTD.

5. HaxxmuTe Y panuTtb, 3aTeM, Korga otobpasnTcs COOTBETCTBYIOLLMIA 3anpoc,
BbibepuTe MpomosmKUTb, Nocie Yyero Haxxmute OK.

Ecnm 3Ta mHdopmauma He momorna, Bbl MoXXeTe 00paTuTbCA B MOALEPXKKY
BitDefender, kak yka3aHo B cekuuu «llogaepxxka» (p. 272).

41.8. Mownck hannos, 3alWMLLEHHbIX MAPONEM, B XypHase
CKaHNpOBaHUA

DT0 NPOCTO yBeOMJIeHNe, coobulatollee 0 TOM, 4TO 0bHapyxeHHble BitDefender
(halsbl 3aLUMLLEHbI MAPOSIEM UAW APYTAM TUMOM LN POBAHNS.

Yale Bcero naposieM 3alMaoTcsa CefyoLmne 31eMeHTbI:
@ Daiinbl, 0THOCALWMECS K ApYyroMy pelleHuio besonacHocTy.
@ Paiinbl, KOTOpbIE ABAAOTCS YaCTbto ONEPALVOHHON CUCTEMBI.

B uensax pakTU4eckoro CKaHMPOBaHUA COLEPXKMMOro 3Tn d)al?lﬂbl LOMKHBI BbITb
n3BJsie4eHbl NI NHbIM o6pa30M fewngpoBaHsbl.

Mpy n3BNEeYEeHUN 3TOr0 COOEPKMMOro ckaHep BitDefender B pexxume peasibHOro
BPEMEHW aBTOMATUYECKU BbIMOJSHUT €ro CKaHUpoBaHWe B Liensx obecrneyveHus
3alUMThl KOMMblOTEpPa.YTobbI MPOCKaHNPOBaTbL 3TU (haisbl C NoMoLLbio BitDefender,
Heobx0MO CBA3AThCS C MOCTABLUMKOM NPOAYKTa A5 NOYyYEHUS AOMOSIHUTENbHON
NH(OopMaLum o hannax.

PekomeHOyeTCa NPponyCcTUTb 3TW (haidsibl, NOCKOJIbKY OHU HE MPeACcTaBAsoT yrpo3bl
Ona CUCTEeMBbI.
41.9. 3nemeHThbI C NoMeTKoM "lMponyLieHo" B XXypHase
CKaAHWpPOBaHUA.

Bce hannbl, oTobpaxkaeMble B 0OTHETE O CKAHWPOBaHUU C MOMeTKol "lMponyLueHo",
He 3apaxeHbl.
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B uensx ynydweHus npousBoamTensHocTy BitDefender He ckaHupyeT dainbi,
KOTOpble He Bblan N3MEHEHBI C MOMEHTA BbIMOJIHEHWS NOC/EHEr0 CKAHUPOBAHNS.

41.10. Mownck annoB € N3bbITOYHLIM CXKAaTUEM B XXYPHane
CKaHMpOBaHUA

2nemMeHTaMm C HYpe3MepPHbIM CXKAaTUEM Ha3bIBAlOTCA T€ 3JIEMEHTbI, KOTOPbIE CKaHEP
He MOXXeT 13BJieYyb, MO0 3IEMEHTHI, JJ,eLIJVId.)pOBaHVIe KOTOPbIX 3aHNMaET CJINLKOM
MHOro BpeMeHN, B pe3ysibTaTe 4ero CNCtemMa CTaHOBUTCA HecTabusibHON.

"YpesmepHoe CxaTue" o3Ha4vaeT, 4YTo BitDefender nponyctun 3TO0T apxus npwu
CKaHMPOBaHWKM, MOCKOJIbKY A5 ero pacnakoBku notpeboBancs Obl CANLIKOM
60bLLUON 06bEM CMCTEMHBIX pecypcoB. MNpn HeobX0ANMOCTU COAEPXKNMOE TaKoro
apxmBa byneT CKaHMPOBaTLCSA MNPY LOCTYMNE K HEMY B PEXMME peasibHOro BPEMEHM.

41.11. Noyvemy BitDefender aBTomMaTU4eCKN yaanun
3apakeHHbIn ann?

Mpwn 0bHapyxeHnKn 3apaxeHHoro arna BitDefender aBToMaTU4eCKM NonbITaeTCs
Bbl1I€YNTb ero.Ecnm hann He yaaeTCs BblIeYUTb, OH NEPEMELLAETCS B KapaHTUH B
Lensx npefoTBpalleHns pacnpoCcTpaHeHUs Bupyca.

B cnyvae onpefeneHHbIX TUMOB BPELOHOCHbIX MPOrpamMM JieYeHne HEBO3MOXKHO,
MOCKOJIbKY BPELOHOCHbIM SBNSETCS BECb 0OHapPYXEHHbIN (halin. B Takmx ciyvasnx
BLIMOJIHAETCS YAaeHne 3apaXxeHHoro aina c Aucka.

Takasi cUTyauns xapakTepHa 405 (haifioB yCTaHOBKM, 3arpyXaeMblX C HEHaLEeXHbIX
Beb6-CcaToB.B 3TOM CMTyauumn PeKOMeHIYeTCsA 3arpy3nTb YCTaHOBOYHbIA (alin C
Beb-caiTa NpoM3BOANTENA UK C APYroro 4OBEPEHHOro Beb-canTa.
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42. MNopaepxxka

BitDefender cTpemMuTCs NpeaoCTaBUTL CBOMM KAMEHTaM ObICTPYIO U FPaMOTHYIO
TexnoLaepKy.lpu BO3HNKHOBEHUM NpobaeM nan BONPOCOB, CBA3aHHbIX C paboToi
BitDefender, gns 6bICTPOro NOMCKa peLUeHUA N 0TBETOB AOCTYMHbI HECKOJIbKO
UHTEepHeT-pecypcoB.lMpy He0BX0AMMOCTY MOXKHO 0BpaTUTLCS B CNy>XOYy NOAAEpKKM
knmeHToB BitDefender. Mpeactasutenn cnyxbel nogaep>KKn 6bICTPO OTBETAT Ha
BCe BOMPOCh! 1 OKaXXyT HEOBXOAMMYIO MOMOLLb.

42.1. OHNnanH-pecypcobl

42.1.

Ona ycTpaHeHus npobnem n paspelleHns BOMpoCcoB, CBA3aHHbIX C BitDefender,
LOCTYMeH psaf MHTepHeT-pecypcos.

@ ba3a 3HaHun BitDefender:http://www.bitdefender.com/help

@ ®opym Texnoppepxxku BitDefender:http://forum.bitdefender.com

@ nopTan komnbloTepHon 6e3onacHocTn Malware City:http://www.malwarecity.com
@ B1AEOPYKOBOACTBA

Tak)Xe MOXXHO BOCMOSb30BaThCsS MOUCKOBOW CUCTEMOW [NA  MOJyYeHus
[IOMONIHNTENbHBIX CBEAEHUS O KOMMbIOTEPHON Be3onacHOCTKM, NpoaykTax BitDefender
N KOMMaHUN.

1. ba3a 3HaHun BitDefender

ba3a 3HaHu BitDefender — 370 xpaHnnuwe nHchopmauum o npoaykTax BitDefender
C OTKPbITbIM JOCTYMOM [Nl K/INEHTOB B PEXIMME peasibHOro BpeMeHu (oHNalH). B
Hell B BUAE OTHYETOB, MMEIOLLMX NIerkoLOCTYMHbIA hopMaT, HakanauBalTCcs
pe3ynbTaThl BCEN AeATeNbHOCTM MO 0Ka3aHWio TEXHUYECKON noaaepxkn BitDefender
U yCTpaHeHWio OWMOOK B MporpamMMe rpynnaMu TEXHUYECKOW MOALEPXKM U
pa3paboTyrKaMm KOMMaHUW, a Takxxe UMelTCs CTaTbu 6onee obLiero xapakTepa
06 obe3BpeXxxnBaHUN BUPYCOB, YyNpaBiaeHUN BHeapeHmemM peluernin BitDefender ¢
NoApPO6HbLIMU MOACHEHUAMM Pa3ANYHbIX NMPO6IEM, PaBHO KakK 1 MHOXXECTBO Apyrux
MaTepnasos.

basa 3HaHuI BitDefender oTKpbITa 4519 BCeX U CHab)KeHa MOMCKOBbLIMY CPeACTBaMU,
MO3BOJIAIOLLMMU JIErKO HaTV OTBET Ha MHTEPECYIOLLYI0 Bac Npobnemy. TOT LeHHbIN
MaccuB MHGOPMaLMK SABNSETCS elle OLAHUM NCTOYHUKOM TEXHUYECKUX 3HAHUIA 1
3KCMEPTHbIX pelweHnn aona knveHtoB BitDefender. Bce o06ocHOBaHHbIE
NH(OPMALMOHHbIE 3aMpoChbl M OT3bIBbl 0 HAaWAEHHbLIX MPOrpaMMHbIX OLINGKaX,
nocTynuBLKe OT KNIMeHTOB BitDefender cBoeBpeMeHHO HaxoaAT CBOe MecTo B ba3e
3HaHun BitDefender: B Buage ot4yeToB 06 YyCTpaHEHUM MPOrpaMMHbIX OWWKOOK,
0BHOBNIEHMAX A5 MAaKCUMaIbHOro YCTPaHEHUSt HeAO0LEN0K Y UH(OPMaLMOHHBIX
MaTepuanos/cTaTen, LOMNOAHALWMX (halsibl CIpaBKy NPOrpaMMHOro NPoayKTa.
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baza  3HaHuM BitDefender = pocTymHa  KpyrjiocyTO4HO MO agpecy
http://kb.bitdefender.com.

42.1.2. ®opym Texnonaepxku BitDefender

®opym Texnoanepxku BitDefender npegocTaBnseT nonb3oBatensam BitDefender
NpPOCTOM CNocob He TOJIbKO NOAYHUTb HEOOX0AUMYIO MOMOLLb, HO 1 MOMOYb LPYTUM.

B cnyyae HekoppeKkTHo paboTbl NpoaykTa BitDefender (MpoayKT HE MOXET yoannTb
OTAeNbHble BUPYChl C KOMMbIOTEPA) UJIN BO3HUKHOBEHUS BOMPOCOB OTHOCUTENbHO
paboTbl NPOAYKTa Bbl MOXKETe ony6MKoBaTb onucaHne npobaembl Uav CBOW BONPOC
Ha opyme.

CneumanncTbl cnyx6bl TexHUYeckon nogaepxku BitDefender oTcnexunsatoT HoBble
coobLeHns Ha hopyMe, 4TO NO3BOSISET CBOEBPEMEHHO pearmpoBaTh Ha BCE BOMPOCHI
nosb3oBaTenen. Ha hopyme Takxe eCTb BO3IMOXHOCTb MOAYHYNTb OTBET WK y3HATb
0 cnocobax pelueHns npobnembl 0T Bosee oNbITHLIX NoMb30BaTeNen BitDefender.

Mepen ny6avkaumen cBoero coobLieHns o npobneme WanM BOMpoca BbIMOJHUTE
MOMCK MOXOXWX WM CBSI3aHHbLIX TeM B (hopyMe.

®dopym TeXNoaaepXKu BitDefender LOCTyneH no aapecy
http://forum.bitdefender.com Ha NATY pa3NYHbIX A3bIKaX: aHIINACKOM, HEMELLKOM,
(hpaHLLy3CKOM, MCMAHCKOM U PYMbIHCKOM.Ha)XMMTe Ha CCbIIKYy 3aluuTa ass goMa
n oduca, 4Tobbl NepenT B pasaes noTpebuTensCKMX TOBaPOB.

42.1.3. Noptan Malware City

Moptan Malware City npeactaBnseT cobon Hambonee MNONMHbIA UCTOYHUK
NH(OPMaL MM 0 KOMMbIOTEPHON 6e30MacHOCTH. 34eCb MOXXHO HAaNTW CBEAEHMA O
pPa3NyHbIX Yrpo3ax, KOTOpbIM MOABEPraeTCs KOMMbOTEP MPU MOLKIYEHUN K
NHTepHeTy (BpenoHocHoe MO, hulimHroBble aTaku, cnam, KubepnpecTynHoCTh).B
CNoBape Pa3bACHAITCA 3HA4YeHUs TEPMUHOB KOMMbIOTEpPHOW 6Ge3omacHoOCTH,
KOTOpbI€ HE3HAKOMbI MOJIb30BaTESIO.

0N HhOpMUPOBaHWS NMoJb30BaTesel 0 NOCTeIHUX BUPYCaX, TEKYLLUX TEHIEHLNAX
pa3BUTKA cUCTeM Be30MacHOCTU 1 APYrux CoBbITUAX B OTPACAN KOMMbIOTEPHON
6e30MacHOCTY perynsapHo NyBanKyTCS HOBblE CTATbU.

Be6-cTpaHunua Malware City: http://www.malwarecity.com.

42.1.4. BnaeopykoBOACTBa

BuoeopykoBofiCTBa NPeAOCTaBAAT MOLWAroBble WHCTPYKUMU MO rnpoLenype
HaCTPONKMN NpoyKTa.OHU COCTaB/IEHbI B MPOCTOM MpefesibHO YETKOM CTUE, YTO
Mo3BOJISET ICHO U3/10XKUTb CMbIC/ COOBLLEHUS.
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OcHoBHas Lenb — obecneynTb yA06CTBO NCMOb30BAHNSA MYyTEM NPeaoCTaBNeHNS
6a30B0M M AOMNOMAHUTENLHOW MHMOPMALMM O MPUHLMUMNAX MOCTPOEHUS] CUCTEM
6e30MacHOCTY, HAaCTPOKe 1 ncnosb3oaHum BitDefender.

OcHoBHas Lenb — obecneynTb CNeLmann3npoBaHHyo NOLLEPXKKY MOCPEACTBOM
BWEOPYKOBOACTB MO UCMOJb30BaHWIO MPOAYKTa, B KOTOPbIX MpuBedeHa
nHdopMaumns HenocpeacTBeHHO 06 NCNOAb30BaHNM 1 HacTporke BitDefender.

Hanpumep, BMecTo TOro, 4tobbl 3B0HUTL B cNyxby Texnonnepxku BitDefender
ANS NONYYEHUSA MHCTPYKLUIA AN MbITaTbCH CAMOCTOATEbHO BbIMOIHUTb CI0XKHbIE
npoueaypbl, MOXXHO MPOCTO 03HAKOMUTLCS C BUAEOPYKOBOACTBOM W BbIMOAHUTb
npeacTaBNeHHble B HEM MOLIAroBble MHCTPYKLUUN.

42.2. ObpalLeHne 3a NOMOLLbIO

B paspene Mouck M ycTpaHeHMe HenonagoK M NOMOLULb MNpeAcTaBfieHa
HeobxoauMasa nHpopMaumna o Haubonee 4acTo BCTpeyamowmxcs npobnemax, ¢
KOTOPbLIMW M0/1b30BaTE b MOXKET CTONKHYTLCSA NPY UCMOb30BaHUN NPOAYKTA.

Ecnn He yoanocb HanTm peweHne I'IpO6J'I€MbI B OOCTYMHbIX NCTOYHUKAX, Bbl MOXKETE
CBA3aTbCA C HaMI:

@ «CBAXKMTECH C HAMW HEMOCPeACTBEHHO Yepes nHTepdeiic npoaykTa BitDefender»
(p. 274)

@ «CBS)KUTECh C HaMW Yyepe3 OHNalH-6a3y 3HaHun» (p. 275)

BaxkHoO

Ona obpaweHus B cnyxby nopaepxku knveHtoB BitDefender Heobxonumo
npeaBapuTesbHO  akTUBMpPOBaTb  NpoAykT  BitDefender.na  nony4yenus
LOMOSIHUTEIbHOV MHOPMALIMKN NepenanTe K «Peructpauns u Mos y4eTHas 3anmncb»
(p. 59).

CBAXMTECH C HAMU HENOCPEACTBEHHO Yepe3 NHTepdenc NpoayKTa
BitDefender

Mpu Hannymm paboTocnocobHoro noakaYeHns K IHTepHeTy (focTyna B IHTepHET)
Bbl MOXKETe 06paTUTbLCA 3a MOMOLLbIO B CNyx0y noaaepxku knmeHTos BitDefender
HernocpeaCcTBeHHO M3 nHTepdenca NpoaykTa (OKHO MPorpaMMbl).

ObpaTuTbCs 3a TeXMOALEPXKKOM MOXHO C MOMOLLbK WMHTErpUpPOBaHHbIX
WHCTPYMEHTOB NOAAEPXKKMN, LOCTYMHbLIX B UHTEpdeice NpoayKTa.

[ns nCcnosfb30BaHNSA BO3MOXXHOCTEN BCTPOEHHOI CNPaBKM BbINOJIHUTE cieaytoLime
nencrTeuns:

1. OTkpowTe BitDefender.
2. MNepengnTe no ccolike CnpaBka U nogaep>XKa B MPaBoOM HVXKHEM Yrily OKHa.
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3.

Tenepb LOCTYMHbI ABa NapameTpa:
@ YT06bI HANTN HYXXHYIO MH(OPMALLMIO, 3aMyCTUTE NMOUCK MO Hallen 6a3e faHHbIX.
@ BbibepnTe 0TAEN B COOTBETCTBMM C TUMOM BO3HUMKLLEN Npobiembl.

Cny)K6a nogpnepXxkKun KJIMeHTOB 3aHMMaeTCA BOMpocCamMy, CBA3aHHbIMK C
I'IOKyI'IKOI7I, NnueH3namMmun, B03BpaTtaMin U npogseHnemMm.

TexHu4yeckas noapep>XkKa pacrnpoCcTpaHAeTCqa Ha I'IpO6J'IeMbI, CBA3aHHbIE
HenocpeaCTBeHHO C MPOAYKTOM K €ro pa60TOCI'IOCO6HOCTbPO.

Bopbba c BpepoHOCHbIM MO — 3Ta yHKUNUA CAYXUT ANA pa3pelleHus
BOMPOCOB, CBA3@HHbLIX C BUPYCaMMU.

. O3HaKoOMbTECH C cofgepXxaHmem CoOOTBETCTBYHOLWNX cTaTen nam LOOKYMEHTOB U

nonpobyinTe Npeano)KeHHble BapnaHTbl PELLEHWA.

. Ecnu pelun T npobnemy 3TuM cnocoboM He yAanoch, BOCMO/b3YNTECh CChIIKO,

I'IpI/IBEJJ,EHHOVI B CTaTbe, AN 3anyCKa MHCTPYMEHTa NoAOEPXKKN.

. YKaxnte CBOMN appec 3/IEKTPOHHOW MOYThl, BblbepUTE HY)XHbIN OTAEN "

NPENOCTAaBbTE KPAaTKoOE ONMncaHne I'IpO6J'IEMbI.

HaxmuTte Oanee.

. NMopoxanTe HeCKobKO MUHYT, noka BitDefender BeinonHUT cbop cBemeHUn o

npoaykTe. dTa MH(pOPMaLMs NOMOXET HallMM TEeXHWYeCKUM cneumanucram
HanTn 3chheKTNBHOE pelleHne Balen Nnpobnemsl.

Haxxmute Oanee.

. Haxxmute BBBepI.IJMTI:, 4yTOb6bI OTNPaBuUTb OaHHbIE B CJ'Iy>K6y noonepXXkKun

knneHToB BitDefender. B 6avxaniwee Bpems C BaMu CBS)XETCS NpeacTaBUTENb
CNy>X0bbl NOOAEPXKKN.

CBSXXWUTECh C HAMM Yepe3 OHMNaNH-6a3y 3HaHWiA

Ecnv He ynaeTcs HanTu TpebyeMble cBeAeHNS NoCpeacTBOM npoaykTa BitDefender,
obpaTuTech K Halen 6a3e 3HaHMI B IHTepHeTe:

1.

Mepengnte K http://www.bitdefender.com/help.ba3a 3HaHun BitDefender
BKJIloYaeT B cebs CTaTbu, codepxkalime peweHus npobnem, CBA3aHHbIX C
BitDefender.

. MonwmTe B 6a3e 3HaHWI BitDefender cTaTbu, KOTOPbIE MOrYT MOMOYb BaM PELLUTb

Baly npobnemy.

. O3HaKoMbTECH C cofoepXxaHmem COOTBETCTBYHOLWNX CTaTen uin LOOKYMEHTOB U

nonpobyinTe Npeano)KeHHble BapnaHTbl PELLEHWIA.

. Ecnu pelun T npobnemy 3TumM cnocobom He yaanock, BOCMO/b3YNTECk CChIKO,

NnpyvBELIEHHON B CTaTbe, Ans obpalleHus B cnyby noanepXKu KiNeHTOB
BitDefender.
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5. CeshxmTech € Texnoanepxkown BitDefender no 3neKTpoHHOM NoYTe nan TenedoHy.
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43. KoHTaKTHaa nHpopMaLuma

SpheKTMBHAA CBA3b ABNSETCA 3aJ0roM ycnewHoro busHeca. 3a nocnegHue 10
net komnaHwun BITDEFENDER ypanocb 3aBoeBaTb HemnpepeKkaeMmbli aBTOPUTET
Cpeaun CBOUX KAWEHTOB M NMapTHEPOB 3a CYET MPeABOCXMULLEHNSA UX OXUAAHUA U
MOCTOAAHHOMO Yy4LUEHNs CBA3N C HUMKU. Mbl 6yaem pafbl OTBETUTH Ha BCe BalUK
BOMPOCHI M pewmnTb Bawwmn npobnembl - 6e3 konebaHun obpalwantecb K HaM 3a
MOMOLLbIO.

43.1. Agpeca Beb-canToB

Otpen npofax: sales@bitdefender.com

TexHunyeckas nogaepxxka:www.bitdefender.com/help
JokymeHTauus: documentation@bitdefender.com
MapTHepckue nporpammel: partners@bitdefender.com
MapkeTuHr: marketing@bitdefender.com

OTtpen no cesazam co CMU: pr@bitdefender.com

BakaHcuu: jobs@bitdefender.com

JlabopaTopus ans BUpycoB: virus_submission@bitdefender.com
JlabopaTopus ans cnama: spam_submission@bitdefender.com
MKanobbl: abuse@bitdefender.com

Be6-cant npoaykTta:http://www.bitdefender.com

FTP-apxmBbl npoaykTa:ftp://ftp.bitdefender.com/pub

MecTHble ancTpubyTopsl:http://www.bitdefender.com/site/Partnership/list/
basa 3naHwui BitDefender:http://kb.bitdefender.com

43.2. MeCTHble gnucTpubyTopsl

MecTHble ancTpubbioTopbl BitDefender rotoBbl OTBETUTb Ha BCE BOMPOChHI
KOMMepYecKoro 1 obLLero xapaktepa, HaxoAaWwmnecs B UX KOMMNETEHLNN.

Mouck gnctpubyTopa BitDefender B Bawen cTpaHe:

1.
2.

MepenanTe K http://www.bitdefender.com/site/Partnership/list/.

KOHTaKTHble [aHHble MeCTHbIX aucTpubyTopoB BitDefender  posiKHbI
0TO6pa3nTLCA aBTOMATMYeCKU. ECAM 3TOro He Mpou3OLLI0, BOCMOb3YyATECh
WHCTPYMEHTOM MOWNCKa NapTHEPOB B MEHIO C/IeBA, YTOObI BbIOpaTh CBOM pernoH
N CTpaHy.

. Ecan He ypanock HanTu guctpubyTtopa BitDefender B Baluen cTpaHe, CBSXXNTECH

C HaMu No agpecy 3JIeKTPOHHOM noyThl sales@bitdefender.com.Yka3biBanTte
agpec 3N1IeKTPOHHOM MOYTbl Ha aHMJMNCKOM f$i3blke, YTOObI Mbl CMOr/M
CcBOEBpPeMeHHO 0bpaboTaTh Ball BOMPOC.
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43.3. Oucel BitDefender

CoTpyLHUKM KOMMaHWKW, OTBETCTBEHHbIE 3a BitDefender, oTBeTAT Ha BaLLK 3anpocsl
KOMMepYecKoro v obLLero xapaktepa, OTHOCALLENRC K cdhepe NX LesTEeNbHOCTY U
reorpauyeckon npmeaske. Huxe npreefeHsl afpeca n KOHTakTHas MHGopMaLns.

CLLA

BitDefender, LLC

PO Box 667588

Pompano Beach, FI 33066

TenegoH (ouc n npopaxkn): 1-954-776-6262

Mponaxu: sales@bitdefender.com

TexHuyeckas noggepxka: http://www.bitdefender.com/help
CanT: http://www.bitdefender.com

'epMaHuA

BitDefender GmbH

Airport Office Center

Robert-Bosch-Strale 2

59439 Holzwickede

Deutschland

Oduc: +49 2301 91 84 222

Mponaxu: vertrieb@bitdefender.de

TexHnyeckas nogaepxka: http://kb.bitdefender.de
Cant: http://www.bitdefender.de

Benukobputanusa n Npnanans

Business Centre 10 Queen Street

Newcastle, Staffordshire

ST5 1ED

dnekTpoHHas noyTa: info@bitdefender.co.uk

TenedoH: +44 (0) 8451-305096

Mponaxu: sales@bitdefender.co.uk

TexHnyeckas nogaepxxka: http://www.bitdefender.com/help
CanT: http://www.bitdefender.co.uk

NcnaHng

BitDefender Espaia, S.L.U.
Avda. Diagonal, 357, 19 12
08037 Barcelona

®akc: +34 93 217 91 28
TenedoH: +34 902 19 07 65
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Mpomaxu: comercial@bitdefender.es
TexHnyeckas nogaepxxka: www.bitdefender.es/ayuda
Cant: http://www.bitdefender.es

Poccuna n ctpaHbl CHIN (KpoMe YKpaunHbl)

BITDEFENDER SRL

West Gate Park, Building H2, 24 Preciziei Street

Bucharest

®akc: +40 21 2641799

TenedoH oToena npodax: +40 21 2063470

Apnpec 3. noYThl 0TAeNa Npofax: sales@bitdefender.ro
TexHnyeckas nogaepxka: http://www.bitdefender.ro/suport
CanT: http://www.bitdefender.ro
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44. NonesHaa nHgopmaLms

B sTom rnase npeacTtaB/ieHbl HEKOTOPbIE BaXXHble npouenypbl, 0 KOTOPbIX
HeobXx0AUMO 3HaTb nepen nouckoMm n yctpaHeHnem TeXHN4eCKmnx HeI/ICI'IpaBHOCTEVI.

[na noucka n yCTpaHeHUs TeXHU4Yecknx Hemnonamok BitDefender Heobxogumo
3HaHue crneumndukn OC Windows. Taknm obpa3om, cnegytolme Wwarn 0THOCATCS B
OCHOBHOM K onepauunoHHon cucteme Windows.

44.1. YpaneHune fpyrux pelieHun 6esonacHoCcTu

[naBHas uenb NCMNoJib30BaHUA peLUEHVII;I 6e3onacHocTn — obecneyeHune 3alWnThI
n 6e30nacHOCTU AaHHbIX.YTO nponcxoonT, eCanm Ha KOMMbTEPE YCTAaHOBJIEHO
HEeCKOJIbKO peLLIEHVIPI 6e3onacHocTn?

OOHOBPEMEHHOE WKCMOJIb30BaHME HECKOJbKUX pelleHuin 6e30nacHoOCTN  Ha
KOMMbOTEpPE NPNBOANT K HECTabnnbHOCTK cucTeMbl.YcTaHoBLUMK BitDefender Total
Security 2011 aBTOMaTU4eCKMN pacrno3HaeT Apyroe nporpaMmHoe obecnevyeHue
6e3oMacHOCTY 1 NpeanaraeT yaaiuTb ero.

Ecnn ppyrue peweHns 6e30MacHOCTU He Obln yaaneHsl BO BPeMs WCXOLHON
YCTaHOBKM, BbIMOJIHWTE Cefytolne 0eicTBus:

® 115 Windows XP:

1. Haxxmute Myck, nepengute B pa3gen MaHenb ynpaBnaeHus 1 ABaXKAbl
LLESIKHUTE MbILWbo 31eMeHT YCTaHOBKA U yaaieHue nporpamm.

2. MoJoXONTe HECKOJIbKO CEKYHJ, MOKa He 0TOBPa3nTCs CNINCOK YCTAaHOBJIEHHOT O
nporpaMmMHoro obecrneyeHus.

3. HainonTe nmsi nporpaMmsl, KOTOPYHO CIefyeT yaanuTb, U BbibepuTe Y BanuTb.

4. [loXXAWTeCb 3aBepLUEHUs MpoLecca YyAafieHus, Mocje Yero BbIMOJHWTE
nepesarpysky CUCTEMbI.

® 19 Windows Vista n Windows 7:

1. Haxxmute Myck, nepengute B pa3gen MNMaHenb ynpaBneHus 1 [BaxKAbl
LLEeIKHUTE MbiWbto 3neMeHT MporpaMMbl U PYHKLLUMMA.

2. Moo aNTe HECKOJIbKO CEKYHA, NMOKa He 0TOBpa3nTCs CNCOK YCTaHOBIEHHOMO
nporpamMmmHoro obecneyeHus.

3. HangnTe nms nporpammbl, KOTOPYIO CieflyeT yanuTb, 1 Beibepute Y BanuThb.

4, oXANTeCh 3aBeplUeHWsi MpoLecca yOaNeHus, Mociae Yero BbIMNOJHUTE
nepesarpysky CMCTEMbI.

Ecnn yOoanuTb Jpyroe peweHne 6e30nacHOCTM He yAanocChb, 3arpy3nte NHCTPYMEHT
yoaneHna c Beb-caiTa NOoCTaBWMKa TakKoOro peweHna win O6paTVITECb
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HemnocpeacTBEHHO B Cy>X0y Noaaep)KKy NOCTaBLUUKA 415 MOJyYEHUS UHCTPYKLIWIA
o yaasieHuio.

44.2. Nepe3arpyska KoMnbloTepa B 6e30nacHOM pexumme

be3onacHbI peXxxnm npencTaBaseT cobor onepaLoHHbIN ANArHOCTUYECKNI PEXIM,
KOTOPbIA NCMOb3YeTCA B OCHOBHOM AJ151 MOUCKA W YCTPaHEHUSI HEMCNPABHOCTEN,
HeraTMBHO BAVAOLWMX Ha HopManbHyto paboTy Windows.Mpobnema Takoro Tuna
MO>XXEeT ObITb Bbl3BaHa JIl0ObIMU MPUYMHAMU — OT KOH(IMKTa LpaliBepoB [0 BUPYCOB,
npenaTCTBYIOWMUX HOpMasbHoOM 3arpy3ke Windows.B 6e3onacHoM pexxume MoryT
paboTaTb TONIbKO HEKOTOpPLIE NpuaoXKeHus, Windows 3arpy>kaeT TOJIbKO OCHOBHbIE
ApanBepa U MUHWMYM KOMMOHEHTOB OMepaLMOHHON CUCTeMbI.IMEHHO MO3TOMY
60/1bLLIMHCTBO BUPYCOB HeaKTMBHbI Npy paboTe Windows B 6e30macHOM pexume 1
NX MOXXHO JIErKO yAaiunTb.

3anyck Windows B 6e30nacHoM pexume:
1. MNMepe3arpy3unTe KOMNbOTEP.

2. [1ns nepexona B KOPHEBOE MEHIO HECKOJIbKO pa3 HaxMuTe Ha Knasuwy F8 fo
TOro, Kak 3arpysmtca Windows.

3. B KopHeBOM MeHI0 BbibepnTe BesonacHbIi peXXuM 1 HaxxmuTte Beog,
4. NoxamTech 3aBepLueHns 3arpy3ku Windows B 6e3onacHomM pexunme

5. Mo 3aBepLUeHNM NpoLecca BbIBOAMTCA CoobLLeHNe NoATBeEpKAeHUS. HaxxMmTe
OK o115 NnoATBEPXXAEHNUS.

6. [1ns 3anycka Windows B HOpMasibHOM pexXuMe NpocTo nepesarpysnTe CUCTeMy.

44.3. OnpegpeneHune ncnonssyemon sepcum Windows (32- nnau
64-pa3psaaHas)

YT06bl Y3HaTb, Kakas ornepaLuoHHas CUCTEMA YCTAHOB/IEHA Ha KoMMbioTepe (32-
unn 64-paspsaHasn), BeIMONHUTE CleaytoLne 4eNCTBUS:

® 115 Windows XP:
1. HaxxmuTe Myck.
2. Hangnte anemeHT Mok KoMnbioTep B MeHto Myck.

3. LLlenkHnTe NpaBoi KHOMKOW MbIWK 31emMeHT Mol KoMnbloTep 1 BbibepuTe
CBoMcTBa.

4. Ecnn nop 3aronoBkom Cuctema otobparkaetca x64 Edition, 3To o3HavaeT,
4YTO Ha KOMMbIOTEpPE yCTaHOBJIEHa 64-pa3psaHas Bepcus Windows XP.

Ecnn nomeTka x64 Edition He oTobpaxaeTcs, 3TO 03Ha4yaeT, 4TO Ha
KOMMbtOTEpe yCTaHoB/eHa 32-pa3psasHas Bepcua Windows XP.
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® 115 Windows Vista n Windows 7:
1. HaxxmuTe Myck.
2. Hangute anemeHT KoMnbloTep B MeHio MycK.
3. LLlenkHnTe npaBoi KHonkon Mbiwn KomnbloTep 1 Boibepnte CBOMCTBA.

4. BonguTe B pasgen Cucrtema 4515 NPOCMOTPa CBEAEHUN O CUCTEME.

44.4. NpoCMOTpP CBeAEHNIN 0 HAaCTPONKax NPOKCU-CepBepa.
YT06bl HANTW 3TW HAaCTPOWKMK, BbINOJIHUTE Cleaywmne OencTBus:
@ [1ns Internet Explorer 8:
1. OtkpownTe Internel Explorer.
2. BbibepuTe CepBuc > CBoicTBa obospeBaTens.
3. Ha Bknanke MopknioyeHus Boibepnte HacTpoiku LAN.

4. B paspene Ucnonb3oBaTb npokcu-cepsep ansa LAN Bbl yBuanTe Appec v
MopT npokcu-cepsepa.

® 15 Mozilla Firefox 3.6:
1. OTkpowTe Firefox.
2. Bbibepute UHCTpyMeHTbl > MapameTpsl.
3. Ha Bknagke JonosHUTeNbHO Bbibepute BkNaaky CeTb.
4. Haxxmnte HacTpomkm.
@ [1ns Opera 10.51:
1. OTkpownTe Opera.
2. BoibepuTe UHCTPYMEHTBI > YCTaHOBKM.
3. Ha Bknagke JononHuTeNbHO Bbibepute BkNaaky CeTb.

4, Haxxmute KHorky Fpokcu-cepBepbl, 4T06bl OTKPbITH A4aNOr0BOE OKHO
HaCTPOeK MpPOoKCK-cepeepa.

44.5. NonHoe ynaneHue BitDefender.
BbinonHUTe cnepyowme LENCTBUSA N5 KOPPEKTHOro yaaneHus BitDefender:

1. Mepengute Kk www.bitdefender.com/uninstall n 3arpy3uTte nHCTpyMeHT yaaneHums
Ha Ball KoMMbtoTep.

2. 3anyCcTTb UHCTPYMEHT yAaneHns, Crnosb3ys npaea agMMHUCTPaTopa.

3. MNepe3arpy3uTe KOMMNbIOTEP.
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44.6. BKNtoYeHne 1 OTK/IK0YEeHMe 3aLLNThl B peXXnme peasibHoro
BpemMeHun

BitDefender obecne4ymBaeT HeMnpepbIBHYIO 3alUWTy B peasbHOM BPEMEHU OT
MHOXeCTBa Yrpo3 MnyTeM CKaHWPOBaHWA BCEX OTKPbIThbIX (ansioB, MOYTOBbIX
Co0bLLEeHNI, @ TakXKe NepenncKi C MoMOoLLbI0 Cy>X6 MrHOBeHHbIX coobuieHui (1CQ,
NetMeeting, Yahoo Messenger, MSN Messenger).

3awwnTa BitDefender B pexume peasbHOro BPeMeHW, KakK MpaBulo, BKIKYEHa, 1
OTKJIOYaTh €e He PeKOMEHAYeTCs.

Mpy Moucke W YCTPAHEHUW HEWCNPABHOCTEN WAW yAaseHUU BUPYCa MOXET
noTpeboBaTLCS OTK/IYNTD 3aLLUTY B PEXMME PeasibHOro BpeMeHu. Takum 0bpasom,
paspeluaeTcs 0fiHa U3 CefyoWmnx CUTyauui:

@ CHMXeHMe BbICTPoAENnCTBMSA CMCTEMBI MOC/e yCcTaHoBKK BitDefender

@ HekoppekTHas paboTa 04HON 13 NPOrpaMM WK MPUIOXKEHWIA NOCE YCTaHOBKM
BitDefender

@ CoobuleHns 06 owwnbkax, KOTopble MOray oTobpaxkaTbCs HEMOCPELCTBEHHO
nocne yctaHoBkm BitDefender

YT106bI BPEMEHHO BKJTIOHYUTb NI OTKJTIOYUTDL 3alLTY B PE€XXUME PEaJZIbHOIro BpeMEHMN,
BbIMNOJIHNTE Cnenyowne LencTBus:

1. OTkpownTe BitDefender, HaxxmuTe MapamMeTpbl B BEPXHEM NPABOM YrJly OKHa U
BblbepnTe nHTEpdenc Kcnepr.

2. Nepenpgnte B pasfes AHTUBUpPYC > LLIuT.

3. CHMMUTE (h1aXKOK 3aLLuTa B peXKuMe peasibHOro BpeMeHH BKJI0YeHa, 4Tobbl
BPEMEHHO OTKJIOUNTL aHTUBUPYCHYIO 3aLLUTY (MU YCTAHOBUTE 3TOT (h1aXoK,
ecnn TpebyeTcs BKYUTD 3aLLUUTY).

4. Heobxoammo noaTBEpAUTL BIOOP. /151 3TOr0 B MEHIO ClieayeT BbibpaTk Nepuoa,
Ha KOTOPbI TpebyeTcs OTK/OYNTL 3aLLUNTY B PEXUME peasibHOro BpeMeH!.

3amMevaHune

@ MocnepoBaTeNbHOCTL AENCTBUA ANA OTKIOYEHNS 3alMThl B peXMUME peanbHOro
BpeMeHu BitDefender pekomeHayeTCs MCNONb30BaTb UCKMIOYUTENBHO B KayecTBe
BPEMEHHOW Mepbl 1 TOJSIbKO Ha KOPOTKUA Nepuo BpeMEeHN.

44.7. OTobpaxkeHune ckpblTbix 06bekToB B Windows

DTN MHCTPYKLWM NONEe3HbI 4S8 YCTPaHeHNs BpeAoHocHoro MO B Tex ciyyasx, Koraa
HeobX0AMMO HaTW 1 YAANNTb CKPbITbIE 3apa)XeHHble aibl.

Ons oTobpakeHns CKpbITbix 06beKTOB B Windows BbINOAHWTE Cliedytolime LeNCTBUS:
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1. Haxxmute Myck, nepenante Ha BkNaaky MaHenb ynpasneHusa u Bbibepute
MapameTpbl Nanku.

2. Nepenante Ha BKnagky MpocmoTp.

3. Boibepute NMokasaTb cogep>XxuMmoe CUCTEMHbIX Nanok (Tonbko ans Windows
XP).

4. BbibepnTe OTOOpaxkaTb CKpbiTbie hakibl M NANKM.

5. CHUMnTe (hna)kok CKpbIBaTb PacLUMPEHUs O 3aperucTPMpoBaHHbIX TUNOB
cannos.

6. CHuMuTe tha)xok CKpbiBaTb 3aLuuLLeHHbIe haitsibl OnepaLmoHHON CUCTEMDI.

7. Haxxmute NMpuMeHuTb, 3aTeM HaxxMuTe OK.

MonesHas nHhopMauus 284



BitDefender Total Security 2011

"noccapun

ActiveX

ActiveX - 3TO KOMMOHEHTbl, KOTOpble MOryT WCMO0JIb30BaTbCA APYrMMU
nporpaMmMamMm 1 onepaLMoHHbIMM CUCTEMaMK, Bbl3bIBAOLLMMUN UX. TEXHONIOr 1S
ActiveX ncnonb3yeTtcs BMecTe C nporpammoin Microsoft Internet Explorer ons
CO3[aHNs NHTEPaKTUBHBIX CTPaHWL, KOTOpPble BbIrIAAAT U paboTaloT ckopee
KaK KOMMNbIOTEPHble NPOrpaMMbl, HEXKEN KaK MPOCTble CTpaHuLbl. C MOMOLLbO
ActiveX nosb3oBaTesb MOXeT 3afaBaTb BOMPOCHl M OTBEYaTb Ha HUX,
"HaXXMMaTb" Ha KHOMKWM W ApyrumMm cnocobamm B3auMOLencTBOBaThb C
Beb-cTpaHuuen. InemeHTol ActiveX 4YacTo nuwyTca Ha a3bike Visual Basic.

[ NaBHbLIN HeLOCTAaTOK TexHosoruy ActiveX - mosiHoe oTCYTCTBME KaKon-nmbo
3aLMThl. [03TOMY 3KCMNEPTHI MO KOMMbLIOTEPHON 6€30MacHoCTH He 0406psaoT
ee 1Crosib30BaHue B ceTu MiHTepHeT.

PeknamHoe MO

PeknamHoe MO 4acTo ycTaHaBAMBAETCS B Ka4eCTBe "Harpy3kn" K OCHOBHbIM
NPWIOXXEHNAM, KOTOpble MpefocTaBafnTca 6ecnnaTtHo, Mpu yCa0BUM HTO
Nnosb30BaTesb COrNallaeTCsa YCTaHOBUTb nNporpammy. MOCKONbKY peKIaMHble
npunoXeHnsa 0bbl4HO YCTaHABAMBAIOTCSA TONbKO MOC/IE TOr0, Kak MoJIb30BaTesb
NPUHUMaeT YCNOBUS, YKa3aHHble B COOTBETCTBYIOLEM JINLEH3UOHHOM
cornaweHnn, rhae  ykasblBaeTca  (PYHKUMA  MPUIOXKEHUsd, TO  UX
(PYHKUMOHMPOBAHNE He ABASETCH  KakUM-nnbo  HapyLleHMeM rpas
nosb30BaTens.

OAHAKO BCMNJIbIBAKOLLME PEKSIaMHble 06 bABNEHNS MOMYT NPUYNHATL Heyf06CTBa
Nnosib30BaTesNlo, @ B HEKOTOPbIX C/ydasx W yXyAWaTb OrnepaunoHHble
XapPaKTepPUCTUKMN CUCTEeMbI. KpoMe Toro, nHdopMaLms, cobrpaeMas HEKOTOPbIMU
U3 3TUX NMPUNOXKEHUIA, MOXKET NOKa3aTbCs HeLOMNYCTUMOW AN pa3rialleHus
ONsi Tex Mnosib30BaTesieil, KOTopble HELOCTAaTOYHO MOJHO U3YYWUW YCNOBUS
JIMLLEH3UOHHOI O COrNlalleHUs.

Apxus
Ounck nnu KaTanor, cogepxkaluune 3anacHole aisbl.

®daiin, cofiepxaLlyin 0IMH U HECKOJTbKO (hallioB B CKaTOM hopMaTe.

Jlazeniku B cucteme
Bpelub B 3alMTe CUCTEMbI, CNELMANbHO 0OCTaBNeHHas pa3paboTymkamu. 3710
He Bcerga [fenaeTcd CO 3/biIM  YMbICJIOM: HanpuMmep, B HEKOTOPbIX
OnepaLMOHHbIX CUCTEMaX MPeAYCMOTPEHbI YYETHbIE 3anucu, KOTOopble MOryT
MNCMONb30BaTbCS MEPCOHANOM CNY)XObl TEXHWYECKON MNOALEPXKN WK
nporpammmncTammn paspaboTymka.

3arpy3o4Hbiii CEKTOP
CeKkTop B Hayajsle Ka)Aoro AMCKa, B KOTOPOM XPaHWTCS MHhopMaums ob
apXMTEeKType Aucka (pa3Mep CeKTopa, pasMep nanku u T. 4.). 3arpy304HbIN
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CEeKTOp 3arpy304HOro MCKa COAEPXKWT €elle U MporpaMMy, 3arpykatoLyto
OMepaLIMoHHYI0 CUCTEMY.,

3arpys304Hbi BUPYC
Bupyc, 3apaatolnii 3arpy304HbI CEKTOP XECTKOro uan rubkoro aucka.
MonbITKa 3arpy3nTbCs C 3apaKeHHOW OUCKETbl MPUBOAUT K TOMY, 4TO BUPYC
aKTMBMPYETCA B NaMATU. BCAKUIA pa3, Koraa Bbl 3arpy>xxaeTe CMCTeMy € 3TOro
MecTa, BUpyc byneT akTMBMPOBATLCS B MAMATL.

bpaysep

CokpalyeHue ot Web browser — npuioxeHune, KoTopoe nLleT 1 oTobparkaeT
Ha 3KpaHe Beb-cTpaHmubl. [1Ba caMbix monynspHbix 6pay3epa — 310 Netscape
Navigator n Microsoft Internet Explorer. 3To rpacguyeckume bpaysepsl, TO eCTb
OHM oTobpaxaloT n mn3obpaxxeHus, n TekcT. Kpome TOro, 60/bLIMHCTBO
COoBpeMeHHbIx  Opay3epoB  MOryT MpefocTaBAATb  MyJbTUMELNAHYIO
UHgopMauuo, B TOM YuCae 3BYK W BUAEO, XOTS U TpebylT yCTaHOBKM
LOMOJIHUTENbHbLIX MPOrpaMM 1 obopyaoBaHus (plug-ins).

KomaHpHas cTpoka
B komaHZHOM CTPOKe MoJsib30BaTe/lb BBOAUT B CMeUMasIbHOM MNoJie HYXHble
KOMaHAbl Ha CneunasibHOM KOMaHOHOM A3bIKE.

Cookie

B cthepe uHTepHeT-TexHoOrnn nog annamm nctopun obpatieHun (cookie)
MOHNMAIOTCA MasieHbKMUe haiibl, Cogep Kallne MHDOPMaLMIO 0 KOMMbIOTEpE,
KOTOPYO MOXHO NPOaHaM3npPoBaTh U NCMOAb30BaTb /18 TOr0, YTOObI BbISCHUTb
Bal MHTEpPEecCbl 1 npeanoyTeHus. MNo3ToMy TexXHOM0rusa Co3AaHus TaKux
(hannoB MpouBeTaeT, U Cenyac Bbl MOXETEe MONYy4YUTb PEeKsiaMy TOBapOB,
OCHOBAHHYIO Ha BalUMX WMHTepecax. ITO Majka O ABYX KoHuax. C ogHoM
CTOPOHBI, Bbl BUAUTE MMEHHO TO, YTO BaM MOXKET NpuroanTbcs. Ho ¢ gpyron
- 33 BaMV MNOCTOSAHHO C/IEAAT W 3HAIOT, Ha KaKOW CTPaHULE Bbl HAXOANTECH U
Ha KaKOW KHOMKE Le/iKaeTe MbiWblo. [TOHATHO, MOYeMy Cenyac Tak LUMPOKO
obcyxoaeTca KOH(PUAEHUMANbHOCTb [OaHHbIX MOJIb30BaTENEN U MHOrme
4YBCTBYIOT Cebsl yLLIEMIEHHbIMI B CBOMX NpaBax, byay4n yBepeHHbIMM, YTO NX
"CYNTBIBAOT", KaK KacCUp B Mara3mHe CYMTHLIBAET LUTPUX-KOL Ha 3TUKETKE.
Mopoi 3Ta TOYKa 3PEHUSA KaXXETCSH KPalHOCTbO, HO MHOIrAa OHa MOJIHOCTbIO
OTpaXkaeT OeNCTBUTESIbHOCTb.

OuckoBopg
270 obopynoBaHMe, CHMTLIBAIOLLEE AaHHblE C AMCKa W 3anucbiBaloLee Ux Ha
OUCK.

[nckoBoA CYUTHLIBAET OaHHbIE M 3aMUCbIBAET UX Ha XKeCTKMe OUCKN.
HakonuTesnb Ha rmMbKUX MarHUTHbIX SMCKaxX pa60TaeT C rTMbKMMM BUCKaMW.

[nckoson MoXeT 6bITb BCTPOEHHbIM, TO €CTb HaXoAWTbCA B KoOpnyce
KOMMbOTEPA, UJIN XKe BHELWHNM, TO €CTb HaxoAnTbCA B OTAEJ/IbHOM Kopnyce
N NOOKIOYaTbCA K KOMNbIOTEPY.
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3arpyska
KonnpoBaHue faHHbIX (06bI4HO Lienbix (haliioB) 13 OCHOBHOIO MECTOMOJIOXKEHMNS
Ha nepudepuinHoe ycTporncTBo. O6bIYHO 3TOT TEPMUH WCMOJIb3YyeTCsd Mo
OTHOLLIEHWIO K KOMMPOBaHWIO haiina 13 NCTOYHUKA B CETU Ha CBOW KOMMbIOTEP.
3arpy3kKoi TakXe Ha3blBaloT KOMupoBaHMe alna C ceTeBoro (aioBoro
CepBepa Ha KOMMbIOTEp B CETU.

dNeKTpPOHHasA noyTta
2nekTpoHHas noyTa. OTnpaBka COOOLLEHUA Ha Opyrve KOMMbOTEPbl Yepes
JIOKabHY0 WK raobanbHyio CeTb.

CobbiTus
Jewncteue nnn cobbiTne, obHapyxeHHoe nporpamMmmoit. CobbITAMN MOryT BbIThb
LeNCTBUSA MNONb30BaTENS, HAaNPUMeEP LLENYOK KHOMKM MbILW N HaXKaTue Ha
KNaBULLy, UM CUCTEMHbIe COBLITUSA, HaNpuUMep NepenosiHeHne NamaTu.

JloxxHoe cpabaTbiBaHue
CobbiTe "noXHas TpeBora" MOABASETCS, Korga mnporpaMMa CyYuMTaeT
3apa)xeHHbIM (halil, KOTOPLIA TaKOBbIM Ha CaMOM Aefie He fBAseTCs.

Pacwupenue nmeHun cpauna
YacTb Ha3BaHWA (harinia nocae To4kmM, 0603HavaroLWwas TUM JaHHbIX, XPaHALLNXCA
B HEM.

MHoOrve onepaLmnoHHble cucTemsbl, Takne kak Unix, VMS n MSDOS, ncnonb3syioT
pacmpeHns umMeHmn aina. ObbIYHO OHY COCTOAT 13 Tpex ByKB, Tak Kak CTapble
OC He nogaepxunBatoT 6onee ANNHHbIE paclumpeHmns. Hanpumep, "¢ — TekcT
nporpamMmsel Ha s3bike C (C source code), "ps" — s3bik PostScript, a "txt" —
060N TEKCTOBLIN haii.

3BpPUCTUYECKUN MeTOop,
Cnocob obHapy»XeHns HOBbLIX BMPYCOB, OCHOBAHHbIN Ha MpaBuiax. ITOT CNocob
NMPOBEPKN He CBSi3aH HanpsMyl C onpefefeHHbIMU obpa3amu BUPYCOB.
MpenmyLLecTBO 3BPUCTUYECKON NPOBEPKM COCTOUT B TOM, YTO HOBbIA BUPYC
He MoXeT 06MaHyTb (uabTP. OAHAKO OH MOXXET MPUHATb NMOA03PUTENbHbINA
KoLl B 0ObIYHbIX MpPOrpamMMax 3a BMPYC W BblaTb Tak Ha3blBaeMoe "N0XHOe
cpabaTbiBaHue".

IP
CokpalueHue oT Internet Protocol (MHTEPHET-NPOTOKO) — MapLLPYTU3UPYEMBIiA
npoTokona cemencTsa TCP/IP, oTBeYaloWwmnin 3a agpecaLmio, MapLupyTm3aLuio,
(hparMeHTaLMIO 1 NMOBTOPHYO KOMMOHOBKY IP-MakeTosB.

MpuknapHaa MUHU-NPOrpaMMa Java-annner
3TO nporpamMMa, HamucaHHas Ha s3blke Java, paboTalollas TONbKO Ha
CTpaHMuax B ceTu. YTobbl MCMO/Ib30BaTh anmieT Ha CTPaHWLE, Bbl AOJDKHbI
YKa3aTb Ha3BaHMWe 1 pa3Mep (AJIMHY U LUMPUHY B MIKCENSX), KOTOPbIE OH MOXKET
UCMOoJb30BaTh. [Py OTKPbLIBAHMM CTPAHULILI Bpay3ep 3arpy>kaeT 3Ty nporpaMmy
C CcepBepa 1 3aMyCckaeT ee Ha KOMMbITepPe Mosb30BaTeNs (KOTOPbIA B 3TOM
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C/lydae HasblBaeTcad "KAMeHT"). AMMJeTbl OT/IMYAOTCA OT MNPUIIOXKEHUN,
KOTOPbIMW OHW YyrnpaBnsioTcs, 6onee CTporuM MNPOTOKOJIOM obecneyeHus
6e3omnacHocTH.

Hanpumep, faXke eC/i MAHW-NPOrpaMMa 3arnyckaeTCst Ha KOMMbIOTEPE-KIINEHTE,
OHa He MOXXET CYUTBIBATL UJIN 3aNMChIBaTh AaHHbIE HA 3TOT KOMMbloTep. Kpome
TOro, anmnaeTbl MOTYT CYUTBLIBATL 1 3aNNCbIBaTh AaHHbIE TO/IbKO C TOr0 AOMEHA,
KOTOPbIM OHU 06CNY)KMBAOTCS.

MakpoBupyc
KOMMNbIOTEPHBIN BUPYC, KOTOPbIA KOAMPYETCSH KaK BCTPOEHHbIA B OOKYMEHT
Makpoc. MHorue npunoxeHus, Takue kak Microsoft Word wun Excel,
NoAAEPXKMNBAIOT CJIOXKHbIE MAaKPOA3bIKA.

ST NPUSIOXKEHWSA MO3BOIAIOT BCTPaMBaTh MaKPOChl B JOKYMEHT, 1 3TN MaKpoChl
BbIMOJIHAOTCS KaXXAblN pa3, KOraa Bbl OTKPbIBa€Te OOKYMEHT.

Mo4TOBbIN KJIMEHT
I'Ip|/|n0>KeH|/|e, KOTOpPOE NO3BOJIAET BaM OTMNPaBJIATbL N MNOJ1y4aTb 3JIEKTPOHHYIO
Mo4Ty.

MamaTb
BHYTpeHHMe yCTPONCTBa XpaHeHUs nHdopMaunn. TEpMUH "NamMaTb" OTHOCUTCS
K 3aMoMUHaloLweMy YCTPONCTBY, HanpmuMmep MMKpocxeme. TepMuH "HakonuTtesb"
OTHOCMTCA K TakuMM YCTPOWCTBaM, Kak AOWCKU. B KaxXAoMm KoMnbloTepe
N3Ha4yasIbHO eCTb (pusnyeckas namaTb, Ha3biBaeMas onepaTUBHON (OCHOBHON)
namsaTbio nam RAM.

HeaBpuctnyeckuiu mertop,
3TOT MeTOoj MPOBEPKMU OCHOBAH Ha MCMO/b30BaHMKN onpefesieHHbIXx 06pa3oB
BUpPYCOB (curHaTyp). OCHOBHOE NperMyLLLEeCTBO 3TOro MeToa COCTOUT B TOM,
4TO ero Hesb34 06MaHyTb NOX0XXEN Ha BUPYC MPOrpamMMon, a CieaoBaTesbHo,
He BO3HMKaEeT I0XKHas TpeBsora.

3anakoBaHHble NPOrpamMmmbi
®aiin B cxaToM opmaTe. MHOrme ornepaLyoHHbIE CUCTEMbI U MPUI0XKEHNS
cofepXaT KoOMaH[bl, MO3BOJIAOLLIME 3aMakoBaTb aln, nocne Yyero oH byaet
3aHMMaTb MeHblLIe MecTa. Hanpumep, y Bac eCTb TEKCTOBLIN (halin, COCTOSLLNNA
13 AecsTW NocaenoBaTeNlbHbIX CUMBOJIOB Npobena. B HopManbHOM COCTOSHUN
3TOT (halin 3aHMMaeT aecsATb 6anT NnamaTu.

OfHako nporpaMMa, 3anakoBbiBatoLwas alsbl (apxnBaTop), MOXKET 3aMeHUTb
3T npobenbl cneumanbHbIM CUMBOIOM Npobena 1 KOJIMYECTBOM 3aMEHEHHbIX
npobenos. B 3ToM cnyvyae gecstb Npobenos 3aiMyT BCEro Nullb ABa banTa.
/1 5TO TONIbKO OAMH 13 MHOrMX METOL0B apxmBaLmmn ¢hanios.
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MyTb
To4yHOe MecCToMnosoXKeHue (ania Ha KOMMboTepe. ITO MeCTOMNOJIOXKeHne
06bI4HO ONUCLIBAETCS CPEACTBaMU Nepapxmnyeckon ainioBon CMCTEMbI CBEPXY
BHU3.

MaplpyT Mexay ABYyMsi 06beKkTaMu, HanpruMep KaHai CBA3M MexAay [LByMs
KOMMboTEPaMU.

DULINHT

ST0 AeilcTBre, CBOAALLEECS K OTNPaBKe MoJib30BaTeso 3JIEKTPOHHOM O NMcbMa
AKOObI OT UMEHU peasibHO CYLLLeCTBYIOLEN OPraHn3aLunn C LLebio Noay4YeHns
0bMaHHbIM MyTeM KOH(MIAEHUMANbHON MHGOPMaL MK O MoJib3oBaTeNe 1 ee
nocrefyowero npuCBOEHWS B KOPLICTHbIX uUensx. B nonyvaemom
nonb30BaTeNeM COOBLLEHNM MO 3IEKTPOHHON NOYTE MNOb30BaTENS C MOMOLLbIO
CCbINKM MpUraalaT MoCceTUTb SKobbl odruManbHbIA Beb-CalT peasibHO
CYLLEeCTBYIOLLEN OpraHn3aLumn, rae ero NpocaT NOATBEPAUTL MAN 0OHOBUTL
JINYHble AaHHble (HanpuMep, Napoan 1 HoMmepa 6aHKOBCKOro CYeTa, KPeaMTHON
KapTbl). OLHaKO Ha CaMOM Aefie Takoro pofa Beb-canT ABASeTCA NoALeNbHbIM
N CO34aeTCa AJ18 KpaXkn KOHUAEeHUMansHON NHGopMaL UM nosib30BaTesNen.

MonumopdHbIN BUpYC
9T0 BMPYC, M3MEHSIOLWNA CBOKO (POPMY BCSKUIA pa3, 3apa)kas HOBbIA (hal.
MOCKONbKY Yy TakKMX BMPYCOB HeT GMHApPHON 3aKOHOMEPHOCTU, WX TPYAHO
0OHapYXUTb.

MopT
KoMnblOTEpHbIN NHTEPGENC, C MOMOLLbIO KOTOPOro NOAK/IOYaeTCS BHELLHEe
YCTPONCTBO. Y NepCOHaIbHbIX KOMMbIOTEPOB €CTh HECKOJIbKO BUAOB MOPTOB.
BHYTpM Kopryca eCTb HEeCKOJIbKO MOPTOB A5 MOAKMOYEHUS OUCKOBOLOB,
MOHUTOpPa 1 KNaBnaTypbl. CHapyXn eCTb NopThbl 414 NOAKIIIOHEHNA MOLEMOB,
NMPUHTEPOB, MbILW 1N APYFNX BHELWHNX YCTPOMCTB.

B ceTax Ha 6a3e npotokonoB TCP/IP n UDP nopT - 3TO KOHEeYHas Touka
JIOTMYeCcKoro noaktoYeHns. Homep nopta ykasbsliBaeT Ha ero Tun. Hanpumep,
nopT Homep 80 ncnonb3yetca ana HTTP-Tpaguka.

dain oTyeTa
®ann, copepxallnii CNNCOK coBepLUeHHbIX fAencTmin. BitDefender Bknovaet
B OTYETbl NMYTb K NMPOBEPEHHbLIM (haliaM, Manku, KOANYeCTBO NPOBEPEHHbIX
apXunBOB 1 (halfoB, a TakXKe KOJIMYeCTBO 06Hapy KEeHHbIX MOL03PUTENbHbIX 1
3apa>keHHbIX (halnsios.

PyTkut
PyTKnTbl — 3T0 Habop NPOrpaMMHbIX UHCTPYMEHTOB, MO3BOASAIOLLMX MONYHYNTh
JOCTYyn K CWCTeMe Ha YpOoBHE aAgMuHUCTpaTopa. TepMUH BrepBble
MCNonb30BaCcs Ans onepaumnoHHbix cnctem UNIX 1 0THOCUACS K UHCTPYMEHTaM
nepekoMnuaALMUM, KOTOPble MO3BOAAAWN MOJYYUTb MpaBa agMUHUCTPATOPa,
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NMPUTOM 4HTO WUX MNPUCYTCTBMUE OCTaBasioCb CKPbITbIM A4 CUCTEMHbIX
aOMWHNCTPATOPOB.

OCHOBHOW Liefibio PYTKUTOB ABNSETCS CKPbITUE NPOoLeccos, hanios, TOrMHOB
N XypHanoB. OHM TakXe MOryT nepexsBaTblBaTb [aHHble C TEePMUHAJIOB,
CceTeBbIX COeLUHEHUA Nn nepudepunHblX YCTPOMCTB, eC UX BCTPOUTL B
COOTBETCTBYOLLEe MporpaMMHoe obecneyeHue.

Mo cBoel Mpupoae PyTKUTbI HE BPELOHOCHLI. Hanpumep, cucTeMsl 1 faxke
HeKOoTOpble NPUI0XEHNS CKPLIBAIOT BaXKHble (haiisibl MPU MOMOLLA PYTKUTOB.
OfHaKo Yallle BCero nx BCe-Taky UCMOJb3YOT Kak BpeJOHOCHbIE MPOrpaMMbl
6o  YTobblI CKPbITb MpUCYTCTBME B cucTeme. [lpu coBMelleHUnM C
BPELOHOCHbIMM MPOrpaMMamMu PyTKUTbI MPeACcTaBASAOT 3HAYMTENbHYIO Yrpo3y
LN151 LLeNIOCTHOCTM 1 6e30MacHOCTY CUCTeMbl. OHM MOTYT OTC/IEXUBaTL TpaduK,
co3paBaTb Opewn B cucTeMe, W3MEHATb (halfibl U XypHanbl, u3beras
BbISIBJIEHNS.

CueHapun
Eule oanH TepMunH, 0603HaYaoWmMin Makpoc nam KoMmaHaHbIn dan. CueHapui
- 370 Habop KoMaH [, BbIMOAHSOWMXCS 6€3 y4acTnsa nosb3oBaTens.

Cnam
PeknamHoe cooblleHne WA HOBOCTHasA pacChbiika MO 3/EeKTPOHHOW MoYTeE.
O6bI4HO MOA CNaMOM MOHUMAIOT He)XenaTesbHYK PacChiIKy 3/EKTPOHHbIX
MUCeM, YaCTO KOMMEPYECKOro Coaep)KaHus.

MporpaMMa-LWLINUOH

2710 nwoboro pofa nporpamma-wnuMoH, KoTopasi TallHO u 6e3 Begoma
noJsib3oBaTens (Yalle BCEro B pekjaMHbIX Lensax) cobrvpaeT UHpopMaLmio o
nosnb3oBaTesie BO BPeMA ero C coeauHeHus ¢ WHTepHeToMm. LLUNMoOHCKue
nporpammbl 06bIYHO MACKMPYIOT Kak CKPbITbie KOMMOHEHThI 6ecniaTHbIX Uan
ycnoBHO BecnnaTHbIX (shareware) NpuI0XKeHN, KOTOPbIE MOXXHO 3arpy3nTb
B IHTepHeTe, X0Ta cneayeT OTMEeTUTb, YTO BOMbLMHCTBO BecnnaTHbIX Uan
YCNOBHO 6ecnnaTHbIX MPUIOKEHUA He COAEPXUT MPOrpaMMm-LLMMOHOB.
MporpaMma-LUNNOH NOC/Ie CBOEN YCTAHOBKM OTCNEXMBaEeT aapeca B IHTepHeTe,
K KOTOpbIM 06palLlaeTCcs Nob30BaTesb, Y TAHO NepechiNaeT 3Ty MHGoPMaLMIO
TpeTbM auuaMm. KpoMe TOro, npOrpamMbl-LUMNOHLI  MOryT cobupaTb
nHgopmaumto 06 agpecax 3NEKTPOHHON MOYTHI, MAPOAAX WU LaxKe HOMepax
KPeANTHbIX KapTOYeK nosib3oBaTenen.

MporpamMMmbl-LUMNOHBI @HAOTNYHbI BUPYCAM-TPOsSiHaM B TOM CMbIC/IE, YTO U Te
W Apyrue ycTaHaB/MBaKTCA CaMUMU MOJb30BaTeNsIMU BO BPEMS YCTaHOBKM
LPYrux nporpamMm. XKepTBaMmy NpOrpaMM-LUNNOHOB 06bIYHO CTAHOBATCS Mpw
3arpy3ke U3BECTHbIX MPOrPaMMHbIX MPOAYKTOB 13 (DaiiioobMeHHbIX ceTeil.

[eicTBUS MPOrpaMM-LINNOHOB SBASIOTCS HE TOJSbKO HapyLUeHWEeM 3TUKU W
KOH(UAEHUMANBHOCTA, HO W KpPaXKe PecypcoB KOMMbIOTEPHOM MNamsTu
nofib30oBaTesiel U PecypcoB KaHala CoeauHeHusi ¢ WHTepHeToM 3a cyeT
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nepegayn wHgopMauuy npPorpaMMoi-LUNMOHOM CBOEMY WCTOYHWKY Mpu
NOOK/MOYEHUN  nonb3oBaTenss K WHTepHeTy. [3-3a  noTpebnexus
nporpamMmMaMu-LLINMoHaMu NaMaTn U CUCTEMHbIX pecypcoB paboTa nocnemHnx
B (DOHOBOM peXIMMe MOXKET NPUBOLUTL K HEYCTOMYMNBOI paboTe CUCTEMBI 1 ee
cbosim.

dneMeHThbl 3anycka
Bce chainbl, nomeleHHble B 3Ty Manky, 6yayT OTKpbIBaTbCA Mpu 3anycke
KOMMbloTepa. 9TO MOXeT ObITb, HaMpPUMep, 3KpaH 3amnycka, 3ByKOBOW taiin,
NPOUrpbIBaeMbli  MpU  MNEPBOM 3aMnyCke KOMMbOTEPa, €XeOHEBHUK C
HanNOMUHAHWAMUN UK Apyrue NpunoxeHns. ObbIYHO B 3Ty Nanky NoMeLLaeTcs
He cam aisi, a ero ApJblK.

ObnacTb NMKTOrpaMM naHenu sapay
ObnacTb yBeLOMIEH NI BNiepBble NOsSBUIaCh B onepaLmoHHon cucteme Windows
95. OHa pacnonoxeHa Ha naHenn 3agay Windows, 06bI4HO B HVXKHER YacTu
3KpaHa, PAAOM C Yacamu, 1 COLEPXUT MasieHbkue 3Hauvkuy, obecneyusatoLyme
ObICTPbIN 4OCTYN K TAaKUM (YHKLMAM, KaK hakc, NPUHTEP, MOAEM, perympoBKa
FPOMKOCTM U T. A. YT06bl NpocMOTpeTb NOAPOOHYI0 MHOPMALLMIO O MPOrpaMme
1 ee HaCTPOMKM, MPOCTO ABaXKAbl WENKHUTE MbILWbIO Ha 3HauKe.

TCP/IP
MpoToKoA ynpaBneHnsa nepeaaden/mHTepHeT-npoTokon (Transmission Control
Protocol/Internet  Protocol) — Habop ceTeBbIX MNPOTOKO/IOB, LUMPOKO

ncrnonb3yemblx B VHTepHeTe. OHM 00beauHAT B 0AHY O0JblLIyld CeTb
MHO>KECTBO B3aUMOCBSI3aHHbIX CETEN, COCTOSLLMX U3 KOMMbIOTEPOB C Pa3SINYHON
APXUTEKTYPOW 1 C pa3INYHbIMIN ONepaLNoHHbIMK cucteMamu. MpoTtokon TCP/IP
BKJII0OYaeT B cebsa CTaHAapTbl CBA3M MeXAY KOMMbloTepamu, 06LLENPUHATEIE
npasuia 0bbeanHeHNs ceTen 1 TpauK MapLLIpyTM3aLuN.

TposH
BpenoHocHas nporpamMmMa, Mackupyowascs nog 6esspenHoe npunoxexve. B
oTAMYMe OT 0BbIYHbIX BUPYCOB, BUPYC KNacca TPOsiH He KonupyeT cebsi, oAHaKo
MOXEeT OblTb He MeHee pa3pyluMTesbHbIM. Byayyin Bupycamm OOHOrO M3
Hanbonee onacHbIX TUMOB, TPOAHbLI 0b6elanT N36aBMTb Ball KOMMbOTEP OT
BCEX BMPYCOB, HO Ha CaMOM [JieJie 3arpy>katoT BUPYCbl HA KOMMbIOTEP.

STOT TepMuH B3AT M3 nosMmbl Fomepa "Wnvapa", roe B OOHOW W3 rnaB
OMUCbIBAETCH, KakK FPeKn Nogapuamn CBOUM Bparam, XXnutenam Tpou, OrpoMHOro
[lEPEBSIHHOI 0 KOHS sIKOObI B 3HaK MUpa. Ho nocse Toro Kak TPOSHLbI BTALLIN
CTaTYO0 B FOPOA, rpeyveckune ConfaThl BbICKOYMIM U3 MOJIOCTU B TeNe KOHA U
OTKpPbIIX FrOPOACKME BOPOTa, NoCje Yero nux CoOpaTHUKM BOPBaJINChL B TPOKO 1
3axBaTWJN FOPOA.

O6HoBnEeHue
HoBas Bepcusa nporpammHoro obecnevyeHus unu obopynosaHus paspabotaHa
NSl 3aMeHbl yCTapeBLUEn Bepcun 3TOro MnpolykTa. Kpome Toro, MHorue
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0bHOBIEHMSA YacTo onpenenarT, yCTaHOBJIEHA JIN Ha KOMMbIOTEPE CTapad
BEPCUNA OAHHOI0 NpPoOrpaMMHOro nNnpoAyKTa. Ecnv HeT, 06HOBNEHNE HEBO3MOXKHO.

Y nporpammbl BitDefender ecTb cBOW COBGCTBEHHbI MOAyAb OOGHOBAEHWS,
KOTOPbI MO3BOJIAET BPY4YHYI MPOBEPATb HajMyMe WK aBTOMATUYECKU
06HOBNATL MPOrPaMMHbIA MPOAYKT.

Bupyc

3T0 NporpaMMa WM 4acTb KOAa, KOTOpas 3arpy)kaeTcs Ha Ball KOMMbOTEP
6e3 Ballero BeAoMa 1 3anycKaeTcs NPOTMB Ballero )enaHus. MHorne Bupychbl
Tak>Xe MoryT KonupoBsaTb cebs. Bce KOMMbOTEPHbIE BUPYChl CO34aHbl IOAbMU.
OYyeHb NIerko HanmcaTb MPOCTOW BUPYC, KOTOPLIA KonNupyeT cebs CHoBa 1 CHOBa.
[Ja)ke Tako/ NpoCTON BMPYC OYeHb OMaceH, Tak Kak OH BbICTPO MCMob3yeT
BClo cBOBOAHYIO NaMAaTb U CUCTeMa 3aBucaeT. bonee onacHble BUPYChbl MOTYT
nepefasaTb cebs N0 CETU 1 NPOPbLIBATLCA Yepe3 CMCTEMbI 3aLUThI.

OnpegeneHune Bupyca
[BoUYHbIN 06pa3eL, BUpYCa, UCMOJb3yeMblil MPOrpPaMMOoit 3aLnThsl OT BUPYCOB
15 06HAPYXEHUS U YHUYTOXKEHWS 3TOr0 BUpYyCa.

Yepsb
MporpaMma, KoTopas pacnpoCTPaHAETCA Mo CETW, KONUPYS 1 0TNpaBnas cebs
fanbwe. OHa He MOXET MPUCOeANHATLCA K APYrvM nNporpaMmmMam.
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