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First Half’s Spotlight E-Threats

If year 2009 was everything about the Conficker worm and its rapid mutations,
the first half of 2010 saw the rise of worms exploiting various Web 2.0 plat-
forms. Various breeds of the Palevo worm or the more advanced rootkit-based
Tofsee family have taken instant messenger users by surprise, triggering min-
iature pandemics among infected contacts.

Social networks and Web 2.0 services have become one of the most valuable
channels of malware dissemination during the last six months. Malware au-
thors usually rely on worldwide events and popular showbiz names to entice
unwary users into downloading and running malware. The FIFA World Cup and
the massive floods in Guatemala are only two of the many events used for
Black-Hat SEO optimization to improve the ranking of various malware-serving
websites..

e Trojan.AutorunINF.Gen ranks first in the BitDefender half-yearly mal-
ware top with more than 11 percent of the total number of infections. Ini-
tially designed to simplify the installation of applications located on re-
movable media, the Windows Autorun feature has been used on large
scale as a means of automatically executing malware as soon as an in-
fected USB drive or an external storage device has been plugged in.

¢ MBR worms have made a comeback with upgraded viral mechanisms.
Late January saw the emergence of Win32.Worm.Zimuse.A, a deadly
combination of virus, rootkit and worm. Upon infection, the worm would
start counting down the days. 40 days from the infection, it would over-
write the hard disk drive’s Master Boot Record, thus rendering the OS
unable to boot.

e Pharmacy spam has reached new heights, jumping from 51 to 66 percent
during the six-month period. The spam breakdown by type for the first
half of 2010 is:

e Medicine Spam — 66%

e Replica products — 7%

e Loans and insurance — 5%

e Bundled malware — 3.5%

e Casino and gambling — 3.5%

o Critical 0-day exploits on popular software such as the Internet Explorer
browser from Microsoft® or Adobe® Reader®, Adobe® Flash Player®
and even Adobe® Photoshop® CS 4 have also played a key role in the
malware landscape for the first half of 2010. Some of the Internet Explor-
er exploits have even been used to attack major companies such as
Google, Adobe® and Rackspace®.

e For the first half of 2010, phishers have mostly focused on impersonating
Paypal and eBay. The HSBC Bank ranks third, while Poste Italiene and
EGG conclude the list of the most abused online identites
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Future Outlook

While the first six months of 2010 have been dominated by conventional e-
threats such as Trojans and worms, various exploits pointing at third-party ap-
plications have rapidly gained ground, both in count and in terms of impact. As
seen in the case of Exploit.Comele.A, zero-day vulnerabilities may be used for
purposes that are beyond identity theft or compromising banking accounts: we
are looking at fully-fledged weapons used in cyber-warfare and top-level indus-

trial espionage.

With Facebook® surpassing 400 million users, most of the malware authors
will focus on the social networking platform to deliver their newest payloads.
Some of these attacks will focus on social engineering tricks (such as launch-
ing various malware offensives from compromised computers), while others will
try to exploit different vulnerabilities or features already implemented across

the platform.

Personal information leaks will also dramatically contribute to the success of
various attacks, especially when data harvested from social networks is cor-
roborated with personal blogs, career history and other relevant data. Third-
party applications are also expected to play an important role in social network-

ing abuses.

The introduction of HTML5, the upcoming major revision of the HTML stand-
ard, will add extra levels of interaction between the user and the webpage and
will probably change the face of the Web as we know it. The new technology is
highly likely to be exploited by malware authors to compromise the browser se-

curity.

Cracked and non-genuine software will also constitute a key element in the
propagation of various malware. On the one hand, most of the mechanisms of
circumventing commercial software protection available for download on
“‘warez” portals are already rigged with various types of malware from keylog-
gers to backdoors. On the other hand, non-genuine copies of the Windows®
operating system can’t receive the latest security updates, which will leave the
machines running it unprotected against the upcoming 0-day exploits and vul-

nerabilities which are expected to be discovered in the next 6 months.



