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Overview 
 

While 2009 was exclusively under the fateful auspices of the Conficker worm, 2010 shifted the 

malware balance towards e-threats using Web 2.0 services as main infection vector. With the 

Facebook® user base easily surpassing the population of the United States of America, itôs not hard to 

imagine that malware authors have strengthened their efforts towards breaching the social networksôs 

security in order to lay their hands on a massive amount of personal information. 

Black-hat SEO has been yet another important vector for disseminating malware during the first half of 

2010. Popular events, such as Motherôs Day, Valentineôs Day, or even natural disasters, such as the 

Guatemala tornado and the appearance of sinkholes, have been thoroughly capitalized by malware 

creators via various JavaScript attacks in an attempt to roll out Rogue AV or to deploy backdoors on 

unwary usersô machines. The web remains the vector of choice for spreading malware, especially 

when paired with high-profile and extremely well populated social networks. 

Critical 0-day exploits on popular software such as the Internet Explorer browser from Microsoft
®
 or 

Adobe
®
 Reader

®
, Adobe

®
 Flash Player

®
 and even Adobe

®
 Photoshop

®
 CS 4 have also played a key 

role in the malware landscape for the first half of 2010. Some of the Internet Explorer exploits have 

even been used to attack major companies such as Google, Adobe
®
 and Rackspace

®
. 

Ransomware Trojans have witnessed a spike throughout the first half of 2010. Most of the identified 

families of ransomware would target peer-to-peer users with alleged claims of copyright infringement 

lawsuits. One of the most eloquent examples of Torrent-based ransomware is Trojan.Maer.A, an e-

threat which will be discussed later in this material.  

File infectors and data-destruction viruses have made a comeback during the first three months of 

2010. Although their stay in the wild was extremely short, their destructive potential overcompensated 

and resulted in significant damage, both in terms of money and in respects of user data. 

For the first half of 2010, phishers have mostly focused on impersonating Paypal and eBay. The 

HSBC Bank ranks third, while Poste Italiene and EGG conclude the list of the most abused online 

identites 

Pharmacy spam kept an ascending pace during H1 2010 and accounted for 66 percent of the global 

amount of spam. By contrast, during the latter half of 2009, pharmacy spam ñonlyò reached 51 

percent. 
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Malware Spotlights 
¶ Social networks and Web 2.0 services have become one of the most valuable channels of 

malware dissemination during the last six months. Malware authors usually rely on worldwide 

events and popular showbiz names to entice unwary users into downloading and running 

malware. The FIFA World Cup and the massive floods in Guatemala are only two of the many 

events used for Black-Hat SEO optimization to improve the ranking of various malware-

serving websites. 

¶ Trojan.AutorunInf.Gen is the number one enemy for the January ï June 2010 timeframe. It 

accounts for 11,26 percent of the worldwide malware infections. The autorun technique is 

massively used by worm writers as an alternate method of spreading their creations via 

mapped network drives or removable USB / SD / CF media. Some of the most notorious 

families of malware using the Windows Autorun feature are Downadup, Palevo.  

¶ Instant messaging worms have taken the malware game to a whole new level. 

Worm.P2P.Palevo.DP hit unprotected Yahoo!
®
 Messenger and Windows Live

®
 Messenger 

(formerly MSN
®
 Messenger) users in early May 2010. The aggressively-spreading worm came 

with a bot component as payload, which was able to spam the worm further, as well as to 

download various pieces of malware on the breached machine. One week later, 

Backdoor.Tofsee slammed both SkypeÊ and Yahoo!
®
 Messenger users: this highly 

complex piece of malware featured a rootkit component
1
 to protect its code against removal 

and analysis. 

¶ MBR worms have made a comeback with upgraded viral mechanisms. Late January saw the 

emergence of Win32.Worm.Zimuse.A, a deadly combination of virus, rootkit and worm. Upon 

infection, the worm would start counting down the days. 40 days from the infection
2
, it would 

overwrite the hard disk driveôs Master Boot Record, thus rendering the OS unable to boot.  

¶ Rogue antivirus software has been equipped with extra features aimed at forcing users into 

purchasing the useless applications. For instance, newer breeds of Rogue AV would seize 

complete control over the usersô computer by limiting their access to some of the applications 

installed locally (ransomware behavior), or by sending significant amounts of data to their 

home base. 

                                                      

1
 For more details on Backdoor.Tofsee, please visit the Malware City description at 

http://www.malwarecity.com/blog/malware-alert-rootkit-based-skype-worm-opens-backdoors-810.html 

2
 http://www.malwarecity.com/blog/malware-alert-win32wormzimusea-the-hard-disk-wrecker-736.html 

http://www.bitdefender.com/VIRUS-1000603-en--Worm.P2P.Palevo.DP.html
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¶ Phishing messages now account for only one percent of the worldwide spam ï way down 

from the 7 percent recorded during the latter half of 2009. 

 

 

Malware Threats in Review 
While the second half of 2009 was undoubtedly dominated by the Downadup worm, the main threats 

for H1 2010 are autorun-based e-threats. Ranking first in the malware top for the first half of 2010 is 

Trojan.AutorunInf.Gen, a generic detection that intercepts highly obfuscated autorun.inf files belonging 

to a wide assortment of malware families. 

Worldôs Top Countries Hosting Malware 

 

Figure 1: Malware breakdown by country 

 

This report shows the breakdown of the top 10 countries hosting malware. During the last six months, 
China has been the most active country in terms of malware propagation, followed by the Russian 
Federation. Both countries are known for their lax legislation regarding cybercrime, as well as for the 
plethora of ñbulletproof hostingò companies ï such as the officially dead Russian Business Network 
(but extremely active in practice), Troyak (taken down in March 2010) or PROXIEZ-NET (gone as of 
May 2010). 

 

If both the Russian Federation and China are the main hosters for Zeus C & C panels / exploit packs, 
and medicine spam mass-mailers, Brazil ï ranked third ï has an industry of its own: the highly 
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dangerous banker Trojans, usually written in Delphi
3
. The other countries in the top host diffuse 

malware. 

 
 

Malware top for January ï June 2010 

01. TROJAN.AUTORUNINF.GEN   11.26% 

02. Win32.Worm.Downadup.Gen   5.66% 

03. EXPLOIT.PDF-JS.GEN   4.80% 

04. Trojan.Clicker.CM   3.18% 

05. WIN32.SALITY.OG   2.9% 

06. TROJAN.WIMAD.GEN.1   2.68% 

07. EXPLOIT.PDF-PAYLOAD.GEN   2.32% 

08. Trojan.Autorun.AET   2.08% 

09. WORM.AUTORUN.VHG   1.90% 

10. Trojan.FakeAV.KUE   1.76% 

11. OTHERS   6.46% 

 

Figure 2: Top 10 malware threats for H1 2010 
  

                                                      

3
 For more details on the Brazilian Bankers, Man-in-the-Middle and Man-in-the-Browser attacks, 

please read the original article on Malware City at http://www.malwarecity.com/blog/banker-trojans-
whos-been-spying-on-you-lately-781.html 
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1. Trojan.AutorunINF.Gen 

Trojan.AutorunINF.Gen ranks first in the BitDefender half-yearly malware top with more than 11 

percent of the total number of infections. Initially designed to simplify the installation of applications 

located on removable media, the Windows Autorun feature has been used on large scale as a means 

of automatically executing malware as soon as an infected USB drive or an external storage device 

has been plugged in. Unlike legit autorun.inf files, those used by miscellaneous malware usually come 

obfuscated, as depicted in the image below. 

 

Figure 3: Obfuscated, malicious autorun.inf file. The necessary parts of the autorun.inf file 
have been outlined in white. 

Some of the most representative pieces of malware abusing the autorun feature are 

Win32.Worm.Downadup and the new generation of peer-to-peer worms in the Palevo family.  

Before the arrival of the second service pack for Vista, Windows-based operating systems would 

follow any autorun.inf file instructions and blindly execute any binary file the autorun file pointed to. 

Because of the risk the users were exposed to, Microsoft subsequently deactivated the autorun 

feature for all the removable devices except for the drives of type DRIVE_CDROM
4
. 

2. Win32.Worm.Downadup.Gen 

Ranking second in the global infections top for H1 2010, Win32.Worm.Downadup.Gen hardly 

needs any introduction: during the last eighteen months it has managed to infect an 

unprecedented number of computers worldwide and it has made the headlines of about any 

computer magazine. The worm has obviously been engineered by a team of professional cyber-

criminals, given the fact that it uses less-known Windows APIs and that it is extremely resilient to 

                                                      

4
 CD-ROM and DVD-ROM drives are read-only by default and canôt be infected after they have been 

written to. 
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disinfection. For instance, the worm protects itself from deletion by removing all NTFS file 

permissions to all system users, except for the  execute and directory traversal ones5.  

3. Exploit.PDF-JS.Gen  

This conglomerate of PDF exploits ranks third in the BitDefender half-yearly top with 4.80 percent 

of the total number of infections. This generic detection deals with specially crafted PDF files 

exploiting different vulnerabilities found in the Javascript engine of Adobe® Reader® in order to 

execute malicious code on user's computer. Upon opening an infected PDF file, a specially crafted 

Javascript code triggers the download of malicious binaries from remote locations.  

4. Trojan.Clicker.CM 

Trojan.Clicker.CM scores 3.18 percent of the total number of infected computers. During the first 

six months of 2010, Clicker.CM has been mostly detected on websites hosting illegal applications 

such as cracks, keygens and serial numbers for popular commercial software applications. The 

Trojan is especially used to force advertisements as popup windows in order to boost cyber-crookǎΩ 

advertisement revenue. 

5. Win32.Sality.OG 

The fifth place, with 2.90 percent of the infections triggered globally, is taken by Win32.Sality.OG. 

This e-threat is a polymorphic file infector that appends its encrypted code to executable files (.exe 

and .scr binaries). It deploys a rootkit and it kills antivirus applications running on the computer so as 

to hide its presence on the infected machine.  

6. Trojan.Wimad.Gen.1 

Ranking sixth in the BitDefender malware top for the first half of 2010, Trojan.Wimad.Gen.1 exploits 

a feature built in ASF and WMV  files, which allows their creator to specify a URL where the 

appropriate codec is to be found if it is not installed on the system. However, as the Windows 

Media
®
 Player attempts to play the file, it tries to download and install the specified codec which ï 

most of the times - turns out to be an adware video player or a rogue antivirus delivered under the 

guise of a Flash update. 

                                                      

5
  For more information on the Downadup worm, as well as for our free disinfection tool, please visit 

http://www.bitdefender.com/VIRUS-1000462-en--Win32.Worm.Downadup.Gen.html 
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Figure 4: URLANDEXIT and the redirect link 

 

Most of the video files that abuse this feature are shared via peer-to-peer and torrent websites and 
usually impersonate either block-buster titles or highly-anticipated episodes of miscellaneous series. 

7. Exploit.PDF-Payload.Gen 

Exploit.PDF-Payload.Gen ranks seventh in the malware top for H1 2010 with 2.32 percent of the 

total number of infections. It is a generic detection dealing with specially-crafted Portable Document 

Format (PDF) files that attempt to exploit vulnerabilities in Adobe
®
 Reader

®.
  

8. Trojan.Autorun.AET 

Trojan.Autorun.AET is a piece of malware that spreads through the Windows shared folders, as 

well as via removable media (network attached storage devices or mapped drives). The Trojan 

exploits the Autorun feature implemented in Windows operating systems to automatically execute 

itself when an infected device is plugged in. It ranks eight and it accounts for 2.08 percent of the 

worldwide infections. 

9. Worm.Autorun.VHG 

Worm.Autorun.VHG is an Internet /network worm that exploits the Windows MS08-067 

vulnerability in order to execute itself remotely using a specially crafted RPC (remote procedure 

call) package (an approach also used by Win32.Worm.Downadup). The worm ranks ninth with 1.9 

percent of the global infections. 

10. Trojan.FakeAV.KUE 

 Trojan.FakeAV.KUE concludes the H1 2010 malware top with a percentage of 1.76 of the total 

number of infections. This detection blocks the JavaScript code that is used inside webpages to 

trigger fake alerts and animated scan simulations. These scripts are hosted on malicious sites, as 

well as legit web services that have been compromised. 
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Traditional Botnets 

 

Botnets are the ultimate tools of trade for malware authors, since they can be practically used for 

anything related to malware, from sending spam to performing massive DDoS attacks. Parts of 

botnets are sold or lent on a project basis to different groups of cyber-criminals in order for such 

groups to carry out their own projects.  

During the first half of 2010, the most important botnets in terms of size and activity have been 

Rustock (which almost doubled in size as compared to H2 2009), Kobcka (14.5%) and Kolab (11.2%).  

While Rustock is shielded by multiple layers of protection, including a rootkit driver and massive code 

encryption, the Kobcka bots stealthily download their spam components (the Cutwail bots) at runtime 

and inject them into critical processes such as svchost.exe. This approach allows the Kobcka botnet 

to ensure that the Cutwail bots are loaded even if all the existing Cutwail C & C servers have been 

taken down.  

 

Figure 5: Botnet activity by bot family 
 
 

Web 2.0 Botnets 
 

For years, the use of Web 2.0 botnets was thought to be a less practical approach than the IRC-based 

one, simply because each bot would require a separate account registered with the Web 2.0 service 

provider.   
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However, recent developments that started in August 2009 and continued throughout the first half of 

2010 revealed that malware authors are ready to bridge the potential technological shortcomings and 

move the botnet front in the cloud. This year saw the emergence of the first viable botnet based on 

Twitter, though minimalistic enough to be called a proof-of-concept.  

 

Figure 6: "Rogue" Twitter account used to send commands. Please note that this is a research 
account and has nothing to do with a botnet in the wild. 

 

The bots used to subvert Windows-based machines have been created using a DIY tool called 

TwitterNET, where an attacker can specify the Twitter username the bots should monitor for issued 

commands. A second iteration of the self-development toolkit is also in the wild and comes with extra 

configuration options as far as the issued commands are concerned.  

There are two major issues that required for the mentioned SDK upgrade: 

A) The weakest link of a Twitter-based botnet infrastructure is the single-point-of-failure C & C (the 

herderôs username); if it gets suspended, the whole botnet would aimlessly look for commands 

that will never be issued; 

B) Such usernames are easily identifiable. Figure 6 shows how suspicious an attackerôs account 

would look after issuing several commands. A Twitter search for ñ.REMOVEALLò would reveal all 

the compromised accounts which would subsequently be suspended. 
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Figure 7: The second version of the TweBot Builder supports custom commands 

 

Botnets based on Youtube have also been spotted by analyzing the ñbackground noise
6
ò left as comments 

for specific videos. However, the scale of such botnets is dramatically limited by the fact that ï to our 

knowledge - there is no publicly-available DIY bot creator. 

 
 

Web 2.0 Malware 

During the first six months of 2010, most malware has been disseminated via the Internet, with cyber-

criminals paying special attention to Web 2.0 services such as social networks, instant messaging and 

peer-to-peer file-sharing websites. 

Instant Messaging Malware 

May 2010 brought a series of e-threats targeting unprotected users of Yahoo!® Instant Messenger 

and SkypeÊ.  Initially spotted in Romania, the Delphi worm Win32.Worm.IM.J was more than a YIM 

worm spreading at will - the built-in downloader component opens the door to other high-risk e-threats. 

Win32.Worm.Palevo.DS followed shortly after and took by assault users of both Yahoo!
®
 Messenger 

and Windows Live
®
 Messenger (formerly MSN

®
 Messenger). This particular descendant of the Palevo 

                                                      

6
 The so-called background noise is encoded using the base64 algorithm to conceal the commands 

issued by the bot-herder. However, since base64 comments look suspicious enough and are 
extremely easy to decode, the approach does not seem to be efficient for a large-scale botnet based 
on Youtube. 
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family has a special feature allowing it to kill the Windows Firewall, a critical step in the malware 

offensive which will be triggered by Palevoôs spam component after infection completes. 

 

Figure 8: Messages sent by Win32.Worm.Palevo.DS to entice users into downloading a copy of 
itself. 

Mid-May brought Backdoor.Tofsee back into the spotlight. This incredibly powerful backdoor was 

particularly targeted at SkypeÊ and Yahoo!
®
 Messenger users, and only systems running either of the 

applications could be infected. Should the backdoor not find either of these IM clients, it would exit 

silently and remove itself from the system. 

Backdoor.Tofsee is shielded by a rootkit driver and features multiple layers of protection in order to 

make analysis and removal extremely difficult. Apart from its worm-like spreading, mechanism, 

Backdoor.Tofsee also features a backdoor component that allows a remote attacker to take 

complete control over the infected machine.  

 

Figure 9: The worm only sends messages during already initiated conversations in order not to 
raise suspicion. 
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Peer-to-Peer Malware 

 

April saw the emergence of a new and innovative type of malware set to extort money from faint-

hearted users that were into Peer-to-Peer downloads. This new e-threat, detected by BitDefender as 

Trojan.Maer.A, hit the web on April 11 and it mainly targets computer users who download files via 

sharing services based on the BitTorrent® protocol. Shortly put the ransomware Trojan claims that it 

had found pirated content installed onto the system (even on clean, 100% genuine Windows® installs) 

and ñoffersò to settle things for as much as $399.85. 

In order to gain credibility, the Trojan displays a couple of organization logos including RIAA® and 

MPAA®. The piece of malware is packed full with links to an organization called ICCP Foundation, 

which poses as ña law firm assisting intellectual property holders exploit and enforce their rights 

globally
7
ò. It also displays a list of ñpieces of evidenceò, made up by all the .torrent files the user may 

have downloaded to the %AppData% folder. 

 

Figure 10: Warning message displayed by the ransomware Trojan. 

                                                      

7
 As advertised on the (now suspended) webpage of the fake foundation. 






































