BITDEFENDER
GENERIC COURSES

Training
Certifications

-

Bitdefender



LEGAL NOTICE

All rights reserved. No part of this book may be reproduced or transmitted in any form or by
any means, electronic or mechanical, including photocopying, recording, or by any information
storage and retrieval system, without written permission from an authorized representative of
Bitdefender. The inclusion of brief quotations in reviews may be possible only with the mention
of the quoted source. The content cannot be modified in any way.

Warning and Disclaimer. This product and its documentation are protected by copyright. The
information in this document is provided on an “as is” basis, without warranty. Although every
precaution has been taken in the preparation of this document, the authors will not have any
liability to any person or entity with respect to any loss or damage caused or alleged to be
caused directly or indirectly by the information contained in this work. This book contains links
to third-party Websites that are not under the control of Bitdefender, therefore Bitdefender is
not responsible for the content of any linked site. If you access a third-party website listed in
this document, you will do so at your own risk. Bitdefender provides these links only as a
convenience, and the inclusion of the link does not imply that Bitdefender endorses or accepts
any responsibility for the content of the third-party site.

Trademarks. Trademark names may appear in this book. All registered and unregistered
trademarks in this document are the sole property of their respective owners, and are
respectfully acknowledged.
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Security Awareness

COURSE DESCRIPTION:

Today, in the information century, information exchange drives the businesses. All of us are
using each day computer networks to work, share data, talk to each other and have fun. We
are constantly sharing information, anytime and with people from all over the world and this is
done very easily. But, are we ever thinking what will happen if the information is intercepted?
Especially within the organization environment, confidential information must always be
protected but unfortunately we cannot always count on the IT department colleagues. It is our
duty to contribute to maintain our organization infrastructure secure. Understanding our role
and responsibilities, our main goal should be to conserve our organization’s integrity, by
understanding and respecting security rules.

APPENDIX

= Life today

= [nformation and computer security

= Security gaps, consequences, statistics

» Threats and methods of attack

* Sources of malware infection

= Common security misconceptions

= Keep your computer Internet and E-mail usage safe
= Password management, phishing and identity protection
= Physical security within the organizations

= Understanding Your Role in protecting information

Language: English

COURSE: ENG_Security_ Awareness
EXAM: ENG_TEST_Security Awareness

Language: Spanish

COURSE: Spanish_Conciencia_de_la_seguridad



Malware Introduction and Prevention

COURSE DESCRIPTION:

Following this course, you will get familiar with the malware types and where you will discover
top tips for preventing possible infections. During this course you will learn what malware is
and how it is continuously changing, who is affected, how and why. You will also learn about
the malware author’s motivation behind their creations, how you can tell if your system is
infected and what you should do. Towards the end of the course we will present you some tips
on preventing malware infections.
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Language: English

COURSE: ENG_Malware_Introduction_and_Prevention
EXAM: ENG_TEST Malware Introduction_and_Prevention



Bitdefender Technology

COURSE DESCRIPTION:

This course presents the technologies used in Bitdefenders’ consumer and business products
such as B-HAVE, Active Virus Control, NeuNet.
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Language: English

COURSE: ENG_Bitdefender_Technology

Language: Romanian

COURSE: Curs tehnologie BitDefender — RO



