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SECURITY FOR SHAREPOINT

The Right Security Solution for your SharePoint Server

BitDefender Security for SharePoint provides antivirus and antispyware protection
for your Microsoft SharePoint Server. BitDefender Security for SharePoint scans
files uploaded into and downloaded from document libraries and lists, in real-time,
with excellent cleanup rates and an option to quarantine infected files. This solution
allows safe team collaboration inside business networks, while preventing infected
files from compromising the confidentiality of business activities.

KEY BENEFITS

Safe Sharing of Information and Team Collaboration

e Scans file traffic ensuring real-time antimalware protection and outbreak pre-
vention

e Allows you to schedule on-demand antivirus scans or perform scan-now ac-
tions for enhanced safety

e Secures infected or suspected files in a quarantine area where you can deal with
them at will

Increased Productivity

e Scans and fingerprints “read-only” files just once during the same session and only
re-scans them if there is a new session, an update or an infection in the system.

e Provides lightning-fast, secure collaboration, thanks to its advanced and tight integra-
tion with Microsoft Virus Scanning API

e Provides a configurable scheduler for on-demand antivirus scans and update tasks

» Notifies you about the performance of scan and update tasks through its efficient
alerts module
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BUSINESS SOLUTIONS

KEY FEATURES

Superior antivirus and antispyware
protection

Proactive heuristic protection
against zero-day threats

Tight integration with Microsoft
Virus Scanning API to optimize and
accelerate the scanning process

Real-time and on-demand scanner
for permanent file protection

Comprehensive reporting on
scanned files and alerts

BitDefender Technologies

@b-have All BitDefender
solutions include

B-HAVE, a patent-pending technology
which analyzes the behavior of poten-
tially malicious codes inside a virtual
computer, eliminating false positives
and significantly increasing detection
rates for new and unknown malware.

Certified Antivirus Engines
BitDefender’s award-winning scan
engines featuring the B-HAVE technol-
ogy have been recognized by leading
certification bodies, including ICSA
Labs, Virus Bulletin, West Coast Labs,
for their unmatched proactive anti-
malware protection.
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System Requirements

e Microsoft SharePoint
Portal Server 2003

¢ Microsoft Windows SharePoint
Services

Operating Platform

e Microsoft Windows Server 2003
Standard Edition

e Windows Server 2003 Enterprise

¢ Windows Server 2003 Datacenter

e Windows Server 2003 Web Edition;
Internet Explorer 6.0

All trademarks, trade names, and products
referenced herein are property of their
respective owners.
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KEY BENEFITS

Increased Usability
e Delivers elegant management functionality and allows fast access to the most common
settings due to its friendly and intuitive MMC-based interface
e Provides activity reports through its robust monitoring system and statistics module
e QOffers customizable alerts for several event types: antivirus signature updates, product
updates, on-demand scans and viruses detected

Services
Advanced Update System

For permanent file protection, BitDefender Security for SharePoint receives the latest
updates and patches either on-demand or automatically (even through proxy servers).

Upgrades

Registered users benefit from free upgrades to any new version of the solution during
the license period. Special pricing is always provided to our customers when they
renew their license, making BitDefender a long term cost effective solution.

Free 24/7 Professional Technical Support

Certified representatives provide BitDefender business customers with free permanent
support online, by telephone or e-mail. This is supplemented by an online database
with answers to Frequently Asked Questions and fixes for common issues.



