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[MpaBoBOe NnosnoxeHue

Bce npaBa 3awuuieHbl. Hukakas YacTb 3TOW My6nvKaLmmn He MOXeT 6bITb BOCMPOU3BeZieHa uiu nepefaHa B nto6oi
dopme unu no6bIMU CpeACTBaMK, 3NEKTPOHHBIMU UM MeXaHUYecKUMK, BKtoyas (HOTOKONMpoBaHKe, 3anuch,
MCTONb30BaHWe CPeACTB XpaHeHWUst M noucka MHdopMauuu, 6e3 MoslyYeHUst MUCbMEHHOTO pa3peLleHust
YMNONIHOMOYEHHOTO NpeAcTaBUTeNst KoMnaHuu Bitdefender Mcnonb3oBaHue umTaT B 0630pax pa3peLuaeTcs TOSIbKO
CO CCbUIKOW Ha LUTUPYEMbIN UCTOYHUK. 3anpeLueHo BHOCUTb KaKue-m6o U3MeHeHUs B faHHbI MaTepuarn.

ﬂpen,ynpe)KneHue W orpaHuyeHue oTBeTCTBEHHOCTM. ﬂaHHblﬂ I'IpOrpaMMHbIIZ NpPOAYKT U AOKYMEHTauuA K HeMy
3almueHbl aBTOPCKUM NpaBoM. ﬂaHHblﬁ nporpaMMan?l NPOAYKT N JOKYMEHTaUMA K HeMy 3aLl ULl eHbl aBBTOPCKUM
npaBoM. NHhopMaLms B 3TOM JOKYMEHTE NpefoCTaBseTCs «Kak ecTb», 63 rapaHTUu. XoTs B XOZie NOArOTOBKU
3TOro JOKYMEeHTa Gblfin NMPUHATBI BCe Mepbl NPeOCTOPOXXHOCTH, aBTOPbI HE HECYT HUKaKoi OTBETCTBEHHOCTU
nepepg No6bIM JIULOM WM OpraHW3aLyeil B OTHOLIEHUU KaKWUX-TMGo noTepb WM yuiep6a, MPUYMHEHHBIX WUIu
NpeanosnoX1TENbHO BbI3BaHHbIX NMPSMO WM KOCBEHHO MH(bOPMaLMen, cofiepXKallencs B JOKyMeHTe.

[laHHasi KHWUra COAePXXMT CChINIKN Ha CTOPOHHME BEG-CAiTbI, HE HAXOAALLWMXCA NoA KoHTponeM Bitdefender ,noatomy
Bitdefender He HeceT 0TBETCTBEHHOCTM 3a UX CofiepXKaHue Nepexoas Ha CTOPOHHUE CailTbl, yKa3aHHbIE B AOKYMEHTE,
Bbl fleNaeTe 9TO Ha CBOW CTpax W puck. Bitdefender npuBoanT aTn cCbinkn TonbKo ANst yA06CTBa YnTaTeNs, HO
Hanuuue STUX CCbIIOK He 03HavaeT, yTo Bitdefender 6epeT Ha ce6s 0TBETCTBEHHOCTb 3a COAEPXKaHUE KaKoro-nméo
CTOpOHHero Be6-canTa.

Toprosble MapKu. B 93TOM JOKyMeHTe MOryT yNOMUHATLCA pasfinyHble TOProeble Mapku. B 93TOM JokyMeHTe MoryT
YNOMUHaTbCSA pas/iyHble TOProBble MapKu. Bce 3aperncTpupoBaHHble U He3aperncTpupoBaHHbIe TOProBble Mapky,
yrnoMunHaemble B 3TOM JOKYMEHTe, NpUHaAnexat TO/IbKO UX 3aKOHHbIM BnagenbLam.
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Mpepgucnosue
370 pykKoBOACTBO nNnpeaHasHa4yeHo |T-a,[|MMHI/ICTpaTOpOB, oTBeYyYawlwnux 3a
pa3BepTbiBaHUe 3alunThbl GravityZone B CBOUX opraHusaumnax.

NT-agMUHUCTpaTOpbI, KOTOPbIM HeobxoamMMa uHdopmauus o GravityZone moryT
HallTu B 3TOM pykoBoacTBe Tpe6oBaHusa GravityZone u AOCTyMHble MOAySM
3aWnTHI.

9TOT [OKYMEHT 06DbACHAET, KaK pa3BepHyTb areHTbl 6e3onacHocTu Bitdefender
Ha BCcex TUMax KOHeYHbIX TOYeK B Baluei KOMMNaHuM U Kak HaCTpOUTb pelleHne
GravityZone.

1. 0603HaueHus, UcnoJsibdyemble B 1aHHOM PYKOBOACTBE

Tunorpadckne 0603HaYeHUs

9TO PYKOBOACTBO WCMOJIb3YeT HECKOJIbKO TEKCTOBbIX CTUSIEW AN YyYlleHUs
YMTAEMOCTH. Y3HalTe 06 UX acreKTe U 3HAYEHUN U3 TabnnLLbl HUXKE.

obpaszer BCTpoeHHbIe MMeHa KOMaH U CUHTaKCuc,
nytm M wumeHa  dannos,  dainbl
KOHdUrypauum, BBOAUMbIN TeKCT
neyaTtaeTcs CTaHJapTHbIMYU
MOHOUMPUHHEMY LWPUDTaMU.

http://www.bitdefender.com Ccbinku URL Ha BHewHue uctouHukm (http
unu ftp cepeepbl).

gravityzone-docs@bitdefender.com Agpeca 3neKTPOHHOW MOYTbl B TEKCTe
MpUBOASATCS B KAayecTBe KOHTAKTHOM
NHbopMaLuu.

«Mpeauncnosue» (p. v) B KkaBblukax MpUBOAATCA BHYTPEHHMeE
CCbIJIKM Ha Apyrue maTepuarnbl B npefenax
9TOro J0KyMEeHTA.

onuus Bce napameTpbl nNpoayKTa BblAeNeHbI
YKUPHBIM LIPUDTOM.

Mpeaucnosue %


http://www.bitdefender.com
mailto:gravityzone-docs@bitdefender.com

unfollow the traditional

KJIIOYEBOE CNOBO Onuun nHTepdelica, KNOYEBbIE CNOBA UK
COYeTaHus KNaBu1LU BblAeneHbl C MOMOLLbH
bold wpudTa.

Mpeancnoeue Vi
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[Mpumeyanus

MpuMeyaHna — aTo TeKcToBaa MHGOpPMaLUS, BbleNleHHasAs B OCHOBHOM TeKCTe
pasfiMyHbIMU CPeACTBaMU, LIefIbio KOTOPON ABNAETCA NPUBJIEYeHME Ballero
BHUMaHMA K AOMOSHATENBHOW UHPOPMALUK, UMEIOLLLEN OTHOLLIEHUE K COZIePXKaHMIO
TeKyLLEero pasgena pykoBoACTBa.

MpumeyaHmne

ﬂpMMeanme — 9TO KpaTKoe 3aMedaHue. Bbl moXkeTe nponycTuTb €ro, HO B HEM
MOXeT coaep>XaTbCA LleHHan I/IHd)OpMaLI,VIFI, HanpuMep onpeaeneHHas 0C06eHHOCTb
WU CCblJIKa Ha UCTOYHMUK, VIMeIOLI.I,VIVI OTHOLWIEeHMe K JaHHOMY MaTepunany.

BaxHo

9Ta vHpopMaums TpebyeT BaLLEro BHUMaHUs, U ee He PEKOMeHZYyeTCs NPonycKaTb.
06bI4HO, 31eCb NPUBOAMTCS BaxHas HGopmauus o hakTopax, KOTOpble HE UMelT
YrpOXKaloLLero xapakrepa ajis 6e30MnacHOCTU Balleil CUCTEMBbI.

Mpepynpexpaexune

370 KpUTUYeckas HGopmMaLus, K KOTOPOW criefyeT OTHECTUCb C MaKCUMasbHbIM
BHUMaHueM. Hnyero nanoxoro He CNny4unTcC4, ecnu Bbl 6yp,eTe cnepoBaThb YKa3aHUAM.
BHUMaTeNIbHO NPOYTUTE M MOMNbITaNTECh MOHATL CYyThb NpeaynpeXAeHUs], MOCKOJIbKY
B HEM ONUCbIBAOTCA BeECbMa OMnacHble yrpo3bl As1d 6e30nacHOCTU Ballen CUCTEMBI.

Mpeancnoeue Vii
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1. 0 GRAVITYZONE

GravityZone siBnsieTca pelweHneM no 6e3onacHoCTy ans 6usHeca, NOCTPOEHHOr0
C HyNs1 ANa BUPTYanusaumm n 061auHbix cpeg, YTobbl NpefocTaBnsTh YCyru no
6e30MacHOCTU AN19 PUINYECKUX KOHEYHbIX TOYEK, BUPTYasbHbIX MaLUMH B YaCTHOM,
ny6iMyHoM ob6n1ake U MOYTOBbIX cepBepoB Exchange.

GravityZone 3To NpoAYyKT C eANHOW KOHCOJIbIO YNpaBJIeHUs AOCTYMHON B 06J1aKe,
npepocTtaBnsieMbli Bitdefender, unn opraHnsoBaHHbIV B Ka4ecTBe BUPTYasibHOro
YCTPOMCTBA YCTAHOBJIEHHOIO JIOKaJIbHO B KOMMaHUK, YTO o6ecneunBaeT eanHyro
TOYKY AJ191 pa3BepTbiBaHUS, COGIFOAEHVS U YNPaBJIEHUS MOJIMTUKaMK 6€30MacHOCTH
N5 NI060ro KonmyecTBa KOHEUYHbIX TOYEK, Jto6oro Tuna, B 1l060M MecTe.

GravityZone obecrneynmBaeT HECKOJIbKO YPOBHEN 6e30MacHOCTM ANsi KOHEYHbIX
ToyYek U nouToBbIX cepeepoB Microsoft Exchange: 3awuTa ot BpegoHocHoro M0
C MOHUTOPUHIOM MOBEeAEHNS, 3aLLMTa OT Yyrpo3 HYJIEBOIO fiHS, COCTaB/IEHUE YEPHBbIX
CMWCKOB MNPWIOXEHUA W U30NSLMA MOTEHUMaNlbHO OMacHbIX O6BHEKTOB B
OrpaHNYeHHON cpefie, MeXCETEBOW 3KpaH, ynpaBfieHne yCTPOoMCTBaMu, yrpaBieHue
KOHTEHTOM, aHTUMDULLMHT U aHTUCMaM.

0 GravityZone 1
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2. YPOBHUW 3ALWMTbLI GRAVITYZONE

GravityZone o6ecneunBaeT criefytolime ypOBHU 3aLUUTbI:

« 3awwmTa oT BpegoHocHoro 0

« PacwmpeHHbIit KoHTposib yrpo3s (Advanced Threat Control)
« O6HapyxeHue runepeusopa

« Advanced Anti-Exploit

. bpaHgmayap

« KoHTponb KOHTEHTa

« YnpaBneHue ucnpasneHUsiMu

« KoHTponb ycTpovicTs

« [lonHoe wudposaHme gucka

« Security for Exchange

« Sandbox Analyzer

« O6Hapy)XeHue 1 OTKJIMK KoHeuyHow Touku (EDR)
« YnpaeneHue Puckamu KoHeuHoi Touku (ERA)
o Email Security

2.1. 3awmra ot BpegoHocHoro 10

YpoBeHb 3alnTbl 0T BpegoHOCHOro N0 ocHOoBaH Ha CKaHUPOBaHWN CUrHaTyp U
aBpucTMYeckoMm aHanuse (B-HAVE, ATC) npoTuB: BMPYCOB, YepBei, TPOSHOB,
NporpaMM-LWNUOHOB, peknamMHoro MO, KeWnorrepoB, PyTKUTOB M APYrnX TUMOB
BPeAOHOCHbIX NPorpamMm.

TexHonorus ckaHupoBaHus Bitdefender Ha Hanmune BpegoHocHoro MO ocHoBaHa
Ha crnefyroLnNX TEXHONMOMUSAX:

. Bo-nepBbix, ncrnonb3yeTcs TPagUUMOHHBLIA METOJ, CKaHMPOBaHWA, Korga
OTCKaHMPOBAHHOE COLEPXMMOE CpaBHUBAeTCH € 62301 JaHHbIX curHaTyp. B
6a3e JaHHbIX CUrHaTyp cofepXaTcsl 3anuMcu 6alT-KOA0B, XapaKTepHble Ans
M3BECTHbIX Yrpo3, KOTOpble perynsipHo o6HoBAsAtoTCs Bitdefender. 3ToT MeTog
CKaHMpoBaHus siBnseTca 3P heKTUBHbIM NMPOTMB U3BECTHBIX YIPO3, KOTOPbIE
6bInK MCCNefoBaHbl U 3a,0KYMEHTUPOBaHbI. TEM HE MeHee, HE3aBUCUMO OT
TOrO, HACKOJbKO OnepaTMBHO 6a3a AaHHbIX 06HOBNSIET 3anucy, BCeraa ecTb
OKHO YSI3BUMOCTU MeXAy BPEMEHEM, KOrja HoBas yrpo3a 06HapyXXeHa U Koraa
UcrpaBfieHUEe BbIMyLLEHO.

« [lpOTHB HOBbIX, HE3AaPETUCTPUPOBAHHbIX YIPO3, 3aLLUTY OCYLLLECTBIAET BTOPOW
cnon Bitdefender, wucnonb3ys aBpucTudeckm pasuratens B-HAVE.

YpoBHu 3awuTbl GravityZone 2
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9BpuCTUYECKME aNiTOPUTMbl OO6HaPYXXMBAKOT BPEeAOHOCHbIE MPOrpaMMbl Ha
OCHOBe rnoBefeH4YecKux xapaktepucTuk. B-HAVE 3anyckaeT nogosputenbHbie
BPeAOHOCHbIE MporpamMMbl B BUPTyanbHOM cpefe, YTOoObl MPOBEPUTb MX
BO3AENCTBME HA CUCTEMY M YAOCTOBEPUTHLCSH, YTO OHW He MpeAcTaBnsAT
HUKaKon yrpo3bl. Ecnu yrposa o6HapyXeHa, npegoTBpaliaeTcsl 3anyck
nporpamMmbI.

CKaHupyloLue ABUKKH

Bitdefender GravityZone MoXeT aBTOMaTU4YeCKN BbIBUPATb aHTUBUPYCHbIE ABUXXKM
Npu co3aHnM NaKeToB areHToB 6€30MacHOCTM B COOTBETCTBUM C KOHbUrypavmen
KOHEYHOW TOUKM.

Takxe agMUHUCTPATOP MOXET MOACTPOUTH CKaHMPYHOLWMIN OBUXKOK, BbiGUpas
MeXJy HECKOMbKMMU TEXHOSIOMUSIMU CKaHUPOBaHWS:

1.

JlokanbHoOe cKaHUpoBaHue, Korga CKaHMpoBaHUe BbIMOJIHAETCA Ha KOHEYHOM
YCTDOVICTBE. Pexkxvm nokasbHOro cKaHMpoBaHus NOAXOAUT A1 MOLLHbIX MaLUWH,
roe Bceé MexXxaHU3Mbl 3alUTbl XPaHATCA JIOKaJlbHO.

M6pugHoe cKaHUpoBaHWe CO CBETOBbIMM ABUraTensamu (obuiee o6nako), ans
CpeZlHUX rpynm, UCMNOoSb3yeT CKaHUpPOBaHue B 06J1aKe U, YaCTUYHO, NIOKasbHble
MeXaHW3Mbl 3aLLMThbI. [laHHbI PEXXUM CKaHMPOBAHUSA NpeoCTaBNAeT lydllee
3afleiiCTBOBaHME PECYPCOB, N0 CPABHEHUIO C UCMONb30BAHUEM YAANEHHOrO
CKaHUPOBaHuS.

LieHTpan1m3oBaHHOEe CKaHUpOBaHMe B O6LLLEeM UM YaCTHOM o6n1aKe C He6GOJIbLLIUM
o6beMoM namaATH, Tpebytowmm Security Server gna ckaHMpoBaHusi. B aTom
cnyyae MeXaHM3Mbl 3alUWUTbl He XPaHSTCA JIOKalbHO W CKaHUpOBaHue
BbIrpy>aeTcs Ha Security Server.

MpumeyaHue
CyLLI,eCTByET MUWHUMaJbHbIN Ha6op ABWXKOB, XpaHﬂLLI,VIVICFl NOKaJbHO,
Heo6X0AUMbIV A1t PaCnaKoBKM CXaTbiX hannbl.

LieHTpanu3oBaHHOE CKaHUPOBaHKe (CKaHUPOBaHWUE B YaCTHOM UMK NMy6ANYHOM
o6nake c nomoLybio Security Server) c nokanbHbiM pesepeoM* (Local Scan -
NPY HAJTMYNK NOSHBIX ABUXKKOB).

LleHTpanu3oBaHHoe cCKaHUpoBaHWe (CKaHUPOBaHWe B YaCTHOM WU Ny6/IMYHOM
o6nake c noMmoLybio Security Server) ¢ pesepBoM* rM6pUAHOro CKaHUpoBaHUA
(Local Scan - ny6nnuHoe 061aKo ¢ 0651eryeHHbIM ABUXXKaMM).
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* Korga ucnonb3yoTcs ABOMHbIE ABUKKN CKaHUPOBAHMWSA - €CNIN NePBbIi ABUXKOK
He AOCTYMeH, pe3epBHbIii ABUXOK MOXeT 6biTb 3aAeilcTBOBaH. [oTpebneHue
PEeCcypCcoB 1 yTUM3aLua ceTu 6yaeT 3aBUCETb OT UCMOJb3YEMbIX ABUKKOB.

2.2. PaclumpeHHbin KoHTponb yrpo3 (Advanced Threat Control)

[nAyrpos, KoTopble YCKOJIb3atoT AaXe 0T 3BPUCTUYECKOro ABUXKKA, MPUCYTCTBYET
eLle oauH crovt 3awmTbl B Buae Advanced Threat Control (ATC).

ATC nOCTOSIHHO OTCNeXuBaeT 3anylleHHble Mpoueccbl W  OLeHUBaeT
NoAo03puTeNIbHOE NOBEAEHME, TaKOE KaK: MOMbITKM 3aMacKMpoBaTb TUM NpoLiecca,
BbINOJIHEHME Kofa B MPOCTPaHCTBE MamATM npouecca (3axeaT namaATv Ans
NPVBUIErMPOBaHHON 3CKanaLum), pennmkaums, nepemelleHne Gpannos, CKPbITHOCTb
B CMMCKe TeXHOJIOrMYECKMX NPOoLLecCcoB 1 T.4. Kaxgoe Noao3puTensHoe NnoBegeHme
noBbIWaeT PelTUHr npouecca. Korga gocTuraeTcs Nopor, BKIOYAeTCA CUrHan
TpeBoru.

2.3. O6HapyXeHue runepeusopa

Bitdefender HyperDetect - pononHUTeNbHbIN YpOBEHb 6E30MacHOCTY,
pa3paboTaHHbIA chneuuanbHO AN 0OHapYXXEHUs MpOABMHYTbIX aTak WU
Nnogo3pMTENIbHOM aKTMBHOCTU eLlE A0 BbiNonHeHns npoueccoB. HyperDetect
COAEPXUT MOZENN MALUMHHOTO O6YUYEHUSA U TEXHOSIOTUKU OBHAPYXXEHNUS CKPbITbIX
aTaK NpoTMB Yrpos, Takux Kak: aTakv HyNIeBOro AHs, NPpOABUHYTbIE YCTONYMBbIE
yrposbl (APT), ckpbiToe BpegoHocHoe M0, 6e3daitnoBble aTaku (3oynoTpebneHve
PowerShell, uHcTpymeHTapuem ynpaenenns Windows u 1. f.), Kpaxa y4YeTHbIX
JaHHbIX, LeneBble kubepaTaku, crneymanusnpoBaHHoe BpegoHocHoe 10, aTaku
Ha OCHOBe CLeHapueB, 3KCMIONTbl, MHCTPYMEHTbI B3/I0Ma, MOA03PUTENbHbIN
ceTeBOV TpaduK, NOTeHLMaSbHO HeXenaTesbHble NpunoxeHus (PUA), BbiIMoraTesnu.

2.4. Advanced Anti-Exploit

OcHoBaHHasi Ha MalMHHOM 06y4yeHun, TexHonorns Advanced Anti-Exploit
6/IOKMPYeT aTaku HYNEBOro [HS, WUCMOSb3yHlune TPYLHO-06HaApPY>KMBaeMble
akcnnontel. Advanced anti-exploit B pexume peanbHOro BpeMeHu oTCnexXusaeT
nocnegHne aKCNJIONTbI U YyCTPaHSIET YA3BUMOCTHU NOBPEXAEHUA NaMSITU, KOTOPble
MOTYT UCMOSIb30BaTbCA AN1IA 06X0fa CYLLECTBYHOLIUX pelleHni 6e30nacHOCTM.
TexHonorus 3awmiiaeT 60MbLUIMHCTBO CTaHAAPTHBLIX MPUNOXEHUIA, TaKUX Kak
6paysepbl, pegakTopbl Microsoft Office u Adobe Reader n gpyrue. Mogynb cneaut
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3a CUCTEeMHbIMU npoueccaMn u 3auwlumuiaeT oT 6DEUJGVI B 6€30MacHOCTU U
nepexeaTtoB CyL,eCTBYHOLUX NMPOLLECCOB.

2.5. bpangmayap

BpaHaMayap KOHTponupyeT AOCTYN NPUIIOXKEHUN K ceTu n K UHTepHeTy. [locTyn
paspeluaeTcsi aBTOMaTMYECKW, OCHOBbIBasiCb Ha 6ase [AaHHbIX M3BECTHbIX,
NErMTUMHbIX NPUNOXKeHUIn. Kpome Toro, 6paHamMayap MOXET 3alUTUTb CUCTEMY
OT CKaHMpOBaHWA MOPTOB, OrpaHN4YMBaTb MCMOJSIb30BaHME 06LLEro AOCTyna K
NuTtepHeT (ICS) 1 npeaynpeamnTb, KOraa HoBble y3sibl nogkntovatotes no Wi-Fi.

2.6. KOHTpOJIb KOHTEHTa

Mon,ynb KoHTeHTHOro KOHTpOJ'IFl nomoraeT obecneynTb CO6J'II-OAEHI/Ie NOJINTUKU
KOMNaHNUU B OTHOLWEHUN pa3peLleHHOoro Tpad)vn(a, BE6-,EI,OCTyI'Ia, 3alunTbl AaHHbIX
N KOHTpoOnsa l'IpVU'IO)KGHVIVI. A}J,MI/IHI/ICTpaTOpr MOryT 3ajaBaTb MapaMeTpbl
CKaHUpoBaHuaA TpaCI)I/IKa N UCKNKO4YeHUA, COCTaBJIATb rpad)vn( [ocTtyna K BE6,
6ﬂOKVIPOBaTb nnn paspewatb onpepneneHHble Be6-ap,peca Wn Karteropum,
HaCTpauBaTb MnpaBujia 3aWlnTbl AaHHbIX U YCTaHaB/MBaTb pa3peweHuna ana
MCNob3oBaHNA KOHKPETHbIX I'IpVIJ'IO)KGHI/IVI.

2.7. Network Attack Defense

Moaynb Network Attack Defense onupaetca Ha TexHonorum Bitdefender,
HaLlesleHHble Ha pacrno3HaHKe CeTeBbIX aTak, Liesbio KOTOPbIX ABSETCA NoJlyyeHne
JOCTYyNa K KOHEYHbIM TOYKaM MpW MOMOLLM TaKUX CPeACTB KaK: aTaku MeTo40M
nepebopa, ceTeBble "SKCMNOUTLI", NporpaMMbl ANt KpaXKu naposiel, BEKTOopbl
3apaXkeHns NocpeacTBOM CKPbITOW 3arpysku, 60Tbl U TPOSIHbI.

2.8. YnpaBneHue ucnpassieHUIMM

MofHOCTBIO MHTErPUPOBaHHLIN B GravityZone, MoAy b yNpaBieHWsl UCNpaBrieHUsiMuU
NoAAEPXKMBAET NOCNEAHIO BEPCUID OMEPALIMOHHON CUCTEMbI U NMPUIIOXEHUI, a
Takxe obecrieynBaeT MOSHOE MpeACTaBfeHWE O COCTOSIHUM WUCMpPaBNEHUS B
ynpaBnsemMbix Todykax Windows.

Moaynb ynpaBneHue wucnpaeneHusMu GravityZone BKJIOYAET HECKOJIbKO
0CO6eHHOCTEeN, TaKMX KakK CKaHWpoBaHMe naTtyed no TpeboBaHuwo /
3aniaHNMpoBaHHOE, aBTOMaTMYECKOEe / pyYHOe CKaHUMpPOBaHWe UCrnpaBiieHn unu
CO3/aHne 0TYETOB 06 OTCYTCTBYIOLMX NaTyax.
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Bbl MoXeTe y3HaTb 6ofiblle O nNpojaBuax W NPOAYKTax YnpaBleHus
ucnpaeneHusamMm GravityZone us aTon ctatbl 6a3bi 3HAHWIA.

Mpumeyanune
Mop,ynb ynpaBneHuna ucnpaBJieHUAMMU - 3TO AONOJIHEHUE, AOCTYNHOE NpU HaJIM4YNUKU
OTAENBbHOI0 JIMUEH3NOHHOIO KJlko4a anda BCeX AOCTYMNHbIX NaKeToB GravityZone.

2.9. KOHTponb yCTPOMCTB

Moaynb  KoHTponsi  YyCTPOMCTB  MO3BONSIET  MPeAoTBPaTUTb  YTEeUKu
KOHDUMAEHUMANBbHBIX AaHHbIX ¥ MPOHUKHOBEHWE BpegoHOCHOro 10 yepes BHeLHNE
YCTPOMCTBA, NOAKNOYAEMbIE K KOHEYHbIM TOYKaM, MPUMEHSISt GIoKMpyoLme
npaBuna U UCKJIOYEHUSI C MOMOLLLbHO MOSIUTUK 4SS LLMPOKOro CMEKTpa YCTPOMCTB
(Takux, kak USB ¢naw-HakonuTenu, yctpoictea Bluetooth, CD/DVD-nneepsbl,
YCTPOWCTBA XpaHEHUS, U T.4.).

2.10. MonHoe wudpoBaHue aucka

[aHHbI ypoBeHb 3alUMTbl NO3BOJNIAET BaM ocyllecTBAATL WMbpoBaHMe BCEro
AWcKa Ha MaluumHe, ynpasnsa BitLocker gna Windows, u FileVault u diskutil gns
macO0S. Bbl MoXeTe 3awmndpoBaTb U AelwmndpoBaTbh 3arpy30yHble U 06blYHblE
TOMa OOHWUM LLENYKOM MblIlK, T.K. GravityZone o6pabaTbiBaeT BeCcb NpoLecc
MUHUMaNbHbIM BMELLATENLCTBOM CO CTOPOHbI MoJib3oBaTtesieil. Kpome Toro,
GravityZone XpaHuT K/H0UM BOCCTaHOBJIEHUS, HEO6X0AUMbIE AJ1si Pa36JI0KMPOBKM
TOMOB, Ha TOT CJly4ail, ecnv nonb3oBaTesb 3a6bljl CBOW Naposib.

MpumeyaHmne
MonHoe WndpoBaHue AnCKa - 3TO AOMOJIHEHNE, LOCTYNHOE NPU HAIMYUKN OTAENBHOTO
JIMLLEH3MOHHOT O KJtoYa Afsi BCex AOCTYMHbIX nakeToB GravityZone.

2.11. Security for Exchange

Bitdefender o6ecneumBaet 3awmty Security for Exchange oT BpefOHOCHbIX
nporpamMM, aHTUcnaMm, aHTUGULWIKHE, GUNbTPALMI0O KOHTEHTA U COLEPXMMOrO
nMceM, MOJSIHOCTbI MHTErpupoBaHa ¢ cepBepamu Microsoft Exchange, pns
obecrneyeHns 6esonacHom cpefAbl O6MEHa COOOLEHUSIMA WU MOBbILEHUS
NPOVU3BOAMTENBHOCTU. MWcnonb3ys MpW3HaHHblE TEXHOMOrMKU 3aWwuTbl  OT
BPEAOHOCHbIX MpPOrpaMM M criamMa, nporpaMma 3aliuiiaeT rosib3oBaTenen
Exchange oT HoBeNLWMX, CaMbiX CNOXHbIX BPEAOHOCHbIX MPOrPaMM M OT NOMbITOK
YKpacTb KOHGUEeHLUANbHBIE U LieHHbIe faHHbIe NOJIb30BaTeNeN.
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BaxHo

Security for Exchange paspa6oTaH ans sawuTbl Bcelt Exchange-opraHusauumm, K
KOTOPOWA NpuHagnexuT sawmwaembin Exchange-cepBep. 3To 03HayaeT, 4To
NPoOMCXOAMT  3alMTa BCeX aKTUBHbIX MOYTOBbIX  SILIMKOB,  BKJOYas
user/room/equipment/shared mailboxes.

B mononHenue K 3awmte Microsoft Exchange, aTa nuueHsusa Takxe nokpbiBaeT
YyCTaHOBJ/EHHbIE Ha CepBePe MOAYJIM 3aLLUTbl KOHEYHbIX TOYEK.

2.12. Sandbox Analyzer

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YpPOBEHb 3alUTbl OT
NPOABMHYTbLIX Yrpo3 nyTeM aBTOMaTMYecKoro W rnyboKoro aHanusa
nofo3puTesibHbIX hannoBs, He MoANMUCaHHbIX aHTUBUPYCHbIM ABUXKOM Bitdefender.
MecoyHuua wucnonb3yeT O6WMPHbIM Habop TexHonormn Bitdefender pans
pasMelleHna MOoTeHUManbHO MoJsie3HbIX fAaHHbIX B BUPTyanbHOM cpeje,
npepgocTtaBneHHon Bitdefender, aHanusupyeT ux noBegeHWe M coobLaeT O
MeJibYalLLUMX CUCTEMHbIX U3MEHEHUSIX, KOTOPble MOTYT CBUAETENbCTBOBATL O
BUPYCHOW U 3/T0HaMepeHHON npupoge dhannos.

Sandbox Analyzer aBToMaTuyecku npuvHUMaET noAo3puUTeNbHble dannbl,
HaxoAsWMecs Ha yrnpaB/sieMblX KOHEYHbIX TOYKaxX M CKpbiBaeMble cryx6amu
3alMThl OT BPEAOHOCHbIX Nporpamm. Mpouecc oTnpaBku dannos B 6e3onacHyto
cpefy 3anyckaeT BblAeneHHas aBpucTuyeckass Moaenb, BCTPOEHHAsi B MOAY/b
3aWMTbl OT BpefoHOCHbIX NporpaMm 13 Bitdefender Endpoint Security Tools.

Cnyx6a Sandbox Analyzer no3sonseT npefoTBpaTUTL 3anyCK HEM3BECTHLIX Yyrpo3
Ha KOHe4yHoW Touke. OH paboTaeT B peXWMe MOHUTOPUHra Un GIIOKMPOBKM,
paspellas unu 3anpeuias 4OCTYNn K Nogo3putenbHoMy danny Ao NosyyveHus
OKOH4YaTenbHoro pewenns. Sandbox Analyzer BegeT cebs ¢ 06HapyXXeHHbIMU
yrposamMu aBTOMaTU4YeCKM B COOTBETCTBUM C AEUCTBUAMM MO UCMPaBIIEHMUIO,
onpeaeneHHbIMU B MONNTUKe 6e30MacHOCTU ANA 3apaXKeHHbIX CUCTEM.

Kpome Toro, Sandbox Analyzer paspewaetr BaM BpYyYHYHO MpUHUMATb
nopo3putenbHble ¢annbl Hanpsimyto u3 Control Center, no3Bonss Bam
CaMOCTOSATENBHO PELUUTD, YTO C HUMU AenaThb.

2.13. CobbiTHA

XapaKTepI/ICTI/IKa WHUUOEHTA - 3TO KOMIMOHEHT Koppenaunn CO6bITUIN, CNOCO6HbIN
BbIABNIATb CJ/I0XHbI€ YrpOo3bl WINW aKTUBHbIE aTaKW. B pamMKax KOpI'IOp:’:lTMBHOI;I
MHTerMpOBaHHOIZ nnachopr| XapaKTepuctuka WHUNAOEHTOB OG'bG,qMHﬂET
BO3MOXHOCTU BCEX yCTpOI;ICTB, pa60Ta|ou_w|x B KOpI'IOpaTI/IBHOﬁ ceTun. 310 pelieHune
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npuxoanuT Ha NOMOLLb B cny4dadX, Korga rpynnbl HeMmenneHHoro pearmposaHma
pacno3HakT U 0TBEYAKOT Ha Cepbe3Hble Yrpo3bl.

MocpepctBom Bitdefender Endpoint Security Tools Bbl MoXeTe akTMBUpOBaTb
3aLUTHbBIA MOAYJb, KOTOPbIN HAa3bIBAETCSA AAaTYMKOM UHLULEHTOB, B yNPaBneHnm
KOHEYHOWN TOUKM, YTO6bl O6beAUHATL AaHHble KOMMbHOTEPA U OnepaLMoHHON
cucTeMbl. C6op 1 06paboTka MeTafaHHbIX C 06enMx CTOPOH nAeT Ha nnatdopme
KIIMEHT-cepBep.

OTOT KOMMOHEHT HeceT pAeTanbHyl WHOpMaAUUO MO O6HAPYXXEHHbIM
NPOUCLLECTBUAM, MWHTEPAKTMBHOW KapTe TMpOMCLUECTBUK, AEUCTBUAM MO
ncnpasneHuto u uHTerpauum ¢ Sandbox Analyzer n HyperDetect.

2.14. YnpaBneHue Puckamm KoneuHoit Toukm (ERA)

YnpaBneHve Puckamu KoHeuHoii Touku (ERA) onpepensieT, oueHUBaeT U
ucnpaensieT cnabble CTOPOHbl KOHeYHbix Touyek Windows ¢ nomoLbo
CKaHVpoBaHuUsa puckoB (Mo 3ampocy WM Mo pacrMCaHUIo COrNacHO MOJIMTUKE),
yunTbiBas 60nblUOe YACNO0 MHAMKATOPOB pucka. lNocne nepBoro ckaHMpoBaHus
Ballen ceTu C onpefesieHHbIMWU WHAMKATOpaMW pUCKa, Bbl nosyunte o630p
COCTOSIHMA pUCKa Ballen ceTu B NaHenu YnpasneHue puckamu, JOCTYMHOWN U3
rMaBHOrO MeHI0. HekoTopble puckn Bbl MOXeTe paspelunTb aBTOMaTUYeCKn 13
Control CenterGravityZone, a Tak)xe MPOCMOTPETb PEKOMEHAALMN MO CHUKEHMUIO
yuep6a KOHEYHOWN TOUKM.

2.15. Email Security

C nomoLubto Email Security Bbl MOXXeTe KOHTPONNPOBaTL AOCTaBKY 3JIEKTPOHHOM
noyThbl, GUIbTPOBaTb COOOLLEHUS U NPUMEHATb NOMTUKN B MacliTabax Bcen
KOMNaHuu, 4To6bl NpefoTBpaLLaTb HaLeneHHbIe U CIOXKHbIE YrPo3bl 3/IEKTPOHHON
noyTbl, BKIOYass HapyweHue 6esonacHocTu penoBow noutbl (BEC) u CEO
MoLleHHMYecTBO. Email Security TpebyeT npefocTaBneHns y4eTHOM 3anncu ans
JocTyna K KoHconwu. [lna nonydveHust [ONOSHUTESNIbHOM WHbOpMauum cwm.
PykoBogacTBo nonb3oatens Bitdefender Email Security.

2.16. Security for Storage

GravityZone Security for Storage npegocTaBnsieT 3awWuTy B peasbHOM BpeMeHU
LNsi BeAylUMX cuctem o6MeHa daitnamm 1 ceTelt xpaHeHusi. CUCTeMa v anropuTMbl
06HapY>XeHUs1 Yrpo3 0O6HOBISIIOTCA aBTOMATUYECKM - 6e3 KaKUX-MMGo ycunuim c
BaLLel CTOPOHbI UM CO3JaHUs MOMEX AJIA KOHEYHbIX NoJib3oBaTenNeN.
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OBa unu 6onee GravityZone Security Servers Multi-Platform BbinonHaeT posnb
cepeepa ICAP BbinonHaTb ponb cepeepa ICAP, npenocTaBnsowero cryxébl
3alMTbI OT BPEAOHOCHbIX NPOrpamMM AJsl YCTPOUCTE ceTeBoro xpaHunuia (NAS)
N CUCTEM COBMECTHOIO UCMOMb30BaHus (ansioB, COOTBETCTBYHOLMX NPOTOKONY
Internet Content Adaptation Protocol (ICAP, kak onpegeneHo B RFC 3507).

Korpa nonb3oBaTenb AenaeT 3anpoc Ha OTKPbITUE, YTEeHWe, 3anNucb UK 3aKpbiTUe
¢danna ¢ HoyTbyka, paboyen CTaHLUKU, MOGUIBLHOIO WM APYroro YCTPOWCTBa,
knueHT ICAP (NAS wnmn cucteMa obmeHa dainamu) oTnpasisieT 3anpoc Ha
CKaHupoBaHue K Security Server u nonyyaeT pesynbTaT OTHOCUTENBHO AAHHOIO
(danna. B 3aBucuMocTu oT pesynbTaTa knneHT ICAP paspeluaeT/3anpeLyaeT gocTyn
unu yganset dain.

MpumeyaHmne
aToT MOAYJib - 3TO AOMNMOJIHEHUE, AOCTYNHOE NPU HANTUYNUN OTAENbHOI O JIMLUEH3UMOHHOIr o
KJllo4a

2.17. [locTynHOCTb YpOoBHeN 3awuTbl GravityZone

YpoBHM 3awmTbl GravityZone oTnMyaloTcsl B 3aBUCMMOCTU OT onepaumoHHOM
CUCTEMbI Ha KOHEYHOM TOouKe. YTOo6bl y3HaTb 6onblue, obpaTUTeCch K cTaTbe
[ocTynHocTb cnoe 3awuThl GravityZone B base 3HaHui.
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3. APXUTEKTYPA GRAVITYZONE

PewleHune GravityZone BKJtouaeT B cebs cneytolme KOMMNOHEHTbI:

« Be6-KoHconb (Control Center)
« Security Server
« AreHTbl 6e30nacHoOCTH

3.1. Beb-KoHconb (GravityZone Control Center)

Be6-uHtepdenc Control Center nHTErpnpyeTcs ¢ CyLeCTBYHOLWMUMU CUCTEMAMU
yrNpaBfieHUs U MOHWUTOPMUHra, 4YTo6bl YNPOCTUTL MPUMEHEHWe 3aWuTbl Ans
HeynpasisieMbIX pabounx CTaHLMIN U CEPBEPOB.

3.2. Security Server

Security Server aBnseTcs cneunannsnpoBaHHOW BUPTYanbHOWM MaLlUMHOW, KOTopas
AepynanumpyeT U LieHTpanuayeT 60bluyto YacTb GYHKUMOHANIbHOCTEN 3aLUThl
OT BPEAOHOCHbIX MPOrpaMM, areHTOB 3alMTbl OT BPEAOHOCHbIX NPOrpamm,
JencTBYysi B KaYecTBe cepBepa CKaHMpOBaHuUSI.

Security Server fonmkeH 6bITb YCTaHOBJIEH Ha OAHOM WM HECKOJIbKUX XOCTaX,
4yTO6bI COOTBETCTBOBATH Konn4yecTBY 3aliuuiaeMbiX BUPTYyalbHbIX MaLUUH.

3.3. AreHTbl 6e30nacHOCTH

Yto6bl Bitdefender 3awumTun Bawy ceTb, HeEO6XOAMMO YCTaHOBUTb
COOTBETCTBYHOLLMX areHToB 6e3onacHocTu GravityZone Ha ceTeBblX KOHEYHbIX
TOUKax.

« Bitdefender Endpoint Security Tools
« Endpoint Security for Mac

3.3.1. Bitdefender Endpoint Security Tools

GravityZone o6ecneuvBaeTt 3almTy GU3nYecKux u BupTyanbHbix Windows u Linux
MalurH ¢ nomolubto Bitdefender Endpoint Security Tools - MHTennekTyanbHoro
areHTa, KOTOpbIA afanTUpyeTcs K TUMNY KOHeYHon Touku. Bitdefender Endpoint
Security Tools MoXeT 6bITb pasBepHYT Ha 060 MalInHe, Kak hU3NYecKon Tak
U BUPTyanbHOW, obecneyvBasi TMOKYHD CUCTEMY CKaHUPOBAHWUS U SABASAACH
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naeanbHbIM BbIGOPOM ANA CMewaHHbIX cpef (puanyeckux, BUPTYasnbHbIX W
06nayHbIX).

B nononHenue Kk 3awmte dannoB cuctemsbl,Bitdefender Endpoint Security Tools
TakKke BKJIOYaeT 3alMTy NOYTOBbIX cepBepoB Microsoft Exchange.

Bitdefender Endpoint Security Tools ncnonbayeTt eguHbIv WAGMOH NOANTUKKN ANA
(hb13nyecKnx n BUPTYasibHbIX YCTPOMCTB, @ TAKXKEe OZMH YCTAaHOBOYHbI KOMMIEKT
ans no6on cpeabl (brUsmyeckon unm BUpTyanbHow), paboTatolen Ha Windows.

Cnow 3awuThbl
Cnepytowme ypoBHM 3awmThbl focTynHbl B Bitdefender Endpoint Security Tools:

« 3awwmTa oT BpegoHocHoro 10

« PacwmpeHHbIit KoHTposb yrpos (Advanced Threat Control)
« O6HapyXeHue runepsuaopa

. bpaHgmayap

« KoHTponb KOHTeHTa

« Network Attack Defense

. YnpaBneHue ucnpasneHUsIMu

« KoHTponb ycTpoiicTB

« [MonHoe wmndpoBaHue gucka

« Sandbox Analyzer

« CobbiTus

« Ynpaenenue Puckamu KoHeuHoi Touku (ERA)

Ponu KoHeYHbIX Toyek

o [puBUNernpoBaHHbIN NONb30BaTENb
« PeTpaHcnaTop

o CepBep KalLMpOBaHWs NaTyen

o 3awwuta Exchange

lpuBKUNErMPOBaHHbIii NOJIb30BaTESb

ApmuHucTpaTopbl LleHTpa ynpasneHus (Control Center) MoryT npegocTaenaTb
npasa NpUMBWUIErMPOBaHHbIX NOJIb30BaTeNien 06blYHbIM M0JIb30BaTENSAM KOHEYHbIX
YCTPOUCTB C MOMOLLbIO MapamMeTpoB MOANTUKM 6Ge3onacHocTU. Mogaynb
NpUBUIErMPOBaHHbIX nosib3oBaTesien paspewiaeT npegocTaBfeHune
agMMHUCTPaTOPCKMX NpaB YPOBHIO MONb30BaTesien, KoTopble paspellaT KOHEYHbIM
nonb3oBaTeNsiM MosiyyaTb AOCTYN U U3MEHATb HACTPOWMKU 6e30MacHOCTMH,
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ncnosbaysa JNoKanbHyto KoHconb. Control Center 6yneTt yBefomieHa, Koraa
KOHEeYHasi ToYKa HaxoAUTCA B peXXMMe NpUBUIErMpOBaHHOMO MoJib30BaTeNs U
agMuHuctpaTtop Control Center Bcerga MOXeT MNepeHasHauuTb JIOKasbHble
HACTPOMKMN 6€30MaCHOCTMU.

BaxHo

9TOT MOAYNb AOCTYNEH TONMBbKO AMS NOAAEPKMBAEMbIX HACTOJIbHbIX U CEPBEPHbIX
onepaunoHHbix cuctem Windows. [1na nony4yeHus 6onee nogpo6Hom nuHdopmauum,
obpaTuTechb K «[logaepxnuBaemMblie onepaLnoHHble cuctembl» (p. 21).

PeTpaHcnsiTop

AreHTbl KOHeYHbIX Toyek ¢ posbto Bitdefender Endpoint Security Tools Relay
BbICTYNalT Kak MPOKCU-CEPBEP U cepBep OGHOBNEHWUN ANSI APYFUX KOHEYHbIX
TOYEK B CETU. AreHTbl KOHEYHbIX YCTPOUCTB C POSibIO peTpaHCAsiTopa 0CO6eHHO
Heo6X0AUMbl B OpraHM3aumsix C U30NMPOBaHHbIMU CEeTSIMU, Fae Becb Tpaduk
NPOXOAUT Yepes eauHYHO TOYKY AOCTYna.

B koMnaHuax ¢ 60nbluMMKU pacnpefeneHHbIMU CEeTAMM, areHT-peTpaHCcnsaTop
rnoMoraeT CHU3WTb MCMONb30BaHME MOJIOCbl MPOMycKaHus, npefoTBpalLas
3alMLLaeMble KOHeYHble YCTPoOMCTBa M cepBepbl 6€30MacHOCTU OT MPSAMOro
B3aUMoOeNCcTBUA ¢ MalmMHamm GravityZone.

Mocne Toro, kak areHT Bitdefender Endpoint Security Tools Relay yctaHoBneH B
CeTW, Apyrme KOHEYHbIe TOYKM MOTYT 6biTb CKOH(MUIypMpOBaHbl C MOMOLLbHO
MOJIMTUK, YTO6bI 06Ww,aTbest ¢ Control Center Yepes areHTa peTpaHCHsALMM.

AreHTbl Bitdefender Endpoint Security Tools Relay cnyxaT gns cnefyrowmx Leneu:
. O6HapyXeHue Bcex He3allMLLEHHbIX KOHEYHbIX TOYEK B CETU.

9T7a GYHKUMOHANBHOCTb UMEET Ba)KHOE 3HAaYeHUe A1 pa3BepTbiBaHUA areHTa
6esonacHocTun B o6nayHom cpege GravityZone.

. PasBepTbiBaHWe areHTOB KOHEYHbIX TOUYEK BHYTPU JIOKANbHOM CETHU.

« O6HOBNEHME 3aLLULLLAEMbIX KOHEYHbIX TOYEK B CETHU.

. 0O6ecneyeHune ceasu Mexay Control Center u NoAKIHOYEHHBIMU KOHEYHBIMU
ToYKaMu.

. BbICcTynaTb B KayecTBe NPOKCU-CepBepa A1 3alimnLLLaeMbIX KOHEYHbIX TOYeK.

« OnTMMKUsauuMm ceTeBoro Tpadguka BO BpeMsi OOHOBJIEHUS, pa3BepTbiBaHUS,
CKaHMpOBaHUs U Jpyrux pecypcoemMKmnx sagau.

ApxutekTypa GravityZone 12
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CepBep KaLwmMpoBaHUs naTyei

KoHeuHble TOUYKM C POnblo peTpaHCnATOpa TakXkKe MOryT BbICTynaTb B KayecTBe
cepBepa K3LLUMPOBaHUA UCTIPABNEHUIA. [Py BKIHOYEHWUW 3TOW POSIM PETPAHCSATOPbI
cny>at sl XpaHeHMsl UCMpaBJIeHMNiA MPOrpaMMHOI0 06ecneyeHus, 3arpyXxaemMbix
C Be6-calTOB NMOCTaBLUUKOB, U UX PacnpoOCTPaHEHUs Ha KOHEYHble TOYKU CETH.
BcAkuii pas, korpa MOAKMOYEHHass KOHeyHas Toyka MMeeT MporpaMmHoe
obecrneyeHmne C OTCYTCTBYHOLLMMM UCMIPABNIEHNSIMM, OHA 6EPET UX C CepBEpa, a He
C Be6-callTa NoCTaBLLMKa, TaKUM 06pa3oM ONTUMU3NPYS FreHepupyeMblii Tpahuk
W HarpysKy Ha NponyCcKHY CNoCOGHOCTL CEeTH.

BaxHo
9Ta fononHUTeNbHas posib AOCTYMHA C 3aperucTpupoBaHHON HaacTporikon Patch
Management.

3awwmra Exchange

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHUKa Exchange MoxkeT 6bITb
yCcTaHOBNEH Ha cepBepe Microsoft Exchange ¢ Lenbto 3awuTbl Nosib3oBaTtesei
Exchange oT yrpo3 nepefiaBaembix NO 3/IEKTPOHHOM NoyTe.

Bitdefender Endpoint Security Tools ¢ ponbto 3awmTHMKa Exchange 3awuwaet
Kak cam cepBep, Tak U cepBucbl Microsoft Exchange.

3.3.2. Endpoint Security for Mac

Endpoint Security for Mac - aTo areHT 6e30MacHOCTH, NpeAHa3HayYeHHbIN s
3aWwmThl paboumnx ctaHuun Macintosh n HoyTéykoB ¢ npoueccopamu Intel nnu
Apple M1. B kayecTBe TEXHONOMMU CKaHUPOBaHWA A[OCTYNHO JloKanbHoe
CKaHUPOBaHMe, C JIOKaJIbHO PacrosIoXXEHHbIMU MeXaHU3MaMU 3aLUNTDI.

Cnowu 3awuTbl
Cnepytowme ypoBHM 3almTbl gocTynHbl B Endpoint Security for Mac:

« 3awwmTa oT BpegoHocHoro 10

« PacwmpeHHbIn KoHTposb yrpos (Advanced Threat Control)
o KOHTpOJIb KOHTEHTAa

o KoHTponb ycTponcTs

o MonHoe wudpoBaHue gucka

« O6Hapy)XeHue 1 0TKJIMK KoHeuyHol Touku (EDR)

ApxutekTypa GravityZone 13
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3.4. Sandbox Analyzer ApxuTekTypa

Bitdefender Sandbox Analyzer o6ecneunBaeT MOLLHbIA YPOBEHb 3aWUTbl OT
HOBEWLLUX Yrpo3 MyTeM aBTOMaTUYECKOrO U INy6OKOro aHann3a nofo3puTesibHbIX
(hannos, He NoANMCaHHbIX aHTUBMPYCHbIMU aapamu Bitdefender.

Sandbox Analyzer coaepXxuT cnegytoLine KOMMNOHEHTbI:

Sandbox Analyzer Portal. 3TOT KOMMNOHEHT - 3TO pa3MEeLLEHHbIN CepBEp CBSI3W,
UCMonb3yeMbll ANs nepefayn 3arnpocoB MeXAy KOHEYHbIMW TOYKaMu U
KnacTepoM 6e3onacHou cpeabl Bitdefender.

Sandbox Analyzer Cluster. 3TOT KOMMOHEHT - 3TO pasMelleHHas
MHPpPaCTPYKTYypa MecOoYHULbl, B KOTOPON MPOUCXOAUT aHanus noBefeHus
06bekTOB. Ha 3TOM YypoBHe oTnpaBfieHHble dainbl npoBepsitoTCA Ha
BUPTYaNbHbIX MalMHax nog ynpaeneHmem Windows 7.

GravityZone Control Center — pyHKLMOHUPYET KaK KOHCOJIb YNPaBeHUS U OTYETOB,
rAe Bbl HACTpaMBaeTe NONTUKM 6e30MacHOCTH, MPOCMaTPMBAETE OTUYETbI aHanM3a
N yBeLOMJIEHUS.

Bitdefender Endpoint Security Tools (BEST) - areHT 6e30MacHOCTU, yCTaHOBJIEHHbIN
Ha KOHeYHbIX ToUKax, IeCTBYeT KaK laTuMK noAaum aaHHbix B Sandbox Analyzer.

ApxutekTypa GravityZone 14
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ApxutekTypa Sandbox Analyzer
Kak Tonbko cepsuc Sandbox Analyzer akTueupoBaH ¢ Control Center Ha KOHEYHbIX
TOYKax:

1. AreHT 6e3onacHocTu Bitdefender HaunHaeT oTnpaBnaTL B 6e30MNacHyo cpeny
nopospuTenbHble Gaisibl B COOTBETCTBMU C YCTAHOBJIEHHbIMU MpaBuiamMu
3aWmThI.

2. TMocne aHanusa aina oTBeT oTnpaBnseTca obpaTHo Ha MopTan u fanee B
KOHEYHY0 TOUKY.

3. Ecnu daiin BbisiBNeH Kak oMnacHbli, Nosb30BaTesb NOJlyYaeT yBeAOMIIEHUE 06
3TOM Y MPUHUMAET MepbI MO UCMPaBIEHNHO.

PesynbTaTbl aHanusa COXpaHATCA X3ll-3HadyeHWem danna B 6ase AaHHbIX
Sandbox Analyzer. Korga paHee npoaHannsnpoBaHHbIi haitfiH HaNAeH Ha Apyrow

ApxutekTypa GravityZone 15
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KOHEYHOW TOYKe, OTBET HeMeAsleHHO oTnpaBndaeTcA 06paTHO, MOCKOJIbKY
pesynbTaTbl Y>Xe AOCTYMNHbI B 6a3e faHHbIX.

ApxutekTypa GravityZone 16
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4. TPEBOBAHMA

Bce pelueHus GravityZone ycTaHaBMBatOTCS U ynpaBnstoTca nocpeacTeom Control
Center.

4.1. Control Center

[ns poctyna k Web-koHconu Control Center Tpe6yeTca cnegytolyee:

« Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+, Microsoft
Edge 20+, Opera 16+

. PekomMmeHpyemMoe paspelleHune akpaHa 1280 x 800 unu Bblwe

Mpepynpexpaexune

Control Center He 6yzeT paboTaTb LO/MKHbIM 06pa3oM / oTobpaxaTbces B Internet
Explorer 9 u BbllLe ¢ BKJIOYEHHBIM PEXMMOM COBMECTUMOCTM, YTO IKBUBANIEHTHO
UCMONb30BaHWI0 HEMOAAEPXXUBAEMOW Bepcun 6paysepa.

4.2. 3auiMTa KOHEeYHbIX TOYeK

YT06bI 3alMTUTL Bally ceTb ¢ NoMollbio Bitdefender, Bbl 4OMXHbI YCTaHOBUTD
areHTbl 6e3onacHocTy GravityZone Ha KOHeYHbIX paboynx cTaHUusaX ceTu. [ns
ONTUMU3ALMM 3aLULUTbI Bbl TAKXKE MOXKETE YCTaHOBUTb cepBepbl Security Server.
[ns aTol Uenu BaM HyXeH nonb3oBaTenb Control Center ¢ nonHoMounsaMu
agMUHUCTpPaTopa B OTHOLUEHUM CNYX6, KOTOpble HEeO6XOAUMO YCTAaHOBUTb, U
npaBaMu Ha ynpaBfieHWe KOHEUYHbIMU TOUKaMU CETU, HAXOAALLMMUCA NoJ BalUM
yrpaBJieHUeM.

Tpe6oBaHus K areHTy 6e30MacHOCTU OT/IMYAOTCA B 3aBUCUMOCTU OT Hannuus
JONONHUTENbHBIX Ponen, Takux Kak PeTpaHcnaTtop, 3awwmTta npu obMeHe vnu
CepBep KelunpoBaHusi natyen. ns nonyyeHus 6onee noagpo6Hon nHbopmMaumm
0 poJi areHTa o6paTuUTech K «AreHTbl 6e3onacHocTu» (p. 10).

Tpe6oBaHus 17
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4.2.1. 0bopyaoBaHue
AreHT 6e3onacHocTH 6e3 poneil

Mcnonb3oBanue L[

LleneBbie Tun 4N Mopaepxusaembie OC
CUCTEMbI

Pa6oune CoBMecTuUMble npoleccopbl Intel® HacTonbHasa OC
CTaHUuu Pentium 2 GHz unu 6bicTpee Microsoft Windows

Intel® Core 2 Duo, 2 GHz nnu 6bicTpee

0C MAK
Apple M1
YMHble CoBmMecTuMble npoueccopbi Intel® BcTpoeHHble OC
yCTpoWcTBa Pentium 800 MHz vunu 6bicTpee Microsoft Windows
Cepeepbl MWHUMYM: COBMECTUMbIE NPOLLeCCopbl
Intel® Pentium, 2.4 GHz CepBep OC Microsoft

PekomeHgyeTcs: Intel® Xeon multi-core  Windows 1 OC Linux
CPU, 1.86 GHz unu 6bicTpee

CBobopHas onepaTMBHas NaMsiTb
Bo Bpems yctaHoBku (MB)

OAVH ABMXOK

JlokanbHoe mébpugHoe LleHTpanusoBaHHOEe

CKaHUpoBaHue CKaHMUpoBaHue CKaHUpOBaHue

MonHblie Tonbko AV| [MonHbie

Windows 1024 1200 512 660 256 400
Linux 1024 1024 512 512 256 256
0C MAK 1024 1024 H/L H/L H/L H/A

[nga exxepgHeBHOro ucnonb3oBanus (MB) *

Tpe6oBaHus 18
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AHTuBMpYC (OAMHOYHDbIN NpoLeccop)

oc NoBeaeH4yeckasn
JlokanbHbiv | TM6puaHbIN | LLeHTpanu3oBaHHbIN npoBepKa
Windows 75 55 30 +13 +17
Linux 200 180 90 - -
0C MAK 650 - - +100 -

* [A3MepeHMs OXBaTblBalOT €XEeAHEBHYH0 aKTUBHOCTb K/MEHTOB KOHEYHbIX
YyCTpOWCTB, 6e3 ydyeTa AOMOJIHUTENbHbIX 3afay, TaKUX KakK CKaHMpoBaHue Mo
3anpocy unu o6HoBNEeHME NPOAYKTa.

CBo60JHOE NPOCTPAHCTBO Ha ANCKE

Bo BpemMs ycTaHoBku (MB)

OAVH ABMXOK J[BOWHO

JlokanbHoe mébpnpgHoe | LleHTpanu3aoBaHHoe LleHTpanu3oBaHHoe
CKaHUpPOBaHUe | CKaHUpoBaHMue CKaHMpoBaHue + JioKanbHoe
CKaHUpoBaHue

Tonbko|MonHuble | Tonbko |lMonHble| Tonbko | MonHble | Tonbko | lNosiHbIE

Windows 1024 1200 500 700 350 570 1024 1200
Linux 1600 1600 1100 1100 600 600 1600 1600
OCMAK 1024 1024 H/L H/L H/L H/L H/L H/A

[nga exxegHeBHOro ucnonb3oBanus (MB) *

AnTMBMpYC (OAUHOYHDbIN NpoLeccop)

oc MoBepeHyeckan
JlokanbHbIv | TM6puAHBIN | LleHTpanu3oBaHHbI|  NpoBepka
Windows 410 190 140 +12 +5
Linux 500 200 110 - -
OC MAK 1700 = - +20 =

Tpe6oBaHus 19
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* N3MepeHNA OXBaTbIBAlOT e€XeAHEBHYID aKTUBHOCTb KJ/IMEHTOB KOHEYHbIX
yCTpOﬁCTB, 6e3 ydyeTa AOMOJIHUTENIbHbIX 3ajayd, TaKUX KakK CKaHUpoBaHUE Mo
3anpocy nnum 06HOBJIEHUNE npoaykTa.

AreHT 6e30MacHOCTY C POJIbIO PETPaHCNIATOPa

Ponb peTpaHcnaTopa TpebyeT annapaTHbIX PecypcoB MOMUMO 6a30BbIX
KOHUrypauun areHta 6e3onacHocTu. 3T TpeboBaHWUA HEO6XOAUMBI, YTOObI
noaaep>xueaTtb CepBep 06HOBNEHWUI U YCTAHOBOYHbIE MAKETbI, pasMeLLeHHble B
KOHEYHOW TOYKe:

KonuuectBo | LieHTpanbHbIi npoueccop (CPU)| 03Y CBo6ogHoe
CBfI3aHHbIX Ansa nopaep>xku Cepeepa NPOCTPAHCTBO Ha
KOHEeYHbIX TOYeK 06HOBNEHUI Aucke ans Cepeepa
O06HOBNEHUI
1-300 MuHuMyM Intel® Core™i3umnn  1,0Tb 10TB
skBuBaneHT, 2 vCPU Ha sagpo
300-1000 MuHumMyM Intel® Core™i5unn  1,0Tb 10Tb

sKkBuBasneHT, 4 vCPU Ha aapo

@ Mpepynpexpaexue
o [lna areHTOB-peTpaHCAATOPOB HeobxoAuMbl SSD aucku pans peanusauuu
60/bLIOro KONNYecTBa onepawuii YTeHMa\3anmcu.

BaxxHo

o Ecnu Bbl XOTUTE COXPaHWUTb YCTAHOBOYHbIE MaKeTbl N OGHOBIIEHWSA B APYrOM
pasgerne, YeM TOT, B KOTOPOM YCTaHOBJIEH areHT, y6efMTech, 4To Ha 060MX
pasgenax ocTaTouyHo cBo6ofHoro npocTpaHcTea (10 I'B), B MpOTUBHOM Cllyyae
areHT npepbIBaeT YCTaHOBKY. 3T0 Tpe6oBaHMe TOJbKO NpU yCTaHOBKE.

« [Jlna koHeuHbIX Touyek Windows, local to local cumBonMyeckne cebinkn AOMKHbI
6bITb BKJTHOYEHbI.

AreHT 6€30NaCHOCTY C POJIbI0 0OMEHHOM 3aLUUTbI

KapaHTuH pans cepBepoB Exchange TtpebyeT p[ononHuTeNbHOE [MCKOBOE
NPOCTPaHCTBO Ha pasfene, rAe YCTAHOBJIEH areHT 6e30MacHOCTY.

Pasmep kapaHTVHa 3aBUCUT OT KOJIMYECTBA XPaHSILLLMXCS 3/IEMEHTOB U MX pa3Mepa.

Tpe6oBaHus 20
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Mo ymonyaHuio, areHT ycTaHaBMBaeTCA Ha CUCTEMHOM pasgerne.

AreHT 6e30nacHOCTH C PYHKLMEN CEepBEpa KELUMPOBaHMSA NaTyen

AreHT c yHKUMEN cepBepa KelMpoBaHUA NaTyen AOJHKEH UMETb crnegytolme
COBOKYMHble Tpe6oBaHus:

. Bce TpeboBaHus K ycTpoicTBY Ansl 06bI4HOMO areHTa 6esonacHocTu (6e3 gon
byHKUMI)
« Bce Tpe6oBaHua K ycTponcTBy Afst hyHKUUM peTpaHcasTopa

« [JHononHutensHo 100 'b cBO60AHOIr0 AUCKOBOr0 MPOCTPAHCTBA AJ151 XPaHEHNS
3arpy>XeHHbIX natyen

BaxHo

Ecnv Bbl XOTMUTe COXpaHUTb MaTyuM B APYroM paspene, 4em TOT, B KOTOPOM
YCTaHOBJIEH areHT, y6eAuTech, YTO Ha 060MX pasfenax AOCTaTOYHO CBOGOAHOMO
npocTpaHcTBa (100 'B), B NPOTUBHOM cllydae areHT NnpepbiBaeT YCTaHOBKY. ITO
Tpe6oBaHWe TONbKO NPU YCTaHOBKE.

4.2.2. Nopaepxusaembie onepaumuoHHble CUCTEMbI

Pa6ouuit cton Windows

Windows 10 October 2020 Update (20H2)
Windows 10 May 2020 Update (20H1)
Windows 10 November 2019 Update (19H2)
Windows 10 May 2019 Update (19H1)
Windows 10 October 2018 Update (Redstone 5)
Windows 10 April 2018 Update (Redstone 4)
Windows 10 Fall Creators Update (Redstone 3)
Windows 10 Creators Update (Redstone 2)
Windows 10 Anniversary Update (Redstone 1)
Windows 10 November Update (Threshold 2)
Windows 10

Windows 8.1

Tpe6oBaHus 21
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« Windows 8
. Windows7
Mpepynpexpaexune

Bitdefender He nopnepxuBaeT c6opkn Windows Insider Program.

MnaHwet Windows u BcTpoeHHas 0C
o Windows 10 loT Enterprise
« Windows Embedded 8.1 Industry
« Windows Embedded 8 Standard
« Windows Embedded Standard 7
. Windows Embedded Compact 7
« Windows Embedded POSReady 7
o Windows Embedded Enterprise 7

Cepeep Windows
« Windows Server 2019
« Windows Server 2019 Core
« Windows Server 2016
« Windows Server 2016 Core
« Windows Server 2012 R2
« Windows Server 2012
« Windows Small Business Server (SBS) 2011
« Windows Server 2008 R2

Linux

BaxxHo
KoHeuHble Touyku Linux MCNoJb3yrKOT MeCTa J1V|L|,eH3VIVI n3 J1VILI,eH3VIl7I ANnA cepBepHbIX
ocC.

« Ubuntu 14.04 LTS wnu Bbiwe

Tpe6oBaHus 22
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. Red Hat Enterprise Linux / CentOS 6. 0 unu Bblwe
o SUSE Linux Enterprise Server 11 SP4 unu Bbiwe

o OpenSUSE Leap 42.x

. Fedora 25 nnu sbiwe!

o Debian 8.0 unn 6onee no3aHsas Bepcus

o Oracle Linux 6. 3 unn 6onee no3aHsas Bepcus

« Amazon Linux AMI 2016.09 unu Bbllle

« Amazon Linux 2

MpepynpexpaeHune
(1) B Fedora 28 u Bbiwe Bitdefender Endpoint Security Tools Tpe6yeT py4yHoW
YyCTaHOBKM NakeTa libnsl, BbINOMHMB CAeAYOLLYIO KOMaHAY:

sudo dnf install libnsl -y

(2) Ons MuHuManbHoi ycTaHoBku CentOS Bitdefender Endpoint Security Tools
TpebyeTcsi pyyHasi ycTaHoBKa nakeTa 1ibnsl, BbINOAHWB CleayoLLyt0 KOMaHAay:

sudo yum install libnsl

Heob6xoanmble KomnoHeHTbI Active Directory

Mpy MHTEerpaumm KoHeYHbIx Touek Linux ¢ someHoM Active Directory ¢ nomoLbto
JeMoHa cny6bl 6e3onacHocTu cucteMbl (SSSD) y6eanTech, YTO MHCTPYMEHTbI
Idbsearch, krb5-user, 1 krb5-config yctaHoBneHbl, 1 Kerberos HacTpoeH npaBusnbHo.

/etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]
default realm = DOMAIN.NAME
dns lookup realm = true
dns lookup kdc = true
kdc_ timesync = 1
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ccache type = 4
forwardable = true
proxiable = true
fcc-mit-ticketflags

true
default keytab name = FILE:/etc/krb5.keytab

[realms]
DOMAIN.NAME = {
kdc = dcl.domain.name
kdc = dc2.domain.name
admin_ server = dc.domain.com
default domain = domain.com

[domain realm]
domain.name = DOMAIN.NAME
.domain.name = DOMAIN.NAME

[appdefaults]
pam = {
debug = false
ticket lifetime = 36000

renew lifetime = 36000
forwardable = true
krb4 convert = false
}

MpumeyaHmne

BCG3aHMCquBCTBMTeﬂbeIerFMCTpY

I'Iop,p,ep)KKa CKaHUpOoBaHUA nNpu goctyne

CkaHupoBaHue Npu AOCTyne AOCTYMHO ANIA BCEX NOAAEPKMBAEMbIX FOCTEBbIX
onepaLMoHHbIX cucTem. B cuctemax Linux, ckaHuMpoBaHue Mpu pAocTyne
obecrneynBaeTcs B C/IeYIOLMX CUTYaLNSAX:

Tpe6oBaHus 24




Bepcum agpa | AucTtpubyTuebl Linux Tpe6oBaHusa K gocTyny

2.6.38 unn
6onee
no3aHAA
Bepcus

2.6.38 unn
Bbllle

Red Hat Enterprise Linux /
Cent0S 6.0 unu 6onee Nno3gHen
Bepcun

Ubuntu Bepcus 14.04 wnn
6onee NosHASA Bepcus

SUSE Linux Enterprise Server
11 SP4 vnu Bblwe

OpenSUSE Leap 42.x
Fedora 25 nnu Bblwe

Debian 9.0 unu 6onee nosaHAA
Bepcus

Oracle Linux 6. 3 unu 6onee
nosaHAsA Bepcusi

Amazon Linux AMI 2016.09 nnu
BblLle

Debian 8

2.6.32-2.6.37 CentOS 6.x

Bce
ocTalibHble
agpa

Tpe6oBaHus

Red Hat Enterprise Linux 6.x

Bce apyrue nogaepxxvBaemble
CUCTEMBI

Fanotify (onuua sgpa) OomkHa
6bITb BKJIOYEHA.

Fanotify fomkeH 6bITb BKIFOYEH U
yCTaHOBJIEH B pexum
MPUHYAUTENIbHOTO MPUMEHEHMUS,
3aTeM Heo6X0AMMO NepecTpouTb
nakeT aapa.

Onsa  nonyyeHus  noapo6HoM
uHdbopMaumm  cMoTpuTe  ITY
cTaTbto 6a3bl 3HAHUMN.

Bitdefender o6ecneunBaet
noaaepxky Yyepes DazukoFS
NMOMOLLbIO BCTPOEHHbIX MOAYeN
agapa.

Mopaynb DazukoFS fomkeH 6bITb
CKOMMUIMpOBaH BPYUYHYIO.
JononHuTenbHble CBeAEHUS CM.
B pasgene «KoMnuisums BpyUHyto
mogaynsi DazukoFS» (p. 61).
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https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-compatibility-with-debian-8-1482.html
https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-compatibility-with-debian-8-1482.html
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* C HEKOTOPbIMMW OrpaHUYEHUAMMU, ONMMCAHHBIMU HUXKE.

OrpaHuyYeHus CKaHUpPOBaHMs Npu JocTyne

Bepcum OuncTpnbyTunebl Moppo6bHasa nHpopmaLus
appa Linux

2.6.38unn  Bce CkaHMpoOBaHue Npu AoCTyrne KOHTponupyeT
BblLle noanep>XXuBaemble NOAKIOYEHHbIE CeTEBbIE pecypChbl TONBKO B
CUCTEMBI cneayoLmnx ycnoBusx:

. Fanotify BkntoyaeTcs Kak Ha yianieHHbIX, Tak
1 Ha NIOKasIbHbIX CUCTEMAX.

« 06w pecypc ocHOBaH Ha ¢annoBbIx
cuctemax CIFS n NFS.

MpumeyaHue

CkaHvpoBaHue nNpu [OCTYyMe He CKaHupyeT
ceTeBble pecypcCbl, YCTaHOBJIEHHbIe C
nomoubto SSH nnn FTP.

Bceagpa Bce CKaHUpoBaHuWe Npu AocTyne He
noaaepXXmBaeMble nogaepxvneaertcsa B cuctemax ¢ DazukoFS ans
cUcTeMbI CeTeBbIX PECYPCOB, YCTAHOBJ/IEHHbIX Ha MYTAX,

yXe 3aumueHHbIX Moaynem goctyna.

0C MAK

« macOS Big Sur (11.x)

. macOS Catalina (10.15)

. macOS Mojave (10.14)

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

4.2.3. Moppaepxumaembie $haitnoBble CUCTEMDI

Bitdefender ycTaHaBnuMBaeT 1 3awmiLaeT cneaytoume dhannosbie CUCTEMbI:
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AFS, BTRFS, ext2, ext3, ext4, FAT, FAT16, FAT32, VFAT, exFAT, NTFS, UFS, ISO
9660 / UDF, NFS, CIFS/SMB, VXFS, XFS.

Mpumeyanune
Ona NFS u CIFS / SMB nogaepxka ckaHMpoBaHUs No AOCTYNY He npeaycMOoTpeHa.

4.2.4. MoppepxmBaembie bpaysepbl

BesonacHOCTb 6pay3epa KOHEYHOM TOYKM MPOBepsAeTCs, YTOObl 06ecneynTb paboTy
CO cnefyoLmmmn 6paysepamu:

o Internet Explorer 8+
« Mozilla Firefox 30+

« Google Chrome 34+

. Safari 4+
« Microsoft Edge 20+
« Opera2l+

4.2.5. Security Server

Security Server - aT0 NpeABapUTENbHO HACTPOEHHAs BUPTYyasibHas MalLWHa,
pa6oTatowasn Ha cepsepe Ubuntu 20.04 LTS.

Mnatdopmbl BUPTYanusawmum

Bitdefender Security Server MoXeT 6bITb yCTaHOBNIEHA Ha crieayowmx nnatdopmMax
BUPTYyanM3aumu:

« VMware vSphere & vCenter Server 7.0 o6HoBneHue 1 7.0, 6.7 o6HOBNEHME 3,
ob6HoBNeHMe 23, 6.7 o6HoBneHue 1, 6.7, 6.5, 6.0, 5.5, 5.1, 5.0

MpumeyaHune
dyHKUMs ynpaBneHus paboyden Harpyskon B vSphere 7.0 He noaaepXxvBaeTcs.

« VMware Horizon/View 7.8,7.7,7.6,7.5,7.1, 6.X, 5.X
« VMware Workstation 11.x, 10.x, 9.x, 8.0.6

« VMware Player 7.x, 6.x, 5.x

« Citrix Hypervisor 8.2 LTSR, XenServer 7.1 LTSR
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« Citrix Virtual Apps and Desktops 7 1808, 7 1811, 7 1903, 7 1906
« Citrix XenApp and XenDesktop 7.18,7.17,7.16,7.15 LTSR, 7.6 LTSR
« Citrix VDI-in-a-Box 5.x

« Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2, 2016, 2019 unn Windows
Server 2008 R2, 2012, 2012 R2, 2016, 2019 (BkntovasiHypervisor Hyper-V)

. Red Hat Enterprise Virtualization 3.0 (Bktoyass KVM Hypervisor)

« OracleVM 3.0

« Oracle VM VirtualBox 5.2, 5.1

« Nutanix Prism npn A0S 5.5,5.10,5.15 LTS

« Nutanix Prism npu A0S 5.6,5.11 5.18 STS

. [Mpuama Nutanix ¢ AHV 20170830.115, 20170830.301, 20170830.395 wu
20190916.294 Bbinyck coobliecTBa

MpumeyaHmne
Moppepxka nApyrux ¢opmaToB M nnathopM BUPTyanusauum MOXeT 6biTb
npefocTaBsieHa no 3anpocy.

MNamsatb n CPU

Pacnpenenenve pecypcoB namsatu u CPU ana Security Server 3aBucut ot
KONMM4YecTBa M TUNa BUPTYalbHbIX MaLLMH, 3aMyLLEHHbIX Ha XocTe. B cneayioLen
Tabnuue NnpuBefeHbl PEKOMEHIYEMble PeCypChl, KOTOPble HEOH6XOANMO BbIAENUTD:

YKpenneHue [KonuyecTBo 3aumuiaeMbix BupTyasnbHbix|03Y Mcnonb3oBaHue
MaLUuH L

Huakui 1-30 2Tb 2

31-50 ATB 2
CpegHun 51-100 4Tb 4
Bbicokui 101 - 200 ATb 4

CB060/IHOE NPOCTPaHCTBO XECTKOro ANCKa

Bbl pomxHbl npegoctaBuTb 8 b AUCKOBOro NPOCTpPaHCTBA Ha KaXAblA XOCT
Security Server.
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Pacnpegenenue no xoctam Security Server

XoTs 3To U He 06513aTenbHO, Bitdefender pekomeHgyeT ycTaHOBUTBL Security Server
Ha KaXXgaoM (pM3MYeCcKOM XOCTe A1 MOBbILEHUS NTPOU3BOAUTESIBHOCTM.
CeTteBasi 3ajepxka

3apepxKa cBsisn Mexgay Security Server 1 3aWMLLEeHHbIMWU KOHEYHBIMUW TOYKaMU
JoJKHa 6bITb MeHee 50 Mc.

Harpyska mofyns 3awutbl XpaHunuila

BnuaHue 3awutbl xpaHunuwa Ha Security Server npu ckaHupoBaHun 20 I'b
3aKJ/IroyaeTcs B crieyloLem:

CraTyc 3aWuTbi Pecypchbl Security | 3arpy3ska Security |Bpems
XpaHunuLLa Server nepegauu
(MM:cc)

OTKNOYEHO O a H H bl el a H H bl e10:10
(6a30BbIN ypoBEHb) OTCYTCTBYHOT OTCYTCTBYIOT
BkntouyeHo 4 vCPU CTaHpapTHbIN 10:30

4 GB RAM
BkntoyeHo 2 vCPU Tshxenbin 11:23

2 GB RAM

MpumeyaHmne

9T pesynbTaTbl MONyYeHbl ¢ 06pa3LoM daitnos pasnuyHbIix Tunos (. Exe,. Txt,. Doc,.
Eml,. Pdf,. ZipuT. A.), 0T 10 KB 0 200 MB. JnnTenbHOCTL Nepeaayn COOTBETCTBYET
20 'b paHHbIX, coaepxawuxcs B 46 500 cdannax.

4.2.6. Ucnonb3oBaHue Tpaduka

. Tpaduk o6HOBNEHUS NPOAYKTA MEXAY KJIMEHTOM KOHEUYHOro YCTPOWUCTBa U
cepBepoM 06HOBMNEHUi

Kaxpgoe nepnoanyeckoe o6HoBneHne npoaykTa Bitdefender Endpoint Security
Tools reHepvpyeT crefyowmii HUCXOAAWMUA TpaduK Ha KaXKAOM KIIMEHTe
KOHEYHOW TOYKM:

— Ha Windows OC: ~20 Mb
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— Ha Linux OC: ~26 Mb
- Ha OC Mac: ~25 MB

. 3arpyxaembliii Tpamk 06HOBNEHNIA MEXaHU3MOB 3aLMTbl MEXXAY KJIIMEHTOM
KOHeuYHou Touku u Cepeepom o6HoBneHui (MB / feHb)

. Tun ABMXKKa CKaHMpOBaHUSA
Tun cepBepa o6HOoBNEHUI . >
JlokanbHbIi | TM6puAHBbIN LleHTpanu3oBaHHoe

PeTpaHcnaTop 65 58 55

Bitdefender My6nmyuHbI CepBep

O6HOoBNEHUN 3 3.5 3

. TpacduK LeHTpanM3oBaHHOIro CKaHUPOBaHUS MeXAY K/IMEHTOM KOHEUYHOM TOUKHU
n Security Server

MpoBepeHHble 3arpyska
s

[MepBoe ckaHupoBaHue

dannbl* 13 382
Kawwupytolee ckaHupoBaHue
aHHble
Be6-T nK 21 A
[INENERENoREE ceiRad e OTCYTCTBYIOT
CKaHupoBaHue .
. Security Server 54 1050
Be6-canTbi** 1
aHHble
K3|_|_||/|py|.0|_|_|'ee Beb Tpa(bMK 654 oTCyTCTBYIOT
CKaHupoBaHue .
Security Server 0.2 0.5

* MpeAcTaBieHHble faHHble 6blM U3MepeHbl Npu pa3mepe daiinos 3.49 b (6
658 daiinoB), 1.16 b 13 KOTOpbIX UCNOSNHSAEMbIe NOpTUPYeMble dainbi(Portable
Executable - PE).

** [lpegcTaBneHHble [aHHble OblIM M3MepeHbl Ans Ton-penTuHra 500
Be6-canToB.

. Tpaduk rué6pmaHOro CKaHMpoBaHUA MEXAY KIMEHTOM KOHEYHOW TOYKU U
o6nauHbiM cepBucom Bitdefender
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MNpoBepeHHble 3arpyska
L i

[MepBOe ckaHUpoOBaHue

dannbl*
Kswupytolee ckaHnposaHue 0.6 0.3
Be6-Tpaduk 650 Aanhbie
OTCYTCTBYIOT
Be6-Tpaduk**
O6nayHble ycnyru 26 27
Bitdefender ' '

* [pefcTaBNieHHbIE flaHHble 6blM U3MepeHbl Npuy pa3mepe ¢daiinos 3.49 b (6
658 daiinoB), 1.16 'b 13 KoTopbIX UCNOMNHSAEMbIE NTOpTUPYeMble dainbi(Portable
Executable - PE).

** [lpeAcTaBneHHble f[aHHble 6bIM U3MepeHbl ans Ton-pentuHra 500
Be6-canToB.

Mpumeyvanune
3afiepXXKa ceTu MexXay KOHeYHbIM KIIMEHTOM M 061adYHbIM cepBepoM Bitdefender
AOJDKHa 6bITb MeHee 1 CeKyHAbl.

. Tpadwuk 3arpy3ku MexaHM3MOB 3aluUTbl Mexay knueHTamu Bitdefender
Endpoint Security Tools Relay u Cepepom o6HoBReHuUi

KnueHTbl ¢ posbto Bitdefender Endpoint Security Tools Relay ckaunBatoT ~16
MB / neHb* ¢ cepBepa 06HOBIIEHUN.

* NocTtynHo ansa knueHToB Bitdefender Endpoint Security Tools, HaunHas ¢
Bepcun 6.2.3.569.

. Tpaduk Mexxay KnueHTamMu KOHeUHbIX YCTpPoucTB u web-koHconbto Control
Center

CpenHui Tpaduk, reHepupyeMbi MeXAyY KIIMEHTaMU KOHEYHbIX YCTPOUCTB U
web-koHcosnblo Control Center, coctaBnsaeT 618 Kb / aeHb.
4.3. 3awumra Exchange

Security for Exchange poctaBnsietcs yepes Bitdefender Endpoint Security Tools,
KOTOPbIA MOXET 3alUTUTb Kak ¢aisloBy0 cUCTEMyY, Tak U MOYTOBbIN cepBep
Microsoft Exchange.
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4.3.1. Nopnepxmaemoe okpyxenue Microsoft Exchange

Security for Exchange noppepxwuBaet cnegytowme Bepcun u ponu Microsoft
Exchange:

. Exchange Server 2019 c ponamu Edge Transport unu Mailbox
« Exchange Server 2016 ¢ ponamu Edge Transport unu Mailbox
« Exchange Server 2013 ¢ ponamu Edge Transport nnu Mailbox
« Exchange Server 2010 ¢ ponsmu Edge Transport, Hub Transport nnu Mailbox
« Exchange Server 2007 ¢ ponamu Edge Transport, Hub Transport nnu Mailbox

Security for Exchange coBMecTuM ¢ Microsoft Exchange Database Availability
Groups (DAGSs).

4.3.2. CucteMHble TpeboBaHuS

Security for Exchange coBMecTMM c ¢GU3NYECKUMU WM BUPTYasbHbIMM
64-paspaasiHbimu cepepamu (Intel unu AMD), pa6oTatowwmx nog ynpaBsiieHUEM
noaaepXXveaemMoin Bepcueit u posibto cepeepa Microsoft Exchange. Onsi nonydeHusn
noApo6Hon MHbOpMaLMM OTHOCUTENIbHO CUCTeMHbIX TpeboBaHui Bitdefender
Endpoint Security Tools, o6paTtutech K «AreHT 6e3onacHocTy 6e3 ponen» (p. 18).

PekomMeHayeMble AOCTYMHbIe pecypcbl cepBepa:
. CBob6ogHOM onepaTuBHou namMaTn: 1 16

. CB060AHOE MPOCTPAHCTBO XeCcTKoro aucka: 116

4.3.3. [pyrue TpeboBaHMA K NPOrpaMMHOMY 06€CMeYeHuto
. [OnsaMicrosoft Exchange Server 2013 ¢ Service Pack 1: KB2938053 oT Microsoft.

. OnsaMicrosoft Exchange Server 2007: .NET Framework 3.5 Service Pack 1 6onee
nosaHAs Bepcus

4.4. TlonHoe wndpoBaHKue auckKa

GravityZone lNMonHoe wudpoBaHre gucka nos3BonsieT ncnonb3oatb BitLocker Ha
KOHeyYHbIx Touykax Windows, a Takke FileVault n yTunnty KomaHZHOW CTPOKM
diskutil Ha koHeuHbIx Toukax macOS yepes Control Center.
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YT0o6bl 06€ecneunTb 3aliuTy [AaHHbIX, AaHHbIA MOAYNb MPOBOAUT MOJIHOE
wudpoBaHMe AucKa ANIA  3arpy3odHbIX WM He 3arpy)kaeMbiXx TOMOB Ha
(DMKCMPOBaHHbIX AWCKaX W XPaHWUT KKOYM BOCCTaHOBJIEHWUA, HA Cliyyail ecnu
nosib3oBaTesib 3a6yAeT naposb AoCTyna.

Mogaynb LLindpoBaHus ucnonb3yeT CyLLLeCTBYHOLIME annapaTHbIe pecypchl B cpefe
GravityZone.

C TOYKM 3peHUsl NporpamMMHoOro obecredyeHuns, TpeboBaHNsS NOYTH TaKue Xe, Kak
ana BitLocker, FileVault n ytunutbl komangHon cTtpoku diskutil, a Takxke
60/IbLUIMHCTBO OFPaHUYEHNI, OTHOCALLMXCA K 3TUM YTUIIUTaM.

na Windows

GravityZone LLUndpoBaHue nogaepxusaet BitLocker, HaunMHas ¢ Bepcun 1.2, Ha
KoMnbloTepax ¢ u 6e3 yuna Trusted Platform Module (TPM).

GravityZone nopgnepxuBaeT BitLocker Ha KOHeYHbIX TOYKax CO CleayowuMu
onepaumoHHbIMU CUCTEMAMMU:

« Windows 10 ObpasoBaTenbHas

o Windows 10 KopnopatueHas

o Windows 10 lNpo

« Windows 8.1 KopnopaTtusHas

« Windows 8.1 lNpo

« Windows 8 KopnopaTtusHas

« Windows 8 INpo

« Windows 7 Ultimate (c TPM)

. Windows 7 KopnopatusHas (c TPM)
« Windows Server 2019*

« Windows Server 2016*

« Windows Server 2012 R2*

« Windows Server 2012*

« Windows Server 2008 R2* (c TPM)

Tpe6oBaHus 33




a2
yZone

unfollow the traditional

* BitLocker He BXOAWUT B 3TW OnepaLiMoHHble CUCTEMbI U IO/KEH YyCTaHaBMBATLCS
oTAenbHO. [lonosiHUTeNbHble CBefleHns 0 pa3BepTbiBaHuK BitLocker Ha Windows
Server cMOTpUTE 3TU CcTaTby 6a3bl 3HaAHWIA, MPeaocTaBNeHHbIX Microsoft:

« https://technet.microsoft.com/en-us/itpro/bitlocker-how-to-deploy-on-windows-server
. https://technet.microsoft.com/en-us/library/cc732725(v=ws.10).aspx

BaxxHo

GravityZone He nogaepxvBaeT wudpoBaHue B Windows 7 n Windows 2008 R2 6e3
TPM.

Moppo6Hbie TpeboBaHus K BitLocker cM. B cTaTbe 6a3bl 3HaHUI, MPeAoCTaBIEHHON
Microsoft: https://technet.microsoft.com/en-us/library/cc766200(v=ws.10).aspx

Ha OC Mac

GravityZone nogpepxwusaeT FileVault n diskutil Ha koHeuHbIX Toykax macOS co
crneayowyMmn onepaunuoHHbIMU CUCTEMAMMU:

. macOS Big Sur (11.x)

. macOS Catalina (10.15)

. macO0S Mojave (10.14)

. macOS High Sierra (10.13)
. macOS Sierra (10.12)

4.5. 3awwmTa XxpaHunuia
I'Io,qp,ep)KMBaeMble XpaHunuia n d)al7|J'I-06MeHHbIe peweHna:

. ICAP-coBMecTuMble cucTeMbl ceTeBblx xpaHumuw, (NAS) 1 ceTu xpaHeHus
JaHHbIX (SAN) oT Dell®, EMC®, IBM®, Hitachi®, HPE®, Oracle®, U gpyrue

« Nutanix® Files 3.x up to 3.7.1.
« Citrix® ShareFile

4.6. KoOMMyHUKaLUOHHbIe nopTbl GravityZone

GravityZone - 3To pacrnpefefleHHOEe peLleHne, 03HAYAIOLLLEE, YTO M0 KOMMOHEHTbI
B3aUMOAENCTBYIOT APYr C APYroM Yepes JIOKasbHYH CeTb Unu MHTepHeT. KaxabIi
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KOMMOHEHT UCMOJIb3yeT Cepuio MOPTOB ANIA CBA3W C APYrMMU. Bbl JOMXKHbI
y6eanTbCs, YTO 3TU MOPTbI OTKPbITbI Ana GravityZone.

[ns nonyyeHus 6onee nogpo6Hon nHbopmaumm o noptax GravityZone, o6paTutech
K 9TOM cTaTbe.
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5. YCTAHOBKA 3ALLUTHI

YT06bI 3aWmMTUTL Bawy ceTb ¢ Bitdefender, Bbl fomKHbI yCTaHOBUTL areHToB
6e3onacHocT GravityZone Ha KOHeYHbIX Touykax. [nis 3Toro nog BawwuMm
ynpaBneHeM A0MKeH 6bITb Nofb3oBaTesb GravityZone Control Center ¢ npaBamu
aAMMWHUCTPaTOpa AN KOHEYHbIX TOYEK.

5.1. YnpaBneHue nuueH3namm

GravityZone nnueH3npyeTca ogHUM KJTIFO4YOM ANnAa BceX CJ'IY)K6 6e3omnacHocTH, 3a
NCKNHYeHneM NoJIHOIro LLIMd)pOBaHMFI ANCKa, KOTOprl71 AN eXXerofHoOmn NMMLUEH3un
nocTaBJIA€TCA C OTAENIbHBbIM KNTHOYOM.

BecnnaTHoe TecTupoBaHue GravityZone B TeyeHue 30 gHeil. B TeyeHne npo6HOro
nepuoga Bce yHKLUMM NOJIHOCTLIO JOCTYMHbI, ¥ Bbl MOXETE UCMOJIb30BaTb 3Ty
yCnyry Ha nto60M KONMYEeCTBE KOMMbIOTEPOB. [10 UCTeyeHns Npo6HOro nepuoaa,
€CNn Bbl XOTWUTE NMPOAOIKATb NONMb30BaTLCA yC/yramu, Bbl AOMKHbI BbIGpaTh
NNaTHbIA TapuHbIV M1aH U COBEPLUNTD MOKYIKY.

YTo6bl NpMOBPECTU NULIEH3UID, CBSXKUTEChb C peccennepom Bitdefender nnu
CBSXXKMTECh C HaMM Mo 3/1eKTPOHHOM NoyTe enterprisesales@bitdefender.com.

5.1.1. lMouck peccennepa

Hawm pecennepbl NOMOryT Bam co Bcel Heo6xoAMMOM HGopmaumnen n noMmoryT
Bbl6paTb Nyylwni Ans Bac BapuaHT IMLEH3MPOBaHUS.

YT06bI HaWTK pecennepa Bitdefender B Bawwel cTpaHe:

1. Mepengute Ha cTpaHuyy Partner Locator Ha Be6-cawnTe Bitdefender.

2. Bbi6epute cTpaHy, B KOTOpPOM Bbl MpOXMBaeTe, 4UTO6bl MPOCMOTPETb
KOHTaKTHY MHpOPMaLMIO AOCTYNHbIX NapTHepoB Bitdefender.

3. Ecnu He yaanocb HanTu pecennepa Bitdefender B Bawen cTpaHe, cBsixxuTech
C HaMWU Mo agpecy 3NeKTPOHHOM NoYThl enterprisesales@bitdefender.com.

5.1.2. AKTUBaLUUSA NULEH3UK

Korga Bbl BnepBbie Npuo6peTaeTe MiaH NaaTHOM MOAMUCKM, BaM BblAaeTcs
NULIEH3UOHHBIN Kitod. Moanucka GravityZone akTUBUPYeTCA C MOMOLLbIO 3TOro
NULIEH3WOHHOTO KJTtoYa.
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Mpepynpexpaenune

AkTuBaums nuueHsnm HE fo6aenset ee GyHKUUM K TEKYyLLLEN aKTUBHON JINLEH3UN.
BMecTo 3Toro HoBas JULEH3USA OTMEHSAET MpexHow. Hanpumep, akTusaums
JIMLEH3UM Ha 10 KOHEYHbIX TOYeK MoBepx NMueH3un Ha 100 KOHEYHbIX TOYeK He
npuBefeT K noanucke Ha 110 KOHeYHbIX ToYeK. HanpoTue, 3T0 YMEHbLUUT KOJIMYECTBO
oXBa4yeHHbIX KOHeYHbIX Touyek oT 100 go 10.

Mocne MOKYIMKMU, J'II/ILl,eH3VIOHHbII7I KJKO4Y OTrnpaendeTcAa BaMm no SﬂeKTpOHHOVI noyre.
B 3aBMCMMOCTM OT cornalleHns 06 O6CJ'Iy)KMBaHVIVI, rnocsne Toro Baw J'IML[eH3VIOHHbIVI
KJ10Y 6bin BbiMNyuleH, Ball nposaﬁ,qep ycnyr MOXeT aKTuBupoBaTb €ro ana eac.
B kauecTBe aJibTepHaTUBbI Bbl MOXKETE aKTUBMPOBaATb CBOHO JIMLIEH3UIO BPYYHYIO,
BbIMOJIHUB cneayrouine waru:

1. Bongute B Control Center, UCnosib3ysi CBOK YYETHYHO 3amMuCh.

2. HaxmuTte Ha Balle UMs Monb30BaTesisl B MPaBOM BEPXHEM YIy KOHCONMU U
Bbl6epute My Company.

MpoBepbTe MHDOPMALMIO O TEKYLLLEN NTMLEH3MMU B pasgene JiuyeHsus.
B paspgene JinyeHsus soibepute TMN JIMLeH3MnA.

B none JInL,eH3MOHHDbIN KJIOY BBEAUTE CBOW JINLLEH3NOHHbIW KJTHOY.

o g M w

Haxmute kHonky Check u nogoxaute noka Control Center He nonyuut
nHdopMaLUo 0 BBEAEHHOM JINLIEH3UOHHOM KJllouYe.

7. Bnone [o6aBoYHbINA KNIOY BBEAUTE KJIHOY A1 ONpeAesIEHHOr 0 I0NOJIHEHUS,
Hanpumep «LndposaHue».

8. Haxmute [lo6aBuUTb. [JONONHUTENbHbIE CBEJIEHUSA OTOOPAXKAOTCSA B TabnuLle:
TN, IMLLEH3VMOHHbIN KJTHOY M ONUUS yAaneHns Kova.

9. Haxxmute CoxpaHUTb.

10. YT06bI UCNONB30BaTh HAACTPOMKY, HE06X0ANMO BbINTU U3 Control Center, a
3aTeM CHOBa BOWTM B cuCTeMy. 3TO chenaeT AOMNoSHUTENbHble QYHKLMU
BuanMbIMK B GravityZone.

5.1.3. MpoBepkKa TeKyLuUX NapaMeTpPoB JINLLEH3NPOBAHUS
[ns npocMoTpa Noapo6HOCTEN NMULLEH3UM:

1. Bongute B Control Center , ucnosbays 3NeKTPOHHYKO MOYTY M MapoJib,
NoJlyYyeHHble MO 3/IEKTPOHHON MoyTe.
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5.2. YcTaHOBKa 3aWmThbl 411 KOHEYHbIX TOYeK

B 3aBMCMMOCTHM OT KOHGUIypaLun KOMMNbIOTEPOB U CETEBOW Cpelibl Bbl MOXeTe
Bbl6paTb YCTAHOBKY TOJIbKO areHToB 6e30MacHOCTU WU TaKXXe UCMOJb30BaThb
Security Server. B nocnegHeM cllyyae BaM HY>KHO CHayasa ycTaHOBUTb Security
Server, a 3aTeM areHToB 6e30MacHOCTM.

PekomMeHayeTcs ucnonb3oBaTb Security Server, ecnv y KOMMbOTEPOB Maro
annapaTHbIX pecypcoB.

BaxHo

Tonbko Bitdefender Endpoint Security Tools noagaepxvBaeT noakntoueHue K Security
Server. [1ns nonyyeHus 6onee noapo6Hou nHdhopmaLmm, o6paTUTeCh K «<ApXMTeKTypa
GravityZone» (p. 10).

5.2.1. YcTaHoBKa Security Server

Security Server ABnsieTcs cneyManM3aupoBaHHON BUPTyasibHOW MaLUMHON, KoTopas
LefyniMuupyeT U LeHTpanusyeT 60MblUYH YacTb PYHKLMIA 3aLLUTbl KIIMEHTOB OT
BPEAOHOCHbIX MPOrpamm, IeNCTBYS B KAYECTBE CEPBEPA CKaHUPOBAHUS.

Bam Heo6xoaMMo ycTaHOBUTL Security Server Ha OfHOM WM HECKOJIbKMX XOCTaX,
yTO6bI 06eCnNeYnTb 3aLlMTy BCEX BUPTYasibHbIX MaLUVH.

Bbl JOJKHbI YYMTbIBATb KOJNIMYECTBO 3alUMLLAEMbIX BUPTYasbHbIX MalUUH U
pecypcbl, AOCTynHble Security Server Ha XocTax, TakuMe KaK MponyckHas
CNoco6HOCTL MeXay Security Server v 3aLML,aeMbIMU BUPTYaribHbIMU MaLlUMHaMM.

AreHT 6€30MacHOCTM, yCTaHOBJIEHHbIV Ha BUPTYasbHbIX MallMHaX NogKJoYaeTcs
K Security Server no npotokony TCP/IP, ucnonb3sysi HaCTPOWKH, 3afaHHble NpK
YCTaHOBKE WJIM C MOMOLLbH MOJINTUKM.

MakeT Security Server gocTtyneH gns s3arpysku u3 Control Center B pa3niMyHbIx
dbopmaTax, COBMECTUMBbIX C OCHOBHbIMU NiaTdhopmMamu BUpTyanm3aumu.

CkayaTb YCTaHOBOYHbIe NaKeTbl Security Server
YT06bI CKaYaTb YCTAHOBOYHbIE NakeTbl Security Server:
1. MNepengute Ha cTpaHuly Network > Packages.

2. Bbibop nakeTa Security Server no ymonyaHuto.

3. Haxmwnte kHonky @ Download B BepxHeln yacTu Tabnuubl u BbibepuTe TUM
nakeTa U3 MeHio.
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4. CoxpaHuTb Bbl6paHHbI NakeT B HY)XHOE MECTO.

Pa3BepTbiBaHMe YCTaHOBOYHbIX NaKeToB Security Server

Ecnny Bac ecTb yCTaHOBOYHbIV NaKeT, pa3BepHUTE €ro Ha XOCTE, UCNOJIb3Ysi CBOW
NnpeanoYTUTENIbHbIA MHCTPYMEHT pa3BepTbiBaHWUA BUPTYasibHON MaLLMHBI.

Mocne pa3eepTbiBaHUS HACTPOMITe Security Server cnegyrowmum o6pasom:

[locTyn K KOHCONM YCTPOWCTBA W3 Ballero MHCTPYMEHTapus ynpaBiieHus
BUpTyanuaauuen (Hanpumep, vSphere Client). Kpome Toro, Bbl MoXeTe
NOAKNHUYNTBLCH K YCTPOMUCTBY C NOMOLLbIO SSH.

2. BonawnTte, ucnonb3ys y4deTHble faHHbIE MO YMOJIHAHUIO.
« Wmsa nonbsoBaTtens: root
. [laponb: sve

3. 3anycTtuTe KOMaHAy sva-setup. Bbl nonyunte pocTyn K wuHTepdency
KOHbUrypauum ycTponcTBa.

SVUA configuration
Choose an option:

[1MNetwork configuration

Internet proxy configuration
Communication server configuration
Configure the client ID

WL M

<Cancel>

KoHdurypaLmoHHbi uHTepdeinc Security Server (rnaBHoOe MeH0)

Ons HaBurauum no MeHK W OMuMsM, UCMNOJIb3ynTe Tab M KIaBUWKM CO
cTpenkamu. [ins Bbibopa KOHKPETHOro napamMeTpa HakMuTe Enter.
4. HacTtpounka ceTeBblX NapaMeTpoOB.

Security Server wncnonb3yet npotokon TCP/IP pna ceaAsuM ¢ ppyrumu
KoMnoHeHTamu GravityZone. Bbl MoOXeTe HacTpouTb YCTPOMCTBO Ha
aBTOMaTM4YecKoe MnoJjlyyeHne ceTeBbIX NapamMeTpoB oT cepsepa DHCP unu
Bbl6paTb HACTPOMKMN MapaMeTPOB CETU BPYYHYHO, KaK OMNCAHO 3[ecCb:

a. M3 rnaBHoro MeHto, BbibepuTe Network configuration.
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b. Bbibepute ceTeBon nHTepdeinc.
c. BbibepuTte pexxum KoHpurypauum IP:

« DHCP, ecnu Bbl x0TUTE, YTO6bI Security Server aBToMaTU4eCKM MOyUYun
napameTpsl ceTn oT DHCP-cepBepa.

. Static, ecnv DHCP-cepBep oTcyTCTBYeT Unun pesepBupoBaHue IP-agpeca
AnAa ycTponcTBa 6bino caenaHo Ha DHCP-cepBepe. B aToM cnyyae, Bbl
JOJMKHbI BPYYHYO HACTPOUTb CeTeBble NapaMeTpbl.

i. BBeguTe nmsa xocTa, IP-agpec, Macky ceTu, winto3 n DNS-cepBepbl B
COOTBETCTBYHOLIUX MNOSISIX.

ii. Haxmute OK, 4TO6bI COXpaHUTb U3BMEHEHMUS.

Mpumeyanue
Ecnu Bbl NogK/OYeHbl K YCTPOMCTBY C MOMOLLbIO KnneHTa SSH, nusmeHeHune
CeTeBbIX HAaCTPOEK 6yAeT HeMeAJIeHHO NpeKpaLLaTb CeaHc.

5. HacTpowka napamMeTpoB NMPOKCU-cepBepa.

Ecnu B ceTu wucnonb3yeTcsi NpPOKCU-cepBep, Bbl AO/MKHbI yKas3aTb ero
napameTpbl, 4To6bI Security Server mor obuiatbea ¢ GravityZone Control Center.

Mpumeyanue
Moppep>xMBaeTcs TONbKO NPOKCU ¢ 6a30BOM ayTeHTUdUKaLMEN.

Bbi6epuTe 3 MeHto Internet proxy configuration.

BeBegute wuMsa XoCTa, MMSA nNofb3oBaTens, naposib U [OOMEH B
COOTBETCTBYHOLWMUX NONAX.

c. Haxmunte OK, 4T06bI COXpPaHUTb U3MEHEHNS.
6. HacTtpolika agpeca KOMMYHUKaLMOHHOIO cepBepa.
a. Bblbepute n3 meHio KoHdpurypawumsa KOMMyHMKALMOHHOIO cepBepa.
b. BBepuTe 0AMH U3 CedyoLWNX aapecoB At KOMMYHUKaLMOHHOMO cepBepa:
e https://cloud-ecs.gravityzone.bitdefender.com:443

e https://cloudgz-ecs.gravityzone.bitdefender.com:443
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BaxHo

JTOT agpec AO/MKEH cCOBMagaTb C afpecoM, yKasaHHbIM B MapameTpax
nonutuku Control Center. YTo6bl NPOBEPUTL CCbINKY, NepenanTe Ha CTPaHuLy
MonuTuku, fo6aBbTE UM OTKPOMTE NOSIb30BaTENbCKYH NONUTUKY, NepenanTe
B pa3gen 06wue > Cea3b > HasHaueHne CBSI3U C KOHEYHOMN TOUYKOM, LLLeSIKHUTE
noJsie 3arojloBka cTosibua u BbibepuTe UM Hanuwute ECS. MpaBusbHbIN

cepBep 6yfeT oTo6paxkaTbCs B pe3ysibTaTax noucka.

c. Haxmute OK, yTO6bI COXPaAHUTb U3MEHEHUSI.

7. HacTtpowika ID knueHTa
a. BrnaBHoM meHto HaxxmuTte Configure the client ID.
b. Beectu ID koMnaHuw.

NpeHTudukatop npeactasnset cob6oi CTPOKy U3 32 CUMBOJIOB, KOTOPYHO
Bbl MOXETEe HallTW, Nepenas Ha CTpaHuLy CBeZlIeHMIN 0 KOMMaHWUM BO BKJ1agKe
Control Center.

c. Haxmute OK, 4TO6bl COXpaHUTL U3MEHEHUS.

5.2.2. YcTaHOBKa areHToB Mo 6e30MacHOCTH

YT06bl 3aWMTUTL Balwmn (U3MYECKME U BUPTYasbHble KOHEYHble YCTPOMCTBA,
Heo6X0AMMO YCTAHOBUTb areHTa 6e30MacHOCTM Ha KaXAoM u3 Hux. Kpome
ynpaBfieHUs 3aLLMUTOMN Ha JIOKasIbHON KOHEYHOW TOUKeE, areHT 6e30MacHOCTU TaKxKe
B3aumopenctByeT ¢ Control Center ans npuemMa KoMaHg agMuMHUCTpaTopa M
OoTnpaBnseT pesynbTaTbl UX LENCTBUN.

YT06bl y3HaTb O AOCTYMHbIX areHTax 6e30MacHOCTU, 06paTUTECh K «AreHTbl
6esonacHocTu» (p. 10).

Ha koMnbtloTepax noa ynpaeneHuneM Windows 1 Linux areHT 6e30MacHOCTM MOXeT
UMEeTb [IB€ PO/, U Bbl MOXKETE YCTAaHOBUTb €ro CriefyowumM o6pa3om:

1. B KayecTBe NpOCTOro areHTa 6€30MacHOCTU A1l KOHEYHbIX TOYEK.

2. Kak Relay, neiicTBylowero B KayecTBe areHTa 6e30MacHOCTH, a TaKXKe CBA3W,
NPoKcH U cepBepa 06HOBEHWUI ANA APYTMX KOHEYHbIX TOYEK B CETHU.

Mpepynpexpenne

« [epBas pa6oyas CTaHUMsI, Ha KOTOPYIO YCTAHAB/IMBAETCA 3aLUMTa, JOJKHA
UMETb POJib PETPAHCSATOPA, MHaye Bbl HE CMOXeTe yarneHHO YCTaHOBUTb
areHT 6e30MacHOCTM Ha Apyrue paboyme CTaHLMKN B TON Xe CeTu.
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« KoHeyHaa Touyka-peTpaHCNATOpP AO0JMKHA ObITb BKJIHOYEHA M HaxoguTcs B
COCTOSIHUM OH-NaWH, YTO6bI areHTbl Mornm noakntyaTbes K Control Center.

Bbl MOXeTe ycTaHOBUTb areHTa 6e30MacHOCTU Ha U3MYECKMX U BUPTYasbHbIX
KOHEYHbIX TOoUKax JlokasnbHo by running installation packages locally unm yganexso
by running installation tasks remotely ns Control Center.

OueHb BaKHO BHUMATENbHO NPOYMTaTb U ClefoBaTb UHCTPYKLMUSIM MO NOArOTOBKE
K yCTaHOBKe.

B HopmanbHOM pexume areHTbl 6e30MacHOCTU MMET  YyrpaleHHbIN
nonb3oBaTeNbCkui MHTepdernc. OH No3BoNSET NOSIb30BaTeNSAM MPOBEPATb TONbKO
COCTOfIHME 3aWMTbl W BbIMOJIHATL OCHOBHble 3ajayuM Mo obecrneyeHuto
6e3onacHocTu (06HOBNEHNA U CKaHUPOBaHUS), 63 NpeaoCcTaBNeHNa AOCTyNa K
HacTpoWKam.

Ecnu yepes yCTﬁHOBO‘-IHbII?I nakeT W NOJIMTUKN 6e30MacHOCTH aAMUWHUCTPATOPOM
CeTun pa3peLlueHo, ToO areHT 6e30MacHOCTM MOXKEeT TakxXxe pa60TaTb B pexunme Power
User mode Ha KoHe4YHbIx Touykax Windows, no3Bonsisi Nosib3oBaTeNt0 KOHEYHON
TOYKKU TMpocMaTpuBaTtb U U3MEHATb NapaMeTpbl MOJINTUK. TeM He MeHee,
aaAMUHUCTpaTop Control Center BCerga MOXXKeT KOHTPOJ/IMpoBaTh, Kakne napamMeTpbl
NOJINTUK NPUMEHATD, NepeKpbiBad pexxuM npuBunernpoBaHHOro noJjib3oBartend.

Mo ymonuaHuio, A3bIK AUCnes Nosib30BaTesIbCKOro MHTepdenca, Ha KOHEYHbIX
TOYKaX, Haxo4sWMXca Noj 3aluToW, BblGUpaeTCs BO BpPeMsl YCTaAHOBKM, Ha
OCHOBaHUU A3blKa Ballen yyeTHomn 3anucu GravityZone .

Ha Mac s3blk 0TO6paXkeHus1 NoNIb30BaTesIbCKOro nHTepdeiica BbiIbUpaeTcs BO
BpeMsl YCTaHOBKM Ha OCHOBE s13blKa ONepaLMOHHON CUCTEMbI KOHEYHOW TOUKM.
Ha Linux areHT 6e30MacHOCTM He WMeeT JIOKaJIbHOr0 MoMb30BaTENbCKOr0
uHTepdeiica.

YT06b1 yCTaHOBUTb NMOJIb30BATENbCKUIA MHTEPdEC Ha APYrOM SI3bIKE HAa HEKOTOPbIX
KOHEeYHbIX Toukax Windows, Bbl MOXeTe co34aTb YCTaHOBOYHbI NMaKeT U BbIGPATb
A3bIK B €ro onuusx. 3Ta onuus HeJOCTYMNHA AN KOHeYHbIX Toyek Mac u Linux.
[na nonyyenusi 6onee nogpo6HON MHPOPMaLIMU O CO3AaHNM MAKETOB YCTaHOBKMY,
obpaTtutechb K «Co3faHne NHCTaNNSALNOHHbIX NakeToB» (p. 45).

MoaroToBKa K ycTaHOBKe

Mepen ycTaHOBKOW BbIMOMHUTE creayowme NoAroToBUTENbHbIE Lark, YTobbl
ybepmThbCS, YTO OHa NponaeT 6e3 Npobnem:
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Y6eauTech, YTo Bbl6paHHbIe KOHEYHbIE TOUKW YA0BNIETBOPAT mMinimum system
requirements. [1715 HEKOTOPbIX KOHEYHbIX TOUYEK BaM, BO3MOXXHO, NOTpedyeTcs
YCTaHOBUTb MOCNeAHUN AOCTYMHbIN NakeT 06HOBNIEHUM AN onepaunoHHOM
CUCTEMbI MNM 0cBO6OAMTL AMCKOBOE MNpPOoCTpaHCcTBO. COCTaBbTe CMUCOK
KOHEUHbIX TOYeK, He OTBeYaloLWmx HEOO6XOAUMbIM TPeGOBaHNUSM, YTO6bI Bbl
MOTJIM UCKJTKOUNUTb UX U3 yrpaBfieHns.

Ypanutb (He MpocTO OTKMHOYMTL) JIO6YI CYLLECTBYHOLWYO 3aliuTy OT
BPEAOHOCHbIX  MNpOrpaMM  WAM  NporpaMmHoe  obecrnedyeHue  Ans
NHTepHeT-6€30MacHOCTU Ha LeSieBbIX KOHEYHbIX TOoYyKax. 3anyck areHTa
6e30nacHOCTM OJHOBPEMEHHO C APYrMM MpPorpaMMHbIM o6ecrneyeHnem no
6€e30MacHOCTM Ha KOHEYHOW TOUKE MOXKET NOBJIMATbL Ha UX PaboTy U BbI3BaTb
cepbesHble NPo6JsIeMbl C CUCTEMON.

MHorme wu3 HeCOBMECTUMbIX nporpamMmm 6€30MacHOCTU aBTOMAaTUYECKHU
06Hap)I)KI/IBaI'OTCﬂ nypnanarTcAa BO BpeMA YCTAHOBKN.

YT106bI Y3HaTb 60JibLLUE M MPOBEPUTbL CMMCOK MPOrpamMMHOro obecnevyeHust
6e3onacHocTn, obHapyxeHHoro Bitdefender Endpoint Security Tools ans
TeKyLLMX onepaumoHHbix cucteM Windows, cM. 3Ty cTaTbto 6a3bl 3HAHWI .

BaxxHo

Ecnu Bbl XOTWTe pasBepHYTb areHT 6e30MacHOCTM Ha KOMIMbioTepe ¢
AHTMBUpPYcoMm Bitdefender gns Mac 5. X, cHayana Heo6Xxo0AMMO yaanuTb ero
BPYYHYHO. [Nt UHCTPYKLMU AJ151 BbINOJIHEHUSI CMOTPUTE 3Ty CTaThbto 6a3bl 3HAHWIA.

YcTaHoBKa TpebyeT npuBuiernin agMmHucTpaTopa u goctyn B MHTepHeT. Ecnu
LeneBble KOHEYHble TOYKU HaxoaAaTcs B JoMeHe Active Directory, Bbl OMKHbI
MCnoJsib30BaThb Y4YeTHble AaHHble afMUHUCTpaTopa AOMeHa AnsA yAaneHHOM
YCTaHOBKW. B NpoTMBHOM cny4yae y6eauTech, UTO Y Bac eCTb He06XoANMble
NOJIHOMOYUA AJ1A BCEX KOHEYHbIX TOYeK.

KoHeuHble TOYKM [0MKHbI UMeTb noakntoyeHue K Control Center.
PekomeHayeTca ucnonb3oBaTb cTaTudeckui IP-agpec gnsa Relay cepsepa.
Ecnu Bbl He ycTaHoBuUTe cTaTudeckuh IP-agpec, ucrnonb3ynte umsa xocTa
MalLUMHbI.

Mpu pasBepTbiBaHMM areHTa 4epe3 Linux Relay AomkHbI BbINOAHATbLCA
cnepytolne fonosIHUTeSIbHble YCNOBUSA:

« HakoHeyHo# Touke c Relay ponbto fomkeH 6bITb ycTaHOBIeH nakeT Samba
(smbclient) Bepcun 4.1.0 unmn Bbllle U net binary/command ans

pasBepTbiBaHMs areHToB Ha Windows.
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Mpumeyanmne

net binary/command 06bI4HO ucnonb3yeTca ¢ samba-KIMEHTOM W/nnm
CTaHAapTHbIMM nNakeTamu samba. B HekoTopbIx AUCTpuMGYyTMBax Linux
(Hanpumep CentOS 7.4) net command ycTaHaBNMBaeTCs TOJIbKO, KOraa

ycTaHoBsieH Samba Samba suite (Common + Client + Server). Y6eauTecsb,
4YTO Ha KOHEYHOW Touke ¢ Relay ponbto focTynHa net command.

. LleneBble kKoHeYHble Toukn Windows [OMKHbI UMeTb JOCTYM K pecypcam
aAMWHUCTPUPOBAHUA U CETMU.

« BueneBbIx KOHeYHbIX To4Kax Linux and Mac goKHo 6bITb BKJTHOYeHO SSH.

7. Haumnasa c macOS High Sierra (10. 13), nocne yctaHoBku Endpoint Security for
Mac BpyuYHylO MnM yAaneHHo, Nonb3oBaTeNaM Mpegnaraetcs yTBepAuTb
pacwupenusBitdefender Ha cBoux KomnbioTepax. MNoka nosb3oBaTenn He
yTBepanT pacwupenus Bitdefender, HekoTopble dyHKuMKM Endpoint Security
for Mac He 6yayT paboTatb. st noflyyeHusi nogpo6HOM MHPOopMaLMM CMOTpUTE
3Ty CcTaTblo.

B macOS Big Sur (11.x) Endpoint Security for Mac TpebyeTca fononHuTensHoe
ofobpeHne nonb3oBaTenie MOCie W3MeHeHW, BHeceHHbIXx Apple B
onepaumoHHyo cucTemy. [1na nonyyeHms noapo6HON MHOpMaLIMM CMOTPUTE
3Ty CTaTbiO.

YTo6bl  MCKIOUYATL BMeELLATeNIbCTBO  MONb30BaTesNid, Bbl  MOXeTe
npeaBapuTesibHO YTBEpAUTL paclumpeHus Bitdefender, 3aHecs ux B 6enbii
CMUCOK C MOMOLLbIO MHCTPYMEHTA yNpaBiieHnst MOBUIIbHbIMU YCTPONCTBaAMMU
Takumu, kKak Jamf. [ns nonyyeHust noapo6HoN uHpopmMauum cMoTpuTe aTy
cTaTblo.

JlokanbHas yCTaHOBKa

OfHMM U3 CMOCOGOB YCTaHOBWUTb areHTa 6e30MacHOCTU Ha KOHEYHOW TOUKe
ABNAETCSA JIOKaNIbHbIN 3aMyCK YCTAHOBOYHOrO NakeTa.

Bbl MoXeTe cosfiaBaTh U yNpaBAaTb UHCTANIALMOHHBIMUY NaKeTaMM Ha CTpaHuLe
Network > Packages.
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GravityZone Welcome, Admin

Dashboard Add  (¥) Download (&) Send download links (=) Delete Refresh

Network Name Type Language Description Status Company

[o]

Packages
Tasks Default Security Server Package  Security Server  English Security for Virtualized Enviranments Security Server  Ready to downioad  itdefender Root

Policies EndpaintPackageDE BEST Deutsch Endpoint package in German language Ready to download Bitdefender Enterprise

CTpaHuua nakeToB

MpepynpexpaeHune

o [lepBas MalMHa, Ha KOTOPOiW YCTaHOBJIEHa 3alluTa, AO/MKHA UMETb POJib
peTpaHCNATopa, UHaYe Bbl HE CMOXeTe NMPUMEHUTb areHT 6e30MacHOCTM Ha
ApYrux paboumx CTaHUUAX B TOM e CeTMU.

o KoMnbloTep-peTpaHCcnATOp AO/MKHA 6bITb BKJIOUEHA U HAXOAUTCA B COCTOAHUN
OH-NaiiH, YTO6bI KNMEHTbI MOMIN NoakoYaTbes K Control Center.

Mocne ycTaHOBKM NEPBOro KIIMEHTA, OH 6yAeT UCMONb30BaTbCS AJ1s1 0O6HapY>KeHUs
APYrMX KOHEYHbIX TOYeK B TOW XXe CeTW, UCMONb3ysi MeXaHU3M CeTeBOro
obHapy>xeHus. na nonydvyeHua 6osnee noApo6HoM uHbOpMaumMM O CeTeBOM
o6HapyXeHuu, obpaTuTech K «Kak paboTaeT ceTeBoe o6HapykeHue» (p. 64).

YTo6bl NOKanbHO YCTAaHOBUTb areHTa 6€30MacCHOCTU Ha KOHEYHOM TO4Ke,
BbIMOJIHUTE cneayrouiue ,Ele[/'ICTBMFlI

1. Create an installation package B cooTBeTCTBMM C BalLMMMW MOTPEOHOCTAMM.
MpumeyaHmne

9TOT War He siBAsieTCA 06513aTeNbHbIM, ECNTN MHCTaNNALMOHHBIN NaKeT ye 6bl
co3/aH Ans CeTu Moj, Ballen y4eTHOMN 3anuchbio.

2. Download the installation package Ha BbIGpaHHYHO KOHEYHYHO TOUKY.
Bbl MOXeTe nooyepefHO OTMPaBATL CChIIKM AJ1s1 3arPy3KN YCTAHOBOYHOIO
nakeTa ro 3/1eKTPOHHOM MoYTEe HECKONbKMM MOoNb30BaTeNsAM B BalLEN CETMU.
3. Run the installation package Ha BbIGpaHHOW KOHEYHOW TOYKe.
Co3paHue NHCTaNISAILMOHHbIX NaKeToB
YT106bI CO3AaTb UHCTANIAILMOHHDIV NaKeT:
1. Moakntouutechb n Bonaute B Control Center.
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2. NMepengute Ha cTpaHuuy Network > Packages.

3. Haxmwnte kHonky * [lo6aBUTb B BepxHeW 4YacTu Tabnuubl. [1oABUTCA OKHO
HacTpoek.

General

Name: *

Description:

Language: English
Company: BE
Modules:

Advanced Threat Contraol
Advanced Anti-Exploit
Firewall
Network Protection
Content Control
Netwark Attack Defense
Device Cantrol

Power User

Co3paHue naketa - Onuyuun

4. BeeauTe noaxoAsiiee UMs U onucaHWe ANA nakeTa, KOTOpblit Bbl XOTUTE
cosfaTb.

5. B none Language, BbiGepuTE HYXHbIN A3bIK A4S MHTepdenca KnmeHTa.

MpumeyaHmne
9T1a onuus gocTynHa Tonbko Ans OC Windows.

6. Bbl6epV|Te MOAynn 3aWnTbl, KOTOPbl€ Bbl XOTUTE YCTAHOBUTb.

MpumeyaHune

BymyT ycTaHOB/ieHbl TOMbKO MOAJEPXKUBAEMblE MOAYNU AN KaX[ow
onepauMoHHOW cucTeMbl. [nd nonyyeHus 6Gonee nofpo6HON MHdopmMaLuy,
obpaTutech K «AreHTbl 6ezonacHocTu» (p. 10).
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7. BbibepuTe ponb LeneBoN KOHEYHOM TOUKMW:

« Relay, uTo6bl co3aTb NakeT AN KOHEYHOW TOYKM C POJIbIO peTPaHCNATOpa.
Ona nonyyeHns 6onee noApo6HOM WHPopmauun, obpaTuTecb K
«PeTpaHcnaTop» (p. 12)

. CepBep K3lUMpoOBaHMSA UCMpPaBAEHUN , YTOObl HA3HAYUTb PEeTPaHCAATOP
BHYTPEHHVM CepBePOM A5 pacnpoCTpaHEHNst UCMpaBfieHWI MPOrpamMMHOro
obecneyeHus. 3Ta posib 0TOOpaXkaeTCs Npy BbIGOPe posiv peTpaHCcAsATopa.
[ns nony4yeHus 6onee nogpobHow uHdopMauum, obpatuTteck K «Cepsep
KalupoBaHua natyen» (p. 13)

. Exchange Protection, 4To6bl ycTaHOBUTb MOAYNM 3aLLMThI A1 CEPBEPOB
Microsoft Exchange, Bkntouasi 3amTy oT BpegoHocHoro 10, aHTucnama,
bunbTpaLMIo KOHTEHTA U BNOXEHUN ANna Tpaduka 3NEKTPOHHON MOYThI
Exchange un ckaHupoBaHve no 3anpocy 6a3 paHHbix Exchange. Ons
nonyyeHust 6osiee noapobHon MHbopMaLUun, obpaTUTecb K «YCTaHOBKa
3awuTbl O6MeHa» (p. 68).

8. YpanuTb KOHKYpeHTOB. PekomeHayeTcsi OCTaBUTb 3TOT  (naxok
YCTaHOBJEHHbIM, YTOObl aBTOMAaTUYECKU yaanaTb fto6oe HeCOBMECTUMOe
nporpaMMHoe o6ecnedyeHne 6e3onacHocTH, Moka areHT Bitdefender
yCTaHaBNMBAaETCS B KOHEYHOM TOUKe. [1pn 0TMeHe BbIGopa 3TOro napameTpa,
areHT Bitdefender 6yget yctaHOBNEH psiioM C CYLLECTBYHOLUM pPELLEHUEM
6e3onacHOCTH. Bbl MOXeTe BpyUYHYH0 yAanuTb paHee yCTaHOBJIEHHOE peLLeHne
6e30MacHOCTUN Ha CBOM CTPax U pUCK.

BaxxHo

3anyck areHTa Bitdefender opgHoBpeMeHHO ¢ ApyrMmM nNporpamMMHbIM
obecneyeHnem 6e30MacHOCTM Ha KOHEYHOMN TOYKE MOXET NMOBJIMATH Ha MX paboTy
1 Bbl3BaTb Cepbe3Hble NPo6JieMbl C CUCTEMOM.

9. Scan Mode. BbibepuTe TEXHONOIMMIO CKaHMPOBAHUS, KOTOpas HauayyllUMm
06pa3oM COOTBETCTBYET BalleMy CeTeBOMY OKPYXEHUIO U pecypcamM CBOUX
KOHeYHbIX ToYeK. Bbl MOXeTe onpefenuTb pPeXuMm CKaHMpOBaHMUS, Bblbpas
OAVH 13 cneayoLmx TUMNOoB:

. ABTOMaTMyecku. B aToM Ccny4yae areHTt 6e30MacHOCTU aBTOMAaTUUYECKU
onpepenaeT KOHd)VII'ypaLWI}O KOHEYHbIX TOYEK U COOTBETCTBEHHO aganTUpyeT
TEXHOJI0rMH CKaHUpoBaHUA:
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— LUeHTpanbHoe ckaHWpoBaHue B 06LLeA0CTYNHOM UM YaCcTHOM obJlake
(c Security Server) c 3anacHbiM BapuaHTOM ANid FMOGPUAHOIO
ckaHupoBanus (Light Engines), Ansi pusmyeckmx KOMNbHTEPOB C HU3KOM
NPOU3BOAMUTENBHOCTbLIO 060PYAOBaHUA U AJ1st BUPTYaNbHbIX MalvH. B
3TOM crniydyae TpebyeTcsl, No KpanHeh Mepe, oauH Security Server
pasBepHyTbIV B CETU.

— JlokanbHoe CKaHupoBaHue (C MOJIHbIM ,El,BVI)KKOM) ana d)MBVNeCKI/IX
KOMMbKOTEPOB C BbICOKOW npon3BoAnNTENIbHOCTbIO o6opy,qoaava.

MpumeyaHmne
CuntaeTtcsl, YTO KOMMbIOTEPbI C HWU3KOW NPOW3BOAWUTENIbHOCTLIO UMET
yacToTy npoueccopa MeHee 1,5 [Ty unu onepaTtnBHyto NamMaTb MeHee 1 I'B.

Custom. B aToM cniyyae, Bbl MOXETe HAaCTPOUTb PEXUM CKaHUpPOBaHWUS,
Bbl6Upasi MeXAy HeCKOSIbKUMU TEexXHOSOrMAMM CKaHUpoBaHUs Ans
(hb13nYECKMX U BUPTYanbHbIX MaLLWH;

— LUeHTpanbHoe ckaHupoBaHue B 06LLI,EJJ,OCTyI'IHOM WM YacTHOM o6nake
(C Security Server), KOTOpOe MOXET WUCMNOoJIb30BaTbCA B KayecTBe
pes3epBHOro * Npu siokasibHOM CKaHMpPOBaHUMN (C NOJIHbIM JJ,BMI'aTeJ'IeM)
nnn npu I'M6pVI,D,HOM CKaHnpoBaHun (C Nnerknm ﬂ,BVIFaTEJ'IEM).

— KoM6uHMpoBaHHOe CKaHUpOoBaHue (C 06J1erYeHHbIMU ABUXKAMU)
— JlokanbHoe ckaHupoBaHue (C MOJIHbIMY ABUKKaMM)

Pexxum ckaHupoBaHus no ymonyaHuto ansa aksemnnsapos EC2 - «JlokanbHoe
CKaHupoBaHue» (MexaHW3Mbl 3aLUMUTbI XPAHATCS B YCTAHOBJIEHHOM areHTe
6€e30MacHOCTH, @ CKAHMPOBaHWE BbIMOJIHAETCSA JIOKASIbHO HAa KOMMbIOTEPE).
Ecnu Bbl X0TUTE CKaHMpoBaTb Bawy ak3emnasipbl EC2 ¢ nomoubto Security
Server, BaM He06x04MMO COOTBETCTBYHOLWMM 06pa3oM HaCTPOUTL MakeT
YCTaHOBKM areHTa 6e30MnacHOCTM U NPUMEHAEMYHO MOJIUTUKY.

PeX1M CKaHMpOBaHUs Mo YMOTYaHUIO A8 BUPTyasibHbIX MawwuH Microsoft
Azure - «JloKafibHOe CKaHuMpoBaHMe» (MexaHW3Mbl 3alMTbl XPaHATCA B
YCTaHOBJIEHHOM areHTe 6e30MacHOCTU, a CKaHWpOBaHWE BbIMOJIHAETCSA
noKanbHO Ha KommbioTepe). Ecnv Bbl XOTUTE CKaHMpoOBaTb Ballu
BUpTYyasbHble MallMHbl Microsoft Azure ¢ noMoulbto Security Server, Bam
Heo6X0AMMO COOTBETCTBYHOLWMM 06pasoM HACTPOUTb MaKeT YyCTaHOBKM
areHTa 6e30MacHOCTU 1 MPUMEHSEMYHO MONIUTUKY.
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* Korga ucnonb3ytoTcs ABOWMHbIE ABMKKU CKaHUPOBAHMUSA - €C/N NepBblii
ABWXOK He AOCTYMNeH, pe3epBHbIA ABMKOK MOXET 6biTb 3a4elCTBOBAH.
MoTpebneHne pecypcoB W yTuauMsauusa ceTu O6yaeT 3aBUCETb OT
UCMONb3yeMbIX ABUXKKOB.

[nsa nonyyenns 6onee noapo6HoON MHGOpMaLUK 0 AOCTYMHbLIX TEXHONIOMUAX
CKaHUPOBaHWA, 06paTuTech K«CKaHupytoLive ABUKKn» (p. 3)

Mpu HacTpoiKe MoZynei CKaHMPOBAHUS C UCMONb30BaHUEM CKaHUPOBAHUS B
ny6anMYHOM WM YacTHoM obnake (Security Server) Heo6xoauMMo Bbl6paThb
NOKaNIbHO YCTaHOBIEeHHbIe Security Server, KOTopble Bbl XOTUTE UCMONIb30BATh,
W HaCTpOUTb UX MPUOPUTET B pasgesie . Pazpen Security Server Assignment :

a. HaxmuTe cnucok Security Server B 3aronoBke Tabnumubl. NossBUTCA CNUCOK
06Hapy>XeHHbIx Security Server.

b. Bbi6epute 06bEKT.
c. Haxmute kHonky © Add B 3aronoBke ctonéua Actions.
Security Server ,,06aBUTCS B CMUCOK.

d. BbinonHute Te Xe AeVICTBI/IFl 4yTOObI ,D,O6aBVITb HECKOJIbKO CcepBepoB
6€30MacHOCTH, eCnn TakoBble MMelTcH. B STOM cny4yae, Bbl MOXeTe
HaCTPOWUTb UX MPUOPUTET, UCMNOJIb3YSA CTPESIKU BBEPX ) U BHUS - 2, AOCTYyNHbIE
B npaBom CTOPOHE KaXaoro o6bekTa. Korpa I'IepBbIVI Securlty Server
HeOOCTYynNneH, 6yp,eT MCnoJib3oBaTbCA CJ'IG,EI,yIOLLl,VII;I N TakK ganee.

e. [Ons ypaneHus ofHoro o6bekTa U3 CnMcKa, HAXXMUTE COOTBETCTBYHOLLYHO
KHOMKy © Delete B BepxHeln yacTu Tabnuubl.

Bbl MoxeTe BblbpaTb Ans wudpoBaHMa coeauHeHus c Security Server,
cneaytouyto onuumto Use SSL.

Bbi6epuTe Scan before installation, ecnu Bbl XoTuTe y6eauTbCA, YTO MaLUUHbI
"uncTbl" Nepes ycTaHOBKOW KJIMEHTA Ha HUX. BbICTpoe ckaHuMpoBaHuWe B obnake
6yaeT BbINOJIHEHO Ha LieJIeBbIX MalUMHAX Nepes HayasnoM YCTaHOBKM.

MpumeyaHune
Ona nonydyeuuss uHdopmMaLumM O TOM, Kak 3TOT MapameTp MNpOTMBOpPEYUT
npasunaM HIPAA, o6paTtutecsh K «Bitdefender GravityZone u HIPAA» (p. 72).

Bitdefender Endpoint Security Tools ycTaHaBnMBaeTcsi B KaTasior yCTaHOBKM
no ymon4yaxuto. Boibepute Mcnonb3oBaThb Nosib30BaTeNbCKUIA NYTb YCTaHOBKU
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€cnM Bbl XOTUTe YCTaHOBWUTL areHTa Bitdefender B gpyroe mecto. Ecnu
yKasaHHas narnka He CyliecTByeT, oHa 6yAeT co3faHa BO BPEMSA YCTaHOBKM.

B Windows no ymMonuyaHuto ucnonb3yetcs NyTb C:\Program Files\.
YT06bI ycTaHoBUTL Bitdefender Endpoint Security Tools B nponsBosibHOM
MecTe, ucnonbsymte cornawexHusa Windows npu Beoge nytu. Hanpumep,
D:\folder.

B Linux Bitdefender Endpoint Security Tools no ymonyaHuto
yCcTaHaBnMBaeTCA B nanky /opt. YTo6bl ycTaHOBUTH areHT Bitdefender B
NPOU3BONIbHOM MeCTe, UCMONb3YNTe cornalleHus Linux npyu Beofe nyTu.
Hanpumep, /folder.

Bitdefender Endpoint Security Tools He noppep)kMBaeT yCTaHOBKY MO

cneayoWuM Nosib30BaTelbCKUM MY TAM:

— Jlro60W NyTb, KOTOPbI HE HAYMHAETCS C KOCOM YepThbli (/). EAMHCTBEHHBIM
UCKJTIOYEeHNEM ABNIieTcA MecTonosioeHne Windows $PROGRAMFILESS,
KOTOpoe areHT 6e30MacHOCTM MHTepnpeTUpyeT Kak nanky Linux no
YMOYaHuIO /opt.

— Jlro6on nyTb B /tmp WK /proc.

— J1t0601 NyTb, KOTOPbIN COAEPXKMUT CleaytoLLue crelnasnbHbie CUMBOJIbI:
P T P N D P P PR P

— CneuudukaTtop systemd (%).

B Linux Ana ycTaHOBKM Mo NoJsib30BaTeIbCKOMY NyTu TpebyeTcs glibc 2.21
Unu BbliLLe.

Ba)xHo
I_lpM MCNosb30BaHNMN NONIb30BATENIbCKOro nNyTun y6ep,|/|Ter, 4YTO y BaC €eCTb
I'IpaBI/IJ'IbeIﬁ yCTaHOBOLIHbII;I naket and Ka)Kp,Oﬁ OnepaLlMOHHOVI CUCTEMDbI.

13.Tlpn  XenaHuw, Bbl MOXETe YCTAHOBUTb Maposib, 4YTO6bl 3anpeTuTb
nonb3oBaTensmM yaansaTb 3awmTy. Boibepute Set uninstall password n BBegute
)XenaeMbl Maposib B COOTBETCTBYHOLLME NONS.

14. Ecnu Bbl6paHHble KOHEeYHble TOUYKU HAXOAATCS B UHBEHTapM3aLuy ceTu Nnoj,
Custom Groups, Bbl MOXeTe NepeMecTUTb UX B ONpeaesieHHyo nanky cpasy
rocne saBeplUEHNA pa3BepTbiBaHUA areHToB 6e30MacHOCTH.

HaxxmuTe Use custom folder v BbiGepuTe nanky B COOTBETCTBYHOLLEN TabnuLe.
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15. B pasgene YCTaHOBLYMK, Bbi6epUTE 06HEKT, K KOTOPOMY BblGpaHHbIE KOHEYHbIE
TOYKM 6yAyT NOAKIOYATLCS ANSA YCTAaHOBKM U O6HOBJIEHUSA KIIUEHTA:

O6nako Bitdefender, ecnu Heo6xogMMO O0O6HOBNATL  KJIMEHTOB
HenocpeacTBeHHO 13 UHTepHeTa.

B 3TOM cryuae Bbl TaK)Xe MOXETE ONpefenvTb NapaMeTpbl MPOKCU-CepBepa,
€CNMN KOHEYHble TOYKM KOHEYHbIX MOSb30BaTeNie MOAKIIOYATCS K
NHTepHeTy yepes npokcu-cepBep. Boibepute Ucnonb3oBaTb Npokcu ans
CBSI31 1 BBEIMTE HEOOXOAMMbIE MapaMeTpbl MPOKCU-CEPBEPA B MOSISAX HUXKE.

PeTpaHcnaTop 6e30MacHOCTU KOHEYHOW TOUKM, ECITN Bbl XOTUTE NOAKIIHOYNTD
KOHeYHble TOYKM K KIMeHTy Relay, yctaHoBneHHoMy B Baluel ceTu. Bece
MaLUUHbI C POJIbIO PETPAHCIATOPA, O6HAPYXXEHHbIE B BalLen ceTu, 6yayT
oTo6paxeHbl B Tabnuue HWxKe. Bbibepute KOMMbIOTEP C POJbHO
peTpaHCcnsATopa, KOTopbi BaM Hy)keH. [MoakntoUYeHHble KOHEYHbIE TOUYKU
6yayT coobuaTbes npu nomolm Control Center ToNbko Yepes BbIGpaHHbIN
KOMIMbIOTEP C POJIbO peTpaHCcnsATopa.

BaxHo
MopT 7074 pomKeH 6bITb OTKPLIT A1A NPaBUIbHOIO pa3BepTbiBaHUA Yepes
Bitdefender Endpoint Security Tools Relay.

16. HaxxmuTe CoxpaHUTb.

O6HOBNEHHbIN NaKeT 6yAeT f06aBEH B CMCOK NAKeTOB.

MpumeyaHmne

HacTpoiiku, 3afaHHble B nakeTe yCTaHOBKM 6yAyT NPUMEHSATLCSA K KOHEYHbIM TOYKaM
cpasy e Mnocse ycTaHOBKW. Kak TOSIbKO MOSMTUKa MPUMEHUTCA K KIIUEHTY,
napameTpbl, 3ajaHHble MONUTUKON, GyAeT MpPUMEHeHbl, 3aMeHMB HEKOTopble
napameTpbl MHCTANNALMOHHOrO NakeTa (HanpumMep, KOMMYHUKALMOHHbIE CepBepbl
WS HAaCTPOMNKU NMPOKCH).

CkaunBaHue YCTaHOBOYHbIX MAaKETOB

YT0o6bl CKauaTb YCTAaHOBOYHbIE€ NaKeTbl areHToB 6e30MacHoOCTU:

1.

Beonpgute B Control Center M3 KOHEYHOW TOYKM, HA KOTOPOMN Bbl XOTUTE
YCTaHOBUTb 3aLUUTY.

MepenanTte Ha cTpaHuyy Network > Packages.

Bbl6epuTe yCTaHOBOYHbIN NaKeT, KOTOPbIW Bbl XOTUTE 3arpy3nThb.

YcTaHoBKa 3aWuThl 51



Bitdefender Grawt\/Zome

unfollow the traditional

4. Haxmute kHonky ©® Download B BepxHel yactu Tabnuubl U Bbibepute TUM
YCTAHOBKW, KOTOPbIA Bbl XOTUTe MCMosib3oBaTb. [OCTYNHbl ABa Tuna
yCTaHOBOYHbIX (hainsioB:

3arpy3umk. 3arpy3usMKk B TMepBYyH oOudepefb 3arpy>aeT MOJHbIN
YCTaHOBOYHbIN KOMMNEKT U3 06/1auHbIX cepBepoB Bitdefender, a 3atem
HauynHaeT ycTaHOBKY. 3TO HebonbLIOM No pasmepy dann n MOXeT 6bITb
3anyLieHa Kak Ha 32-6UTHbIX, TaK U Ha 64-6UTHbIX cucTemax (4To genaet
€ro NIerkMM B pacrpocTpaHeHum). C opyro CTOPOHbI, 3TO TPebyeT akTUBHOIO
NoAKItoYeHNst K UHTepHeTy.

Full Kit. MonHble MHCTaNNALMOHHbIE KOMMJIEKTbI 60JIbLLE MO PasMepy U OHU
JOMKHbI 6bITb 3aMyLLEHbI A/19 KOHKPETHOI 0 TUMa onepaLMoHHON CUCTEMBI.

MonHble KOMMNEKTbI NpeAHa3HauYeHbl AN15 YCTAHOBKM 3aLLMTbI HA KOHEYHbIX
TOYKax C MeAJieHHbIM MHTepHeTOM WUin 6e3 NoAKI0YEeHNsT K HTepHeTy.
Ckayante aT0T (a1 Ha KOHEYHYH TOYKY MOAKIIHOYEHHYIO K MHTEPHETY,
3aTeM pacnpocTpaHUTE €ro Ha Apyrue KOHeYHble TOYKU C UCMOSb30BaHMEM
BHELUHUX HOCUTENEN NNn ceTeBon Nanku.

Mpumeyanmne
ﬂ,OCTYI'IHbIe NOJIHble BEPCUN KOMMNEKTOB:

— Windows 0S: 32-61T 1 64-6UT cuCTEMbI
— Linux OS: 32-6UT 1 64-6UT cUCTEMBI

— macO0S: 64-6utoBble cuctemsl Intel n Apple M1
Y0CTOBEPbTECH, UTO UCMONb3YyeTe NPaBUIbHYIO BEPCUIO AN CUCTEMBI, Ha
KOTOPYIO Bbl yCTaHaB/IMBaeTe NPOAYKT.

5. CoxpaHuTe ain Ha KOHEYHOM TOUKE.

Mpepynpexpaenue

« CKayeHHbI WCMoNHseMbl ¢ain He [OoMKeH 6biTb NepeMMeHOBaH, B
NMPOTMBHOM CJly4ae OH He 6yleT UMeTb BO3MOXHOCTb CKayaTb YCTaHOBOYHbIE
dannbl ns cepsepa Bitdefender.

6. Kpome Toro, ecnv Bbi6paH 3arpy3umk, MOXHO co3aaTth nakeT MSI Ans KOHeYHbIX
Touek Windows. [nsa nonyyeHus 6onee nogpo6HOM MHGopmauum cmoTpute
3Ty cTaTbto 6a3bl 3HAHWIA.
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I'IepecnaTb CCblJIKM Ha YCTAaHOBOYHbIE NAaKETbl NO SHEKTDOHHOVI noyrte

Bo3MOXHO, Bbl 3axoTuTe 6bICTpO COO6IJ.|,I/ITb APyruMm nojb3oBaTesidaM, 4TO
I/IHCTBJ'IHHLI,I/IOHHbIVI nakeT OOCTyneH anda 3arpys3ku. B atom cny4yae BbINOJIHUTE
AeﬁCTBMﬂ, ONMUCaHHbIE HMNXXeE:

1.
2.

MNepenante Ha cTpaHuly Network > Packages.
Bbi6epuTe HY>XXHbIV UHCTaNNALNOHHBIN NaKeT.

HaxmMuTe KHoMKy @ OTNPaBUTb CCbUIKWM ANIA 3arpy3Ku B BepXHei yacTu
Tabnuubl. MNosIBUTCA OKHO HAaCTPOEK.

BBeauTe agpec aNeKTPOHHOM MOYTbI MOMb30BaTesisl, KOTOPOMY Bbl XOTUTE
nepefaTb CCbINKY AJ1s1 3arpy3kn yCTaHOBOYHOrO nakeTa. HaxxumanTte Enter

nocre HanucaHusa Ka)xJ1oro a/IeKTPOHHOro NMcbMa.
Y6eamutech, YTO KaXkabll BBEAEHHbIN afpec 371eKTPOHHOMN NOYTbI AENCTBUTENEH.

Ecnu Bbl XOTUTE NPOCMOTPETL CCbINIKK AJ19 CKaunBaHuA rnepeg OTI'IpaBKOﬁ nx
no SJ'IEKTpOHHOﬁ noyTe, HAXXMUTE KHOMKY YCTaHOBOYHbIE CCbUIKMU.

Haxmute OTnpaBuTb. Ha Kax bl yKasaHHbI afpec 3MeKTPOHHOW MoYThbl
oTnpaBnsieTcs NMUCbMO, COAEPIKALLLEE CCbINIKY HA YCTAHOBKY.

3anyck yCTaHOBOYHbIX NAKETOB

[ns 3anycka npouecca MHCTaNNALMK, NakeT YCTaHOBKU A0JKEH 6biTb 3anyLueH
C NpaBamMu afiMUHUCTpPaTOpa.

[lns Kaxzoit onepaLMoHHON CUCTEMbI NaKeT yCTaHaBIMBAETCA NO-pPa3HOMY, Kak
yKasaHo HuXe:

Ha onepaunoHHbix cuctemMax Windows n MAC:

1. Ha Bbl6paHHYyH KOHEYHYO TOYKY, CKayalTe ycTaHOBOYHbINM thain us Control
Center nnm ckonupymTe ero U3 ceTeBow nanku.

2. Ecnu Bbl cKayanu NosHbIN KOMMJEKT, 3BNeknTe hansnbl U3 apxuea.
3. 3anycTtuTe UcnonHsieMbIn dainn.

4. CnepyvTe MHCTPYKUUSAM Ha 3KpaHe.

Mpumeyanue

B macOS nocne ycrtaHoBku Endpoint Security for Mac nonbsoBaTensim
npepsiaraeTca yTBepAuTb paclumpenus siapa Bitdefender Ha cBoux komnbroTepax.
MNoka nonb3oBaTenu He yTBePAAT paclumpeHus sapa Bitdefender, HekoTopeblie
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(yHKUMM areHTa 6e30MacHOCTU He ByayT paboTaTb. [s nonyyeHns nogpo6Hon
nHdopMaLumM cMOTpUTeE 3Ty CTaTbHo 6asbl 3HAHWUN.

. Ha onepaunoHHbIx cuctemax Linux:
1. MNoaknrounTechk 1 BonauTe B Control Center.

2. 3arpyauTe unm CKOnupymTe YCTaHOBOYHbIM (Pari Ha LeneByto KOHEYHYHO
TOYKY.

Ecnu Bbl ckavyanv NosiHbIV KOMIMJEKT, U3BNEKUTE d)aﬁ]'lbl N3 apxuBa.

4. I'IonquTe npuBuUiernn cynepnosb3oBaTess, BbIMOAHNUB KOMaHAY sudo su.

5. WNameHuTe npaBa AocTyna K ¢aiiy ycTaHOBKM, TaK 4YTO6bl Bbl MOMU
3anycTuTb ero:

# chmod +x installer

6. 3anycTuTe yCTaHOBOYHbIW daiin:

# ./installer

7. YUTO06bl NPOBEPUTHL YCTAaHOBKY areHTa Ha KOHEeYHON TOYKe, BbIMNOJSIHWUTE
CneayoLLyro KOMaHay:

$ service bd status

Mocne ycTaHOBKM areHTa 6e30MacHOCTH, KOHEYHasi TouKa 6yAeT oTo6paXkaTbes
B Control Center kak ynpaBnsiemasi (cTpaHuua Network) B TeyeHVe HECKOMBbKUX
MUHYT.

BaxHo

Mpwu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHayeTcs
HacTpoOUTb rpynmnoByto NoAnTUKy Active Directory, YTo6bl UCKIIOUUTL creaytowme
npouecchl Bitdefender (6e3 nosHoro nyTtn):

e Dbdredline.exe

¢ epag.exe

¢ epconsole.exe
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e epintegrationservice.exe
e epprotectedservice.exe

e epsecurityservice.exe

« epupdateservice.exe

« epupdateserver.exe

3TN UCKNOYEHUA [OMKHbI MPUMEHSATLCSA A0 TeX Mop, Noka areHT 6e3onacHoCTH
paboTaeT B KOHeYHOM Touke. MNogpobHee CM. Ha 3TOW CTpaHuLLe AOKYMEHTaLMUN
VMware Horizon .

YpaneHHas ycTaHOBKa

Control Center noseonset YAaNeHHO YCTaHOBUTb areHT 6e30MacHOCTWN Ha KOHEYHble
pa6oqme CTaHuun, 06Hapy)KEHHbIe B Ce€THn, C NOMOL b 3a4a4 YCTAaHOBKMW.

Mocne ycTaHOBKM NepBOro KnueHTa ¢ ponbio Relay MoxeT notpe6osaTtbcs
HECKOJIbKO MUHYT, YT06bl OCTaslbHble KOHeuYHble paboune CTaHLUM CeTU cTanu
BuAUMbIMK B Control Center. C 3TOro MOMeHTa Bbl MOXeTe YAaneHHO YCTaHOBUTb
areHT 6e30MacHOCTUM Ha KOHEYHYHo pabouyto CTaHLUMIO Moj YrpaBfieHUEM C
noMolLLbIo 3aa4 ycTaHoBKu us Control Center.

Bitdefender Endpoint Security Tools BkntoyaeT MexaHW3M aBTOMAaTUYeECKOro
0BHapY>XeHWs CETU, KOTOPbIN MO3BOJISIET 06HAPYXMBATb A pyrie KOHeYHble paboyne
CTaHuMM B AaHHom ceTu. O6HapyXXeHHble KOHEYHble TOYKM OTO6paXkatoTcs Kak
HeynpaensieMble Ha cTpaHuue CeTb.

YT06bl BKIIOYMTL CETEBOE OGHApY)XXEHWUE, Bbl AOMKHbI UMETb YCTaHOBIEHHbIN
Bitdefender Endpoint Security Tools, no kpaiiHeit Mepe, Ha OIHOM KOHEYHOW ToYKe
B CETU. ITa KOHeYHasi Touka 6yeT UCMONb30BaTbCA AJ1A CKaHUPOBAHUA CETU U
ycTaHoBku Bitdefender Endpoint Security Tools Ha HesalULWEHHbIX KOHEYHbIX
TOYKax.

Ons nonyyeHuss 6onee noapo6HON MHPOpPMaLUM O CeTEeBOM OBHapyXeHuw,
obpaTtutech K «Kak paboTaeT ceTeBoe 06HapyxeHue» (p. 64).

Tpe6oBaHus 4515 yAaneHHOoN yCTaHOBKM

[ns 3anycka yaaneHHOW yCTaHOBKM:

. B Bawwel ceTn gomkeH 6bITb ycTaHoBneH Bitdefender Endpoint Security Tools
Relay.

« [OnaWindows:
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— AOMMHUCTPATMBHbIA pecypc  admin $  AO/MKEH 6biTb BKJIHOYEH.

HacTpoiTe Kaxayto LenieByto paboyyto CTaHLMI, YTO6bI HE UCMOMb30BaTb
pacLlUMpeHHbIV 06LWMIi foCcTyN K hannam.

— HacTpoitTe KoHTponb YydeTHbix 3anucen (UAC) B 3aBUMCMMOCTM OT
onepaLMoHHON CUCTeMbI, paboTaloLlen Ha LeneBblX KOHEeYHbIX TO4YKax.
Ecnu KoHeyHble TOYKM HaxoasaTca B AomeHe Active Directory, Bbl MoxeTe
ncrnonb3oBaTb rPYNMNOBYHO NOSUTUKY AN HACTPOMKN KOHTPONSA YYETHbIX
3anucen. [1ns nonyyeHus nogpo6Hon MHGopmaunm CMOTPUTE 3Ty CTaTbiO
6a3bl 3HaHWUN.

— OrtkntounTte 6paHamMayap Windows unm HacTponTe ero Ansi paspeLlleHus
Tpaduka yepes NPOTOKOJ 06LLEero gocTyna K Gannam u npuHTepam.

Mpumeyanue

YpaneHHoe pasBepTbiBaHUe paboTaeT TONbKO B COBPEMEHHbIX ONEPaLUOHHbIX
cuctemax, HaunHasa ¢ Windows 7 / Windows Server 2008 R2, ans KoTopbIx
Bitdefender npepocTaBnsieT nonHyto nopdepxky. [ns nonyyewuss 6onee
noapo6Hoi nHdbopmauumm, obpatutech K «[loaaepxrBaemMbie onepauyoHHble
cuctembi» (p. 21).

« Ha Linux SSH gonmxkeH 6bITb BKJIFOYEH.

« B macOS: ypaneHHbIV BXoA M 06MeH hannamm fOMmMKHbI 6bITb BKIIHOYEHbI.

BbinonHeHue 3afay yaaneHHOW yCTaHOBKM

UT06bI 3anycTUTb 3ajayvy yAaneHHON YCTaHOBKM:
1. MoakntounTtech u BonauTte B Control Center.
2. Mepengnte B pasgen CeTb.

3. Bbibepute Hy>KHyto rpynny B neBon naHenu. O6bekTbl, coaepxxawmecs B
Bbl6paHHOM rpynne, 6yayT 0ToO6paXkeHbl B Tabnuue NpaBov NaHenu.

Mpumeyvanune

rlpVI XXenaHun, Bbl MOXXeTe NPUMEHATb d)MﬂprbI ansa 0TO6pa)KeHVIF| TOJIbKO
HeynpaBnaeMbIX KOHEYHbIX TOo4eK. HaxXmMute MeHto d)l/lanpr n BblﬁepMTe
cnepywouime napamMmeTpbl: HeynpaBnﬂeMble Ha Bknaake besonacHocTb N Bce
npeaMeTbl PpeKypCcUBHO Ha BKnaake Fny6uHa.
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4. Bbl6epuTe 06beKTbl (KOHEYHbIE TOYKM WM TPYMMbl KOHEYHbIX TOYEK), Ha
KOTOPbIX Bbl XOTUTE YCTAHOBUTb 3aLUMTY.

5. Haxmute kHonky ® 3apauM B BepxHen 4vacTum Tabnuubl U Bblbepute
YcTaHOBUTD.
OTo6pasutcsa mactep yctaHoBky Install Client.

Install client X
Options
O Now

Scheduled

Automatically reboot (if needed)

11l

Credentials Manager

User Password Description Action

tester ek

YctaHoBka Bitdefender Endpoint Security Tools u3 meHto 3agay

6. B paspgene Onuum, HacCTpPoNTE BPeMS YCTaHOBKM:
. Celtyac, YTOObI HEMEAJIEHHO HayaTb pa3BepTbiBaHMUE.

. 3annaHupoBaHO, HaCTPOUTb MHTEPBan NMOBTOPEHUA pasBepTbiBaHMA. B
39TOM crny4yae, BblGepuTe >XeNlaeMbli MHTepBas BpeMeHu (exxeyacHo,
eXXeaHEBHO UK eXXeHeeNbHO) U HaCTPOMTE ero B COOTBETCTBUM C BaLLIUMMU
NoTPe6HOCTAMM.

MpumeyaHmne

Hanpumep, Korga HekoTopble onepauuy TpebyeTcs BbINOHUTL Ha HY>XXHOM
MalluMHe Mepej YCTAHOBKOW KnueHTa (HanpuMmep, yaaneHue [Apyroro
nporpamMmHoro o6ecrnedyeHus u nepesarpysku OC), Bbl MOXeTe 3ariaH1poBaThb
3anycK 3agadu paspepTbiBaHUA KaXKable 2 yaca. 3ap,aqa 6yp,eT 3anyckarbca
Ha KaXXAO0M KOMNbHOTEPE KaXable 2 yaca 00 TeX Nnop, NoKa pa3BepTbiBaHUE
He 6yfeT 3aBepLLEHO.
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7. Ecnu Bbl XOTUTE, YTO6bI 3afjaHHble KOHEYHbIe TOYKW NepesanycTUInCh nocne
3aBeplleHNa YCTaHOBKM, Bbi6epute ABTOMaTuueckas nepesarpyska (npu
Heo6XxoauMocCTH) .

8. B paspnene ,D,ucnequp Y4YeTHbIX 3apay, YKaXute Yy4YeTHble [OaHHble
aAMUWHUCTPATOpa, HeO6XO,EI,VIMbIe ana yp,aneHHon ayTEHTI/Iq)I/IKaLI,VII/I Ha 3aaHHbIX
KOHeYHbIX To4ykaX. Bbl MoxeTe ,D,O6aBMTb Y4Ye€THble [AaHHble, Ha6paB nMmA
nonb3oBaTesid n naposb, AnA Ka)K,El,OVI Bbl6paHHOl71 OI'IepaLI,I/IOHHOﬁ CUCTEMDI.

BaxxHo

Ona ctaHumin nog Windows 8.1, He06X0A4MMO NPeAOCTaBUTb YYeTHbIE faHHble
BCTPOEHHOW YYeTHOW 3anucu agMUHMCTpaTopa WM  YYEeTHOW 3anucu
aAMUHUCTpaTopa AoMeHa. [11a nofyyeHus noapo6HON MHhopMaLMu CMOTpUTe
3Ty CTaTbto 6a3bl 3HAHWUM

YT106bI f,06aBUTb HEO6XOAUMbIE YYETHbIE AaHHble OC:

a. Beegute nma nonb3oBaTesis U Naposb yquHon 3anmMcunm agjMUHUCTpaTopa
B COOTBETCTBYHLWMNX NONIAX 3arosioBkKa Ta6J'IVILI,bI.

Ecnu KOMMNbKOTEPbI HAX0OAATCA B AOMEHe, AOCTAaTO4YHO BBECTU YYETHbIE
OaHHble aAMUHUCTpPaATOpa AOMEHa.

Wcnonb3ayiiTe npaBuia uMmeHoBaHuss Windows npu BBoEe MMEHMU yYETHOM
3anucu:

IOns MawuH u3 cnyx6bl kaTanoroB Active Directory ucnonbaymnte
CNeAyoLNA CUHTaKCUC: username@domain. comM domain\username.

YT06bl 6bITb YBEPEHHbIM, YTO BBeAEHHble yyeTHble AaHHble 6yayT
pa6oTaTb, f06aBbTe MX B 06oux BuAax (username@domain.com U

domain\username).

Ons mawuH u3 pa6oyen rpynnbl JOCTAaTOYHO BBECTU TOJIbKO UMS
nosb3oBaresisi 6e3 UMeHN paboyen rpynnbi.

|_|pVI XXeJNlaHuK, Bbl MOXKeTe }J,OGaBI/ITb onuncaHune, KOTopoe NOMOXXET BaM
npowe onpenennTb Ka)K,EI,bII;I aAKKayHT.

b. HaxmuTe kHoMKy & [l06aBUTb. YUeTHast 3anucb 6yAeT Jo6aBfieHa B CMMCOK
YUYETHbIX JaHHbIX.

MpumeyaHmne
YKasaHHble y4yeTHble AaHHble aBTOMAaTU4Y€CKU COXPaHAKTCA B MeHemKepe
YYETHbIX JaHHbIX, TaK YTO BaM He NpunaeTcd BBOANTbL UX B Cﬂep,erLLl,VIVI pas.
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Ona poctyna K gucnetyepy y4eTHbIX AaHHbIX, NPOCTO YKaXuTe Balle ums
noJsib3oBaTesid B NpaBOM BEPXHEM YIJly KOHCOJIN.

BaxHo

EcnunpepocTaBneHHble yYeTHbIE faHHbIE IBAAIOTCA HEAeNCTBUTENbHbIMMY,
pasBepTbiBaHME KJIMEHTA Ha COOTBETCTBYHOLLMX KOHEYHbIX TOYKax He
npousongeT. He 3abyabTe 06HOBUTH yYeTHble AaHHble BBefeHHoW OC B
AncneTyepe yYeTHbIX AaHHbIX, €CJIM OHU UBMEHUIIUC HAa KOHEYHbIX TOYKaX.

9. YcTtaHoBuTe d)J'Ia)KKVI Ha COOTBETCTBYHOLWME aKKayHTbl, KOTOPbl€ Bbl XOTUTE
ncnosb3oBaThb.

Mpumeyanue

Mpegynpexaatowee cooblieHne 6yaeT oTobpaxaTbCs 40 TeX Nop, NOKa Bbl He
Bbl6epuTe Kakne-HUoYyAb yYeTHble AaHHble. ATOT Lar BnsieTcs 06513aTeNbHbIM
ansa yp,aneHHoﬁ YCTaHOBKM areHTa 6e30MacHOCTU Ha KOHEYHbIX TOYKaX.

10.B pasgene YyacTHMK onepauuum HacTponTe Relay, K KoTopomy 6yayT
NOAKNOYATbCA LeneBble KOHEYHble TOYKM AN YCTAHOBKU U OGHOBIEHMS
K/MeHTa:

. Bce komnbtoTepbl ¢ ponbto Relay, o6bHapyxeHHble B ceTu, 6yayT
oTobpaxaTtbcsl B Tabnuue, AOCTYNHON B pasfene YYacTHUK onepauuu.
KaXablA HOBbIN K/IMEHT JA0J/MKeH 6biTb MOAKIOUYEH B TOW Xe ceTu Mo
MeHblUel Mepe K ogHoMy Relay, koTopbin 6yfeT cnyXutb B KayecTse
KOMMYHWKaLMOHHOIO 1 cepBepa 06HoBNeHNN. BbibepuTe Relay, kK koTopomy
Bbl XOTUTE MOAK/HOYNTD BblGpaHHble KOHEeYHble TOYKK. MoAKoYeHHble
KOHEeYHble TOUYKM ByayT coobuiaTtbes npu nomowm Control Center Tonbko
yepes Bbl6paHHbIM KOMMbIOTEP C POJIbIO peTpaHcnaTopa.

BaxxHo

Mpu pasBepTbiBaHUM Yepe3 areHTa peTpaHCAsATopPa, A0JKEH 6biTb OTKPbIT
7074 nopr.
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Deployer

Deployer: Endpoint Security Relay

Name P Custom Server Name/IP Label

CO_SUPA 192.168.0.183 N/A

FC-WIN7-X64-01 192.168.3.80 N/A

Page 1 of 1 20 . 2 items

« EcnuBbli6paHHble KOHEYHble TOUYKM CBA3aHbI ¢ Relay uepes npokcu-cepsep,
BaM Heo6X0AMMO TaKXe 3ajaTb NapameTpbl Mpokcu-cepBepa. B aTom
cnyyae BblbepuTe Wcnonb3oBaTb NpoKcH Ans obweHus v BBeauTe
Heo6x04MMble NapaMeTpbl NPOKCU-CepBePa B MOJIAX HUXKE.

Bbl  JOMKHbI Bbl6paTb OAVH yCTaHOBOquIIZ naket agna TeKylwero
pa3BepTbiBaHUA. Haxxmnte Ha cnucok Ucnonb3oBaTb NaKeT U Bbl6epI/ITe
YCTaHOBOquIIZ naker, KOTOprVI BaM HYXXEH. Bbl MO)XeTe HanTu 3/leCb BCe
WHCTaNNAUMOHHbIE NaKeTbl, CO34aHHbIE paHee noa Ballien yquHOﬁ 3anncbio,
a TakKXXe NnakeTbl YCTaHOBKHM MO YMOJTHaHUIO, AOCTYMNHbIE B Control Center.

|_|pl/l HQO6XOIJ.VIMOCTVI, Bbl MOXeT€ WU3MEHUTb HEKOTOopble HaCTpOVIKM
Bbl6paHHOFO naketa yCtTaHOBKM C NMOMOLLUbH KHOMKA HaCTPOMTb, pagomMm C
nonem Ucnonb3oBaTb NakeT.

HacTpoiiky MHCTaNALMOHHOIO NakeTa NoABATCA HUXE U Bbl CMOXKeTe caenaTtb
Heo6xoAuMble K3MeHeHUs. YTobbl y3HaTb 6oblue O peAakTUPOBaHUM
MHCTaJNIALMOHHBIX MaKeToB, obpaTuTech K «CosaaHue WHCTanNAUMOHHBIX
naketoB» (p. 45).

Ecnu Bbl XOTUTE COXpPaHUTb N3MEHEHUA KaK HOBbIN NakerT, Bbl6epMTe onuyuo
CoxpaHUTb KaK NaKeT, PacrosIOXXeHHYH B HWXXHEMN YacTu crmcka napamMmeTpoB
nakeTta, u BBeaAnTe MMA Anda HOBOIo naketa yCtaHOBKW.

Haxxmute COXpaHMTb. MoaABUTCA OKHO noaTBepPXAeHUA.

Bbl MOXeTe npocMaTpuBaThb U yrnpaesidTb 3agav4yaMu B pasaene CeTb > 3apaum.
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BaxcHo

Mpwu ucnonbsosaHum VMware Horizon View Persona Management pekoMeHzyeTcs
HacTpoOUTb rpynnoByto NoMTUKY Active Directory, YTo6bl UCKIIIOUNTL creaytoLme
npoueccsl Bitdefender (6e3 nosHoro nyTtn):

bdredline.exe

epag.exe

epconsole.exe
epintegrationservice.exe
epprotectedservice.exe
epsecurityservice.exe
epupdateservice.exe
epupdateserver.exe

3TU UCKIIIOYEHUS AOJHKHbI MPUMEHATBLCA 0 TeX Mop, NokKa areHT 6e30MacHOCTH
paboTaeT B KOHeYHOIN Touke. Moapo6Hee CM. Ha 3TOW CTpaHuULle JOKYMEHTaLUM
VMware Horizon .

[MoaroToBka cuctem Linux ANna CKaHUpoBaHUA Npu pocryne

Bitdefender Endpoint Security Tools ans Linux BkO4YaeT BO3MOXHOCTU
CKaHMPOBaHMS NpK JOCTYMe, KOTOPble paboTaroT C KOHKPETHLIMU ANCTPUBYTUBAMM
Linux n Bepcusimm agpa. [1ns nonyyeHust LONONHUTESNIbHbIX CBEA,EHUIN 06paTUTECH
K pa3geny cucTeMHble TpeboBaHUs.

[anee Bbl y3HaeTe, Kak BPyYHY0 cCKOMNUAnpoBaTb Moaynb DazukoFS.

Komnunsuus BpyuHyto mogyns DazukoFS

BbinoniHWTe cneaytolume aencTeus ansa komnunauum DazukoFS ans Hy)XHoi Bepcun
AApa CUCTEMbI, a 3aTeM 3arpysuTe MOAYy/lb:

1. 3arpyska nogxoasumx saep.

. Hacuctemax Ubuntu, 3anyctuTte aTy KomaHay:

S sudo apt-get install linux-headers- uname -r°

« Hacucrtemax RHEL/CentOS, zanyctute aTy KOMaHAy:

$ sudo yum install kernel-devel kernel-headers- uname -r°
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2. Ha cuctemax Ubuntu, Bam Heob6xoAuMM build-essential:

$ sudo apt-get install build-essential

3. CkonupyihTe U M3BNekuTe UcxoaHbl Kog DazukoFS B npeanoyTuTenbHOM
KaTanore:

mkdir temp

cd temp

cp /opt/BitDefender/share/modules/dazukofs/dazukofs-source.tar.gz
tar -xzvf dazukofs-source.tar.gz

cd dazukofs-3.1.4

Es

4. KomMmnunauma moayns:

# make

5. YcrtaHoBKa u 3arpyska Moayns:

# make dazukofs install

Tpe6oBaHus No UCMONb30BaHNIO CKaHUPOBaHMs npu goctyne ¢ DazukoFS

[ns coBMecTHoW pa6oTbl DazukoFS v ckaHMpoBaHUS Npu AOCTYMe, HECKONbKO
YCNOBUI J0JDKHO 6bITb BbIMOMHEHO. MMoXanyncTa, NnpoBepbTe, MPUMEHUMbI N
nto6ble 3asiBNEHUS HUXKeE, K BaLlel cucTeMe Linux u cnefilyiTe UHCTPYKUUSIM, YTOObI
nsbexartb NpobdeMm.

« MonuTtuka SELinux goskHa 6bITb OTKNHOYEHA UM YCTAHOBIEHA Ha permissive.
YT06bI MPOBEPUTL M CKOPPEKTMPOBATb HACTPOWKM nonuTuku SELinux,
oTpenakTupymnTe dann /etc/selinux/config.

. Bitdefender Endpoint Security Tools 3KCKHO3MBHO COBMECTUM C BEPCUEN
DazukoFS, BK/IlOYEHHON B MHCTaNNSAUMOHHbIN nakeT. Ecnu DazukoFS yxe
YCTaHOBJIEH B CUCTeMe, yaanuTe ero nepef yctaHoskoi Bitdefender Endpoint
Security Tools.
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. DazukoFS nogpepxvuBaeT onpefeneHHble Bepcum sgpa. Ecnn nakeTt DazukoFS
noctaensiemslit ¢ Bitdefender Endpoint Security Tools He coBMecTuM ¢ Bepcuei
AApa cUcTeMbl, MOAYNb He 3arpy3uTcs. B Takom criyyae, Bbl MOXKeTe O6HOBUTb
AP0 A0 NoAAep>KMBAEMOMN BEPCUU UK NepekoMnunnpoBaTb Moaynb DazukoFS
Ana Bawen Bepcun Aapa. Bel MoxeTe HanTu naket DazukoFS B kaTtanore
ycTaHoBku Bitdefender Endpoint Security Tools:

/opt/BitDefender/share/modules/dazukofs/dazukofs-modules.tar.gz

. Korga ans obmeHa dannammn ncnosb3yrTCa cneunanbHble cepBepbl, Takue
kak NFS, UNFSv3 nnu Samba, Bbl fO/KHbBI 3aMyCTUTb CIy)K6bl B CIE4YIOLLLEM
nopsiake:

1. BkJIOUYEHME CKaHUPOBAHUSA NpU AOCTYNe Yepes nonuTuky us Control Center.

[ns nonyyeHuns 6onee noapo6HON MHpopMaLmm, obpaTuTech K PykoBoACTBY
agMuHucTpaTopa GravityZone.

2. 3anyck cny6bl ceTeBoro o6meHa.
Ons NFS:

# service nfs start

Ona UNFSv3:

# service unfs3 start

Ons Samba:

# service smbd start

BaxxHo

Ins cnyx6bl NFS, DazukoFS coBMeCTMM TOJbKO C N0JSIb30BaTENbCKUM CEPBEPOM
NFS.
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Kak pa6oTaeT ceTeBoe 06HapyXeHue

Kpome uHTerpauum c Active Directory, GravityZone Take BKJtoYaeT B cebs
aBTOMATMYECKU/A MEXaHW3M CETEBOro OGHApY)XeHUs, npefHasHAYeHHbIN Ans
06HapY>XeHUs1 KOMMbOTEPOB paboyen rpynnbl.

GravityZone ucnonb3syeT cnyx6y Microsoft Computer Browser 1 UHCTPYMEHT
NBTscan ans o6Hapy)eHus ceTu.

Cny»6a NpocMoTpa KOMMbLIOTEPOB SIBMSIETCSA CETEBOW TEXHOOTUEN, UCTOSIb3YEMOM
KoMMboTepaMm Ha 6a3e Windows, Anst XxpaHeHUsi U 06HOBEHUS CMIMCKOB JOMEHOB,
pabounx rpynmn v KOMMbIOTEPOB B HUX, @ TAKXKe AJIA NPefOCTaBNEHNS 3TUX CMIUCKOB
KIIMeHTaM-KOMIMblOTepaM Mo 3anpocy. KoMnbloTepbl, 06HapyXXeHHble B CeTU C
NMoMoLLbto CIyX6bl NpocMoTpa KoMnbtoTepos (Computer Browser service), MOXHO
NPOCMOTPETb 3aMyCcKoM KoMaHabl net view, HabpaHHOM B KOMaHAHOM CTPOKE.

Z:onet view
Server Mame Remark

“SCIREFJM
“SCIREFLL
“SCIREFMB
“SCIREFMN
“SCIREFMP
“SCIREFYS

KomaHpga "net view"

CpenctBo NBTscan ckaHupyeT KOMMblOTepHble ceTu, ucnonbsyst NetBIOS. OH
3anpalumBaeT KaXayt KOHEYHYHO TOUKY B CETU M [,06bIBaAET TaKyto MHGOpPMaLUIO,
Kak IP-agpec, nmsa komnbtoTepa NetBIOS n MAC-agpec.

YT06bI BK/IHOYNTH aBTOMaTUYECKOE OBGHapYXXEHWe CeTW, Y Bac AO/MKEH 6bITb
yctaHoBneH Bitdefender Endpoint Security Tools Relay Ha xoTs 6bl ogHOM
KOMMblOTEpe B CETU. ITOT KOMNbIOTEp ByAeT MCNONb30BaTbCS AJ1 CKAHUPOBaHWSA
ceTu.

BaxxHo

Control Center He ucnonb3yeT MHbopmaumto o cetTu M3 Active Directory unu ua
byHKUMM KapTbl ceTu. KapTa ceTv UCMosNb3yeT APYryO0 TEXHONOIMI0 06HapY>KeHUs
ceTu: MNpoToKon 06Hapy>KeHUs TonosIorm KaHasnbHoro yposHs (LLTD).

Control Center He NIpUHMMaET aKTUBHOIO Y4acTusi B paboTe Cy>K6bl NPOCMOTpa
koMnbloTepoB. Tonbko Bitdefender Endpoint Security Tools onpaluveaet cnyx6éy
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NPOCMOTpPa KOMMbIOTEPOB A MOCTPOEHUSA CMINCKa Paboumnx CTaHLUI U CepBEpOB,
AOCTYMHbIX B HacTosALLEee BpeMA B CETU (M3BECTHbIN KaK CIMCOK NPOCMOTPa), U
3aTeM oTnpasnseT ero Ha Control Center. Control Center o6pa6aTbiBaeT CnCoK
pecypcoB, fo6aBnAs HOBble 06HapyXeHHble KOMMNbloTepbl B cBoi Unmanaged
Computers cnucok. PaHee 06Hapy)XXeHHble KOMMbIOTEPbI, He YAanaTCs nocse
HOBOIO 3anpoca 06Hapy)XXeHUsi CETU, TaK YTO Bbl JOSHKHbI BPYUYHYH UCKITHOUNTD &
yAanUTb KOMMNbHOTEPbI, KOTOpble 60JblUe He B CETH.

HayuanbHbI 3anpoc AN NpocMoTpa CNicka ocyllecTBiseTcs nepebiM Bitdefender
Endpoint Security Tools, ycTaHOBREHbIM B CETH.

. Ecnu Relay yctaHoBneH Ha KommbtoTepe pa6oyen rpynnbl, TO TOJNbKO
KOMMbIOTEPbI U3 3TOW paboyen rpynnbl 6yayT oTo6paxeHsl B Control Center.

. Ecnu Relay ycTaHOBNEH Ha JOMEHHOM KOMMbIOTEPE, TO TOJIbKO KOMMbIOTEPDI
3TOro fomMeHa 6yayT oTobpaxeHbl B Control Center. KomnbtoTepbl OT Apyrux
JLOMEHOB MOTYT 6bITb 06HAPYXXEHbI, €CJIN €CTb JOBEPUTESIbHbIE OTHOLLIEHUS C
JlOMEHOM, rae ycTaHoBneH Relay.

MocnegytoLime 3anpochbl CETEBOrO 06HaAPYXXEHNSA BbINOHAKTCA PErysipHO KaXXAbIM
yac. [Ona kaxpgoro HoBoro 3anpoca Control Center genuT npocTpaHCTBO
yrnpaBnseMbiX KOMMNbIOTEPOB Ha 06/1aCTU BUAUMOCTU U 3aTeEM Ha3HayaeT OAMH
Relay B kaxpgow o6nactu pansi BbiNosHeHus 3agayn. O6nacTb BUMAMMOCTM
npeacTaBfsieT cO60M rpynny KOMMbIOTEPOB, KOTOPbIe 06HAPYXXUBAKOT APYT Apyra.
Kak npaBwuno, 30Ha BUAMMOCTU onpeaenseTcs paboyen rpynnon unm JOMEHOM,
HO 3TO 3aBWUCUT OT TOMOMOrUMN CEeTU U KOHPUrypaummn. B HeKOTopbIX cny4vasx,
061acTb BUAMMOCTU MOXET COCTOATb M3 HECKOJIbKMX fLOMEHOB U pabounx rpynn.

Ecnu BbibpaHHOMY Relay He yaaeTcs BbinonHUTb 3anpoc, Control Center oxxnpaet
crepyroLLero 3anjlaHMpoOBaHHOIO 3anpoca, He Bbioupas apyron Relay, 4Ttobbl
NMOBTOPUTb NOMbITKY.

OnsnonHo BuanmocTu ceTu, Relay gosmkeH 6b1Tb yCTaHOBEH, MO KpaltHeN Mepe,
Ha OAHOM KOMIMbHOTEPE B KaXXJ0M JJOMEHE UJTU pa6oqel7| rpynrne B CETWU. B npeane,
Bitdefender Endpoint Security Tools fonxeH 6bITb yCTaHOBJIEH MO KpaHen Mepe
Ha OAHOM KOMIMbKOTEPE B Ka)K,EI,oVI noaceTun.

MoapobHee o cnyx6e "0603peBaTenb KoMnbioTepos” Microsoft

KpaTkue cBefeHus o cnyx6e O603peBaTesib KOMMbIOTEPOB:

« Pa6oTaet He3aBncumo ot Active Directory.
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Pa6oTaeT UCKNHOUNTENBHO B ceTAX IPv4 1 lencTBYeT He3aBMCKUMO B npeaenax
ceTeBoi rpynnbl (pa6oder rpynnbl UnM pomMeHa). CNMCOK MpocMoTpa
COCTaB/ISIETCA U MOALEPXMBAETCSA A5 KaXKA0W CETEBOM rpynnbl.

06bIYHO Ncnonb3yrT LIJVIpOKOBGI.LI,GTGJ'IbeII;I cepBep 6e3 yCTaHOoB1EHUA
coeanHeHUA onda CBA3N Mexay y3namMu.

Ucnonb3oeaHue NetBIOS nosepx TCP/IP (NetBT).

TpebyeTcs paspeweHne umeH NetBIOS. PekomeHayetcss umetb Windows
Internet Name Service (WINS) uHdpacTpyKkTypy, paboTaloLlyto B CETH.

He BkntoyeH no ymonyanuto B Windows Server 2008 n 2008 R2.

[na nonyyeHns 6oee nogpo6HoOM MHpopMaLmm o cnyxbe o6ospeBaTens (Computer
Browser), npoBepbTe Computer Browser Service Technical Reference Ha Microsoft
TechNet.

Tpe60oBaHuUs CETEBOTO 06HAPYKEHMS

[nsa Toro, 4To6bl ycnewHo 06HapyXUTb BCe KOMMbIOTepbI (CepBepbl U pabouve
cTaHuum), KoTopble 6yayT ynpaensaTbes us Control Center, TpebyeTca cnegytowee:

KoMnbroTepbl JOMKHbI 6biTb BKJOYEHbI B pabouyto rpynny vnM AOMEH U
NnoaK/YeHbl 4Yepe3 JioKanbHyto ceTb [Pv4. Cnyx6a 0603peBaTesb
KOMMNbIOTEPOB He paboTaeT B ceTax IPv6.

Ha Heckonbknx KoMnbtoTepax B Kaxgon LAN rpynne (pa6oyas rpynna wam
ZlOMeH) foJKeH 6bITb 3anyLLeH cepBuc 0603peBaTesib KOMMbIOTEPOB. [JoKHa
6bITb 3anyLleHa cny)x6a NepBMYHOro KOHTPOJINepa AOMeHa.

NetBIOS nosepx TCP/IP (NetBT) ponxeH 6biTb BKIHOYEH HA KOMMbOTEPAX.
JlokanbHbIM 6paHaMayap fomkeH paspewwaTb NetBT-Tpaduk.

Ecnv Bbl uIcnonbayeTe peTpaHcnaTop Linux Ans o6Hapy)XeHUst APYrnx KOHEYHbIX
Toyek Linux unm Mac, Bbl fO/MKHbI 60 YyCTaHOBUMTbL Samba Ha LeneBble
KOHeYHble TO4YKW, Nn6o npucoeauHUTbCcs K HUM B Active Directory wu
ucnonb3opatb DHCP. Takum o6pasom, NetBIOS 6ypeT aBTOMaTMyecKku
HaCTPOEH Ha HUX.

06wmin gocTyn K dhannam fomKeH 6bITb BKIIKOYEH Ha KOMIMbIOTepax. JIokanbHbIN
6paHAMayap AOJDKEH paspellaThb 06Wwuin AocTyn K pannam.

Windows Internet Name Service (WINS) uHdpacTpykTypa fomkHa 6biTb
HacTpoeHa u paboTaTb NPaBUJILHO.
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. CeTeBoe 06HapyXeHue foJIKHO 6bITb BKItoUYeHo (Control Panel > Network and
Sharing Center > Change Advanced Sharing Settings).

YT06bI BKIHOUMTb 3TY PYHKLMIO, AOMKHbI 6bITb 3anyLLEeHbI CeAYHOLLUE CNYXKObI:
— DNS knueHT

— Ny6nukaumsa pecypcoB GYHKLMM 06HaPYXEHUS

— 06HopyxeHue SSDP

— Yctponuctsa UPnP

. B cpepoax C HEeCKOJIbKMMKU OOMeHaMK, peKoMeHayeTCA YCTaHOBUTb
noBepuTesibHble OTHOLUEHUA Mexay AJOMEeHaMU Tak, 4YTOObI KOMMNbHOTEPDbI
MO Nony4vnTb A0CTYN K CNMCKaM NpoCcMOTpa U3 Apyrux JOMeHOB.

KomnbtoTepsl, ¢ KoTopbix Bitdefender Endpoint Security Tools onpawumnBaeT cnyx6éy
NPOCMOTpa KOMMbIOTEPOB, I0/KHbI ObITb B COCTOSIHUM paspeluatb umeHa NetBIOS.

Mpumeyanmne

MexaHM3M CceTeBOro OGHapy)XeHUst paboTaeT [ANs BCeX MOoAAepXKUBaEMbIX
onepauunoHHbIX cUcTeMm, B TOM yncne Bepcuin Windows Embedded, npv BbinonHeHuu
psga Tpe6oBaHuM.

5.3. YcTaHoBKa nonHoro wudpoBaHua aucka

[na nonHoro wudpoBaHus AUckKa TpebyeTcs akTMBALMSA Ha OCHOBE JIMLIEH3UOHHOO
K/toya.

[ns nonyyeHus [OMNONHUTENbHOW WHOPMaUUKM MO JIMLEH3UOHHBIM KJllo4YaM,
nepenaute K «YnpasrneHue nuueHsuamm» (p. 36).

AreHTbl 6e3onacHocTu Bitdefender nogaepykmeatoT MonHolue WwWndpoBaHue ancka,
HauuHasa ¢ Bepcun 6. 2. 22. 916 Ha Windows u 4. 0. 0173876 Ha Mac. YTo6bI
y6eanTbCA, UTO areHTbl MOMHOCTbIO COBMECTUMbI C 3TUM MOJZYJIEM, Y Bac eCTb
JBa BapuaHTa:

. YcTaHOBMTE areHToB 6e30MacHOCTU C BKIIHOYEHHBIM MOAYJIEM LWNDPOBAHUS.
. Wcnonbayiite 3agauy MepekoHpurypupoBaThb .

[ns nonyyeHns nogpo6HoN MHGopMaLmMm 06 MCNOsb30BaHWMM NOJTHOIO WNdPOBaHMUS
AucKa B Balewn cetu cM. [naBy [Monutukm 6e3onacHocTy U wndpoBaHue B
PykoBogcTBe agMuHUcTpaTopa GravityZone.
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5.4. YcTaHoBKa 3awutbl ObMeHa

Security for Exchange aBToMaTuuyecku uHTerpupyeTcs ¢ cepeepamu Exchange, B
3aBMCUMOCTM OT pPoSiu cepBepa. s KaXK[oW ponv yCTaHaBMBAKTCA TOMbKO
COBMECTUMbIE KOMMOHEHTbI, KaK ONMUCAHO B HACTOSLLEM JOKYMEHTE!

Microsoft Exchange Microsoft Exchange 2010/2007
2019/2016/2013

OcobeHHocTn |OrpaHuyeHusi | MoutoBbil|OrpaHuyenusi| Xa6 |MouToBbIN

TpaHCNOPTHbIA ypoOBEHb

dunbTpauns
BPEAOHOCHbIX
nporpamm

®dunbTpaums cnama

xX X X X
xX X X X
X X X X
xX X X X

OunbTpauus
KOHTEHTA

®dunbTpauns
BJIOXKEHUN

Xpanunuuwie Exchange

AHTUBMpPYCHOE X X
CKaHuMpoBaHue no
TpeboBaHuIO

5.4.1. lloaroToBKa K yCcTaHOBKe

Mepep yctaHoBkomn Security for Exchange, y6eauTech, 4To Bce requirements
BbIMOJIHEHbI, B NPOTMBHOM cnyyae Bitdefender Endpoint Security Tools MmoxeT
6bITb yCTAHOBNEH 6€3 Moayns 3awmThbl Exchange.

Onsa Toro, 4ytobbl Moaynb 3awuTbl Exchange pa6otan 6ecnepe6oiiHo wu
npeaoTBpaLLan KOHPIUKTbI U HEXeNaTenbHble pe3ynbTaThl, yAanuTe BCHO 3alLuTy
OT BPEZOHOCHbIX MPOrpaMM ¥ BCEX areHToB hUnbTpaLum 311eKTPOHHOW MOYTbI.

Bitdefender Endpoint Security Tools aBToMaTuuyecku onpegensiet v ypanset
6ONbLUMHCTBO AHTUMBUPYCHbIX MPOAYKTOB M OTKIKOYAeT areHTOB 3aluTbl OT
BpefoHocHoro N0, BcTpoeHHbIX B cepBep Exchange, HaunHas ¢ Bepcun 2013, ns
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nony4YyeHust NoApo6HON MHGOPMaLMM OTHOCUTENBHO CNMCKa O6HApYXXMBAeMOro
nporpaMmMHoOro obecnevyeHuns nNo 6esonacHocTuy, obpatuTecs K this KB article.

Bbl MOXeTe MOBTOPHO BPYYHYHO BKJIHOUMTL BCTPOeHHoro B Exchange areHTa
3aWuThl OT BpegoHocHoro MO B fo6oe BpeMs, 0HaKO, 3TO He peKoMeHAyeTcA
Jenatb.

5.4.2. YcTaHOBKa 3aWuTbl Ha cepBepax Exchange

YT06bI 3aMTUTL Bawm cepBepa Exchange, Heo6xoaumo yctaHoBuTb Bitdefender
Endpoint Security Tools ¢ ponbto 3awmTHMKa Exchange Ha kaxxaom ns Hux.

Y Bac ecTb HECKONbKO BapuaHToB pasBepTbiBaHus Bitdefender Endpoint Security
Tools Ha cepBepax Exchange:

. JlokanbHasi ycTaHOBKa, CKayaB 1 3aMyCTUB YCTaHOBOYHbIN NaKeT Ha cepBepe.
. YpaneHHasi ycTaHOBKa, MyTeM 3anycka 3agauu Install.

. YpaneHHas, 3anyctuB 3agadvy Reconfigure Client, ecnu Bitdefender Endpoint
Security Tools yxe npegnaraeT 3awuTy GpannoBon CUCTEMbI Ha CepBepe.

[ns nonyyeHns noapo6HbIX MHCTPYKLMM NO YCTaHOBKE, 06paTUTECH K «YCTaHOBKaA
areHToB Mo 6esonacHocTu» (p. 41).

9.5. YcTaHoBKa 3alUTbl XpaHUnuw,a

Security for Storage - ato ycnyra Bitdefender, npegHasHauyeHHas gns 3awuThbl
ycTpoiicTB ceTeBoro xpaHunuiia (NAS) n cuctem obmMeHa caiinamm, COBMeCTUMBIX
C MPOTOKOJIOM aflanTauun koHTeHTa NHTepHeTa (ICAP). Ons noaaepXvBaemMbix
cucteM o6MeHa dainamu, cM. «3alinTa xpadunuuiar (p. 34).

YT06bI Mcnonb3oBaTthk Security for Storage ¢ Bawwnm pelueHnem GravityZone, Bam
Heo6XxoauMO:

1. YcTaHoBUTE M HacTpoWTe Kak MMHUMYM ABa Security Servers B Ballei cpege
ana pa6otbl B kadectBe ICAP-cepBepoB. Bitdefender Security Servers
aHanu3aupyT Qainbl, OTNPaBAAIT BEPAUKTLI B CUCTEMbI XpPaHEHUs U npu
Heo6X0ANUMOCTM NMPUHUMAIOT COOTBETCTBYIOLME Mepbl. B criyyae neperpysku
nepBbIi Security Server nepeHanpaenseT U36bITOK JaHHbIX Ha BTOPOM.
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Mpumeyanue

B kayecTBe NepefoBOro onbiTa yCTaHOBUTE creuuanbHble Security Server ans
3alMTbl XpaHUIULWa oTAeNbHO OT Security Server, UCMOMb3yeMbIX ANA APYIUX
ponew, TakMx Kak CKaHMpOBaHWe Ha HafiMune BpeoHOCHbIX NPOrpaMm.

Moppo6Hee o Npoueaype ycTaHOBKM Security Server cM. B rnaBe YcTaHOBKa
Security Server 3Toro pykoBoacTBa.

2. HactpoviTe Moay”nb 3aluMTa XpaHUAULL,A U3 MapaMeTpoB NonmMTuky GravityZone.

Ons nonyyeHus p[ononHuTenbHon wHdopmaumm cm. [naBy MonuTuka
6e3onacHocTu> MoNMTHUKA B OTHOLLIEHUM KOMIbIOTEPOB U BUPTYaJibHbIX MaLLVH>
3awuTa xpaHmnuw,a ns PykoBoacTta agMunHucTpaTopa GravityZone.

MogpobHee o0 HacTpoWke u ynpaBneHuu cepsepamu ICAP Ha onpefeneHHOM
ycTponcTee NAS nnm B cucteme obLero goctyna K gannam cM. JLokyMeHTauumto
ANS 3TON KOHKpeTHOW nnaThopMbl.

5.6. incnetyep ydeTHbix AaHHbIX (Credentials Manager)

[ucnetyep yyeTHbIX AaHHbIX MO3BOJISIET ONpeAenTb HEOOXOANMbIE YYETHbIE
JaHHble Ans yaaneHHow ayTeHTUdMKaLUm Ha pasinyHbIX ONepaLMoHHbIX CUCTEMAX
B Balllen CceTH.

YT06bl OTKPbITb ANCTIETYEP YYETHbIX AaHHbIX, HAXXMUTE Ha UMS NMoNb30oBaTeNA B
NMpaBOM BEPXHEM Yy CTPaHULbl U BblbGepuTe [iucneTyep y4eTHbIX AaHHbIX.

Welcome, Admin

My Account

My Company

U

Logout

MeHto avcneTyepa yyeTHbIX AaHHbIX

5.6.1. [lJobaBneHne yYeTHbIX AAHHbIX B AUCMETYEP YYETHbIX AAHHbIX

C nomoluso ﬂ,Mcnequpa YYETHbIX AaHHbIX MOXXHO ynpasJsiaTb y4€THbIMU AAHHBbIMU
agMUHUCTpPAaTOopa, H906X0p,MMbIMM ana yp,aneHHO|7| ayTeHTI/ICI)VIKaLlVII/I, BO BpeMA
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BbIMNOJIHEHUA 3a4a4y YCTAHOBKMW, OTMNpaBJIeEHHbIX Ha KOMMNbOTEPbI U BUPTYalibHble
MalUWHbI B BaLLEW CETU.

YT106bI 106aBUTH HABOP YYETHBIX JaHHbIX:

Bitdefender

GravityZone Welcome, admin v

Dashboard Operating System

Network
Credentials
Packages
Tasks

Policies
User Password Description Action
Assignation Rules
admin ey x)

Reports

Quarantine

[ucneTyep yyeTHbIX faHHbIX (Credentials Manager)

1. BBepuTe MMsa Nnonb3oBaTens v Naposb YY4eTHOW 3anucu agMUHUCTpaTopa ans
Kaxxgon TpebyeMomn onepaLMoOHHON CUCTEMbI B COOTBETCTBYIOLLMX NONAX B
BepPXHeW YacTu Haj 3arofloBKOM Tabnuubl. [pu xkenaHwu, Bbl MoXeTe 06aBUTb
onucaHune, KOTOPOe MOMOXET BaM MPOLLe onpeaenuTb KaXkabln akkayHT. Ecnu
KOMMNbIOTEPbl HAaXOAATCA B AOMeEHe, JOCTAaTOYHO BBECTU YYETHble JaHHble
aAMUHUCTpaTOopa fOMeHa.

Ucnonbsynte npasBuna umeHoBaHus Windows npu BBOAE MMEHU YYeTHOM
3anucu:

. [Ona MawuH u3 cnyxébl KaTanoroB Active Directory ucnonbsyite
ClefyoLWnin CUHTaKCUC: username@domain.com U domain\username.

YT106bI 6bITb YBEPEHHBIM, YTO BBEAEHHbIE YYETHbIE JaHHbIe OyayT paboTaTb,
fo6aBbTe uMx B o6oux BuAax (username@domain.com W

domain\username).

o [nAa MawuH n3 paboyen rpynnbl JOCTAaTOYHO BBECTU TOJIbKO WUMS
nonb3oBaTena 6e3 UMeHU paboyen rpynnbi.

2. Haxxmute kHonky @ [l06aBUTb B BepxHel 4yacTu Tabnuubl. HoBbI Habop
YUYeTHbIX AaHHbIX 6yfeT fob6aBfieH B TabnuLy.
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Mpumeyanue

Ecnu Bbl He yKasanu yyeTHble JaHHble, BaM 6yieT Heo6X04MMO BBECTU UX MpU
3arnycke 3ajauyu yCTaHOBKW. YKasaHHble yyeTHble AaHHble aBTOMaTUYecKM
COXpaHsItoTCSA B ANCNeTYEpPe YUETHBIX JaHHbIX, TAaK YTO BaM He NpuaeTcs BBOAUTb
UX B CrefyroLLni pas.

5.6.2. YpaneHue y4eTHbIX AaHHbIX U3 AUCTIETYEPA YYETHbIX aHHbIX
YT106bI yYAanUTb yCTapeBLNe y4eTHble AaHHble N3 agucnetyepa y4eTHbIX AaHHbIX:

1. HaxmuTe Ha CTpOKY Tabnuubl, coaepxallyr ydyeTHble AaHHble, KOTOPbl€e Bbl
XOTUTEe yaannTb.

2. Haxmute KHoMKy © YaanuTb C NpaBoi CTOPOHbI COOTBETCTBYIOLLEN CTPOKM
Tabnmubl. BbibpaHHbIN akkayHT 6yaeT yaaneH.

5.7. Bitdefender GravityZone n HIPAA

OpHuM 13 rnaBHbIX NpuopuTeToB Bitdefender aBnaeTcsa o6ecneyeHne 6esonacHoii
06paboTKM M XpaHeHUs NepCcoHanbHbIX AaHHbIX KJMEHTOB. B cBsisM ¢ aTum
Bitdefender paspa6oTan cneuuanbHble MOJSIMTUKU KOHOUAEHUMANBHOCTU ANA
JoMallHUX 1 6uaHec-pelleHuii. Bitdefender HaiiTu nonUTUKK KoHUAEHLMANBHOCTH
MOXXHO 3gechb https://www.bitdefender.com/site/view/legal-privacy.html.

B pamMkax 3aluTbl NepcoHanbHbIX AaHHbIX KnveHToB Bitdefender ctpemuTcs
NMOMOYb CBOVM KJIMEHTaM, B TOM YKC/e MeAULMHCKUM paboTHUKaM, cobntoaTthb
npaBuna 3akoHa CLUA o nepeHOCUMMOCTM W MOAOTYETHOCTU MeAULMHCKOro
cTpaxoBaHusi 1996 roaa (HIPAA).

5.7.1. GravityZone o6nayHoe peLlueHue

[nsa obecnevyeHuns 3awmTbl OT yrpo3 GravityZone cobupaeT v XpaHUT fAaHHble C
yNpaBnseMbiX KOHEYHbIX ToYek Ha cepBepax Bitdefender. OgHako gaHHble o
COCTOSIHAM 3[0pPOBbA He [OCTYMHbl, He XpaHSATCA U He obpabaTbiBatOTCSH
Kakum-nM6o apyrum cnoco6om. Bca mHbopmauumsa, nonydyeHHas GravityZone,
aHOHMMW3MpPOBaAHa WX, MO KpalHen Mepe, NCEBAOHMMM3MPOBaHaA. 3JTOT
TeXHUYECKMI NOAX0[ 03HAYaeT, YTO UCMOJIb30BaHMeE HaLLEro 06J1a4HOro peLLeHUs
GravityZone He rapaHTupyeT Bawuero cootTBeTcTBus NpaBunam HIPAA.
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5.7.2. GravityZone o6nayHoe pelieHue

JlokanbHoe pelueHue GravityZone 6b1s10 pa3paboTaHo AN XpaHeHUsi Balwmx gaHHbIX
BHyTpu Bawen opraHusauuun. OgHako gnisi 6onee BbICOKOM 3alMThbl HEKOTOpPbIE
dbyHkuun GravityZone TpebytoT B3aMMOAENCTBMA C 06favyHbIMKU cepBepamMu
Bitdefender gnsa BbinonHeHns 3agay. YTobbl cooTBEeTCTBOBATH NpaBunam HIPAA,
BaM Heo6xo0AMMO OTKIIHOUMTB 3TW PYHKLMM B KOHconm GravityZone (Control Center),
KaK OMmMcaHo HUXe.

HacTpoikn nonuTuk 6e3onacHoOCTu

N3meHnTe napamMeTpbl NOAMTUKKU 6e3onacHocTu B Control Center cnegyrowmm
06pasoMm:

1.

MepeiguTe B pasgen MoAUTUKYU M HAXXMUTE, YTOObI UBMEHUTL CYLLECTBYHOLLYHO
MOSIUTUKY UJIM CO3AAaTb HOBYHO.

2. MepenauTe B pasgen 06uime > HacTpouku.

3. B pasgene MapameTpbl CHUMUTE cnegyrowme Gnaxku:

« OTtnpaBnaTtb oTueThbl 0 c605x B Bitdefender.

. OTnpaBbTe NOA03pUTEsIbHbIE UCTIONHSAIeMble ¢alnbl Ana aHanu3a.

« Wcnonb3ayirte Bitdefender Global Protective Network ans ycunenus sawmrbi.
111 MNepengute B pasgen Antimalware > Hactpoiku.

B pasgene KapaHTuH cHuMuTe ¢naxxok OTnpaBnsaTb (aitnbl Ha KapaHTUH B
na6opartopuu Bitdefender ka)xgble (4achbi).

MNepenante kSandbox Analyzer.

Mpu ncnonb3oBaHun o6naka Sandbox Analyzer B kauecTBe cpefbl feTOHaL MK
HeobxoaAnMOo OThUNbLTPOBATb OTMNpPaBJfieHHble TUMNbl Gannos, YTobbl OHU He
coaepXXanu MeaULMHCKUX AaHHbIX UK KaKoi-nn60o nndHomn nidopmauumm (PI1).
Ons atoro B pasgene MNpeasaputenbHasa GunbTpaLus COAEPIKUMOro YKaXKuTe
B none WcknoueHnsa pacwmpenns dainio, Kotopble Bbl He XxoTute
aBTOMaTUYeCKU OTMNPaBNAThb.

Ecnu Bbl He yBepeHbl B TOM, Kakue AaHHble Bbl MoXeTe oTnpaBnsATb B Sandbox
Analyzer, 4To6bl 6bITb B 6€30NacCHOCTU C TOYKM 3peHns HIPAA, Bbl MoxeTe
NOMIHOCTbIO OTKIHOUMTb 3TY DYHKLMIO, CHAB (hnaXok ABTOMaTuyeckas oTrnpaBKa
06pasLoB C ynpaBnsieMbiX KOHEYHbIX TOYEK.

7. Haxmnte CoxpaHuTb, UTOObI COXPaHUTb UBMEHEHUS.
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MakeTbl yCTaHOBKH
N3meHuTe ycTaHOBOYHbIEe NakeTbl B Control Center cnegytowmm o6pasom:

1. Mepengute B pasaen CeTeBble NakeTbl U HAXKMUTE, YTO6bI OTPEAAKTUPOBATb
CYLLLeCTBYOLLMMA YCTAHOBOYHbIN MaKeT UAKN co3aaThb HOBbIN.

2. B paspene PasHoe cHUMUTE 3Tu hnaxku:
. OTnpaBka aBapuMiHOro gamna.

. OTnpaenatb ¢ainbl KapaHTUHa B na6opatopuio Bitdefender kakabie
(vachl).

. OTnpaBnATb Nogo3puTeNnbHble UcNoNHAeMble ¢dainbl B Bitdefender.
. Wcnonb3yirte Bitdefender Global Protective Network gnsa ycunenus sawmrbi.
3. B pasgene HacTpoitku cHumuTe pnaxkok CKaHMpoBaTb nepes yCTaHOBKOM.

4. Haxxmute COXpaHUTb, YTOGbI COXPaHUTb USMEHEHMUSI.

Sandbox Analyzer PyyHoe ynpaBneHue

XoTs Bbl MOXeTe HacTpouMTb aBTOMAaTUYECKY OTMpaBKy B o6nako Sandbox
Analyzer B HacTpoiKax MOAUTUKKU 6€30MacHOCTM, OTMpaBKa BPY4YHYHO 3aBUCUT
UCKIIOYMTENBHO OT onepauuii, KoTopble Bbl BbinonHseTe B pasgene Sandbox
Analyzer > OTnpaBka Bpyu4Hyl rnaBHoro MeHwo Control Center. YTo6bl
cooTBeTCTBOBaThH NpaBuiamM HIPAA, ybeanTech, 4To Bbl He oTnpaBnsieTe B Sandbox
Analyzer o6nayHble dainbl, KOTOpble MOTYT COAepPXaTb MeAULMHCKME AaHHble
WS NepCcoHasbHble JaHHbIe.

I'IpaBosoe nosioXxeHune

MNoxxanyncta, umenTe B BUAY, YTO Bbl MONHOCTBLIO HeceTe OTBETCTBEHHOCTb 3a
npoBepKy cobntogeHnss Bamu nto6oro 3akoHogaTenbCcTBa, BKAtoYas HIPAA, u,
npegocTaBnssi  BbllleykasaHHyto  MHdbopmauuto, Bitdefender Hanpsamyto
O0TKa3blBaeTcs OT N06ON OTBETCTBEHHOCTM B OTHOLLEHUM Baluero cobnogeHns
HIPAA »n noeeaeHuss B oTHoweHnn HIPAA vnu nobbix ApYrux topuamyecKux
TpeboBaHuiA, KOTOPble MOTYT Ha Bac pacnpocTpaHuTbcs. Bo n3bexaHue Kakux-nm6o
COMHeHuI, ucnonb3ys pelenusn Bitdefender, B Tom uncne GravityZone, Bitdefender
HMKakMuM 06pa3oM He rapaHTupyeT cobntogeHune Bamu  kakoro-nuéo
3aKkoHogaTtenbcTBa, Bkovaa HIPAA. BblwensnoxeHHoe He sBnfeTcA
FOpPUANYECKUM PYKOBOACTBOM, U Bam pekoMeHayeTca 06paTUTLCS 3a FopuaAMYECKON
KOHCYIbTaLMel Mo BblLLeyKa3aHHOMY Unu Nto6on Apyroi NpaBoBOW TEME.
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6. UHTEIPALINA

GravityZone npepocTaBnseT BO3MOXHOCTb WHTerpauun Control Center co
CTOPOHHUMMU peLleHUAMM.

Bbl MOXeTe HacTpoMTb WHTErpaLui0 CTOPOHHEro pelleHUsi Ha CcTpaHuue
Integrations, Ha KOTOpYHD MOXHO MONYyYUTb [JOCTYMN, YyKasaB Balle uMSA
nosib30BaTensl B MPaBOM BEPXHEM Yrily KOHCONM U Bbi6paB Integrations.

Welcome, Admin

My Account

My Company

Cradentials Manager 'h
Help & Support

Feedback

Logout

Ha aton CTpaHuue Bbl MOXXeTe [o6aBnATh, pepakTnpoBaTtb UM yaanfdTb
MHTEerpaunun B COOTBETCTBUM C BalLMMM I'IOTpe6HOCTF|MM.
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7. YOAJIEHUE 3ALLUATDI

Bbl MOXeTe yanuTb 1 NOBTOPHO YCTaHOBUTbL KOMMOHEHTbI GravityZone B cnyyasy,
Korga BaM HY>XHO UCMOJIb30BaTb JIML,EH3NOHHbIN KIHOY A1 APYroro KOMMbHTepa,
YTO6bl UCNPABUTb OLLUMOKM WU NPU 0GHOBJIEHUN.

YT06bI NpaBUSIbHO yaanuTb 3awmTy Bitdefender KoHeUYHbIX pabounx cTaHUMi B
BalLeW CeTH, criefynTe MHCTPYKUUSAM, ONMUCAHHbIM B 3TOW rNaBe.

« YpaneHue 3awmTbl KOHEYHbIX pa6qu|x CTaHLLMVI

« YpaneHnue 3awutbl O6MeHa

7.1. YpaneHue 3aliMTbl KOHEYHbIX paboymx cTaHLUN

YT06bI 6€30MacHO yaanuTh 3awuTy Bitdefender, cHayana Heo6xoaumo yaanutb
areHTbl 6e30nacHoOCTK, a 3aTeM Security Server, ecnm 3To Heo6xoaMMo. Ecnu Bbl
XOTUTE yaanuTb ToNbKo Security Server, 06s13aTeNlbHO NOAK/IHOYNUTE €r0 areHToB
K gpyromMy Security Server B nepByto odepejb.

« YpaneHue areHToOB 6e30MacHoOCTH

« YpaneHue Security Server

7.1.1. YpaneHue areHToB 6€30MacHOCTU
Y Bac ecTb OBa BapuaHTa yaaneHnusd areHToB 6e30MacHOCTHU:
« ypaneHHo B Control Center

« BpyuHylo Ha ueneBoi MawnHe

Y paneHHas geMHcTannaumsa

YT06bI YaaneHHo yaanuTb 3awmTy Bitdefender ¢ nto6on ynpaBnsieMon KOHEUYHOM
pa6oyel cTaHUUW:

1. Mepengute Ha cTpaHuyy CeTtb.

2. BbibepuTte >enaemblil KOHTEMHep B NeBOM naHenn. Bce KomnbroTepbl
BbIGPAHHOr0 KOHTENHepa 0To6pasATCs B Tabnuue NpaBow NaHenu.

3. Bbibepute KOHeuHble TOYKM, M3 KOTOPbIX Bbl XOTUTE YAaNUTb areHT
6e3onacHocTu Bitdefender.
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HaxMuTe 3agaum B BEpXHel 4acTu Tabnuubl M BbiGepuTe YAaNUTb KIMEHTa
. MosABUTCA OKHO KOHbUrypauum.

B okHe 3agaun YaanuTb areHT Bbl MOXETE Bbl6paTb, COXpaHATb v hainbl B
KapaHTUHe Ha KOHEeYHOW paboyei CTaBHUUN UK YAANATb UX.

HaxmuTe CoxpaHuTb, 4TO6bI co3paTb 3agadvy. [losiBUMTCA cooblieHne C
NnoATBepPXAEHUEM.

Bbl MOXeTe npocMaTpMBaTb 3afavy M ynpaensTb eto B CeTb > 3agauu

JlokanbHas geuwHcTannauus

UT06bI BpYUHYO YAanuTb areHT 6esonacHocTyu Bitdefender c komnbtoTepa ¢ OC
Windows:

1.

B 3aBncMMOCTHM OT Ballen OI'IEp&LWIOHHOI?I CUCTEMDbI:

. B Windows 7 nepengute k [yck > MaHenb ynpaBneHus > YpanuTb
nporpamMmy B pazgene porpamMmbil .

. BOCWindows 8 nepengute k HacTpoiiku > [aHenb ynpaeneHus > Y ganuTb
nporpamMmy B pazgene Mporpammbl .

« B OC Windows 8.1, KNMMKHATE NpaBoW KOHMKOW Mbiwn CTapT, 3aTeM
Bbl6epuTe MaHenb ynpaeneHus > MporpaMmmbl & OyHKLUK .

. B OC Windows 10, go to CtapT > HacTpoitku> Cuct ema > MNpunoxxeHus &
CBoiucTBa.

Bbi6epuTe areHT Bitdefender us cnucka nporpamm.
LLenkHnTe JenHcTannaums.

Beegute naponb Bitdefender, ecnv oH npegycMoTpeH NOANTMKON 6€30MacHOCTY.
Bbl MOXXeTe MPOCMOTPETb X0 BbINOSIHEHUSA 32434 BO BPEMS YA aNIeHUS.

YT06bI BpYYHYIO YAanuTb areHT 6e3onacHocTyu Bitdefender ¢ komnbtoTepa ¢ OC
Linux:

1.
2.

3.

OTKpoOWTe TepMUHan.

MonyunTe KoHeBoOW AoCTyn (root) C MOMOLLbIO KOMaHA su WM sudo su .

MepeiauTe C MNOMOLLbIO KOMaHAbI cd Ha cnefyloWmMn NyThb:
/opt/BitDefender/bin

3anycTtuTe CKpuNT:
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# ./remove-sve-client

5. YTo6bl NnpoaoXkuTb, BBeauTe naposb Bitdefender, ecnu oH npegycmoTpeH
NoJSIMTMKOMN 6€30MacHOCTM!.

YUT06bI BpyuHYlo YyaanuTb areHT Bitdefender c komnbloTepa ¢ OC Mac:
1. Otkpounte Finder > Applications .

2. OtkpowTe nanky Bitdefender .

3. MepenpoeepbTe Bitdefender Mac JenHcTannauyumsa.

4

. B okHe noaTtBepxaeHus wenkHute [poBepuTb ©  Ypanutb, 4TOObI
NPOAOIDKUTD.

7.1.2. Ypnanenue Security Server
YT06bl yaanutb Security Server:

1. BbIKNOYUTE NUTaHWE U yaanuTe BUMPTYasbHYHO MaluuHy Security Server us
cpeabl BUpTyanusauum.

2. Bxop B GravityZone Control Center.

3. O6patutech k CeTb 1 nwmuTe Security Server Yepea HeKOTOpoe BpeMs nocre
TOro Kak Bbl yjanute BUpTyanbHyt0 MaluHy Security Server 6yaer
0TO6pPaXaTbCH KaK OTKITHOYEHHbIN.

4. YcTaHoBuTe (hnaxxok HanpoTue Security Server
5. HaxmuTe KHOMKY © YAaanuTb Ha NaHe M MHCTPYMEHTOB.

Security Server 6yaeT nepemelieH B nanky YganeHHble rge Bbl MoOXeTe
NOJIHOCTbHO YAANUTb €ro HaXkaB KHOMKY & YaanuTb Ha NaHeIn UHCTPYMEHTOB.

7.2. Ypanenue 3awutbl 06MeHa

Bbl MOXeTe yaanuTb 3awuTy o6MeHa ¢ noboro cepeepa Microsoft Exchange ¢
Bitdefender Endpoint Security Tools ¢ ycTaHOBneHHOM ponbio. Bbl MoxeTe
BbINOMHUTL yaaneHue B Control Center.

1. lMepengute B pasgen CeTb.

2. Bblbepute >Kenaembid KOHTeWHep B neBol naHenu. O6beKTbl 6yayT
oTo6paXkaTbCsl B MPaBoOW NaHenu Tabnuubl.
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3. Bbi6epuTe KOHEYHYHO TOYKY, C KOTOPOW Bbl XOTUTE YAaNUTb 3alimTy o6MeHa.

4. HaxwmuTe MepeKkoHpUrypmpoBaTb KNMeHTa B MeHI0 3agaum B BEpXHel naHenm
Tabnuupl. MoABUTCA OKHO KOHGUIypaLuu.

5. B pasgene O6wme cHumMUTe pnaxok 33awura obMeHa .
Mpepynpexaexue

B okHe KoHburypauum yéegutech, YTo Bbl BbIGpanu BCe POJN, KOTOPbIe aKTUBHbI
Ha KOHeYHoii paboyeit cTaHUMKW. B MPOTUBHOM Clydae OHM TakKe 6y Ay T yaasneHbl.

6. Haxmute CoxpaHuTb, YTO6bI CO3[aTh 3agauy.

Bbl MOXeTe npocMaTpumBaTb 3agavy U yrnpasJsidTb €0 B Cetb > 3apgauun

Ecnu Bbl X0TUTe NepeycTaHOBUTL 3aliuTy o6MeHa, o6paTuTech K «YcTaHoBKa
3awuTbl O6MeHa» (p. 68).
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8. NOJIYHEHUE CIPABKH

Bitdefender cTpemnTCs NpefocTaBUTL CBOMM KIIMEHTaM ObICTPYHO U KAYECTBEHHYHO
Texnoapepxky. Ecnvy Bac BOZHUKAN NpO6eMbl MU €CNIN Y Bac eCTb Kakne-nn6o
Bonpochkl 0 npoaykTax Bitdefender, nepeinante B Haw OHNaNH LEEHTP MOALEPIKKN.
B HeM JoOCTYNHbI pecypcbl, C MOMOLLbIO KOTOPbIX MOXHO 6bICTPO HAaNTU peLleHne
unu oteeT. Vnm npn He06X0ANMOCTU MOXHO 06PaTUTLCA B CIYXXOY NoanepXKu
knueHToB Bitdefender. MNpeacTaBuTeny cnyx6bl NoaAAePXKK 6bICTPO OTBETAT Ha
BCE BOMPOCHI U OKaXyT HEO6XOAUMYHO MOMOLLb.

MpumeyaHmne
B ueHTpe Texnoanep>Kkv MOXHO HanTu MHGOpPMaLUIO 0 MpefoCcTaBAsEMbIX YCNyrax
TeXNoAAEPXKKHU, a TakxXKe npaBunax nx npenocrtaByieHUA.

8.1. LlenTp nopaepxku Bitdefender

Bitdefender LleHTp noaaep>kku aTo pasgen, r4e Bbl HanZeTe BCHO HEOOXOAMMYHO
nomoLlb no npoayktam Bitdefender.

ﬂ,OCTyrIHbIe pecypcCbl MOXXHO UCMOJIb30BaThb AJ1A 6bICTpOFO HaXoXXOeHUA pelleHnd
Wnn oTBeTa:

« CTtaTbyu 6a3bl 3HaHWUN
« ®opyM noapepxku Bitdefender
« [JokymeHTauus No npoayKTy

Tak)Ke MOXHO BOCMOJIb30BaTbCA MOWCKOBOW CUCTEMOW AN MNOJyYeHus
JOMOSNHUTESIbHbIX CBeAEeHU O KOMMbIOTEPHOW 6€30MacHOCTH, MpOoAYKTaXx
Bitdefender u camon koMmnaHuu.

CTtaTbyu 6a3bl 3HAHUM

baza sHaHuM Bitdefender - oHnawvH xpaHunuuwe wuHpopmaumm o npoaykKTax
Bitdefender. 3gecb xpaHsATca B yao6HOM gns goctyna ¢opmate oTYyeTbl O
pesysnbTaTax TeKYWMX onepauuin No TEXHUYECKOW NMoAfep>KKe U UCTIPaBJIEHUIO
OLLMOOK, BbIMOSIHAEMbIX CNYXX601 Noaaep>XXku u paspaboTtku Bitdefender, a Takke
CTaTb¥ MO MPEeAOTBPALLEHMIO 3apaXXeHWUs BUPYyCaMM, YNPABIEHUIO peLleHnsIMM
Bitdefender c nogpo6HbIMK pasbsCHEHUAMM, @ TaKXe Aapyras uHGopmauus.

basa 3HaHui Bitdefender oTkpbiTa Ans obuwero AocTyna C BO3MOXHOCTbHO
cBo6oaHoro noucka. Bitdefender copepxut o6wupHyto UHbOpMaLMIO,

MonyyeHune cnpaBku 80


http://www.bitdefender.com/support/business.html
http://www.bitdefender.com/support/business.html

Bitdefender Grawt\/Zome

unfollow the traditional

npegocTaBnssi  KAMEHTaM Heob6XoAuMMble TexHuU4Yeckue cBefeHusa. Bce
JeicTBytoLme MHGOPMaLMOHHbIE 3anNpoChl UK 0TYeThbl 06 OLIMBKaX, MoCcTynatoLme
oT KnimeHTOoB Bitdefender, MoryT 6b1Tb HalaeHbI B 6a3e 3HaHWI Bitdefender, Takue
KaK OTYeTbl MO MCMpaBJIEHUAM, YCTPAHEHUIO Henonagok M uHopmMaumnoHHble
cTaTbu, AononHswWwme daisbl CpaBoK NPOAYKTOB.

basa 3HaHui Bitdefender pns 6u3Hec-NpoAyKTOB AOCTYyNHa B N060e BpeMmst -
http://www.bitdefender.com/support/business.html.

®opym nogaepxku Bitdefender

dopym Texnognepxku Bitdefender npegoctaenaet nonb3osatenam Bitdefender
NPOCTON CNOCO6 He TOJNIbKO NOJTYyYUTb HEOHXOAMMYHO MOMOLLb, HO M MOMOYb APYTUM.
Mo>kHO ony6nukoBaTh NHOOYH NPo6aEMY MM BOMPOC, CBA3aHHbIE C NPOAYKTOM
Bitdefender.

CneunanucTbl Cny6bl TeXHUYecKo noaaepxku Bitdefender oTcnexxmsatoT HoBble
cooblieHns Ha (opyMe, YTO MO3BOJIAET CBOEBPEMEHHO pearMpoBaTb Ha Bce
BOMNpocCbI NoJib3oBaTesieit. Ha hopyme TakxKe ecTb BO3MOXHOCTb MONYyYnTb OTBET
WM y3HaTb 0 cnoco6ax pelleHus NnpobneMbl 0T 60Jiee oNbITHbIX MNoJIb30BaTeNen
Bitdefender.

Mepen nybnmkaumen cBoero coobLeHUst 0 NpobremMe UM Bonpoca, BbIMOSHUTE
MOMCK MOXO0XWUX UJIM CBA3aHHbIX TeM Ha dhopyMme.

®opym TEXNOAAEPKKMN Bitdefender JOCTyneH no appecy
http://forum.bitdefender.com, Ha NATU pasNUYHbIX A3bIKaX: aHINTMNCKOM, HEMELLKOM,
(bpaHLy3CKOM, MCMAHCKOM M PYMbIHCKOM. HaxXMuTe ccbifiky 3auguTta 6usHeca,
yTO6bI NEPENTM B pasaen NpoAyKToB Assl busHeca.

JIoOKyMeHTaLus no NpoAyKTy

JloKyMeHTauus No NpoayKTy ABASETCSA CaMbIM MOJHbIM UCTOYHUKOM UHOpMaLmK
0 NpoAyKTe.

HaxXmuTte cBoe MMA Nnosib3oBaTeNst B BEpXHEM NPaBOM Yriy KOHCONN, Bbi6epuTe
CnpaBKa 1 nogfep)xka , a 3aTeM CCbINIKy UHTEPECYIOLLLEero Bac PyKOBOACTEA.
PykoBOACTBO OTKpOETCA Ha HOBOW BKNaaKe Ballero 6paysepa.

8.2. O6paLLeHue 3a NOMOLLbIO

Bbl MoeTe 06paTUTbCA 3a MOMOLLbIO B Hall OHMakH LleHTp noanepkku.
3anosiHUTe KoHTakTHaa hopMa 1 NPUMUTE.
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8.3. Micnonb3oBaHMe MHCTPYMEHTOB NOALEPXKKM

MHCprMeHTbIHOAAGDMKM(mavnyzoneCO3AaHquTO6blHOMquﬂOﬂb3OBaTeﬂHM
n cneynanuctaMm nogaepXkKym ynpoctuTtb npepocrtaB/ieHne H606XOAMMOﬁ
MH¢OpMauWAAﬂﬂyCTpaHeHMHHeHOHBAOK.3aﬂyCTMTeMHCprMeHTHOAAerKM
Ha ﬂeﬁCTByKnuMX KOMMNbKOTEPaAaxXx U OTnpaBbTe apxumB C MH¢opM3umeﬁ o
BblABJIEHHbIX HEMONAaAKaxX B NpeaCTaBUTENIbCTBO NOAAEPXKKN Bitdefender.

8.3.1. Ucnonb3oBaHMe MHCTPYMEHTA NOALEPXKKM HA ONepPaLMOHHbIX
cuctemax Windows

3anyck npuioxeHusi UIHCTpYMeHT noafepiKKu

YT0o6bl CO3AaTh XYypHan Ha 3apaXXeHHOM KOMMbHTepe, UCMOoJIb3yNTe OAUH U3
cneayoLLMX Crnoco6oB:

o KomaHpgHas cTpoka
Ins no6bix npobnem ¢ BEST, ycTaHOBNIEHHbIM Ha KOMMbIOTEpE.

o [pobnema c ycTaHOBKOM
Ons cutyaumn, korga BEST He ycTaHOBMEH Ha KOMMbIOTEpPe M YCTaHOBKA
3aBepLlaeTCcs HeyfauHo.

MeToj, KOMaHAHON CTPOKU

Mcnonb3yss KOMaHAHYH CTPOKY, Bbl MOXeTe cobupaTb XXypHanbl MpsMO C
3apaXxeHHOro KoMnbloTepa. 3TOT METO/, NoJsie3eH B CUTyaLUsX, Korga y Bac HeT
Joctynak LLeHTpy ynpaBneHusi GravityZone unn KoMnboTep He B3anMoAeNCTBYeT
C KOHCOJbIO.

1. OTKpOMTE KOMaHAHYI CTPOKY C MpaBamMu agMUHUCTpaTopa.
2. lMepeiguTe B NanKy ycTaHOBKM NpoAyKTa. MyTb N0 yMOMYaHUIO:

C:\Program Files\Bitdefender\Endpoint Security

3. CobepuTe U COXpaHUTE XypHarbl, BbINOMHUB 3TY KOMaHay:

Product.Support.Tool.exe collect

JKypHasnbl N0 yMONYaHUIO COXPaHAKTCAB C: \ Windows \ Temp .
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Mpu XXenaHuu, ecnn Bbl XOTUTE COXPaHUTL XXYpHaN CpeacTBa NoAAEPXKKU B
NPOM3BOJIbHOM MECTe, UCMOJIb3YiTe MyTb K NapameTpy:

Product.Support.Tool.exe collect [path="<path-to-file>"]

Mpumep:

Product.Support.Tool.exe collect path="D:\Test"

MNMoka KoMaHAa BbINOJIHAETCSA, Bbl MOXETE 3aMeTUTb UHAMKATOP BbIMNOSIHEHMUS
Ha akpaHe. Korga npouecc 3aBeplleH, B BbIXOAHbIX AaHHbIX 0To6paXkaeTcs
MM apXMBa, COAEPXKALLLErO XXYPHaJIbl, ¥ €ro MECTOMOJIOXKEHME.

YTt06bl OTMpaBUTHL XYypHanbl B cnyx6y noapepxku Bitdefender Enterprise,
nepengute B C:\Windows\Temp WK B NO/Ib30BaTeIbCKOE MECTOMOIOXEHNE U

HaguTe apxuBHbIK Gann ¢ uMeHeM ST [computername] [currentdate].
MpukpennTe apxmB K 3asiBKe B CNY)XXOY NOALEPXKKN AN AaNbHENLLIEro yCTpaHeHns

Henonaaok.

po6nema ¢ ycTaHOBKOM

1. YT06bI 3arpy3nTb MHCTPYMEHT nogaep>ku BEST, HaxkmuTe 3pechb.
3anycTuTe ucnosHsieMbl pain oT UMeHM agMuUHUCTpaTopa. MosIBUTCS OKHO.
BbibepuTe MecTo A COXpaHEHUs! apXmnBa XXYpPHasoB.

Moka XXYpPHanbl co6v|pa+0Tc;1, Bbl YBUAUTE Ha 9KpaHe UHAUKATOP BbINOJIHEHUA.
Korga npouecc 3aBeplleH, B BbIXOAHbIX AAaHHbIX OTO6pa)KaeTCﬂ nMA apxuea
N ero MecTononoxeHue.

YT06bl OTMpaBUTHL XypHanbl B cnyx6y noaaepxku Bitdefender Enterprise,
nepenanTe B BbI6paHHOE MECTOMNOJIOXEHME U HaANTe apXUBHbIV haiis Cc UMEHEM
ST [computername] [currentdate].[Ipukpenute apxms K 3asiBke B CNyX6y

nogaepXkun ona JanbHeunwero YyCTpaHeHNAa HenoJiaaok.

8.3.2. cnonb3oBaHue UHCTPYMEHTa NOAAePXKKN Ha onepaLuoHHbIX
cucTemax Linux

[ns onepauMoHHbIX CUCTeM LinuxX MHCTPYMEHT NoAAEePXXKU UHTEPUPOBAH B areHT
6e3onacHocTu Bitdefender.
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[nsa c6opa vHdpopmaumm o cucteme Linux ¢ UCnonb3oBaHWEM MHCTPYMeHTa
NoAAEPXKKK, 3anyCTUTE CNeAYHOLLYI0 KOMaHAY:

# /opt/BitDefender/bin/bdconfigure

ncnonb3ya cnegyrowe AOCTynHbIE onuun:

« —-help COCTaBUTb CMNUCOK BCEX KOMAHA MHCTPYMEHTa NoAAEPXKN

« enablelogs Anda BKJTHOYEHUA XXYpHanmpoBaHuA npoAykKTa 7]
KOMMYHMKaLUUOHHOIo Moayna (Bce CcepBUCHI 6y,D,YT aBTOMaTU4YeCKU
nepeaanyu.l,eHb|)

e disablelogs anda OTKJTIO4YeHUA XXypHanupoBaHua npoaykTa 7]
KOMMYHUWKaLUMOHHOro Mogaynss (Bce cepBUCbl 6yayT aBTOMaTUYeCcKM
nepesanyLieHbl)

e deliverall 4To6bl CO3AaThb:

— ApXuB, COLEpXKaLl i XXypHabl NPOAYKTa U MOAYNA CBA3U, f,OCTaBJIEHHbIN
B nanky /tmp B cneapyrmouem d)opmaTe:
bitdefender machineName timeStamp.tar.gz.

[Mocne Toro Kak cosfiaH apxuB:

1. Mpu OTKNOYEHUU XypHanMpoBaHua BaM 6yaeT BbigaH 3anpoc. Mpu
Heo6X0AMMOCTHM CIyXX6bl aBTOMaTUYECKM Nepe3anycTaTcs.

2. TMpu ypaneHuu xypHanoB BaM 6yfeT BblfaH COOTBETCTBYHOLLMI 3anpoc.

o« deliverall -default NpegocTaBAsieT TaKyto e MHopmauuto, Kak u B
npeabiayLen onuun, Ho AEUCTBUS NO YMONYaHUIO 6yAyT 0TOOpPaXKeHbI B lorax
6e3 3anpoca noJibaoBaTtess ()KypHasbl OTK/IHOUEHbI U yAaseHbI).

Bbl TakXe MOXeTe 3anyCcTUTb KOMaHay /bdconfigure NpAMO 13 nakeTta [BEST

SHORT] (MonHbIi unm 3arpy3unk) 6e3 ycTaHOBKM NpoAyKTa.

[Onsa coobuieHnna o npobneme GravityZone, BO3AENCTBYIOLLEN Ha Bally CUCTEMY
Linux, BbINOSIHUTE CNEeAYHOLLME LWaru, UCMOJIb3ysi paHee ONUCaHHbIE OMNLMU:

1. BknounTe XypHanMpoBaHue NpoayKTa u KOMMYHUKaLMOHHOIO MOAYNA.
2. lMonbiTanTecb BOCNPOWU3BECTM NPobNemy.

3. OTKNAYUTE XYypHasbl.
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CospaiTe apxuB XXypHaJsoB.

OTKpoWTe obpalleHne B Cny6y NoaAepXKW, ucnonb3ysa ¢opmy, KoTopas
AOCTYMNHa Ha cTpaHuue Momowb &Mogaepxka B Control Center, c onucaHnem
Npo6siIeEMbI U NPUKPENJIEHHBIM apXUBOM XKYpPHasI0B.

NHCTpyMeHT noafepXku ans Linux npegocTaBnsieT CleayroLwyo MHGopMaLmio:

etc, var/log, /var/crash (ecnu QOCTYMNHO) U var/epag NanKU U3 Nanku
/opt/BitDefender, KOTOpble COAepXXaT XypHanbl u HacTpolku Bitdefender

Qann /var/log/BitDefender/bdinstall.log COAEPXUT MHDOPMALUIO
Mo yCTaHOBKe

Qannnetwork. txt, KOTOPbIA COAEPXKUT MHPOPMALIMIO O CETEBbIX HACTPOMKaX
/ 0 BOCTYMHOCTM MaLLUUH

@ann product. txt, BKIOYasa cogepxumoe Bcex (amnoB update.txt U3
/opt/BitDefender/var/lib/scan W NOJIHbIN PEKYPCUBHbINA CMIMCOK BCEX
dainoB n3 /opt/BitDefender

Qann system.txt, KOTOPbIN COAEPXUT OOLLYIO CUCTEMHYIO MHDOPMaLUIO

(Bepcus aucTpubyTuBa u AApa, 4OCTYNHas onepaTUBHasA NaMATb U CBO6GOAHOE
MECTO Ha XXeCTKOM AucKe)

@Qann users. txt, KOTOPbIA COAEPXKUT MHDOPMaLMIO O NoNb3oBaTene

pyryto cucTemHyto MHhOPMaLMIO, KacatoLLyHCA NMPOAYKTA, TaKyHo Kak BHELLHee
ceTeBOe B3aMMOZAENCTBME NPOLECCOB M UCMOMIb30BaHUe NpoLeccopa

CucteMHble XypHansbl

8.3.3. cnonb3oBaHne UHCTPYMEHTOB NOAAEPXKKMN HA OnepaLMOHHbIX
cucremax Mac

Mpu oTnpaBKke 3anpoca B Trpynny TexHudeckon nopgepxku Bitdefender,
Heo6Xx0ANMO NPeAoCTaBUTL CHeAYHOLLYI0 MHPOpMaLuIo:

Moppo6Hoe onucaHue Npo6sieMbl, C KOTOPOKN Bbl CTONKHYJIUCh.
CKpUVHLWIOT (ecniv BO3MOXHO) coobliieHNs 06 oLunbKe, KOTOPOE NoABNAETCS.

XXypHan MHCTpyMeHTa NoaJepXKu.
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YTo6bl cobpaTb MHbOpMauuio o Mac-cucTeMe C MOMOLLbH WMHCTPYMEHTa
NoAAEPXKK:

1. CkavanTte ZIP-apxuB, cofep>Xalini MUHCTPYMEHT NOALEPXKKM.

2. WsBnekute pann BDProfiler. Tool u3 apxuBa.

3. OTKpowuTe OKHO TepMMHana.

4. TlepenanTe K nanke, cogepxatlew dbann BDProfiler.tool.
Hanpumep:

cd /Users/Bitdefender/Desktop;

5. [Oo6aBbTe pa3peLleHue Ha BbINosHeHUe daiina:

chmod +x BDProfiler.tool;

6. 3anycTuTe MHCTPYMEHT.
Hanpumep:

/Users/Bitdefender/Desktop/BDProfiler.tool;

7. Haxmute Y u BBeguTe napofb, Korga MNosiBUTCSA 3anpoc BBoAa Mnapons
aAMUHUCTpaTopa.

MopoXAauTe napy MUHYT, MOKa MHCTPYMEHT He 3aKOHUYMT co3faHue XxypHasna.
MonyyeHHbin dain apxuea ( Bitdefenderprofile_ output. Zip ) noseutcs Ha
pabouem cTone.

8.4. KoHTaKTHas uHhopmaums

9ddekTUBHOE B3aMMOAeNCTBUE C KIIMEHTAMU SIBAAETCS 3aJI0rOM YCMELIHOro
6usHeca. 3a nocnegHue 18 net Bitdefender ypanocb 3aBoeBaTh 6eCCNOpHbIN
aBTOPUTET CPeAM CBOVX KIIMEHTOB U MAapTHEPOB 3a CYET ONEPEXEHUS UX OXXMAAHWUN
U NOCTOSIHHOIO YNYYLIEHUS] OTHOLIEHUA C HUMU. Mbl 6yaieM pafibl OTBETUTH Ha
BCe BallUu BONPOCHI U PELLUTb BaLLU NPO6SIEMbl — He CTECHAAWTECH, 06paTUTECh K
HaM 3a NOMOLLbHO.
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8.4.1. Appeca Beb-canToB

OTpen npogax: enterprisesales@bitdefender.com

LeHTp nogpepxku:http://www.bitdefender.com/support/business.html
JokyMeHTauus: gravityzone-docs@bitdefender.com

MecTHble aucTpubbloTopbl:http://www.bitdefender.com/partners
MapTHepckue nporpaMmbl: partners@bitdefender.com

OTpen no ceassM co CMU: pr@bitdefender.com

BupycHast nabopatopusi: virus_submission@bitdefender.com
Cnam-na6opatopus: spam_submission@bitdefender.com

CoobuieHne o HapyLlleHusx: abuse@bitdefender.com

Be6-canT: http://www.bitdefender.com

8.4.2. MeCTHble JUCTPUOLIOTOPDI

MecTHble aucTpubbioTopbl Bitdefender rotoBbl 0TBETUTH Ha BCe BOMPOCHI
KOMMEPYECKOro 1 06LL,ero xapaktepa, HaxoAsilmecs B MX KOMMeTEHLNN.

YT06bI HaTK aUCTpUbLIOTOPa Bitdefender B Balueit cTpaHe:
1. Mepengute K http://www.bitdefender.com/partners.
2. Nepengute K NMonck napTHepoOB.

3. KoHTakTHas mHdopmMauma MecTHbIXx aucTpubbioTopoB Bitdefender 6ypet
oTo6paXkeHa aBTomMaTuyecku. Ecrin aTo He NpounsoLLio, BbiGepuTe Ballly CTPaHy,
4YTO6bI MPOCMOTPETb UH(OpMaLUIO.

4. Ecnn He ypanocb Hantu aucTpubbioTopa Bitdefender B Bawen cTpaHe,
CBSIXXMTECb C HaMW N0  ajApecy  3/eKTPOHHOW  MOYThI
enterprisesales@bitdefender.com.

8.4.3. Opuchbl Bitdefender

Odwmcbl komnaHum Bitdefender rotoBbI 0TBETUTL Ha BCE BOMPOCHI KOMMEPYECKOrO
M 06LLEero xapakTepa, HaxogsLmecs B UX KOMneTeHUun. Huxe npmeefeHbl agpeca
N KOHTaKTHas uHpopMauusi opucos.

CLLA

Bitdefender, LLC
PO Box 667588
Pompano Beach, Fl 33066
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United States

TenedoH (Npoaaxu & TexHnyeckas noaaepxka): 1-954-776-6262
Mpopaxu: sales@bitdefender.com

Caur: http://www.bitdefender.com

LleHTp nogaepxku: http://www.bitdefender.com/support/business.html

®paHuus

Bitdefender

49, Rue de la Vanne

92120 Montrouge

®dakc: +33 (0)1 47 3507 09

TenedoH: +33 (0)1 47357273

E-mail: b2b@bitdefender.fr

Be6-canT: http://www.bitdefender.fr

LlenTp nogaepxku: http://www.bitdefender.fr/support/business.html

WcnaHus

Bitdefender Espana, S.L.U.

Avda. Diagonal, 357,1° 12

08037 Barcelona

Espana

®akc: (+34) 93 21791 28

TenedoH (office & sales): (+34) 9321896 15

TenedoH (TexHWYeckas noanepxka): (+34) 93 502 69 10

Mpopaxu: comercial@bitdefender.es

Be6-canT: http://www.bitdefender.es

LleHTp nogpep>xku: http://www.bitdefender.es/support/business.html

'epmaHus

Bitdefender GmbH

Technologiezentrum Schwerte

Lohbachstrasse 12

D-58239 Schwerte

Deutschland

TenedoH (office & sales): +49 (0) 2304 94 51 60

TenedoH (TexHnuyeckas nogaepxxka): +49 (0) 2304 99 93 004
Mpopaxu: firmenkunden@bitdefender.de
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Be6-canT: http://www.bitdefender.de
LleHTp nogaepxku: http://www.bitdefender.de/support/business.html

Benuko6putanus n Upnanaus

Genesis Centre Innovation Way

Stoke-on-Trent, Staffordshire

ST6 4BF

UK

TenedoH (Npoaaxkn & TexHnyeckas nogaepxka): (+44) 203 695 3415
E-mail: info@bitdefender.co.uk

Mpopaxu: sales@bitdefender.co.uk

Be6-canT: http://www.bitdefender.co.uk

LleHTp nogaepxku: http://www.bitdefender.co.uk/support/business.html

PymbiHus

BITDEFENDER SRL

Orhideea Towers

15A Orhideelor Street

060071 Bucharest, Sector 6

dakc: +40 21 2641799

TenedoH (Npopaxu & TexHnyeckas nogaepxxka): +40 21 2063470
Mpopaxu: sales@bitdefender.ro

Be6-canT: http://www.bitdefender.ro

LleHTp nogaepxxku: http://www.bitdefender.ro/support/business.html

06beaunHeHHble Apabekne IMUpaTtbl

Bitdefender FZ-LLC

Dubai Internet City, Building 17

Office # 160

Dubai, UAE

TenedoH (nNpojaxu & TexHuWdeckass nopjepxkka): 00971-4-4588935 /
00971-4-4589186

dakc: 00971-4-44565047

Mpopaxu: sales@bitdefender.com

CanT: http://www.bitdefender.com

LleHTp nogpep>xku: http://www.bitdefender.com/support/business.html
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Bitdefeer Gravit

A. lMpunoxeHus

A.1. MNoapepxxuBaemMble TUNbl hannos

MexaHu3Mbl CKAHUPOBAHUA Ha HaM4Me BPEeOOHOCHbIX MPOrpaMMm, BKJTHOYEHHbIE
B pelleHus 6e3onacHocTu Bitdefender, MmoryT ckaHupoBaTb Bce Tunbl (ansos,
KOTOpble MOryT copepXaTb yrpo3bl. CAMCOK HMXe BKJOYaeT Haubosee
pacnpocTpaHeHHble TUMbl HannoB, KOTOPble aHaIM3UPYHOTCA.

{*; 386; 3g2; 3gg; 7z; abp; ac; accda; accdb; accdc; accde;
accdr; accdt; accdu; acl; acm; acr; action; ade; adp; ain;
air; app; ar; arc; arj; as; asd; asf; asp; au; avi; awk; ax;
bas; bat; bin; bmp; boo; bz; bz2; bzip2; cab; cal; cgi; chm;
cla; class; cmd; cnv; com; cpio; cpl; cru; crush; csc; csh;
dat; dcx; deb (with gzip, bzip2, xz); dek; dld; dll; dmg (with
HFS); doc; docm; docx; dot; dotm; dotx; drv; drw; ds; dsé4;
dtd; ebm; emf; eml; eps; esh; exe; ezs; fky; frs; fxp; gadget;
gif; grv; gx2; gz; gzip; hap; hlp; hms; hta; htm; html; htt;
iaf; icd; ico; img; inf; ini; inx; ipf; iso; isu; jar; Jfif;
jpe; jpeg; Jjpg; Jjs; Jse; Jjsx; kix; laccdb; lha; 1lzh; 1lnk; maf;
mam; maqg; mar; mat; mcr; mda; mdb; mde; mdt; mdw; mem; mhtml;
mid; mmf; mov; mp3; mpd; mpeg; mpg; mpp; mpt; mpx; msS; msg;
msi; mso; msp; mst; msu; nws; oab; obd; obi; obs; obt; ocx;
odt; oft; ogg; ole; one; onepkg; osci; ost; ovl; pa; paf; pak;
pat; pci; pcx; pdf; pex; pfd; pgm; php; pif; pip; png; pot;
potm; potx; ppa; ppam; pps; ppsm; ppsx; ppt; pptm; pptx; ppz;
prc; prf; prg; psl; psd; psp; pst; pub; puz; pvd; pwc; pwz;
Py:; pyc; pyo; gpx; gt; gxd; ra; ram; rar; rbx; rgb; rgs; rm;
rox; rpj; rpm (with cpio, gzip, bzip2, xz); rtf; scar; scr;
script; sct; sdr; sh3; shb; shs; shw; sit; sldm; sldx; smm;
snp; snt; spr; src; svd; swf; sym; sys; tar; tar.z; tb2; tbz2;
td0; tgz; thmx; tif; tiff; tlb; tms; tsp; tt6; u3p; udf; ufa;
url; vb; vbe; vbs; vbscript; vwp; vxd; wav; wbk; wbt; wcm;
wdm; wiz; wks; wll; wmf; wml; wpc; wpf; wpg; wpk; wpl; ws;

ws2; wsc; wsf; wsh; xar; x1; xla; xlam; xlb; xlc; x11; xlm;
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x1ls; xlsb; xlsm; xlsx; xlt; xltm; xltx; xlw; xml; xgt; xsf;

xsn; xtp; xz; z; zip; zl1l?; zoo
A.2. 06bekTbl Sandbox Analyzer

A.2.1. Mopaepxusaemble Tunbl n Pacwmnpenus Ganos ana OTnpaBku
BpyuHyio

MopaepXXMBarOTCA CNeayoLne pacluMpeHmns, KoTopble MOryT 6biTb NPOBEPEHbI
Bpy4YHyto B Sandbox Analyzer:

Batch, CHM, DLL, EML, Flash SWF, HTML, HTML/script, HTML
(Unicode), JAR (archive), JS, LNK, MHTML (doc), MHTML (ppt),
MHTML (x1ls), Microsoft Excel, Microsoft PowerPoint, Microsoft
Word, MZ/PE files (executable), PDF, PEF (executable), PIF
(executable), RTF, SCR, URL (binary), VBE, VBS, WSF, WSH,
WSH-VBS, XHTML.

Sandbox Analyzer MoxeT 06Hapy>XMBaTb BbILLEYNOMSAHYTbIE TUMbI hannos, ecnu
OHM BKIFOYEHbI B apXUBbI CNeAyOLWNUX TUMOB: 7z, ACE, ALZip, ARJ, BZip2,

cpio, GZip, LHA, Linux TAR, LZMA Compressed Archive, MS
Cabinet, MSI, PKZIP, RAR, Unix Z, ZIP, ZIP (multivolume), ZOO,
X7.

A.2.2. Tunbl ®aitnos Moaaepxusaemoble [peasapuTenbHoOM
®unbtpaumen KonteHTta npum ABTomatudeckon OTnpaBke
MpepBapuTenbHas GUbTpaLUsa KOHTEHTa onpeaennuT KOHKpPeTHbIM Tun danna ¢

NOMOLLbKD KOMOMHALMK, KOTOopasi BK/OYaeT B cebsa coAep)XMmoe o6bekTa U
paclumpeHune. 3To 03HaYaeT, YTO UCMONHAEMBIN dali ¢ pacluMpeHneM . tmp 6yaeT

pacrno3HaH KakK MPWUIOXKEHUE U, eCIM OH OKaXXeTCH MOA03pUTEeNbHbIM, ByaeT
oTnpasneH B Sandbox Analyzer.

o [Mpunoxenua - dannbl dopmata PE32, BkAOYas, HO He OrpaHUYMBasiCb
cnefyrwmmMmm paclliMpeHnamMun: exe, dll, com.

« [lokymeHThbI - painbl popmaTa [OKYMEHTa, BKIIKOYas, HO He OrpaHUYnBasChb
cneayrownmMm paclumpeHnamm: x1sx, xls, ppt, doc, docx, dot, chm,
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x1lm, docm, dotm, potm, potx, ppam, ppax, PpPS, pPpsm, pptx,
sldm, sldx, xlam, xlm, xltm, rtf, pdf.

o CueHapuu: ps, wsf, ws, php, py, Js, vb, vbs, pyc, pyo, wsc,
wsh, pscl, Jjse, vbe.

« ApxuBbl: zip, jar, 7z, bz, bz2, tgz , msi, rar, rev, z, arj,
iso, lha, 1lhz, uu, uue, xxe, lzma, ace, r00.

. Mouty (coxpaHeHHyto B (haitnoBor cucteme).eml, tnef.

A.2.3. UckntoueHus Mo YMmonyaHuio B ABToMaTuyeckon OTnpaBke

asc, avi, bmp, gif, Jjpeg, Jpg, mkv, mp4, pgp, png, txt.

A.3. flppa, nogaepxuBaemble JaTYNKOM UHLULEHTOB

JaTuvK MHUUEHTOB NOAAEPXUBAET ClneayoLmne aapa:

Amazon Linux AMI

Amazon 4.14.101-75.76.amznl.x86 64 x86 64
Amazon 4.14.101-91.76.amzn2.x86 64 x86 64
Amazon 4.14.104-78.84.amznl.x86 64 x86 64

Amazon 4.14.104-95.84.amzn2.x86 64 x86 64
Amazon 4.14.106-79.86.amznl.x86 64 x86 64
Amazon 4.14.106-97.85.amzn2.x86 64 x86 64
Amazon 4.14.109-80.92.amznl.x86 64 x86 64
Amazon 4.14.109-99.92.amzn2.x86 64 x86 64
Amazon 4.14.114-103.97.amzn2.x86 64 x86 64
Amazon 4.14.114-105.126.amzn2.x86 64 x86 64
Amazon 4.14.114-82.97.amznl.x86 64 x86 64
Amazon 4.14.114-83.126.amznl.x86 64 x86 64
Amazon 4.14.121-109.96.amzn2.x86 64 x86 64
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121-85.96.amznl.x86_64 x86_ 64
.123-111.109.amzn2.x86_64 x86_64

123-86.109.amznl.x86 64 x86_64
128-112.105.amzn2.x86_ 64 x86_64

.128-87.105.amzn1.x86_64 x86_ 64
.14.

133-113.105.amzn2.x86_64_x86_64
133-113.112.amzn2.x86_64 x86_64

.133-88.105.amzn1.x86_64 x86_64
.14.

133-88.112.amznl.x86 64 x86_ 64
138-114.102.amzn2.x86 64 x86_64

.138-89.102.amzn1.x86_64 x86_ 64
.14.

143-118.123.amzn2.x86_64 x86_64
143-91.122.amznl.x86_ 64 x86_64

.146-119.123.amzn2.x86_64 x86_64
.14.

146-120.181.amzn2.x86 64 x86_64
146-93.123.amznl.x86 64 x86_64

.152-124.171.amzn2.x86_64 x86_64
.14.

152-127.182.amzn2.x86_ 64 x86_64
152-98.182.amznl.x86 64 x86_64

.154-128.181.amzn2.x86_64 x86_64
.14.

154-99.181.amznl.x86_ 64 x86 64
158-101.185.amznl.x86 64 x86 64

.158-129.185.amzn2.x86_64 x86 64

165-102.185.amznl.x86 64 x86 64
165-103.209.amznl.x86 64 x86 64

.165-131.185.amzn2.x86_64 x86 64

unfollow the traditional
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Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon

Amazon
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.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.

165-133.

171-105.
171-136.
173-106.
173-137.
173-137.
177-107.
177-139.
177-139.
181-108.
181-140.
181-142.
186-110.
186-146.

209.

231
231

229.

228

229.

254
253
254
257
257
260
268
268

amzn?2

.amznl

.amzn?2

amznl

.amzn?2

amzn?2

.amznl
.amzn?2
.amzn?2
.amznl
.amzn?2
.amzn?2
.amznl

.amzn?2

.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86_64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64
.x86_64_x86 64

26-46.
26-54.
33-51.
33-51.
33-59.
33-59.
42-52.
42-61.
47-56.
47-63.
47-64.
51-60.

32
32
34
37
34
37
37
37
37
37
38
38

.amznl
.amzn?2
.amznl
.amznl
.amzn?2
.amzn?2
.amznl
.amzn2
.amznl
.amzn2
.amzn2

.amznl

.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64
.x86_64_x86_64

unfollow the traditional
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unfollow the traditional

Amazon 4.14.51-66.38.amzn2.x86_ 64 x86 64
Amazon 4.14.55-62.37.amznl.x86 64 x86 64
Amazon 4.14.55-68.37.amzn2.x86_ 64 x86 64
Amazon 4.14.59-64.43.amznl.x86 64 x86 64
Amazon 4.14.59-68.43.amzn2.x86_ 64 x86 64
Amazon 4.14.62-65.117.amznl.x86 64 x86 64
Amazon 4.14.62-70.117.amzn2.x86 64 x86 64
Amazon 4.14.67-66.56.amznl.x86 64 x86 64
Amazon 4.14.67-71.56.amzn2.x86_ 64 x86 64
Amazon 4.14.70-67.55.amznl.x86 64 x86 64
Amazon 4.14.70-72.55.amzn2.x86_ 64 x86 64
Amazon 4.14.72-68.55.amznl.x86 64 x86 64
Amazon 4.14.72-73.55.amzn2.x86_ 64 x86 64
Amazon 4.14.77-69.57.amznl.x86 64 x86 64
Amazon 4.14.77-70.59.amznl.x86 64 x86 64
Amazon 4.14.77-70.82.amznl.x86 64 x86 64
Amazon 4.14.77-80.57.amzn2.x86_ 64 x86 64
Amazon 4.14.77-81.59.amzn2.x86_ 64 x86 64
Amazon 4.14.77-86.82.amzn2.x86 64 x86 64
Amazon 4.14.88-72.73.amznl.x86 64 x86 64
Amazon 4.14.88-72.76.amznl.x86 64 x86 64
Amazon 4.14.88-88.73.amzn2.x86 64 x86 64
Amazon 4.14.88-88.76.amzn2.x86 64 x86 64
Amazon 4.14.94-73.73.amznl.x86 64 x86 64
Amazon 4.14.94-89.73.amzn2.x86 64 x86 64
Amazon 4.14.97-74.72.amznl.x86 64 x86 64
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Amazon 4.14.97-90.72.amzn2.x86_ 64 x86 64

Amazon 4.9.62-10.57.amzn2.x86 64 x86 64

Amazon 4.9.70-2.243.amzn2.x86 64 x86 64

Amazon 4.9.75-1.56.amzn2.x86_ 64 x86 64

Amazon 4.9.76-38.79.amzn2.x86 64 x86 64

Amazon 4.9.77-41.59.amzn2.x86 64 x86 64

Amazon 4.9.81-44.57.amzn2.x86 64 x86 64

Amazon 4.9.85-46.56.amzn2.x86 64 x86 64

Amazon 4.9.85-47.59.amzn2.x86 64 x86 64

Cent0S

Centos 2.6.32-431.1.2.el6.centos.plus.i1686_ 1686
Centos 2.6.32-431.1.2.el6.centos.plus.x86_ 64 x86 64
Centos 2.6.32-431.11.2.el6.centos.plus.i686 1686
Centos 2.6.32-431.11.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-431.11.2.e16.1686 1686

Centos 2.6.32-431.11.2.e16.x86_ 64 x86 64

Centos 2.6.32-431.17.1.el6.centos.plus.i686 1686
Centos 2.6.32-431.17.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-431.17.1.e16.1686 1686

Centos 2.6.32-431.17.1.e16.x86 64 x86 64

Centos 2.6.32-431.20.3.el6.centos.plus.i686_ 1686
Centos 2.6.32-431.20.3.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-431.20.3.e16.1686 1686

Centos 2.6.32-431.20.3.e16.x86 64 x86 64

Centos 2.6.32-431.20.5.el6.centos.plus.i686_ 1686
Centos 2.6.32-431.20.5.el6.centos.plus.x86 64 x86 64
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Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
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Centos
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.32-431.

.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-431.
.32-504.
.32-504.
.32-504.
.32-504.

20.
20.
23.
23.
23.
23.
29.
29.
29.
29.

g o g 00 w w w

D DNDND W W W W oW,

unfollow the traditional

.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686_ 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686_ 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64

.el6.centos.plus.i686 1686

.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64

.el6.centos.plus.i686 1686

.el6.centos.plus.x86 64 x86 64
.e16.1686 1686
.el6.x86 64 x86 64

.centos.plus.1686_ 1686

centos.plus.x86 64 x86 64
i686 1686
x86 64 x86 64

.el6.centos.plus.i686 1686

.el6.centos.plus.x86 64 x86 64

.e16.1686_ 1686

.e16.x86_64 x86 64
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Centos .32-504.12.2.el6.centos.plus.i686_1686
Centos .32-504.12.2.el6.centos.plus.x86 64 x86 64
Centos .32-504.12.2.e16.1686 1686

Centos .32-504.12.2.e16.x86_64 x86_ 64

Centos .32-504.16.2.el6.centos.plus.i686_ 1686
Centos .32-504.16.2.el6.centos.plus.x86 64 x86 64
Centos .32-504.16.2.e16.1686 1686

Centos .32-504.16.2.e16.x86_64 x86_64

Centos .32-504.23.4.el6.centos.plus.i686_ 1686
Centos .32-504.23.4.el6.centos.plus.x86 64 x86 64
Centos .32-504.23.4.e16.1686 1686

Centos .32-504.23.4.216.x86_64 x86_64

Centos .32-504.3.3.el6.centos.plus.1686_ 1686
.32-504.3.3.el6.centos.plus.x86_ 64 x86 64

.32-504.3.3.e16.1686_1686

Centos
Centos

Centos .32-504.3.3.el16.x86_64 x86 64

Centos .32-504.30 el6.centos.plus.i686_ 1686

.3.

Centos .32-504.30.3.el6.centos.plus.x86 64 x86 64
.3.
.3.

Centos .32-504.30 el6.1686_ 1686

Centos .32-504.30 el6.x86 64 x86 64

Centos .32-504.8.1.el6.centos.plus.1686_ 1686
Centos .32-504.8.1.el6.centos.plus.x86 64 x86 64
Centos .32-504.8.1.e16.1686 1686
Centos .32-504.8.1.e16.x86 64 x86 64

Centos .32-504.el6.centos.plus.1686_ 1686

D DD DN DD DD DNDDNDNDDNDNDDNDNDNDDNDNDNDDNDNDDND DN
A O OO O O O O O O O O O O O O O O O O O o0 O O o o o

Centos .32-504.el6.centos.plus.x86 64 x86 64
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Centos
Centos
Centos
Centos
Centos
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Centos
Centos
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Centos
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.32-504

.32-504
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573.
.32-573
.32-573.
.32-573.
.32-573.

.elo.
.elo6.

1.1.

1.1.

1.1.

1.1.

unfollow the traditional

i686 1686

x86 64 x86 64
el6.centos.plus.i686_ 1686
el6.centos.plus.x86 64 x86 64
el6.1686 1686
el6.x86 64 x86 64

12.1.el6.centos.plus.i686_ 1686

12.
12.
12.
18.
18.
18.
18.
22.
22.
22.
22.
26.
26.
26.
26.

1

e e e T e T S S

.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686 1686
.el6.centos.plus.x86 64 x86 64
.e16.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64
.el6.centos.plus.i686 1686
.el6.centos.plus.x86 64 x86 64
.el6.1686 1686
.el6.x86 64 x86 64

.3.1.el6.centos.plus.i686 1686

.l.el6.centos.plus.x86 64 x86 64

3
3.1.e16.1686_ 1686
3

.1.e16.x86_64 x86 64
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unfollow the traditional

Centos .32-642.11.1.el6.centos.plus.i686_ 1686

Centos 2.6.32-573.7.1.el6.centos.plus.i1686 1686
Centos 2.6.32-573.7.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-573.7.1.el16.1686 1686
Centos 2.6.32-573.7.1.e16.x86 64 x86 64
Centos 2.6.32-573.8.1.el6.centos.plus.i1686 1686
Centos 2.6.32-573.8.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-573.8.1.e16.1686 1686
Centos 2.6.32-573.8.1.e16.x86 64 x86 64
Centos 2.6.32-573.el6.centos.plus.i1686 1686
Centos 2.6.32-573.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-573.el16.1686 1686
Centos 2.6.32-573.e16.x86 64 x86 64
Centos 2.6.32-642.1.1.el6.centos.plus.i1686 1686
Centos 2.6.32-642.1.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.1.1.e16.1686 1686
Centos 2.6.32-642.1.1.e16.x86 64 x86 64

2.6
Centos 2.6.32-642.11.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.11.1.e16.1686 1686
Centos 2.6.32-642.11.1.e16.x86 64 x86 64
Centos 2.6.32-642.13.1.el6.centos.plus.i686 1686
Centos 2.6.32-642.13.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.13.1.e16.1686 1686
Centos 2.6.32-642.13.1.e16.x86 64 x86 64
Centos 2.6.32-642.13.2.el6.centos.plus.i686 1686
Centos 2.6.32-642.13.2.el6.centos.plus.x86 64 x86 64
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Centos 2.6.32-642.13.2.e16.1686 1686

Centos 2.6.32-642.13.2.e16.x86 64 x86 64

Centos 2.6.32-642.15.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-642.15.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.15.1.e16.1686 1686

Centos 2.6.32-642.15.1.e16.x86 64 x86 64

Centos 2.6.32-642.3.1.el6.centos.plus.1686 1686
Centos 2.6.32-642.3.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.3.1.e16.1686 1686

Centos 2.6.32-642.3.1.e16.x86 64 x86 64

Centos 2.6.32-642.4.2.el6.centos.plus.1686 1686
Centos 2.6.32-642.4.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.4.2.e16.1686 1686

Centos 2.6.32-642.4.2.e16.x86 64 x86 64

Centos 2.6.32-642.6.1.el6.centos.plus.1686 1686
Centos 2.6.32-642.6.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.6.1.e16.1686 1686

Centos 2.6.32-642.6.1.e16.x86 64 x86 64

Centos 2.6.32-642.6.2.el6.centos.plus.1686 1686
Centos 2.6.32-642.6.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.6.2.e16.1686 1686

Centos 2.6.32-642.6.2.e16.x86 64 x86 64

Centos 2.6.32-642.el6.centos.plus.i1686 1686

Centos 2.6.32-642.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-642.e16.1686 1686

Centos 2.6.32-642.e16.x86 64 x86 64
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Centos 2.6.32-696.1.1.el6.centos.plus.i1686_ 1686
Centos 2.6.32-696.1.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.1.1.e16.1686 1686

Centos 2.6.32-696.1.1.e16.x86 64 x86 64

Centos 2.6.32-696.10.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-696.10.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.10.1.e16.1686 1686

Centos 2.6.32-696.10.1.e16.x86 64 x86 64

Centos 2.6.32-696.10.2.el6.centos.plus.i686 1686
Centos 2.6.32-696.10.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.10.2.e16.1686 1686

Centos 2.6.32-696.10.2.e16.x86 64 x86 64

Centos 2.6.32-696.10.3.el6.centos.plus.i686 1686
Centos 2.6.32-696.10.3.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.10.3.e16.1686 1686

Centos 2.6.32-696.10.3.e16.x86 64 x86 64

Centos 2.6.32-696.13.2.el6.centos.plus.i686 1686
Centos 2.6.32-696.13.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.13.2.e16.1686 1686

Centos 2.6.32-696.13.2.e16.x86_64 x86 64

Centos 2.6.32-696.16.1.el6.centos.plus.i686 1686
Centos 2.6.32-696.16.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.16.1.e16.1686 1686

Centos 2.6.32-696.16.1.e16.x86 64 x86 64

Centos 2.6.32-696.18.7.el6.centos.plus.i686 1686
Centos 2.6.32-696.18.7.el6.centos.plus.x86 64 x86 64
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Centos 2.6.32-696.18.7.e16.1686 1686

Centos 2.6.32-696.18.7.e16.x86 64 x86 64

Centos 2.6.32-696.20.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-696.20.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.20.1.e16.1686 1686

Centos 2.6.32-696.20.1.e16.x86 64 x86 64

Centos 2.6.32-696.23.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-696.23.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.23.1.e16.1686 1686

Centos 2.6.32-696.23.1.e16.x86 64 x86 64

Centos 2.6.32-696.28.1.el6.centos.plus.i686 1686
Centos 2.6.32-696.28.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.28.1.e16.1686 1686

Centos 2.6.32-696.28.1.e16.x86 64 x86 64

Centos 2.6.32-696.3.1.el6.centos.plus.1686 1686
Centos 2.6.32-696.3.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.3.1.e16.1686 1686

Centos 2.6.32-696.3.1.e16.x86 64 x86 64

Centos 2.6.32-696.3.2.el6.centos.plus.1686 1686
Centos 2.6.32-696.3.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.3.2.e16.1686 1686

Centos 2.6.32-696.3.2.e16.x86 64 x86 64

Centos 2.6.32-696.30.1.el6.centos.plus.i686 1686
Centos 2.6.32-696.30.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-696.30.1.e16.1686 1686

Centos 2.6.32-696.30.1.e16.x86 64 x86 64
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Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
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Centos
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Centos
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.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-696.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.

6.3

6.3

6.3

6.3

elé6.

elé6.
el6.i686
elé6.
10.1.el6.
10.1.el6.
10.1.el6.
10.1.el6.
11.1.el6.
11.1.el6.
11.1.el6.
11.1.el6.
12.1.el6.
12.1.el6.
12.1.el6.
12.1.el6.
14.2.el6.
14.2.el6.
14.2.el6.
14.2.el6.
15.3.el6.
15.3.el6.
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.el6.centos.plus.i686_ 1686

.el6.centos.plus.x86 64 x86 64

.e16.1686_1686
.e16.x86_64 x86_64

centos.plus.1686 1686

centos.plus.x86 64 x86 64

i686

x86_ 64 x86_ 64

centos.plus.1686 1686

unfollow the traditional

centos.plus.x86 64 x86 64

1686 1686
x86_ 64 x86_64

centos.plus.1686 1686

centos.plus.x86 64 x86 64

1686 1686
x86_64 x86_ 64

centos.plus.i1686 1686

centos.plus.x86 64 x86 64

i686_1686
x86 64 x86_ 64

centos.plus.i1686 1686

centos.plus.x86 64 x86 64

1686 1686
x86_64 x86 64

centos.plus.i1686 1686

centos.plus.x86 64 x86 64
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Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos
Centos

Centos
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.32-754.

.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.
.32-754.

15.
15.
17.
17.
17.
17.
18.
18.
18.
18.

23.
23.
23.
24,
24,
24,
24,

NS N R O S s T N = B UV B V)

NN N R R R Rl

.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.
.elé6.

.elé6.
.elé6.
.elé6.
.elé6.
.el6.
.el6.
.el6.
.el6.
.el6.
.el6.
.el6.

unfollow the traditional

i686 1686

x86 64 x86 64
centos.plus.1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
centos.plus.1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64

.l.el6.centos.plus.i686 1686
.l.el6.centos.plus.x86 64 x86 64
.1.e16.1686 1686
.1.e16.x86 64 x86 64

22.
22.
22.
22.
23.

l.el6.centos.plus.i1686 1686

centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
centos.plus.1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
centos.plus.i1686 1686
centos.plus.x86 64 x86 64
i686 1686

x86 64 x86 64
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unfollow the traditional

Centos 2.6.32-754.24.3.e16.1686 1686

Centos 2.6.32-754.24.3.e16.x86 64 x86 64

Centos 2.6.32-754.25.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-754.25.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.25.1.e16.1686 1686

Centos 2.6.32-754.25.1.e16.x86 64 x86 64

Centos 2.6.32-754.27.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-754.27.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.27.1.e16.1686 1686

Centos 2.6.32-754.27.1.e16.x86 64 x86 64

Centos 2.6.32-754.28.1.el6.centos.plus.i686 1686
Centos 2.6.32-754.28.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.28.1.e16.1686 1686

Centos 2.6.32-754.29.1.el6.centos.plus.i686 1686
Centos 2.6.32-754.29.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.29.1.e16.1686 1686

Centos 2.6.32-754.29.1.e16.x86 64 x86 64

Centos 2.6.32-754.29.2.el6.centos.plus.i686 1686
Centos 2.6.32-754.29.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.29.2.e16.1686_1686

Centos 2.6.32-754.29.2.e16.x86 64 x86 64

Centos 2.6.32-754.3.5.el6.centos.plus.1686 1686
Centos 2.6.32-754.3.5.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.3.5.e16.1686 1686

Centos 2.6.32-754.3.5.e16.x86 64 x86 64

Centos 2.6.32-754.30.2.el6.centos.plus.i686 1686
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unfollow the traditional

Centos 2.6.32-754.30.2.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.30.2.e16.1686 1686

Centos 2.6.32-754.30.2.e16.x86 64 x86 64

Centos 2.6.32-754.31.1.el6.centos.plus.i686_ 1686
Centos 2.6.32-754.31.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.31.1.e16.1686 1686

Centos 2.6.32-754.31.1.e16.x86 64 x86 64

Centos 2.6.32-754.6.3.el6.centos.plus.1686 1686
Centos 2.6.32-754.6.3.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.6.3.e16.1686 1686

Centos 2.6.32-754.6.3.e16.x86 64 x86 64

Centos 2.6.32-754.9.1.el6.centos.plus.1686 1686
Centos 2.6.32-754.9.1.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.9.1.e16.1686 1686

Centos 2.6.32-754.9.1.e16.x86 64 x86 64

Centos 2.6.32-754.el6.centos.plus.i1686 1686

Centos 2.6.32-754.el6.centos.plus.x86 64 x86 64
Centos 2.6.32-754.e16.1686 1686

Centos 2.6.32-754.e16.x86 64 x86 64

Centos 3.10.0-1062.1.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.1.1.e17.x86 64 x86 64

Centos 3.10.0-1062.1.2.el7.centos.plus.i686 1686
Centos 3.10.0-1062.1.2.e17.x86 64 x86 64

Centos 3.10.0-1062.12.1.el7.centos.plus.i1686 1686
Centos 3.10.0-1062.12.1.e17.x86 64 x86 64

Centos 3.10.0-1062.18.1.el7.centos.plus.i1686 1686
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unfollow the traditional

Centos 3.10.0-1062.18.1.e17.x86 64 x86 64

Centos 3.10.0-1062.4.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.4.1.e17.x86 64 x86 64

Centos 3.10.0-1062.4.2.el7.centos.plus.i686_ 1686
Centos 3.10.0-1062.4.2.e17.x86 64 x86 64

Centos 3.10.0-1062.4.3.el7.centos.plus.i686_ 1686
Centos 3.10.0-1062.4.3.e17.x86 64 x86 64

Centos 3.10.0-1062.7.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.7.1.e17.x86 64 x86 64

Centos 3.10.0-1062.9.1.el7.centos.plus.i686 1686
Centos 3.10.0-1062.9.1.e17.x86 64 x86 64

Centos 3.10.0-1062.el7.centos.plus.1686_ 1686

Centos 3.10.0-1062.el17.x86_ 64 x86 64

.10.0-1127.10.1.e17.x86 64 x86 64
.10.0-1127.13.1.e17.x86 64 x86 64
.10.0-1127.18.2.e17.x86 64 x86 64

.10.0-1127.8.2.e17.x86_64 x86_64

Centos
Centos
Centos
Centos
Centos 3.10.0-1127.el7.centos.plus.1686_ 1686
.10.0-1127.el17.x86_ 64 x86 64

.10.0-123.1.2.e17.x86_64_x86_64

Centos
Centos
Centos 3.10.0-123.13.1.el17.x86 64 x86 64
Centos 3.10.0-123.13.2.el17.x86_ 64 x86 64
Centos 3.10.0-123.20.1.el17.x86 64 x86 64
Centos 3.10.0-123.4.2.el17.x86 64 x86 64

Centos 3.10.0-123.4.4.e17.x86_64 x86 64

W W W W W W W ww W ww W W W wwWw W WwwWw W W W W W W

Centos 3.10.0-123.6.3.el7.x86 64 x86 64
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Centos
Centos
Centos
Centos
Centos
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Centos
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Centos
Centos
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Centos
Centos

Centos
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Centos
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.10.

.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.
.10.

0-123.
0-123.
0-123.

0-123

0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-229.
0-327.
0-327.
0-327.
0-327.
0-327.
0-327.
0-327.
0-327.

8.
9.
9.

1
2
3

unfollow the traditional

.e17.x86_64_ x86_64
.e17.x86_64 x86_64
.e17.x86_64 x86_64

.el7.

1.2.

1.2.

x86_ 64 x86_ 64
el17.1686_1686
e17.x86_64 x86 64

11.1.e17.1686_1686
11.

14.

14.
20.
20.

1

e e

.e17.x86_64_x86_64
.e17.1686_1686
.e17.x86_64_x86_64
.e17.1686_1686
.e17.x86_64_x86_64

4.2.e17.1686_1686
.e17.x86_64_x86_64
.e17.1686_1686

.e17.x86_64 x86_64

4
7.
7

.2

2

.2

el”.

el7.

1686 1686
x86_ 64 x86_ 64

10.1.e17.1686_1686
10.

13.
13.
18.

18

22.
22.

1
1
2
.2
2
2

1

.e17.x86_64 x86 64
.e17.1686_1686
.e17.x86_64_x86 64
.e17.1686_1686
.e17.x86_64 x86 64
.e17.1686_1686
.e17.x86_64 x86 64
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unfollow the traditional

Centos 3.10.0-327.28.2.e17.1686_1686

Centos 3.10.0-327.28.2.e17.x86 64 x86 64
Centos 3.10.0-327.28.3.e17.1686 1686
Centos 3.10.0-327.28.3.el17.x86 64 x86 64
Centos 3.10.0-327.3.1.el17.1686 1686
Centos 3.10.0-327.3.1.e17.x86 64 x86 64
Centos 3.10.0-327.36.1.e17.1686 1686
Centos 3.10.0-327.36.1.e17.x86 64 x86 64
Centos 3.10.0-327.36.2.e17.1686 1686

Centos 3.10.0-327.36.2.e17.x86_64_x86_64
.10.0-327.36.3.e17.1686_1686
.10.0-327.36.3.e17.x86_64_x86_64

.10.0-327.4.4.e17.1686_1686

Centos
Centos
Centos

Centos 3.10.0-327.4.4.e17.x86 64 x86 64

4
Centos 3.10.0-327.4.5.e17.1686_1686
4

Centos 3.10.0-327.4.5.e17.x86 64 x86 64

Centos 3.10.0-327.e17.1i686_1686
Centos 3.10.0-327.e17.x86 64 x86 64
Centos 3.10.0-514.10.2.el7.centos.plus.i686 1686
Centos 3.10.0-514.10.2.e17.x86_ 64 x86 64
Centos 3.10.0-514.16.1.el7.centos.plus.i686 1686
Centos 3.10.0-514.16.1.e17.x86 64 x86 64
Centos 3.10.0-514.2.2.el7.centos.plus.i1686 1686
Centos 3.10.0-514.2.2.e17.x86 64 x86 64

Centos 3.10.0-514.21.1.el7.centos.plus.i686 1686

W W W W W W W ww W ww W W W wwWw W WwwWw W W W W W W

Centos 3.10.0-514.21.1.el17.x86 64 x86 64
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unfollow the traditional

Centos 3.10.0-514.21.2.el7.centos.plus.i686 1686
Centos 3.10.0-514.21.2.e17.x86_ 64 x86_ 64

Centos 3.10.0-514.26.1.el7.centos.plus.i686 1686
Centos 3.10.0-514.26.1.e17.x86 64 x86 64

Centos 3.10.0-514.26.2.el7.centos.plus.i686 1686
Centos 3.10.0-514.26.2.e17.x86_ 64 x86 64

Centos 3.10.0-514.6.1.el7.centos.plus.i1686 1686
Centos 3.10.0-514.6.1.e17.x86 64 x86 64

Centos 3.10.0-514.6.2.el7.centos.plus.i1686 1686
Centos 3.10.0-514.6.2.e17.x86 64 x86 64

Centos 3.10.0-514.el7.centos.plus.i1686 1686
Centos 3.10.0-514.e17.x86 64 x86 64

Centos 3.10.0-693.1.1.e17.x86 64 x86 64

Centos 3.10.0-693.11.1.el7.centos.plus.i686 1686
Centos 3.10.0-693.11.1.e17.x86 64 x86 64

Centos 3.10.0-693.11.6.e17.x86 64 x86 64

Centos 3.10.0-693.17.1.el7.centos.plus.i686 1686
Centos 3.10.0-693.17.1.e17.x86 64 x86 64

Centos 3.10.0-693.2.1.e17.x86 64 x86 64

Centos 3.10.0-693.2.2.el7.centos.plus.i1686 1686
Centos 3.10.0-693.2.2.e17.x86 64 x86 64

Centos 3.10.0-693.21.1.el7.centos.plus.i686 1686
Centos 3.10.0-693.21.1.e17.x86 64 x86 64

Centos 3.10.0-693.5.2.el7.centos.plus.1686 1686
Centos 3.10.0-693.5.2.e17.x86 64 x86 64

Centos 3.10.0-693.e17.x86 64 x86 64
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unfollow the traditional

Centos 3.10.0-862.11.6.el7.centos.plus.i686 1686
Centos 3.10.0-862.11.6.e17.x86 64 x86 64

Centos 3.10.0-862.14.4.el7.centos.plus.i686_ 1686
Centos 3.10.0-862.14.4.e17.x86 64 x86 64

Centos 3.10.0-862.2.3.el7.centos.plus.i1686 1686
Centos 3.10.0-862.2.3.e17.x86 64 x86 64

Centos 3.10.0-862.3.2.el7.centos.plus.i1686 1686
Centos 3.10.0-862.3.2.e17.x86 64 x86 64

Centos 3.10.0-862.3.3.el7.centos.plus.i1686 1686
Centos 3.10.0-862.3.3.e17.x86 64 x86 64

Centos 3.10.0-862.6.3.el7.centos.plus.1686 1686
Centos 3.10.0-862.6.3.e17.x86 64 x86 64

Centos 3.10.0-862.9.1.el7.centos.plus.i1686 1686
Centos 3.10.0-862.9.1.e17.x86 64 x86 64

Centos 3.10.0-862.el7.centos.plus.i1686 1686
Centos 3.10.0-862.e17.x86 64 x86 64

Centos 3.10.0-957.1.3.el7.centos.plus.1686 1686
Centos 3.10.0-957.1.3.e17.x86 64 x86 64

Centos 3.10.0-957.10.1.el7.centos.plus.i686 1686
Centos 3.10.0-957.10.1.e17.x86 64 x86 64

Centos 3.10.0-957.12.1.el7.centos.plus.i686 1686
Centos 3.10.0-957.12.1.e17.x86 64 x86 64

Centos 3.10.0-957.12.2.el7.centos.plus.i686 1686
Centos 3.10.0-957.12.2.e17.x86 64 x86 64

Centos 3.10.0-957.21.2.el7.centos.plus.i686 1686
Centos 3.10.0-957.21.2.e17.x86 64 x86 64
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unfollow the traditional

Centos 3.10.0-957.21.3.el7.centos.plus.i686 1686
Centos 3.10.0-957.21.3.el17.x86_ 64 x86 64
Centos 3.10.0-957.27.2.el17.x86_ 64 x86 64
Centos 3.10.0-957.5.1.el7.centos.plus.i1686 1686
Centos 3.10.0-957.5.1.e17.x86 64 x86 64
Centos 3.10.0-957.el7.centos.plus.i1686 1686
Centos 3.10.0-957.e17.x86 64 x86 64

Centos 3.18.12-11.e16.x86 64 x86 64

Centos 3.18.17-13.e16.x86 64 x86 64

Centos 3.18.21-16.e16.x86 64 x86 64

Centos 4.18.0-147.0.3.e18 1.x86 64 x86 64
Centos 4.18.0-147.5.1.e18 1.x86 64 x86 64
Centos 4.18.0-147.8.1.e18 1.x86 64 x86 64
Centos 4.18.0-147.e18.x86 64 x86 64

Centos 4.18.0-193.1.2.el8 2.x86 64 x86 64
Centos 4.18.0-193.14.2.el18 2.x86 64 x86 64
Centos 4.18.0-193.6.3.el8 2.x86 64 x86 64
Centos 4.18.0-193.e18.x86 64 x86 64

Centos 4.18.0-211.e18.x86 64 x86 64

Centos 4.18.0-227.e18.x86 64 x86 64

Centos 4.18.0-80.1.2.e18 0.x86 64 x86 64
Centos 4.18.0-80.11.1.el18 0.x86 64 x86 64
Centos 4.18.0-80.11.2.el18 0.x86 64 x86 64
Centos 4.18.0-80.4.2.e18 0.x86 64 x86 64
Centos 4.18.0-80.7.1.e18 0.x86 64 x86 64
Centos 4.18.0-80.7.2.e18 0.x86 64 x86 64
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Centos 4.18.0-80.e18.x86_64 x86 64

Debian

Debian 3.16.0-10-686-pae 1686
Debian 3.16.0-10-amd64 x86 64
Debian 3.16.0-11-686-pae 1686
Debian 3.16.0-11-amd64 x86 64
Debian 3.16.0-6-686-pae_ 1686

Debian 3.16.0-6-amd64 x86 64
Debian 4.9.0-11-amd64 x86 64
Debian 4.9.0-12-amd64 x86 64
Debian 4.9.0-13-amd64 x86 64

Oracle Linux
Oracle 2.6.39-400.321.1.el6ueck.x86 64 x86 64
Oracle 2.6.39-400.322.1.el6uek.x86 64 x86 64

Oracle 2.6.39-400.323.1.el6uek.x86 64 x86 64
Oracle 2.6.39-400.324.1.el6ueck.x86 64 x86 64
Oracle 3.8.13-118.44.1.el6uck.x86 64 x86 64
Oracle 3.8.13-118.44.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.45.1.el6ueck.x86 64 x86 64
Oracle 3.8.13-118.45.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.46.1.el6ueck.x86 64 x86 64
Oracle 3.8.13-118.46.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.47.1.el6buek.x86 64 x86 64
Oracle 3.8.13-118.47.1.el7uek.x86 64 x86 64
Oracle 3.8.13-118.48.1.el6bueck.x86 64 x86 64
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Oracle 3.8.13-118.48.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.10.1.el6uek.x86 64 x86 64
Oracle 4.1.12-103.10.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.3.8.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.3.8.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.3.8.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.3.8.el7uek.x86 64 x86 64
Oracle 4.1.12-103.6.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.6.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.7.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.7.1.el7uek.x86 64 x86 64
Oracle 4.1.12-103.7.3.el6uek.x86 64 x86 64
Oracle 4.1.12-103.7.3.el7uek.x86 64 x86 64
Oracle 4.1.12-103.7.4.el6uek.x86 64 x86 64
Oracle 4.1.12-103.7.4.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.2.el6uek.x86 64 x86 64
Oracle 4.1.12-103.9.2.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.4.el6uek.x86 64 x86 64
Oracle 4.1.12-103.9.4.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.6.el6ueck.x86 64 x86 64
Oracle 4.1.12-103.9.6.el7uek.x86 64 x86 64
Oracle 4.1.12-103.9.7.el6buek.x86 64 x86 64
Oracle 4.1.12-103.9.7.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.1.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.1.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.10.elbuek.x86 64 x86 64
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Oracle 4.1.12-112.14.10.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.11.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.11.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.13.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.13.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.14.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.14.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.15.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.15.el7uek.x86 64 x86 64
Oracle 4.1.12-112.14.2.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-112.14.5.el6uek.x86 64 x86 64
Oracle 4.1.12-112.14.5.el7uek.x86 64 x86 64
Oracle 4.1.12-112.16.4.el6uek.x86 64 x86 64
Oracle 4.1.12-112.16.4.el7uek.x86 64 x86 64
Oracle 4.1.12-112.16.7.el6uek.x86 64 x86 64
Oracle 4.1.12-112.16.7.el7uek.x86 64 x86 64
Oracle 4.1.12-112.17.3.el6uek.x86 64 x86 64
Oracle 4.1.12-112.17.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.14.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.14.2.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.14.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.14.5.el6uek.x86 64 x86 64
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.eloéuek
.el7uek.
.elouek.
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.el7uek.
.el6uek.
.el7uek
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.el6uek.

x86_ 64 x86_ 64

.x86_64_x86 64

x86_ 64 x86_ 64
x86_ 64 x86_ 64

.x86_64_x86 64

x86_ 64 x86_ 64
x86_ 64 x86_ 64

.x86_64_x86 64

x86_ 64 x86_ 64
x86_ 64 x86_ 64

.x86_64_x86 64
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x86_ 64 x86_ 64
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.x86_64_x86 64

x86_64 x86 64
x86_64 x86 64

.x86_64_x86 64

x86_64 x86 64
x86_64 x86 64
x86_64 x86 64

unfollow the traditional

118



unfollow the traditional

Oracle 4.1.12-124.22.4.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.23.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.23.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.23.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.23.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.23.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.23.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.24.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.24.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.24.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.24.3.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.24.5.el6uek.x86 64 x86 64
Oracle 4.1.12-124.24.5.el7uek.x86 64 x86 64
Oracle 4.1.12-124.25.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.25.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.10.el6ueck.x86 64 x86 64
Oracle 4.1.12-124.26.10.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.12.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.12.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.5.el6uek.x86 64 x86 64
Oracle 4.1.12-124.26.5.el7uek.x86 64 x86 64
Oracle 4.1.12-124.26.7.el6uek.x86 64 x86 64
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Oracle 4.1.12-124.26.7.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.27.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.27.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.27.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.27.2.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.5.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.5.el7uek.x86 64 x86 64
Oracle 4.1.12-124.28.6.el6uek.x86 64 x86 64
Oracle 4.1.12-124.28.6.el7uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.29.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.29.4.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.29.4.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.30.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.30.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.31.1.1.el6buek.x86 64 x86 64
Oracle 4.1.12-124.31.1.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.31.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.31.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.32.1.el6uek.x86 64 x86 64
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Oracle 4.1.12-124.32.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.32.3.2.el6uek.x86_ 64 x86 64
Oracle 4.1.12-124.32.3.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-124.32.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.32.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.33.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.33.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.34.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.34.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.35.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.35.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.35.2.el6uek.x86 64 x86 64
Oracle 4.1.12-124.35.2.el7uek.x86 64 x86 64
Oracle 4.1.12-124.35.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.35.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.3.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.3.el7uek.x86 64 x86 64
Oracle 4.1.12-124.36.4.el6uek.x86 64 x86 64
Oracle 4.1.12-124.36.4.el7uek.x86 64 x86 64
Oracle 4.1.12-124.37.1.el6uek.x86 64 x86 64
Oracle 4.1.12-124.37.1.el7uek.x86 64 x86 64
Oracle 4.1.12-124.38.1.el6uek.x86 64 x86 64
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.el7uek.x86 64 x86 64
.elouek.x86 64 x86 64
.el7uek.x86 64 x86 64
.1l.elouek.x86 64 x86 64
.1.el7uek.x86 64 x86 64
.elouek.x86 64 x86 64
.el7uek.x86 64 x86 64
.1l.elbuek.x86 64 x86 64
.1.el7uek.x86 64 x86 64
.elouek.x86 64 x86 64
.el7uek.x86 64 x86 64
.2.el6uek.x86 64 x86 64
.3.el6uek.x86 64 x86 64
.3.el7uek.x86 64 x86 64
.elouek.x86 64 x86 64
.el7uek.x86 64 x86 64
.elouek.x86 64 x86 64
.el7uek.x86 64 x86 64
.elouek.x86 64 x86 64
2.el7uek.x86 64 x86 64
.el6uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el6uek.x86 64 x86 64
.el7uek.x86 64 x86 64

el6uek.x86 64 x86 64

el7uek.x86 64 x86 64
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Oracle 4.1.12-37.2.1.el6uek.x86_ 64 x86 64
Oracle 4.1.12-37.2.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.2.2.el6uek.x86_ 64 x86 64
Oracle 4.1.12-37.2.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.3.1.el6buek.x86_ 64 x86 64
Oracle 4.1.12-37.3.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.4.1.el6uek.x86_ 64 x86 64
Oracle 4.1.12-37.4.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.5.1.el6uek.x86 64 x86 64
Oracle 4.1.12-37.5.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.6.1.el6uek.x86 64 x86 64
Oracle 4.1.12-37.6.1.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.6.2.el6uek.x86 64 x86 64
Oracle 4.1.12-37.6.2.el7uek.x86_ 64 x86 64
Oracle 4.1.12-37.6.3.el6uek.x86 64 x86 64
Oracle 4.1.12-37.6.3.el7uek.x86_ 64 x86 64
Oracle 4.1.12-61.1.10.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.10.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.13.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.13.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.14.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.14.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.16.el6buek.x86 64 x86 64
Oracle 4.1.12-61.1.16.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.17.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.17.el7uek.x86 64 x86 64
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Oracle 4.1.12-61.1.18.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.19.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.19.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.22.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.22.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.23.el6ueck.x86 64 x86 64
Oracle 4.1.12-61.1.23.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.24.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.25.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.25.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.27.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.27.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.28.el6ueck.x86 64 x86 64
Oracle 4.1.12-61.1.28.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.33.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.33.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.34.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.34.el7uek.x86 64 x86 64
Oracle 4.1.12-61.1.6.el6uek.x86 64 x86 64
Oracle 4.1.12-61.1.6.el7uek.x86_ 64 x86 64
Oracle 4.1.12-61.1.9.el6buek.x86 64 x86 64
Oracle 4.1.12-61.1.9.el7uek.x86 64 x86 64
Oracle 4.1.12-61.47.1.el6buek.x86 64 x86 64
Oracle 4.1.12-61.51.1.el6buek.x86 64 x86 64
Oracle 4.1.12-61.51.1.el7uek.x86 64 x86 64
Oracle 4.1.12-61.63.1.el6uek.x86 64 x86 64
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Oracle 4.1.12-61.63.1.el7uek.x86 64 x86 64
Oracle 4.1.12-61.64.1.el6ueck.x86 64 x86 64
Oracle 4.1.12-61.64.1.el7uek.x86 64 x86 64
Oracle 4.1.12-61.65.1.el6uek.x86 64 x86 64
Oracle 4.1.12-61.65.1.el7uek.x86 64 x86 64
Oracle 4.1.12-94.1.8.el6buek.x86 64 x86 64
Oracle 4.1.12-94.1.8.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.2.1.el6uek.x86_ 64 x86 64
Oracle 4.1.12-94.2.1.el7uek.x86_64 x86 64
Oracle 4.1.12-94.3.4.el6uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.4.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.5.el6uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.5.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.6.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.6.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.7.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.7.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.8.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.8.el7uek.x86_ 64 x86 64
Oracle 4.1.12-94.3.9.el6uek.x86 64 x86 64
Oracle 4.1.12-94.3.9.el7uek.x86 64 x86 64
Oracle 4.1.12-94.5.7.el6buek.x86 64 x86 64
Oracle 4.1.12-94.5.7.el7uek.x86 64 x86 64
Oracle 4.1.12-94.5.9.el6uek.x86 64 x86 64
Oracle 4.1.12-94.5.9.el7uek.x86 64 x86 64
Oracle 4.1.12-94.7.8.elbuek.x86 64 x86 64

MpunoxeHus 125



Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

MpunoxeHus

[y

T - T St Y o LT T Y St Y e T Y S ot o Y N Y T ST AN

O = T Y S e e e O S S S

.14
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.

.12-94.
.12-94.
.12-94.
.12-94.
.12-94.
.12-94.
.12-94.
.12-94.
.12-94.

© O o O o o o o o

12-94.8.
.35-1818

2

3

3
.4.elb6uek
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.2.elbuek

.el7uek

.elouek.
.el7uek.

.el7uek.
.elouek.

el7uek

.12-94.7.8.e17uek.x86_64 x86_ 64

.10.el6uek.x86 64 x86 64
.10.el7uek.x86 64 x86 64

.x86_64_x86 64
.x86_64_x86 64
x86_ 64 x86_ 64
x86_ 64 x86_ 64
.x86_64_x86 64
x86_64 x86_ 64
x86_ 64 x86_ 64
.x86_64_x86_64

35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1818.
35-1844.
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0.14.el7uek.x86_ 64 x86 64
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el7uek
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.el7uek.
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.el7uek
.el7uek.
.el7uek.
.el7uek
.el7uek.
.el7uek.
.el7uek
.el7uek

.el7uek

.x86_64_x86_64
.x86_64_x86_64
x86_64_x86_ 64
x86_64 x86_ 64
.x86_64_x86_64
x86_64 x86_ 64
x86_64 x86_ 64
.x86_64_x86_64
x86_64 x86_ 64
x86_64 x86_ 64
.x86_64_x86_64
.x86_64_x86_64

.2.el7uek.x86 64 x86 64

.x86_64_x86 64
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Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
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.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.
.14.

35-1844.5.3.el7uek.x86 64 x86 64

35-1902.0.18

35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.
35-1902.

10.
10.
10.
10.
10.
10.
11.
11.
2.0
3.1
3.2

2
4
4
4
9
8
3
3

300.

301.
302.
303.
303.

304.

304.

4.8

o o o o U;
D NN

el7uek.x86 64 x86 64

l.el7uek.x86 64 x86 64
l.el7uek.x86 64 x86 64
2.el7uek.x86 64 x86 64

.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.1.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64

e
e
e
1
1

2
4
5
6
6

.e

.4

.5

.1

.2

.e

17uek.x86_ 64 x86 64
17uek.x86_ 64 x86 64
17uek.x86_ 64 x86 64
l.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.1.el7uek.x86 64 x86 64
.3.el7uek.x86 64 x86 64
.3.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
17uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
.el7uek.x86 64 x86 64
17uek.x86 64 x86 64
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Oracle 4.14.35-1902.6.6.el7uck.x86 64 x86 64
Oracle 4.14.35-1902.7.3.1.el7uek.x86 64 x86 64
Oracle 4.14.35-1902.7.3.el7uek.x86 64 x86 64
Oracle 4.14.35-1902.8.4.el7uek.x86 64 x86 64
Oracle 4.14.35-1902.9.2.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.0.7.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.1.2.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.2.2.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.3.2.1.el7uek.x86_ 64 x86 64
Oracle 5.4.17-2011.4.4.el7uek.x86 64 x86 64
Oracle 5.4.17-2011.4.6.el7uek.x86 64 x86 64

Red Hat Enterprise Linux

rhel 7 2.6.32-754.12.1.e16.1686_ 1686
rhel 7 2.6.32-754.12.1.e16.x86_64 x86 64
rhel 7 2.6.32-754.17.1.e16.1686 1686

rhel 7 2.6.32-754.18.2.e16.1686_ 1686
rhel 7 2.6.32-754.18.2.e16.x86_ 64 x86 64
rhel 7 2.6.32-754.22.1.e16.1686_ 1686
rhel 7 2.6.32-754.22.1.e16.x86_64 x86 64
rhel 7 2.6.32-754.23.1.e16.1686_ 1686
rhel 7 2.6.32-754.23.1.e16.x86_64 x86 64
rhel 7 2.6.32-754.24.2.e16.1686_1686
rhel 7 2.6.32-754.24.2.e16.x86_ 64 x86 64
rhel 7 2.6.32-754.24.3.e16.1686_1686
rhel 7 2.6.32-754.24.3.e16.x86_64 x86 64
rhel 7 2.6.32-754.25.1.e16.1686_ 1686
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rhel 7 2.6.32-754.25.
rhel 7 2.6.32-754.29.
rhel 7 2.6.32-754.29.
rhel 7 2.6.32-754.30.
rhel 7 3.10.0-1062.1.
rhel 7 3.10.0-1062.1
rhel 7 3.10.0-1062.4
rhel 7 3.10.0-1062.4
rhel 7 3.10.0-1062.4.

7

9

.e16.x86_64 x86_ 64
.e16.x86_64 x86_ 64
.e16.x86_64_x86 64
.e16.x86_64 x86 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
.e17.x86_64_x86_ 64
rhel 7 3.10.0-1062.7.1.e17.x86_64 x86_ 64
rhel 7 3.10.0-1062.9.1.e17.x86_64 x86_ 64
rhel 7 3.10.0-1062.e17.x86 64 x86 64

rhel 7 3.10.0-1127.10.1.e17.x86 64 x86_ 64
rhel 7 3.10.0-1127.8.2.e17.x86_ 64 x86_ 64
rhel 7 3.10.0-1127.e17.x86 64 x86_ 64

rhel 7 3.10.0-957.12.1.e17.x86_64 x86_ 64
rhel 7 4.18.0-147.0.3.e18 1.x86 64 x86 64
rhel 7 4.18.0-80.1.2.e18 0.x86 64 x86 64
rhel 7 4.18.0-80.11.1.e18 0.x86 64 x86 64
rhel 7 4.18.0-80.7.2.e18 0.x86 64 x86 64

I = T O R N e R R N R R

rhel 7 4.18.0-80.e18.x86 64 x86 64

Ubuntu

Ubuntu 3.13.0-100-generic_ 1686
Ubuntu 3.13.0-100-generic x86_ 64
Ubuntu 3.13.0-101-generic_ 1686
Ubuntu 3.13.0-101-generic x86_ 64
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Ubuntu
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0-103-generic_ 1686

.0-103-generic_x86 64

0-105-generic_ 1686
0-105-generic x86_ 64

.0-106-generic_1i686

0-106-generic x86_ 64

0-107-generic_ 1686

.0-107-generic_x86 64

0-108-generic_ 1686
0-108-generic x86_ 64

.0-109-generic_1i686

0-109-generic x86_ 64
0-110-generic_ 1686

.0-110-generic_ x86 64

0-112-generic_ 1686
0-112-generic x86_ 64

.0-113-generic_1i686

0-113-generic x86_ 64
0-115-generic_ 1686

.0-115-generic_x86 64

0-116-generic_ 1686
0-116-generic x86_ 64

.0-117-generic_1i686

0-117-generic x86 64

0-119-generic 1686

.0-119%9-generic x86 64

unfollow the traditional

130



Bitdefender Grawt\/Zoﬁg |

Ubuntu
Ubuntu
Ubuntu
Ubuntu
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0-121-generic_ 1686

.0-121-generic_x86 64

0-123-generic_ 1686
0-123-generic x86_ 64

.0-125-generic_1i686

0-125-generic x86_ 64

0-126-generic_ 1686

.0-126-generic_x86 64

0-128-generic_ 1686
0-128-generic x86_ 64

.0-129-generic_1i686

0-129-generic x86_ 64
0-132-generic_ 1686

.0-132-generic_x86 64

0-133-generic_ 1686
0-133-generic x86 64

.0-135-generic_i686

0-135-generic x86_ 64
0-137-generic_ 1686

.0-137-generic_x86 64

0-139-generic_ 1686
0-139-generic x86_ 64

.0-141-generic_1i686

0-141-generic x86 64

0-142-generic_ 1686

.0-142-generic x86 64
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0-143-generic_1686

.0-143-generic_x86 64

0-144-generic_ 1686
0-144-generic x86_ 64

.0-145-generic_1i686

0-145-generic x86_ 64

0-147-generic_ 1686

.0-147-generic_x86 64

0-149-generic_ 1686
0-149-generic x86_ 64

.0-151-generic_1i686

0-151-generic x86_ 64

0-153-generic_ 1686

.0-153-generic_x86 64

0-155-generic_ 1686
0-155-generic x86_ 64

.0-156-generic_i686

0-156-generic x86_ 64
0-157-generic_ 1686

.0-157-generic_x86 64

0-158-generic_ 1686
0-158-generic x86_ 64

.0-160-generic_i686

0-160-generic x86 64

0-16l-generic_ 1686

.0-16l-generic x86 64
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0-162-generic_ 1686

.0-162-generic_x86 64

0-163-generic_ 1686
0-163-generic x86_ 64

.0-164-generic_1i686

0-164-generic x86_ 64

0-165-generic_ 1686

.0-165-generic_x86 64

0-166-generic_ 1686
0-166-generic x86 64

.0-167-generic_1i686

0-167-generic x86_ 64
0-168-generic_ 1686

.0-168-generic_ x86 64

0-169-generic_ 1686
0-169-generic x86 64

.0-170-generic_1i686

0-170-generic x86_ 64
0-24-generic_i686

.0-24-generic x86_ 64

0-27-generic_ 1686
0-27-generic_ x86 64

.0-29-generic 1686

0-29-generic x86 64
0-30-generic_ 1686

.0-30-generic x86 64
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Ubuntu 3.13.0-32-generic_1i686
Ubuntu 3.13.0-32-generic x86 64
Ubuntu 3.13.0-33-generic_1i686
Ubuntu 3.13.0-33-generic x86 64
Ubuntu 3.13.0-34-generic_1i686
Ubuntu 3.13.0-34-generic x86 64
Ubuntu 3.13.0-35-generic_i686
Ubuntu 3.13.0-35-generic x86 64
Ubuntu 3.13.0-36-generic_i686
Ubuntu 3.13.0-36-generic x86 64
Ubuntu 3.13.0-37-generic_1i686
Ubuntu 3.13.0-37-generic_ x86 64
Ubuntu 3.13.0-39-generic i686
Ubuntu 3.13.0-39-generic x86 64
Ubuntu 3.13.0-40-generic_i686
Ubuntu 3.13.0-40-generic x86 64
Ubuntu 3.13.0-41-generic_i686
Ubuntu 3.13.0-41-generic x86 64
Ubuntu 3.13.0-43-generic_i686
Ubuntu 3.13.0-43-generic x86 64
Ubuntu 3.13.0-44-generic_i686
Ubuntu 3.13.0-44-generic x86 64
Ubuntu 3.13.0-45-generic_i686
Ubuntu 3.13.0-45-generic x86 64
Ubuntu 3.13.0-46-generic_i686
Ubuntu 3.13.0-46-generic x86 64
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Ubuntu 3.13.0-48-generic_1i686
Ubuntu 3.13.0-48-generic x86 64
Ubuntu 3.13.0-49-generic_i686
Ubuntu 3.13.0-49-generic x86 64
Ubuntu 3.13.0-51-generic_i686
Ubuntu 3.13.0-51-generic x86 64
Ubuntu 3.13.0-52-generic_1i686
Ubuntu 3.13.0-52-generic x86 64
Ubuntu 3.13.0-53-generic_1i686
Ubuntu 3.13.0-53-generic x86 64
Ubuntu 3.13.0-54-generic_1i686
Ubuntu 3.13.0-54-generic x86 64
Ubuntu 3.13.0-55-generic_i686
Ubuntu 3.13.0-55-generic x86 64
Ubuntu 3.13.0-57-generic_i686
Ubuntu 3.13.0-57-generic x86 64
Ubuntu 3.13.0-58-generic_i686
Ubuntu 3.13.0-58-generic x86 64
Ubuntu 3.13.0-59-generic_i686
Ubuntu 3.13.0-59-generic x86 64
Ubuntu 3.13.0-6l-generic_i686
Ubuntu 3.13.0-6l-generic x86 64
Ubuntu 3.13.0-62-generic_i686
Ubuntu 3.13.0-62-generic x86 64
Ubuntu 3.13.0-63-generic_i686
Ubuntu 3.13.0-63-generic x86 64
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Ubuntu 3.13.0-65-generic_i686
Ubuntu 3.13.0-65-generic x86 64
Ubuntu 3.13.0-66-generic_i686
Ubuntu 3.13.0-66-generic x86 64
Ubuntu 3.13.0-67-generic_i686
Ubuntu 3.13.0-67-generic_ x86 64
Ubuntu 3.13.0-68-generic_i686
Ubuntu 3.13.0-68-generic x86 64
Ubuntu 3.13.0-70-generic_1i686
Ubuntu 3.13.0-70-generic_ x86 64
Ubuntu 3.13.0-71-generic_1i686
Ubuntu 3.13.0-71-generic x86 64
Ubuntu 3.13.0-73-generic_1i686
Ubuntu 3.13.0-73-generic x86 64
Ubuntu 3.13.0-74-generic_i686
Ubuntu 3.13.0-74-generic x86 64
Ubuntu 3.13.0-76-generic_i686
Ubuntu 3.13.0-76-generic x86 64
Ubuntu 3.13.0-77-generic_i686
Ubuntu 3.13.0-77-generic x86 64
Ubuntu 3.13.0-79-generic_i686
Ubuntu 3.13.0-79-generic x86 64
Ubuntu 3.13.0-83-generic i686
Ubuntu 3.13.0-83-generic x86 64
Ubuntu 3.13.0-85-generic i686
Ubuntu 3.13.0-85-generic x86 64
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Ubuntu 3.13.0-86-generic_1i686
Ubuntu 3.13.0-86-generic x86 64
Ubuntu 3.13.0-87-generic_i686
Ubuntu 3.13.0-87-generic x86 64
Ubuntu 3.13.0-88-generic_ i686
Ubuntu 3.13.0-88-generic x86 64
Ubuntu 3.13.0-91-generic_i686
Ubuntu 3.13.0-91-generic x86 64
Ubuntu 3.13.0-92-generic_i686
Ubuntu 3.13.0-92-generic x86 64
Ubuntu 3.13.0-93-generic_i686
Ubuntu 3.13.0-93-generic x86 64
Ubuntu 3.13.0-95-generic_i686
Ubuntu 3.13.0-95-generic x86 64
Ubuntu 3.13.0-96-generic_i686
Ubuntu 3.13.0-96-generic x86 64
Ubuntu 3.13.0-98-generic i686
Ubuntu 3.13.0-98-generic x86 64
Ubuntu 3.16.0-25-generic_i686
Ubuntu 3.16.0-25-generic x86 64
Ubuntu 3.16.0-26-generic_i686
Ubuntu 3.16.0-26-generic x86 64
Ubuntu 3.16.0-28-generic i686
Ubuntu 3.16.0-28-generic x86 64
Ubuntu 3.16.0-29-generic i686
Ubuntu 3.16.0-29-generic x86 64
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Ubuntu 3.16.0-30-generic_i686
Ubuntu 3.16.0-30-generic x86 64
Ubuntu 3.16.0-31-generic_i686
Ubuntu 3.16.0-31-generic x86 64
Ubuntu 3.16.0-33-generic_i686
Ubuntu 3.16.0-33-generic x86 64
Ubuntu 3.16.0-34-generic_i686
Ubuntu 3.16.0-34-generic x86 64
Ubuntu 3.16.0-36-generic_i686
Ubuntu 3.16.0-36-generic x86 64
Ubuntu 3.16.0-37-generic_i686
Ubuntu 3.16.0-37-generic_ x86 64
Ubuntu 3.16.0-38-generic_i686
Ubuntu 3.16.0-38-generic x86 64
Ubuntu 3.16.0-39-generic_i686
Ubuntu 3.16.0-39-generic x86 64
Ubuntu 3.16.0-40-generic_i686
Ubuntu 3.16.0-40-generic x86 64
Ubuntu 3.16.0-41-generic_i686
Ubuntu 3.16.0-41-generic x86 64
Ubuntu 3.16.0-43-generic_i686
Ubuntu 3.16.0-43-generic x86 64
Ubuntu 3.16.0-44-generic_i686
Ubuntu 3.16.0-44-generic x86 64
Ubuntu 3.16.0-45-generic_i686
Ubuntu 3.16.0-45-generic x86 64
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Ubuntu 3.16.0-46-generic_1i686
Ubuntu 3.16.0-46-generic x86 64
Ubuntu 3.16.0-48-generic_i686
Ubuntu 3.16.0-48-generic x86 64
Ubuntu 3.16.0-49-generic_i686
Ubuntu 3.16.0-49-generic x86 64
Ubuntu 3.16.0-50-generic_i686
Ubuntu 3.16.0-50-generic x86 64
Ubuntu 3.16.0-51-generic_i686
Ubuntu 3.16.0-51-generic x86 64
Ubuntu 3.16.0-52-generic_i686
Ubuntu 3.16.0-52-generic x86 64
Ubuntu 3.16.0-53-generic_i686
Ubuntu 3.16.0-53-generic x86 64
Ubuntu 3.16.0-55-generic_i686
Ubuntu 3.16.0-55-generic x86 64
Ubuntu 3.16.0-56-generic_i686
Ubuntu 3.16.0-56-generic x86 64
Ubuntu 3.16.0-57-generic_i686
Ubuntu 3.16.0-57-generic x86 64
Ubuntu 3.16.0-59-generic_i686
Ubuntu 3.16.0-59-generic x86 64
Ubuntu 3.16.0-60-generic_i686
Ubuntu 3.16.0-60-generic x86 64
Ubuntu 3.16.0-62-generic_i686
Ubuntu 3.16.0-62-generic x86 64
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Ubuntu 3.16.0-67-generic_1i686
Ubuntu 3.16.0-67-generic_ x86 64
Ubuntu 3.16.0-69-generic_i686
Ubuntu 3.16.0-69-generic x86 64
Ubuntu 3.16.0-70-generic_i686
Ubuntu 3.16.0-70-generic x86 64
Ubuntu 3.16.0-71-generic_i686
Ubuntu 3.16.0-71-generic x86 64
Ubuntu 3.16.0-73-generic_i686
Ubuntu 3.16.0-73-generic x86 64
Ubuntu 3.16.0-76-generic_i686
Ubuntu 3.16.0-76-generic x86 64
Ubuntu 3.16.0-77-generic_i686
Ubuntu 3.16.0-77-generic x86 64
Ubuntu 3.19.0-18-generic_i686
Ubuntu 3.19.0-18-generic x86 64
Ubuntu 3.19.0-20-generic_i686
Ubuntu 3.19.0-20-generic x86 64
Ubuntu 3.19.0-21-generic_i686
Ubuntu 3.19.0-21-generic x86 64
Ubuntu 3.19.0-22-generic_i686
Ubuntu 3.19.0-22-generic x86 64
Ubuntu 3.19.0-23-generic i686
Ubuntu 3.19.0-23-generic x86 64
Ubuntu 3.19.0-25-generic_i686
Ubuntu 3.19.0-25-generic x86 64
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Ubuntu 3.19.0-26-generic_1i686
Ubuntu 3.19.0-26-generic x86 64
Ubuntu 3.19.0-28-generic_i686
Ubuntu 3.19.0-28-generic x86 64
Ubuntu 3.19.0-30-generic_i686
Ubuntu 3.19.0-30-generic x86 64
Ubuntu 3.19.0-31-generic_i686
Ubuntu 3.19.0-31-generic x86 64
Ubuntu 3.19.0-32-generic_i686
Ubuntu 3.19.0-32-generic x86 64
Ubuntu 3.19.0-33-generic_i686
Ubuntu 3.19.0-33-generic x86 64
Ubuntu 3.19.0-37-generic_i686
Ubuntu 3.19.0-37-generic x86 64
Ubuntu 3.19.0-39-generic_i686
Ubuntu 3.19.0-39-generic x86 64
Ubuntu 3.19.0-41-generic_i686
Ubuntu 3.19.0-41-generic x86 64
Ubuntu 3.19.0-42-generic_i686
Ubuntu 3.19.0-42-generic x86 64
Ubuntu 3.19.0-43-generic_i686
Ubuntu 3.19.0-43-generic x86 64
Ubuntu 3.19.0-47-generic_i686
Ubuntu 3.19.0-47-generic x86 64
Ubuntu 3.19.0-49-generic i686
Ubuntu 3.19.0-49-generic x86 64

MpunoxeHus 141



Bitdefender CravityZone

unfollow the traditional

Ubuntu 3.19.0-51-generic_i686
Ubuntu 3.19.0-51-generic x86 64
Ubuntu 3.19.0-56-generic_i686
Ubuntu 3.19.0-56-generic x86 64
Ubuntu 3.19.0-58-generic_i686
Ubuntu 3.19.0-58-generic x86 64
Ubuntu 3.19.0-59-generic_i686
Ubuntu 3.19.0-59-generic x86 64
Ubuntu 3.19.0-6l-generic_i686
Ubuntu 3.19.0-6l-generic x86 64
Ubuntu 3.19.0-64-generic_i686
Ubuntu 3.19.0-64-generic x86 64
Ubuntu 3.19.0-65-generic_i686
Ubuntu 3.19.0-65-generic x86 64
Ubuntu 3.19.0-66-generic_i686
Ubuntu 3.19.0-66-generic x86 64
Ubuntu 3.19.0-68-generic_i686
Ubuntu 3.19.0-68-generic x86 64
Ubuntu 3.19.0-69-generic_i686
Ubuntu 3.19.0-69-generic x86 64
Ubuntu 3.19.0-71-generic_i686
Ubuntu 3.19.0-71-generic x86 64
Ubuntu 3.19.0-73-generic_i686
Ubuntu 3.19.0-73-generic x86 64
Ubuntu 3.19.0-74-generic_i686
Ubuntu 3.19.0-74-generic x86 64
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0-75-generic_1i686

.0-75-generic_x86_ 64

0-77-generic_1i686
0-77-generic_x86 64

.0-78-generic_ 1686

0-78-generic x86 64
0-79-generic_ 1686

.0-79-generic x86_ 64

0-80-generic_ 1686
0-80-generic x86 64

.0-14-generic_ 1686

0-l4-generic x86 64
0-19-generic_ 1686

.0-19-generic x86_ 64

0-20-generic_ 1686
0-20-generic_x86 64

.0-21-generic_ 1686

0-21-generic x86 64
0-22-generic_i686

.0-22-generic x86_ 64

0-24-generic_1i686
0-24-generic_ x86 64

.0-26-generic_ 1686

0-26-generic x86 64
0-27-generic_ 1686

.0-27-generic x86 64
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Ubuntu 4.10.0-28-generic_1i686
Ubuntu 4.10.0-28-generic x86 64
Ubuntu 4.10.0-30-generic_i686
Ubuntu 4.10.0-30-generic x86 64
Ubuntu 4.10.0-32-generic_1i686
Ubuntu 4.10.0-32-generic x86 64
Ubuntu 4.10.0-33-generic_i686
Ubuntu 4.10.0-33-generic x86 64
Ubuntu 4.10.0-35-generic_i686
Ubuntu 4.10.0-35-generic x86 64
Ubuntu 4.10.0-37-generic_i686
Ubuntu 4.10.0-37-generic_ x86 64
Ubuntu 4.10.0-38-generic_i686
Ubuntu 4.10.0-38-generic x86 64
Ubuntu 4.10.0-40-generic_i686
Ubuntu 4.10.0-40-generic_ x86 64
Ubuntu 4.10.0-42-generic_i686
Ubuntu 4.10.0-42-generic x86 64
Ubuntu 4.11.0-13-generic_i686
Ubuntu 4.11.0-13-generic x86 64
Ubuntu 4.11.0-14-generic_1i686
Ubuntu 4.11.0-14-generic x86 64
Ubuntu 4.13.0-16-generic_i686
Ubuntu 4.13.0-16-generic x86 64
Ubuntu 4.13.0-17-generic_i686
Ubuntu 4.13.0-17-generic x86 64
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0-19-generic_ 1686

.0-19-generic x86_ 64

0-21-generic_ 1686
0-21-generic_ x86 64

.0-25-generic_ 1686

0-25-generic_x86 64
0-26-generic_ 1686

.0-26-generic x86_ 64

0-31-generic_i686
0-31-generic x86 64

.0-32-generic_ 1686

0-32-generic_ x86 64
0-36-generic_ 1686

.0-36-generic x86_ 64

0-37-generic_i686
0-37-generic_ x86 64

.0-38-generic_ 1686

0-38-generic x86 64
0-39-generic_ 1686

.0-39-generic x86_ 64

0-41l-generic_i686
0-41-generic_ x86 64

.0-43-generic_ 1686

0-43-generic x86 64
0-45-generic_ 1686

.0-45-generic x86 64
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0-101-generic x86_ 64

.0-106-generic_1i686

0-106-generic x86_ 64

0-107-generic_ 1686

.0-107-generic_x86 64

0-108-generic x86_ 64
0-109-generic x86_ 64

.0-11l-generic_ x86 64

0-112-generic_ 1686
0-112-generic x86_ 64

.0-13-generic_ 1686

0-13-generic x86 64
0-15-generic_1i686

.0-15-generic x86_ 64

0-20-generic_ 1686
0-20-generic_x86 64

.0-22-generic_ 1686

0-22-generic_ x86 64
0-23-generic_ 1686

.0-23-generic x86_ 64

0-24-generic_1i686
0-24-generic_ x86 64

.0-29-generic 1686

0-29-generic x86 64
0-30-generic_ 1686

.0-30-generic x86 64
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Ubuntu 4.15.0-32-generic_1i686
Ubuntu 4.15.0-32-generic_x86 64
Ubuntu 4.15.0-33-generic_1i686
Ubuntu 4.15.0-33-generic_ x86 64
Ubuntu 4.15.0-34-generic_1i686
Ubuntu 4.15.0-34-generic x86 64
Ubuntu 4.15.0-36-generic_i686
Ubuntu 4.15.0-36-generic_ x86 64
Ubuntu 4.15.0-38-generic_i686
Ubuntu 4.15.0-38-generic x86 64
Ubuntu 4.15.0-39-generic_1i686
Ubuntu 4.15.0-39-generic x86 64
Ubuntu 4.15.0-42-generic_1i686
Ubuntu 4.15.0-42-generic_ x86 64
Ubuntu 4.15.0-43-generic_i686
Ubuntu 4.15.0-43-generic x86 64
Ubuntu 4.15.0-44-generic x86 64
Ubuntu 4.15.0-45-generic_i686
Ubuntu 4.15.0-45-generic x86 64
Ubuntu 4.15.0-46-generic_i686
Ubuntu 4.15.0-46-generic_ x86 64
Ubuntu 4.15.0-47-generic_i686
Ubuntu 4.15.0-47-generic x86 64
Ubuntu 4.15.0-48-generic_i686
Ubuntu 4.15.0-48-generic x86 64
Ubuntu 4.15.0-50-generic_i686
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Ubuntu 4.15.0-50-generic_ x86 64
Ubuntu 4.15.0-51-generic_1i686
Ubuntu 4.15.0-51-generic x86 64
Ubuntu 4.15.0-52-generic_1i686
Ubuntu 4.15.0-52-generic_ x86 64
Ubuntu 4.15.0-54-generic_1i686
Ubuntu 4.15.0-54-generic x86 64
Ubuntu 4.15.0-55-generic_i686
Ubuntu 4.15.0-55-generic x86 64
Ubuntu 4.15.0-58-generic_i686
Ubuntu 4.15.0-58-generic x86 64
Ubuntu 4.15.0-60-generic_i686
Ubuntu 4.15.0-60-generic x86 64
Ubuntu 4.15.0-62-generic_i686
Ubuntu 4.15.0-62-generic x86 64
Ubuntu 4.15.0-64-generic_i686
Ubuntu 4.15.0-64-generic x86 64
Ubuntu 4.15.0-65-generic_i686
Ubuntu 4.15.0-65-generic x86 64
Ubuntu 4.15.0-66-generic_i686
Ubuntu 4.15.0-66-generic x86 64
Ubuntu 4.15.0-69-generic_i686
Ubuntu 4.15.0-69-generic x86 64
Ubuntu 4.15.0-70-generic_i686
Ubuntu 4.15.0-70-generic x86 64
Ubuntu 4.15.0-72-generic_i686
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Ubuntu 4.15.0-72-generic_x86 64
Ubuntu 4.15.0-74-generic_1i686

Ubuntu 4.15.0-74-generic_ x86 64
Ubuntu 4.15.0-76-generic_ x86 64
Ubuntu 4.15.0-88-generic_i686

Ubuntu 4.15.0-88-generic x86 64
Ubuntu 4.15.0-91-generic x86 64
Ubuntu 4.15.0-96-generic_i686

Ubuntu 4.15.0-96-generic x86 64
Ubuntu 4.15.0-99-generic x86 64
Ubuntu 4.18.0-10-generic_ x86 64
Ubuntu 4.18.0-13-generic_ x86 64
Ubuntu 4.18.0-14-generic x86 64
Ubuntu 4.18.0-15-generic x86 64
Ubuntu 4.18.0-16-generic x86 64
Ubuntu 4.18.0-17-generic x86 64
Ubuntu 4.18.0-18-generic x86 64
Ubuntu 4.18.0-20-generic x86 64
Ubuntu 4.18.0-21-generic x86 64
Ubuntu 4.18.0-22-generic_ x86 64
Ubuntu 4.18.0-24-generic x86 64
Ubuntu 4.18.0-25-generic x86 64
Ubuntu 4.2.0-18-generic_ 1686

Ubuntu 4.2.0-18-generic x86 64
Ubuntu 4.2.0-19-generic_ 1686

Ubuntu 4.2.0-19-generic x86 64
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.0-21-generic_ 1686
.0-21-generic x86_ 64
.0-22-generic_ 1686
.0-22-generic x86_ 64
.0-23-generic_ 1686
.0-23-generic x86_ 64
.0-25-generic_ 1686
.0-25-generic x86_ 64
.0-27-generic_ 1686
.0-27-generic x86_ 64
.0-30-generic_ 1686
.0-30-generic x86_ 64
.0-34-generic_ 1686
.0-34-generic x86_ 64
.0-35-generic_ 1686
.0-35-generic x86_ 64
.0-36-generic_ 1686
.0-36-generic x86_ 64
.0-38-generic_ 1686
.0-38-generic x86_ 64
.0-41-generic_ 1686
.0-41-generic x86_ 64
.0-42-generic_ 1686
.0-42-generic x86_ 64
.0-101-generic_1i686
.0-101-generic x86 64
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.0-103-generic_1i686
.0-103-generic_x86 64
.0-104-generic_1i686
.0-104-generic_ x86 64
.0-108-generic_1i686
.0-108-generic_ x86 64
.0-109-generic_1i686
.0-109-generic_ x86 64
.0-11l-generic_1i686
.0-11l-generic_ x86 64
.0-112-generic_1i686
.0-112-generic_x86 64
.0-116-generic_1i686
.0-116-generic_ x86 64
.0-119-generic_1i686
.0-119-generic_ x86 64
.0-121-generic_1i686
.0-121-generic_ x86 64
.0-122-generic_1i686
.0-122-generic_x86 64
.0-124-generic_1i686
.0-124-generic_x86 64
.0-127-generic_1i686
.0-127-generic_x86 64
.0-128-generic_1i686
.0-128-generic x86 64
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.0-130-generic_1i686
.0-130-generic_x86 64
.0-131-generic_1i686
.0-131-generic_x86 64
.0-133-generic_1i686
.0-133-generic_ x86 64
.0-134-generic_1i686
.0-134-generic_x86 64
.0-135-generic_1i686
.0-135-generic_x86 64
.0-137-generic_1i686
.0-137-generic_x86 64
.0-138-generic_1i686
.0-138-generic_ x86 64
.0-139-generic_1i686
.0-139-generic_ x86 64
.0-140-generic_1i686
.0-140-generic_x86 64
.0-141-generic_1i686
.0-141-generic_x86 64
.0-142-generic_1i686
.0-142-generic_x86 64
.0-143-generic_1i686
.0-143-generic_ x86 64
.0-144-generic_1i686
.0-144-generic x86 64
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.0-145-generic_1i686
.0-145-generic_x86 64
.0-146-generic_1i686
.0-146-generic_x86 64
.0-148-generic_1i686
.0-148-generic_ x86 64
.0-150-generic_1i686
.0-150-generic_x86 64
.0-151-generic_1i686
.0-151-generic_x86 64
.0-154-generic_1i686
.0-154-generic_x86 64
.0-157-generic_1i686
.0-157-generic_x86 64
.0-159-generic_1i686
.0-159-generic_ x86 64
.0-16l-generic_1i686
.0-161l-generic_ x86 64
.0-164-generic_i686
.0-164-generic_x86 64
.0-165-generic_1i686
.0-165-generic_x86 64
.0-166-generic_ 1686
.0-166-generic x86 64
.0-168-generic_1i686
.0-168-generic x86 64
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.0-169-generic_1i686
.0-169-generic_ x86 64
.0-170-generic_1i686
.0-170-generic_x86 64
.0-171-generic_1i686
.0-171-generic_x86 64
.0-173-generic_1i686
.0-173-generic_x86 64
.0-174-generic_1i686
.0-174-generic_x86 64
.0-176-generic_1i686
.0-176-generic_x86 64
.0-177-generic_1i686
.0-177-generic_x86 64
.0-178-generic_1i686
.0-178-generic_x86 64
.0-179-generic_i686
.0-179-generic_x86 64
.0-184-generic_1i686
.0-184-generic_ x86 64
.0-185-generic_1i686
.0-185-generic_x86 64
.0-186-generic_ 1686
.0-186-generic x86 64
.0-21-generic 1686
.0-21-generic x86 64
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Ubuntu 4.4.0-22-generic_1686
Ubuntu 4.4.0-22-generic x86_ 64
Ubuntu 4.4.0-24-generic_ 1686
Ubuntu 4.4.0-24-generic x86_ 64
Ubuntu 4.4.0-28-generic_ 1686
Ubuntu 4.4.0-28-generic x86_ 64
Ubuntu 4.4.0-31-generic_ 1686
Ubuntu 4.4.0-31-generic x86_ 64
Ubuntu 4.4.0-34-generic_ 1686
Ubuntu 4.4.0-34-generic x86_ 64
Ubuntu 4.4.0-36-generic_ 1686
Ubuntu 4.4.0-36-generic x86_ 64
Ubuntu 4.4.0-38-generic_ 1686
Ubuntu 4.4.0-38-generic x86 64
Ubuntu 4.4.0-42-generic_ 1686
Ubuntu 4.4.0-42-generic x86_ 64
Ubuntu 4.4.0-43-generic_ 1686
Ubuntu 4.4.0-43-generic x86_ 64
Ubuntu 4.4.0-45-generic_ 1686
Ubuntu 4.4.0-45-generic x86_ 64
Ubuntu 4.4.0-47-generic_ 1686
Ubuntu 4.4.0-47-generic x86_ 64
Ubuntu 4.4.0-51-generic_ 1686
Ubuntu 4.4.0-51-generic x86 64
Ubuntu 4.4.0-53-generic_ 1686
Ubuntu 4.4.0-53-generic x86 64
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Ubuntu 4.4.0-57-generic_ 1686
Ubuntu 4.4.0-57-generic x86_ 64
Ubuntu 4.4.0-59-generic_ 1686
Ubuntu 4.4.0-59-generic x86_ 64
Ubuntu 4.4.0-62-generic_ 1686
Ubuntu 4.4.0-62-generic x86_ 64
Ubuntu 4.4.0-63-generic_ 1686
Ubuntu 4.4.0-63-generic x86_ 64
Ubuntu 4.4.0-64-generic_ 1686
Ubuntu 4.4.0-64-generic x86_ 64
Ubuntu 4.4.0-66-generic_ 1686
Ubuntu 4.4.0-66-generic x86 64
Ubuntu 4.4.0-67-generic_ 1686
Ubuntu 4.4.0-67-generic x86 64
Ubuntu 4.4.0-70-generic_ 1686
Ubuntu 4.4.0-70-generic x86 64
Ubuntu 4.4.0-71-generic_ 1686
Ubuntu 4.4.0-71-generic x86_ 64
Ubuntu 4.4.0-72-generic_ 1686
Ubuntu 4.4.0-72-generic x86_ 64
Ubuntu 4.4.0-75-generic_ 1686
Ubuntu 4.4.0-75-generic x86_ 64
Ubuntu 4.4.0-77-generic_ 1686
Ubuntu 4.4.0-77-generic x86 64
Ubuntu 4.4.0-78-generic_ 1686
Ubuntu 4.4.0-78-generic x86 64
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Ubuntu 4.4.0-79-generic_ 1686
Ubuntu 4.4.0-79-generic x86_ 64
Ubuntu 4.4.0-8l-generic_ 1686
Ubuntu 4.4.0-8l-generic x86_ 64
Ubuntu 4.4.0-83-generic_ 1686
Ubuntu 4.4.0-83-generic x86_ 64
Ubuntu 4.4.0-87-generic_ 1686
Ubuntu 4.4.0-87-generic x86_ 64
Ubuntu 4.4.0-89-generic_ 1686
Ubuntu 4.4.0-89-generic x86 64
Ubuntu 4.4.0-91-generic_ 1686
Ubuntu 4.4.0-91-generic x86_ 64
Ubuntu 4.4.0-92-generic_ 1686
Ubuntu 4.4.0-92-generic x86 64
Ubuntu 4.4.0-93-generic_ 1686
Ubuntu 4.4.0-93-generic x86 64
Ubuntu 4.4.0-96-generic_ 1686
Ubuntu 4.4.0-96-generic x86 64
Ubuntu 4.4.0-97-generic_ 1686
Ubuntu 4.4.0-97-generic x86 64
Ubuntu 4.4.0-98-generic_ 1686
Ubuntu 4.4.0-98-generic x86_ 64
Ubuntu 4.8.0-34-generic_ 1686
Ubuntu 4.8.0-34-generic x86 64
Ubuntu 4.8.0-36-generic_ 1686
Ubuntu 4.8.0-36-generic x86 64
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Ubuntu 4.8.0-39-generic_ 1686
Ubuntu 4.8.0-39-generic x86_ 64
Ubuntu 4.8.0-41-generic_ 1686
Ubuntu 4.8.0-41-generic x86_ 64
Ubuntu 4.8.0-42-generic_ 1686
Ubuntu 4.8.0-42-generic x86_ 64
Ubuntu 4.8.0-44-generic_ 1686
Ubuntu 4.8.0-44-generic x86_ 64
Ubuntu 4.8.0-45-generic_ 1686
Ubuntu 4.8.0-45-generic x86_ 64
Ubuntu 4.8.0-46-generic_ 1686
Ubuntu 4.8.0-46-generic x86 64
Ubuntu 4.8.0-49-generic_ 1686
Ubuntu 4.8.0-49-generic x86 64
Ubuntu 4.8.0-51-generic_ 1686
Ubuntu 4.8.0-51-generic x86 64
Ubuntu 4.8.0-52-generic_ 1686
Ubuntu 4.8.0-52-generic x86 64
Ubuntu 4.8.0-53-generic_ 1686
Ubuntu 4.8.0-53-generic x86 64
Ubuntu 4.8.0-54-generic_ 1686
Ubuntu 4.8.0-54-generic x86 64
Ubuntu 4.8.0-56-generic_ 1686
Ubuntu 4.8.0-56-generic x86 64
Ubuntu 4.8.0-58-generic 1686
Ubuntu 4.8.0-58-generic x86 64
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.0-15-generic_x86_ 64
.0-16-generic x86_ 64
.0-17-generic_ x86_ 64
.0-19-generic x86_ 64
.0-20-generic x86_ 64
.0-23-generic x86_ 64
.0-25-generic x86_ 64
.0-27-generic x86_ 64
.0-29-generic x86_ 64
.0-31-generic x86_ 64
.0-32-generic x86_ 64
.0-35-generic x86_ 64
.0-36-generic x86_ 64
.0-37-generic x86_ 64
.0-19-generic x86_ 64
.0-22-generic x86_ 64
.0-23-generic x86_ 64
.0-24-generic x86_ 64
.0-26-generic x86_ 64
.0-28-generic x86_ 64
.0-40-generic x86_ 64
.0-42-generic x86_ 64
.0-45-generic x86_ 64
.0-46-generic x86_ 64
.0-51-generic x86_ 64
.0-53-generic x86 64
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.0-59-generic x86_ 64

.0-6l-generic x86_ 64
.0-62-generic x86_ 64
.0-64-generic x86_ 64
.0-26-generic x86_ 64
.0-28-generic x86_ 64
.0-29-generic x86_ 64
.0-31-generic x86_ 64
.0-33-generic x86_ 64
.0-37-generic x86_ 64
.0-39-generic x86_ 64
.0-40-generic x86_ 64
.0-42-generic_ x86_ 64
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